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Preface 
 This book is your complete guide to mastering Firebase, providing comprehensive coverage for building secure, scalable, and dynamic applications on both native iOS and Android platforms. 
 Whether you are working on iOS or Android, each chapter provides practical insights and hands-on experience to help you integrate Firebase's powerful tools into your app development process. 
 What makes this book particularly valuable is the inclusion of real-world projects with full source code for both platforms in every chapter. These projects will allow you to see how Firebase features are implemented in real applications. By following along, you will not only gain theoretical knowledge but also practical, hands-on experience with Firebase on both iOS and Android. 
 From authentication to data management, from cloud messaging to analytics, we have tailored the content to ensure that developers on both platforms can fully leverage Firebase. You will learn how to implement these features seamlessly in iOS and Android environments, ensuring that your apps are secure, performant, and scalable across platforms. 
 The book is divided into 12 chapters, the details of which are as follows: 
 Chapter 1 lays the groundwork by introducing the foundational concepts of Firebase. As we progress through the book, we dive deeper into its core features and tools, exploring how they fit into real-world applications. 
 
Chapters 2 and 3 focus on Authentication for iOS and Android, ensuring that our apps can securely handle user identities across different platforms. These chapters provide the essential knowledge needed to build secure login systems, manage sessions, and integrate third-party authentication providers like Google Sign-In. 
 Chapters and 6 lead us into the world of Cloud Firestore, where we delve into data management strategies, advanced querying techniques, and how to optimize your database for performance and scalability. By the end of these chapters, you will have a solid grasp of how to structure, store, and retrieve data effectively. 
 Chapter 7 draws our attention to Firebase Storage, where we cover the handling of user-generated content and efficient file management, enabling you to create apps with rich media experiences. 
 Chapter 8 emphasizes the importance of Security Rules, teaching us how to protect user data and secure our Firestore and Storage with robust rule sets that align with best practices. 
 Chapter 9 explores Firebase Extensions, which provide pre-packaged solutions to common development challenges. You will learn how to extend the functionality of your apps while saving time on repetitive tasks. 
 Chapter 10 introduces Firebase Cloud Messaging, an essential tool for keeping users engaged with timely push notifications. We walk through the setup, implementation, and management of messaging campaigns to ensure your app delivers the right message to the right audience. 
 
Chapter 11 dives into Crashlytics, equipping you with tools for real-time crash reporting and analysis. We emphasize the value of maintaining app stability and enhancing user satisfaction through efficient issue management. 
 Chapter 12 rounds out our exploration with Firebase Analytics, where we learn how to track user behavior, gather meaningful insights, and optimize our apps based on data-driven decisions. 
 Whether you are new to Firebase or looking to deepen your understanding, this book offers a structured approach to harnessing the full power of Firebase in your development workflow. 
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CHAPTER 1 
 Introduction to Firebase 





 Introduction 
 Firebase is a platform developed by Google for creating mobile and web applications. It was originally an independent company founded in 2011 and later acquired by Google in 2014. 
 Today, Firebase provides a unified platform for app development, offering a wide range of functionalities. It is used in billions of user applications, such as Duolingo, Halfbrick, The New York Times, and more. Its services are crafted to solve common development challenges, enabling developers to focus on creating user-centric and high-quality applications. 
 This book serves as a complete guide to integrating Firebase into mobile We will begin with an introduction and setup on Firebase. Subsequent chapters will delve deep into its one specific tool/service. 
 Let’s get an introduction to Firebase and what it brings to the table! 





 Structure 
 In this chapter, we will cover the following topics: 
  Discovering Dive into the evolution and milestones of Firebase to understand its origins and development over the years 
 Choosing Firebase for Mobile Explore the strategic advantages of integrating Firebase into your mobile applications 
 Getting Started with A step-by-step guide on creating a Firebase account to kickstart the development journey 
 Exploring Firebase’s Unpack the comprehensive suite of core features and services offered by Firebase 
 Understanding the Cost Analyze the pricing model of Firebase products to plan the budget effectively and maximize the investment 
 Firebase versus the Compare Firebase with other major platforms in the market to discern its unique benefits and suitability for our projects 
 Leveraging Community and Tap into the wealth of resources available through Firebase’s documentation 





 Overview and History of Firebase 
 Firebase began its journey as a startup named Envolve in 2011, founded by James Tamplin and Andrew Lee. Evolve provided developers with an API that enabled the integration of online chat functionality into their websites. 
 
 Figure 1.1: Firebase founders James Tamplin and Andrew Lee 
 Following the launch of their chat service, the two founders observed an unexpected use case: developers were utilizing Envolve not just for messaging but also for synchronizing non-chat data, such as real-time game states, among users. 
 
Recognizing the broader application of their technology, they chose to decouple the chat functionality from its underlying real-time This led to the establishment of Firebase as an independent entity in 2011, which was officially introduced to the public in April 2012. 
 In 2014, Firebase expanded its platform to incorporate additional tools and services, becoming a more holistic development platform, culminating in its acquisition by Google in the same year. This acquisition significantly expanded Firebase’s capabilities, integrating it with Google’s cloud services and enhancing its infrastructure. 
 
 Figure 1.2: Google acquired Firebase 
 Under Google, Firebase has grown into a unified app development platform that offers a wide array of tools and services designed to help developers build high-quality apps, improve app quality, engage users, and grow their businesses. 
 It’s widely recognized for its Cloud Real-time Analytics authentication machine learning and much more. 
 

 Figure 1.3: Variety of services provided by Firebase 





 Benefits of Adopting Firebase 
 Today, Firebase continues to innovate and expand its services, incorporating the latest advancements in technology and responding to the ever-changing needs of developers. 
 Some of the great benefits are: 
  Ease of Use and Quick Developers can integrate Firebase into their apps swiftly, thanks to its user-friendly console and straightforward SDKs. Features such as analytics, databases, and authentication can be implemented with just a few lines of code. 
 Free to Firebase provides a generous free tier for many of its services. This allows us to use various Firebase features without upfront costs, and as the application grows, we can scale our usage with the project’s needs, ensuring that costs are aligned with growth and success. 
 Real-Time Database and This is its signature service providing a real-time database, allowing for the seamless synchronization of data across all clients in real-time. This is a must-have in applications, such as chat applications or live updates such as stock pricing or sale tracking. 
 
Strong User Firebase Authentication provides a simple yet powerful solution for managing user identity and authentication. It supports a variety of sign-in methods, including email and password, phone numbers, and popular federated identity providers, such as Google, Facebook, and Twitter. Firebase Authentication takes care of the complexities of building a secure authentication system, including features like account recovery and integration with other Firebase services. 
 Firebase offers robust scalability out of the box, handling the complexities of scaling infrastructure so that developers don’t have to. 
 Rich Set of Integrated Firebase isn’t just a database or an authentication service; it’s a comprehensive suite of tools that cover many aspects of app development. From storage solutions and machine learning capabilities to hosting and cloud functions, Firebase provides a wide range of integrated services. 
 The evolution of Firebase reflects a commitment to simplifying the challenges of app development, allowing developers to focus more on creating user-centric experiences while handling the complexities of the infrastructure for us. 
 One of the largest beneficial groups is small or start-up projects. With Firebase, startups can move from idea to prototype to production much faster. 
 The platform simplifies many typical back-end development tasks with its pre-built services, allowing small teams to focus on building user-centric features. This rapid development capability is crucial for startups that need to iterate quickly based on user feedback or market demand. 
 

 Figure 1.4: Firebase benefits small/start-up projects 
 Furthermore, it handles many of the complexities associated with developing and managing app infrastructure, such as authentication, data storage, and hosting which will require a whole team to set up and build the foundation in large corporations. 
 This allows startup teams, often limited in size and resources, to devote more time and energy to developing unique features and improving user experience, rather than managing servers or building backend services from scratch. 





 Creating a Firebase Account 
 To access and register a Firebase account, navigate to https://firebase.google.com from the browser: 
 
 Figure 1.5: Firebase website 
 Feel free to explore around. You will find all you need from the pricing system to the documentation. In the top right corner, you can change displayed languages and toggle between light mode and dark mode. Also, all the documentation will be changed based on the language we selected, which is great. 
 When ready, click “Go to console” on the furthest right side to go to Firebase’s dashboard. If you are using Firebase for the first time, then you must create a new account first. 
 

 Figure 1.6: Create a new account 
 Since Google owns Firebase now, you’ll need a Google account to create and link with your Firebase account. Go ahead and fill in the information. After successfully signing in, you will see the dashboard looking like this: 
 
 Figure 1.7: Firebase dashboard for existing account 
 
If your account has been used to set up and configure multiple projects, then it might look a little different and empty. If new, then it will look like this: 
 
 Figure 1.8: Firebase dashboard for a new account 
 Regardless, it’s all the same. Now, let’s create our first Firebase project. 





 Creating our First Firebase Project 
 Click “Create a project” to create our first project. We will use this project only as a tutorial for Firebase products/services, and not for implementation, which will be covered in the next chapter. 
 The first step will be naming our project, this time, we will name it “DemoProject”. 
 
 Figure 1.9: Set up a new project step 1 
 Continue to step 2. Here, it will ask us to enable Google Analytics or not, which includes tools listed in Figure 
 

 Figure 1.10: Set up a new project step 2 
 Firebase offers a variety of products and services and most projects just use some of them. So, in the future, when setting up a new project that does not need Analytics, you can disable it. However, for this demo, we will enable it to see the dashboard of those tools. 
 Also, if you’re using an existing Firebase project that doesn’t have Google Analytics enabled, you can always turn it on by going to the Integrations tab of your settings -> Project settings to enable it. 
 

 Figure 1.11: Set up a new project step 3 
 The final step asks for the Analytics location which, as explained, should be the location of our project or corporation. Then, agree to all the terms and services, and we are good to go. 
 Hit “Create project” and wait some time for Firebase to set up and configure our project, which may take some minutes. Then when it finishes, we will be presented with our project dashboard: 
 
 
Figure 1.12: Our project dashboard 
 We will be adding and linking an iOS application and an Android application to our project in the next chapter. Besides iOS and Android applications, Firebase’s project can be linked to web, Unity, and Flutter applications. But they will not be covered in the scope of this book. 
 No worries because things can be carried over as long as you understand the purposes of each product/service. Then the difference is only in the code implementations. 
 Next, let’s first have a complete introduction to Firebase products/services. And what will be covered in this book. 





 Core Features and Services 
 There are a lot of products and services in the Firebase system. But it can be categorized into three different segments: Build, Release & Monitor, and Engage. 
 
 Figure 1.13: Firebase products categories 
 Visit https://firebase.google.com/products-build to learn more about what is available. We highly suggest readers go through each product/service’s introduction to get an idea of what it is about, what problems it solves, and what it offers. Regardless, we will go through all of these categories in this book and explore some of the core products. 
 Let us see what they are: 
  User This provides a complete identity solution, supporting a variety of sign-in methods. 
 

 Figure 1.14: Authentication 
  Supports a variety of sign-in methods, including email/password, social media, and phone numbers. 
 Integrates seamlessly with other Firebase services. 
 Offers features such as user management, account recovery, and security monitoring. 
 Cloud This is a flexible, scalable database for mobile, web, and server development that offers seamless data synchronization and offline support. 
 

 Figure 1.15: Cloud Firestore 
  Real-time data syncing across user devices 
 Strong consistency with powerful query capabilities 
 Automatic and multi-region data replication for high availability 
 Realtime This is a cloud-hosted NoSQL database that lets you store and sync data between your users in real-time. 
 

 Figure 1.16: Realtime Database 
  Provides real-time data synchronization 
 Allows for offline data access and synchronization upon reconnection 
 Enforces data validation with flexible, real-time database rules 
 Offers secure file uploads and downloads for your Firebase apps. 
 

 Figure 1.17: Storage 
  Built-in security to protect files 
 Robust uploading and downloading capabilities 
 Integration with Firebase Authentication for user-specific access 
 Cloud Messaging This is a cross-platform messaging solution that lets you deliver messages reliably and push notifications at no cost. 
 

 Figure 1.18: Cloud Messaging 
  Supports notification messages and data messages 
 Works across iOS, Android, and the web 
 Allows for topic subscriptions, message segmentation, and customizable payloads 
 Analytics and Performance This provides free and unlimited reporting on up to 500 distinct events, helping you understand user behavior and refine your applications. 
 

 Figure 1.19: Analytics 
  Detailed insights on user demographics, behavior, and performance 
 Seamless integration with other Firebase services 
 Custom event reporting for tailored analytics 
 A/B Testing and Remote This enables you to change your app’s behavior and appearance without publishing an app update, all while measuring the impact. 
 

 Figure 1.20: A/B Testing 
  Experiment with app features, UI, and more, using A/B Testing 
 Update app behavior and appearance with Remote Config 
 Combine with Analytics to measure improvements and understand user impact 
 A powerful, real-time crash reporting tool that helps you track, prioritize, and fix stability issues that erode app quality. 
 

 Figure 1.21: Crashlytics 
  Real-time crash reporting and analysis 
 Customizable crash grouping and prioritization 
 Machine Brings Google’s machine learning expertise to mobile developers in a powerful and easy-to-use package. 
 
 
Figure 1.22: Machine learning 
  Pre-trained models for common use cases 
 Easy-to-use services 
 Integration with other Firebase tools to create dynamic, personalized user experiences 
  Let us discuss about the variety of interesting products that Firebase offers. 





 Pricing 
 Firebase offers a variety of services, each with its pricing model, to accommodate the diverse needs of developers and businesses. Visit https://firebase.google.com/pricing to learn in detail. 
 
 Figure 1.23: Firebase pricing 
 Many Firebase services, such as Firebase Realtime Database, Cloud Firestore, and Firebase Storage, offer free tiers with certain usage limits, allowing developers to start without any initial cost. 
 Firebase offers two main pricing plans. The Spark plan is a no-cost plan providing access to all Firebase features with some limits, while the Blaze plan is a pay-as-you-go plan that scales with your usage. 
 Also, at the end, there is a calculator for price estimation. 





 Competitors 
 Firebase has become a popular choice for mobile and web application development, but it’s not the only option available. 
 Various other platforms offer similar functionalities, each with its strengths and focus areas, such as AWS Amplify or Microsoft Azure App Services. 
 
 Figure 1.24: Competitors 
 While all platforms offer core backend services like data storage and user authentication, they differ in additional features, integrations, and the extent of customization available. Furthermore, each has a different pricing model. 
 Firebase stands out with two key strengths: 
  A generous free tier quota for its products/services. 
 
Ease of Use and Community The ease of setting up, documentation quality, community support, and availability of resources can vary significantly between platforms. 





 Documentation and Community Support 
 Firebase documentation stands out as one of the most well-written out there. Here is an example of the sign-in in the iOS SDK https://firebase.google.com/docs/auth/ios/firebaseui that we will use in the next chapter: 
 
 Figure 1.25: Firebase English documentation 
 The documentation has a great explanation and step-to-step implementation. Not only that, it has the code snippet in multiple languages that we can just copy and use. 
 It is also available in multiple languages. Let’s switch to Vietnamese: 
 

 Figure 1.26: Firebase Vietnamese documentation 
 How great is that! Firebase has been around for more than 10 years and the growth has been rapid. It has a large and active community of developers. There are a lot of active threads in StackOverflow about it and many tutorials on YouTube, Udemy, and more. 
 The availability of extensive documentation, tutorials, and forums helps developers troubleshoot issues and learn from others’ experiences. 
 You can also learn more about recent activities at https://firebase.google.com/community 





 Conclusion 
 In this chapter, we’ve journeyed through the history of Firebase, understanding its role in modern mobile application development. 
 We’ve unveiled the benefits that make Firebase a powerful ally for developers, including its real-time operations, scalability, and comprehensive suite of tools. Additionally, we’ve guided you through creating a Firebase account, discussed the core features and services, delved into the product costs, and compared Firebase with its competitors. 
 Furthermore, the importance of robust documentation and an active community was underscored, highlighting the supportive ecosystem surrounding Firebase. 
 Next, we will turn our attention to User Authentication, the first of Firebase’s powerful tools, exploring how its versatile and secure authentication system can be implemented to enhance user security and experience in your applications. 





CHAPTER 2 
 User Authentication with iOS 





 Introduction 
 User authentication is a fundamental aspect of app security and user management. It’s usually the beginning of an application flow. 
 In this chapter, we’ll explore how Firebase Authentication provides a quick and easy solution for integrating various sign-in methods, managing user accounts, and securing user data. Furthermore, we will equip you with the knowledge to implement robust authentication systems within a real iOS application, ensuring your application is secure and user-friendly. 





 Structure 
 In this chapter, we will cover the following topics: 
  Introduction to User Understanding the critical role of secure Authentication in app development 
 Dashboard Authentication Configure authentication methods easily from the Firebase dashboard 
 Firebase and iOS Connect Firebase services with our iOS projects efficiently 
 Email/Password Implement standard email and password login for iOS apps 
 User Account Manage user interactions including sign-up, log-in, and log-out 
 Auto-Login Maintain user sessions automatically for enhanced usability 
 Third-Party Authentication with Add Google login for broader accessibility 
 Secure Account Enable users to delete their accounts with re-authentication safely 





 User Authentication 
 Have you ever used any social media platform? If yes, then the first step will always be login in with an existing account or create a new one. This is user 
 
 Figure 2.1: Examples of Instagram and TikTok authentications 
 User Authentication is the process of verifying a user’s identity to provide access to a system or application. 
 It’s a critical security measure that ensures a user can only access information and perform actions that are appropriate for their level of access. Nowadays, almost every application will ask for it, but there are still some that don’t require authentication. What are the differences? 
 
Applications with and without user authentication serve different purposes and cater to different user needs and security requirements. Here are the key differences and considerations for when user authentication is needed: 
 Applications with User Authentication: 
  Personalized User Experience: These applications typically offer personalized content, settings, and experiences. User authentication allows the application to store user preferences, progress, and data securely and present a tailored experience. 
 Access to Restricted Resources: Applications requiring user authentication often contain restricted data or functionality that should only be accessible to authenticated and authorized users, such as personal data or premium features. 
 User Activity Tracking and Authentication enables tracking of individual user activities and history, which is essential for providing customized recommendations, support, and analytics. 
 Security and Privacy: In applications dealing with sensitive or personal information, authentication is crucial for protecting user data and ensuring that information is only accessible to the rightful owner. 
 Applications without User Authentication: 
  Public Information and Services: These applications typically provide information or services that are not user-specific and do not require personalization, such as news apps or public service announcements. 
 
Simplicity and Accessibility: Applications without authentication can be accessed more quickly and by anyone, offering immediate use without the barrier of account creation. This can be beneficial for apps prioritizing ease of access and minimal user commitment. 
 Limited Functionality: Such applications usually have limited functionality and do not require users to input or retrieve personal data. They are designed for general use and do not provide personalized experiences. 
 When is User Authentication Needed? 
  Handling Sensitive Data: If an application handles personal or sensitive user data, such as financial information or private communications, authentication is necessary to secure access. 
 User-Specific Functionality: Applications that offer user-specific features, such as social media platforms, personal health apps, or e-commerce sites, require authentication to provide personalized experiences and secure user data. 
 Compliance and Legal Requirements: Certain regulations and laws might mandate user authentication for privacy protection and data security, especially in sectors, such as healthcare, finance, and services for children. 
 Community and User Interaction: Applications that allow user interaction, content creation, or sharing typically need authentication to ensure accountability and manage user permissions. 
 
Understanding and implementing robust user authentication is indispensable in modern application development. It forms the foundation of security, personalization, and compliance in any system, and is fundamental to maintaining user trust and satisfaction. 
 Firebase Authentication offers a powerful and flexible solution, simplifying the complex challenges of user authentication with various easy-to-implement features, and allowing developers to focus on creating rich and secure user experiences. 
 As we move forward, we’ll delve into the specifics of how Firebase enables seamless authentication processes, helping you to implement these critical functionalities in your mobile applications, starting with iOS applications first and then following up with Android applications. 





 Configuring Firebase Authentication 
 From the left toolbar of the project dashboard, select “Authentication” and navigate to the tab “Sign-in 
 We will see all the available authentication methods by Firebase here and it is a lot. Let’s start with the most basic one: Email/Password authentication. 
 
 Figure 2.2: Authentication methods 
 Enable it and 
 
 
Figure 2.3: Enable email/password authentication 
 Now we see that for our project, the “Email/Password” provider is enabled and ready to use. Later, we will add more authentication providers. 
 
 Figure 2.4: Finish enabling email/password authentication 
 We have finished setting up email/password authentication. 





 Configuring Firebase to iOS Project 
 For developing iOS applications, we will use Xcode which is an IDE provided by Apple. 
 If you have not installed it, on your Mac: Go to AppStore => Search for Xcode => Install. 
 Depending on your Wi-Fi, this will take around one to a couple of hours. 
 Xcode 15.1 is used at the moment of writing this book. So, if you come from the Future, don’t worry because there won’t be much difference. 
 
 Figure 2.5: Downloading Xcode 
 This book is about Firebase integration on mobile applications for both iOS and Android. Because of this and limited time, we will not go into mobile concepts such as UI designs, layouts, foundations concepts, or how to build applications. 
 We will set up the beginning source code for you and then we can start implementing Firebase along with it. You will also find the final implementation source code for each chapter. 
 Now let’s open the beginning source code for our iOS authentication application and take a look at it: 
 

 Figure 2.6: Application authentication structure 
 This will be the structure of our application in this chapter. As you can see, we will have the Login scene first. From there if users already have an account, they can log in and go directly to the only scene for now: The Setting scene, which will have two functionality buttons: log out and delete account. 
 
If they are new users, they can choose to sign up for a new account with email and password. If successful, then they will be directed to the Setting scene. Also, besides email/password authentication, we will use Google as an example of third-party authentication. 
 Now let’s create a new Firebase project that we will be using through this book for both iOS and Android. Let’s name it SaleRecords as it will be the category of our project. 
 We have gone through this process in Chapter 1, Introduction to Just go back in case you forget and ensure Analytics is enabled as well as we will talk about it in later chapters. 
 
 Figure 2.7: SaleRecords dashboard 
 If you do it correctly, your project dashboard will look like Figure It was here that we stopped in the previous chapter. Now, let’s move forward and select the iOS symbol to set up the iOS application. 
 

 Figure 2.8: Connect Firebase to the iOS application step 1 – filled required information 
 For the first step, we are required to fill in three pieces of information and one is a must-have data which is Apple bundle 
 
 Figure 2.9: iOS project bundle identifier 
 
To get the App bundle ID, navigate to the tab “Signing & Capabilities” and we will find it in “Bundle Identifier”. It is important to copy exactly the bundle identifier here. 
 An Apple Bundle ID, also known as a Bundle Identifier, is a unique identifier for an app on Apple’s platforms. It’s used to represent an app in Apple’s ecosystem and is required to distribute apps through the App Store or deploy them for testing. 
 Each application will have a unique ID, so replace ours with your specific one and recompile. Also, ensure that it is built successfully and continues. 
 The next optional field is the app nickname. Here we will name our “My Coffee Shop” as it will be the theme of this demo project. The last one is the AppStore ID which is required for the post-production stage to connect to other services like Ad Mod and the AppStore. 
 Ad Mod is a service of Google to present in-app advertisements and requires Apple ID at the production stage. 
 
 Figure 2.10: iOS Apple ID 
 
If you have already released an application to the AppStore, then you would know about AppStore It is a suite of web-based tools provided by Apple for developers to manage their apps in the App Store. We will create our project here and linked using the bundle 
 Each project will have a special generated Apple ID which can be found in General => App We can always set it up in a later stage, usually right before the production release. As for now, we can bypass this field and continue. 
 
 Figure 2.11: Connect Firebase to the iOS application step 2 – download the generated GoogleService file 
 Next, Firebase has created the specific GoogleServices-Info.plist file for our project. This file contains unique, app-specific information needed to configure Firebase services in your app. 
 Download and add it to the project just like the presented instructions here. 
 
You will not find the GoogleServices-Info.plist inside any source code from this book or it will be invalidated at that point. This is because of security and avoiding spamming costs. So, you must set up your Firebase project and use your generated GoogleServices-Info.plist. 
 The next step will be adding the Firebase SDK repo to our project. There are some ways to do this in iOS applications: Swift Package Manager, Cocoa Pod, or Carthage. Firebase supports all but Swift Package Manager is the preferred one. So, we will go with it. 
 
 Figure 2.12: Connect Firebase to iOS application step 3 – Adding Firebase SDK 
 On Xcode: File => Add Package 
 

 Figure 2.13: Add third-party package using Swift Package (1) 
 Now copy the GitHub repo and pass it to the search bar, and we will see the Firebase iOS SDK. It’s recommended to select “Up to Next Major Version” for the latest version. 
 
 Figure 2.14: Add third-party package using Swift Package (2) 
 Next, we will be presented with a lot of packages that come with it, and will be using them in this book. 
 

 Figure 2.15: Add third-party package using Swift Package (3) 
 In this chapter, we will use the Authentication in these two repositories. The Combined version will add more syntax to support the Combine framework. 
 
 Figure 2.16: Connect Firebase to iOS application step 3 – Configure Firebase in App Delegate 
 
Now it’s time to write some codes! As you can see Firebase provided us the configure code from SwiftUI, Swift(UIKit), and Objective-C in detail. We are using UIKit in this book for iOS, so let’s go with the middle option. 
 Two new lines need to be added to our Import FirebaseCore and then call the .configure() method inside our 
 Now let’s build and we will see our project compile beautifully. And that is it, we finished creating and linking our iOS application with the Firebase project. How simple is that! 
 
 Figure 2.17: Finish connecting Firebase to the iOS project 
 Let’s jump into the documentation and start coding. 





 Creating a New Account with Email/Password (iOS) 
 Navigate to Firebase documentation and then select the iOS segment inside the Authentication section. Or you can jump straight to it with this URL: https://firebase.google.com/docs/auth/ios/start 
 For most of the Firebase documentation segment, there is always a video tutorial from the Google team. Consider watching them to gain more insight from the documentation development team themselves. 
 You can spend some time and read through this segment. As you may realize, all the setup and getting started for Authentication have been implemented in the previous section. We can now jump straight to code implementation. 
 The first authentication in every application will be creating a new user (sign-up) and logging in an existing user. Let’s scroll down and see how Firebase implemented these: 
 
 
Figure 2.18: Firebase iOS documentation for sign-up and sign-in users 
 In the Auth.auth() singleton provided by Firebase, we have access to two functions createUser() and signIn() that both receive an email and password as input parameters. These two functions are asynchronous and both have completion blocks that return an authentication result and possible error. 
 This Auth object is from the FirebaseAuth module, so make sure to import FirebaseAuth whenever you need to use its functionalities. 
 Now open our starting iOS project for this chapter and take a look at the logic inside the SignUpViewController that will handle our app sign-up flow: 
 
 Figure 2.19: Sign-up new users (1) 
 This view controller has three text fields for email, password, and password confirmation. Next, let’s take a look at our button action: 
 

 Figure 2.20: Sign-up new users (2) 
 We have simple validation logic for email and password here on the app’s side: checking for valid email format and the password; the password is at least 6 characters and confirm passwords match. Password security rules may be stricter in production applications, but this is enough for our demo application. 
 With all conditions satisfied, let’s copy the sign-up new user code from the documentation and implement it: 
 

 Figure 2.21: Sign-up new users (3) 
 Inside the completion block, we will check if there is an error sign-up, or else, we will direct our users inside our apps. 
 Build and run the application on a simulator or a real device and create a new account with a validated email and password. You will be successfully directed to the setting scene. 
 

 Figure 2.22: Sign-up new users successfully 
 To check if the new user has been created or not, open the tab Users from our Authentication dashboard: 
 
 Figure 2.23: New users created in the Authentication dashboard 
 
Here you see our first user created and all the related information about this user: the email, authentication provider, which is email in this case, the date created, and a specific UID for this user. Firebase will use this UID to distinguish between users and we will also use this ID later in the database section to store user-related data. 
 Next, re-run our application and you will observe that we start again at the first login scene. This is incorrect behavior because we haven’t logged out of our account yet. So when the app starts again, users should be presented inside the setting scene. We will fix this problem in the later section, but first, let’s implement log-in and log-out functions. 





 Log in with Email/Password (iOS) 
 Open the LogInViewController that handles the log-in scene from the project. Things are similar to the SignUpViewController here. We have the same validation logic for email and password. 
 Let’s implement the signIn() methods from the documentation: 
 
 Figure 2.24: Log-in existing user 
 Again, we will check if there is any authentication error here, if not, then continue the flow and navigate our users to the next setting scene. 
 

 Figure 2.25: Log-in existing user successfully 
 Try it on the simulator or device and you will be able to log in with the first account. Make sure the email and password are corrected. The only problem now is that users have to log in again when they re-run our application. 





 Listening for the Authentication State 
 Back to the Authentication documentation, scroll right up and there you will see the section that provides the ways to listen to the current user authentication state. 
 This is a live listener that we can attach to any view controller we need! But remember to manage these listeners correctly, and thankfully, we are guided by the documentation. 
 
 Figure 2.26: Listen to the user authentication state 
 We will add the listener in viewWillAppear() and remove it in 
 

 Figure 2.27: Listen to the user authentication state and perform actions 
 In the we defined an optional listener named handle and attached it in Now whenever the user authentication state changes, we will receive updates in this closure. We then check if the user is not nil which means they are already logged in then we can safely process to the setting scene. 
 Run it and you will see we are now present to the setting scene. But there is a bug in our code after adding this listener. Can you detect it? 
 
Remember we successfully logged in with the sign-in button pressed and we also navigated the user to the setting scene inside the completion block. These two methods are asynchronous and can happen at the same time. If you log in now, you will see that the setting scene is pushed twice because we push the first time in the signIn() method and at the same time our listener detects a logged-in user (user != nil) now which cause the second push. 
 To solve this problem, we create a flag isLogInProcess and will turn it on during the login process. Meanwhile, we will disable our listener as you saw here: 
 
 Figure 2.28: Prevent duplication push navigation from the listener 
 Great! Our code is working now. Next, let’s implement the log-out function. 





 Log out (iOS) 
 The log-out documentation is located in a different thread: Use a Custom Auth System. Sometimes, it’s quicker to Google search for what you want. For example, in this case, we can Google search “Firebase iOS sign-out documentation” and select the link from Firebase. 
 
 Figure 2.29: Log out user 
 Unlike sign-in which can have different methods for different providers. The sign-out is much simpler and will be used for all providers. 
 This action can fail, so we will wrap it alongside the do-catch block in Swift: 
 
 Figure 2.30: Implement log-out user 
 Because we are inside we can use the popToRootViewController() when the user successfully signs out to navigate back to the first log-in scene. 
 Everything is working great now. 





 Google Authentication 
 Many applications offer third parties’ authentication such as Google, Apple, Facebook, and so on, and Firebase has providers for all the famous ones. Many benefits come with this approach compared with the traditional email/password way: 
  Simplified Sign-In Process: users can log in with their existing accounts, eliminating the need to remember another set of credentials. This streamlines the sign-in process, reducing friction and potentially increasing user adoption and retention. 
 Enhanced large corporations such as Google, Apple, and Facebook have robust security protocols. Authentication with their account guarantees us the best possible security. 
 No this is because we will be using user accounts from other services. This simplifies the authentication process of the application. 
 Reduced Risk of Forgotten Passwords and Account minimizes the issue of forgotten passwords as users are more likely to remember their accounts which are often used across multiple services. Also, if they forget, then all the flow reset passwords will be handled on that provider’s site (Google, Apple, Facebook, and so on ). So, our developer’s team does not have to spend resources on this. 
 
These are the main benefits that third-party providers bring to the table. For the sake of this book, we will be covering authentication with Google as an example. Other providers may have similar processes, though some may have additional steps. Regardless, you will figure it out following the documentation. 
 Now let’s head to https://firebase.google.com/docs/auth/ios/google-signin to see what we need to enable Google authentication. 
 
 Figure 2.31: Preparation for Google authentication 
 Since we have already installed the remaining steps required us to turn on the Google provider in our dashboard and install another package GoogleSignIn. 
 
 Figure 2.32: Turn on Google provider 
 
Choose the Google provider and enable it. The important note here is after enabling you will be represented with the new Download and replace it in the project, and ensure that the file name is still the same. 
 Next, copy the GitHub repository link of GoogleSignIn and install it using Swift Package Manager like before. And we are all set. Now let’s see what we need to enable Google authentication: 
 
 Figure 2.33: Implement Google authentication (1) 
 
The first step required us to look for the REVERSED_CLIENT_ID from the new GoogleServices-Info.plist. 
 
 Figure 2.34: Get the REVERSED_CLIENT_ID 
 Search and copy that key, then under the “Info” tab of the App target, create a new URL type: 
 
 Figure 2.35: Set the REVERSED_CLIENT_ID as URL Scheme 
 Paste your REVERSED_CLIENT_ID to the URL Schemes. We will name this “Google authentication” for its identifier. 
 We already did the second step previously when setting up so let’s move to step 3: configure GoogleSignIn in 
 

 Figure 2.36: Configure Google sign-in framework 
 Let’s pause and try to understand the purpose of what we have done: 
  The new function we added in AppDelegate is part of the UIApplicationDelegate protocol in iOS development, specifically designed to handle the opening of a URL in the application. 
 GIDSignIn.sharedInstance.handle(url) is called to let the Google Sign-In SDK process the URL that your application received. 
 What exactly is the URL here? It’s the This is unique for every Firebase project. This URL contains information that the SDK needs to complete the sign-in process for a user. 
 When a user signs in to Google, the Google authentication process will redirect back to your app with a special URL containing an authentication token or an error. This function passes that URL to the Google Sign-In SDK to handle it appropriately. 
 The method returns a boolean indicating whether the URL was handled successfully. 
 
We will call the Google server with a specific custom URL and our Google SDK will present the built-in layout flow for Google sign-in. We will receive a callback value whether it is successful or not. 
 Next, let’s see what else we need to do: 
 
 Figure 2.37: Implement Google authentication (2) 
 
Steps 5 and 6 are optional. There is a built-in layout button for Google. Third-party providers usually require the look of their authentication button to be authentic and distinguish and follow their design guidelines. 
 The code in step 4 is what we need, so if we successfully sign in with the user’s Google account, then we can form a GoogleAuthProvider credential from it. Let’s see what we can do with it: 
 
 Figure 2.38: Firebase authentication with credential 
 Eventually, there is another signIn() method with the credential beside the email/password. If you implement other third-party providers, then you will be using this one as well. 
 
 Figure 2.39: Implement authentication with credential 
 
Combine these two steps in our Google button. First, we form the credential and then use the same logic back in the email/password login, but with the credential this time. 
 
 Figure 2.40: Google sign-in flow 
 Let’s run on a simulator and a real device, and we will be successfully signed in with our Google account. 
 
 Figure 2.41: New user created with Google provider 
 Back to our Authentication User dashboard, you will see the just created user, and the provider’s icon is Google now indicating this user has been using Google authentication. 





 Deleting User and Reauthentication 
 Let’s conclude this chapter by taking a look at how we can let users delete their accounts 
 As to the latest updates to the App Store Review Guidelines, particularly under the section related to user privacy, apps that offer account creation must also allow users to initiate deletion of their account within the app. 
 
 Figure 2.42: Delete current user account 
 
Delete account is a simple function just as with log out. It’s a can-fail function but we can’t carelessly trigger it. Imagine if someone accidentally has the user’s phone and taps it or the user mistakenly tries it when exploring the app itself. This is where reauthentication comes in. 
 Reauthenticating a user is an important step, especially when performing sensitive operations that require the user to confirm their identity again, such as changing their password, updating their information, or deleting the account. That’s why you can see the reauthentication section right below the delete section in Firebase documentation. 
 Let’s implement these two functions inside the 
 
 Figure 2.43: Implement delete current and reauthenticate user functions 
 When the current user account is successfully removed, we will navigate back to the LogInViewControlller by using popToRootViewController method. 
 
But there is a problem here, our application supports two ways of authenticating users: email/password and Google sign-in. So, we need to find out the current user’s authentication provider and reauthenticate them accordingly. 
 There is data in the current user’s data that we can extract from: “Auth.auth().currentUser”. 
 
 Figure 2.44: Get the current user authentication provider 
 The provider’s data returns us from the providerData as an array of predefined String data. This is because one user can log in from multiple providers. Here, we create an enumeration to parse from the first provider they used. 
 Now we can switch them when the user taps the delete button and reauthenticate correctly. Let’s write these two functions: 
 

 Figure 2.45: Implement reauthenticating with Google sign-in 
 The deleteGoogleUser also presents the sign-in controller, but this time in the finished callback, we will use the formed credential to reauthenticate with Firebase from our just-defined function. And if Firebase successfully reauthenticates, we will proceed to the delete user function. 
 For the email/password, we can use EmailAuthProvider to form the credential. Then we will need a new UI to allow users to enter their email and password: 
 
 Figure 2.46: Implement reauthenticating with email/password 
 In our case, we will present an alert with two text fields to let the user input their email and password. Then call reauthentication with the just form credential. 
 
Let’s try and remove the two accounts we just created: 
 
 Figure 2.47: Delete accounts 
 As you can see, we will be present with the right providers and proceed. It will successfully remove these user accounts. Go back to our authentication dashboard, and you will see the users have been removed. 
 

 Figure 2.48: Delete user accounts from the authentication dashboard 
 There is another way to remove the user account which is from the user authentication dashboard. The project admin can also reset the password and disable the account from here, which is very convenient. 
 All of this can also be achievable from our application and all is well written in the documentation. So, we encourage you to keep exploring from this base foundation. 





 Conclusion 
 In this chapter, we’ve covered the critical role of user authentication in securing applications and enhancing user experience, starting with an introduction that underscores its importance. 
 We explored how to set up various authentication methods from the Firebase dashboard, integrate Firebase into an iOS project, and implement email/password authentication. Practical guidance on managing user accounts, including sign-up, login, logout procedures, and maintaining user sessions for auto-login was provided. 
 We also delved into integrating third-party authentication with Google and emphasized the importance of allowing users to delete their accounts, in compliance with privacy standards and Apple’s guidelines, through a secure re-authentication process. 
 This comprehensive overview equips developers with the tools and knowledge to implement robust authentication systems in their iOS applications using Firebase. 
 There is so much for advanced things to explore like anonymous login, phone number authentication, password reset, two-factor authentication, and so on. These cannot be covered within the scope of this book, but they are all well-documented and have similar approaches compared to what you have learned in this chapter. So, we encourage you to continue deep-diving and exploring from the basic foundation this chapter provided. 
 In the next chapter, we will reimplement this with the Android system. As you can see, there are a lot of similar concepts in these two platforms. 





CHAPTER 3 
 User Authentication with Android 





 Introduction 
 In the last chapter, we learned about user authentication’s importance in an application life circle and how Firebase can simplify the implications for us. We then configure the Firebase dashboard and implement multiple foundational features, such as sign up, log in, log out, delete account, and so on through an iOS application. 
 This chapter will follow up and re-implement those for our Android application. 
 As you will soon see, both platforms have similar underlying concepts and methods. This similarity not only ensures a low learning curve but also enables seamless synchronization of user data across iOS and Android, enhancing the overall user experience and maintainability of the application. 





 Structure 
 In this chapter, we will cover the following topics: 
  Configuring Firebase for Android Projects: Guides on setting up Firebase in our Android environment, ensuring it’s ready to integrate with various Firebase 
 Logging in with Email/Password (Android): Step-by-step instructions on implementing email and password authentication, including handling login requests and managing our user sessions. 
 Creating a New Account with Email/Password Detailed process for setting up new user registration using email and password, covering both the UI and backend logic. 
 Listening for Authentication State: Techniques to monitor and respond to changes in authentication status, ensuring our app reacts dynamically to user logins and logouts. 
 Logging Out: Implementing a logout function to securely terminate user sessions, including best practices for cleaning up data and resources on logout. 
 Google Authentication: Explores how to integrate Google sign-in to provide a seamless and familiar login option for our users. 
 Deleting User and Reauthentication: Strategies for allowing users to delete their accounts, and the necessary steps to reauthenticate users to confirm sensitive actions. 





 Configuring Firebase to Android project 
 In this book, for Android development, we will be using Android Studio Hedgehog as the IDE and building the implication using Jetpack Compose. 
 This is the current stable version at the time of writing this book. Though it will change in the future, the content of this book will not be affected. 
 Grasp the latest stable version of Android Studio here or just Google for it: https://developer.android.com/studio?gad_source=1&gclid=CjwKCAiA8sauBhB3EiwAruTRJqEF1Dr5VCjytlTXU2LhoBysYt53Z0AtIoGtMvSvyImBIcqbCiVT6xoClpoQAvD_BwE&gclsrc=aw.ds 
 
 Figure 3.1: Android Studio Hedgehog 
 Great! Now let’s move back to our project dashboard. You can see the existing iOS app we already created in the previous chapter. 
 

 Figure 3.2: Project dashboard 
 We will need an Android application for our project SaleRecords. Click “Add app” to add a new target. 
 
 Figure 3.3: Adding new Android project 
 Now choose the Android option and proceed to configure the Android project. 
 

 Figure 3.4: Connect Firebase to the Android application step 1 – filled required information 
 Looking familiar, isn’t it? We already followed the same one for the iOS application earlier. 
 First, we are required to fill in three information of which 1 is a must-have which is the Android package This is similar compared with the Apple bundle ID in iOS. 
 It is a unique identifier for Android applications used on the Google Play Store and within the Android operating system. It’s specified in the application’s AndroidManifest.xml file and is used by the system to distinguish the app from others. The package name is typically in reverse domain name notation. 
 We will set up the debug SHA-1 key later when we do Google authentication. 
 We set it when we first create a new Android project: 
 

 Figure 3.5: Android project package name 
 Ensure the same package name is used. You can also change it before publishing the application to the store inside the “bundle.gradle.kts” file: 
 
 Figure 3.6: Locate the project package name within the Android project 
 
Next, Firebase has created the specific google-service.json file for our project. This file contains unique and app-specific information needed to configure Firebase services in our app. 
 Download and add it to the project just like the presented instructions here. 
 
 Figure 3.7: Connect Firebase to the Android application step 2 – download the generated google-service.json file 
 You will not find the google-service.json inside any source code from this book or it has been invalidated. This is because of security and avoiding spamming costs. So, you must set up your Firebase project and use your generated google-service.json. 
 The next step will be adding the Firebase SDK repo to the project. Just like we did with Swift Package Manager for iOS, we will be using Gradle for declaring and managing library dependencies in the Android ecosystem. 
 Gradle is an advanced build toolkit that is used as the primary build system for Android Studio projects. It automates the process of building, testing, deploying, and packaging Android applications. 
 

 Figure 3.8: Connect Firebase to the Android application step 3 – adding Firebase SDK 
 There are multiple steps here, let’s go through them. 
 So, the first step required us to add a new Google plugin ID in our project’s gradle 
 

 Figure 3.9: Adding Firebase SDK step 1 
 Open the Gradle Scripts section and copy the new ID here. 
 The next step will be in the App gradle file which is right below it: 
 
 Figure 3.10: Adding Firebase SDK step 2 
 Hit save and do not forget step 3 to sync Gradle this will do the comparison and fetch the new SDKs for us. Progress and we have finished setting up our Android project with Firebase. 
 Now if you look closely in this dependencies section, 2 SDKs are here which are Firebase and Analytics. We are missing the Authentication SDK here. 
 
So, let’s see how we add it by looking at the documentation: https://firebase.google.com/docs/auth/android/start 
 
 Figure 3.11: Adding Firebase authentication 
 We need to add the new implementation for the Authentication SDK. Let’s add it: 
 
 Figure 3.12: Adding Firebase authentication 
 
Now save and remember to re-sync the gradle and we are good to go. Next, let’s explore the login and you will see that our existing accounts in the previous chapter will be synced across different systems. This is great as both of the iOS and Android projects are targets belonging to the SaleRecords project so that all the user accounts will work on all of its target projects. 





 Application Overview 
 Here is the diagram representing the current user flow of the project we are building: 
 
 Figure 3.13: Application authentication structure 
 
Currently, our applications (iOS and Android) have three scenes: Login, Signup, and Setting. After the user is successfully authenticated, we will present them with the current account Setting scene with 2 functions to log out or delete the account. 
 Again, the scope of Android development is beyond the scope of this book. So, you will find the already implemented UI of this application in this chapter’s beginning folder source code. 
 The source code for Android in this book will be written in Jetpack Compose. From the “Beginning” folder of this project source code, you will find: 
  This is the start of the Application, you will see the navigation logic defined here. 
 Contains the UI and later the logical functions related to the Login scene 
 Contains the UI and later the logical functions related to the Signup scene 
 Contains the UI and later the logical functions related to the Setting scene 
 Now some may question why there is no separation between the UI and logical and why some design pattern/architecture is followed. Again, the core of this book is about Firebase and its integration. So, defining them in the same file is more convenient and easier to follow for readers. 
 You will not find the google-service.json or an already depreciated one, so replace it with your new file. And also remember to change the App project package name to match your unique one. 





 Logging in with Email/Password (Android) 
 Let’s implement the login feature first. And it is in the same getting start authentication for Android documentation: https://firebase.google.com/docs/auth/android/start 
 
 Figure 3.14: Sign in the current user 
 It’s looking similar to what we have done for the iOS application. Let’s implement it inside the Login.kt: 
 

 Figure 3.15: Implement sign-in current user 
 Let us first do some validation checks for valid email and password. Then navigate to the Setting scene if a user is successfully authenticated. 
 Use the previous user that you have created with the iOS App and you will be able to login to the Android app. 
 Awesome! We now have the shared authentication for both our iOS and Android applications. 





 Creating a New Account with Email/Password (Android) 
 Next, let’s implement the sign-up a new user logic. We find it right above the sign-in section in the documentation: 
 
 Figure 3.16: Sign up a new user 
 Let’s implement it inside the 
 

 Figure 3.17: Implement sign-up for a new user 
 Here we do some validation checks and processes to create a new user. In the simulator or on your device, navigate to the Sign Up screen and you will be able to create a new user. Now you can confirm it in the Firebase dashboard, a new user will be added there. 





 Listening for the Authentication State 
 We are having the same problem when trying to kill and re-launch the application: the user has to log in again when in fact their authentication session is still persistent. 
 In the same documentation section, there is a way to check the current authentication state: 
 
 Figure 3.18: Check if there is a current authenticated user 
 Let’s implement this. We will do the check right after we initiate the navigation controller. Here we simply perform a check for the current authentication user. If there is one, we will navigate them to the Setting scene, if not, then stay at the Login scene. 
 

 Figure 3.19: Listen to the user authentication state and perform actions 
 Rebuild the project. Now the already authenticated user will be at the Setting when they reopen our application. 





 Logging Out 
 Now let’s do the logout function: https://firebase.google.com/docs/auth/android/custom-auth 
 
 Figure 3.20: Log-out user 
 Very simple and directive with one single line of code. Let’s add this functionality: 
 
 Figure 3.21: Implement log-out user 
 With this, users can log out and we will redirect them back to the first login scene now. 





 Google Authentication 
 Numerous applications provide authentication through third-party services, such as Google, Apple, Facebook, and others, with Firebase supporting all the well-known providers. This method brings several advantages over the conventional email/password authentication approach: 
  Streamlined Sign-In Users can access the application using their pre-existing accounts, eliminating the necessity for remembering additional credentials. This simplification helps enhance the user experience, potentially boosting both adoption and long-term usage. 
 Superior Security Large entities such as Google, Apple, and Facebook implement stringent security standards. Leveraging their accounts for authentication provides top-tier security measures. 
 Elimination of Registration Utilizing accounts from external services negates the need for a separate sign-up process, thereby simplifying user onboarding. 
 Decreased Password-related Issues and Account The likelihood of password forgetfulness is reduced as users employ their frequently used accounts from other services. Additionally, any password reset procedures are managed by the external provider (Google, Apple, Facebook, and so on.), freeing up our resources and reducing our responsibility for user account management. 
 
Now let’s head to https://firebase.google.com/docs/auth/android/google-signin to see what we need to enable Google authentication. 
 Take a read through it to get an overview if you have time, but we have already done partly of it. The remains that need to be set up are in steps 2 and 3. 
 The setup and configuration on the Firebase dashboard are done in the previous chapter when we enable the iOS application. If you haven’t built the iOS and decided the skip to this chapter, then we suggest you come back to the previous chapter and read about how we can enable different authentication providers from the Firebase dashboard. 
 
 Figure 3.22: Set up Google authentication 
 We need a new implementation for Google Play; let’s add it to our Gradle script and remember to save and re-sync: 
 

 Figure 3.23: Add new implementation for Google Play 
 Next, for step 3, let’s set up our debug SHA key; without it, we can’t perform our authentication. Go to the tab “General” inside our “Project settings”: 
 
 Figure 3.24: Configure debug SHA fingerprint (1) 
 Scroll down and choose our Android application. Here we need to add the debug SHA key when testing and the real SHA key which will be generated in Google Playstore when the app is in production. 
 
 
Figure 3.25: Configure debug SHA fingerprint (2) 
 Certain Google Play services such as Google Sign-in and App Invites require us to provide the SHA-1 of our signing certificate so that they can create an OAuth2 client and API key for our applications. 
 But where do we get our SHA key? Let’s see what the documentation tells us: https://developers.google.com/android/guides/client-auth 
 There are two different keys: one for testing and one for production. When the application is ready to launch, we can find it inside the Google Play Console. 
 As for the development process, we will be using the debug fingerprint and there are some ways to get it. Since we already opened Android Studio, the SHA key can be obtained inside the sign-in report: 
 
 Figure 3.26: Configure debug SHA fingerprint (3) 
 Ensure that you have installed the latest version of Java on your computer or else you will be prompted with an error message here. You can visit the website: https://www.java.com/en/download/ to get it or use helper tools such as Brew. 
 Now hit enter and you will see the sign-in report that looks like this: 
 

 Figure 3.27: Get the debug SHA fingerprint 
 Look for the SHA1 key and copy it. 
 There is another short command we can use for Mac terminal command to get debug SHA-1: 
 keytool -list -v -alias androiddebugkey -keystore ~/.android/debug.keystore -storepass android -keypass android 
 All of these ways are fine. Let’s copy and paste the key to the Firebase dashboard: 
 
 
Figure 3.28: Configure debug SHA fingerprint (4) 
 Paste the SHA1 key here and remember to download and replace the google-service.json inside our project because now with the updated SHA1 key, the file is changing so we need to replace it with the newer version. This is step 6 in the setup flow from the documentation: 
 https://firebase.google.com/docs/auth/android/google-signin 
 This is the time to write some code to get users authenticated through Google. 
 

 Figure 3.29: Google authentication with Android documentation 
 The current documentation of Firebase relies on the Activity’s startActivityForResult() mechanism to perform the sign-in. We will use the modern approach: 
 

 Figure 3.30: Perform the Google authentication function 
 Parameter 
  This is a ManagedActivityResultLauncherActivityResult> object. It’s part of the modern way (as of Android API level 30 and higher) to handle activity results in Android, replacing the older startActivityForResult() method. This launcher will be used to start the Google Sign-In activity and handle the result in a more decoupled and type-safe way. 
 This provides the context in which the Google Sign-In client will operate, typically your Activity or Fragment context. 
 GoogleSignInOptions 
  The function creates an instance of GoogleSignInOptions using its builder pattern. GoogleSignInOptions.DEFAULT_SIGN_IN configures the sign-in to request users’ ID and basic profile information. 
 
This line requests the ID token for the user. The ID token is used to authenticate the user with your backend server. The token should typically be your application’s client ID from the Google Developer Console, but here it appears directly in the code, which is not a best practice for production applications due to security reasons. Normally, you should obtain this from a secure source or your resources. 
 This requests the user’s email address to be associated with the sign-in. 
 GoogleSignInClient 
  The function initializes a GoogleSignInClient with the provided context and This client manages the Google Sign-In flow. 
 Launching Google Sign-In Activity: 
  Finally, the function uses the provided launcher to start the Google Sign-In activity. This is where the user will be prompted to choose a Google account for signing in. googleSignInClient.signInIntent creates an intent to start this sign-in activity. 
 Once the user has signed in (or if the process is canceled or fails), the result is handled by the ActivityResultLauncher that was passed to the function. This part of the process is external to this function but is critical for handling the user’s authentication state post-sign-in attempt. 
 There is one thing we hard code here which is the it’s an OAuth 2.0 client ID specialized for each project mentioned in the documentation at step 1. Follow the instructions and open the Credential page of your project: 
 
 Figure 3.31: Get the Web client ID key 
 
Copy the Web client ID under the OAuth 2.0 Client IDs section and use it here. 
 Now let’s create the launcher: 
 
 Figure 3.32: Create launcher function 
 This Kotlin function, is designed to be used within a Jetpack Compose UI component. It leverages Compose’s declarative programming model and coroutine-based asynchronous patterns to handle Firebase authentication, specifically integrating Google Sign-In. 
 Purpose and Functionality: 
  This function creates a ManagedActivityResultLauncher tailored for Google Sign-In activities, which is used within a Jetpack Compose context. 
 It handles the result of the Google Sign-In process and, depending on the result, either proceeds with Firebase authentication using the obtained Google token or handles errors. 
 Now let’s wrap it all inside the Login scene: 
 

 Figure 3.33: Implement Google authentication 
 We initialize the launcher process and, depending on the result, either successfully navigate to the Setting scene or log out the failure error message. 
 The context will be the current context we are in. On the action of the Google sign-in button, we called performGoogleAuthentication and started our authentication: 
 

 Figure 3.34: Perform Google authentication 

 Let’s run on a simulator and a real device and we will be successfully signed in with our Google account. 
 
 Figure 3.35: New user created with Google provider 
 Back to our Authentication User dashboard, you will see the recently created user, and the provider’s icon is Google now indicating this user has been using Google authentication. 





 Deleting User and Reauthentication 
 As of April 5, 2023, Google has started to enforce a new requirement for Android apps on the Google Play Store, similar to Apple’s guidelines. 
 This new policy mandates that all Android apps must allow users to delete their account data directly within the This move by Google aligns with ongoing efforts to enhance data safety and transparency in the Play Store and mirrors Apple’s approach to user privacy and control over personal data. 
 Let’s see how we can let users delete their accounts https://firebase.google.com/docs/auth/android/manage-users 
 
 Figure 3.36: Delete current user account 
 The delete function itself is very straightforward: 
 

 Figure 3.37: Implement deleting the current user account functionality 
 This looks a little different because we will pass the current user as a parameter. Remember, we have two ways of authentication inside our app: email/password and Google. So, we will reuse this delete function as you will see in two other reauthenticated functions. 
 Now the next thing is to find out the current user authentication provider: 
 
 Figure 3.38: Check the current user authentication provider 
 
This is stored inside the FirebaseUser instance. We did it already in the previous chapter, each user can be authenticated multiple ways, so we will loop through them and find their first authenticated providers that are either email/password or Google. Specific string keys that correlate to each provider can be found in the documentation or online. 
 We create an enumeration class to store and return these cases. This makes our code safer. For the delete button click, let’s switch for each case and handle them: 
 
 Figure 3.39: Delete button click 
 Let’s implement email/password first. If we detect that the current user is authenticated with an email/password, we will present an alert view with two text fields for the current user to reauthenticate before processing deleting their account. 
 
We will need a state variable to control the presentation of this alert view. Its initial value will be false, then when the current user taps the delete button and we detect they use email/password, we will toggle this to be true, and thus our App will recompose and present the alert view: 
 
 Figure 3.40: Implement delete account with email/password 
 We present the alert if showReauthenPassword is true. This compose function will have two lambda functions for success and error cases. If successful, then we will delete the current user using our delete function. 
 Here is the code presenting this alert view: 
 

 Figure 3.41: Alert view for reauthentication with email/password 
 We have two text fields for email and password. We also pass in the alert state control variable and turn it to false when the user dismisses with the cancel button. We also pass in a lambda function that will be called when we successfully reauthenticate with Firebase. 
 
On clicking confirm, we will make a credential from the input email/password and use it for reauthentication. Inside the green area is the reauthentication code from the documentation above. If successful, we will our lambda function which will trigger the delete functions. 
 That’s a lot to process. All codes are attached to this chapter’s source code for your reference. And here is our result: 
 

 Figure 3.42: Delete the current account with email/password 
 
Run it on a device or a simulator, process it with your account email/password, and confirm it in your Firebase authentication dashboard. 
 Next, let’s see how this is done with Google provider: 
 
 Figure 3.43: Delete the current account with Google (1) 
 This is the same when we authenticate users with Google above. We will need a and two functions performGoogleReauthentication and 
 

 Figure 3.44: Delete the current account with Google (2) 
 It is the same and we will simply rename the function performGoogleAuthentication to performGoogleReauthentication here. Look back to the Google authentication section for a detailed explanation of these functions and the launcher. 
 
 Figure 3.45: Delete the current account with Google (3) 
 
And we are done. Log in with your Google account and then tap delete for reauthentication and delete this account. You can verify it using your Firebase dashboard. 





 Conclusion 
 In this chapter, we shift our focus to the essential aspect of user authentication, this time within the context of Android applications. Building on the foundations laid in the previous chapter, which concentrated on iOS authentication, we aim to provide a parallel understanding tailored for the Android environment. 
 We outlined the procedure for setting up various authentication methods through the Firebase console, demonstrated how to integrate Firebase into an Android project, and explained the implementation of email/password authentication. The chapter offered comprehensive instructions for managing user accounts, including the processes for registration, logging in, logging out, and maintaining user sessions to enable auto-login functionalities. 
 Additionally, we examined the integration of third-party authentication services such as Google and stressed the importance of providing users with the option to delete their accounts. This is in line with privacy regulations and Google’s guidelines, requiring a secure re-authentication process. 
 This detailed guide aims to equip developers with the necessary tools and knowledge to implement robust authentication systems in their Android applications, leveraging Firebase. 
 
While we’ve covered the basic and intermediate features, advanced options such as anonymous login, phone number verification, password reset, and two-factor authentication, though not detailed here, follow similar methodologies. These are thoroughly documented, and we encourage you to build on the knowledge acquired from both this and the previous chapter on iOS authentication. 
 Looking ahead, the next chapter promises an exciting journey into Cloud where we will explore how to leverage this powerful database in our iOS and Android applications, further expanding your app development skills. 





CHAPTER 4 
 Getting Started with Cloud Firestore Database 





 Introduction 
 Databases are foundational to modern software development, serving as the critical backbone for storing, managing, and retrieving data across applications. Whether it’s for web, mobile, or server-based platforms, databases ensure data persistence, enhance security, and facilitate robust data management practices that underpin the operational efficiency and user experience of applications. 
 Among the various database solutions available today, Cloud Firestore stands out as a versatile NoSQL database provided by Google’s Firebase platform. It offers real-time data syncing, comprehensive offline support, and seamless integration with other Firebase services, making it an exceptional choice for developers aiming to build responsive and scalable applications. This combination of flexibility, scalability, and ease of integration with cloud-native features makes Cloud Firestore a compelling option for contemporary application development. 
 Let’s learn about the foundation of databases and Cloud Firestore in this chapter. 





 Structure 
 In this chapter, we will cover the following topics: 
  Database Introduce the concept and importance of databases in modern application development 
 Role of Databases Discuss the critical function of databases in contemporary app ecosystems 
 Exploring Cloud Highlight the key features and capabilities of Cloud Firestore 
 Firestore Integration with Guide on setting up and integrating Firestore into an iOS application 
 Firestore Data Explain the structure of documents and collections within Firestore 
 Data Retrieval Learn methods for fetching data efficiently from Firestore 
 Cost-Effective Employ custom queries to manage costs while maintaining performance 
 Data Modeling Best Share strategic advice on structuring data models for scalability and maintainability 





 Introduction to Databases and Cloud Firestore 
 Cloud Firestore is an advanced NoSQL database offered by Firebase, a platform developed by Google. It’s designed to provide flexible and scalable database solutions for web, mobile, and server development from Firebase and Google Cloud Platform. But before diving into detail, let’s first try to understand the database and its importance in modern application development. 
 A database is a systematic collection of data. It supports electronic storage and data manipulation, making it a crucial component of many software systems. 
 Databases make it easier for developers to store, retrieve, and manage data efficiently. They can handle various data types, from simple text and numbers to complex multimedia content and extensive datasets used in big data analytics. 
 Now, let’s delve into the benefits databases bring to applications and the responsibilities they undertake. 
 Databases play a fundamental role in nearly all modern applications across various platforms. Here’s a detailed discussion of why applications need databases: 
  Data Databases are essential for persisting data beyond the lifecycle of an individual app session or power cycle. They ensure that user-generated content, application state, and preferences are not lost, providing the backbone for long-term data retention. 
 
Data With the advent of cloud computing and mobile devices, data synchronization has become necessary. It ensures consistency across devices and platforms, enabling real-time collaboration, seamless transitions between online and offline modes, and immediate updates, which are crucial for applications involving multiple users or requiring up-to-date information. 
 Data Management and Efficient data management is a cornerstone of modern applications. Databases structure data for easy access and manipulation, support complex queries and enforce data integrity through relationships and constraints. 
 Data Security is a paramount concern. Databases offer robust mechanisms for data encryption, access control, and secure data transfers, protecting sensitive information from unauthorized access and breaches. 
 Data Analysis and Databases store vast amounts of historical data, which can be mined for insights. Through data analysis and reporting, businesses can make informed decisions, understand user trends, and refine their strategies. 
 The role of databases in applications extends beyond static storage; they are dynamic systems that drive application functionality, performance, and user satisfaction. 
 There are different types of databases, with the two biggest distinctions being SQL and NoSQL. They have different mindsets and characteristics: 
  
Relational Databases Relational databases store data in tables, which can be linked by defining relationships between them. The structure of relational databases is strict, and they use a schema to define the tables, columns, and the relationships between tables. SQL (Structured Query Language) performs operations, such as inserting, querying, updating, and deleting data. Examples include MySQL, PostgreSQL, Oracle, and Microsoft SQL Server. 
 NoSQL NoSQL databases are designed to store, retrieve, and manage document-oriented information, more flexible than the tabular relations used in relational databases. They do not require a fixed schema and typically scale horizontally. There are several types of NoSQL databases: 
  Data is stored as documents within collections instead of rows and columns in a table. Each document can have a different structure. Examples include MongoDB and CouchDB. 
 Key-Value These databases store data as a collection of key-value pairs. They are highly partitionable and allow for horizontal scaling. Examples are Redis and DynamoDB. 
 Wide-Column These databases store data in tables, rows, and dynamic columns. They are optimized for queries over large datasets, and examples include Apache Cassandra and Google Bigtable. 
 
Graph Optimized for storing and querying data that represents graphs with nodes, edges, and properties to represent and store data. They are efficient for traversing relationships. Examples are Neo4j and Amazon Neptune. 
  Cloud Firestore is a NoSQL Databases, specifically of the document-oriented type. It’s part of the Firebase platform provided by Google and is designed to store and synchronize data across client apps through real-time listeners and offers offline support. 
 Here are some key characteristics of Cloud Firestore that classify it as a document-oriented NoSQL database: 
  Document-Oriented: Data is stored in documents, which are then organized into collections. Each document can contain complex nested objects and arrays. 
 Unlike relational databases, Cloud Firestore does not require a predefined schema. Each document in a collection can contain different sets of data. 
 Real-Time Cloud Firestore provides real-time updates of data to all connected clients through its listener infrastructure, enabling interactive and collaborative experiences. 
 It is built on Google’s cloud infrastructure, which is designed to scale automatically. Firestore can handle large data sets with ease, making it suitable for a wide range of applications, from small to enterprise-level. 
 
Integration with Firebase Firestore integrates seamlessly with other Firebase services, such as Firebase Authentication and Firebase Cloud Functions, providing a comprehensive backend solution for app developers. 
 Offline Firestore caches data that your app is actively using, allowing for the creation, reading, and writing of data even when the user’s device is offline. 
 Cloud Firestore’s architecture is particularly suited for applications that need to handle real-time and collaborative data or require a database that can scale effortlessly as the user base grows. 
 Before going deeper into implementation, let’s take a step back and look at the overall picture to understand the role of the database (Cloud Firestore) in modern application architecture. 





 Application Foundation Layers 
 Now let’s look at the following figure to see the position that databases take place in modern applications architecture: 
 
 Figure 4.1: Modern application architecture layers 
  The Presentation also known as the Client Tier, represents the user interface of the application. It’s the front-end portion that users interact with directly. The primary functions of this tier are to: 
  Display information to users 
 Gather user input 
 Communicate user actions to the server tier for processing 
 This tier is designed to be user-friendly and accessible, ensuring a seamless user experience. It can include web pages, mobile app UIs, desktop applications, and more. We also call this layer 
 The Logic or the Server Tier, contains the application’s business logic. It acts as the intermediary between the Presentation Tier and the Data Tier. Its key roles are to: 
  
Process user requests from the Presentation Tier 
 Perform operations, calculations, and data manipulations 
 Make decisions and execute the business rules of the application 
 Retrieve and send data to and from the Data Tier 
 This tier is where the core functionality of the application is executed. It can be hosted on a web server or in the cloud and is often scalable to handle varying loads. We also call this layer 
 The Data Tier (Database) is where the application’s data is stored and managed. It is the backbone of the application that supports other tiers by: 
  Persistently storing data, such as user information, transaction records, and application states 
 Ensuring data is organized, consistent, and secure 
 Facilitating quick and efficient data retrieval and updates 
 The database can be a relational database, a NoSQL database like Cloud or another type of data storage system. It’s optimized for data integrity and transaction management. 
 
Remember what we discussed about Firebase earlier in Chapter Introduction to Firebase that it’s a great solution for start-up or early-stage MVP (Minimum Viable Product). Traditionally, companies must build at least three engineering teams corresponding to each layer above. This can be very costly. 
 Firebase offers a comprehensive suite of tools that address both the logic and database layers of an application’s architecture. Its features are designed to streamline backend development and management, allowing developers to focus on creating a rich user interface and user experience. Here’s how Firebase serves as an effective solution for the logic and database tiers: 
  Logic Layer (Server): Firebase provides a serverless architecture through Firebase Cloud Functions. This means you can run backend code in response to events triggered by Firebase features and HTTPS requests without requiring you to manage and scale your servers. Here’s how Firebase enhances the logic layer: 
  Cloud Write custom logic in a serverless environment that integrates with Firestore, Firebase Authentication, and other Firebase services. Cloud Functions can be triggered by database changes, user authentications, or external webhook requests. 
 Firebase Authentication handles complex, secure authentication systems with ease, providing out-of-the-box support for social login providers, such as Google, Facebook, and Twitter, along with email/password login systems. We learned this in the earlier chapters. 
 
Machine Firebase ML allows you to integrate machine learning capabilities into your application without deep expertise in the field, leveraging pre-trained models or custom TensorFlow models. 
 Database Layer: Firebase’s flagship databases, Firestore and Firebase Realtime Database, provide robust solutions for data storage and real-time data synchronization. 
  Cloud A flexible, scalable NoSQL database for storing and syncing data globally. It supports real-time updates, complex queries, offline access, and seamless integration with other Firebase and Google Cloud services. 
 Realtime An efficient, low-latency solution for syncing data across clients in real-time. It is particularly well-suited for small to medium-sized applications that require sync across user devices. 
  Advantages of Firebase for Logic and Database Layers: 
  Real-Time Both Firebase databases offer real-time data syncing, which is critical for applications that need to reflect changes instantly across all clients. 
 Firebase services are designed to automatically scale with your user base, meaning your backend can handle growth without requiring manual intervention. 
 
Offline Applications remain functional offline, with Firebase handling data synchronization and state recovery once connectivity is restored. We will soon see this feature with Cloud Firestore. 
 Cross-Platform Firebase SDKs are available for Android, iOS, web, and even server-side languages, making it a versatile and unified solution for multiple platforms. 
 Security Firebase provides a powerful set of security rules for both Cloud Firestore and Firebase Realtime Database, ensuring that your data is accessed securely according to the rules you define. 
 All of these are extremely costly to build from scratch. By simplifying backend complexities, Firebase allows developers to innovate faster, manage less infrastructure, and scale applications more effectively. 





 Setting Up Firestore 
 Back to our project dashboard, let’s configure Firestore first. You will find it in the Build section: 
 
 Figure 4.2: Setting up Firestore (1) 
 Double-click it to bring it to our short-cut: 
 
 Figure 4.3: Setting up Firestore (2) 
 
Next, choose “Create database”. Consider watching all of these Getting Start tutorial videos for a better understanding. 
 
 Figure 4.4: Setting up Firestore (3) 
 The first important thing to remember here is database location. We cannot change it later! This is not our location or the company’s location. This should be where most of our users / targeted audience are located. So, make sure to choose this wisely as it will affect the speed of our database hence our application. It’s much quicker for data to transport in nearby areas than half of the world. 
 Choose the area that is most suitable for your needs. 
 Finally, we will need to set up the security rule. Now since we are in development, choose test mode for now. This allows all actions for the development environment, we will discuss more details about this later and change it when we are ready for production. 
 

 Figure 4.5: Setting up Firestore (4) 
 By default the test mode only allows for 30 days so ensure that the expiry date is extended, or else this database cannot be used. 
 Hit create and wait some time for Firebase to set up our database. Let’s now learn the most fundamental concept of Firestore: collection and 
 To learn more about Firestore, we suggest you check its official documentation here: https://firebase.google.com/docs/firestore 
 The “Understand Cloud Firestore” is worth taking your time with as it will be fully explained with examples going through all the crucial concepts of Firestore. 





 Collection and Document 
 In Cloud Firestore, the database is structured around collections and the core building blocks that store and organize the data. 
 A collection is a container that holds an array of documents. Collections contain documents and nothing else—there are no nested collections directly within a collection. Each document within a collection contains a set of key-value pairs, which is the actual data. Here are some key points about collections: 
  Collections can be seen as homogeneous sets of documents; each document in a collection contains the same types of fields. However, the actual content may differ, and fields can be optional. 
 No Fixed While documents within the same collection typically have similar structures, there’s no requirement to have a fixed schema. A document can contain sub-collections and nested objects. 
 Collections are designed to scale to large sizes. They can contain millions of documents and support powerful querying. 
 A document is a set of key-value pairs. It’s similar to a JSON object, with the keys representing field names and the values representing data. Documents are contained within collections and can contain complex nested structures, such as lists, maps, and even sub-collections. Here are some key attributes of documents: 
  Each document has a unique identifier within its collection. This can be a meaningful name or an auto-generated random ID. 
 
Field Document fields can include simple data types, such as strings, numbers, and Booleans, as well as complex data types, such as maps, arrays, or even binary data. But the most important thing is the next characteristic. 
 Documents can contain sub-collections, which are collections that contain more documents. This allows you to structure data hierarchically. 
 The collection and document model provides a flexible, intuitive way to organize data in Cloud Firestore, allowing developers to create structures that mirror the way their applications work and think about data. 
 Let’s delve deeper into why this model is beneficial for developers, especially in terms of flexibility, real-world modeling, and scalability. 
 Flexibility in Data Structuring: 
 Cloud Firestore’s schemaless nature means that each document can contain different data fields. This flexibility allows developers to adapt their databases as their applications evolve without needing to fit into a rigid schema. For example: 
  As new features are added to an application, developers can easily introduce new data types or structures without modifying existing data or performing complex migrations. 
 Iterative Startups and agile teams can iterate on their products quickly, adding or adjusting data fields based on user feedback without backend restructuring. 
 
Real-World Hierarchical Modeling: 
 The ability to nest collections within documents mirrors the hierarchical relationships that naturally occur in many types of data, which is more aligned with how developers conceptualize their data relationships. 
  Intuitive For instance, a blogging platform can have a User collection where each document represents a user; each user document could then have a sub-collection of Posts representing their blog posts. This setup closely mirrors the real-world relationship between users and their articles. 
 Contextual This model helps to organize data in a way that maintains its context and relationships, reducing the need for excessive joins and lookups common in relational databases. 
 Scalable Queries: 
 Firestore’s ability to scale queries with the size of the result set—not the size of the dataset—ensures that queries perform consistently as our data grows. This aspect is crucial for applications that need to maintain high performance as they scale. 
  Firestore automatically indexes all document fields in a standard way, facilitating fast and powerful queries. Complex queries that might involve filters and sorting operations are efficient and scalable. 
 Distributed Firestore distributes data across multiple servers and regions. This distribution enhances read and write speeds and allows Firestore to handle high loads and large datasets efficiently. 
 
Simplified Data Synchronization: 
 Firestore excels in real-time data synchronization across user devices, which is a common requirement in modern applications. 
  Real-Time Applications that require real-time data, such as messaging apps or live collaboration tools, benefit from Firestore’s built-in real-time capabilities. Changes made by one user can be immediately seen by others. 
 Offline Firestore’s offline capabilities allow applications to serve and store data locally when the device is offline and then, synchronize changes with the cloud once connectivity is restored, enhancing the user experience. 
 It may be overwhelming right now, but soon you will see all of these benefits time by time and they are all available already. Firestore set these all up! Imagine the time and effort needed for an engineering team to build these up and we got it right outside the box. 





 Example: Bookstore Data 
 Consider an application for managing books. You might have a book collection where each document represents a book. Here’s how that could look: 
 
 Figure 4.6: Bookstore data example 
 In this structure: 
  books is a collection of books. 
 book1 is a document within the books collection. We can add book2 and book3 later. 
 and genres are fields within the book1 document. 
 reviews is a sub-collection within the book1 document. 
 
review1 is a document within the reviews sub-collection. The same we can later have review2 or review3 follow the same structure of 
 Now that our database is ready, let’s make this demo bookstore data and we can do it right away at our Firestore dashboard: 
 
 Figure 4.7: Create the book collection 
 Hit start collection to make our first collection, each collection requires a collection This is a unique identifier for a collection within our database. This identifier is used to reference and access the collection within Firestore’s hierarchical data structure. 
 Key Points About Collection IDs: 
  Within a specific database, each collection ID must be unique at its level of the hierarchy. However, the same collection ID can be reused in different parts of the database if they are in separate branches of the hierarchy. For example, you could have a sub-collection named “reviews” under multiple book documents within the “books” collection. 
 
Path The collection ID is part of the path, which we will use to query documents within that collection. For instance, a query to Firestore using a Collection ID might look like firestore.collection(“books”) to access the “books” collection. We will soon implement this in the later section of this chapter. 
 Once set, the collection ID of a collection cannot be changed. If you need to rename a collection, you would have to create a new collection with the new name and migrate all documents from the old collection to the new one. 
 Case Collection IDs are case-sensitive. Therefore, “Books” and “books” would be considered different collections. 
 We named our collection ID and later we will follow Firestore documentation to retrieve this collection data using this identifier. 
 

 Figure 4.8: Input first book document 
 Next, click “Add field” to add our book’s properties. As you can see, we have almost all the basic data types here. Each document also requires a unique document ID and the idea is the same as collection ID. 
 
Here Firestore offers us an option to auto-regenerate a unique ID. This feature ensures uniqueness and is helpful in scenarios where the ID does not need to be meaningful or human-readable. We will learn more about the usefulness of this unique ID later. 
 Click save to create our first cloud database. Congratulation! Here is what it looks like from our dashboard, pretty nice and easy-to-understand UI. 
 
 Figure 4.9: Our first database 
 Remember that we talked about how a document can have sub-collections, and a collection can have many documents. This is where the flexibility opens up. 
 Inside our document, choose “Start collection” to create a reviews sub-collection: 
 

 Figure 4.10: Create the reviews sub-collection 
 For a collection all we need is a unique ID, we named it reviews to track customer’s reviews on this book. 
 

 Figure 4.11: Input first review document 
 Let’s fill in what we thought about this great masterpiece and make the first "review" document. Save it, and we have a complete bookstore database: 
 

 Figure 4.12: Our first database completed 
 We created the books collection that contains one book right now and inside it, we have different data fields: and We also make a reviews sub-collection to store the customer review data. 
 Now let’s learn how to retrieve this information and display it inside our application. For simplicity, we will reuse the iOS SaleRecord application that we already set up in Chapter 2, User Authentication with iOS as a demo. We will retrieve all this information and display it as two text labels inside our application. 
 In later chapters where we deepdive into Firestore, we will implement all the features for both the iOS and Android platforms. 
 Open the starting project of this chapter and let’s get started. 





 Getting Data from Firestore 
 There are three ways to retrieve data stored in Cloud Firestore. Any of these methods can be used with documents, collections of documents, or the results of queries: 
  Call a method to get the data once. 
 Set a listener to receive data-change events. 
 Import Firestore snapshot data in bulk from an external source using data bundles. For more information, refer to the documentation on data bundles. 
 When we establish a listener, Cloud Firestore provides a listener with an initial snapshot of the data, followed by additional snapshots each time there is a change in the document. 
 First, let’s learn how to get all of the book’s data from our database. Here is the official documentation: 
 https://firebase.google.com/docs/firestore/query-data/get-data#swift 
 We already did all the Firebase configuration in Chapter 2, User Authentication with iOS and set up the project. 
 
 Figure 4.13: Initialize Cloud Firestore 
 
So the remaining thing we need to do is import FirebaseFirestore and create a database reference Firestore.firestore() where we used it. It doesn’t have to be in the commonly used pattern is to make a Singleton class to manage the Firestore database and use it whenever we need it inside our application. For this simple demo, since we are only using Firestore in we will import and initiate the database reference here. 
 Reading through the preceding documentation, Firestore provides many flexible ways to get data. The most common thing is to get all documents in a collection: 
 
 Figure 4.14: Get all documents in a collection 
 From the database reference, we call the method .collection() passing the unique ID. Remember, our book collection ID is Then simply call .getDocuments() to retrieve all data from that collection. Remember, this method can fail so we need to wrap it inside the do-catch block. 
 Let’s implement this from our application: 
 

 Figure 4.15: Get all book’s documents 
 First, we imported then we made the local reference inside our fetchBooks function and searched for the collection with ID books to get all the data from it. 
 We successfully print our book’s data to the debugger. Now let’s extract the data and present them inside our application. 
 Inside the Model folder, we have written the code for this since this book focuses mainly on Firebase and its service. It’s a simple convenient initializer to map Firestore data to our local structure. 
 

 Figure 4.16: Implement getting the book’s information 
 Here we make an empty array to store our list of books and we append the new successfully initialized book from the database data. Then we present the first book’s information to our view, again just for simplicity as much as possible, you can make a list to present them all. But since we knew our first database had only one item, this is fine. 
 Now our book data is present, but there is one problem, we don’t get our review data back. From our database dashboard, we see that we had one there. It’s not the fault of our initializer because if we try to print the book object like above, we still do not see the presence of reviews sub-collections. 
 When fetching data from a Firestore collection like you do not automatically receive data from sub-collections such as This is due to Firestore’s data model and query architecture, which have several implications for data retrieval and structuring: 
  Separate Data Structures: 
 
Firestore organizes data in collections of documents, and each document can contain its sub-collections. However, sub-collections are not directly part of the document’s They exist independently and must be queried separately. This means that when we fetch a document from the “books” collection, we are only retrieving the fields directly contained within each “book” document. Sub-collections like “reviews” must be explicitly fetched with additional queries. 
 Scalability and Performance: 
 One of the primary reasons for this design is scalability and performance: 
  Bandwidth Automatically fetching sub-collection data with every document read could lead to large amounts of unnecessary data being transmitted, especially if the sub-collection is large or if the data isn’t needed immediately. This would be inefficient and could significantly impact performance and costs. 
 Query Firestore allows us to structure our data in a way that queries run efficiently at scale. By requiring that sub-collections be queried separately, Firestore ensures that the performance of a query is predictable and scales with the size of the result set, not the size of the dataset. 
 Flexibility: 
 This design also offers more flexibility in how data is structured and retrieved: 
  
Selective Data It allows developers to decide exactly what data they need. For instance, we might only need the “book” details and not the “reviews” in certain parts of our application. 
 Security We can apply different security rules to sub-collections, controlling access based on user roles or other criteria without affecting access to the main collection. 
 Let’s learn how to fetch sub-collection data and get our reviews back. 





 Fetch Data from Sub-Collection 
 Back to the official documentation, let’s see how we can do this: 
 
 Figure 4.17: Get all documents in a sub-collection 
 It’s still the same, the only difference here is the path, we need the complete path to the reviews collection that we want to retrieve data from. Let’s visualize it inside our dashboard: 
 
 Figure 4.18: Review’s path 
 As you can see, to reach the reviews collection, we start from our book collection. Then the next layer is the document ID of the book that we need to get its reviews. There can be many books and each will have different reviews. After that, we can access its reviews sub-collection to get all the reviews back. 
 
Let’s write this code, we will make a separate function fetchReviews() for this: 
 
 Figure 4.19: Fetch book reviews function 
 This function will take in the book ID and create the complete path to that book’s review collection. From that, we will return the array of available reviews. If there is any error we can ignore it and return an empty array here. 
 Now let’s call this function: 
 
 Figure 4.20: Get book reviews and display it 
 
We can get the document ID using the documentID parameter from Firestore’s query snapshot. When we initialized the book, we also passed in that ID and saved it as the ID of our local structure. This is also great because Firestore ensures that this is a unique ID and we can later use it to get more information, like fetch its reviews. 
 Finally, we can fetch all our reviews and display the first detail in our application. Here is the final result: 
 

 Figure 4.21: Displaying book’s information 
 
Congratulations, you have learned about collection and documentation and understood how to use them to architect application databases. 
 There are some common use cases worth mentioning here. If we have a specific path to a document, then we can also get that specific document: 
 
 Figure 4.22: Get a specific document 
 Or we can add conditions to retrieve only the documents that satisfy it: 
 
 
Figure 4.23: Get multiple documents from a collection 
 This is an important point here, try to use these queries and conditions as much as possible. Most of the time, applications will have large datasets, and downloading all data there would be impractical or too slow. It is also very costly because the Firestore pricing strategy is based on the number of documents we retrieve. 
 Fetching with Conditions Directly from Firestore: 
 Advantages: 
  Retrieving only the necessary data reduces network bandwidth and speeds up the data fetch, as less data is transmitted over the network. 
 Firestore charges for each document read, so fetching only documents that meet specific criteria can reduce costs associated with document reads. 
 Directly querying data that matches specific criteria ensures that your application scales well with large datasets, as you avoid downloading unnecessary data. 
 Use Cases: 
  Applications with large datasets where downloading all data would be impractical or too slow. 
 Situations where data needs to be displayed in real-time and only relevant subsets of the data are required at any given time. 
 Mobile applications where data usage and performance are critical considerations. 





 Conclusion 
 Cloud Firestore is a powerful, flexible, and scalable NoSQL database solution from Firebase that is designed to provide real-time data synchronization and offline support for web, mobile, and server applications. 
 In this chapter, we first have an overall introduction to databases, what they are, how many main types of them, their features, and what their roles are in modern applications. 
 We then discussed Firestore and learned about its characteristics, advantages, and features. These make it particularly suitable for start-up, dynamic applications that require immediate data updates and strong resilience. 
 Then we set up and configured our first Firestore database, and made the first Bookstore example. Through this example, we learned about Firestore’s data model, including its approach to collections and documents, and illustrated how data can be structured and manipulated to meet the needs of complex applications. 
 We learned how to get data from collection and document in different ways. Along the way discussed about pricing model of Firestore, crucial for managing operational costs effectively, particularly as applications scale to support more users or increased interactions. 
 That’s a lot but it is still the beginning. In the next chapter, we will get back to our SaleRecord application and make it functional. We will learn about listening to real-time updates and robust offline capabilities. And with much more advanced features, stay tuned for the next chapter. 





CHAPTER 5 
 Deep Dive into Cloud FireStore 





 Introduction 
 Expanding upon the core concepts and setup of Cloud Firestore introduced in the previous chapter, this chapter will deepen your mastery of this technology. 
 We begin by applying advanced techniques directly to our application: SaleRecord, which is designed to demonstrate the powerful capabilities of Firestore in a real-world context. 
 After that, we focus on designing the optimal database architecture, considering both structural efficiency and cost implications to avoid common pitfalls associated with Firestore’s pricing model. 
 With the new knowledge, we then determine the optimal architecture for our application: SaleRecord, ensuring it leverages Firestore’s full potential. 
 This chapter will progress through detailed guidance on CRUD operations—creating, reading, updating, and deleting documents and collections. Finally, we will implement the most known feature of Firestore: real-time listeners for data changes. 





 Structure 
 In this chapter, the following topics will be covered: 
  Strategic Database Architect Firestore database precisely, balancing robust functionality with cost efficiency to create a scalable foundation. 
 Navigating Firestore Unlock cost-effective strategies and learn to avoid common financial pitfalls through best practices in Firestore billing. 
 Optimizing Architecture for Tailor your Firestore setup to the unique needs of SaleRecord, ensuring peak performance and reliability. 
 CRUD Operations - Creation and Master the art of adding new documents and collections, setting the stage for dynamic data interaction. 
 Real-Time Data Implement real-time listeners to keep app data fresh and responsive, enhancing user experience. 
 Offline Data Ensure applications remain functional without an internet connection, leveraging Firestore’s offline capabilities. 
 CRUD Operations - Refine your skills in updating, and deleting Firestore data, maintaining the integrity and relevance of application’s information. 





 Application Overall 
 In Chapter 2, User Authentication with and Chapter 3, User Authentication with Android on Firebase Authentication, we successfully authenticated users and synchronized them between the iOS and Android platforms for our SaleRecord application. 
 That’s a great start, our small business owners can now create and log in to their account. But then they can only log out and delete their account for now. 
 With the help of Firestore, we will create a database and make our application truly functional. 
 
 Figure 5.1: SaleRecord main user flows 
 
From this chapter, our application will have two new tab bars: 
  The Menu tab will present all products of the customer shop. Selecting will move that product to the current ordering cart. Tapping on the “Order” button will trigger a record sale action and data will be saved to the database. 
 The Record tab will retrieve all sale records for the current customer. The data will be synchronous between all devices that log in with the same account. 
 Through this process, we will learn the foundation of Firestore and how to structure our database optimally. 
 In later sections, we will discuss more advanced topics, such as cost optimization, filtering, querying, and security with security rules. But first, let’s grasp the basics and make it work. 
 This book focuses only on Firebase implementation, and you will find all these new UI implemented in the start repository of this chapter. Take a quick tour and read the new logical codes before starting the next section. 
 We already set up our Firestore database in the previous chapter. If you haven’t gone through it, take a step back and at least configure Firestore before continuing. 





 Designing the Database 
 As Abraham Lincoln once said “Give me six hours to chop down a tree and I will spend the first four sharpening the preparation is crucial and should take time to think about. After that, execution will be quick and smooth. 
 The common mistake most engineers make here is jumping to learn for the execution, which is great and we will do it in the later sections of this chapter. However, the architecture of the database is the hardest but most important part as it will be carried on for a very long time and cannot be changed later. This decision will define how hard or easy future feature development and billing are. Migration will be very costly and time-consuming. 
 Therefore, designing and architecting a database is the most crucial skill for backend/cloud engineers and Firebase developers. Through our real-world application problems, let’s learn how to design our database for scalable and cost optimization. 





 Firestore’s Pricing 
 Cloud Firestore uses a pricing model that primarily depends on the amount of reads, writes, and deletes performed on the database, as well as the amount of data stored and network bandwidth used. Here’s a general breakdown of how Firestore charges: 
  Reads, Writes, and We are charged for each operation of reading, writing, and deleting documents in our Firestore database. This includes document reads made by our application or via the Firebase Console. 
 Charges also accrue for the data that we store in Firestore. This includes the size of the documents themselves, as well as any additional metadata and indexes that Firestore maintains to facilitate query operations. 
 Network Charges apply for the data transferred in and out of Firestore. This does not include data transferred within the same Google Cloud region or data sent in response to a cache hit from Firebase Hosting. 
 Usually, we only store basic types (String, Int, …) in our Firestore database, and will be almost impossible to reach the storage limit for one document. For heavy assets such as images, sounds, or videos, we will use a different Firebase service: Storage and you will learn about this in future chapters. 
 
Every Cloud service provider is eager to attract new customers, offering numerous free-to-try plans and sponsors, but if we decide to migrate to another solution, then the cost of transferring our old data to the new platform is gigantic! 
 So that leaves us with the remaining cost coming from each Reads, Writes, and Deletes operations. And this is exactly what we developers need to pay attention to when designing the new database. The point is to achieve what we need with the least operations as much as possible. 
 How do we do it? It depends on the problem, so now let’s get back to our application and find out. 
 To learn more about Firebase services pricing, visit their official page here: https://firebase.google.com/pricing 
 There are tools for calculating the cost there as well, which is very convenient and thoughtful. 





 Finding the Optimal Architecture 
 There is a common guideline to follow for beginners. 
 Here are a few questions to help us understand our needs better: 
  Application Overview: 
  What is the main purpose of this application? 
 Who are the primary users? 
 Data Types: 
  What types of data will this application need to store? 
 Can we provide examples of data objects? (for example, user profiles, transactions, messages) 
 Relationships: 
  How do these data types relate to each other? 
 Are there any one-to-many or many-to-many relationships? 
 Data Volume and Scalability: 
  What is the expected volume of data? 
 How do we anticipate our data growing over time? 
 Queries: 
  What kinds of queries will we need to run? 
 Are there common queries that might require indexing? 
 Real-Time Requirements: 
  Does this application require real-time data synchronization? 
 Are there specific parts of the app where data needs to be updated in real-time? 
 
Offline Capabilities: 
  Does this application need to function offline? 
 What data needs to be accessible when offline? 
 Security and Access Control: 
  What are the security requirements? 
 How will data access be controlled? 
  Back to our application, SaleRecord is for small business owners to record and track the sales of their products. So what kind of data type and data structure will it need? Let’s analyze this from our UI design: 
 
 Figure 5.2: Analyze SaleRecord main user flow 
 
For each user, they will have their sale product list and when making an order, it will result in a new sale record. As a result, our application will have two main data structures: Product and 
 From our design, we can assume here is what they have for now: 
  Product (each one will have): 
  The name of the product. Examples: black coffee, milk coffee,… 
 The price of the product. 
 This will be the image address that is later used to fetch the product image. 
 SaleRecord: 
  interval): The time sale happened will be used to display and query later. 
 Total sales of the current order. 
  From this, we can make the products collection that contains multiple product documents, and the same goes for sale records just like with the bookstore example we did in previous Chapter 4, Getting Started with Cloud 
 But there is a problem with this. Can you figure it out? 
 The problem is that all our users will have the same product and sale record database. When one user makes a new order, it will be reflected in all other users’ data too. This is an incorrect behavior, and hence, we need to have a way to distinguish which data belongs to which user. 
 
Remember when we discussed different authentication providers in Chapter 2, User Authentication with iOS and Chapter 3, User Authentication with Android about Firebase Authentication, even though one user can authenticate in multiple ways, Firebase will link them together to a unique user ID that it assigns the first time that user is created. We can view this ID from the authentication dashboard: 
 
 Figure 5.3: Firebase user’s ID 
 We can extract this information to use with Firebase Authentication SDK. When creating a new document, whether Product or we will add another parameter Later when getting back the documents from our collection, we will filter them by current user 
 This solution will surely work but will not be scalable. Firestore charges primarily based on the number of reads, writes, and deletes not on the amount of data retrieved. This means that every document read by a query counts towards your usage, regardless of the document’s size or the complexity of the 
  Reads: We are charged for each document retrieved, including each document accessed in a query. This is true even if a query condition filters out the document in the client. 
 
Writes and Deletes: Similar to reads, each write or delete operation is charged. 
 Let’s say each user has about 10 products, so for 1000 users we will have 10,000 products in our collection. For each query data for each user from this point, we will be charged the price of 10,000 reads. This is an insane amount and imagine 10,000 users or a million users. This problem is more serious for our sales record collection since the data generated will be more. 
 This is not a scalable architecture, so how do we improve? The answer is with the power of 
 We will start with each user as the root tree, and for each one, we will have products sub-collection and sales sub-collection: 
 
 Figure 5.4: Optimal database structure 
 With this structure, we can point to the specific sub-collection and retrieve the necessary data. This also improves performance since querying in a large dataset will be time-consuming as well. 
 Let’s discuss some pros and cons of these two fundamental architectural decisions: 
 1. Nested Sub-collections (Current Structure): 
 
Each user has their own products and sales sub-collections. 
 Pros: 
  Security and Data Isolation: Easier to secure with Firestore security rules, as we can restrict access based on the user’s ID embedded in the document path. 
 Data Organization: Keeps related data together, which can simplify understanding the database structure and maintaining data integrity. 
 User-specific Operations: Simplifies queries that need to fetch all data for a specific user, as all relevant data is contained within that user’s document. 
 Cons: 
  Query Limitations: Queries across all users are not possible without additional aggregation logic. For example, getting a list of all products across all users isn’t straightforward. 
 Scaling Issues: If a single user’s data grows significantly, it might lead to performance issues because all of their data is concentrated in a single document tree. 
 2. Separate Top-level Collections (Alternative Structure) 
 Separate collections for products and sales at the root level of Firestore, with each document containing a userId to indicate ownership. 
 Pros: 
  Flexible Queries: Simplifies queries that need to operate across all users, such as generating global sales reports or product listings across all vendors. 
 
Scalability: Better distributes data across the database, which can help manage load and improve performance as the amount of data increases. 
 Simplified Data Management: Easier to manage and migrate data as each collection is independent of user accounts, which might be useful in scenarios where users can be deleted or merged. 
 Cons: 
  Complex Security Rules: Security rules might be more complex because we need to ensure that users can only access or modify their records based on the userId field in each document, rather than by document path. 
 Potential for Inconsistent Data: There’s a risk of data inconsistencies, especially in user management scenarios where a user’s ID might need to be updated in many documents if it changes or if documents need to be reassigned to another user. 
 Higher Cost for User-Specific Queries: Since user-specific data is spread across collections, fetching all data related to a single user might involve multiple queries or more complex queries, potentially increasing operational costs. 
 Each approach has its pros and cons depending on the use case, data access patterns, scalability requirements, and security considerations. For our application, the Nested Sub-collections solution is the preferable choice. 
 To learn more about structure data in Firestore, read this official documentation: https://firebase.google.com/docs/firestore/manage-data/structure-data 
 
Great! Now you have learned the most important things and we hope this lesson will be carried on. 
 With our defined structure, let’s implement it. When you are ready, open the starting project from this chapter resource. We will begin with the iOS application first. 





 Write Data to Cloud Firestore (iOS) 
 In our application, we need to write the product and sale record data to the database. For now, we will use the local data for the product list first and save it for the later chapter when we learn about 
 Every time the users hit we will make a new sale record data and write it to our database. Let’s go through the documentation and see how it’s done: 
 https://firebase.google.com/docs/firestore/manage-data/add-data 
 
 Figure 5.5: Set a document to Firestore the first way with input ID (iOS) 
 Firstly, we need the reference for the Firestore database: “let db = Firestore.firestore()”. Next is the path to our document. With this, we can now call the setData() method passing in a key-value object. This method can throw an error, so we wrap it inside a do-catch block here. 
 
If the document does not exist, it will be created. If the document does exist, its contents will be overwritten with the newly provided data. 
 Remember each document in Firestore needs a unique With this first implementation, we were required to provide a unique ID. There is another way in which Firestore will automatically do this job for us: 
 
 Figure 5.6: Set a document to Firestore the second way with auto-generated ID (iOS) 
 Since we don’t need to set a specific ID, it’s more convenient to delegate this to Firestore using the addDocument() method. 
 Let’s implement this. But before that, we need to retrieve the current user’s ID: 
 

 Figure 5.7: Retrieve current user ID (iOS) 
 Here is the syntax for the iOS platform but they all pretty much look the same for others. 
 We are ready to write our first data to Firestore by code now. Inside when the “Order” button is pressed: 
 
 Figure 5.8: Write sale record data to Firestore (iOS) 
 The first things are condition checks, we only continue when there is a current user ID and the order list is not empty. This ensures performance and optimization inside our application. 
 Next, we make the full path to the sale sub-collection and make our new sale data: the date will be universal EPOC using a building-in-time interval system. Total sales will be calculated using the helper function which you can take a look at in detail. 
 
Finally, with the path and the data ready, we call addDocument() to write this new data to the database. Try it yourself and make the first order: 
 
 Figure 5.9: New data view from the Firestore’s dashboard 
 Congratulations! This is our first order viewing from the dashboard. You can see the path to our new sale document and within it, there is our data! I just ordered two Macha lattes. 
 Now let’s learn the alternative from the Android site. Let’s open the beginning project for Android and take a look around. 





 Write Data to Cloud Firestore (Android) 
 Within the same section: https://firebase.google.com/docs/firestore/manage-data/add-data 
 Let’s switch the language to Kotlin Android and everything is almost similar: 
 
 Figure 5.10: Set a document to Firestore the second way with auto-generated ID (android) 
 Firebase loves to use Singleton, and the reference for the Firestore database in Android is slightly different: “val db = 
 We still need the reference path and use the “add()” method to add a new document with two callbacks for success and failure handling. 
 
Now let’s implement this. Open up the inside the onOrderClick method, let’s implement the logic of writing our new sale document: 
 
 Figure 5.11: Write sale record data to Firestore (Android) 
 Same as before in the iOS application, we need the current user ID to form the correct reference path. Then we make sure every piece of information is there with the safety conditions. 
 Next, we make the new sale data from the current ordered list. From the current user ID, we formed the same database reference and wrote the new sale document using the add() method. 
 And everything is ready. Make a new sale from your Android application and observe it in your database dashboard. 
 
So far, we have successfully saved the sales to the database. But it’s just half of the equation, we will enable the feature in the Record tab for our user to view all the current sales live and across devices. 





 Listening to Live Changes (iOS) 
 Previously in Chapter 4, Getting Started with Cloud we learned to read all documents from a collection, conditionally filtering documents from a collection or reading a specific document with its ID. This is the foundation service for every database provider, but it is not the reason most people choose Firestore. 
 Almost every developer chooses Firestore because of its real-time which is considerably the best in the market right now. It allows developers to listen for changes to their data in the database in real-time. This means any updates made to the data are immediately transmitted to all clients that are subscribed to that data. 
 How the Real-Time Listener Works: 
 The real-time listener in Firestore uses a publish-subscribe (pub-sub) model. When you set up a listener to a document or a your app will receive updates instantly whenever the data changes. This is achieved by opening a web socket connection between the client and the server, allowing continuous data exchange. 
 Let’s go to the documentation: 
 https://firebase.google.com/docs/firestore/query-data/listen 
 

 Figure 5.12: Listen to changes in a document 
 Just like before, there are two parts to consider: the first is the path to the document or collection that we want to listen to live changes. Then with it, we can call addSnapshotListener() to make a connection and listen to any changes. 
 We will receive a call back inside this closure whenever our document’s data changes. Remember for our application, whenever we make a new sale record, a new sale document is added to the sale sub-collection. So, what we need here is listening to changes from the sale sub-collection: 
 

 Figure 5.13: Listen to changes in a collection 
 Firestore is very powerful and here when listening to changes that are happening in a collection, we can check what type it is: or removed. This will become very handy later. 
 Furthermore, we can add conditions for filtering and sorting just like when we read data in Chapter 4, Getting Started with Cloud 
 Inside let’s write the listener to observe change when a new document is added and reload to reflect the new change. We also add the filtering for sales that happen today only and sort them in ascending order: 
 

 Figure 5.14: Implement live listening to changes in the sale collection (iOS) 
 We first checked the current user ID and then created a path to the sale We also applied our conditions and are ready to make a live connection. 
 In the response closure, we check for the type to be added as we know that’s the only type we have right now. Get the new data and transform it to our custom local data type. You can view it inside the SaleRecord model. Also here we can get the document ID of the newly added document and save it as the ID of SaleRecord object. This will become handy later! 
 Finally, we append the newly created data and reload our list. And voila, we have a fully live tracking record application for our users right now. 
 Try it yourself, use multiple simulators/devices log in to the same user account, and make an order. You will see all data is a live reflection across them all! And this is the power of Firestore and real-time database. 
 

 Figure 5.15: Live functional Sale record application 
 How easily and effortlessly it is. All of these functionalities will take months to develop with a large team and the result cannot be guaranteed to be scalable and bug-free. And things do not stop there, because with Firestore we automatically have offline mode already working behind the scenes! 
 Listeners continue to receive data changes from the local cache while offline and sync any changes made once the connection is re-established. 
 This is already working with no extra setup or code that needs to be implemented. Try it yourself. 
 Now, let’s implement this to our Android application and see the live data reflection across platforms. 





 Listening to Live Changes (Android) 
 In the same documentation for getting real-time updates with Cloud Firestore, switch the language to Kotlin and everything is just the same, that’s the beauty of Firebase documentation where it’s very similar across platforms from the mindset to implemented syntax. 
 
 Figure 5.16: Implement live listening to changes in the sale collection (Android) 
 We get the current user ID to form the reference path and use the same addSnapshotListener to listen to live changes and update our list accordingly. 
 Now you can run the application on both platforms, log in using the same user, and make a new sale order to observe live changes across platforms and devices. Similarly, all is done easily and conveniently. That’s how powerful Firebase and Firestore databases are, especially for start-ups and new projects. 
 Finally, let’s take a look at the advantages and some considerations before adapting Firestore: 
 Advantages of Using Firestore’s Real-Time Listener 
 
 Real-Time As mentioned, changes in the database are reflected immediately without the need to refresh or pull data repeatedly. 
 Simplify Sync Across It seamlessly syncs data across all devices and users. If your application is used on multiple devices or by multiple users, then everyone will see updates at the same time. 
 Offline Firestore provides robust offline capabilities. Listeners continue to receive data changes from the local cache while offline and sync any changes made once the connection is re-established. 
 Firestore is designed to scale automatically, handling the load of transmitting updates to potentially millions of clients without significant changes in your setup. 
 Considerations 
  Unlike traditional request-response models where you’re charged based on the number of requests, Firestore charges for the number of and If a document is frequently listening to real-time changes could potentially lead to higher costs due to multiple reads. 
 Complex While Firestore is improving, some complex queries that are typically available in traditional SQL databases might be more challenging to implement or might require additional client-side logic. 
 
Data Keeping a listener active can lead to increased data usage since it continually receives and transmits data as changes occur. 
 Overall, Firestore’s real-time listeners are highly effective for applications where instant updates are crucial, such as in chat applications or live-streamed events. However, developers should be mindful of their potential impact on costs and data usage, especially in applications with a large number of users or high-frequency updates. 





 Update and Delete Data (iOS) 
 Previously, we have learned about two out of four operations of CRUD, which represent the four basic functions of persistent storage in software development. CRUD stands for and which are the essential actions to manage data stored in databases, file systems, or other storage systems. 
 The remaining are Update and Delete operations, let’s see how it’s done. 
 
 Figure 5.17: Update a document 
 Similar to create, with update we still need the path to the document where we want to update. Then use the updateData() method passing in the key-value pairs that we want to update. Though for our application we don’t have this functionality it does not hurt to know. 
 Strangely, if we want to remove fields inside a document, we also will have to use this updateData() method following the documentation: 
 
https://firebase.google.com/docs/firestore/manage-data/delete-data 
 
 Figure 5.18: Remove fields from a document 
 This time instead of passing a new value, we will use a special syntax: FieldValue.delete() and that field will be removed from our document. 
 Inside our application in the record tab, we have a functionality to remove the sale record, just in case it’s incorrect. In real production, we should have another user matrix role to enable/disable this functionality so that only the admin/owner role can do this. Here for simplicity and education, we will implement this delete operation whenever the user taps the x-mark symbol correlated to a specific record: 
 

 Figure 5.19: Delete documents (iOS) 
 Again, it contains two parts: the path to the document and from that calling the delete() method. Remember, we already saved the document ID to our local SaleRecord’s ID. This allows us the form the complete path to the removed document: 
 
 Figure 5.20: Delete save record (iOS) 
 With the complete path, we can now call the delete() method and successfully remove the false record. But running it now you will notice there is a bug inside our code. The record document is successfully removed, and you can verify it using the Firestore dashboard. But it’s still remaining inside our Record tab bar! 
 
The reason is that we forgot to remove it from our local property salesData and reload our list. You may be eager to do this inside the successful block of this remove function, but there is a better place and it’s from our live 
 
 Figure 5.21: Listen to live update when the document is removed 
 Remember, we already established a connection to the sale sub-collection and will be notified of any change that happens there. Previously, we only listened to the added But there are modifier type for editing actions and removed type for deleting actions as 
 This is the time to listen to the removed type and refresh our list. 
 Build and run the application, and you will now be able to remove false records from it. 
 

 Figure 5.22: The sale record is removed successfully 





 Update and Delete Data (Android) 
 Since Firebase and Google teams have done an awesome job with its documentation, for all the same concepts we can just switch the programming language and see almost the same syntax implementation. 
 Because of this, we now only go through the delete function for our sale record application: 
 
 Figure 5.23: Delete documents (Android) 
 Following the same pattern, we need the deleted document path where we can trigger the delete() with two success and failure callbacks. 
 Inside the onRemoveClick function from the 
 
 Figure 5.24: Delete save record (Android) 
 After removing the deleted document, we will get a notification back on the listener which will map all the current sale records to the list view. 





 Conclusion 
 In this chapter, we’ve taken a comprehensive journey through the functionalities of Cloud Firestore, from designing a cost-effective and efficient database architecture to implementing robust CRUD operations in our SaleRecord application. 
 We’ve explored best practices for pricing, tackled the challenges of optimizing database structures, and demonstrated how to handle data dynamically with real-time updates and offline access. With these skills, you are now equipped to harness the power of Firestore, allowing you to build scalable and responsive applications that effectively meet user needs and operational demands. 
 As we close this chapter, our exploration of Cloud Firestore is far from complete. 
 Looking ahead, we’ll also enhance our querying capabilities, learning how to perform both simple and compound queries efficiently. 
 Additionally, we’ll discover methods to order and limit data, utilize custom queries with indexes for optimization, and effectively paginate data using query cursors. 
 The upcoming chapter promises to equip you with advanced tools and techniques to refine your Firestore implementations and further elevate your application’s performance. 





CHAPTER 6 
 Advanced on Cloud FireStore 





 Introduction 
 Building on the foundational knowledge established in the previous chapter, where we introduced the fundamental concepts and initial setup of Cloud Firestore, this chapter aims to elevate your understanding and practical skills significantly. 
 We will delve deeper into advanced techniques and apply them directly within our application, SaleRecord, showcasing the powerful capabilities of Firestore in real-world scenarios. 
 By the end of this chapter, you will be equipped with the expertise to harness Firestore’s full potential, enabling you to build robust, efficient, and scalable applications. 





 Structure 
 In this chapter, the following topics will be covered: 
  Data Management Learn how to streamline our data with effective ordering and limiting techniques, ensuring optimal performance and usability. 
 Advanced Querying Dive into crafting simple and compound queries to navigate and precisely manipulate data. 
 Simple Queries by Time and Sale Learn to perform targeted queries filtered by specific criteria such as time and transaction values. 
 Optimizing with Firestore Enhance query performance by strategically using Firestore indexes. 
 Updating Database Refine our database structure to enable detailed viewing of each record, improving accessibility and insight. 
 Migration Develop strategies for handling and transitioning legacy data into Firestore, ensuring data integrity and continuity. 
 Efficient Data Implement query cursors to paginate data effortlessly, improving loading times and user experience in data-heavy applications. 





 Application Overview 
 In the previous chapter, we successfully made our application functional. Users can now record new product sales and watch them reflect in real-time across devices for iOS and Android platforms. 
 
 Figure 6.1: Sale record application 
 Although it is working right now, the features are not flexible enough. For a real production application, more things can be added on. In this chapter, we will: 
  Enable querying sales by date 
 Add simple filtering conditions for time and total sales 
 Adjust our database structure so that we can display each record’s detail 
 
For scalability, we will add pagination to our list. This will improve performance and save costs for our application 
 Looking excited, isn’t it? Along the way of implementing these new features, we will guide you through the advanced tools of Firestore. These are the things that separate between the senior and junior levels. 





 Simple Queries With Time 
 
 Figure 6.2: Filter record by date 

 Open the beginning project for this chapter and in the Record tab, you will see we have added a date picker here. Previously, users could only view records that happened today. Let’s enable the feature to select and view records by date. 
 To do this, we will modify the listenToSaleData method: 
 
 Figure 6.3: Implement filter record by date for iOS 
 Our function will now have selectedDate parameter, and based on it we can get the start time interval and end time interval of the selected date and use that to make time filtering for the date field. 
 When the app first launches, we will filter today’s records. When users select a new value from the date picker, we will filter our list based on that date by this function. 
 Remember to clear all the data and reload the list before restarting the listener to avoid the duplication bug. 
 The same logic can be done for our Android application: 
 

 Figure 6.4: Implement filter record by date for Android 
 Make some new records today and go back to the previous date. Our users can now select a custom date and view its records with the date picker. This is a great add-on feature. 





 Advanced Query with Optimization using Index 
 Besides the date picker, we also added an action sheet that presents four convenient options to sort the record list: Time Time Sale and Sale Descending. 
 This functionality allows users to effortlessly organize their data according to their preferences, enhancing their overall experience by making it easier to find and analyze specific records. 
 

 Figure 6.5: Sort by custom field 

 Here is the structure of our sales record stored in the database: 
 
 Figure 6.6: Our sales record’s structure 
 At the moment, we sorted our list by date which is a single field. And by default, it is sorted in ascending order. 
 We can combine with the sale and any other fields that Firestore supports for a complex 
 A Firestore index is a data structure that Firestore uses to optimize query 
 Firestore automatically creates indexes for simple queries involving a single field. However, for more complex queries involving multiple fields or range filters, we need to create composite indexes manually. 
  Single-field Automatically created by Firestore for each field in our documents. These indexes support simple queries where we filter or sort based on 
 Composite Created manually to support queries that involve multiple These indexes enable Firestore to efficiently execute complex queries by pre-sorting the data based on the specified fields. 
 When to Use Composite Indexes: 
  Queries filter on multiple fields. 
 Sort on multiple fields. 
 Combine range filters and sorting. 
 
Firestore returns an error message indicating that our query requires a specific composite index. 
 Because we have combined two fields sale and date for sorting and filtering. It’s time to create our first index for query optimization. 
 Head into the Firestore’s dashboard, and choose the Indexes tab. Click Add index from the Composite section add create a new index: 
 
 Figure 6.7: Create composite index 
 Now we will specify the collection ID from the query taking place. For our application, it’s in the sales collection. 
 Next, we need to specify the fields where the index happens and their relationship. In our case, it will be the sale and date fields in each document. Now hit Create 
 We need a new index for each case that happens between the relationships of all the combined fields. 
 

 Figure 6.8: Our application composite indexes 
 For our application, we need two new indexes for optimization. For complex queries that contain multiple fields, these numbers of cases will increase exponentially. 
 Firestore is intelligent enough to suggest these in the debug console if we run our queries locally without setting up these indexes. 
 Depending on the complexity, it may take some time for the new index to be ready. It is ready to use when you see the Enable status. 
 By creating these indexes, we let Firestore know in advance and prepare the optimization for us. 
 Next, let’s write the helper code to implement this sorting feature: 
 

 Figure 6.9: Implement sort by custom fields for iOS (1) 
 The SortOption enum is used to define different sorting options for data, specifically by time or by sale amount, in either ascending or descending order. 
 The getFilterOptions method provides a way to translate these sorting options into a more general format that specifies the field to sort by (either “date” or and the direction (ascending as false or descending as true). 
 Here is the same implementation for Android: 
 

 Figure 6.10: Implement sort by custom fields for Android (1) 
 This approach allows us to abstract the sorting logic and makes it easier to manage and use in the codebase. 
 After this, we need to modify the listenToSaleData method: 
 
 Figure 6.11: Implement sort by custom fields for iOS (2) 
 It will now receive the sort option as the new parameter, and from that, we convert it to the sort field and sort order with the newly written helper function. 
 Then input these new values to the order query. Finally, let’s update this function triggered from the action sheet selection: 
 

 Figure 6.12: Implement sort by custom fields for iOS (3) 
 For Android, it looks a little different from the modern state management reactive programming: 
 
 Figure 6.13: Implement sort by custom fields for Android (2) 
 We create two states that track the selected date from the Calendar and the filter option from the just-defined enumeration. 
 

 Figure 6.14: Implement sort by custom fields for Android (3) 
 With state management, whenever the state changes (new date or new filter option is selected), we will re-evaluate and get the newest value of the date and filter option and combine them for the new query. 
 Now users can select different sort options and have their list re-ordered at their convenience on both platforms. 
 By effectively using indexes, we can significantly improve the performance and scalability of our Firestore queries. 





 Record’s Detail 
 The next feature is a must-have: the ability to view the detailed products of each sale. This allows users to see all relevant information about the items in their transactions. 
 
 Figure 6.15: View sale record detail feature 
 To achieve this, we have to make changes to our model structure because right now the sale model structure doesn’t qualify for this ability. Here is our current model: 
 

 Figure 6.16: Current sale record structure 
 Each sale now has two fields: date is the time interval when the sale happened, and the sale recorded, its total amount. 
 To be able to recreate the detailed product list for each sale, we need to track: and for convenience subTotal field which is unitPrice time the This data should be a list (Array) since we can have multiple products in one sale. 
 Here is the updated schema for our sale record model: 
 
 Figure 6.17: Option 1 - use array 
 Besides the old two fields, we will add the new products field which is an array of each product’s data that occurs in this sale. 
 
There is another way we used in Chapter 5, Deep Dive into Cloud FireStore discussing how we should architect our application model: 
 Here is the alternative solution: 
 
 Figure 6.18: Option 2 - use sub-collection 
 Both solutions will work, the question is which is better for our application? Previously, for each new sale, we saved it as a sub-collection. Let’s learn the pros and cons of each solution: 
 Array Field 
  Pros: 
  Simple Retrieving a sale document automatically includes all product details. There’s no need for additional queries to fetch related product data. 
 Transaction Easier to manage transactions since we are dealing with a single document. 
 Cost-Effective Fewer document reads, as accessing the sale document provides all necessary details at once. 
 
Cons: 
  Data Each sale record repeats all product information, which can lead to data duplication if the same product appears in multiple sales. 
 Update If product details need to be updated (for example, a price change), every document containing that product must be updated. 
 Document Size Firestore documents have a size limit of 1 MB, which could be an issue if a sale includes many products or detailed product descriptions. 
  Sub-Collection 
  Pros: 
  More scalable in terms of storage and structure. We don’t have to worry about the 1 MB document size limit. 
 Data Reduces redundancy. Updates to product data need to be made only once in their respective documents. 
 Flexible More complex queries are possible such as querying all sales containing a specific product. 
 Cons: 
  Query Requires additional queries to fetch product details for each sale, which can lead to higher read costs and complexity. 
 
Transaction More complex to handle transactions and consistency across multiple documents in different collections. 
  Decision Factors: 
  Query If you frequently need complete details of a sale including all products in a single fetch, then the array might be more efficient. If you need to often query or update individual products independently of sales, sub-collections might be better. 
 Data Volume and If sales include a large number of products, or if product details are large and variable, sub-collections can help avoid hitting document size limits. 
 Data If we expect frequent updates to product details that should be reflected across all sales, using a sub-collection reduces the effort and risk of data inconsistency. 
 If our application’s operations include frequent updates to product information or require complex queries involving individual product data, then using a sub-collection would be advantageous. 
 However, if the operations are mostly centered around complete sales transactions and the simplicity of data retrieval is a priority, then storing products as an array within the sales document is appropriate. 
 
Given these points, our application should go with the Array approach. Our products will not receive updates unlike the sale sub-collection, which will be updated when a new sale happens. Using the array approach will save us the cost of reading sub-collection. The limitation on document size is not for us to worry about since 1 MB is more than enough for simple data. 
 Let’s implement this new structure. Firstly, we need to modify the orderPressed method from the menu tab: 
 
 Figure 6.19: Write the product’s detail for each sale to the database for iOS 
 Whenever we make a new sale from the menu tab, we also transform our detail data to follow the new product’s structure and write them to our database. Here is the same implementation for the Android application: 
 

 Figure 6.20: Write the product’s detail for each sale to the database for Android 
 After applying this change, you can make a new record from the menu tab and observe the new structure of that record from the dashboard: 
 

 Figure 6.21: New sale record 
 Besides date and we now have the new products field that contains all the necessary data for our application to present the record’s details. 
 We now need a new mapper for this new data: 
 

 Figure 6.22: Retrieve and decode the product’s data for iOS 
 Here is the same updated version for the Android side: 
 
 Figure 6.23: Retrieve and decode the product’s data for Android 
 Inside our model from the iOS application, we already have the logic to check if this product’s data exists and store it. 
 

 Figure 6.24: Passing product data to product detail scene for iOS 
 With this data available, when the user chooses the record, we can retrieve the specific product details for that record and present it on the next scene. 
 Here is a similar logic for our Android application: 
 
 Figure 6.25: Passing product data to product detail scene for Android 
 From the record tab, you can now select the newly added record and see its detailed list of products. Unfortunately, this only works with the new sale that we make from now on. All of the previous data won’t have their product’s details. 
 Since we are in development, this is not an issue and we can ignore or delete all of our data and start again. But it will be a serious problem in production, so let’s discuss how we can handle it when we need to update our database model. 





 Migration: Strategies for Handling Legacy Data in Firestore 
 When transitioning to a new data structure in Firestore, especially moving from a simpler field structure to a more complex sub-collection model, we will encounter the challenge of having historical data in the old format while the new records adhere to the new structure. Here’s how we can manage this situation: 
 Strategies for Handling Legacy Data in Firestore 
  Data Migration: 
  Batch Write a script to fetch all old sales records and programmatically create new sub-collection documents for each product listed in the old structure. This ensures consistency across our database. 
 On-Demand Migrate old records to the new format only when they are accessed. This approach spreads the workload and is less intensive initially but keeps our database in a mixed state longer. 
 Dual Structure Support: 
  Temporary Code Adjust our application logic to support both formats temporarily. Our app checks if the old field exists and handles data accordingly, while new or edited records use the new structure. 
 
Phased Out Inform users about the changes and provide a deadline by which all data will be migrated to the new format. Use this period to gradually migrate and phase out the old structure. 
 Front-End 
  Unified Ensure that the user interface can display product details correctly regardless of whether the data comes from an old array or a new sub-collection. This can be managed through conditional rendering logic in your front-end application. 
 Backend 
  Data Integrity Implement functions that regularly check for data consistency and completeness, particularly during the transition phase. This helps in identifying records that are yet to be migrated. 
 Communication and Documentation: 
  Notify If your application is user-facing, communicate any potential impacts or required actions they need to take (for example, updating their apps or interfaces). 
 Update Ensure that all references to data structures in our technical documentation, API specs, or user guides reflect the new model. 
  Considerations: 
  Depending on the approach, there might be a need for some downtime or maintenance windows to perform migrations or updates safely. 
 
Both data migration and dual structure support might increase operation costs temporarily due to increased reads, writes, and computational overhead. 
 Thoroughly test the migration strategy in a development or staging environment to avoid data loss or corruption. 
 By choosing a strategy that best fits our operational capabilities and business needs, we can smoothly transition to the new Firestore structure with minimal impact on the application’s functionality and user experience. 
 For our application, if it is already in production, then we can consider making a UI that informs the user that this is an outdated record in which the detailed data is not available. 





 Pagination 
 The next problem we want to tackle is the record tab. At the moment, we fetch and display all records that happened on the selected date. 
 This is fine for a small owner that doesn’t sell a lot. But think about the best seller one, the shop the people wait in lines to get in. How many sales could they make per day? It could be hundreds, or even thousands. But that’s not for us to guess, our job is preparing for that case to happen. 
 Of course, we can retrieve them correctly, but is it necessary? Our phone size can only display a maximum of fifteen sales. Some users may want to scroll and view them all, but some don’t. Also, fetching a large number of items once is a waste of resources and affects performance. 
 

 Figure 6.26: A large data set will cause performance issues 

 This problem is long-known and solved using 
 Pagination in programming refers to the process of dividing a large dataset into smaller, manageable chunks or pages, which can be individually requested and displayed. 
 This technique is commonly used in applications that handle large amounts of data, such as search results, product listings, or social media feeds, where loading all data at once would be impractical or resource-intensive. 
 In app development, particularly when using Firestore as the backend, pagination plays a crucial role in handling large datasets efficiently. 
 Firestore, being a scalable NoSQL cloud database, provides built-in support for pagination, which is essential for building responsive and resource-efficient applications. 
 Check out its documentation: https://firebase.google.com/docs/firestore/query-data/query-cursors 
 Here is what to remember: 
  Limit You can use the .limit() method to specify the number of documents to retrieve in a single query. This is the basic form of pagination, limiting the data payload sent to the app. 
 Cursor Firestore supports cursor-based pagination using and .endAt() methods. These methods allow us to paginate the data by specifying a document snapshot to start the query from, rather than using page numbers. This is especially effective for real-time and large-scale data scenarios. 
 
When implementing pagination in our application with Firestore as the backend, consider the user experience and data structure. 
 For example, we will implement infinite scrolling, where new sale data loads automatically as the user scrolls down, using cursor pagination to fetch data sequentially. 
 Here’s a basic flow for implementing cursor pagination: 
  Fetch the initial set of documents using a .limit() query. 
 Store the last visible document from this query. 
 For subsequent data fetches, use combined with .limit() to fetch the next set of documents. 
 This approach ensures that our app remains efficient and responsive, even with large datasets. 
 Let’s implement this: 
 
 
Figure 6.27: Implement pagination by limiting each query item for iOS 
 First, we limit the maximum number of items for each call to fifteen using .limit() method. This is enough to cover our phone scene. 
 For subsequent data fetches, use lastVisibleDocument) We separate our query and store it in a variable. Then from each snapshot listener, we will store the last visible document in the lastDocumentSnapshot global variable. 
 Before every listener starts, we check if there is a last-seen document snapshot. If there is, then we will start after it with lastVisibleDocument) method. 
 We will also remove the reset data logic from this function. This is because we will call this function whenever the last cell is visible on the scene which implies that the user has scrolled to the bottom. 
 
 Figure 6.28: Loading more items when users scroll to the bottom for iOS 
 In iOS, we can achieve this through the built-in delegate function tableView( 
 For our reset function, we also need to set back the lastDocumentSnapshot to Then we will call when the users change the selected date or sorted option. 
 

 Figure 6.29: Extract reset function for iOS 
 Now, here is the implementation for Android: 
 

 Figure 6.30: Implement pagination by limiting each query item to Android 
 It’s the same as what we have done with iOS: limit each query to 15 items and store the last seen document snapshot. Finally, implement the load more when scrolling to the bottom of the list: 
 
 
Figure 6.31: Loading more items when users scroll to the bottom for Android 
 Congratulations, you have successfully implemented pagination inside our application and improved its performance as well as saving unnecessary reading costs. 
 Benefits of Firestore Pagination 
  Minimized Data Only the needed data is loaded per page request, reducing the bandwidth and speeding up the app. 
 Lower Memory Limits the amount of data held in memory, which is particularly beneficial for mobile devices with limited resources. 
 Improved User By loading data as needed, rather than all at once, the user interface remains responsive and quick. 
 Pagination is crucial for performance and usability, as it helps manage memory and network resources more effectively and improves the user experience by reducing the loading time and data clutter. 
 Check out the implementations for iOS and Android in the chapter source codes given in the final section of this book. 





 Conclusion 
 As we wrap up our exploration of Firestore, you now have a robust toolkit to enhance data management, query performance, and system architecture in modern mobile applications. 
 From implementing efficient data pagination and optimizing queries with indexes to transitioning legacy data seamlessly, these strategies are designed to ensure your Firestore implementation is both powerful and scalable. 
 The techniques discussed in this chapter will empower you to handle complex data operations with ease, setting a strong foundation for advanced Firebase functionalities. 
 Moving forward, we shift our focus to Firebase Storage, a powerful solution for managing user-generated content, such as images, videos, and documents. 
 As applications become more interactive and media-rich, the ability to handle heavy-size data efficiently becomes crucial and Firestore is not a tool for it. No worries, Firebase has us covered with Storage. 
 The next chapter will guide you through integrating Firebase Storage into our applications, ensuring efficient and secure file handling that scales with user demand. 





CHAPTER 7 
 Firebase Storage 





 Introduction 
 In previous chapters, we discussed Firestore and its capabilities as a NoSQL database for storing structured data, such as user profiles, sales records, messages, and other application data. 
 While Firestore is excellent for these purposes, it is not designed to handle large binary files, such as and other multimedia content. This is where Firebase Storage comes into play. 
 Firebase Storage is a cloud solution specifically designed to store and serve large binary files. It complements Firestore by providing a scalable, secure, easy-to-use service for managing user-generated content and large files. 





 Structure 
 In this chapter, the following topics will be covered: 
  Introduction to Firebase Explore the capabilities and diverse use cases of Firebase Storage, understanding its role in modern app development. 
 Configuring Firebase Step-by-step guide on setting up Firebase Storage for your projects to ensure a seamless integration. 
 Uploading the First Learn the basics of image upload to Cloud Storage, setting the foundation for more complex data handling. 
 Organizing Data with Cloud Storage Folder Master the best practices for creating an effective folder structure to organize files efficiently. 
 Integrating Firestore with Cloud Storage for Mobile Guide on uploading user images to Cloud Storage and product data to Firestore, with step-by-step instructions for both iOS and Android platforms. 
 Retrieving and Displaying Product Data in Mobile Demonstrate how to fetch and display product data efficiently, enhancing user interaction across both iOS and Android applications. 





 Introduction to Firebase Storage: Capabilities and Use Cases 
 Firebase Storage is a cloud storage solution for developers, integrated into the Firebase platform. 
 It provides a simple and powerful way to store and serve user-generated content, such as and video, directly from Firebase. 
 
 Figure 7.1: Firebase Cloud Storage solution 
 Core Features: 
  Scalable Storage: Firebase Storage is built on Google Cloud Storage, ensuring that it can scale to meet the needs of any application, from small hobby projects to large enterprise applications. 
 Robust Security: Firebase Storage integrates with Firebase Authentication, allowing you to set up comprehensive access controls and secure your data. 
 Cross-Platform Support: Firebase Storage supports iOS, Android, and Web, making it easy to integrate into applications across different platforms. 
 Easy-to-Use SDKs: Firebase provides powerful SDKs that simplify file uploads and downloads, making it easy to integrate storage capabilities into your app. 
 Comparison with Other Cloud Storage Solutions: 
 
 AWS S3: AWS S3 offers scalable storage similar to Firebase Storage but requires more setup and integration work for apps already using Firebase. 
 Microsoft Azure Blob Storage: While Azure Blob Storage provides robust features, Firebase Storage is better suited for applications leveraging the Firebase ecosystem due to its seamless integration and ease of use. 
 Commonly Use Cases in Real Applications 
  Storing User-Generated Content: 
  Photos and Videos: Applications such as social media, photo-sharing, and video-streaming apps can use Firebase Storage to store and serve user-generated content. Firebase Storage ensures these files are stored securely and can be easily retrieved and displayed in the app. 
 Documents and Files: Apps that need document storage, such as note-taking apps, project management tools, or educational platforms, can use Firebase Storage to store and manage various file types. 
 Backups and Media Files for Applications: 
  App Backups: Firebase Storage can be used to store backups of app data, ensuring users’ information is secure and can be restored if needed. 
 
Media Files: Applications providing media content, such as music streaming services, podcasts, or news apps, can store their media files in Firebase Storage for fast and reliable access. 
 Sharing Files Across Devices and Users: 
  Cross-Device Access: Firebase Storage makes it easy to sync files across multiple devices, allowing users to access their files from any device. 
 Collaboration: Collaborative apps such as project management tools or editing platforms, can use Firebase Storage to enable users to share and edit files in real time. 
 Integration with Other Firebase Services: 
  Firestore and Realtime Database: Firebase Storage works seamlessly with Firestore and Realtime Database, allowing you to store metadata about your files in the database and link files to other user data. 
 Firebase Functions: Automate processes involving Firebase Storage, such as generating thumbnails for uploaded images, processing uploaded data, or managing file permissions. 
 Firebase Authentication: Control access to files by integrating Firebase Authentication, ensuring only authenticated users can upload or download files. 
  All of these benefits are what made Storage the top go-to solution for applications that already adopted Firebase. 
 
Next, let’s revisit our application and see if we can take advantage of Storage to make it better. 





 Configuring Firebase Storage for Our Project 
 You may already notice that currently, we use images for visualization of the owner’s products in the Menu tab. 
 
 
Figure 7.2: Sale record products list 
 Unlike the sales data, the user’s product data are not stored in our database yet. All our user’s data should be in the database. And so do their product’s data. 
 The reason we haven’t implemented it is because we haven’t introduced Storage back then. 
 If we truly want to store images in Firestore, we can encode our image’s data and decode the received data to represent it. But the problem is size Each Firestore document size is limited to about 1 MB which is not much for images. 
 Storage is the solution for this problem with optimizations and integrates seamlessly with Firestore. 
 So let’s complete our application in this chapter by applying Storage to store all of the user’s images in our database. 
 First, we need to configure and enable it: 
 
 Figure 7.3: Configure Firebase Storage (1) 
 From the Firebase dashboard, within our Sale record project, choose Storage from the Build section. 
 

 Figure 7.4: Configure Firebase Storage (2) 
 Now click Get started to begin configuring Storage for our application: 
 
 Figure 7.5: Set up security rule for Firebase Storage 
 
Here we will be asked for Cloud Storage security rules with Firestore. Choose test mode for now. We will set up security rules later. 
 
 Figure 7.6: Finish set up Firebase Storage 
 Finish and wait for a few minutes for our Storage to set up. 
 Before we start, ensure Storage is already set up in your project. We have already done the setup in our starting project. But if you start the project from scratch, then follow the Add Cloud Storage to your app and Set up Cloud Storage sections from the official documentation: 
 https://firebase.google.com/docs/storage/ios/start 
 https://firebase.google.com/docs/storage/android/start 
 

 Figure 7.7: Set up Firebase Storage for iOS application 
 We have learned and configured Firebase from Chapter 2, User Authentication with For every Firebase service and their SDKs, the Firebase SDK is always required. 
 

 Figure 7.8: Set up Firebase Storage for Android application 
 For Android, we need to add a new implementation for Cloud Storage. And don’t forget to save and sync Gradle again to update the projects. 





 Upload the First Image to Cloud Storage 
 First thing first, just like with Firestore, we need to define the storage This is the address/path to which our data will be stored. 
 There are multiple ways of doing this, we will go with the first solution in this example. 
 
 Figure 7.9: Storage data reference 
 Now let’s see how we upload our image following the documentation: 
 

 Figure 7.10: Storage guideline to upload data for iOS 
  Start by converting our file (images, videos, or audio) to a Data type object that represents the file you want to upload. 
 Specify the path where we want to store the file such as 
 Use the method to upload the file to Firebase Storage. 
 After the upload is complete, we can retrieve the download URL for the uploaded file. This will come in handy later. 
 There is also metadata that can tell us more about this file information like size or content 
 
Next, let’s write our code to implement this logic: 
 
 Figure 7.11: Implement upload image data to Storage for iOS application 
 This will be our upload image function and will be used to upload the user’s product images later. 
  We accept imageName and the completion that returns the URL of the uploaded image or nil if an error occurs. 
 Attempts to create a UIImage from the provided imageName and convert it to Data using We used this method to convert because our original images are in png There are other built-in methods for different types of images or files to Data, so choose the one that is suitable for you. 
 
Creates a reference in Firebase Storage for the image using a unique path based on imageName. For now, it is 
 Uploads the image data to Firebase Storage using putData() with print log and error handling. 
 Now, let’s try this new function and upload our first image: 
 
 Figure 7.12: Upload our first image 
 Let’s call it in viewDidLoad() and don’t forget to import FirebaseStorage to our file. 
 Now compile and run on the simulator or real device and you will see our success log printed out to the debugger following the download URL. 
 If you copy this URL and paste it to any browser, then you can download this image to your computer. 
 Another way to view it is through the Storage 
 

 Figure 7.13: Our Storage dashboard 
 Head into the Storage dashboard of the project and you will see the new images folder has been created. 
 Tap it and you can view our first image there along with its information: 
 
 Figure 7.14: Viewing our first image from the Storage dashboard 
 You can get its URL or download it from here. Congratulations! You have just uploaded the first image to the cloud database. 
 Next, let’s leverage this knowledge to store our users' product data to the cloud database. 





 Cloud Storage Folder Structure 
 In Chapter 5, Deep Dive into Cloud we already discussed and came up with the optimal architecture for our database: 
 
 Figure 7.15: Sale record architecture for Firestore database 
 Here, the products and sales data will be isolated and accessible only to that user. This ensures privacy and query optimization. 
 We should do the same for Firebase Storage. Previously, we uploaded the image and stored it in the images/{imageName}.jpg path. This is great for a demo but not sufficient for a production environment. 
 Here is the revised version: 
 
 
Figure 7.16: Sale record architecture for Storage database 
 This structure ensures that each user’s product images are stored in specific folders, making them organized and easier to manage. 
 Based on these, we will update our Storage’s security rules in the later chapter on privacy and safe data protection. 





 Upload Sale Record User’s images to Cloud Storage and Product Data to Firestore (iOS) 
 First, let’s update our upload image function: 
 
 Figure 7.17: Refactor the upload image function 
 We move away from the old escaping closure to adopt the modern async It’s shorter and clearer: 
  With userId and product as parameters, we get the image and convert it to 
 Update our Storage reference to 
 Creates metadata with contentType set to image/jpeg (Optional). 
 Uploads the image data to Firebase Storage asynchronously. 
 Returns the download URL of the uploaded image. 
 After successfully uploading and getting back the download URL, we are ready to write this product document to Firestore: 
 
 Figure 7.18: Write each product’s data function 
 
At this point you should be familiar with this: 
  Form a dictionary of product data with required key-value pairs. 
 Write this data to the path users/{userId}/products/{product.id} following the predefined architecture. 
 
 Figure 7.19: Upload image to Storage and then write product data to Firestore 
 Now it’s the time to combine these two logics. We loop through each product: 
  Upload the product image to Firebase Storage. 
 If successful, then write the product data with the image URL string to Firestore. 
 
 
Figure 7.20: Execute and transfer our product’s data to the cloud database 
 Let’s call this function in Since we now have a new property image let’s update the Product model: 
 
 Figure 7.21: Update product model 
 Run it and wait for a few minutes since it will take some time to upload all the images. 
 After some time, take another look at the Storage database: 
 
 Figure 7.22: Product images saved to Storage 
 
Now our images are stored in a custom route for each user. Let’s also check the Firestore database of this user: 
 
 Figure 7.23: Product’s data saved to Firestore 
 As you can see, we now have our product data stored in Firestore. With this, we can now remove all of the local product data and images from our project. 
 Note: 
  Remove successful. We only need it once and any other call will simply override both the Storage and Firestore data, wasting resources. 
 For further enhancement, consider making a feature that allows each user to upload their product with a selected image. 
 For the scope of learning, we will stop here with the same product list for all users. But it shouldn’t be this way in real applications. 





 Retrieve Product Data and Display Them in our Application (iOS) 
 Now with data already available in Firestore, let’s implement the logic to retrieve them and display them in our application: 
 
 Figure 7.24: Fetch product data from Firestore 
  Retrieves documents snapshot from Firestore from the path 
 Initializes an empty array of products to hold Product objects. 
 Iterates each document, extracts data, and checks if they are valid with all required information. 
 Appends the created product and returns an array of this user’s products. 
 The perfect place to call this function is before the UI appear, in 
 
 
Figure 7.25: Calling fetch product data when the application launch 
 Since we already have the product data in Firestore, we can empty the default products array. 
 When the Menu tab loads, we retrieve this user’s product information from Firestore and reload our UI if successful. 
 Rerun our application and you will see that our product data is successfully retrieved. However, their images are not loaded. 
 

 
Figure 7.26: Product data successfully retrieved but images are not loaded 
 This is because we used the name to load the related image from the project earlier. 
 Now with the product data getting back from Firestore, we have the image URL which is the address that currently stores that image. So, we need to do another step to make an API call to the image URL and get back its image data. 
 Let’s implement this from our application: 
 
 Figure 7.27: Fetch each product image from the Storage download URL 
 Inside 
  Implement the fetchImage function that makes an API call to the valid URL and returns its UI Image. 
 Implement the new configure function that is responsible for setting up and layout each cell from the related product data: set and fetch its image from the URL. 
 

 Figure 7.28: Update the configuration logic for each cell 
 With this, we can replace all the setter logic with the new configure function. This also makes our code cleaner. 
 Now rerun the application and wait for each product image to get loaded: 
 


 Figure 7.29: Product data successfully saved and retrieved from the cloud database on iOS 
 Congratulation! Now we can remove all the local images from our project. All of the user’s data is now stored in Firebase. 





 Upload Sale Record User’s Images to Cloud Storage and Product Data to Firestore (Android) 
 Now let’s do the same for Android. Visiting the official documentation, you will see everything is similar: 
 
 Figure 7.30: Storage guideline to upload data for Android 
  Convert the compressed data (for example, images, videos, or audio) into a byte array. 
 Create an upload task by calling putBytes() on a Firebase Storage reference (example: mountainsRef) with the byte array data. 
 Add listeners to handle successful and failed uploads. 
 Let’s write its implementation. 
 

 Figure 7.31: Implement upload image data to Storage for Android application 
 There are three main actions here: 
  Data First we decode the image resource into a bitmap and compress it into a byte array. 
 Storage Creates a unique path in Firebase Storage from the current user ID following the defined structure. 
 Upload Starts the upload process and attaches listeners for handling success and failure. 
 If it is successful, then we will get back the download URL and from that, transfer the complete product data to Firestore: 
 
 Figure 7.32: Write each product’s data function 
 
This should be easy for you now. Remember to have the correct reference path and be careful for typos mistakes here. Consider making a global constant object to store all these reusable strings. 
 Also, since we now have another property image URL, it’s time to update the product model: 
 
 Figure 7.33: Update product model 
 Combine the two steps for the final version of looping through all our current products and upload their image data to Storage and product data to Firestore. 
 

 Figure 7.34: Upload image to Storage and then write product data to Firestore 
 Now let’s try it with a different user. For now, let’s modify the order button for this new upload data logic: 
 
 
Figure 7.35: Execute and transfer our product’s data to the cloud database 
 Hit the upload button and wait for a few minutes. Then go to the Storage and Firestore dashboard and observe their data been transferred to Firebase successfully. 





 Retrieve Product Data and Display Them in our Application (Android) 
 With the data ready, let’s implement the logic to retrieve user product data and display them in the Android application. 
 
 Figure 7.36: Fetch product data from Firestore 
 We retrieve the current user’s product data from the document snapshot of Firestore from the path 
 
 Figure 7.37: Calling fetch product data when the view model launches 
 When the view model of the Menu tab is loaded, we will get the product data and update our list. 
 Unfortunately, our application will not launch with this new logic. Same as before, we have to update the product detail view to fetch and load images from the URL. 
 There are many ways to do this, we will use Coil (short for Coroutine Image Loader), an image-loading library for Android: 
 

 Figure 7.38: Adding Coil library to handle image loading 
 Remember to resync Gradle afterwards. 
 
 Figure 7.39: Update product detail view to load image from URL 
 Now we can use a composable function provided by Coil to load images from a URL. There are options for placeholder and error images. 
 


 Figure 7.40: Product data successfully saved and retrieved from the cloud database on Android 
 Congratulations! We have finished the implementation of Storage to our application for both platforms. 





 Conclusion 
 As we conclude our exploration of Firebase you now have a comprehensive understanding of how to leverage this powerful tool within your mobile applications. 
 From configuring Firebase Storage for seamless integration to efficiently managing data uploads and retrieval across both iOS and Android platforms, you are equipped to handle user-generated content effectively. 
 The skills acquired in organizing folder structures, coupled with the integration techniques for empower you to create robust, scalable applications that provide a seamless user experience. 
 With these capabilities, you’re well-prepared to enhance your future applications with the dynamic features of Firebase ensuring your app remains competitive and responsive to user needs. 
 In the upcoming chapter, we will delve into Security a critical component for safeguarding both the Firestore database and Firebase 
 We will go through how to create and implement effective rules that protect the application’s data while maintaining functionality. We then explore comprehensive strategies for both platforms, ensuring our applications are secure from unauthorized access across all stored content. 





CHAPTER 8 
 Security Rules 





 Introduction 
 In today’s digital age, the security of databases and cloud services like Firestore or Cloud Storage is crucial. 
 This chapter delves into Firestore Security Rules, a powerful framework to protect our data from unauthorized access and breaches. 
 Starting with a fundamental understanding of these rules, we will explore their format and the process of writing and deploying the first set of rules. By integrating role-based access control and advanced security measures, you will learn how to effectively safeguard your Firestore applications, particularly focusing on real-world applications like the Sale Record project. 
 Through this journey, you’ll gain the necessary skills to ensure robust security in your database operations, keeping user data safe, and maintaining trust. 





 Structure 
 In this chapter, the following topics will be covered: 
  The Importance of Database Highlight the critical role of security in modern database and cloud solutions. 
 Understanding Security Dive into the basics of Firebase Security Rules and their role in securing data. 
 Security Rules Examine the structure and syntax of Firebase Security Rules, preparing for practical application. 
 Crafting and Deploying the First Security Step-by-step guide on writing and implementing basic security rules in Firestore and Storage. 
 Types of Security Explore different categories of rules, including read, write, and validation rules. 
 Enhancing Security for Sale Apply advanced security rules to protect the Sale Record application, showcasing real-world applications. 
 Role-Based Access Control Implement role-based access controls to manage user permissions effectively within Firestore. 





 The Importance of Database Security 
 In today’s digital age, databases are the backbone of many applications, storing everything from user information to financial transactions. 
 As data breaches become more frequent and sophisticated, ensuring the security of these databases is more critical than ever. 
 Cloud Firestore, a NoSQL database from Firebase, provides a flexible and scalable solution for modern applications. Firebase Storage, a powerful cloud-based storage solution from Firebase, offers secure and scalable file storage for modern applications. 
 However, with this flexibility comes the responsibility to implement robust security measures to protect sensitive data from unauthorized access and modifications. 
 If you read the news frequently, you’ll notice that incidents occur regularly across various industries, including banking, cryptocurrency, commercial sectors, and even government information. Trillions of dollars were stolen, along with the private information of all citizens. 
 
 Figure 8.1: Hackers are ready to take on any security holes 
 Here are some real-world scenarios: 
 
 Data Breach at a Social Media A social media platform experienced a massive data breach where hackers accessed millions of user profiles, including personal messages and private data. The breach was due to insufficient access controls and weak security rules, highlighting the need for stringent security measures in databases. 
 E-Commerce / Trading Platform An e-commerce/trading securities site faced a severe security incident where attackers gained access to customer payment information. The platform’s inadequate field-level security allowed attackers to exploit vulnerabilities, emphasizing the importance of granular access controls in protecting sensitive financial data. 
 Healthcare Data A healthcare provider’s database was compromised, exposing patient records and medical histories. The lack of role-based access control and proper authentication mechanisms contributed to the breach, underscoring the need for robust security policies in compliance with regulations like HIPAA. 
 Securing databases, particularly in cloud environments such as Firestore and Storage, is essential to protect sensitive data, ensure compliance, and maintain user trust. 
 
This proactive approach to database security not only protects users but also strengthens the overall integrity and reliability of the application. As the digital landscape continues to evolve, staying ahead of security challenges will be crucial for maintaining a secure and trusted platform. 





 Understanding Security Rules 
 Security Rules are a powerful tool provided by Firebase to enforce data access controls directly within the Firestore and Storage database. 
 These rules determine who can and delete data (CRUD operations), ensuring that only authorized users can perform specific operations. 
 By embedding security logic within the database, Security Rules help maintain the integrity and confidentiality of our data. 
 How Security Rules Work: 
 FirebaseSecurity Rules operate at the database level, evaluating each read and write request against the defined rules before granting or denying access. 
 The rules are written in a domain-specific language and can be customized to enforce fine-grained access control based on user roles, data content, and other criteria. 
 Security Rules are written in a JSON-like syntax and follow a hierarchical structure that mirrors the structure of our database. 
 In case you don’t remember, when we first configured Firestore or Storage, we had already set up the first version of our database security role. Here it is: 
 

 Figure 8.2: Our application test security role 
 As we are still in development, this default security rule is convenient for us developers. But it required updates before launching to the production or else we have big security holes. 
 To view the current security rule version, on the Firestore or Storage dashboard, select the Rules tab: 
 
 Figure 8.3: View our application’s current test security role 
 
It has been quite some time, and we have increased the valid timestamp to continue the development process. But the idea is still the same and Firebase even generates the comment explaining our test security rule: 
 “This rule allows anyone with your Firestore database reference to view, edit, and delete all data in your Firestore database.” 
 This is not secured at all. Anyone can read and make changes to our users’ data. We must update our rule, but first, let’s get used to the new language of the Firebase security rule. 





 Security Rules Format 
 All Cloud Firestore Security Rules consist of match statements, which identify documents/collections in the database with their and allow expressions, that control access to those documents. 
 Take a look at this example: 
 
 Figure 8.4: Security rule format 
 This will be the format that every new security rule follows. Let’s us learn: 
  service This specifies that the rules are for Firestore. 
 match This is a required part of the Firestore security rules structure. It indicates that the rules apply to documents within any Firestore database in our project. 
 match This specifies the path within the Firestore database to which the rules will apply. The  is a placeholder for the actual path. For example, it could be something like 
 
allow read, write: if This line defines the permissions. It allows both read and write operations if the specified condition () is true. The condition could be any valid Firestore security rule expression, such as checking for authentication, document fields, and so on. 
 Great! For our sales record application at the moment, we allow everyone to read and write based on timestamps and it is not secured. Let’s update and deploy the new rule. 





 Writing and Deploying our First Security Rules 
 This is an improved version. This new set of Firestore security rules allows read and write access to all documents for any user signed in to the application. 
 
 Figure 8.5: Our first security rule 
 Let’s break down the rules and explain why they might be better than the previous set: 
  allow read, write: if request.auth != This line grants read and write permissions if the user is authenticated. 
 The request.auth variable is null if the user is not authenticated, so this rule only permits authenticated users to read and write data. 
 This new rule provides a more secure and stable environment suitable for production by ensuring that only authenticated users can access the database. It offers long-term security without the need for frequent updates or risk of service disruption due to an expiration date. 
 From the Rules tab on the Firestore dashboard, we can directly make changes to the current version. 
 

 Figure 8.6: Make changes to the security rule 
 When we make some changes, Firestore will automatically create a new unpublish branch version for us. 
 If you are writing new security codes with its syntax, then you will find out that there is an autocomplete feature there as well, which is very helpful. 
 Now select “Publish” to deploy our new security rule: 
 
 Figure 8.7: Deploy the new security rule 
 Congratulations on your first security which will make our database much safer by allowing only our authenticated users to access and modify it. 





 Type of Security Rules 
 Separating read and write operations into more detailed actions can be beneficial in certain scenarios. 
 For instance, our application might need to apply different conditions for creating a document versus deleting one. 
 Alternatively, we might permit reading individual documents while restricting large query operations. 
 Read rules control who can read data from our Firestore database. There are two types of read operations: 
  Retrieves a single document. 
 Scenario: We have a collection called users and we want to allow each user to read only their document: 
 
 Figure 8.8: Get security rule 
  request.auth != Checks if the user is authenticated. 
 request.auth.uid == Ensures that users can only access their document by matching the document ID with the authenticated user’s ID 
 Retrieves multiple documents (for example, a query result). 
 
Scenario: We have a collection called and we want to allow a user to list all their orders but not anyone else’s: 
 
 Figure 8.9: List security rule 
  request.auth != Checks if the user is authenticated. 
 resource.data.userId == Ensures that only the orders belonging to the authenticated user are listed. Here, resource.data.userId refers to the userId field in each order document, which must match the authenticated user’s ID. 
  Combining get and list rules: we want to combine the get and list rules for the orders collection so that users can read their orders and list them: 
 
 
Figure 8.10: Combining get and list rule 
  allow read: if request.auth != null && resource.data.userId == This line combines get and list rules into a single rule. The read keyword covers both operations and simplifies the rule by not needing to specify get and list separately. 
 These examples demonstrate how to use get and list operation types in Firestore Security Rules to control access to our data. 
 By tailoring these rules to the application’s needs, we can ensure that users only have access to their data, enhancing the security and privacy of our Firestore database. 
 Write rules control who can write data to our Firestore database. There are three types of write operations: 
  allows a user to add a new document to a collection. 
 Scenario: We have a collection called and we want to allow any authenticated user to create a new post: 
 
 Figure 8.11: Create security rule 
 
request.auth != Checks if the user is authenticated. If true, the user is allowed to create a new document in the posts collection. 
 Allows users to update and modify an existing document. 
 Scenario: We have a collection called and we want to allow only the author of a post to update it. 
 
 Figure 8.12: Update security rule 
 request.auth != Checks if the user is authenticated. 
 resource.data.authorId == Ensures that only the author of the post (whose ID is stored in the authorId field of the document) can update the post. 
 Allows a user to remove an existing document from a collection. 
 Scenario: We have a collection called and we want to allow only the author to delete the post. 
 
 Figure 8.13: Delete security rule 
 
request.auth != Checks if the user is authenticated. 
 resource.data.authorId == Ensures that only the author of the post (whose ID is stored in the authorId field of the document) can delete the post. 
 By using Firestore Security Rules for and delete write types, we can precisely control who can modify data in our Firestore database. 
 These examples show how to implement rules that allow authenticated users to create data and ensure that only the owners or authors of specific documents can update or delete them. 
 Properly defining these rules is crucial for maintaining data integrity and security in our applications. 





 Enhancing Security for Sale Record’s Firestore Database 
 With all the new knowledge, let’s go back and try to make our application safer. 
 Recently, we have written our first rule that allows read and write if the user is authenticated which is a big step from the testing timestamp rule. 
 But we can do it better. Firstly, let’s revisit our database structure: 
 
 Figure 8.14: Sale record current database structure 
 In Chapter 5, Deep Dive into Cloud we came up with this solution when we discussed the optimal architecture. Then we updated this architecture in Chapter 7, Firebase Storage by storing the product data in Firestore. 
 We can make our database more secure by ensuring that each user can only interact with their records. 
 Here’s how we achieve it: 
 

 Figure 8.15: New Sale record security rule 
 Top-Level User Documents: 
  match Matches user documents where userId is the UID from Firebase Authentication. 
 allow read, write: if request.auth != null && request.auth.uid == Allows read and write access only if the user is authenticated and the UID matches the document’s userId. 
 Sales 
  match Matches documents in the sales sub-collection. 
 allow read, write: if request.auth != null && request.auth.uid == Ensures that only the owner can read and write their sales documents. 
 Products Sub-Collection (within each sale to track sale detail data): 
  
match Matches documents in the products sub-collection within each sale. 
 allow read, write: if request.auth != null && request.auth.uid == Ensures that only the owner can read and write their product documents. 
 Products Sub-Collection (directly Under User Document track each user product 
  match Matches product documents within the user’s document. 
 allow read, write: if request.auth != null && request.auth.uid == Allows authenticated users to read and write their product documents. 
 This set of rules enhances security by: 
  Restricting access to user documents based on authentication and ownership. 
 Ensuring that only authenticated users can access their data at all levels (user document, sales sub-collection, products sub-collection for each sale and each user). 
 Preventing unauthorized access to other users’ data. 
 This approach ensures that every user can only interact with their records, providing a secure and isolated data environment for all users. 
 Now let’s publish this new rule. 





 Role-based Access Control 
 Role-Based Access Control (RBAC) is a method of restricting system access to authorized users based on their roles within an organization. 
 RBAC is crucial for managing permissions efficiently, ensuring that users have access only to the data and actions necessary for their roles, which enhances both security and operational efficiency. 
 Even though we didn’t implement this, it’s very common in modern applications. So, let’s try to explore some advanced scenarios. 
 Defining Roles: 
 Roles are typically defined based on the responsibilities and tasks associated with different positions within an organization. Common roles might include admin, editor, viewer, and guest. Each role is assigned specific permissions that dictate what actions users in that role can perform. 
 Example of defining roles: 
  Can read, write, update, and delete any document. 
 Can read and update documents. 
 Can only read documents. 
 Has limited read access to specific documents. 
 Assigning Roles to Users: 
 In our database, under each user document, we can have another property role to track the current user role: 
 

 Figure 8.16: New structure with user role 
 There will be functions in our application or system to set these rules. 
 We can add features that only allow the user with the admin role to remove the old sales and create, update, or delete their products. 
 

 Figure 8.17: Remove the old sale record feature 

 To achieve this, we need to check the current user role from our application and hide the removal button for other roles besides admin. 
 At the same time, the security rule must be updated: 
 
 Figure 8.18: Update security role for user base access control 
 Sales Sub-Collection: 
  match Matches sales documents within a user’s document. 
 allow read, create, if request.auth != null && request.auth.uid == Allows authenticated users to read, create, and update their own sales documents. 
 
allow delete: if request.auth != null && request.auth.uid == userId && get(/databases/$(database)/documents/users/$(userId)).data.role == Allows authenticated users to delete their own sales documents only if they have the ‘admin’ role. 
 Products Sub-Collection (within each sale to track sale detail 
  match Matches product documents within a sale document. 
 allow read, create, update: if request.auth != null && request.auth.uid == Allows authenticated users to read only their product documents. Prevent modification of the list. 
 allow delete: if request.auth != null && request.auth.uid == userId && get(/databases/$(database)/documents/users/$(userId)).data.role == Allows authenticated users to delete their product documents only if they have the ‘admin’ role. 
 Products Sub-Collection (directly Under User Document track each user product data): 
  match Matches product documents within the user’s document. 
 allow read: if request.auth != null && request.auth.uid == Allows authenticated users to read, create, and update their product documents. 
 
allow, create, update, delete: if request.auth != null && request.auth.uid == userId && get(/databases/$(database)/documents/users/$(userId)).data.role == Allows authenticated users to create and modify (update or delete) their product documents only if they have the ‘admin’ role. 
 Only users with the ‘admin’ role can delete sale data and create and modify the product list, adding a layer of control over sensitive operations. 
 There is one new thing here worth taking a look at: get(/databases/$(database)/documents/users/$(userId)) 
  The get function retrieves a document from the Firestore database. 
 /databases/$(database)/documents/users/$(userId) is the path to the document you want to retrieve. 
 Since we are using this logic two times, it’s better to write a reusable function to avoid repetition. Firestore security rules have this functionality too: 
 

 Figure 8.19: Refactor and improve the security rule 
 Though we do not implement this feature for our application, you can now grasp the power of security rules and how they enable complicated and secured logic in modern applications. 
 At this point, you must have become the master of security rules. Another place that needs protection is our Storage database and this is where we store all the user product images. 





 Enhance Security for Sale Record’s Storage database 
 Firebase Storage also has its own security rules following the Firebase security rule structure. 
 Access it by choosing the Rules tab from the Storage dashboard of our project: 
 
 Figure 8.20: Storage security rule 
 As you can see, we still have the testing rules which is a huge risk since anyone can access and steal all this data. Let’s improve it using what we have learned so far. 
 
 Figure 8.21: Sale record architecture for Storage database 
 We have defined our Storage structure in Chapter 7, Firebase Inside the images folder, we will create a unique sub-folder using the user ID and store that user images there. 
 
Let’s write our new security rules to ensure that every user can only access their related resources. 
 
 Figure 8.22: Sale record Storage security rules 
 Top-Level Match: 
  match This matches all objects within the specified Firebase Storage bucket. 
 Specific Path Match: 
  match /images/{userId}/{allPaths=**}: This matches all files under the “images/{userId}/” path, where {userId} is a placeholder for the actual user ID, and is a wildcard that matches any file or folder within that directory. 
 Read and Write Access: 
  allow read, write: if request.auth != null && request.auth.uid == This rule allows read and write access only if the request is authenticated and the authenticated user’s UID matches the {userId} in the path. 
 These security rules ensure that only authenticated users can access their files within their specific directory in Firebase Storage. Each user can read and write any files under their user ID path, maintaining secure access control based on user authentication and ownership. 





 Conclusion 
 As we conclude this chapter, you now possess a robust understanding of Security Rules and their critical role in securing our applications. 
 From grasping the basic concepts and formats to deploying sophisticated security measures like role-based access control, you are equipped to enhance the security of Firebase databases, including Firestore and effectively. 
 Moving forward, apply these principles diligently to protect your project data and ensure that those applications remain safe in an increasingly connected and vulnerable digital landscape. 
 Looking ahead, our next chapter will introduce Firebase where we will explore how these can further streamline and enhance your application development. You will discover how integrating specific extensions can automate tasks and improve functionality, seamlessly building upon the secure foundations we’ve established here. 





CHAPTER 9 
 Firebase Extensions 





 Introduction 
 In this chapter, we will explore Firebase Extensions, a powerful pre-packaged solutions designed to simplify and automate many routine tasks in application development. 
 Starting with a comprehensive introduction to what Firebase Extensions are, we’ll delve into the rich ecosystem of the Firebase Extension Hub, highlighting its wide array of functionalities. 
 We will explore how these extensions can automate routine tasks, improve efficiency, and seamlessly integrate with Firestore and Firebase 
 From resizing images to ensuring data compliance through automated deletions, we will learn how to employ Firebase Extensions to add advanced functionalities to our projects. 
 By the end of this chapter, you’ll be equipped with the knowledge to enhance your application efficiency using Firebase Extensions seamlessly. 





 Structure 
 In this chapter, the following topics will be covered: 
  Introduction to Firebase Extension: Gain an overview of what Firebase Extensions are and how they streamline app development by automating common tasks. 
 Common Use Cases for Firebase Extensions: Examine real-world scenarios where Firebase Extensions can be effectively utilized to enhance efficiency and functionality in app development. 
 Exploring Firebase Extensions hubs: Dive into the various available extensions in the Firebase Extension Hub, understanding their functionalities and how they can be integrated into your projects. 
 Integrating the Resizing Images Extension: Learn step-by-step how to add and configure the Resizing Images Extension to automatically adjust the size of images uploaded to our application, enhancing performance and user experience. 
 Implementing the Delete User Data Explore how to incorporate the Delete User Data Extension to ensure that user data is systematically removed when needed, improving compliance with data protection regulations. 
 Introduction to Custom Firebase Understand the purpose, value, and benefits of creating custom Extensions tailored to our unique needs. 





 Introduction to Firebase Extension 
 Firebase Extensions are pre-packaged solutions that allow us to automate common tasks and add functionality to our Firebase applications without writing complex code. 
 They are designed to be easily installed and configured, helping us integrate powerful features into our applications quickly. 
 
 Figure 9.1: Firebase extensions 
 Think about the add-ons of Firebase Extensions to our app like adding Chrome Extensions to the browser or VSCode Extensions to our code editor. 
 Just as Chrome Extensions enhances our browsing experience with additional features and functionalities, Firebase Extensions enhances our app by seamlessly integrating powerful, pre-built capabilities. 
 Similarly, like how VSCode Extensions simplify our coding workflow by adding useful tools and shortcuts, Firebase Extensions simplify our development process by automating routine tasks and extending the functionality of our Firebase project. 
 Benefits of Using Firebase Extensions 
  Extensions save time by providing pre-built solutions for common tasks, eliminating the need to develop these features from scratch. 
 
Firebase Extensions are built to scale with the application, handling increased load and performance demands seamlessly. 
 Extensions are developed and maintained by Firebase, ensuring they follow best security practices and integrate well with other Firebase services. 
 Ease of With a straightforward installation process and minimal configuration, Extensions make it easy to add functionality to the applications. 
 
 Figure 9.2: Benefits of extensions 
 Key Features and Capabilities: 
  Pre-Built Extensions offer a range of functionalities, from sending emails to resizing images, and integrating with third-party services. 
 Each Extension comes with configurable parameters, allowing us to customize it to meet our specific needs. 
 Automatic Firebase manages the updates for Extensions, ensuring they are always up-to-date with the latest features and security patches. 
 
Seamless Extensions integrate seamlessly with other Firebase services, such as Firestore, Authentication, and Storage. 
 Firebase Extensions are ideal for: 
  Automating Routine Tasks such as sending welcome emails, resizing images, or translating text can be automated using Extensions, freeing up our time for more critical development work. 
 Adding Complex Features Need to add a feature like user subscription management or data sanitization? Extensions can help you implement these complex features quickly and efficiently. 
 Enhancing App Improve your app’s functionality by integrating third-party services or adding new capabilities without significant development effort. 
 Maintaining Best By using Firebase-maintained Extensions, you ensure that your app follows best practices for security, performance, and scalability. 
 Firebase Extensions provide a powerful way to enhance the applications with minimal effort. 
 They offer pre-built, customizable solutions for different tasks, helping us save time, improve functionality, and maintain best practices in the app development process. 





 Exploring Firebase Extension Hubs 
 Firebase offers a variety of Extensions designed to simplify and enhance different aspects of our app development. 
 Let’s go to the hub and start exploring: https://extensions.dev/ 
 
 Figure 9.3: Extensions hub 
 There are categories grouped for our convenience. Scrolling down, we will see some of the most popular and widely used Extensions, with descriptions providing an overview of their capabilities and how beneficial they are to our projects. 
 

 Figure 9.4: Exploring to the Extensions hub 
 Firebase Extensions offer powerful tools to enhance our applications effortlessly: 
  Stream Firestore to BigQuery and Search Firestore with Algolia provide real-time data syncing and robust search capabilities, respectively, reflecting their high install rates. 
 Resize Images and Trigger Email from Firestore automate image optimization and email notifications, improving user experience and operational efficiency. 
 AI Extensions such as Translate Text in Firestore and Build Chatbot with the Gemini API expand our app’s reach and interactivity through automatic translations and intelligent chatbots. 
 Overall, these extensions simplify development, automate routine tasks, and add sophisticated features to our projects. 
 
Next, let’s plug in our first extension and see how it can enhance our Sale Record project. 





 Resizing Images 
 In Chapter 7, Firebase we learned how to store large assets like images in Firebase. We also learned the importance of security and made our database safer in Chapter 8, Security 
 But there is still room for optimization. Unlike Firestore, which we learned that it calculates pricing from the CRUD (Create, Read, Update, Delete) operations. Firebase Storage bills are from the size stored and downloaded: 
 
 Figure 9.5: Cloud storage pricing matrix 
 Because of this, it is essential to manage the size of our images or assets efficiently to control costs. 
 Large images not only take up more storage space but also result in higher data transfer costs when they are accessed frequently. 
 Additionally, performance can be significantly improved by resizing images to appropriate dimensions, such as thumbnails or smaller versions for different devices. Smaller images load faster, providing a better user experience, especially on mobile networks or slower internet connections. 
 
Using the “Resize Images” Extension, we can automatically resize images uploaded to Cloud Storage, ensuring they are optimized for various use cases and reducing both storage costs and loading times. 
 Learn more about pricing for all Firebase products here: https://firebase.google.com/pricing 
 Here is where the “Resize Images” Extension comes into play. As the saying goes, “Do not reinvent the bicycle”. This Extension automates the process of resizing images uploaded to Cloud Storage, ensuring they are optimized. 
 
 Figure 9.6: Resize image extension 
 Setting this up is quite straightforward. Select it from the hub and choose Install. 
 Next, you will be asked which project to add this extension to. 
 
 Figure 9.7: Resize image extension on Sale record project 
 Choose our Sale Record application and navigate to the configuration steps. 
 
Unlike other previous products, this time we cannot configure this extension with the free Spark plan. 
 We are required to update the Blaze plan. This will require the payment method to set up these extensions. The price for these is minimal compared to the effectiveness and the money we can potentially save. 
 
 Figure 9.8: Resize image installation (1) 
 Update your plan or you can continue reading for future needs. 
 

 Figure 9.9: Resize image installation (2) 
 For steps 2 and 3, ensure that the required access to the database for the installing extension is checked and granted. 
 The final step is to configure all the different settings: 
 

 Figure 9.10: Resize image installation settings 
 There are many options, such as preferred resize in pixels, the option to delete the original or not, or the preferred type of resized images: 
 
 Figure 9.11: Resize image preferred types 
 Click on the question mark to see what each setting means: 
 

 Figure 9.12: Configure resize image extension settings 
 We can always reconfigure these settings later, but some of them may not be backward compatible. This means the new changes will only apply to the newly uploaded image from that time forward. So, take your time to go through these settings. 
 We turn on the backfilling option that will apply the resizing to existing images. 
 For this extension, there is also a GitHub repo that you can go through: https://github.com/firebase/extensions/tree/master/storage-resize-images#resize-images 
 
Since our product images are displayed in a small cell, resizing to 200x200 pixels seems great. 
 Before finishing, let’s open our current Storage dashboard and look at the size of the original images there: 
 
 Figure 9.13: Current product image size 
 Some of our images are quite large which is not required in this case. Let’s now process and install this new extension to observe the improvement. 
 
 Figure 9.14: Installing extension 
 This will take some minutes to complete. 
 
 Figure 9.15: Extension ready to use 
 
When the extension is ready, the resizing process will also happen for already stored images as we have turned on the backfilling option. Refresh the page to see the resized images: 
 
 Figure 9.16: New resizable images 
 As you can see, the image size is reduced substantially. The duplicate version is here because we specify to refer to the jpeg format. Besides the resized old format images, there are also new versions in jpeg format. 
 You can always reconfigure these settings from the Extension sections: 
 
 Figure 9.17: Reconfigure extension 
 
By leveraging this Extension, we can automatically reduce image sizes, resulting in lower storage costs and faster loading times. 
 In our Firestore database, the image URL is still pointing to the storage of the un-resized images. With the correct reference path, we can always retrieve the download URL like this: 
 
 Figure 9.18: Retrieve storage download URL 
 After successfully resizing the data, consider making a new query to update the image URL to use the new resized one. 





 Delete User Data 
 In today’s digital landscape, data privacy and user rights are of paramount importance. 
 Companies like Apple and Google have established stringent data privacy policies to protect user information and ensure compliance with global regulations such as the GDPR and CCPA. 
 One critical aspect of these policies is the user’s right to delete their data upon request. The Delete User Data Extension by Firebase addresses this need by automatically deleting data associated with a user ID from Cloud Realtime or Cloud Storage when a user deletes their account. 
 
 Figure 9.19: Delete user data extension 
 In Chapter 2, User Authentication with iOS and Chapter 3, User Authentication with we already implemented the delete account function. However, this is not complete yet since we only terminated the current account. 
 Why the “Delete User Data” Extension is 
  As the old user data is not removed and still exists in our database, we might not entirely follow the privacy policy of Apple or Google. 
 
Operational Reduces the administrative burden on our team, ensuring that user data is consistently and accurately removed without manual intervention. 
 Minimizes the risk of unauthorized access or data breaches by ensuring that no residual data remains after an account is deleted. 
 Cost Removing unnecessary data helps manage storage costs, preventing us from paying for the data no longer required. 
 Now let’s install a new extension. The steps are similar: choose the project, grant permission, and configure the settings. Again, you will need the Blaze plan. 
 

 Figure 9.20: Delete user data installation settings 

 Here is the configuration setting: 
  Cloud Firestore Specifies the path in Cloud Firestore where user data is stored. The {UID} placeholder represents the user’s unique identifier. For our application, we store their data following this path users/{userId} 
 Cloud Firestore delete Determines how the data should be deleted in Cloud Firestore. The Recursive mode means that all nested documents and collections within the specified path will also be deleted. 
 Cloud Storage Specifies the Cloud Storage Bucket where user files are stored. This is autofill. 
 Cloud Storage Specify the paths in the Cloud Storage Bucket where user files are stored: The {DEFAULT} placeholder represents the default storage location, and {UID} represents the user’s unique identifier. For us, {DEFAULT}/images/{UID} means the user images are stored in the images folder within the default bucket. This is our structure. 
 We don’t use the Realtime database so that configuration is not necessary. But be aware that this extension will help us remove user data from FireStore, Storage, and Realtime database with the correct configuration of the reference path. 
 Next, let’s start the installation: 
 
 
Figure 9.21: Installing extension 
 This will take a few minutes to set up. In the meantime, let’s take a look at the current user data stored in our database: 
 
 Figure 9.22: Authentication dashboard 
 In the authentication dashboard, we can overview all the current users and their metadata. Pay attention to the first user because we will soon delete it. 
 Each user has a unique ID and we have leveraged it to architecture both the Firestore and Storage structure: 
 
 Figure 9.23: Firestore dashboard 
 
Following these structures, we have specified the deletion path for each user’s data stored within their unique ID documents/folders. 
 
 Figure 9.24: Storage dashboard 
 Now with our extension ready to use, let’s run the application and trigger the delete action: 
 

 Figure 9.25: Delete user account 

 Initiate the deletion process, then wait for its success. 
 There is also a debugging dashboard for us to observe every action. 
 Select the extension from the Extensions tab. Then choose APIs and 
 
 Figure 9.26: View extension logs 
 Now choose View all logs to see all the actions happening: 
 
 
Figure 9.27: Extension debugging dashboard 
 The newest one will be at the bottom. As you can see here, we have triggered and removed the current user data from Firestore and Storage. Pay attention to the user ID. 
 Now refresh all the dashboards to view their updated version: 
 
 Figure 9.28: Authentication dashboard after user deletion 
 The deleted user will not show up in the Authentication dashboard. This confirms the deletion is successful. Now let’s check if the data have been removed like what we saw from the logs: 
 
 Figure 9.29: Firestore dashboard after user deletion 
 
We do not see the deleted user document in our Firestore database as well as their images folder from the Storage database: 
 
 Figure 9.30: Storage dashboard after user deletion 
 That’s awesome. All of this works without us having to write one single line of code. How great is that! 
 With Firebase Extensions, we can effortlessly implement powerful features, automate complex tasks, and enhance our app’s functionality, while focusing on what truly matters: building innovative solutions for our users. 
 By integrating the “Delete User Data” Extension into our Firebase project, we ensure that our app adheres to the highest standards of data privacy and security. 
 This proactive approach helps us meet regulatory requirements and builds trust with our users, showing our commitment to protecting their personal information. 





 Build our Extension 
 In addition to the ready-made solutions provided by Firebase Extensions, there are times when our application has unique requirements that aren’t addressed by existing Extensions. 
 This is where building custom Firebase Extensions comes into play. 
 Creating custom Extensions allows us to tailor functionality to meet our specific needs, providing us with the flexibility and control to optimize our app’s performance and capabilities. 
 Moreover, building custom Extensions not only benefits our projects but also provides significant advantages for the community. 
 By sharing our custom Extensions, we contribute to a growing ecosystem of tools and resources that other developers can leverage, fostering innovation and collaboration. 
 This communal approach helps solve common problems more efficiently and accelerates the development process across the Firebase user base. 
 
 Figure 9.31: Build our custom extension 
 It is important to note that building custom Firebase Extensions is an advanced topic, intended for experienced programmers comfortable with complex coding and architectural design. 
 
This process requires a deep understanding of Firebase services, cloud functions, and secure coding practices. 
 Take a look at their official guideline here: https://firebase.google.com/docs/extensions/publishers/get-started 
 By leveraging the Firebase platform and its powerful tools, we can develop, deploy, and manage custom Extensions that seamlessly integrate with our projects, enhancing the overall user experience. 





 Conclusion 
 As we conclude our exploration of Firebase Extensions, you now possess a deeper understanding of how these powerful tools can automate and enhance various aspects of your application development. 
 By integrating specific extensions like Resizing Images and Deleting User we’ve demonstrated how seamlessly they work with Firestore and Firebase Storage to boost efficiency, security, and performance. 
 These extensions not only simplify routine tasks but also open up new possibilities for optimizing our app’s performance and user experience. 
 Armed with this knowledge, you are better equipped to leverage Firebase Extensions to their full potential, ensuring your future applications are powerful and practical. 
 In the next chapter, we will delve into Cloud Messaging. This powerful feature allows us to send notifications and messages to our users, keeping them engaged and informed. You’ll learn how to set up and configure Firebase Cloud Messaging (FCM), explore its various capabilities, and understand how to integrate it seamlessly into your applications. 
 Get ready to enhance your app’s communication strategy with real-time notifications and messages. 





CHAPTER 10 
 Cloud Messaging 





 Introduction 
 In this chapter, we delve into Firebase Cloud Messaging a powerful tool designed to enhance user engagement through timely and relevant push notifications. 
 As an integral part of mobile development, push notifications help keep our users informed and connected to our apps. 
 We will explore the foundational aspects of FCM, detailing its capabilities and how it seamlessly integrates with both iOS and Android platforms. 
 From setting up FCM in our projects to creating targeted notification campaigns via the Firebase Dashboard, this chapter provides a step-by-step guide to mastering this essential service. 
 Additionally, we will introduce the concept of topics within FCM, which allows for refined message targeting, ensuring that the right messages reach the right audiences at the right time. 





 Structure 
 In this chapter, the following topics will be covered: 
  Push Notification Essentials in Mobile Explore the role and importance of push notifications in enhancing user engagement and communication in mobile apps. 
 Introduction to Firebase Cloud Its capabilities and primary use case. 
 Setting Up Firebase Cloud Messaging for Provide a step-by-step guide on configuring Firebase Cloud Messaging for iOS applications. 
 Setting Up Firebase Cloud Messaging for Outline the steps necessary to integrate Firebase Cloud Messaging within Android apps. 
 Creating a Campaign from the Firebase Learn how to initiate, test, and manage notification campaigns directly from the Firebase Dashboard. 
 Introduction to Topics in Firebase Cloud Explain the concept of topics in FCM, how to subscribe and publish to topics, and their importance in targeting specific user segments efficiently. 





 Push Notification in Mobile Development 
 Push notifications are messages sent by a server to a client application, typically to notify users about updates, events, or other relevant information. 
 They appear as alerts, banners, or badges on a user’s device, even when the app is not actively in use. 
 
 Figure 10.1: Mobile notifications 
 
In today’s world, notifications play a crucial role in mobile app development for several reasons: 
  User Engagement: Keeps users engaged by delivering timely and relevant information. 
 User Retention: Regular updates and personalized messages help retain users by reminding them of your app’s value. 
 Conversions and Revenue: Push notifications can drive conversions by alerting users to special offers, events, and other calls to action. 
 Common types of Push Notifications: 
  Simple Notifications: Basic text alerts that inform users about updates, reminders, or news. 
 Rich Notifications: Notifications that include images, videos, and action buttons to provide a more engaging experience. 
 Interactive Notifications: Allow users to take actions directly from the notification such as replying to a message or liking a post. 
 Geolocation-based Notifications: Triggered by a user’s location, providing relevant information or offers based on their current position. 
 Common Use Cases: 
  Marketing Campaigns: Announce promotions, discounts, and new product launches to drive sales. 
 Event Reminders: Remind users of upcoming events, appointments, or deadlines. 
 Content Updates: Inform users about new content, such as blog posts, videos, or app updates. 
 
Transactional Messages: Confirm orders, provide shipping updates, or send account-related notifications. 
 User Engagement: Encourage users to return to the app by highlighting new features, updates, or personalized recommendations. 
 Challenges in implementing Push Notifications: 
  Permission Management: 
  Users must opt-in to receive notifications; obtaining permission can be challenging. 
 It is essential to explain the value of notifications and request permission at the right moment. 
 Deliverability: 
  Ensuring notifications reach users’ devices can be complex due to differences in platform delivery mechanisms. 
 Handling retries and ensuring reliable delivery is crucial. 
 Personalization: 
  Sending generic notifications can lead to user fatigue and unsubscriptions. 
 Personalizing notifications based on user behavior and preferences is key to maintaining engagement. 
 Tracking and Analytics: 
  Measuring the effectiveness of notifications and understanding user interactions is vital for optimization. 
 
Using analytics to track open rates, click-through rates, and conversions can help improve future campaigns. 
  It becomes clear that delivering timely, relevant, and personalized messages is crucial for maintaining user engagement and driving app success. 
 However, implementing a robust and scalable push notification system can be complex, especially when dealing with different platforms and handling the intricacies of message delivery. 
 This is where Firebase Cloud Messaging (FCM) comes into play. 





 Introduction to Firebase Cloud Messaging 
 Firebase Cloud Messaging (FCM) is a powerful service that enables developers to send notifications and messages to users’ devices. 
 It supports various platforms, including iOS, Android, and web, allowing you to reach users wherever they are. 
 
 Figure 10.2: Firebase Cloud Messaging 
 Benefits of Using Firebase Cloud Messaging (FCM): 
  Real-Time Engagement: FCM enables you to send real-time notifications and messages, ensuring that users receive timely and relevant updates. This is particularly valuable for applications that require instant communication, such as messaging apps, social media platforms, and news apps. 
 Targeted Messaging: By leveraging FCM’s targeting capabilities, you can segment your audience and send personalized messages based on user behavior, preferences, and demographics. This increases the relevance of your notifications and improves user engagement. 
 
Cross-Platform Support: With FCM, you can manage notifications for iOS, Android, and the web from a single platform. This simplifies the development process and ensures a consistent messaging experience across all devices. 
 Scalability: Built on Google’s infrastructure, FCM can handle millions of messages efficiently, making it suitable for applications with large user bases or those that experience high volumes of traffic. 
 Ease of Use: FCM integrates smoothly with other Firebase services, providing a unified platform for app development, analytics, and user engagement. The intuitive Firebase Console makes it easy to configure and manage your messaging campaigns, track performance, and gain insights into user behavior. 
 Cost-Effective: FCM is a free service, allowing you to send unlimited messages without worrying about additional costs. This makes it an attractive option for developers and businesses looking to enhance their communication strategies without incurring significant expenses. 
 Now that we have a comprehensive understanding of the key features and benefits of Firebase Cloud Messaging (FCM), it’s time to dive into the practical aspects of integrating FCM into our mobile applications. 
 Setting up FCM involves configuring our Firebase project, integrating the FCM SDK, and implementing the necessary code to handle notifications. 
 We’ll start with the step-by-step process for setting up FCM in an iOS application, covering everything from adding the Firebase SDK to configuring push notifications. 
 
Afterward, we’ll move on to setting up FCM for Android, ensuring that we have a complete guide for both major platforms. 





 Setting up Firebase Cloud Messaging for iOS 
 Setting up Firebase Cloud Messaging (FCM) for an iOS application involves several steps, from configuring your Firebase project to integrating the FCM SDK and handling notifications in our app. 
 Here is the official documentation: https://firebase.google.com/docs/cloud-messaging/ios/client 
 Let’s break it down and follow step by step: 
 
 Figure 10.3: Configuring Firebase Cloud Messaging for iOS 
 Since we already set up Firebase for our Sale Record application, we can move to the second step which requires the APNs authentication key. 
 The Apple Push Notification Service (APNs) authentication key is a crucial component in enabling push notifications for iOS apps. This key allows our server to communicate securely with the APNs to send notifications to our users’ devices. 
 Generating the APNs Authentication Key: 
  Log in to the Apple Developer Account. 
 Navigate to and click 
 

 Figure 10.4: Create APNs key (1) 
 Click the “+” button to create a new key. 
 Enter a name for the key to help you identify it later. 
 Select the checkbox for Push Notifications service (APNs)” to enable this capability for the key. 
 
 Figure 10.5: Create APNs key (2) 
 Register and Download the Key 
 
 Figure 10.6: Create APNs key (3) 
 Process and Download the new key. 
 

 Figure 10.7: Create APNs key (4) 
 Note the Key ID provided during the key creation process. We will then use this to configure push notifications in the Firebase dashboard. 
 To read more about APNs, check out Apple documentation here: 
 https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns 
 Now let’s finish by uploading the APNs Authentication Key to Firebase: 
  Go to the Firebase Console and select our project. 
 Click the gear icon next to “Project Overview” and select “Project settings.” 
 In the Project settings, navigate to the “Cloud Messaging” tab. 
 

 Figure 10.8: Uploading the APNs key (1) 
 In the “iOS app configuration” section, click the “Upload” button under “APNs Authentication Key.” 
 

 Figure 10.9: Uploading the APNs key (2) 
 Enter the Key ID (as seen above when you created the new key) and your Apple Developer Team ID (from the Apple Developer account). 
 Click Upload to finalize the configuration. 
 Now the setup steps are completed, we can start the implementation of our project. 
 Firstly, we need to enable Push Notifications in Xcode: 
  Open your project settings in Xcode. 
 
Select your app target and go to the “Capabilities” tab. 
 Enable “Push Notifications” and “Background Modes” (select “Remote 
 
 Figure 10.10: Enable Push Notification in Xcode 
 Select Capabilities and enable Background 
 
 Figure 10.11: Enable Background Mode in Xcode 
 Ensure these three options for background mode are enabled: 
 

 Figure 10.12: Configure Background Mode in Xcode 
 These options are essential for enabling push notifications. It allows our application to receive and process notifications from APNs (Apple Push Notification Service). 
 Finally, we must write some additional implementations inside the 
 
 
Figure 10.13: Request Notification Permissions 
  Besides the configuration code for Firebase, we added additional setups for permission requests: 
  Setting Notification Center This line sets the AppDelegate as the delegate for the Doing this allows the app to handle notification-related events, such as receiving notifications while the app is in the foreground. 
 Requesting Notification 
  authOptions defines the types of notifications the app will support: alerts, sounds, and badges. 
 requestAuthorization(options:authOptions) prompts the user for permission to show notifications with the specified options. 
 The closure { success, error in ... } is the completion handler that is called once the user responds to the permission request. If there is an error, we can handle it within this closure. 
 Setting Messaging This line sets the AppDelegate as the delegate for Firebase Cloud Messaging. This allows the app to handle FCM events, such as receiving and refreshing the FCM token. 
 Registering for Remote This line registers the app with the Apple Push Notification Service (APNs) to receive remote notifications. Once registered, APNs assign a unique device token to the app, which sends notifications to this specific device. 
 Next, we need to handle Device Token Registration. Implement these two new methods inside 
 

 Figure 10.14: Device Token Registration 
  didRegisterForRemoteNotificationsWithDeviceToken called upon success-ful registration with APNs. Passes the received device token to Firebase Messaging to enable push notifications via FCM. 
 didFailToRegisterForRemoteNotificationsWithError called if registration with APNs fails. 
 Now, we are ready to handle income notifications: 
 
 Figure 10.15: Handle Incoming Notifications 
  userNotificationCenter(_:willPresent:withCompletionHandler:) called when a notification is delivered while the app is in the foreground. With these options, we display the notification as a banner, play a sound, and update the app’s badge. 
 userNotificationCenter(_:didReceive:withCompletionHandler:) called when the user interacts with a notification. We process the user’s interaction and notify the system that the interaction has been handled. 
 Additionally, there are two helpful methods: 
 

 Figure 10.16: Handle refresh FCM token and notification received 
  messaging(_:didReceiveRegistrationToken:) called when the Firebase Cloud Messaging (FCM) service generates or refreshes an FCM registration token. When a new token is generated, we should send it to the backend server to keep our user’s device information up-to-date. This is crucial for targeting push notifications accurately. 
 application(_:didReceiveRemoteNotification:fetchCompletionHandler:) called when the app receives a remote notification. This can extract and handle useful information from the notification payload, such as fetching additional data from the server and updating the app’s UI accordingly. 
 The iOS setup is complete. It’s now time to extend the same capabilities to our Android application. 





 Setting up Firebase Cloud Messaging for Android 
 Setting up Firebase Cloud Messaging (FCM) for an Android application involves several steps, from configuring our Firebase project to integrating the FCM SDK and handling notifications in our app. 
 It’s also quite different from iOS. Let’s go through this process step-by-step. 
 Here is the official documentation: https://firebase.google.com/docs/cloud-messaging/android/client 
 Previously, we had already set up Firebase for our project. So, the first step is to add the new dependencies for Cloud Messaging: 
 
 Figure 10.17: Add new dependencies for the Android project 
 There are two new dependencies that we need here: 
  The first one is the Firebase Cloud Messaging (FCM) library with Kotlin extensions (KTX). The FCM library allows our app to receive and handle push notifications sent from the Firebase console or our backend server. 
 Then we include the Accompanist Permissions library, which provides utilities for handling runtime permissions in Jetpack Compose. It simplifies requesting and managing permissions in a Compose environment. We will use this to ask user permission for Notifications. 
 
Save and then, click Sync Now in Android Studio to sync our project with the new dependencies. 
 Next, we need to create a Service to Handle FCM Messages and register it in AndroidManifest.xml 
 
 Figure 10.18: Create our notification service 
 SaleRecordMessagingService extends allowing it to handle Firebase Cloud Messaging events. 
 In this new file, we implement some methods: 
  
This method is called when a new FCM registration token is generated. We can write a function to send this token to the app server for registration and storage to use later similar to what we did with iOS. 
 This method is called when a message is received from FCM. For now, we will log the received information. We will modify this later to form a notification from this info. 
 Next, open the AndroidManifest.xml file and register our new service: 
 
 Figure 10.19: Register our notification service 
 Ensure that the name is correct. 
 Before the Notification feature can work, we must request Notification Permissions from the users. We already imported the new SDK for this purpose: Accompanist Permissions library. Now is the time to use it. 
 

 Figure 10.20: Add request user permission dialog (1) 
 This provided code snippet defines a composable function for requesting notification permissions in Jetpack Compose, specifically targeting Android 13 and above. 
 Starting with Android 13 (API level 33, codenamed apps must explicitly request permission from the user to post notifications. This is a change from previous versions of Android, where notification permissions were implicitly granted at install time. 
 For this code to work correctly, we must define the RationaleDialog and PermissionDialog components. Here are basic implementations for them: 
 

 Figure 10.21: Add request user permission dialog (2) 
 In the provided we will use this Jetpack Compose UI setup and integrate a check to request notification permissions on devices running Android 13 (TIRAMISU) or higher using the RequestNotificationPermissionDialog composable: 
 

 Figure 10.22: Request user permission dialog 
 Build and run the application and you will see the notification request prompts: 
 

 Figure 10.23: User permission dialog Android vs iOS 
 Click Allow to proceed. Before we can test our notification, it will be a little different for the Android platform since we need additional code to present the banner notification. This is automatically handled for iOS by the system, but not for Android. 
 For iOS, if you have already rebuilt the project, then you will notice that we are presented with the user permission request too. The difference is that the iOS system has taken care of all this work for us so that we do not need to import the additional library or dialog like Android. 
 So let’s write some more code for our 
 

 Figure 10.24: Set up notification banner for Android (1) 
 This code snippet sets up a notification channel in an Android application, which is necessary for displaying notifications on Android Oreo (API 26) and above. Here’s a detailed explanation: 
  This method creates a notification channel for devices running Android Oreo (API 26) or higher, which is required for displaying notifications. 
 This method is called when our service is created. At this point, we will call our new method to create a notification channel. 
 Next, we need to make changes in the onMessageReceived method. Previously, we only printed logs to the debugger of the received messages. 
 
Now, we need to add additional code to create the notification banner: 
 
 Figure 10.25: Set up notification banner for Android (2) 
 Here is what’s new: 
  This method creates and displays a notification. With the we create a notification with the specified channel ID. Sets the small icon, content title, content text for the notification, and the priority of the notification to Finally, if permission is granted, display the notification using the notify method. 
 
This method is called when a message is received from FCM. Check if the message contains a notification payload and logs its body. If the notification body is present, it calls sendNotification(body) to display the notification. 
 Here we complete the Notification setup for Android. 
 In this section, we successfully set up Firebase Cloud Messaging (FCM) for our Android application. 
 We began by configuring a notification channel, ensuring compatibility with Android Oreo (API 26) and above. 
 We then implemented methods to handle incoming FCM messages, logging their content and displaying notifications to the user. 
 Additionally, we integrated runtime permission checks for posting notifications, complying with the requirements of Android 13 and higher. 
 This comprehensive setup ensures that our app can effectively receive and display notifications, providing users with timely and relevant updates. 





 Creating a Campaign from the Firebase Dashboard 
 After setting up Firebase Cloud Messaging (FCM) in both our iOS and Android applications, it is essential to verify that our configuration is working correctly. 
 One of the best ways to do this is by creating a test campaign from the Firebase Console. This process will help us ensure that our app can receive notifications and that the user experience is as expected before releasing this feature to production. 
 Navigate to the Firebase Console in your web browser and select your project from the project list. 
 In the left-hand menu, click Messaging under the Build section. We will be taken to the Firebase Cloud Messaging dashboard. 
 
 Figure 10.26: Create a cloud messaging campaign 
 Click the your first button and process to fill in the required information step by step. 
 

 Figure 10.27: Configure the notification message 
 Firstly, we need to configure the Notification Message: 
  Title and body Enter the title and body text for our notification. This is what users will see when they receive the notification. 
 Image You can add an image to your notification to make it more engaging. 
 Next, we need to set the Target. 
 The Target in a Firebase Cloud Messaging (FCM) campaign refers to the audience receiving the notification. It allows us to specify which users should be notified based on various criteria. 
 

 Figure 10.28: Set the target for this notification 
 Here for our project, we have two applications one for iOS and another for Android and we can run the campaign on either one of them. 
 Finally, the last step is to schedule the time for delivery. 
 
 Figure 10.29: Schedule delivery time 
 
We want to test our notification implementation right away, so let’s choose Now. 
 When you are ready, review and send the notification to the selected target audience. 
 
 Figure 10.30: Publish the campaign 
 Now wait and see our notification being delivered. This will take some time. 
 

 Figure 10.31: Notification delivered on both platform iOS and Android 
 Congratulations! All codes for both platforms are working and our applications can now receive cloud messaging. 
 There is also a control center for us to review all previous campaigns and their status: 
 

 Figure 10.32: Notification center 
 After sending the notification, we can monitor its performance in the Firebase Console. 
 We can also check metrics, such as delivery rate, open rate, and user engagement to gauge the effectiveness of the campaign. 
 
 Figure 10.33: Notification report 
 
Monitoring and analyzing the performance of FCM campaigns is crucial for understanding their effectiveness and optimizing future notifications. 
 By leveraging the tools and metrics provided by Firebase, we can gain valuable insights into user engagement and behavior, ensuring that our notifications are impactful and relevant. 
 With this, the code implementation for our applications is completed. But there is still a commonly used feature which is to subscribe and receive notifications for a specific topic. Let’s discuss this. 





 Introduction to Topics in Firebase Cloud Messaging 
 Firebase Cloud Messaging (FCM) allows us to send messages to multiple devices that have opted into specific topics. 
 This is a powerful feature for targeting specific groups of users with relevant content without managing individual device tokens. 
 Topics are a way to group users together based on their interests or behaviors. Users subscribe to topics, and we can send messages to all users subscribed to a specific topic. 
 Examples of topics might include and so on. 
 Use Cases for Topics: 
  Promotional Offers: Send special discounts to users interested in promotions. 
 News Updates: Keep users informed about the latest news. 
 Updates: Notify users about new features or updates to the app. 
 Setting Up Topics 
  Subscribing to Topics: 
  Users can subscribe to topics in our app code. When a user subscribes to a topic, their device is added to that topic and will receive any messages sent to it. 
 

 Figure 10.34: Example of how to subscribe to the topic for iOS 
  Unsubscribing from Topics: 
  Users can also unsubscribe from topics to stop receiving messages. 
  Benefits of Using Topics: 
  Topics allow us to send messages to a large number of users without managing individual tokens. 
 Targeted We can tailor messages to specific groups of users based on their interests and behaviors, increasing engagement and relevance. 
 Simplified Managing subscriptions to topics is easier than managing individual device tokens, especially for large user bases. 
 Using topics in Firebase Cloud Messaging is a powerful way to send targeted messages to groups of users based on their interests or behaviors. 
 By allowing users to subscribe and unsubscribe from topics, we can ensure that they receive relevant notifications, improving user engagement and satisfaction. 





 Conclusion 
 As we conclude our exploration of Firebase Cloud Messaging, we have gained a comprehensive understanding of how this tool can significantly enhance engagement with our users through effective push notifications. 
 We’ve learned how to integrate FCM with both iOS and Android platforms, set up notification campaigns from the Firebase Dashboard, and use topics to target messages precisely. 
 These capabilities empower us to deliver relevant and timely content, ensuring our applications remain at the forefront of user interaction. 
 In the next chapter, we dive into an exceptional tool within Firebase’s suite that, while not part of its core offerings, draws many developers to Firebase due to its powerful crash-reporting capabilities. 
 Managing app stability and understanding crash dynamics are essential for maintaining user satisfaction and optimizing app performance. 
 We will explore how Crashlytics not only provides comprehensive insights into the reasons behind app crashes but also helps us track issues in real-time and prioritize fixes based on their impact on users. 





CHAPTER 11 
 Firebase Crashlytics 





 Introduction 
 In this chapter, we delve into Firebase Crashlytics, an indispensable tool for any developer aiming to enhance application stability through sophisticated crash reporting. 
 Understanding and managing app crashes are critical to improving user satisfaction and overall performance. 
 We will explore the significance of crash reporting in the development lifecycle and introduce the fundamentals of Firebase Crashlytics, highlighting its capabilities in detecting and analyzing fatal and non-fatal issues. 
 By integrating Crashlytics into our iOS and Android applications, we can gain invaluable insights that help us quickly identify and address the underlying causes of crashes. 
 This chapter will guide us through the practical steps of setting up Crashlytics, enhancing crash reports with additional information and effectively resolving issues to ensure a robust application. 





 Structure 
 In this chapter, the following topics will be covered: 
  The Importance of Crash Reporting in the Development Explores how crash reporting is crucial for maintaining high-quality applications and ensuring a seamless user experience. 
 Introduction to Firebase Delves into what Firebase Crashlytics is, its unique features, and why it’s a standout choice for developers seeking robust crash analytics. 
 Integrating Crashlytics into an iOS Provides a step-by-step guide on setting up Crashlytics in iOS apps, from installation to configuration. 
 Integrating Crashlytics into an Android Outlines the process for embedding Crashlytics into Android applications, ensuring readers can apply it across different platforms. 
 Understanding Crash Explains how to interpret the data provided by Crashlytics crash reports, and how this information can be used to identify and solve app issues. 
 Enhancing Crash Reports with Additional Discusses how to enrich crash reports with extra data, such as logs, keys, and custom events to gain deeper insights into the crash context. 
 Non-fatal Address the monitoring and analysis of non-fatal errors, which are critical for catching and fixing issues before they escalate into crashes. 
 
Resolving and Closing Conclude with strategies for effectively resolving crashes and the best practices for closing out crash reports once issues are fixed. 





 The Importance of Crash Reporting in the Development Lifecycle 
 One of the primary goals of any mobile app is to provide a seamless and enjoyable user experience. 
 Apps that crash frequently or have stability issues can frustrate users, leading to negative reviews and high uninstall rates. 
 
 Figure 11.1: An example for Application crash 
 Crash reporting plays a critical role in identifying and resolving these issues quickly, ensuring that users have a smooth and reliable experience. 
 Enhancing User Experience and 
  User Stable apps lead to higher user satisfaction and loyalty. 
 Positive Users are likely to leave positive reviews for apps that perform well, enhancing the app’s reputation. 
 Reduced By addressing crashes promptly, developers can reduce user churn and retain a larger user base. 
 
Furthermore, crash reports provide detailed information about the circumstances leading to a crash, such as stack traces, device information, and custom logs. This data is invaluable for developers, allowing them to pinpoint the root cause of issues more efficiently than manual debugging. 
 Accelerating Debugging and Development: 
  Faster Issue Detailed reports enable developers to identify and fix issues more quickly, reducing the time spent on debugging. 
 Continuous By regularly analyzing crash reports, developers can identify recurring issues and address them proactively, leading to continuous app improvement. 
 Focused Insights from crash reports help developers prioritize their work, focusing on the most critical issues that impact users the most. 
 Real-time crash reporting tools enable developers to receive alerts about issues as they occur. This proactive approach allows for immediate action, minimizing the impact on users. 
 Proactive Issue Management: 
  Real-Time Immediate notifications about critical issues enable swift action to mitigate user impact. 
 Monitoring and Continuous monitoring helps identify trends and patterns in crashes, allowing for proactive management. 
 Early Developers can catch and resolve issues during the development and testing phases before they reach users. 
 
Incorporating crash reporting into the development lifecycle fosters a culture of quality and continuous improvement within the development team. 
 It encourages a focus on stability and reliability, which are essential for delivering high-quality apps. 





 Introduction to Firebase Crashlytics 
 Firebase Crashlytics is a powerful, real-time crash reporter designed to help developers track, prioritize, and fix stability issues in the applications. 
 By providing comprehensive insights into app crashes and non-fatal errors, Crashlytics enables developers to understand the root cause of problems quickly and efficiently. 
 This leads to improved app performance, better user satisfaction, and overall enhanced app quality. 
 
 Figure 11.2: Firebase Crashlytics 
 Key features of Crashlytics include: 
  Detailed Stack Pinpoint the exact line of code where the crash occurred, making it easier to identify and fix issues. 
 Custom Log custom events and messages to gain more context about the crash. 
 Crash Receive actionable insights and recommendations to resolve issues faster. 
 Real-time Get notified about critical issues in real-time to address them promptly. 
 
In the competitive landscape of mobile app development, user experience is paramount. Apps that frequently crash or exhibit unstable behavior risk losing users and damaging their reputations. 
 While Crashlytics is a robust solution for crash reporting, it’s also important to understand the native solutions available for iOS and Android. These native solutions offer similar functionalities but may lack the comprehensive insights and integration capabilities provided by Crashlytics. 
 For iOS, the native solution for crash reporting is Xcode’s built-in crash logs. Xcode provides developers with detailed crash reports, which include stack traces and the state of the app at the time of the crash. 
 
 Figure 11.3: Xcode crash report 
 However, native crash reporting in iOS lacks the real-time alerts and comprehensive analytics that Crashlytics offers. 
 For Android, developers can use Logcat, which is part of Android Studio, to capture crash logs. Logcat provides detailed information about app crashes and system logs. 
 Similar to iOS, native crash reporting in Android lacks the real-time alerts and detailed insights provided by Crashlytics. 
 
Many developers choose to integrate Crashlytics alongside native crash reporting solutions due to its enhanced capabilities and comprehensive insights. 
 Crashlytics provides real-time alerts and detailed analytics, allowing developers to quickly identify and resolve issues that might go unnoticed with native tools alone. 
 Its user-friendly dashboard and cross-platform support make it an invaluable asset for teams working on both iOS and Android applications. 
 Additionally, the ability to log custom events and receive actionable recommendations helps developers prioritize fixes and improve overall app stability efficiently. 





 Integrating Crashlytics into the iOS Application 
 Like other products, setting up the Firebase SDK and installing the specific product library is the first step. 
 For our Sale Record project, we already did this step back in Chapter 2, Authentication with 
 
 Figure 11.4: Add the Crashlytics SDK to the iOS application (1) 
 If you start a new project and only need Crashlytics from Firebase, then this step is the first one. 
 This is the official documentation: https://firebase.google.com/docs/crashlytics/get-started?platform=ios 
 Next, we need to configure the dSYM files: 
 

 Figure 11.5: Add the Crashlytics SDK to the iOS application (2) 
 A dSYM (debug symbol) file is a debugging file used by developers to interpret and understand the crash reports generated by iOS applications. 
 When an app crashes, the system generates a crash log that contains valuable information about the state of the app at the time of the crash, including a stack trace. However, the stack trace in a crash log contains memory addresses that do not directly correlate to the lines of source code. 
 dSYM files map these memory addresses back to the source code, making the crash logs human-readable and meaningful to developers. 
 This process is known as symbolization. Without dSYM files, interpreting crash logs and diagnosing issues becomes significantly more difficult and time-consuming. 
 Now, let’s follow the first part to set the Debug Information Format for our project: 
 
 Figure 11.6: Set Debug Information Format 
 
 Open the project’s Xcode workspace, then select the project file in the left navigator. 
 From the TARGETS list, select the main build target. 
 Click the Build Settings tab, then complete the following steps so that Xcode produces dSYMs for your builds: 
  Click then search for debug information 
 Set Debug Information Format to DWARF with dSYM File for all the build types. 
  Finally, we need to add the new scripts for Xcode to process the dSYM uploading: 
 
 
Figure 11.7: Add Run Script for dSYM instruction 
 Navigate to the Build Phases tab, then click the + button and choose New Run Script 
 
 Figure 11.8: Create a new Run Script 
 This will automatically create a new Run Script section at the end of the Build Phases tab. The Firebase team also ensures that it is placed at the end or else it may not function properly. 
 Now, let’s proceed to step 4c to add the Run Script for processing dSYM files: 
 
 Figure 11.9: Add the Run Script in the script section. 
 Ensure that the script is copied to the script text field exactly as it is. 
 Ensure that the Based on dependency analysis option is checked. This option allows Xcode to skip the script in incremental builds if inputs, context, and outputs haven’t changed. Optionally, you can check Show environment variables in build log to help with debugging. 
 
At the end, right in the Input Files section, click the + button and copy all the required input files from step 4d to it: 
 
 Figure 11.10: Add the paths for the locations in the Input Files section 
 With this, our setup is completed. We can now force a crash to test if it is working correctly. 
 Rebuild our application and let’s add a button to test crash inside the Setting tab bar: 
 
 Figure 11.11: Add crash button to test Crashlytics 
 We will use fatalError for this example. It is a function in Swift that immediately stops the execution of an application and generates a crash. 
 It is typically used during development to highlight conditions that should never occur in a properly functioning program. 
 When fatalError is called, it prints an error message and terminates the program, producing a crash log that can be analyzed to identify the source of the issue. 
 Now you can run and test this crash button. Keep in mind that to test with simulators we must follow these steps for Xcode to upload these crash data correctly: 
 

 Figure 11.12: Notes to test Crashlytics on Simulator for iOS 
 Following these steps will help you ensure that Crashlytics is correctly set up and that crash reports are successfully sent to the Firebase console, even when using a simulator. 
 Now let’s open our Crashlytics dashboard. Open the web browser and navigate to the Firebase Console. Select the project, and in the left-hand menu, scroll down to the Build section. Then click 
 
 Figure 11.13: Firebase Crashlytics dashboard 
 This will open our project Crashlytics dashboard. 
 The great thing is that the Crashlytics dashboard in Firebase is separated by platform. 
 This means that we can view crash reports specifically for iOS app or Android app. Each platform has its dashboard to help us manage and monitor crashes effectively for the respective platform. 
 
Since we already made some crashes for our iOS application, let’s select the iOS platform and observe our first crash report. 
 
 Figure 11.14: Firebase crash report example for iOS 
 Congratulations! We have successfully configured Crashlytics for our iOS application to track crash issues. This is a must-have functionality on every production application. 
 There is a lot of useful information here. For example, we recorded two crashes that happened on one user. 
 Now if you look closely at the end, you will see that: 
  The crash is related to the 
 The error is EXC_BAD_INSTRUCTION which typically indicates a fatal error triggered by a fatalError call. 
 The crash occurred at line 21 in 
 This is the power of Crashlytics, providing real-time, detailed reporting that enables developers to quickly identify, understand, and resolve critical issues. 
 
By analyzing this information, we can prioritize fixing the crash in the SettingViewController to improve the app’s stability and enhance the user experience. 
 Before going into detail on how to read Crashlytics reports and explore other helpful techniques, let’s do the same setup for our Android application. 





 Integrating Crashlytics into an Android Application 
 Before integrating Crashlytics into your Android application, ensure you have the following prerequisites in place: 
  A Firebase project is set up in the Firebase console. 
 An Android application linked to your Firebase project. 
 The latest version of Android Studio is installed on your development machine. 
 Since we will continue with our Sale Record project, all these are already set up. 
 Here is the official documentation: https://firebase.google.com/docs/crashlytics/get-started?platform=android 
 We begin with the first step of adding the Crashlytics SDK to our project: 
 
 Figure 11.15: Add the Crashlytics SDK to the Android application (1) 
 
In the documentation, we are told to add three new dependencies. But two of them are already added when we first set up Firebase for our project, the Firebase platform and the Analytics SDK. 
 So, inside the module (app-level) Gradle we will add the new Crashlytics SDK at the bottom: 
 
 Figure 11.16: Add new dependency 
 Remember to resync Gradle every time we add a new dependency. 
 The next step is to add the Crashlytics Gradle plugin to our application: 
 
 
Figure 11.17: Add the Crashlytics SDK to the Android application (2) 
 We have to do this in both the module (app-level) Gradle file and the root-level (project-level) Gradle 
 First, let’s open the root-level (project-level) Gradle file and add the new plugin: 
 
 Figure 11.18: Add Crashlytics Gradle plugin to the root-level (project-level) Gradle file 
 We can specify a stable SDK version here. Next, we add the same plugin to the module (app-level) Gradle file: 
 
 Figure 11.19: Add Crashlytics Gradle plugin to the module (app-level) Gradle file 
 Once again, we need to resync Gradle for our application to fetch all the new codes of the dependencies we just added. With this, the setup is done and we are ready to test. 
 
Similar to what we did with the iOS application before, let’s add a crash button and simulate a crash with a runtime exception error. 
 
 Figure 11.20: Add crash button to test Crashlytics 
 This is to simulate a runtime crash just like we did with a fatal error for iOS before. 
 Now rebuild the application on the simulator or a real device. Then click the new button to simulate a crash. 
 Let’s get back to our Crashlytics dashboard and change the project to the Android target. After a while we can see our first Android crash report: 
 
 Figure 11.21: Firebase crash report example for Android 
 
Congratulations! We have successfully configured Crashlytics for our Android. 
 There is a lot of useful information here. Let’s learn how to read this report effectively in the next section. 





 Understanding Crash Reports 
 Crash reports are an essential tool for diagnosing and resolving issues that affect the stability of our application. 
 If different issues cause crashes, then they will all be listed here. 
 Let’s double-click our new issue to view a detailed report. 
 
 Figure 11.22: Reading Firebase crash report (1) 
 The graph shows that the crash event happened on July 15 with only one user. 
 All crashes occurred on Google devices running Android 14. This information can be useful since some specific crashes occur only for a specific OS version or device. 
 In a production environment, more data is available. If we can isolate an issue to a specific OS version or device, then finding the fixes for it will be easier. This information can help in testing and verifying the fix on relevant devices. 
 There is also a time calendar and other filter options in this very convenient dashboard. 
 
Now let’s scroll down and take a look at the most important part: 
 
 Figure 11.23: Reading Firebase crash report (2) 
 Crash Location and Cause: 
  File and The crash occurred in Setting.kt at line 
 The specific method involved is 
 Exception The crash was caused by a 
 The message associated with the exception is “Test Crash”. 
 We can easily go back to our code and fix it with this information. Furthermore, we can download this crash log as a text file and share it with other developers. 





 Enhancing Crash Report with Additional Information 
 While the default information from the crash report is great and helpful, we can still enhance our reports with additional context that can greatly improve our ability to diagnose and fix issues. 
 By adding user IDs, custom keys, and logs, we can better understand the conditions leading to crashes. 
 This section will guide you through the process of adding these pieces of information to both iOS and Android applications. 
 Setting User 
 Associating crash reports with specific user IDs helps us identify which users are affected by crashes, facilitating targeted support and debugging. 
 Understanding this need, Crashlytics has the built-in method setUserId for this purpose. 
 The perfect place to set this up is usually at the beginning of the app. 
 
 Figure 11.24: Set user ID to crash report for iOS 
 
For the iOS application, we can configure this information from the MenuViewController which is the first screen that appears for authenticated users. 
 This is also convenient since we already have the method to get the current user ID. Some developers prefer to configure this in It makes no difference here. 
 For our Android application, we can set this when the MainActivity is on creation: 
 
 Figure 11.25: Set user ID to crash report for Android 
 The syntax is almost the same. Now let’s trigger some new crashes and see if the new information has been added to our report: 
 
 Figure 11.26: User ID information has been added to the crash report for iOS 
 For the new crashes, navigate to the Data tab and you will see there is a new User category with the ID information there. 
 This is the same for the new crashes on the Android side: 
 

 Figure 11.27: User ID information has been added to the crash report for Android 
 We can search for these IDs from our Authentication dashboard and find out the users: 
 
 Figure 11.28: Trace crashes user with user ID 
 Adding user IDs to crash reports helps identify and track affected users, providing insights into their specific actions and usage patterns, which aids in reproducing and diagnosing issues. 
 This enables targeted support, prioritization of fixes, and improved user experience. 
 Adding Custom 
 
Custom logs record a sequence of events or actions taken by the user or the app. Logs are useful for tracing the steps that led to a crash and understanding the sequence of events. This information can be crucial for diagnosing issues. 
 Benefits of Adding Custom Logs 
  Contextual Logs capture what the app did during and before the crash, providing valuable insights into the sequence of events. 
 Detailed logs help reproduce and diagnose issues more efficiently. 
 User Track specific user actions that may lead to crashes, helping to understand user behavior and identify common patterns. 
 To log custom events and messages in both iOS and Android, use the log method from the Firebase Crashlytics SDK. 
 
 Figure 11.29: Add custom log for iOS 
 For our application, we will log messages correlated to the clicked buttons. Remember to call this at the beginning before any logic happens. 
 

 Figure 11.30: Add custom log for Android 
 Now rebuild the application, perform the crash action, and observe the new information in the dashboard: 
 
 Figure 11.31: Custom log about actions before the crash for iOS 
 With the new crashes, we can switch to the Log & Breadcrumbs tab to see all the related logs with them. Here we can see our custom message for the test crash button. This indicates that the user has tapped this button right before our crash happens. 
 
 Figure 11.32: Custom log about actions before the crash for Android 
 
Although the crash report already provides detailed information about where the crash happened, there will be complicated cases where things are unclear and ambiguous. 
 The user actions leading to the crash are helpful information to be able to reproduce it. 
 Here are the best practices on where and when we should use it: 
  Log Key Events and Log significant user interactions, such as button clicks, form submissions, and navigation actions. 
 Capture App State Log changes in the app’s state, such as switching between screens, starting and stopping services, and changes in network connectivity. 
 Use Descriptive and Concise Ensure log messages are descriptive enough to provide context but concise to avoid clutter. 
 Log at Appropriate Log only at critical points that provide valuable insights into the app’s behavior without overwhelming the crash report with unnecessary details. 
 Adding custom logs to our Crashlytics reports provides crucial context that can significantly enhance the ability to diagnose and fix issues. 
 By capturing detailed information about the app’s state and user actions, we can understand the conditions leading to crashes better and improve the overall stability of the application. 
 Setting Custom 
 Custom keys allow us to attach specific data to crash reports, such as user actions, app states, or other relevant information. 
 
Usually, we use the custom key to provide additional information about the current features or unique information of the current user/session. 
 
 Figure 11.33: Set custom keys for iOS 
 For example, we can also create a custom key userID and track this information. 
 In the future, we may have an additional feature for premium users and this information could be useful for debugging. So, let’s add a new key to it. 
 
 Figure 11.34: Set custom keys for Android 
 Perform the test crash and switch to the Keys tab in the dashboard to observe this new information. 
 
 Figure 11.35: Custom keys added to the iOS crash report 
 Setting custom keys in Crashlytics reports adds valuable context to the crash data, helping us better understand the conditions leading to crashes. 
 
Custom keys and logs play important roles in enhancing crash reports with additional context. 
 
 Figure 11.36: Custom keys added to the Android crash report 
 Custom keys provide high-level state information that helps understand the app’s condition during the crash, while custom logs offer a detailed trail of events leading up to the crash. 
 Using both effectively allows for comprehensive insights, making it easier to diagnose and fix issues in our applications. 





 Non-fatal Issues 
 Non-fatal crashes are errors or exceptions that occur within an application but do not cause it to terminate. 
 These issues can still significantly impact the user experience, leading to app instability, incorrect behavior, or poor performance. 
 Tracking non-fatal issues helps developers identify and address those that might not be immediately obvious but still degrade the overall quality of the app. 
 Importance of Tracking Non-Fatal Issues: 
  Early Detection of Non-fatal issues often serve as early warning signs for potential larger problems. By identifying and addressing these issues early, we can prevent them from escalating into more severe and fatal crashes. 
 Enhanced User Non-fatal issues, although do not crash the app, can still degrade the user experience by causing slowdowns, glitches, or unexpected behavior. Fixing these improves the overall smoothness and responsiveness of the app. 
 Comprehensive By analyzing the sequence of non-fatal issues, developers can trace the steps leading up to a major problem, helping in better diagnosis and more effective fixes. 
 User Behavior Non-fatal issues often provide insights into how users interact with the app, revealing patterns that might lead to errors. This information can guide UI/UX improvements and feature enhancements. 
 
Imagine an app where users frequently experience a non-fatal error when submitting a form, but the app doesn’t crash. By tracking this non-fatal issue, developers can: 
  Identify the Understand that the issue occurs during form submission. 
 Analyze Review logs to see what data users are submitting and identify any common patterns leading to the error. 
 Reproduce the Reproduce the issue in a development environment to understand its root cause. 
 Implement a Fix the issue, ensuring that form submissions are handled correctly. 
 Monitor Monitor for any recurrence of the issue after deploying the fix to ensure it has been resolved. 
 To report non-fatal issues in iOS, use the record method from the Firebase Crashlytics SDK to log handled exceptions. 
 
 Figure 11.37: Track non-fatal errors for iOS 
 Previously, for methods that might fail, we used the print or log method for debugging. This is fine for development, but they will not work for production to notify us that those errors happened. Crashlytics can help us with this. 
 
To report non-fatal issues in Android, use the recordException method from the Firebase Crashlytics SDK to log handled exceptions. 
 
 Figure 11.38: Track non-fatal errors for Android 
 We added another button in the Setting scene and a throw error function to test this. With the do-catch/try-catch block, the errors are now safely handled. Crashlytics will help us keep track of these errors occurring. 
 Next, let’s trigger these non-fatal errors a few times and look at the Crashlytics dashboard. There will be new information here: 
 
 
Figure 11.39: Crashlytics dashboard with updated non-fatal issues for iOS 
 Besides crashes, our dashboard now also tracks non-fatal issues and you can see a new non-fatal issue has been added to our list. 
 
 Figure 11.40: Crashlytics dashboard with updated non-fatal issues for Android 
 We can always use the filtering tools to view crashes and non-fatal issues separately. 
 Now let’s click to see the detailed information on the new non-fatal issue: 
 
 
Figure 11.41: Non-fatal issue information 
 Switch to the Key tab and here we can see the additional non-fatal error information is also added as well. 
 This is very helpful since we can customize this logged information to give developers more context of what happened. 
 With this new knowledge, we can update previous methods to get information about non-fatal issues. 
 
 Figure 11.42: Add a non-fatal log to the create new user method 
 For example, this creates a new user method in the Signup screen that can fail due to different reasons. Therefore, we can add Crashlytic’s non-fatal error log here to track when it happened. 
 Go ahead and make updates to other methods as well. 
 Here are the Best Practices for Reporting Non-Fatal Issues: 
  Log Relevant Ensure that non-fatal issues include relevant information, such as error messages, stack traces, and custom keys or logs. 
 Prioritize Use the Crashlytics dashboard to identify and prioritize non-fatal issues based on their frequency and impact on users. 
 Combine with User Combine non-fatal issue reports with user feedback to get a holistic view of the app’s performance and user satisfaction. 
 
Regular Continuously monitor non-fatal issues alongside fatal ones to maintain a high standard of app quality. 
 Tracking non-fatal issues is essential for maintaining a high-quality, stable, and user-friendly application. 
 By providing early detection, enhancing user experience, aiding in comprehensive debugging, and improving overall app stability, non-fatal issue information plays a crucial role in the continuous improvement of our application. 





 Resolving and Closing Crashes 
 Once we have identified and fixed issues causing crashes in the application, it is important to resolve and close crash reports in Crashlytics effectively. 
 This process ensures that our crash data remains up-to-date and helps us track the effectiveness of the fixes. 
 From the reported crash, click Close after the fixes are deployed: 
 
 Figure 11.43: Closing the crash issue 
 Optionally, we can add a note describing the fix and any relevant details for future reference. 
 Remember to keep detailed documentation of the process to reproduce, diagnose, and fix the crash. This helps us understand the issue if it recurs and assists other team members in the future. 
 
 
Figure 11.44: The issue is closed from the dashboard 
 After resolving and closing a crash report, we need to continue monitoring the dashboard for any signs of the issue reappearing. 
 If the crash recurs, reopen the report and investigate further to implement a more robust fix. 
 Resolving and closing crash reports systematically ensures that our application maintains high quality and stability. 
 By following a structured approach, we can effectively diagnose, fix, and monitor issues, ultimately providing a better user experience. 





 Conclusion 
 As we wrap up our exploration of Firebase Crashlytics, we have equipped ourselves with a powerful tool essential for enhancing the reliability of our applications. 
 We have learned how to integrate Crashlytics into both iOS and Android platforms, enrich our crash data with additional contextual information, and address and resolve issues effectively. 
 Through detailed crash reports and insights into both fatal and non-fatal issues, Crashlytics offers a comprehensive understanding of our app’s performance under various conditions. 
 Armed with these capabilities, we are better prepared to maintain high application stability, reduce downtime, and ensure a superior user experience. 
 Moving forward, we hope you continue to leverage the detailed information provided by Crashlytics to refine the applications and build trust with the user base. 
 In the upcoming chapter, we will turn our attention to Firebase Analytics and Performance, tools that are crucial for monitoring and optimizing the user experience of our applications. 
 We will explore how to use analytics to gain deep insights into user behavior and app performance, and how performance monitoring can help us identify and rectify bottlenecks. 
 The next chapter will provide the knowledge and techniques needed to effectively analyze and enhance our application’s functionality and user engagement. 





CHAPTER 12 
 Firebase Analytics 





 Introduction 
 This chapter delves into Firebase Analytics, an essential tool that provides deep insights into app usage and user engagement. 
 By understanding the importance of analytics tools in today’s digital landscape, we can harness this powerful feature to drive decision-making and enhance our applications. 
 We will explore how to configure Firebase Analytics, navigate its comprehensive dashboard, and effectively utilize its wide array of metrics and events. 
 From setting up basic tracking to implementing custom events tailored to our specific needs, this chapter will equip us with the skills to transform raw data into actionable insights, ultimately improving our app’s performance and user experience. 





 Structure 
 In this chapter, the following topics will be covered: 
  The Importance of Analytics Explores why analytics are crucial for understanding user behavior, improving app functionality, and driving decision-making in app development. 
 Introduction to Firebase Delves into what Firebase Analytics is, its core features, and how it differentiates from other analytics tools in the market. 
 Configuring Firebase Provides a detailed guide on how to set up Firebase Analytics in your applications, ensuring accurate data collection and integration. 
 Firebase Analytics Dashboard and Metrics Walk through the Firebase Analytics dashboard, explaining how to navigate it and highlighting key metrics that provide valuable insights. 
 Key Events and Metrics to Track with Firebase Discuss the essential events and metrics every developer should monitor to gauge app performance and user engagement effectively. 
 Custom Events and Recommended Events in Firebase Explain the importance of custom events for tailored analytics and review Firebase’s recommended events to enhance tracking precision. 
 
Configuring Custom and Recommended Events for Our Offer step-by-step instructions on implementing custom and recommended events, ensuring comprehensive data tracking tailored to specific app needs. 





 The Importance of Analytics Tools 
 In the competitive world of mobile applications, understanding user behavior and performance is crucial for success. 
 Analytics tools play a pivotal role in providing insights that can drive data-driven decisions, enhance user experience, and ultimately lead to the growth and success of the application. 
 
 Figure 12.1: The crucial of Analytics tools 
 They provide vital information on application usage and performance, helping us understand what is happening within our application at any moment. 
 With analytics tools, we can determine whether users are enjoying specific features or not. This feedback is essential for making improvements and ensuring that our products meet user expectations. 
 Here are some of the main reasons any production application must have an Analytics tool: 
 Data-Driven Decision Making: 
  
Understanding User Analytics tools provide detailed information on how users interact with the application. This includes the most used features, user navigation paths, and drop-off points. With this data, we can make informed decisions on where to focus development efforts. 
 Performance Analytics tools help us monitor the performance of our application in real-time. We can track metrics such as load times and other performance issues. This enables us to quickly identify and fix problems, ensuring a smooth user experience. 
 Enhancing User 
  By analyzing user data, we can create personalized experiences for our users. This might include personalized content, recommendations, and targeted promotions that enhance user satisfaction and retention. 
 User These tools often collect user feedback directly, guiding our feature development. This direct input from users can guide improvements and feature development, ensuring that the future version meets user needs and expectations. 
 Driving Growth: 
  User Retention and Analytics tools provide insights into user engagement and retention rates. This helps us identify successful strategies and areas needing improvement to keep users coming back. 
 
Marketing and User They track the effectiveness of our marketing campaigns and user acquisition strategies. By analyzing this data, we can optimize our efforts for better results. 
 Measuring Success: 
  Key Performance Indicators Analytics tools help us define and track KPIs specific to our app’s goals. These metrics provide a clear picture of our app’s performance and growth. 
 Staying Competitive: 
  Market These tools provide industry benchmarks and market insights. Understanding how our app performs compared to competitors helps us identify strengths and areas for improvement. 
 Analytics tools enable us to stay agile and adapt to changing user preferences and market trends quickly. This ensures our app remains relevant and competitive in the market. 
 In summary, analytics tools are indispensable for any production application. 
 They empower us to make informed decisions, enhance user experiences, drive growth, and stay competitive. 
 By leveraging insights from analytics tools, we ensure continuous improvement and success of our mobile application. 
 Firebase includes its own Analytics tool, which is free to use and integrates seamlessly with other Firebase services. 
 In fact, a lot of developers/teams come to Firebase for its Analytics service only. 





 Introduction to Firebase Analytics 
 Firebase Analytics is a robust, free measurement solution that provides insights into application usage and user engagement. 
 Integrating seamlessly with the Firebase platform, it offers a comprehensive approach to understanding user behavior and optimizing performance. 
 It is free to use and integrates seamlessly with other Firebase services. This unified approach allows us to leverage a complete set of tools for application development and management without any additional costs. 
 
 Figure 12.2: Firebase Analytics tools 
 Key Features of Firebase Analytics: 
  Automatic Event Firebase Analytics automatically logs many common events and user properties, reducing the need for manual coding. 
 Custom Event In addition to automatic tracking, we can define and log our events to measure the specific interactions that matter most to our app. 
 User Firebase allows us to define and track user properties to segment our audience and analyze user behavior in greater detail. 
 
Audience We can create custom audiences based on user behavior and properties to tailor our marketing and product strategies. 
 
 Figure 12.3: Firebase Analytics key capabilities 
 Read more at their official introduction: https://firebase.google.com/docs/analytics 
 We will see this power in the later sections when we set up our applications. 
 Benefits of Using Firebase Analytics 
  Comprehensive Data Firebase Analytics collects a wide range of data that provides a holistic view of user interactions and app performance. 
 Integration with Firebase Firebase Analytics seamlessly integrates with other Firebase services, such as Cloud Messaging, Remote Config, and Crashlytics, offering a unified approach to app development and management. 
 Actionable The platform provides detailed reports and dashboards that offer actionable insights, helping us to optimize our app and improve user retention and engagement. 
 Firebase Analytics is built to handle apps of any size, from small startups to large enterprises, making it a versatile solution for various needs. 
 
Next, let’s delve deeper into the setup process, explore the key features in detail, and demonstrate how to leverage Firebase Analytics to gain valuable insights and drive the success of our applications. 





 Configuring Firebase Analytics 
 Unlike other services which are optional, Analytics is the default recommendation whenever we create a new Firebase project. It is automatically set up if we enable it during the project creation process. 
 In fact, we already set up Analytics for our Sale Record project when we first created it in Chapter 1, Introduction to 
 The second step asked us whether we wanted to set up Analytics or not, and we agreed. This is also a default set up. 
 
 Figure 12.4: Firebase Analytics set up when creating a new project 
 Like other previous services, Firebase Analytics required us to import the Analytics SDK. 
 We already did this when we configured Firebase for our project. We imported this SDK for both versions of our applications in Chapter 2, User Authentication for iOS and Chapter 3, Authentication for 
 It is also easy to set up by following the official documentation: 
  
iOS: https://firebase.google.com/docs/analytics/get-started?platform=ios 
 Android: https://firebase.google.com/docs/analytics/get-started?platform=android 





 Firebase Analytics Dashboard and Metrics Overview 
 Because Firebase Analytics has been set up for quite some time in our project, we already have some data and insight. 
 For example, when we first open up the Firebase dashboard, there is already an Analytics section there: 
 
 Figure 12.5: Analytics section at Firebase dashboard 
 We can see basic metrics such as daily active users and user retention. There is a separate section for Analytics from the left panel: 
  Provides a high-level view of important metrics, such as daily active users and retention rates. This overview helps us assess the health and performance of our apps quickly. 
 Realtime This section provides real-time data on user interactions and app usage. 
 Here, we can see a detailed list of events that are being tracked within our app. 
 
Key This highlights significant events that are critical to our app’s performance and user engagement. 
 This section allows us to define and analyze specific user segments based on various criteria. 
 Custom We can create and manage custom parameters and metrics unique to our app’s needs. 
 Latest This section helps us monitor the performance of the latest version of our app. 
 This tool is useful for debugging event logging during development. 
 Let’s navigate to the dashboard overview and see what is available there: 
 
 Figure 12.6: Analytics dashboard overview (1) 
 Here are the values of these metrics: 
 User Activity Over Time: 
  This graph shows the number of active users over a specific period (30 days, 7 days, 1 day). 
 
It helps us identify trends in user engagement and understand when users are most active. 
 By analyzing this data, we can optimize our app’s features and content to increase user retention and engagement during peak times. 
 Active Users in the Last 30 Minutes: 
  This real-time metric provides insights into current user activity. 
 Monitoring active users in real-time allows us to quickly identify and respond to any issues or spikes in usage, ensuring a smooth user experience. 
 Latest App Release Overview: 
  This section provides information about the latest version of our app, including its status and user adoption. 
 Tracking the performance of new releases helps us gauge the effectiveness of updates and identify any immediate issues that need to be addressed. 
 And there are more: 
 
 
Figure 12.7: Analytics dashboard overview (2) 
 Average Engagement Time: 
  This metric indicates how long users stay engaged with our app during each session. 
 Higher engagement times generally indicate a more compelling user experience. 
 By monitoring this metric, we can identify which parts of the app are most engaging and make improvements to areas with lower engagement. 
 Engaged Sessions Per User: 
  This metric shows how frequently users engage with the app over a given period. 
 It helps us understand user retention and loyalty. 
 By increasing the number of engaged sessions per user, we can enhance user retention and satisfaction. 
 Average 
  This provides a detailed view of user engagement during each session. 
 It helps us identify trends and understand user behavior within individual sessions. 
 This metric is useful for optimizing user flows and improving overall user experience. 
 User 
  This graph tracks the percentage of users who return to the app after their first visit. 
 It helps us measure the effectiveness of our onboarding process and the app’s ability to retain users. 
 Improving user retention is critical for long-term app success. 
 User Activity by Cohort: 

  Cohort analysis helps us understand how different groups of users behave over time. 
 This metric is useful for identifying patterns and trends within specific user segments, allowing us to tailor our strategies to improve engagement and retention for each cohort. 
 Lifetime Value (LTV): 
  LTV measures the total revenue generated by a user over their entire lifetime. 
 This metric helps us understand the long-term financial impact of different user segments and optimize our marketing and monetization strategies accordingly. 
 Views by Page Title and 
  This metric shows which screens or pages are most frequently viewed by users. 
 It helps us understand user navigation patterns and identify popular content. 
 By optimizing these high-traffic areas, we can enhance user engagement and satisfaction. 
 These additional metrics provide a comprehensive view of user engagement, retention, and financial performance. And there are still more from our dashboard. 
 The best thing is that all these metrics are available to us at no cost as part of the default setup. 
 These metrics provide crucial information that helps us make data-driven decisions, optimize user experience, improve app performance, and drive growth. 
 
Leveraging these free, powerful analytics tools allows us to ensure the continuous improvement and success of our mobile application. 
 In addition to the default events and metrics provided by Firebase Analytics, we can set up custom events and metrics to gain deeper insights into user behavior and app performance. 
 It’s easy with Firebase official documentation. But the more crucial question every developer should ask is which key event should we track. Let’s discuss this first in the next section. 





 Key Events and Metrics to Track with Firebase Analytics 
 Tracking the right events and metrics is crucial for understanding user behavior, optimizing app performance, and making data-driven decisions. 
 Firebase Analytics provides a comprehensive set of tools to log and analyze various types of events and metrics. 
 The following are the essential types of events and metrics we should track using Firebase Analytics: 
  User Engagement Events 
  Screen Track which screens users visit most often and how long they stay on each screen. This helps us understand user navigation patterns and identify popular content. 
 Session Monitor when users start sessions to gauge overall engagement and app usage frequency. 
 In-App Track in-app purchases to measure revenue and understand which products or features are most appealing to users. 
 Custom Define and track events specific to our app, such as button clicks, form submissions, or feature usage. 
 Conversion 
  Add to For e-commerce apps, track when users add items to their shopping carts to understand purchasing behavior. 
 
Checkout Monitor when users start the checkout process, helping us identify potential drop-off points. 
 Purchase Track completed purchases to measure the effectiveness of sales funnels and promotions. 
 Retention and Churn Events: 
  User Track new user registrations to measure the effectiveness of our onboarding process. 
 User Monitor login events to gauge how often users return to the app. 
 User Behavior Events: 
  Search Track what users search for within the app to understand their interests and needs. 
 Content Monitor when users share content from the app, which can help us gauge social engagement and virality. 
 Feature Track how often specific features are used to understand their popularity and effectiveness. 
  By tracking these essential events and metrics, we can gain a comprehensive understanding of user behavior, app performance, and overall business success. 
 Firebase Analytics provides the tools we need to log, analyze, and act on this data, helping us make informed decisions to optimize our app and drive growth. 
 In the following sections, we will explore how to set up and use these events and metrics in more detail. 





 Custom and Recommended Events in Firebase Analytics 
 In addition to the default events and metrics provided by Firebase Analytics, we can set up custom events and metrics to gain deeper insights into user behavior and app performance. 
 Custom events allow us to track specific interactions that are important to our app, providing more granular data for analysis. 
 For both platforms, we use the logEvent method from the Firebase Analytics instance to log custom events. 
 
 Figure 12.8: Log custom event for iOS. 
 Each custom event consists of two main parts: the event name and event 
 The event name is a string that identifies the type of interaction or behavior we want to track. It should be descriptive and unique, making it easy to identify and analyze in the Firebase Analytics dashboard. 
 Event parameters are key-value pairs that provide additional context and details about the event. 
 Parameters add depth to the event by capturing specific details related to the interaction. They allow us to analyze the event with more granularity, such as understanding the content being shared or the user actions leading up to the event. 
 

 Figure 12.9: Log custom event for Android 
 By defining custom events and parameters, we can gain deeper insights into user behavior, tailor our analytics to our app’s unique needs, and make more informed decisions based on detailed event data. 
 Our application can log up to 500 different Analytics Event types with unlimited reports. 
 Furthermore, Firebase Analytics has a list of recommended events that cover common app 
 

 Figure 12.10: Recommendation of common analytics events 
 These events are designed to be easily understood and provide standardized insights that can be compared across different apps. 
 Using these recommended events, we can take advantage of predefined reports and insights in the Firebase Analytics console. 
 View the full list here: https://support.google.com/analytics/answer/9267735 
 Now let’s apply this to our applications. 





 Configuring Custom and Recommended Events for Applications 
 Let’s start with the recommended events list. Login and Sign-up events are crucial for understanding user acquisition and engagement. 
 These events help us track how users interact with our authentication process and identify areas for improvement. 
 First, let’s start with the sign-up event: 
 
 Figure 12.11: Log sign-up event for iOS 
 We should add the logging code inside the completion handler of the createUser method. This way, the event is logged only when the sign-up is successful. 
 We use the parameter method with the value to indicate the sign-up method used here is authentication with email & password. The string value here is totally up to the developers to define. Here, we are using the same value of Firebase Authentication provider data for consistency. 
 Next, the similar logic will be applied to our Android application: 
 

 Figure 12.12: Log sign-up event for Android 
 Again, we only log the event to Analytics when the sign-up action is successful. You can similarly log other parameters if needed for more detailed insights. 
 Let’s proceed with the login event, this is more interesting since our applications also allow Google authentication. 
 This is when the additional parameter comes to shine. We will see in the dashboard later the distinguish sections for users with email/password and Google authentication. 
 
 Figure 12.13: Log log-in event with email password for iOS 
 
For the login event, we will be using the new login key. Remember, we will use the “password” for the method parameter in the sign-in methods used to log in for email/password on both platforms. 
 
 Figure 12.14: Log log-in event with email password for Android 
 We will log this event when the action is successful. You may wonder about the failure case. 
 There are multiple ways to track this. For example, we can log a custom event “login failure” when it happens. Another way is leveraging non-fatal issues from Crashlytics toolbox that we learned in Chapter 11, Firebase 
 With this information, we can gather detailed insights into the reasons why login attempts are failing. 
 You can follow and apply it to other crucial methods that can fail. 
 
Finally, let’s add logs to track Google authentication: 
 
 Figure 12.15: Log log-in event with Google for iOS 
 We will use the Google provider key “google.com” to distinguish it from other authentication methods. 
 For Google sign-in, whether to log a login or a signup event depends on whether the user is signing in for the first time or returning. 
 Typically, Google sign-in flows do not differentiate between new sign-ups and returning log-ins in a single step; it is treated as a single authentication process. 
 However, we can log the appropriate event with a special logic to distinguish between new users and returning users. If not, it is generally acceptable to log it as a login event, since the primary action is user authentication. 
 There is a difference here between the iOS and Android platforms. For Android, we are provided with the isNewUser property for this information. 
 

 Figure 12.16: Log log-in event with Google for Android 
 We use the isNewUser property from AdditionalUserInfo to determine if the user is signing up for the first time or returning. 
 From this, we can log a sign-up event for new users and a login event for returning users. 
 Unfortunately, Firebase for iOS doesn’t directly provide an isNewUser property like Android. So, we must write additional logic if we want this information. 
 Logging it as a log-in event is generally acceptable since the primary action is user authentication. So, we can keep it for iOS. 
 Now all the setups are completed for both platforms. Let’s rebuild our applications and perform some authentication actions to get the Analytics result. 
 From the Analytics panel on the left, select Events to view the tracking events. 
 You will not see events appear right away after testing with your devices. There’s an intended delay before the data shows on the Events page. 
 The initial data logged usually takes up to 24 hours to display and three to four hours delay for the succeeding data. 
 
however, shows you data (from events, event parameters, and user properties) as Analytics collects the data. 
 This is used to help you set up data collection, troubleshoot issues as issues arise, and understand a user’s behavior as the user explores your website or app. 
 
 Figure 12.17: View application Analytics events 
 After some time, we can see our new login and sign-up events have been logged and tracked to the application dashboard. 
 Let’s click them and see the detailed information: 
 

 Figure 12.18: Analytics event dashboard 
 These metrics help us understand how often and how many distinct users are logging into our applications. 
 We also get informed where our users are located. Knowing the geographical distribution can help tailor our app content, marketing strategies, and support services to better serve our user base. 
 By logging the events, we will have a detailed dashboard that is very helpful for decision-making, presentation, and persuasion with our bosses, stakeholders, and clients. 
 With this new knowledge, you can start applying it to your applications to gain more insights into users’ behaviors. 
 For our Sale Record applications, tracking the users placing a new order is crucial. This is perhaps the most important event inside our application. So, let’s add the custom log event to track it. 
 

 Figure 12.19: Analytics event to track order action for iOS 
 By tracking how often users create orders, we can understand the purchasing behavior of the users. This helps identify patterns, such as peak ordering times or seasonal trends. 
 Tracking successful order creation events helps us measure the success rate of transactions. A high success rate indicates a smooth user experience and a reliable order process. 
 But perhaps more important is to add tracking events to the failure case: 
 

 Figure 12.20: Analytics event to track order action for Android 
 Logging failed order creation events allows us to identify and diagnose issues that prevent users from completing their orders. 
 This can include network issues, validation errors, or bugs in the order process. 
 Analyzing the error messages associated with failed orders helps us identify common problems. This information is crucial for troubleshooting and improving the reliability of our order system. 
 Now you have learned all the fundamentals. Here are some Best Practices when logging Analytics 
  
Use Descriptive Ensure parameters like the method of sign-up or log-in (for example, email, Google, Facebook) are clearly defined to provide detailed insights. 
 Monitor Regularly monitor the sign-up and log-in events to understand trends in user acquisition and engagement. 
 Analyze Use these events to identify any drop-offs in the sign-up or log-in process and optimize the user flow. 
 Implementing comprehensive analytics logging enables us to understand user behavior, app performance, and business success. 
 By tracking key events such as logins, sign-ups, order creations, and failures, we gain valuable insights for optimizing the user journey and improving reliability. 
 These insights support data-driven decisions, enhance user engagement, and drive continuous improvement. Leveraging Firebase Analytics allows us to create a more engaging, reliable, and profitable app experience. 
 By leveraging Firebase Analytics to track key events and user interactions, we gain valuable insights that drive continuous improvement and optimize the user experience. 
 As we conclude our exploration of Firebase Analytics, we have equipped ourselves with a robust set of tools to deeply understand user interactions and app performance. 
 Through the configuration and effective use of Firebase’s powerful analytics capabilities, we’ve learned to navigate the dashboard, interpret key metrics, and track both default and custom events that are vital for our applications’ success. 
 
With these insights, we are better prepared to make informed decisions, enhancing user engagement while improving overall app functionality. 





 Conclusion 
 With this chapter, we have concluded the comprehensive journey through Firebase. We have equipped ourselves with a robust toolkit for modern app development. 
 Throughout this book, we have built a comprehensive understanding of Firebase’s capabilities, empowering us to create scalable, secure, and high-performing applications. 
 As we apply these learnings to our projects, we are well-prepared to navigate the challenges of modern app development, ensuring our applications stand out in a competitive landscape. Let us continue to explore, innovate, and leverage the full potential of Firebase to deliver exceptional user experiences. 
 While this book has provided a solid foundation, the world of Firebase and app development is ever-evolving. I encourage you to continue exploring, experimenting, and learning. Stay updated with the latest features and best practices, engage with the Firebase community, and never stop refining your skills. 
 By embracing continuous learning, you will not only keep your applications at the forefront of innovation but also grow as a proficient and adaptable developer. 
 Let us continue to explore, innovate, and leverage the full potential of Firebase to deliver exceptional user experiences. 
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//  signupviewController.swift
/I Firebase_Authentication_Begin

1"

/] Created by James Thang on 07/01/2024.

inport UIKit
inport FirebaseAutn

class SignUpViewController: UIVienController, UlTextFieldDelegate {

@IBOutlet weak var emailTextField: UITextField!
@IBOutlet weak var passwordTextField: UITextField!
@IBOutlet weak var confirmPasswordTextField: UlTextField!

override func viewbidLoad() {
super.viewdidLoad()
erailTextField delegate = self
passwordTextField.delegate = self
confirnpasswordTextField.delegate = self
B

fune textFieldShouldReturn(_ textField: UITextField) -> 80ol {
textField. resignFirstResponder()
return true
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GI8Action func signuppressed(_ sender: Ulsutton) {
quard let ensil = enailTextrield.cext, lemail.isEmpty,
Lot password = pesswordTextField. text, ipasswozd.isEnpty,
Lot confirPassword = confirmPasswordTextField. toxt, lconfirmPassword. isEmoty else {
1/ Show error: ALL fields must be filled
roturn

7/ Chack if the email is vali¢
i Hsvalicenail (enail) (
77 Show exror: Tnvalid emsil
return

17 Check if the password is at lesst & characters
i password.count < 6 {

17 show Passuord too short

roturn

7/ Chack it the passwords mateh
i password 1= confimPassword {
7/ Show error: Passuords do not match
return
B

Auth. aun() . createUser (withEnai.
guard let weakselt
if let error = exror (
// Handle error: Show error message
print(error. localizedbescription)
roturn

enail, passwore
e1f else { return )

password) { [weak self] authResult, error in

B
weakSel . perfaznSegue (withidentifiers Constant.signUpSuccessSeque, sende:

weakselt)
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@IBAction func signUpPressed(_ sendor: UIButton) {
quard let enail = enailTextField.text, lemail.isEmpty,
lot password = passwordTextFiold.text, Ipassword.isEnpty,
let confirmPassword = confirnPasswordTextField.text, !confirnPassword.isémpty else {
I/ Show error: ALL fields must be Filled
roturn

1/ Check if the email is valid
if lisvaligemail(email) {
// Show error: Invalid email
return

/7 Chack if the password is at least 6 characters
if password.count < 6 {
1/ Show error: Password too short

zoturn

1/ Gheck if the passwords match
if password 1= confirmPassword {
[/ Show error: Passwords do not match
return

»

1/ Helper method to validate email format
private func isvalidEmail(_ email: String) -> Bool {
let emailRegEx = "[A-Z0-9o-z. %+-1+0[A-Za-20-9.- I\ [A-Za-21{2,}"
let emailTest = NSPredicate(format:®SELF NATCHES %0°, emailRegEx)
roturn emailTest.evaluate(with: email)
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% Add Firebase to your Apple app.
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@IBAction func logOutPressed(_ sender: UIButton) {
let firebaseAuth = Auth.auth()
do {

‘try firebaseAuth.signOut()

ationController?.popToRoot

} catcl 't signOutError as NSError
print(*Error signing out: %@", signOutError)

wController(animated: true)
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Implement Google Sign-in
Implement Google Sign-In by following these steps. See the Google Sign-In developer documentation for details on using
Google Sign-In with i0S.

1. Add custom URL schemes to your Xcode project:

a. Open your project configuration: click the project name in the left tree view. Select your app from the
TARGETS section, then select the Info tab, and expand the URL Types section.

b. Click the + button, and add a URL scheme for your reversed client ID. To find this value, open the
GoogleService-Info.plist configuration file, and look for the REVERSED_CLIENT_IO key. Copy the value of
that key, and paste it into the URL Schemes box on the configuration page. Leave the other fields untouched.

When completed, your config should look something similar to the following (but with your application-

specific values):
L Types 1
a
P o senares comaoegeusarcoriort a0
- B orzbororEa SomimacseTi
Freomian0rioizs
et e Gt B
> hatins i e roperies ©)
+

2. Inyour app delegate’s application: didFinishLaunchinghithoptions: method, configure the FirebaseApp
object.

Swift  Objective-C

L s}

FirebaseApp.configure()

3. Implement the application:openuRL:options: method of your app delegate. The method should callthe
handleURL method of the G10S1gnIn instance, which will properly handle the URL that your application receives.
at the end of the authentication process.

Swift  Objective-C

func application(_ app: UIApplication,
open url: URL,
options: [UIApplication.OpenURLOptionskey: Any] =
return GIDSignIn. sharedInstance.handle(url)
)

:]) => Bool {
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@IBAction func loginPressed(_ sender: UIButton) {
guard let email = enaillextfield.text, lemail.istmpty,
Jot password = passwordToxtField. text, Ipassword.isEmpty else ¢
ALL fislds nust be filled

/7 Check if the email is valid
if tisvalidEnail(email) {
// Show error: Invalid email
return
i

/7 Check if the password is at least & characters
if password.count < 6 {

11 Show crror: Password too short

roturn

3

Auth.auth().signin(withemail: email, password: password) { [weak self] authResult, error in
guard let weakSelf = self else { return }
if let error = error {

// Handle error: Show error message
print (error. localizedDescription)
return

¥

weakSelf. per fornSegue (withIdentifier: Constant.logInSuccessSegue, sender: weakSelf)
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class LogInviexController: UlViewController, UlTextFielddelegate {

OIBOutlet weak var emeilTextField:
G1B0utlet weak var passwordTextFiol:
private var isloglnProcess = false
Privato var handlc: AuthstatebidChangeListensriandle?)

UlTextFieldt
UlTextField!

override func viewdidioad() {
super.viewidLoad()
enoilTextrield.colegate = self
passwordTextField.delegate = self

b

override func viewillappear(_ aninated: Bool) {
super . viewrillAppear (aninated)
resetTextFieldState()
handle = Auth.auth() .addstateDidChangeListener { [weak self] auth, user in
jard 1ot weakself = self else { roturn }

Truser |
weakSelf . pox fornSequo (wi thidenti fier: Constant.logInSuccessSegue, sender: weakSelf)

override func viewillbisappear(_ animated: Bool) {
super.viewli11Disappeor {aninated)
i Tet handle {
(Ruth. auth() . removeStatebidchange Listener (handle))

¥
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weakSeLf. per fornSegue (withidentitier: Constant.logInSuccessSegue, sender: weakSelf)
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1BAction fune continueNithGooglepressed(_ sender: UiSutton) {
usrd Tet CTTentID = FirobaseApp-app(17- peions -cTentID eTee { Forurn T

/1 Greate Google Sign In contiguration object
Lot contig = GIDGonfiguration(clientID: clientID)
GIDSignIn.sharednstance.contiguration = confia

17 stort the sign in flowt
GI0SignIn. harednstance. signIn(withProsenting: se1f) { lunowned self] result, orror in
uard srzor == nil eise

)

ouard let user = result.user,
Lt idTeken = user. idToken?. tokenstring else {
return
»

Lot crodentisl = GoogleAuthProvider. cradential(nithiOToken:
TeTogTwProcess = True
Auth-auth().signIn(uith: credential) { [wesk self] result, error in
Guard 1ot weakself = solf olso { roturn )
weakSelt.isLoglnProcess = false
£ ot error = error (
71 Wenale ervor: Shaw error message
print(orror. localizedbescription)
Fetuen

idToken, accessToken: user . sccossTokan. tokenString)

i)
weakSoL#.porforSeque (i thTdents Fer: Constant. logTnSuccossSegue, sonder: weakselt)
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private func reauthenticatewithFirebase(credential: AuthCredential) {
1ot currentuser = Auth.auth() .currentUser
currentUser? . reauthenticate(with: credential) { [weak self] authResult, error in
if Lot error = orror {
1/ Handle
print(*Reauthentication failed: \(error.localizedbescription)*)
return

»
/1 User reauthenticated successfully
/1 Proceed delete account
self?.doloteUser()

¥

private func deleteUser() {
1ot user = Auth.auth().currentUser.
user?.delete { [weak self] error in
guard let weakSelf = self else { return }
if let error = error {
print(error. localizeddescription)
¥ else ¢
weakself .navigationContzoller?.popToRootViewControl ler (aninated: false)
»
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Delete a user
You can delete a user account with the delete method. For example:

Swift  Objective-C.

©0
let user = Auth.autn() .currentUser

user?.gelete { error in
if let error = error {
11 An error happened
) else ¢
11 Account deleted.
)
)

You can also delete users from the Authentication section of the Firebase console &3, on the Users page.

Important:To delet a use,the user must have signed n recenty. See Re-authenticate  user

Re-authenticate a user

‘Some security-sensitive actions—such as deleting an account,setting a primary email address, and changing a password
—require that the user has recently signed in. If you perform one of these actions, and the user signed in too long ago, the
action fails with the FIRAUthEF rorCodeCredent1alTao01d error. When this happens, re-authenticate the user by getting
new sigrvin credentials from the user and passing the credentials to_reauthenticate . For example:

Swift Objective-C

let user = Auth.auth().currentUser
var credential: AuthCredential

/1 Pronpt the user to re-provide their sign-in credentials

user?. reauthenticate(wi
1f let error = error {
11 An error happened.
) else ¢
11 User re-authenticated.
¥
)

+ credental) { error 1n
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private func deleteGoogleUser() {
guard Lot clientID = FirebaseAsp.3pp()?. options.clientid elso { return }
Lot config = OI0Configuration(cliontio: clientio)
GI0SigTn.sharadingtance.contiguration = config

GI0SignTn.sharadinstance. signin(withPresenting: se1f) { [unomned self) result, ervor in
usra error == nil eise { eturn )
Gusrd ot uger = Tesult?..sor, Lot ddToken = user. idToken?.tokenString clce { return )
Lot credontial = GaogleAuthProvidor. crodent sl (vithIDToken idToken, sccessToken: user.sccessToken. tokenstring)

Fesuthenticotenithrixebase (credontial credential)
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©IBAction func deleteAccountPressed(_ sender: UIButton) {
if let provider = getUserAuthenProvider() {
switch provider {
case .google:
deleteGoogleUser ()
case .password:
deleteEmailUser()
5

b

enum AuthenticationProvider: String {
case google
case password

b

private func getUserAuthenProvider() —> AuthenticationProvider? {
if let currentUser = Auth.auth().currentUser {
for userInfo in currentUser.providerData {
switch userInfo.providerID {
case "google.com":
return .google
case "password":
return .password

default:
return nil
}
3
5
return nil
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i

[UTApp1ication. LauncrOptionsKey: Any12) -> Bool ¢

»

fune spplication_ app: Ulksplication,
apen url: L,
options: [UIApplication.OentRLoptionsKeys Any) = (:1) => ool {
return GIDSignIn. sharedinstanco. handie(url)

»

77 A

Ulsconssession Lifecyele

fune spplication(_ applicstion: Ulspplicstion, contigurationforComecting commectingsceneSession: UlScanesession, options:
UtScane. Comastiondptions) -> UiScensContiguration { e}

func application application: Uikpplication, diddiscardSconasessions sceneessions: Set<UlScenesessions) (55s)
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Authenticate with Firebase
Finally, complete the Firebase login process with the auth credential created in the previous step.

Swift  Objective-C

Auth.auth()..signIn(with: credential) { result, error in

/1 At this point, our user is signed in
»
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4. Pass the presenting view controller and client ID for your app to the signIn method of the Google Sign-in provider
and create a Firebase Authentication credential from the resulting Google auth token:

Swift  Objective-C

guard let clientID = FirebaseApp.app()?.0ptions.clientlD else { return }

11 Create Google Sign In configuration object.
let config = GIDConfiguration(clientID: clientI0)
GI0S1gnIn. sharedInstance. configuration = config

// Start the sign in flow!

GIDS1gnIn. sharedInstance. signIn(withPresenting: self) { (unowned self] result, error in
guard error == nil else {
e
)

guard let user = result?.user,

let 1dToken = user.idToken?.tokenString
else {

ks
i

let credential = GoogleAuthProvider .credential(withIDToken: idToken,
accessToken: user.accessToken. tokenString)

i

5. Add a GIDSignInButton to your storyboard, XIB file, or instantiate it programmatically. To add the button to your
storyboard or XIB file, add a View and set ts custom class to 6IDSignInButton

When you add a GIDS1gnInButton view to your storyboard, the signin button doesnit render in the interface builder.
Run the app to see the signin button.

6. Optional: I you want to customize the button, do the following:

Swift  Objective-C

. In your view controller, declare the sign-in button as a property.

©0
eIBOutlet weak var signInButton: GIDSignInButtor

b. Connect the button to the signInButton property you just declared.

. Customize the button by setting the properties of the GIDSigninBution object.
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Android Studio Hedgehog | 2023.1.1
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Runtime version: 17.0.7+0-17.0.7b1000.6-10550314 x86_64
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private func deleteEmailuser() {
L6t atertcontroller = UiAlertcontroller(sicl
pasverd to continue., proferredsiyl

“are you sure
stert)

SlextGontrotler. sdaroxtFiod { textrield in
textield.sincenolder = “Eroil”
xtFiold.keybostalype = -oroiladéress
toxtFiod avtocapitalizationtype = <none

»

SlertControtler. sddroxtF io1d { textrield in
‘textFiald.giacenolder = “Paseuor”
textFieNd. sbecureTextintry = trus
textFied autocapitalizstionType = none

5

o datats s sccontr:

Lot eancelaction = Uiklerthction(titie: “Cancel’, styles cancel)

1/ pa Delate suttan with 3 dastructive style

Lot delotenction = Uiklereaction(ritia: “Gelute’, styles destructive) { Cueak self] _ in
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struct SaleRecord {
Tt id: String
let cato: Double
let zale: Dauble
Lot ordorkecords: [OrdorRacord]

init7(dictionary: (String: Anyl, id: String)
auazd Lot date = dictionaryl"date’] as? Dousle,
Lot sale = gictionaryl“sale’] as? Dousle
else ¢
coturn nil

3
Se1.id = id

se1f date = date
sl sale = sale

uaor_orderRecores: [OrderRocord

i Lot orders = dictionaryl*products] 357 [[5trings Any1] {
for order in oxdors (
guard Lot productId = ordor(“producti-] as? String,
Tot productiiane = ordorl“produc hanc’] 52 String,
Lot quantity = order(*auantity"] as? Int,
Lot unitbrice = ordor[-unitprice’] as? Double olse {
continue

>

Lot orderRecord = OrderRscord(id: productlc, name: productiams, price: unitPrica, auantity: quantity)
orderRecords. appen(orderRecord)
»
»
o1 orderRacords = ordorRacords
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date:

products

e

1715502296.561043

productId: "C8430847-5E70-4159-811F-9914AC3BIESA"
productName: "Macha Latte"

quantity: 1

subtotal: 4.5

unitPrice: 4.5

productId: "D5F7C8A4-D362-4103-B246-33DA459C86C8"
productName: “Ice Latte"

quantity: 1

subtotal: 3.5

unitPrice: 3.5

sale: 8
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fun onOrderClick() {
val orderRecords = _orderRecords.value
val userId = auth.currentUser?.uid

if (orderRecords.isEmpty() || userId.isNullOrEmpty()) {
return

val salesData = hashMap0f(
"date" to Calendar.getInstance().timeInMillis / 1000,
"sale" to orderRecords.sum0f { it.total() },
"products" to orderRecords.map { it: DTOOrderRecord
hashMap0f(

"productId" to it.id,

"productName" to it.name,

"quantity" to it.quantity,

"subtotal"” to it.total(),

"unitPrice" to it.price

)
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@IBAction func orderPressed(_ sender: UIButton) {
guard let userld = getCurrentUserId() else { return }
if orderRecords.isEmpty { return }

let salesRef = db.collection(“users").document(userId).collection("sales")
Tet_productsArray = orderRecords.nap { orderRecord in
return [
“productid": orderRecord.id,
“productName”: orderRecord.name,
“quantity": orderRecord.quantity,
“unitPrice”: orderRecord.price
“subtotal”: orderRecord.total

1
Y
Tet newsaleData: [String: Anyl
“date": Date().timeIntervalSince197e
“products’: productsArray
“sale": calculateTotalPriceOrder()
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LazyColumn(
contentPadding = paddingValues,
modifier = Modifier
-fillMaxsize()
-padding(16.dp)
) { this: LazyListScope

itemsIndexed(dtoSaleRecord.products) { this:LazyltemScope index, product
RecordDetailltenView(index = index + 1, model = product)
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Realtime Database
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func tableView(_ tableView: UITableView, didSelectRowAt indexPat
selectedSaleData = salesDatalindexPath.row]
self.performSegue(withIdentifier: Constant.pushRecordDetailldentifier, sender: self)

IndexPath) {

¥

override func prepare(for segue: UIStoryboardSegue, sender: Any?) {
if segue.identifier == Constant.pushRecordDetailldentifier {
let controller = segue.destination as! RecordDetailViewController
controller.orderRecords = selectedSaleData?.orderRecords 22 [1
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@Parcelize
data class DTOSaleRecord(
val date: Double = 0.0,
val sale: Double = 0.0,
List<DT0SaleRecordProduct> = emptyList(),
var id: String = ""
) : Parcelable

@Parcelize

data class DTOSaleRecordProduct(
val productId: String = "",
val productName: String = "",
val quantity: Int = 0,
val subtotal: Double = 0.0,
val unitPrice: Double = 0.0

) : Parcelable
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Cloud Firestore
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Let's start with a name for
your project®






image-r7noz59k.jpg
func tableView(_ tableView: UITableView, willDisplay cell: UITableViewCell, forRowAt
indexPath: IndexPath) {
guard let lastSnapshot = lastDocumentSnapshot else { return }
let lastElement = salesData.count - 1
if indexPath.ron == lastElement {
listenToSaleData(selectedDate: datePicker.date, sortOption: currentSortOption)

¥
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private var lastDocumentSnapshot: DocumentSnapshot?

override func viewdidLoad() {

private func listenToSaleData(selectedDate: Date, sortOption: SortOption) {
guard let userld = getCurrentUserId() else { return }

let salesRef =
Firestore. firestore().collection("users").document (userTd).collection("sales")

let todayStart = Calendar.current.start0fbay(for: selectedbate)
let todayEnd = Calendar.current.date(byAdding: .day, value: 1, t
let sortBy = sortOption.getFilterOptions().o

let descending = sortoption.getFilteroptions().1

todayStart)!

// Modify the Firestore query to include pagination

var query = salesRef
.whereField("date", isGreaterThanOrEqualTo: todayStart.timeIntervalSince1970)
_whereField("date", isLessThan: todayEnd.tinelntervalSince1976)

+ descending)

if let lastSnapshot = lastDocumentSnapshot {
query = query.start(afterDocument: lastSnapshot)
i

query.addSnapshotListener { snapshot, error in

guard let snapshot = snapshot else {
print(*Error fetching snapshots: \(error!)")
return

;

self.lastDocumentSnapshot = snapshot.documents.last

snapshot .docunentChanges . forEach { s
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Messaging
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Xcode

Version 16.1 (15C66)

Copyright © 2023 Apple Inc. All rights reserved. Apple and
the Apple logo are trademarks of Apple Inc., registered in the
UsS. and other countries.
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var query = salesRef

-whereGreaterThan0rEqualTo( fleld: "date”, value: todayStart. tine / 1000)
.whereLessThan( fleld: "date”, value: todayEnd.ting / 1000)
~orderBy(

sortsy,

if (descending) Query.Direction.DESCENDING else Query.Direction.ASCENDING
)
“linit(15)

if Clreset) {
lastDocunentSnapshot?. et { it:DocumentSnapshot
query = query.startAfter(it)

query.get().addOnSuccessListener { snapshot ->
val newlist = mutableList0f<DT0SaleRecord>()
for (document in snapshot.docunents) {
val dtoSaleRecord = document.toObject(DT0SaleRecor
id = document.id
} 2: continue
newList.add(dtoSaleRecord)

class.java)?.apply { th

if (newList.isNotEmpty()) {
if (reset) {
_saleRecords.value = newList
} else {
_saleRecords.yalue += newList

17
listState = ListState.IDLE
lastDocumentSnapshot = snapshot.documents.lastOrNull()
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private func resetPagination() {
lastDocumentSnapshot = nil
salesbata. removeAll()
tableView.reloaddata()

@IBAction func simpleQuerySelected(_ sender: UIButton) {
let alertController = UIAlertController(title: "Sort 8y", messag
preferredstyle: .actionSheet)

let actions = SortOption.allCases.nap { option in
UlAlertAction(title: option.rawvalue, style: .default) { [weak self] _ in
guard let self else { return }
self.currentSortOption = option

self.simpleQueryButton.setTitle(option.rawValue, for: .normal)
self.resetPagination()

77 Handle each sort option here, e.g., update data sorting
self.listenToSaleData(solectedDate: self.datoPickor.date, sortOption:
currentSort0ption)

b

actions. forEach { alertController.addAction($0) }
alertController.addAction(UIAlertAction(title: “Cancel

, style: .cancel))

present(alertController, animated: true)
)

@IBAction func datePickerSelected(_ sender: UIbatePicker)

TistenToSaleData(selectedDate: sender.date, sortOption: currentSortOption)

“Select sort option*,
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= JamesThang
override fun onMessageReceived(remoteMessage: RemoteMessage) {
Log.d(TAG, msg: "From: ${remoteMessage.from}")
// Handle FCH messages here
remoteMessage.notification?. let { itRemoteMessageNotification
Log.d(TAG, msg: "Message Notification Body: ${it.body}")
it.body?.let { body ->
sendNotification(body)
} et
+
if (remoteMessage.data.isNotEnpty()) {
Log.d(TAG, msg: "Message data payload: ${remoteMessage.data}")

= JamesThang
private fun sendNotification(messageBody: String) {
val builder = NotificationCompat.Builder( contexi: this, CHANNEL_ID)
-setSnalllcon(R.drawable. firebase) // Replace with your app's icon
.setContentTitle("SaleRecord Notification")
.setContentText (messageBody)
.setPriority(NotificationConpat.PRIORITY_HIGH)

with(NotificationHanagerCompat. from( context: this)) { this:NotificationManagerCompat
if (ActivityConpat.checkSelfPermission(
context: this@SaleRecordMessagingService,
Manifest.pernission.POST_NOTIFICATIONS
PackageManager . PERMISSION_GRANTED

)4
notify( id: 8, builder.build())
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Black Coffee 2.0 USD

Milk Coffee 2.6 USD

Hot Latte 3.5 USD

Ice Latte 3.5 USD

Macha Latte 4.5 USD

Water 1.0 USD

Ice Latte x 1 3.5 USD

Macha Latte x 1 4.5USD
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internal fun LazyListState.reachedsotton(buffer: Int = 1): Boolean {
val lastVisibleIten = this.layoutinfo.visibleltensInfo.lastOrNuLL()
this.layautInfo. totalItensCount - buffen

return lastvisibleIten?.index 1= 0 &6 lastVisibleIten?. index

¥
enun class Liststate {
oL,
LoaDING.
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‘Add Cloud Storage to your app

Use Swift Package Manager to nstalland manage Firebase dependencies

Vst outinstatlon i o3 abouthe iferentways Yo can 3 Firbase SOKS t your Aplepoject,ncluing mprting fsmenorks decty and
using CocoaPods.

1.1 Xcode, with your app project open, navigate o File > Add Packages.
2 When prompted, add the Firebase Apple latforms SOK repostory:

Retos: //g8thub. con/fircbose/firebose-Los-sck. gLt

e Note: New pojcts shoui use the defaut otest) SOK versin,bu ou con choose on ader verson f e

3.Choose the Cloud Storage library.
4 Addthe -0b3c flagto the Other Linker Flags section o your targets buid setings.

5. When fnished, Xcode il automaticall beginesalving and downloading your dependencies i the background.

Setup Cloud Storage

You mustniiaize Firebase before sny Fiebase reference i created of used. If ou have already done tis for another Firebase featue, you
can skip tis step,

1. Import the FirebaseCore modulein your UIApplicationdelegate, as wells any other Firchase modies your app delegate uses.
For examole, 1 use Cloud Firestore and Authenticaton:

SwnU Swn Objectve-c

<00
saport Firenasecore
import FirebaseFirestore
import. FirebaseAuth
"

2 Configurea Firebaceipp shared instance inyour 3pp delegate’ application(:didFiniehtaunchingiithoptions:) method:

SwnU Sur Objectvec

< o0
11 use Firebase Library to configure APTs
Firebaserpp. configure()
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Your location setting is where your default Cloud Storage bucket and its data will be stored.

Cloud Storage location

Note for Cloud Functions customers: Deploying a function to this location s not yet available. If your function and Storage
bucket are in different locations, you could potentially experience increased latency and billing costs.

Blaze Plan customers can choose ather locations for addiional uckes Cancel
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Subscribe the client app to a topic

Client apps can subscribe to any existing topic, f they can create a new topic. When a clent app subscribes 1o a netw topic name (one that
does not already exit for your Firebase project), a new topic of that name s created in FCM and any client can subsequently subscribe to it

To subscribe to a topic call the subscription method from your applicatioris main thread (FCM s not thread:safe). If the subscription

request failsinitially, FCM retries automatically. For cases where the subscription cannot be completed,the subscription throws an error that
you can catchin a completion handler as shown:

Swift Objective-C.

©n

Messaging.nessaging() . subscribe(toTopic: “weather”) { error in
prant(“Subscribed to weather topic*)

)

Viewsoneroler. swife €
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Set up Cloud Storage

Q) secur e orCloud torage

Set Cloud Storage

After you define your data structure, you will need to write rules to secure your data.

cam more

O startin production mode

Your datas prvate by default, Clent
read/urite access willonly be
granted a2 specifed by your securty
ules.

@ startintestmode

Your datas open by defaultto
enable quick setup. However, you
must update your securty rues
wihin 30 days to enable long-term
clent read/write access.

rules_version = '2';
service firebase.storage {
match /b/{bucket}/o {
match /{allPaths=¥+} {
allow read, write: if
request. time < timestamp.date(2024, 7, 16);

@ The default security rules for test mode allow anyone with your
storage bucket reference to view, edit and delete all data in your

storage bucket for the next 30 days
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func messaging(_ messaging: Messaging, didReceiveRegistrationToken femToken: String?) {
Messaging.messaging(). token { token, error in
if Lot error = error {
print(*Error fetching FOM registration token: \(error)")
) else if let token = token {
print("FOM registration token: \(token)*)
)
¥

)

func application(_ application: UIApplication, didReceiveRenoteNotification userinfo: (AnyHashable : Anyl,
fetchConpletionkandler conpletionHandler: Gescaping (UIBackgroundFetchResult) —> Void) {
print(userInfo)
completionHandlor (.newbata)
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func userNotificationCenter(_ center: UNUserNotificationCenter, willPresent notification: UNNotification,
withCompletiontendler completionHandler: Cescaping (UNNotificationPresentationoptions) -> Void) ¢
complotionHandlor((.banner, -sound, -badgel)

»

fune userNotificationCenter(_ center: UUserNiotificationCenter, didReceive rosponso: UNNotificationResponse,
withGonpletionkandlor completionHandler: Gescaping () -> Void) {
conplotionkandlor()
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@RequiresApi (BUild. VERSTON_CODES. TIRANISU)
@0ptIn(ExperinentalPernissionsApi: iclass)
EComposable
fun RequestliotificationPermissiondialog() {
val pernissionState = renemberpernissionstate(pernission = Hanifest.pernission.POST_NOTIFICATIONS)

if (tpermissionState. status. is6ranted) {
if (permissionState. status.shovldShowRationole) RationaleDialog()
else Permissiondialog { permissionState.launchPernissionkequest()
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2 JamesThang
class SaleRecordMessagingService : FirebaseMessagingService() {

2 JamesThang
companion object {
private const val TAG = "SaleRecordMessagingService"

= JamesThang

override fun onNewToken(token: String) {
Log.d(TAG, msg: "Refreshed token: $token")
// If necessary, send the token to our server
sendRegistrationToServer (token)

= JamesThang
private fun sendRegistrationToServer (token: String) {
// Inplement this method to send token to our app server

2 JamesThang
override fun onMessageReceived(remoteMessage: RemoteMessage) {
Log.d(TAG, msg: "From: ${remoteMessage.from}")
// Handle FCM messages here
remoteMessage.notification?. let { it:RemoteMessage Notification
Log.d(TAG, msg: "Message Notification Body: ${it.body}"
+
if (remoteMessage.data.isNotEmpty()) {
Log.d(TAG, msg: "Message data payload: ${remoteMessage.data}")
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// Import Cloud Messaging
implementation("com.google. firebase:firebase-messaging-ktx")
implementation("com.google.accompanist:accompanist-permissions:0.30.1")
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2 JamesThang
conpanion object {

private const val TAG = "SaleRecordMessagingService"

private const val CHANNEL_ID = "SaleRecordHessagingService CHANNEL_ID"

2 JamesThang

override fun oncreate() {
super.onCreate()
createNotificationChannel()

private fun createliotificationChannel() {
// treate the NotificationChannel, but only on API 26+ because
/1 the NotificationChannel class is new and not in the support Library
if (Build.VERSION.SOK_INT >= Build.VERSION_CODES.0) {
val name = "SaleRecord Channel”
val descriptionText = *Channel for SaleRecord notifications”
val inportance = NotificationHanager.IHPORTANCE_HIGH
val channel = NotificationChannelL(CHANNEL_TD, name, importance).opply { this:NotficationChannel
description = descriptionText

}

// Register the channel with the systen

val notificationHanager: NotificationHanager =
getSystenservice(Context . NOTIFICATION_SERVICE) as NotificationHanagen

notificationhanager. createllotificationChannel (channel)
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+ JamesThang *
@AndroidEntryPoint
class MainActivity : ComponentActivity() {
= JamesThang*
override fun onCreate(savedInstanceState: Bundle2) {
super.onCreate(savedInstanceState)

setContent {
SaleRecordsTheme {
// A surface container using the 'background' color from the theme
Surface(
modifier = Modifier.fillHoxSize(),
color = MaterialTheme.colorScheme.background

Oy
AppNavigation()
if (Build.VERSION.SOK_INT >= Build.VERSTON_CODES.TIRAMISU) {
RequestNotificationPermissionDialog()
B
}
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Conposavle
fun Rationaledialog() {
Atertbiatog(
onbisnisskequest = { /+ 1000 «/ },
title = { Text(toxt "Notification Pernission Requined") ¥,
toxt = { Text( text "This app needs notification pernission to alert you about inportant updates.”) },

confirmButton = {
Button(onClick = { /+ T000 */ 1) { tis:Rowscope
Text( toxt "0K")
¥
T3
atsnisssutton = {
Button(onClick = { /+ T000 =/ }) { tis:RowSsope
Text( tot "Cancel”)
¥
¥
)
¥
aConposante
Fun Pennissiondiatog(onkequestPernission: () > Unit) {
Alertdiatog(
onbisnissRequest = { /+ 7000 +/ },
title = { Text( toxt "Request Permission®) b,
text = { Text( toxt "We nesd permission to send notifications.”) },
confirmButton = {
Button(onClick = onRequestPeraission) { 1 Rowseoe
Text( to *Grant Permission”)
¥
n
disnissButton = {
Button(onClick = { /x T000 */ }) { tis Rowseope
Text( tost “Cance1”)
¥
¥
)
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@IBACtion func fatalCrashPressed(_ sender: UlButton) {

fatalError("Orash wos triggered’) = Thread 1 EXC_BAD_INSTRUCTION (code=EXC_I366 INVOP, subcode=0x0)

7
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struct Product {

let
let
let
let
let

id: String

name: String
price: Double
imageName: String
imageUrl: String
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/1 Taport the Firevase
implenentation(platforn(*con.google. firebase: firebase-bon:32.7.1%))
implementation("con.google. firebase: firebase-analytics")
implementation(*con.google. Firebase: firebase-auth")

(// Also add the dependency for the Google Play services Llibrary and specify its vgrsinn)
i

implementation(*con.google.android. gns: play-services-auth:21.8.8")
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Step 1: Add the Crashlytics SDK to your app

. Does your appuse NDK? Go o the NDK sashrsprtingdocumantaion o lea how o configure Crashlycs oeport crashestht ceur nyour apps
undering NOK s

1 your module (app-level)Gradle fil (usually <profect> <app-sodules /build. gradle.kts or <profects/<spp-
‘module>/bui1d. gradle ), add the dependency for the Crashiytics ibrary for Androld. We recommend using the Frebace Andoid 500 fo
control library versioning.

To take advantage of breaderum 05, also add the Frebase SDK for Google Analytics o your app. Make sur that Google Analytcs s
enabled 7 in your Firebase project

« 00

dependencies {
11 Toport. the BoN for the Fir
implenentation(platfora(“cos. goog

firebase-bon:33.1.2°))

11 Add the dependencies for the Crashlytics and Anslytics libraries
1/ When using the BoK, you con’t specify versions in Firebase Lisrary dependencies
snplenentation("c

iaplenentation(
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2. In your module (app-level) Gradle file (usually
<project>/<app-module>/build.gradle.kts or
<project>/<app-module>/build.gradle ), add
the dependency for the Firebase Authentication library for Android. We recommend using the Firebase Android
BoM to control library versioning,

Also, as part of setting up Firebase Authentication, you need to add the Google Play services SDK to your app.

€0

dependencies {
/1 Taport the BoM for the Firebase platform
inplenentation(platform("con.google. firebase: firebase-bon:32.7.2"))

/1 Add the dependency for the Firebase Authentication library
/1 When using the Bok, you don't specify versions in Firebase library dependencies
implementation("con.google. firebase: firebase-auth")

/1 Also add the dependency for the Google Play services library and specify its version
inplementation(“con. google. android. gas:play-services-auth:21.0.0")

By using the Firebase Android Bol, your app will always use compatible versions of Firebase Android libraries.
© (Alternative) Add Firebase library dependencies without using the BoM

Looking for a Kotlin-specific library module? Starting in October 2023 (Firebase BoM 32.5.0), both Kotlin and Java
developers can depend on the main library module (for details, see the FAQ about this initative)

3. If you havenit yet specified your app's SHA fingerprint, do 5o from the Settings page of the Firebase console. Refer
1o Authenticating Your Client for details on how to get your app's SHA fingerprint.
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private var products: [Product] = [
Product(id: WID().uuidString, nane
Product(id: WID().uuidString, nane:
Product(id: WID().uuidstring, nane:
Product(id: WID().uuidString, nane
Proguct(id: WID().uuidstring, name:
Proguct(id: WID().uuidstring, nane:
Proguct(id: WID().uuidString, nae:
Product(id: WID().uuidstring, name:

Black Coffeet, price
Milk Coffee*, pric
"Hot Latte*,

“Macha Latrer, pric

“Coconut", price: 3, imageName:
Cae", price: 3, inageName:

1
private var orderRecords: [OrderRecord] = (1

override func viewidLoad() {
super.viowDidLoad()

SotUpTablovien()

if let userld = getCurrentUserfa() {
Task {

“black_coffes", inageUrl

“not_Tatte*, imageur
*icelatte*, imageUrl:
atter, inageUrl: “*),

Vater, price: 1, inageNeme: “wator®
*coconut, imageUrl:
cake®, inageurl: "),

self.tabBarController?.navigationTten. setHidesSackButton(true, animated: false)

await uploadproductsandsaveTorirestore(userld: userld, products: products)
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private fun performLogout(navController: NavController) {
Firebase.auth.signout()
navController.popBackStack(route = AppScreen.Login.route, inclusive = false)
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// Main function to handle the entire process
func uploadProductsAndSaveToFirestore(userTd: String, products: [Product]) async {
for product in products {
do ¢
if lot url = try await plosdInageToFirebaseStorage (userld: userld, product: product) {
try await writeProductDataToFirestore(userld: userld, product: product, imageUrl: url)
¥ else ¢
print(*Failed to upload inage for product: \(product.name)®)

)
¥ cateh {

print(*Error processing product \(product.name): \(error.localizedDescription)*)
)





image-x3jobbgm.jpg
/1 Function to write product data to Firestore
fune writeProductDataToF irestore(userld: String, product: Product, imageUrl: URL) async throws {
Lot productData: [string: Anyl = [
“nano": product..nane,
“pricet: product.price,
“inageUr1®: inageUrl.absolutestring

)

€y await db.collection(*usors ) .docunent userld) .collection(‘products*) . document produst. id) . set0ata (productData)
print(*Product date successfully written to Firestore")
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T UL SR TLAE P P B JHCOCN WU S0 SN RO SaoouRcING.

© The o dbuggerpreventscrash porsrom bl st o Crasitc.Compeethefllowingseps 0 discannectyour et i o
irulatorfom he Xcodedebugge efre oringacash

a.Click P Build and then run the current scheme to build your app on a test device or simulator.

b. Wait until your app is running, then click i Stop running the scheme or action to close the nitalinstance of your app. This
initial instance included the debugger that nterferes with Crashiytics.

3. Force the test crash in order to send your app's first crash repor

2. Open your app from the home screen of your test device or simulator.
b.In your app, press the “Test Crash button that you added using the code above.
- hiberxour son censhen: ni it agiia o Jodd itk vour:anp:oen:seviil il nraih.rencet 5 Fiebase:
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private var products: [Product] = [1
private var orderRecords: [OrderRecord] = []

override func viewdidLoad() {
super.viewdidLoad()
self.tabBarController?.navigationIten.setHidesBackButton(true, animated: false)
setUpTableView()

if let userld = getCurrentUserId() {
Task { [weak selfl in
guard let self else { return }
self.products = try await self.fetchUserProducts(userld: userId)
self.menuTableView.reloadData()
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@ 90« w9 B

Terminal  Local « + v

Vardant: release
contig: nuuL
Store: ot
Attas: ot

Vardant: debughndrotaTest

Config: debug

Store: /Users/Janestnang/ . androia/debus. keystore
Aias: Androidbebugiey

HD5: EB:AB:D1:85:F9:08:99:7A:62:00:85:70:10:85:F8:67

(GHAL: DE:C5:82:61:03:39:F9:8F+1F£99:2:85:52:50:C4: E2:90:54:1F:10)

SHAC2867 05194576 183:6C: B0 1701F4:49: 71195157 {531 CA0B 1861 CE+ 5T+ 24148154100
VaUld until: Satunday, Janvany 17, 2084

BUILD SUCCESSFUL 1n 95
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© gradle-wrapper.properties (Gradie Version)
1 local properties (SDK Location)
€ settings.gradle kts (Project Settings)

Plugins { tis:PlugnDependenciesspecscope
2 1dCcon.android. application®)

14("0rg. Jotbrains. kotlin. android®)
10CKotlin-parcelize”

11'3a0 the Google services Gradte plugin
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14("0rg. otbrains. kotlin.kapt*)
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fune fetchUserProducts(userld: String) async throws -> [Product] {
Lot snapshot = xy ausit ob.collection( usere) .docusent (userid).callection(*prosucts" ) getDocusents()
ver produets: (product) = (1

for docunent in snapsot documents {
1ot data = document. dzta()
55 1t name = datalinsnc’] as? String,
let price = datal’price] ss? Double,
Lt fmageUrl = datal*isagelrl"] as? String {
Lot product = Product(id: docunent.docunentI, nave: name, price: price, inageNane
products. append (product)

nane, inageUrl: imageurl)

B

roturn products
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Using Gradle’s Signing Report

You can also get the SHA1 of your signing certificate using the Gradle signingReport command:

$ ./gradlen signingReport
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Your apps

Anctod pps

Aoplapps.

My Coffeo shop
com amesthang Soescords

SOKsetup and configuration

Needtoreconfigur the Frebase SOKs fo your app? Reisit the SDK setup instructions o ust
download the configuration fl contaning keys and identifiers for your app.

@ SeoSOKnstructions & google-services.json

p10 @
1314960024202 android cS48a1 03104005 3Hed 373

Appnickaame

My Android Cofte shop

Package rame
com jamesthang salerecords.

SHA certficate fingerprints @ e @

Add fingerprint

Remove this app
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2. In your module (app-level) Grade file (usually <project>/<app-nodules/build.gradle.kts or <projects/<app-
‘module> /bui1d. gradle ), add the Crashiytics Gradie plugin:

Kotin Groovy
ouldgrod oudgrade
<00
plugins {
1d(*con.android .application”)
Tl

11 Wake sure that you have the Google services Gradle plugin
1d("con. google. gns. google-services”)

7/ Add the Crashlytics Gradle plugin
1d("con. google. irebase. crashlytics”)
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// Tnport the Firebase
implementation(platforn("con.google. firebase: firebase-bon:32.7.1"))

inplenentotioncon.gooste. Firebase: Firsbase-analytics”) «
inplementation(*con.google. Firebase: firebase-auth")
iayTenentation{tcon aoaie tinebass tirabaseitirastonat) 4———— il

// Rlso add the dependency for the Google Play services Library and specify its version

inplementation("con.qoogle.android. gns:play-services-auth:21.0.0")
inplementation(*androidx. constraintlayout:constraintlayout-conpost

+8.1%)

implementation(*con.google. dagger:hilt-android:2.49")
Kapt(“con.google. dagger:hilt-conpiler:2.49")
inplenentation("androidx.hilt:hilt-navigation-conpose:1.2.6")

implementation("androidx. lifecycle: Lifecycle-viennodel-conpose:2.8.1")
implementation("con.google. code.gson:gson:2.11.0")

// Tnport the Storage
implenentation("con.google. Firebase: firebase-storage")
// Adds Coil's Jetpack Compose Library
implementation("io.coil-Kt:coil-conpose:2.1.0")

/1 Inport Cloud Messaging
implementation("con.google. Firebase: firebase-messaging-ktx")
inplementation("con.google. acconpanist :accompanist-pernissions:0.30.1")

// Tnport Crashlytics
implementation("con.google. Firebase: firebase-crashlytics")
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~ private fun penforatongleAutentication(launchen: NanagecACtivityResuLELaunchar<Intent, ACtivityResults, cantext: Context) {
VAL token = “314968524202-bpv103yuy eSS 11541 1089ug12rc  pps. qopqLeysarcantent cos
vt gsn =
Bo0gLesigningptions. Butlden (So0gLeSLgnTaDptLons. DEFAULT.STGN_H)

requestIoTokenCtoken)
requesteas i)
(men)

VA gopgesignIncLient = Googlesignin.getCiient context, g50)

Tauncher.Nauneh(googlesignInCiient. signInntent)
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Authenticate with Firebase

1. Integrate Google One Tap sign-in into your app by following the steps on the Sign users i vith their saved
credentials page. When you configure the BeginSignInRequest object,call setGoogleIdTokenRequestOptions :

KoUnekTX  Java
naro androis

°0
signinkequest = BeginSignInRequest.builder()
~setGoogleTdTokenRequestoptions(
BeginSignInRequest.GoogleldTokenRequestoptions.builder ()

-setsupported(true)
7/ Your server’s client Ib, not your Android client I0.
setServerClientId(getstring(R.tring.your web_client. 1))
/7 Only show accounts previously used to sign in
-setFilterByAuthorizedaccounts(true)
-build())

butla()

‘You must pass your server”client ID o the setGoogleTdTokenRequestOptions method. To find the OAuth 2.0
client ID:

. Openthe Credentials page in the GCP Console.

b. The Web application type client ID s your backend server's OAuth 2.0 client ID.

After you integrate Google Sign-In, your sign-in activity has code similar o the following:

KounekTX  Java
oo ndiois

class YourActivity : AppCompatACTivATY() {

"
private val REQ_ONETAP = 2 // Can be any integer unique to the ACTivity
private var showdneTapul = true

"

override fun onActivityResult(requestCode: Int, resultCode: Int, data: Intent?) ¢
Super .onAcTIVATyResult(requestCode, resultCode, data)

when (requestcode) {
REQONE_TAP -> (
Ty
val credential = oneTapClient.getSigninCredentialfronintent(data)
val 1dToken = credential .googleIdToken
ahen {
idToken 1= null -> {
7/ Got an 10 token from Google. Use it to authenticate
7/ with Firebase.
L09.4(TAG, “Got 10 token. )
)
else > {
71 shouldn't happen.
L09.d(TAG, “No I0 token!)
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func configure(with product: Product) {
producthasel el text = product. nane
broductericelabel. toxt = “\(product.price) S0

uard let url = URL(string: product. inagebrl) else {

productInageviev. inage = nil
Fotumn
»
17 Faten nage from URL aeynchronously
Task ¢
o ¢

productinagevien. inage = try avait fetchimge(fro: url)
» caten ¢

print(*Foiled to fetch inage: \(error.localizedbescription) )
B

)

fune fotchinagal fron url: URL) asyne throws —> UlTnage? {
Lot (data, rosponse) = try amait URLSession. shared.data(fron: url)

Guard Lot httgResponae = response 157 HITPURLResponse, hEtpResponse.sts usCods == 260 elso

theon NSEeror(domain: “Inval idRessonse®, code -1, userInfo: [NSLocalizedOmscriptionkey: “Invalid response from
Server'1)

»

rotum Ullnage(sata: data)
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Button(
onclick = {
throw RuntineException(*Test Crash®) // Force a crash
0
modifier = Modifier
-FillHoxHidth()
padding(vertical = 8.0p),
calors = ButtonDefaults. buttonColors (containerColor = Color.LightGray)
) { tis:Rowscope
Text( text "RunTine Crash”, color = Color.8lack)
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Vourapps

SOK setup and configuration

Need toreconfigure the Frebase SDKS foryour app? Revisi the SDK setup nstructions o just
download the configuration fl contaning keys and dentfes or your 2pp.

@ See SOK nstructions

510 @
1314960024202 androld de548103194baS3ed373

Apprickname

My Andid Gt shop /°

Pockage name
com jamesthang salerecords.

SHA certificate fingerprints @ e @
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g sua1
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1.In Xcode, with your app project open, navigate to File > Add Packages.
2. When prompted, add the Firebase Apple platforms SDK repository:

« 00
https://github. con/ firebase/ firebase-ios-sdk g1t

. Notes New projcts shoulduse the defal (atet) SOK version, bt you can choose n oldervrsonf neced

3. Choose the Crashiytics ibrary.

4.To take advantage of breadcrumb logs, also add the Firebase SDK for Google Analytics to your app. Make sure that Google Analytcs is
enabled (3 in your Firebase project.

5. Add the -0b3C flag to the Other Linker Flags section of your target's b

settings.
6. (macOS only)Inyour Info.plist , add the key NSApplicationCrashonExceptions and setitto YES
7. When finshed, Xcode willautomatically begin resolving and downloading your dependencies in the background.
Next, configure the Firebase module:
1. Import the Firebase module n your App structor UIApplicationdelegate

Swift Objective-C.

- <o

import Firebase

2 Configure a Firebasepp shared instance, typically in your app delegate's application(_
method:

41dFinishLaunchingWithopt ions

Swift  Objective-C.

1/ Use the Firebase library to configure APTs.
FirebaseApp.configure()
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Upload Files

Once you have a reference, you can upload files to Cloud Storage in two ways:

2. Upload from a URL representing a fle on device

Upload from data in memory

The putbata:netadata:conpletion: method is the simplest way to upload a file to Cloud Storage. putData:metadata:completion:
takes an NSData object and retums an FIRStorageUploadTask , which you can use to manage your upload and monito its status.

Swift Objective-C

71 bata 1n mesory
let data = Data()

11 Create a reference to the file you want to upload
Let riversRef = storageRef .child(*inages/rivers.jpg°)

/1 Upload the file to the path *inages/rivers.jpg"
Lot uploadTask = rivershef .putbata(data, setadata: nil) { (metadat:
guard let metadata = metadata else {
11 Un-oh, an error occurred
)
11 Metadata contains file metadata such s size, content-type
let size = metadata.size
77 You can also sccess to download URL after upload.
FiversRef..domnloadURL { (url, error) in
quard let downloadiRL = url elce {
17 Un-oh, an error occurred!

)
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Create a Reference

To download afil,first create  Cloud Storage reference 1o the file you wantto download,

Vou can create a reference by appending child paths to the root of your Cloud Storage bucket, r you can create a reference from an existing
s:// or https:// URL referencing an object in Cloud Storage.

Swift Objective-C.

<00

1/ Create a reference with an initial file path
let pathReference = storage. reference(vithPath

nd nase
“inages/stars. pg°)

1/ Create a reference fron a Google Cloud Storage URT

let gsReference = storage. reference(forURL: “gs://<your-firebase-stora

bucket>/nages/stars. 1pg°)

1/ Create a reference fron an HITPS URL
1/ Note that in the URL, characters are URL escaped!
let httpsReference = storage. reference(forURL: https://firebasestorage.googleapis .con/b/bucket /o/inagesi28stars . Jp
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‘Add the Cloud Storage SDK to your app

n your module (app-level) Gradle il (usually <projects/<app-sodules /build.gradle.kts of <projects/<app-
module>/build. gradle ), add the dependency for the Cloud Storage library for Android. We recommend using the Firchase Androld 80V to
control ibary versioring.

°0

dependencies (
11 Taport the Bon for the Firebase platfora
iaplonentation(platfora(“cos.google. firebase: firabase-bon:

1.0

11 Add the dependency for the Cloud Storage library
71 When using the BoK, you don't specify versions in Firebase Library dependencies
inplenentation "con. google. firebase: firebase-stora

Byusingthe Fcbase Androd o, your app wil weys use compatble versions of Fiebase Android ares.
© (Aternative) AddFirebase irary dependencieswithout using e BoW

Looking for a Kotlin-specifc library module? Startingn October 2023 (Febase 8oM 2 5.0), both Kot and Java developers can depend
‘onthe main ibrary module{fo detals, see the 7AQ atout s Iniive).

Set up Cloud Storage

“The first step n accessing your Cloud Storage buckets 1o create an nstance of FirebaseStorage

KotinokDX Java

storage = Farebase.storage

Vou're ready to start weing Cloud Sioraost
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a.Click + >New Run Script Ph

((Make sure this new Run Script phase is your projects fast build phase; otherwise, Crashiytics can't properly process dSYMs.

b. Expand the new Run Script section

e Note:For the remaining substeps,copyancpast the paths exacly a speifie,and Xcode il esolve them. Hower i youhave
issues with Xcoderesohing these pahs or & unkque pojctStrcture,you an manualy specy the pats nstead.

. Inthe script fild (located under the Shelllabel), add the following run script.

“This script processes your projects ASYM files and uploads the ils to Crashiytics.

*${BUILD_DIRY/Bus14/#} /SourcePackages/checkouts/ firebase-1os-sdk/Crashlytics/run”

d.In the Input Files section, add the paths for the locations of the following fles:

<00
$(ONARE_DSYH_FOLDER_PATH) /S (DWARF_DSYH_FILE_NAME)

< ©0
S(ONARF_DSYH_FOLDER_PATH) /' (DWARF _DSYH_FILE_NAME} /Contents/Resources/OWAR /S (PRODUCT_NAWE}

<00
S{ONARF_DSYH_FOLDER_PATH)/S (OWARF_DSYM_FILE_NANE) /Contents/Info. plist

<00
$(TARGET_BUILD_DIR) /$(INLOCALIZED_RESOURCES.FOLDER_PATH) /GoagleService-Tnfo.plist

< 00

$S(TARGET_BUILO_DIR) /$(EXECUTABLE_PATH)
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inport UTKit
inport. Firabsseauth

©I00utlot waak var orderTableview: UTablevien!
GIB0Ut1et wesk ver totallobel: UlLsbel!

private let b = Firestore. firastore()

private var products: (Product)

private var oxserhecords: [OrderRocora] = (1

override fune vissDictosd() ¢
super.viewidLoad()
8611 tabarControlLer?.navigationlten. setidesBackBut on(tru
settpTablevien)
“plosdlsageTor rebaseStorags (imagatanst TwTF corTen] {orl i)
i 1ot url (
print(ur1)

aninated: false)

>

in TkdtGore/UView 1> may also be helpful.
GTiSessiontetcher ox19975550
(https:/Firebasestorags googleapis. con:43/v8/b ssleracords-24205
~3ppapotcon/of inagessaFRilk_coffee. Jpg) was already rumning
o uploaded successfully. Download URL:

I/ Firebasestorage. qooaieapis. con:443/v8/b/salerecords-242e5.
spot.con/o/ nagess2rmile_coffe
3pa7altznedat toxen=93c7c0r9-72ab-GE90-bOUS=97739Ten
Ritps: // Fizsbasostorage. googleapis. con:443/v8/b) salorscords-24265
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Step 2: Set up Xcode to automatically upload dSYM files
To generate human readable crash reports, Crashiytcs needs your projects debug symbol (dSYM) fles The following steps describe how t
configure Xcode to automaticaly produce your dSYMs, process them, and upload th fles whenever you build your app.
1. Open your poject’s Xcode workspace, hen select s project fle n theleft navigator.
2. From the TARGETS s, select your main build target
3. Click the Bulld Settings ab, then complte the following steps s that Xcode produces dSYMs for your builds.
. Click Al then search for debug infornation format

b. Set Debug Information Format to DWARF with dSYM File for all your build types.
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func uploadImageToFirebaseStorage(imageName: String, completion: @escaping (URL?) -> Void) {
// Convert UIInage to Data
guard let image = UIInage(named: imageName),
let imageData = image.pngData() else {
print(*Error converting inage to data’)
completion(nil)
return

9

// Create a unigue file name
let storageRef = Storage.storage(].reference().child("inages/\(inageNane) . jpg")

/1 Upload the image data
storageRef .putata(imageData, metadata: nil) { (netadata, error) in
if 1ot error = error {
print(*Error uploading inage: \(error.localizedbescription)
completion(nil)
return

)

// Get the cownload URL
storagoRef.comnloadURL { (url, error) in
if let error = error {
print(*Error getting download URL:
completion(nil)
return

\lerror.localizedDescription) ")

¥

guard ot downloadURL = url else {
print("Error: download URL is nil")
conpletion(nil)
return

3

// Successfully uploaded the image and got the download URL
print(*Inage uploaded successfully. Download URL: \(downloadURL.absoluteString)®)
completion(down10adURL)
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func uploadImageToFirebaseStorage(userid: String, product: Product) async throws -> URL? {
quard 1ot image = UIImage(naned: product.imageName),
Lot inagedata = inage.pngbata() else {
print(*Error converting image to data®)
return nil

)

let storageef =(Storage.storage().reference().chila( inages/\(userld) /products/\ (product.id) 3og"))

Lot metadata = StorageMetadata()
metadata. contentType = *inage/ipeg"

let _ = try await storageRef.putbataAsync(inageData, metadata: motadata)

let downloadURL = try await storageRef.downloadUL()
print(*Inage uploaded successfully. Download URL: \(downloaduRL.absoluteString)*)
return downloadUL
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Input Files
S{DWARF_DSYM_FOLDER_PATH)/${DWARF_DSYM_FILE_NAME}
S(DWARF_DSYM_FOLDER_PATH)/${DWARF_DSYM_FILE_NAME} Contents/Resources/DWARF/$(PRODUCT_NAME)
${DWARF_DSYM_FOLDER_PATH}/${DWARF_DSYM_FILE_NAME}/Contents/info.plist
$(TARGET_BUILD_DIR)/$(UNLOCALIZED_RESOURCES_FOLDER_PATH)/GoogleService-Infoplist
S(TARGET_BUILD_DIR)/S(EXECUTABLE_PATH)

+
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1 # Type a soript ox drag s soript file fron your workspace to insert its path.

3
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Firestore
|
—/users (collection)
I
L—/{userId} (document)
|
F—/products (sub-collection)
| “—/{productId} (document)
| —name: String
| —price: Double
| —imageUrl: String
|

—/sales (sub-collection)
‘—/{saleId} (document)
F—date: Int (or Double if stored as timestamp)
—rtotalSale: Double
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Upload APNs auth key X

APNs auth key @

AuthKey_559Q343VX8.p8

Drop to replace

Replace

Key ID (required) ®

sso (D

Team ID (required) @

[ omm— ]

@ Team ID detected for this app. You can edit this in General settings.

Cancel Upload
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dnport UIKit
inport FirensseCore
inport GoogleSignin
inport Firebasotiossaging
inport UserNotifications

cosin
Cioes ApoDelegate: UIRespander, UTAppicationbelegate, ((RUseroti FicationGantroolegate, Wesssgingoetogate)

func application(_ application: UiApplication, GidFinisnLaunchingiithGptions launchoptions:
[UTAppLication. Leunchoptionskey: Any1?) -> Bool {

/1 Overzide point for custonization after application launch.
FizabaseApp. contigure()

1/ setting Notification Center Delegate
UNUserNotificationCenter.current () delogato = self

2 // Requesting Notification Authorization
Let authOptions: UNAuthorizationoptions = [.alert, .sound, .badge]
UNUserNotificationCenter. current () requestAuthorization(options: authdptions) { success, error in

if error 1= il {

)
B

3 // setting Messaging Delsgate
Messaging.messaging().celegate = self

& /7 Registering for Remote Notifications
application. registerForRonateNotifications()

return true
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fune apelication_ application: UlApplication, idRegisterForRenoteNiots ficationswithdeviceToken deviceToken: Data) {
Wessaging.messaging() -apnsToken = deviceToken
»

fune apelication_ spplicatior
print(Failed to register')
»

Ulhpplication, eidrailToRegisterForRenoteNotificationskithEezar exror

Exron)
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View changes between snapshots

Itis often useful to see the actual changes to query results between query snapshots, instead of simply using the entire
query snapshot. For example, you may want to maintain a cache as individual documents are added, removed, and
modified.
Webmodular APl Webnamespaced APl Swift  Objective-C KK Java gy, o
Android Android

Note: This product s not available on watchOS and App Clip targets.

ollection("cities') whereField("state , isEquallo
ddSnapshotListener { querySnapshot, error in
guard let snapshot = querySnapshot else {
print(“Error fetching snapshots: \(error!)”)
return
)
snapshot .docunentChanges. forEach { diff in
S (diff-type == .added) {
print(*New city: \(diff.document.data())")
)
if (d1FF.type == .modified) (
print("Modified city: \(diff.document.da
)
if (diFF.type == .removed) (
print(*Removed city: \(diff.document.data())")

0)")

Viencontroller.swift ()
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Update a document

To update some fields of a document without overwriting the entire document, use the following language-specific
update() methods:
Webmodular APl Webramespaced APl Swift  Objective-C  KOUMKTX o dava gy o
Android Android

Use the updateData() method:

Note: This product s not available on watchOS and App Clip targets.

let washingtonRef =(db.collection("cities").document("0C")

/1 Set the “capital® field of the city 'DC
do {

try await washingtonRef ((pdatebata([
“capi true >
D

print(*Docunent successfully updated")
) caten (
print(“Error updating docunent: \(error)®)
)
VienController.swift ()
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Cloud Firestore paths (Optional) @

users/{UID}

Cloud Firestore delete mode @

Recursive

Realtime Database instance (Optional) @

my-instance

Realtime Database location (Optional) @

United States

Realtime Database paths (Optional) @

users/{UID},admins/{UID}

Cloud Storage bucket @

salerecords-242e5.appspot.com

Cloud Storage paths (Optional) @

{DEFAULT}/images/{UID}
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private fun listenSaleRecordChanges() {

val userId = auth.currentlser?.uid 2: return

db.collection( collectionPath: “users") .docunent (userId) DocumentReference
~collection( collectionPath: "sales") CollectionReference:
.addsnapshotListener { valve, error ->
if (error 1= null) {
return@addsnapshotListener

val newList = value?.documents?.nap { it:DocumentSnapshot!
val saleRecord
it.to0bject (DT0SaleRecor:
saleRecord.id = it.id
saleRecord “map.
} 20 emptyList()
_saleRecords.value = newList

class.java) ?: return@addSnapshotListener
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Lot storageRef = Storage.storage().reference().child(*inages/\(user1d) /products/\ (product.ic)_209x200

It downloadURL = try amait storageRef.downloadURL() \
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private func ListenTosalebata() {
guard let usorId = gotCurrentUserTd() else { roturn }
Lot salesRef = Firestore. firestore() .collection( "users*) .docunent(userTd) .collection(*sales’)

salesker
-whereField(*date*, isGreaterTnan: Calendar.current.start0fDay(for: Date()). tinelntervalSincei97e)
“ordex(by: "date")

“addSnapshotListener { snapshot, error in
guard let_snapshot = snapshot else {
Fint("Exror fetching snapshots: \(error!)*)
roturn
)

snapshot .documentChanges . forfacn { [weak self] diff in
if ((9iff.type == .acdea) {

Tot salobata = Gi7F.docunent.data()
Tet documentI0 = diff.docunent. docunentid

if Tot nousale = SaleRecord(dictionary
se1f2.salesData. append (newSale)
se1f7.tabloView. reloadbata()

salevata, id: documontIo) {
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iPhone 15 Pro - i0S 17.0
o D

“SaleRecords” Wants to Use

“google.com” to Sign In
This allows the app and website to
share information about you.

DELETE ACCOUNT
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snapshot .documentChanges . forEach { [weak self] diff in
if (diff.type == .added) {
let saleData = diff.document.data()
let documentID = diff.document.documentID

if let newSale = SaleRecord(dictionary: saleData, id: documentID) {
self?.salesData.append(newSale)
self?.tableView.reloadData()

¥

if (diff.type = .removed)) {

Tet saleData = diff.document.data()
let documentID = diff.document.documentID

if let newSale = SaleRecord(dictionary: saleData, id: documentID) {
self?.salesData.removeAll(where: { $0.id == newSale.id })
self?.tableView.reloadData()
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func renove(index: Int) {
guard let userld = getCurrentUserid() else { return )

let removedItemld = salesDatalindex).id \
10t antetere

Firestore. firestore() .collection("users*)..document (userld) .collection(“sales*) .docunent (removeditentd)

)
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Delete documents

To delete a document, use the following language-specific delete() methods:

KotindKT
Webmodular APl Webnamespaced APl Swift  Objective-C o

Use the delete() method:

Note: This product is not available on watchOS and App Clip targets.

do {

try await (@b.collection("cities") docunent("0c") (delete())
print(“Doctnent successTully removed ™)
) cateh {

print(*Error removing document: \(error)")

)

A Warning: Deeting adocument does not deete t subcollectons!

Jova
Android G
Viewcontrolle

More

swife O
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Delete fields

To delete specific fields from a document, use the following language-specific FieldValue.delete() methods when
you update a document:
Webmodular APl Webrnamespaced APl Swift  Objective-c  KOUMKTX o Jave gy o
Android  Android

Use the Fieldvalue.delete() method:

Note:

is product is not available on watchOS and App Clip targets.

©0
do {

try await db.collection("cities") .document("8J") {ipdateData(]
(‘Gapital": Fieldvalue.delete()
)
print(“Document successfully updated")
} cateh {
print(“Error updating document: \(error)")
}

ViewController.swift ()
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o Configure extension

Cloud Functions location @

lowa (us-central1)

@ This parameter cannot be reconfigured after installation.
Cloud Storage bucket for images @

salerecords-242e5.appspot.com

Sizes of resized images @

200x200

Deletion of original file @

Delete only on successful resize attempts
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Add a document

When you use set() to create a document, you must specify an ID for the document to create. For example:

KotlinskTX  Java
ular i ive- More +
Webmodular APl Webnamespaced APl Swift  Objective-C s Pors i < 3

Note: This product is not available on watchOS and App Clip targets.

o0
db.collection(“cities") . docunent(*new-city-id") . setbata(data)
Viewcontroller. swift ()

But sometimes there isn't a meaningful ID for the document, and it's more convenient to let Cloud Firestore auto-generate
an ID for you. You can do this by calling the following language-specific add() methods:

KotinekTX  Java
Web modular API Web namespaced AP Swift Objective-C » Go More v

Android Android

Use the addbocunent () method:

Note: This product s not available on watchOS and App Clip targets.

© 0
/1 Add a new document with a generated id.
do {
let ref = try await db.collection("cities).addDocument(data: [
“name”: “Tokyo",
“country”: “Japan"
]
print(“Docunent added with 10: \(ref.docunentID)")
} cateh {
print(“Error adding document: \(error)")
)

Viencontroller. swift )
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@ Review access granted to this extension

Installation of this extension generates a new service account 4 that has the following access to
your project and resources:

@ storage Admin Description
Allows the extension to store resized images in Cloud Storage
@ Cloud Tasks Enqueuer Description v

Allows the extension to add tasks to queues created for the extension.

@ Some services used by this extension require certain permissions. To ensure this
extension works as intended, you must grant these permissions before completing
installation.

Firehase. Extensions.Service Agent @ Granted
roles/firebasemods serviceAgent
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Set a document

To create or overwrite a single document, use the following language-specific set() methods:

Webmodular APl Webnamespaced APl Swift  Objective-C WX @ Go  More v
Use the setpata() method:
Note: This product is not available on watch0S and App Clip targets.

°«n

7/ Add a new document in collection "cities”
do {

(mane™: "Los Angeles' )
“state”: "CA",
"country*: "USA®

i)

print(*Document successfully written!”)
) cateh {
print(“Error writing document: \(error)")
)
Viewcontroller.swift ()
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Firestore
|
—/users (collection)
I
L—/{userId} (document)
|
F—/products (sub-collection)
| “—/{productId} (document)
| —name: String
| —price: Double
| —imageUrl: String
|

—/sales (sub-collection)
‘—/{saleId} (document)
F—date: Int (or Double if stored as timestamp)
—rtotalSale: Double
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db. collection( collctionPath: “users") . document (userId) .collection( collectionPath: “sales") ColsctionReference
.add(salesData) Task<DocumentReferencels
.add0nSuccessListener { It:Documentieferencel

1 Log onder creation success event

val firebaseAnalytics = FirebaseAnalytics.getInstance(context)

val number0fItens = orderRecords.size

val totalsaleAnount = orderReconds. sundf { it.total() }

val bundle = Bundle().apply { ths:Bundee
putInt(“nunber_of_itens", number0fItens)
putdouble("total_value", totalsaleAmount)

¥
firebaseAnalytics.ogEvent (“create_order_sucoess®, bundle)

/1 Clear al order records
_orderRecords.value = enptylist()

dd0nFailureListener {exception

/1 Log order creation failure event

val firebaseAnalytics = FirebaseAnalytics.getInstance(context)

val bundle = Bundle().apply { this:Bunde
putString(“error_nessage", exception.nessage)

¥

firebaseAnalytics. logEvent (“create_order_failure’, bundle)

11 Mandle notification here
/1 For example, show a toast or log the error
Log.e( tag: "OrderErron”, msg "Error creating orden: ${exception.message}")
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X Install this extension

From frebase, in project ‘SaleRecords"

® Resize Images Extension details (3 View source 2
frebase/storage resize images@02 5
Resizes images uploaded to Cloud Storage 0. specied sze,and optionaly keeps ordeltes the
orgnalimage.

@ setupbiling

@ Yourproject must be on the Blaze plan to use this extension

‘See Blaze details @

Firebase and Google billng

Dueto the services used by this extension, the Blaze plan is required. In addition to any charges
‘associated with your use of Firebase services, you will be charged a smal amount typically
around $0.01/month ) for the Firebase resources required by this extension (even f it is not
used),in additon to any charges associated vith ts usage. However, youl oy be charged for
usage that exceeds Firebase's no-cost terfor those services.

‘The Blaze plan also allows you 1o extend your project with paid Google Cloud features. You pay
only for the resources that you consume, allowing you 10 scale with demand. The Blaze plan also
offers 2 generous no-cost tier of usage.

1f you enable events,ths extension will publish events to Eventarc at key points in tslfecycle.
Eventarc usage fees apoly &3

Cloud Tasks pricing is based on bilable operations per month. Learn more detils in the-
‘Google Cloud Tasks Pricing page &

Upgrad ntinu
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Task { @MainActor in
do {

let ref = try await salesRef.addDocument(data: newSaleData)
print("Document added with ID: \(ref.documentID)")
orderRecords .removeAll()

totallabel.text = nil

orderTableView.reloadData()

// Log order creation success event
let numberOfItems = productsArray.count
let totalSale = calculateTotalPriceOrder()

Analytics.logEvent('create order success', parameters: [
“number_of_items": numberOfItems as NSObject,
“"total_value': totalSale as NSObject

1

atch {
print("Error adding document: \(error)")

// Crashlytics record error for creation failure event
Crashlytics.crashlytics().record(error: error)

// Log order creation failure event
Analytics.logEvent("create_order_failure", parameters: [

“error_message": error.localizedDescription as NSObject
b}
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Add a document

When you use set() to create a document, you must specify an ID for the document to create. For example:

Web Web Swit Objectvec  NOUMKIX  Jma  Dart
modular APl namespoced AP Andod  Ancrod  Futer

< o0
db.collection(*cities").document(“new-city-id") .set(data)

Docsnippots.kt ()

But sometimes there isn't a meaningful D for the document, and it's more convenient to let Cloud Firestore auto-generate
an ID for you. You can do this by calling the following language-specific add() methods:

Web Web

KotinTX  Jova  Dart
i jective- java  More +
moduar APl mamespaceanpl WMt ObeetveC Ty o puner e
Usethe add() method:
: 00
// Add a new docunent with a generated id.

val data = hashMapOf(
“nane” to "Tokyo",
“country” to "Japan’

)

db.collection( cities")
-add(data)
addonSuccessListener { documentReference ->

Log.d(TAG, "DocumentSnapshot written with I0: ${docunentReference.id}")
)

-addonFailureListener { e ->

Log.w(TAG, "Error adding document”, e)
)

Docsnippots.kt ()
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Install this extension

From firebase, in project SaleRecords’

IF and WEBP animated option (Optional) @

Yes -

Should existing, unresized images in the Storage
bucket be resized as well? =

Backil existing images ®

Yes =

Assign new access token (Optional) @

Yes -

Configure advanced parameters

O Enable events

1f you enable events, you can rite custom event handlers (7 that respond to these events. You can
always enable or disable events later Events will be emitted via Eventarc. Fees apRly

@ Terms of service
By installing this extension you agree tothe Firebase Extensions User Terms of Service €1






image-wprqty5v.jpg
OIBAction func orderPressed(_ sender: UIButton) {
guard let userld = getCurrentUserld() else { return }
if orderRecords. isEmpty { return }

let saleskef
Firestore. firestore().collection(*users").docunent (userId).collection("sales")

let newSaleData: [String: Any] = [
“date”: Date().timeIntervalSince1970,
“sale”: calculateTotalPriceOrder()

let ref = try await salesRef.addDocument(data: newSaleData)
print("Document added with ID: \(ref.documentID)")
orderRecords . removeAll()
totallabel. text = nil
orderTableView.reloadData()

} catch {
print("Error adding document: \(error)")

b
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Convert image to preferred types @

jpeg, original
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private func getCurrentUserId() -> String? {
return Auth.auth().currentUser?.uid
Iy





image-dbmtghy8.jpg
Webmodular APl Webnamespaced APl Swift  Objective-C

Note: This product is not available on watchOS and App Clip targets.

ddSnapshotlistener { documentSnapshot, error in

guard 1et document = documentSnapshot else {
print(“Error fetching docunent: \(error!)®)
return

)

guard let data = docunent.data() else {
print(“Docunent data was empty.")
return

)

print(*Current data: \(data)")

)

KotlineKTX
Android

Java
Android

More ~

VienController.swift ()
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fun onOrderClick() {
val orderRecords = _orderRecords.value

val userld =(auth.currentUser?.vid

if (orderRecords.isEmpty() || userId.isNullorempty()) {
return

val salesData = hashHap0f(
“date" to Calendar.getInstance().tineInHillis / 1060,
“sale" to orderRecords.sum0f { it.total() },
“products" to orderRecords.map { it:DTOOrderRecord
hashMap0F(
“productId" to it.id,
“productNane” to it.name,
"quantity" to it.quantity,
"subtotal” to it.total(),
“unitPrice" to it.price

db.collection( collectionPath: "users") .document (userId) .collection( collectionPath: "sales")
.add(salesData) Task<DocumentReferencel>
.add0nSuccessListener { it:DocumentReference!
// Clear all order records
_orderRecords.value = emptylList()
}
.add0nFailureListener { it:Exception
// Handle notification here
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Extensions €
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private func listenToSaleData(selectedDate: Date, {
‘uard 16t Ueerid = getCurrentUsestal) s1se { rerarn )
T ssiuts FamveAL (]
tablevion.reloadbatal)

1ot saleskef = Firestore. firestore().collection( “users").docunent (userld).collection(*sales")

let todayStart = Calendar.current.start0fDay(for: selectedbate)

1ot todayEnd = Calondar.current.date(byAdding: .day, value: 1, to: todayStart)l
let sortBy = sortOption.getFiltexdptions().0
let descending = sortOption.getFilteroptions().1

saloskor
-whereField(“date", isOreaterThanOrEquallo: todayStart. tineIntervalSince1970)
_whereField(*date”, isLessThan: todayEnd.tineIntervalSince1970)
~order(by: sortay, descending: descending)
-addSnapshotListener (ses}
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sealed class SortEnum(val title: String) {
data object TimeAscending : SortEnum( title: "Time Ascending")
data object TimeDescending : SortEnum( fitle: “Time Descending")

data object SaleAscending : SortEnum( title: "Sale Ascending")
data object SaleDescending : SortEnum( title: "Sale Descending")

fun getFilterOption() = when (this) {
TimeAscending -> Pair("date", false)
TimeDescending -> Pair("date", true)
SaleAscending -> Pair("sale", false)
SaleDescending -> Pair("sale", true)





image-pu2kzoep.jpg
enum SortOption: String, Caselterable {

case timeAscending = "Time Ascending"
case timeDescending = "Time Descending"
case saleAscending = "Sale Ascending"
case saleDescending = "Sale Descending"

func getFilterOptions() -> (String, Bool) {

switch self {

case .timeAscending:
return ("date", false)

case .timeDescending:
return ("date", true)

case .saleAscending:
return ("sale", false)

case .saleDescending:
return ("sale", true)

}
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private fun listenSaleRecordChanges(reset: Boolean) {
val userIld = auth.currentUser?.uid ?: return
ListState = ListState.LOADING

val salesRef = FirebaseFirestore.getInstance() Firebasefirestore
.collection( collectionPath: "usenrs") CollectionReference:
~document (userId) DocumentReference
.collection( collectionPath: "sales")

val todayStart = _selectedDate.value.tine

val todayEnd = Calendar.getInstance().apply { this: Calendar
time = todayStart
add(Calendar.DAY_OF_MONTH, amount: 1)

}.time

val filterOptions = _selectedSortEnun.value.getFilter0ption()

Val sortBy = filterOptions.first
val descending = filterOptions.second

var query = salesRef
.whereGreaterThanOrEqualTo( field: "date", value: todayStart.tine / 1000)

.whereLessThan( field: "date", value: todayEnd.time / 1000)
.orderBy(

sortBy,
if (descending) Query.Direction.DESCENDING else Query.Direction.ASCENDING
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private val _selectedSortEnum: MutableStateFlow<SortEnum> =
MutableStateFlow(SortEnum.TimeAscending)
val selectedSortEnum = _selectedSortEnum.asStateFlow()

private val _selectedDate: MutableStateFlow<Calendar> =
MutableStateFlow(Calendar.getInstance().apply { this: Calendar
set(Calendar.HOUR_OF_DAY, 0)
set(Calendar.MINUTE, 8)
set(Calendar.SECOND, 0)
b
val selectedDate = _selectedDate.asStateFlow()
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let actions = SortOption.aliCases.map { option in
UlAlertAction(title: option.rawvalus, style: .default) { [weak self] _ in
guard let self else { return }
self.currentSortOption = option
self.simpleQueryButton. setTitle(option.rawValue, for: .normal)
7/ Wandle each sort option here, e.g., update data sorting
self.listenToSaleData(selectedDate: self.datePicker.date, sortOption: currentSortOption)
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/users (collection)
/{userId} (document - UID from Firebase Auth)
/sales (sub-collection)
/{saleId} (document - each sale)

- date: TimeInterval

- sale: Double

/products (sub-collection)

/{productId} (document - each product in the sale)

- productName: String
- quantity: Integer
- unitPrice: Double

subtotal: Double
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/users (collection)
/{userId} (document - UID from Firebase Auth)
/sales (sub-collection)
/{saleIld} (document - each sale)
- date: TimeInterval
- sale: Double
- products: Array
productId: String
productName: String

quantity: Integer

unitPrice: Double
- subtotal: Double
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/users (collection)
/{userId} (document - UID from Firebase Auth)
/sales (sub-collection)
/{saleId} (document - each sale)
- date: TimeInterval
- sale: Double
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fun onRemoveClick(dtoSaleRecord: DTOSaleRecord) {
val userld = auth.currentUser?.uid ?: return

db.collection( collectionPath: "users").document(userId) DocumentReference
.collection( collectionPath: "sales") CollectionReference
.document (dtoSaleRecord.id) DocumentReference
.delete()
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Delete documents

To delete a document, use the following language-specific delete() methods:

web Web KotineKX  Java  Dart
moddorApl nomespacedap M OMOMNEC iy e puner PV
Use the delete() method:

db.collection("cities").document("DC")
.delete()
-addonSuccessListener { Log.d(TAG, *DocumentSnapshot successfully deleted!®) )
-addonFailureListener { e -> Log.w(TAG, Error deleting document’, e) }

More ~

<« o0

Docsnippets.kt ()
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image-xc41g71g.jpg
 Delete User Data
@ Eensionisuptodate

frebase/delete user 4130122

2 Made by Exshases Resources
© Extension detais
D Sotace s 3 Viewallogs &
= Fuebase Exensions docs &
Viewlogs

How this extension works
Listens foruser accounts 1 be delted from your projects authenticated users, then

removes any associated user dta (based on Firbase Authenticaton's User D) from
Realtime Database, Cloud Frstore, and/or Cloud Storage.

handiesearch View logs &

Aocess and oles
handieDeletion View logs
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(O wessaces

Michael Dibs

I'll see you bright and early tomorrow.
4 more messages from Michael

4 |CALENDAR

Fourth of July BBQ Summer Bash
Invitation From Smeeta Singpuri
July 4, 2018 at 2:00 PM

Brian Carey
Sweet stuff, that song is my jam.
2more notifications.
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private fun listenSaleRecordChanges(reset: Boolean) {
val userId = auth.currentUser?.uid ?: return
listState = ListState.LOADING

val salesRef = FirebaseFirestore.getInstance() FirebaseFirestore
.collection( collectionPath: "users") CollectionReference
~document (userId) DocumentReference
.collection( collectionPath: "sales")

val todayStart = _selectedDate.value.time

val todayEnd = Calendar.getInstance().opply { ti
time = todayStart
add(Calendar.DAY_OF_HONTH, amount: 1)
}.time

Calendar

var query = salesRef
.wherebreaterThan0rEqualTo( field: "date”, value: todayStart.time / 1008)
.whereLessThan( fleld: "date”, value: todayEnd. time / 1608)
.orderBy( fleld: "date")
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override func viewdidload() {
super.viewbidLoad()
self.tabdarContzoller?.navigationl ten. sethidesBackButton(true, aninsted: false)
simpleQueryButton. setTitle(currentSortOption. rawvalue, for: .normal)
setUpTabloviow()
ListenToSaleData(selectedbate: Date())

¥

EIBAction func sinpleQuerySelected(_ sender: UTButton) {&

€I8Action func datepickerSelected(_ sender:
listenToSaleData(selectedDate

Uatepicker) {
sender.date)

€L

Grivate func listenTosalevata(selecteadator Date) (
guara lot userld = getcurrancUserta() slse { return

SalesDataremoveRII()

<ebleviow,rolosdbata()

let salesRef = Firestore. firestore() .collection("users").docunent (userTd) .collection(*sales ')

et todayStart = Calendar.current.startOfDay(for: selecteddate)
let tadayEnd = Calendar.current.date(byAdding: .day, value: 1, to: todayStart)l

salesref
-whereFiela(*date*, isGreaterThanOrEqualo: todayStart. timelntervalsince1s7e)
“whereField(*date*, isLessThan: todayEnd.tineIntervalSince197)
-order(by: "date*)
-addsnapshorListener {

»
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Certificates, Identifiers & Profiles
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Add Firebase to your Apple project

If you haven' already, add Firebase to your Apple project.

Upload your APNs authentication key
Upload your APNs authentication key to Firebase. If you don't already have an APNs authentication key, make sure

to create one in the Apple Developer Member Center.

1. Inside your project in the Firebase console, select the gear icon, select Project Settings, and then select the
Cloud Messaging tab.

2.In APNs authentication key under i0S app configuration, click the Upload button.

3. Browse to the location where you saved your key, select t, and click Open. Add the key ID for the key (available
in the Apple Developer Member Center) and click Uplos
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image-mr8vb5bd.jpg
Add Firebase Authentication to your app

1. Inyour module (app-level) Gradle file (usually <project>/<app-nodule>/build.gradle.kts or
<project>/<app-nodule> /buld. gradle ), add the dependency for the Firebase Authentication fibrary for
‘Android. We recommend using the Firebase Android BoM to control library versioning.

©n

dependencies {
11 Tnport the Boh for the Firebase platfora
implementation(platforn(*con.google. firebase: firebase-bon:32.7.1))

/1 Add the dependency for the Firebase Authentication library
77 When using the BoM, you don’t specify versions in Firebase library dependencies
implementation(”con.google. firebase: firebase-auth")

By using the Firebase Android BoM, your app will always use compatible versions of Firebase Android libraries.
@ (Alternative)Add Firebase library dependencieswithoutusing the BoM

Looking for a Kotlin-specific library module? Starting in October 2023 (Firebase BoM 32.5.0), both Kotlin and Java
developers can depend on the main library module (for details, see the FAQ about this initative).

2. To use an authentication provider, you need to enable it in the Firebase console (3. Go to the Sign-in Method page
in the Firebase Authentication section to enable Email/Password sign-in and any other identity providers you want
foF Your 860.
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Create new Account

Doesathav scount?

DeLETE ACcouNT
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private fun perforalogin(
email: String,
password: String,
emailErrorstate: HutableState<Boolean>,
passwordErrorState: HutableState<Boolean>,
navController: NavController

){

val isEmailvalid = isVolidEmoil(email)
val isPasswordValid = isVolidPassword(password)

1isEnailvalia
isPasswordvalid

emailErrorstate. value
passwordErrorstate. value

if (isEmailValid 6 isPasswordvalid) {

7 Tnplenent actual login Logic here
val auth = Firebase.auth
auth. signInkithEnailAndPassword(ensil, password)
-agdonCompleteListener { task ->
if (task.isSuccessful) {
// Sign in success, update UI with the signed-in usen's information
Log.d( tag: "SignInSuccess®, msg: "signInWithEmail:success®)
navController. navigate (AppScreen. Settings. route)
¥ etse {
// 1 sign in fails, display a message to the user.
Log.w( tag: "SignInFail®, imsg: *signInWithEnailifailure”, task.exception)
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Sign in existing users

Greate anew signIn method which takes in an emal address and password,validates them, and then signs a user in
with the signTnii thEmailandPassword method.

KotinskTX  Java
ndsd Android

auth.signInithEnailandPassword(enail, password)
-addonCompletel istener(this) { task ->
if (task.1sSuccessful) {
1/ Sign in success, update UT with the signed-in user's information
Log. d(TAG, *signInWithEnail:success’)
vl user = auth.currentUser
updateUT(user)
) else
11 1f sign in fails, display a message to the user.
Log.w(TAG, *signInWithEnail:failure", task.exception)
Toast .nakeText (
baseContext,
“Authentication failed.”
Toast. LENGTH_SHORT,
). show()
updateUT(nu1l)

Emnilpasswordhctivity.kt ©)

Add a form to sign in users with their email and password and call this new method when it is submitted. You can see an
example n our quickstart sample.
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/1 setting User ID for Crash Report
Crashlytics.crashlytics().setUserID(getCurrentUserTd())

// Custom Key
Crashlytics.crashlytics().setCustonValue (getCurrentUserId(), forKey: "useriD")
Crashlytics.crashlytics () .setCustonValue(true, forKey: 'isPremiun)
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private fun performSignUp(
email: String,
password: String,
confirmPassword: String,
emailErrorstate: HutableState<gooleans,
passwordErrorstate: Mutablestate<Boolean>,
confirmPasswordErnonState: MutableState<Boolean>,
navController: NavController

) {
val isEmailValid = isValidEnail(email)
val isPassworaValid = isvalidPassword(password)
val isConfirPasswordValid = password == confirnPassword

emailErrorstate.value = !isEnailvalid
passwordErrorState.value = |isPasswordvalid
confirnPasswordErrorState.value = !isConfirnPasswordvalid

if (isEmailvalid §& isPasswordvalid & isConfirmPasswordValid) {

71 Pertorm sign-up action
val auth = Firebase.auth
auth. createUserWithEnailandPassword(email, password)
-addonConpleteListener { task ->
if (task.issuccessful) {
/1 Sign in success, update UI with the signed-in user's information
Log.d( tag: "SignUpSuccess”, msg: "signUpiitnEmail:success)
navController.navigate (AppScreen. Settings. route)
} etse {
/1 Tf sign in fails, display a message to the user.
Log.w( tag: "SignUpFail®, msg: *signUpWithEnail:failure”, task.exception)
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Sign up new users

Create anew createccount method that takes in an email address and password, validates them, and then creates a
new user with the createUseriithenailAndPassword method.

KotinskTX  Java
Android Android

auth.createUserNithEnailAndPassword(enail, password)
~addonCompleteListener (this) { task ->
if (task.isSuccessful) {
/1 $ign 1n success, update UI with the signed-in user's information

Log.d(TAG, “createUserMithEnail:success®)
val user = auth.currentUser
updateUT (user)

) else {

/1 1f sign in fails, display a message to the user.
Log.w(TAG, "createUserWithEmail:failure’, task.exception)
Toast .makeText(

baseContext,

*Authentication failed.”,

Toast . LENGTH_SHORT,
).show()
updateUT(null)

EmailPasswordactivity.kt ()

Add a form to register new users with their email and password and call this new method when it is submitted. You can

see an example in our quickstart sample.
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// Import the Storage
implementation("com.google.firebase:firebase-storage")
// Adds Coil's Jetpack Compose library
implementation("io.coil-kt:coil-compose:2.1.0")
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@Conposable
fun AppNavigation() {
val navController = rememberNavController()
Navost(
navController = navControlier,
StantDestination = AppScreen.Login.route
3 { is:NavOraphBicer
composable(AppScreen. Login.route) { thi
Loginscneen(navCantrotier)

AnimatedContentScope | t: NavBackStackEntry

b

composabe(AppScreen. SignUp.route) {. this:AnimatedContentScope: t:NavBackStackEnty
signupscreen(navControtier)

b

composable(AppScreen. Settings. route) { this:AnimatedContentScope. t:NavBackStackEnty
settingscreen(navControtler)

}

val currentUser = Firebase.auth. currentUser

if (currentUser 1= null) {
navController. navigate (AppScreen. Settings. route)
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Check current auth state

1. Declare an instance of FirebaseAuth.

KotinekTX  Java
Android Android

©0

Ematlpasswordctivity.kt ()

private lateinit var auth: FirebaseAuth

2.Inthe onCreate() method, initialize the FirebaseAuth instance.

KotinekTX  Java
Android Android

€0
// Tnitialize Firebase Auth
auth = Firebase.auth

Emailpasswordactivity.kt ()

3. When initializing your Activity, check to see if the user is currently signed in.

KotlinekTX  Java
Android Android

s}

public override fun onstart() {
super .onStart()
/1 Check if user is signed in (non-null) and update UL accordingly.
val currentUser = auth.currentUser
if (currentUser = null) {
reload()

)

EnailPasswordactivity.kt ()
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Brivate fun serforasongleReuthent ication(launchen: NanageshctivityResultiavncher<Intent, ActivityResults, context: Context) {
VA token = "514969924202-bpv10 Syl anDS9T1sULAQRA12nC 99, gRRALeUgEERTent. o
v gso =
SoogLesgnIn0ptions. BuLLoer (6o09LeSgnInOptians. JEFALLT.SIGN.IN)

requestiaToken(token)
reuesteaatl()
Ly

VA1 gonglesignInCiient = Googlesignin.getcient (context, 950)

Tauncher. aunen(googtesisnInCuient.sisnInntent)

econposante
Brivate fun nesesberFirebaseAuthLavnehen(
onAuthComplete: (AUEAResuLE) -> Unit,
onuthErnon: (AptException) -> Unit
3¢ ManageahctivityRosutLavchen<Intent, ACtivityResults {
Va1 scope = remeaberCoroutinescape()
Feturn ramesbenLauneherFonkctivityResuLE (ActivityRes LECantracts. StartAGE LuityFonResULE0) { resint ->
Va1 taskc = Googlesiantn.getSignesinaceounEEraRIntant (resuLE  dots)
¢
431 account = task.getReSULE(ApEEXCeptLons class.Jav0) |
VAL credential = GoogLeAuthProviden. getCredential sccount. aTokent !, nulL)
Scope. Launeh { s Coruenaseope
VAL autnResuLE = Firebase.auth. sgNIAMLtAGredentian (enedential). owakt()
ontuEnCompate autnResuLt)

b

¥ caten (e: Aptexcaption)
snauenErron (o)

>
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TBaction func nonFatelCrashProssed(_ sender: UTButton) {
do
try soneFunctionThatiiohtrail()
} eateh ¢
Crashiytics . crashlytics()
»

3

fune someFunctionThatiightFail() throws {
/7 Sinulate an error

throw NSErzor(donain: “con.example", code: 123, userinfo: [NSlocalizeddescriptionkey:

A non-fatal error
occurzed 1)
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@Conposable
© fun settingScreen(navController: NavController) {

val currentUser = FirebaseAuth.getInstance().currentUser
val avthMethod = getCurrentUserAuthMethod(currentUser)
Val showReauthenPassword = remember { mutableState0f( value: false) }

11 For Google Authentication
val launcher = rememberFirebaseAuthLauncher(
v onAuthComplete = { result ->
Log. d( tag: "ReaythenticatSuccess”, msg: "ReaythenticatWitnGoogle:success”)
deteteAccount (currentUser, navController)

h
v onAuthError = { error =>
Log.u( tag: "ReauthenticateFail®, msg: "ReauthenticatMithGoogle:failureSerror®)
}

)

val context = LocalContext.current
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image-hkhhcp0e.jpg
Button(
onClick = {
when (authMethod) {
AuthMethod.EMATL -> {
println("User signed in using Email")
// Handle email authenticated user
showReauthenPassword.value = true

+
AuthMethod.6006LE -> {
printin("User signed in using Google")

+
AuthMethod.NONE -> {
printin("No user is signed in")
// Handle case where no user is signed in

13
modifier = Modifier
.FillMoxwidth()
.padding(vertical = 8.dp),
colors = ButtonDefaults.buttonColors(containerColor = Color.Red)
) { this:RowScope
Text( text: "DELETE ACCOUNT", color = Color.White)
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// setting User I0 for Crash Repont
FirebaseCrashlytics.gotInstance() .setUser d(FirebaseAutn. getInstance() .cunrantUser?.uid 2

)

11 tuston Key
FirebaseCrashlytics.getInstance(). setCustonkey ("userT0", FirebaseAuth.getnstance().currentUser?.uid 2: ")

FirebaseCrashlytics.getInstance() . setCustonkey ("isPresiun’, true)
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Cloud Firestore
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image-kub5nkzu.jpg
/1 Allow read/write access on all documents to any user signed in to the application
service cloud.firestore {
match /databases/{database}/documents {
match /{document=++} {
allow read, write: if request.auth
}
}
b
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Client Database
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service cloud.firestore {
match /databases/{database}/documents {
match /<some_path>/ {
allow read, write: if <some_condition>;
¥
}
i





image-vy7kfy0v.jpg
Button(
onClick =
oyl
someFunctionThatHightFail()

} catch (e: Exception) {
FirebaseCrashly:

getInstance().recordException(e)

}
nodifier = Modifier
.fillMaxWidth()
.padding(vertical = 8.dp),
colors = ButtonDefaults.buttonColors(containerColor = Color.LightGray)
) { this: RowScope
Text( text "Non-fatal Crash”, color = Color.Black)
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image-4gl2qvxj.jpg
fune tebleViea(_ tableview: UlTableView, cellForRomAt indexdatt
it tableview == nanuTablevien {

IndexPath) —> UlTableviewCell {

Lot cell = tableviow. dequeusieussblaCel] (i thTdentifie:
Lot product = productslindsxpath. rou)

Constant.menuTablevisuCel Lidenti Fier) ast MenuTablsviencell

Cellcontiou

product)

cell.selectionstyle = none
Feturn ce1l
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Brivate fun writeProductOataroF restors (usenTd: Stedng,
Vo1 productata = napof(
“nare" to product. nane,
“price" to product.price,
“inageln* to dnagolrl

product: DTOProduct, imageUrl: String) {

. colaction colecon?a “users*). docunant (userla).catlection( (oleciondat “praducts"). document (procuct. id) Do
Lsot(proguetoate) Toaveas

“adgonsuccessistener { 5o
Log.a( tag: "Firease, méG “Product data successfully sritten to Firestore")
B
“adgonFattureListener { exception ->
Log.e( tag: "Firesase”, meg "Ervon writing product data ¢ Firestore: ${exception.localizedhessoge})
B
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image-igb4fgch.jpg
prisste fun uploadTaagsToFinebasesStorago(context: Context, userld: Stedng, product: DIOProduct, cospletion: (Stning?) -> Unit) {
11 et the wata trom an
VAl bitnap = BitaasFactory. decodeResource(centoxt.rasourse:
Vol bios = BytekerayOutoutstresn()
bitang.conpress(Bitnap. ComrossForaat FAG, Al 100, baos)
Vet dita = baos. tosyteArray ()

product. irageRes)

11 Create  uniaue #ite rase

irobaseStorase.getinstance().roforance. child( GNSUG: "isages/Susard/products/${praduct.ia}.3pa"

var. UB\aadTask = starageRer . putBytes(sata)
umloagTask. dOnFaitural staner { It Beepten
Log.oC g “Fireboser, g “Ervor planding dnage <o Storage”)
comptetion(nutl)
¥.ag0onSuccessListanen { It UsoaTasc TskSnapsrr
Storagege. damiondurl adainSuccesaListener { i ->
VL GounLosdURL = urd.tastring()
Log.d( tag: “Firebase”, 55 "Iaage Wploaded successfully. Domrload (AL: SdonmloacURL")
conpletion(domntcadUil)
F.adanrastoreLstener { excoption ->
Log.eC tag: “Firesase", mag "Ervo gotting dounload URL: ${exception. locotizedessose})
commtetion(nu1L)






image-mdf5gzds.jpg
val launcher = rememberFirebaseAuthLauncher(
onAuthConplete = { result ->
Log.d( tag: "SignInsuccess”, msg: "signInkithGoogle:success”
navController.navigate(AppScreen. Settings. route)
}
onAuthError = { error ->
Log.w( tag: "SignInFail®, msg: "signInWithGoogle:failureserror®)

+

)

val context = LocalContext.current

Colunn(
horizontalAlignment = Alignment.CenterKorizontally,
verticalArrangement = Arrangement.Center,

modifier = Modifier.fillHoxsize().padding(16.dp)
) { this:ColumnScope

Button(
onClick = { perform6oogleAuthentication(launcher, context) },
colors = ButtonDefaults.buttonColors(containerColor = Color.Red),
modifier = Modifier.fillMoxWidth()

) { this:RowScope.
Text( text: "Continue with Google", color = Color.White)
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image-x31uyhnj.jpg
= Jams

Thang*
@AndroidEntryPoint

class Mainkctivity : ComponentActivity() {

jamesThang *

override fun onCreate(savedInstanceState: Bundle?) {
super..onCreate (savedInstanceState)

11 Setting User 10 for Crash Report
FirebaseCrashlytics. getInstance() .setUserTd(FirebaseAuth. getInstance(). currentUser?.uid 2: ")

setContent {,






image-2yx7mjc5.jpg
Upload from data in memory

The putBytes() method is the simplest way to upload a il to Cloud Storage. putBytes() takes a byte[] and returs an UploadTask

that you can use to manage and monitor the status of the pioad.

KotinekTx  Java
norod Andaa

11 Got the data from an TmageView as bytes

imageView. isDrawingCacheEnabled = true

imageView. butldDrawingCache()

val bitnap = (imageView.drawable as Bitnapdrawable) .bitnap
val baos

ByteArrayOutputstrean()
bitaap. conpress (81tnap. CompressForaat .JPEG, 190, baos)
vl data = baos. toByteArray()

vor uploadTask = mountainsRef putBytes(data)
uploadTask. addonFailureListener {

1/ Handle unsuccessful uploads.
}.addonSuccessListener { taskSnapshot ->

"

1/ tasksnapshot metadata contains file metadata such as size, content-type, etc.

<00

Stor

eActivity.kt ()

Because putBytes() accepts a bytel ], it requires your app to hold the entire contents of a fle in memory at once. Consider using

putBtress() or putFile() 15 use lots MO,
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import FirebaseCrashlytics
class MenuViewController: UIViewController {

OT80utlet weak var MERUTabIEVAEN: UITabloview!
@IBOutlet weak var orderTableView: UITableView!
©IB0uTlet weak var totallabel: UILabel!

private let db = Firestore.firestore()
private var products: [Product] = [
private var orderRecords: [OrderRecord] = []

override func viewbidLoad() {
super.viewDidLoad()

/1 Setting User ID for Crash Report
Crashlytics.crashlytics() .setUserID(getCurrentUserId())

self.tabBarController?.navigationIten. setHidesBackButton (true, aninated: false)
setUpTableview()

if let userld = getCurrentUserld() {






image-scxpl3wh.jpg
@Composable
private fun neseaberFinebaseAuthlaunchen(
anAuthCoapete: (AuthResuLt) -> nit,
antutnEnron: (ApiException) -> Unit
3: ManagedhctivityResultLavncher<Intent, ActivityResuit> {
val.scope = neneaberCorautinescope()
return reaeabenLauncherForACtivityResuLE (ActivityResuLtContracts. StartActivityForResuLt()) { result ->
VL task = Googlesignin.getsignedInAccountFroalntent (resuL. dota)
try {
VAl account = task. getResuLt (ApLERCeption: :class. Jovo) ||
Val credential = GoogleAuthProvider. getCredential account. dToken 1, null)
scape. Lounen { s Couinescope
VAl authResult = Firebase. auth. signinithiredential (credential) anait()
anAutnComplete avtfesutt)

¥
} caten (e: ApiException) {
onAuthérror(e)
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image-y8lfij5q.jpg
Coconut 3.0 USD

lce Latte 3.5 USD

Hot Latte 3.5 USD

Black Coffee 2.0 USD

Milk Coffee 2.5 USD

Cake 3.0 USD

Ice Latte x 1

Coconut x 1






image-cgqcrb46.jpg
enun class Authhethod {
EmaIL,
6006LE,
NONE // Use this when no user is logged in or others method found

private fun getCurnentUserAuthethod(user: FirebaseUser?): AuthMethod {
user?. tet {_iFirebaseUser
for (profile in it.providerdato) {

Log.d( tag: "User providerId®, profile.providerId)

return when (profile.providerIo) {
“passwond® ~> AuthMethod.ENATL
“google.con” -> AuthMethod.GOOGLE
else -> continve

b
return AuthNethod.NONE // Return this if no user is logged in or no provider data found





image-f1xo57m7.jpg
Button(
onClick = {

FirebaseCrashlytics.getInstance().log("User clicked the Test Crash button")]

throw RuntimeException("Test Crash") // Force a crash
}
modifier = Modifier.(...),
colors = ButtonDefaults.buttonColors(containerColor = Color.Light6ray)
) { this:RowScope
Text( text "RunTime Crash”, color = Color.Black)
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2 JamesThang
private suspend fun fetchlserProducts(): List<DT0Praduct> {
VA userTd = auth.currentlser?.uid 2: return eaptyListO)

rotum tey {
VA snapshot = db.collectionC calsctonPat “usens®). document (userld) .collection( colectonPal *products™).get().
Snapshot. docunents.soplotkuLL { document ->
VAl product = docunent. todbject (DT0Pragucts :class. ava)
product? .copy(1d = docunent. i) “memNoNI [/ Ensure the i¢ fisld s set from

document 10
¥

b caten (e Exception) {
Log.e( g “Firabase", g “Envon fetching products: ${e.lacalizedHessoge}”)
enptuListQ





image-tas7qkm6.jpg
@IBAction func fatalCrashPressed(_ sender: UIButton) {

Crashlytics.crashlytics().log("User press Fatal Crash button")

fatalError(“Crash was triggered")
5

@IBAction func logOutPressed(_ sender: UIButton) {

Crashlytics.crashlytics().log("User press Logout button")

let firebaseAuth = Auth.auth()
do {isss} catch let signOutError as NSError {sss}

@IBAction func deleteAccountPressed(_ sender: UIButton) {

Crashlytics.crashlytics().log("User press Delete Account button")

if let provider = getUserAuthenProvider() {

b
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private fun deleteAccount(user: FirebaseUser?, navController: NavController) {
user?. tet { it FirebaseUser
it.detete()
-addonCompleteListener { task ->
if (task.issuccessful) {
Log.d( tag: "User delete success®, (msg: “User account deleted.")
navController. popBackStack(route = AppScreen.Login.route, inclusive = false)
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fun uploadAllImagesToFirebaseStorage(context: Context) {
val userld = auth.currentUser?.uid
if (userId.isNullOrEnpty()) {
Log.e( tag: "Firebase”, msg: "User ID is null")
return

val productlist = getMenuList()
val productCount = productlist.size
var completedCount = 0

productList. forEach { product ->
uploadImageToFirebaseStorage(context, userId, product) { downloadURL ->
if (downloadURL != null) {
writeProductDataToFirestore(userId, product, downloadURL)
B
completedCounts+
if (completedCount == productCount) {
// M uploads are done
Log.e( tag: "Firebase Storage”, msg: "Uploaded all images"
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2 JamesThang +1
data class DTOProduct(

val
val
val
val
val

id: String = "",
name: String = "",
price: Double = 0.0,
imageRes: Int = @,
imageUrl: String = ""
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image-8sibevtm.jpg
val currentuser = FirebaseAuth.getInstance().currentuser
val authMethod = getCurrentUserAuthHethod (currentUser)
val showReaythenPassword = renember { mutableState0f( value: false) }

scaffola(
topBar = {
TopAppBan(
title = { Text( fext "Setting") }

¥
) {it: Paggingvalves ->
Box(nodifier = Modifier
-Filtoxsize()
-padaing(16.dp)
) { this:Boxscope
couan(
modifier = Modifier
-fillHoxsize()
-padding(16.dp),
horizontalAlignnent = Alignment.CenterHorizontally,
verticalArrangement = Avrangement.Center

) B8

if (showReauthenPassword.value) {
ReauthenticationEnailPasshord(
showdialog = showReauthenPassword,
onReauthenticated = {
// Handle successful reaythenticatign, e.g., navigate, show message

h

onError

{ errortisg ->
// Handle error, e.g., show error message
printin("Reaythentication error: Serrorsg™)
showReauthenPassword.value = false






image-0h80ll9z.jpg
Button(
onClick = {
when (authMethod) {
AuthMethod. EMAIL -> {

AuthMethod.G006LE -> {
println("User signed in using Google")
// Handle Google authenticated user
+
AuthMethod . NONE -> {
printin("No user is signed in")
// Handle case where no user is signed in

13
modifier = Modifier
. FillMoxWidth()
.padding(vertical = 8.dp),
colors = ButtonDefaults.buttonColors(containerColor = Color.Red)
) { this:RowScope
Text( text: "DELETE ACCOUNT", color = Color.White)





image-2ux2qxq3.jpg
init {
viewModelScope.launch { this: CoroutineScope
_productlList.value = fetchUserProducts()
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image-40ztqph2.jpg
Auth.auth().createUser (withEmail: email, password: password) { [weak self] authResult, error in
quard let weakSelf = self else { return )
it let error = error {

// Wandle error: Show error message
print (error. localizedDescription)
Crashlytics. crashlytics() .record(erro;
return

+ error)

3

/1 Log sign-up event
Analytics.logEvent (AnalyticsEventSignUp, parameter
AnalyticsParaneterbethod: “password’ as NSObject

1) P

weakSelf .porfornSegue (withIdentifior: Constant.signUpSuccessSegue, sendor: weakSelf)

t
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images/
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L— products/
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Get all documents in a subcollection e

To retrieve all the documents from a subcollection, create a reference with the complete path to that
subcollection:

KotlineKTX
Webmodular APl Webnamespaced APl Swift  Objective-C i More

Android
© 0

do {
let querySnapshot = try await db.collection(cities/SF/landnarks") .getDocuments()

for document in querySnapshot.documents {
print("\(document .documentID) => \(document.data())")
}
) cateh {
print(“Error getting documents: \(error)")

¥

ViewController.swift ()
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For all properties

We recommend these events to all customers in all business verticals. Later sections in this
article include some of these events when we recommend sending the events for the given use
case.

Event Trigger when a user

ad_impression sees an advertisement, for apps only
earn_virtual_currency earns virtual currency (coins, gems, tokens, etc.)
generate_lead submits a form or a request for information
join_group. joins a group

login logsin

purchase completes a purchase

refund receives a refund

search searches your website or app

select_content selects content on your website or app

share shares content from your website or app
sign_up signs up for an account on your website or app
spend_virtual_currency spends virtual currency (coins, gems, tokens, etc.)
tutorial_begin begins a tutorial during an on-boarding process

tutorial_complete completes a tutorial during an on-boarding process.
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private func fetchBooks() async {
/1 Reference to Firestore database
1ot db = Firestore. firestore()

Var_books: [Book] = (1

do {
let querySnapshot = try await db.collection("books") .getDocuments()

for_document in_querySnapshot.documents {
if lot book = Book(dictionary: document.data(), docunentid: dooument.documentiD) {

books .append (book)
3

3

if let firstBook = books.first {
bookInfoLabel. text = *\(firstBook.title) by \(firstBook.author) published in
\(FirstBook.publishedvear). Genres: \(firstBook.genres.first 22 *)"

print(“Reviews: \(firstBook.reviews)")

r
} cateh 1
print(“Error getting docunents: \ (BEEEE)
¥
3
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firebaseAnalytics.logEvent("share_image") {
param("image_name", name)
param("full_text", text)
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rules_version = ‘2';

service cloud. firestore {
match /databases/{database} /docunents {

/1 Allow read/write access to the user’s own document
match /users/{userId) {
allow read, write: if request.auth != null & request.auth.uid

userId;

17 Define a variable for the user's role
function getUserRole() {

return get(/databases/$(database) /documents/users/$(user1d)) .data. role
]

/1 Sales sub-collection rules
match /sales/{saleld) {
allow read, create, update: if request.auth

w1l 88 request.auth.uid == userld;

7/ Allow delete access if the user is an admin

allow delete: if request.auth I= null &&
request.auth.uid == userId &&
getUserRole() == “admin";

)

11 Products sub-collection rules (Sale product data)
mateh /products/{productId) {
allow read, create, update: if request.auth I= null & request.auth.uid == userld;

11 Allow delete access if the user is an admin
allow delete: if request.auth != null &&
request.auth.uid == userId &&
getUserRole() == “admin”;

)

17 Products sub-collection rules (User products data)
match /products/{productld) {
allow read: if request.auth != null 88 request.auth.uid

userId;

1/ Allow create, update, delete access if the user is an admin

allow create, update, delete: if request.auth I= null &&
request.auth.uid == userId &&

getUserRole() == “admin’;
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rules_version

service cloud. firestore {
natch /databases/ {database} /docunents (

/1 Mlow read/urite access to the user's own document
match Jusers/{userld) (
allow read, write: if request.auth != null & request.auth.uid == userld;

1/ Sales sub-collection rules
match /sales/{saleld) {
allow read, create, updaf

userTd;

if request.auth 1= null & request.auth.uid

1/ Allow delete access if the user is an adnin
allow delete: 1f request.auth != null 8
request..auth.uid == userld &&
get(/databases/$(database) /documents /users/$(user1d)) .data. role

)

71 Products sub-collection rules (Sale product data)
match /products/ {productid) {
allow read, create, update: if request.auth != null 8& request.

userTd;

17 Allow delete access if the user 1s an adain
allow delete: if request.auth != null 88
request .auth.uid == userld &&
get(/databases/$(database) /documents /users/$(user1d)) . data. role == “admin’

)

11 Products sub-collection rules (User products data)
match /products/ {productd) {
allow read: if request.auth !

ULl 8& request.auth.uid == userld;
1/ Allow create, update, delete access if the user is an aduin
allow create, update, delete: if request.auth '= null &8
request..auth.uid == userTd 8&
get(/databases/$ (database) /documents/users/$(userd) ) .data. role
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Analytics.logEvent("share_image", parameters: [

"name": name as NSObject,
"full_text": text as NSObject,
D
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Get a document e

The following example shows how to retrieve the contents of a single document using get ()

Kotlin+KTX

Webmodular APl Webnamespaced APl Swift  Objective-C e More ~

Note: This product is not available on watch0S and App Clip targets.

© 0

let docRef = db.collection("cities").docunent("SF"

do {
let document = try await docRef.getDocument(
if document .exists {
let dataDescription = document.data().map(String. init(describing:)) 22 “nil"
print(“Document data: \(dataDescription)")

} else {
print("Document does not exist")
r
} catch {
print("Error getting document: \(error)")

e
ViewController.swift ()
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// Start the sign in flo!
GI0signIn.sharedInstance. signin(withPresenting: self) { [unowned self] result, error in
guard error == nil else {
Crashlytics.crashlytics().record{error: error!)
return

b

guard let user = result?.user, let idToken = user.idToken?. tokenString else { return }
let credential = GoogleAuthProvider. credential (withIDToken: idToken, accessToken:
user .accessToken. tokenString)
isLogInProcess = true
Auth.auth().signIn(with: credentisl) { [eak self] result, error in
guard let weakSelf = self else { return
neakSelf. isLogInProcess = false
if lot error = error {
/] Handle error: Show error message
print (error. localizedbescription)
Crashlytics.crashlytics() .record(error:
return

error)

»

// Log Login event
Analytics. logEvent (AnalyticsEventLogin, parameters: [
AnalyticsParameterMethod: “coogle.con’ as NSObject

b} _

weakelf. per fornSegue (withIdentifie

Constant.logInSuccessSegue, sender: weakSelf)
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// Inplement actual login Llogic here
val auth = Firebase.outh
auth.signInWithEnailAndPassword (enail, password)
-addonConpleteListener { task ->
if (task.isSuccessful) {
// sign in success, update UL with the signed-in user's information
Log. d( tag: "SignInSuccess”, msg: "signInWithEnail:success”)

/1 Log Log-in event

val firebaseAnalytics = FirebaseAnalytics.getInstance(context)

val bundle = Bundle().apply { this:Bundie
putstring(FirebaseAnalytics.Paran. HETHOD, "password")

b

firebaseAnalytics. logEvent (FirebaseAnalytics. Event. LOGTN, bundle)

navController.navigate(AppScreen. HainScreen. route)
}else {

/1 1f sign in fails, display a message to the user

Log.w( tag: "SignInFail®, msg: "signInWithEmail:failure", task.exception)

// Log custon login failure event
val firebaseAnalytics = FirebaseAnalytics.getInstance(context)
val bundle = Bundle().apply { this:Bundie
putstring(“login_failure_reason”, task.exception?.nessage ?: "unknown_error")
putstring (FirebaseAnalytics.Paran. HETHOD, "enail™)
¥
firebaseAnalytics. LogEvent(*login_failure”, bundle)
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Account Setting

The Great Gatsby by F. Scott Fitzgerald
published in 1925. Genres: Novel

James Thang rate 5 stars. A timeless
masterpiece.

LOG OUT

DELETE ACCOUNT






image-wnth7l4d.jpg
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Ease of use Productivity Showcase

Instal asily and quickly with no. ‘Extend your app's functionality without  Discover Kara's Coffee, an e-commerce
‘maintenance required additional research app built using Firebase Extensions,
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Auth.auth().signIn(withEmail: email, password: password) { [weak self] authResult, error in
guard let weakSelf = self else { return }
weakSelf.isLogInProcess = false
if let error = error {
/1 Handle error: Show error message
print (error. localizedDescription)
Crashlytics. crashlytics () .record(error: error)
return

)

// Log Login event
Analytics. logEvent (AnalyticsEventLogin, parameters: [
AnalyticsParameterMethod: "password” as NSObject

1 —

weakSelf . perfornSegue(withIdentifier: Constant.logInSuccessSegue, sender: weakSelf)





image-mw8nn1jg.jpg
private func fetchgooks() async {
/1 Refexence to Firestore database
1ot db = Firestore. firestore()
var books: [Book] = []

do ¢
1ot querySnapshot = try await db.collection(“books").getDocuments()
for docunent in querySnapshot.documents {
if 1ot book = Book(dictionary: document.data(), (docunentl:
books. append (book)

B
)

if let firstBook = books.first {
bookInfoLabel. text = “\(irstBook.title) by \(firstBook.author) published in
\(FirstBook.publishedvear). Genres: \(firstBook.genres.first 22 **)"

Jet reviews = await fetchReviews(bookT
if let firstReview = reviews.first {
TeviewInfoLabel.text = “\(firstReview.userNane) rate \(firstReview.rating) stars.
\(firstReview.connent) "

firstBook. id)

¥
¥ cateh {

print(*Error getting docunents: \(error)")

¥
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rules_version i
// Craft rules based on data in your Firestore database
7/ allow write: if firestore.get(
/1 Idatabases/ (default)/documents/users/$(request .auth.uid)) .data. isAdmin;
service firebase.storage {
match /b/{bucket)/o {
// Watch all files under the *images/{userId)/" path
match /images/{userId)/{allPaths=++) {
7/ Allow read and write access if the request is authenticated and the userId matches
allow read, write: if request.auth '= null 8& request.auth.uid == userl
¥
)
¥
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1/ Perforn sign-up action
val auth = Firebase.auth
auth.createUserWithEmailAndPassword(email, password)
.addonConpleteListener { task ->
if (task.isSuccessful) {
// Sign in success, update UI with the signed-in user's information
Log.d( tag: "SignUpSuccess", msg: "signUpWithEmail:success")

/1 Log sign-up event

val firevaseAnalytics = FirebaseAnalytics.getInstance(context)

val bundle = Bundle().apply { this:Bundie /
putstring(FirebaseAnalytics.Param.METHOD, “"password")

¥

firebaseAnalytics.logEvent(FirebaseAnalytics.Event.SIGN_UP, bundle)

navController.navigate(AppScreen. Settings.route)
} else {

// Tf sign in fails, display a message to the user.

Log.w( tag: "SignUpFail®, msg: "signUpWithEmail:failure”, task.exception)
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private func fetchReviews(bookId: String) async -> [Review] {
// Reference to Firestore database
lot db = Firestore. firestore()
var reviews: [Review] = [1

if let querySnapshot = try? await db.collection( books/\(bookId)/reviews") .getDocuments() {

for document in querySnapshot.docunents {
let reviewbata = document.data(
if lot roviow = Review(dictionary: reviewdata) {
Teviews. append(review)

¥
b
return reviews
b
roturn [1
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try {
val account = task.getResult (ApiException: :class. jova) !
val credential = GoogleAuthProvider. getCredential (account. idToken! 1, null)
scope. Launch { tns:Corautnescope
Vol authResult = Firebase.auth. signlnlithCredential(credential) .anait()
onAuthConglete (authResutt)

/1 Deternine if the user is new
Val isMewUser = authResult. odditionallserInfo?. ishenlser
Val eventame = if (isNewUser) FirebaseAnalytics.Event.SIGIUP slse FinebaseAnalytics.Event.LOTN

tre

/1 Log the appropriate event
Val firebasednalytics = Firebasefnalytics.getInstance(context)
val bundle = Bundle()..apply { this Bunde g
putstring(FirebaseAnalytics. Paran. HETHOD, "google")

firebaseanalytics. logEvent (eventhane, bundle)

¥
} caten (e: ApiException) {
onAuthEnron(e)
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Get multiple documents from a collection

You can also retrieve multiple documents with one request by querying documents in a collection. For example, you can
use where () to query for all of the documents that meet a certain condition, then use get () to retrieve the results:

Webmodular APl Webnamespaced APl Swift  Objective-C  KOUNKTX - Java

More
andod Aoaroig 00 More

Note: This product is not available on watchOS and App Clip targets.
©n
do {
let querysnapshot =

try await db.collection(’cities’).whereField(*capital”, isEquallo: true)
~getbocuments ()

for document in querySnapshot.documents {
print(*\(docunent .docunentId) => \(docunent.data())")
)
} cateh |
print(“Error getting documents: \(error)")

¥

Viexcontroller. swift ()

By defautt, Cloud Firestore retrieves all documents that satisfy the query in ascending order by document ID, but you can
At R M e et
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rules_version =

service cloud. firestore {
match /databases/ (database) /docunents
match /{document=++)
7/ Watch any docunent in the orders collection
match /orders/{orderId) {
7/ Allow read (both get and list) access if the user is authenticated
1/ and the userId field in the document matches the authenticated user’s T0
allow read: if request.auth != null & resource.data.userld = request.auth.uid;
)
)
)
)
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rules_version

service cloud. firestore {
match /databases/{database) /documents {
match /{document=x+} {
11 Match any docunent in the orders collection
match /orders/{orderTd) {
// Allow 1ist access if the user is authenticated and
// the userTd field in the document matches the authenticated user's I
allow list: if request.auth != null 88 resource.data.userId == request.auth.uid;
)
)
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e Collection: "books "

¢ Document: “book1®

¢ Fields:
® “title:"The Great Gatsby"
® ‘author’ Scott Fitzgerald"

* “publishedYear : 1925

* “genres:["Novel", "Fiction", "Classic"]
* Sub-collection: “reviews"
¢ Document: "reviewl®
e Fields:
® ‘user’:"user!
® ‘rating:5

® “comment :"A timeless masterpiece."
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rules_version =

service cloud.firestore {
match /databases/{database}/documents {
match /{document=*¥} {
/1 Match any document in the users collection
match /users/{userId} {
// Allow read access if the user is authenticated and the userId
// matches the authenticated user's ID

¥
}

}
}

allow get: if request.auth

= null & request.auth.uid

= userId;
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Auth.auth() .createUser (withEnail: erail, password: password) { [meak self] authResult, error in
guard 1ot weakSelf = solf else { roturn }
if let error = error {
// Handle error: Show error message
print(error.localizedbescription)

T o e e )

roturn
¥
WeakSelf .pexformSeque(withIdentifier: Constant.signUpSuccessSeque, sender: weakSelf:
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Jusers (collection)
/{userId} (document - UID from Firebase Auth)

/products (sub-collection)
/{productId} (document)
~ name: String
~ price: Double
- imageUrl: String

/sales (sub-collection)
/{saleld} (document - each sale)

- date: Timestamp // more precise than TimeInterval

- totalsale: Double

/products (sub-collection)

/{productId} (document - each product in the sale)

productId: String // reference to the product within user's product
quantity: Integer
unitPrice: Double
subtotal: Double
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Start a collection

@ Givethe collection an D

@ ~ddits first document

Document parent path @

/books/Z1LAQo0s25S0KaUtU88q/reviews

Document D @

JC1b8tFuyXFEGTumLXq4
Field Type
user = string
Field Type
rating = | number
Field Type
comment = | string

@ Add field

«

Value

James Thang

Value

5
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Atimeless maste

(-]
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Cancel Save
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rules_version =

service

2

cloud. firestore {

match /databases/ {database}/docunents {
match /{docunent=x+} {
1/ Match any docunent in the posts collection
match /posts/ (postId} {
7/ Allow delete access if the user is authenticated and is the author of the post

)

allow delete: if request

uth t= null & resource.data.authorId == request.auth.uid;
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rules_version

2"

service cloud. firestore {

match /databases/{database}/docunents {

;
)

match /{docunent=++} {
11 Match any document in the posts collection
match /posts/(postId} {

// Allow update access if the user is authenticated and is the author of the post

)
)

allow update: if request.auth

null g& resource.data.authorTd

request.auth.uid;
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rules_version = '2';

service cloud.firestore {
match /databases/{database}/documents {
match /{document=**} {
// Match any document in the posts collection
match /posts/{postId} {
/1 Allow create access if the user is authenticated
allow create: if request.auth != null;

i
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Document parent path

/books

Document 1D @
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Value

The Great Gatsby @
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F. Scott Fitzgerali . @

Value

1925
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Field Type
title = string
Field Type
author = string
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publishedYear = number
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genres = amay
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1 string ~ | Fiction
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import FirebaseFirestore
class SettingViewController: UIViewController {

@IBOutlet weak var bookInfoLabel: UILabell
0IBOutlet weak var reviewInfolabel: UILabell

override func viewdidLoad() {
super.viewDidLoad()
title = "Account Setting"
self.navigationIten. setHidesBackButton(true, animated: true)
Task {
await fetchBooks()
b
3

private func fetchBooks() async {
/1 Reference to Firestore database
let db = Firestore.firestore()

do {
let querySnapshot = try await db.collection(“books").getDocuments()
for document in querySnapshot.documents {
print(*\(document.documentID) > \(document.data())")
}
} catch {

print("Error getting documents: \(error)")

}

© > 8

211AQ0@s2550KaUtUBBq => ["title": The Great Gatsby
Scott Fitzgerald, "genres": <__NSArrayM @x608008d4a0ie>(
Novel,

Fiction,

Classic

)

+ "publishedYear": 1925]
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Get all documents in a collection
In addition, you can retrieve all documents in a collection by omitting the where() filter entirely:

KotlinsKTX

Webmodular APl Webnamespaced APl Swift  Objective-C P More v

Note: This product is not available on watchOS and App Clip targets.
©n

do {

let querySnapshot = try await(db.collection(*cities").getDocuments()

for document in querySnapshot .documents

print("\(docunent .docunentID) => \(document.data())")

}
} cateh {

print("Error getting documents: \(error)")

¥

ViewController.swift ()
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Initialize Cloud Firestore e
Initialize an instance of Cloud Firestore:

Kotlin+KTX
Webmodular APl Webnamespaced APl Swift  Objective-C ‘;'::m More +

Note: This product is not available on watchOS and App Clip targets.

o0
import FirebaseCore
import FirebaseFirestore
o0

FirebaseApp.configure()

let db = Firestore.firestore()

AppDelegate.swift ()
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/users (collection)
/{userId} (document — UID from Firebase Auth)
role: String // e » i editor", "viewer", "guest"
/sales (sub-collection)
/{saleld} (document - each sale)
- date: TimeInterval
- sale: Double
/products (sub-collection)
/{productId} (document - each product in the sale)
productName: String
quantity: Integer
unitPrice: Double
- subtotal: Double

1
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rules_version

service cloud. firestore {
match /databases/{database}/docunents {

E

/1 Allow read/write access to the user's own document
match /users/{userId} {
allow read, write: if request.auth

null && request.auth.uid == userld;

17 sales sub-collection rules
match /sales/{saleld) {
allow read, write: if request.auth

null & request.auth.uid

userId;

11 Products sub-collection rules (Sale product data)
match /products/{productId} {
allow read, write: if request.auth !'= null && request.auth.uid
¥
}

userId;

11 Products sub-collection rules (User products data)
match /products/{productId} {
allow read, write: if request.auth

}

null && request.auth.uid

userId;

¥
}





