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        Preface

        Welcome to the first book on SAP Business Technology Platform (SAP BTP), now in its second edition. The objective of the book is to provide a complete overview of SAP BTP. The book covers the products and services encompassed by SAP BTP, the architecture principles and design patterns to follow for development on SAP BTP, and examples of implementation scenarios and use cases. After reading the book, you’ll be able to articulate why SAP BTP is important for any organization that’s interested in transforming the way they do business, what SAP BTP really is, and how its portfolio of products and services are used together to improve business outcomes. Reviewing the use cases described in the book will help you understand how SAP BTP is used in the real world and open your mind to the art of the possible. It can serve as your first source of information on SAP BTP and as a guide to get you started with SAP BTP implementation.

        
            Target Audience

            The goal of the book is to provide you with enough information to intelligently engage in conversations involving SAP BTP implementation and confidently get started with an SAP BTP implementation. Architects, whether enterprise, solution, technology, development, or integration, will get enough information from the book to help them build SAP BTP strategies for their individual organizations or the entire company. Project managers can understand the extent of effort involved in SAP BTP implementations so they can better manage SAP BTP projects. The use cases covered in the book will not only help architects and project managers but also business users and functional consultants to understand how the SAP BTP portfolio can be leveraged to create innovative business processes within and across lines of business (LoBs). While developers won’t get many how-tos or code samples in the book, they can surely benefit from understanding the big picture.

        
        
            How This Book Is Organized

            We’ve organized this book into three parts. Part I, “Getting Started,” introduces you to SAP BTP, along with its products and services, and teaches you how to set up a trial account. Part II, “Application Architecture and Design,” introduces you to architecture design and development guidelines that are important for building the SAP BTP strategy in your organization. Each chapter within this part of the book covers key topics needed to build, extend, or integrate applications. Part III, “Use Cases,” describes SAP BTP use cases in detail to help you understand how its portfolio of products and services come together to innovatively solve business challenges and improve business processes and outcomes. The use cases will help you visualize what SAP BTP can do and help you realize that the possibilities are endless. 

            We recommend reading this book sequentially from Chapter 1 onward; however, if you prefer, you can directly go to any chapter and start reading about that topic. For example, if you’re interested in learning about what user interface options you have while building applications in SAP BTP, you can start reading Chapter 6. 

            Let’s review what’s covered in each chapter of this book. We’ll start with Part I, which includes the following introductory chapters: 

            
                	
                    Chapter 1: Introduction
This chapter opens the book with a discussion of digital transformation, intelligent enterprises, and how SAP BTP fits into the picture. We’ll also cover the capability pillars of SAP BTP.

                

                	
                    Chapter 2: Account Setup and Administration
This chapter explains how to set up your SAP BTP account, including coverage of different licensing models, account types, and entitlements. We’ll also cover some administration activities. 

                

            

            Next, Part II includes the following chapters about application architecture and design:

            
                	
                    Chapter 3: Architecture Design Patterns and Development Approach
This chapter explains the lean enterprise architecture and key architecture design patterns, which are the foundation to designing applications in SAP BTP. We’ll also explore the development approach phases with SAP BTP.

                

                	
                    Chapter 4: Clean Core
This chapter explains the importance of the clean core strategy and what clean core means in the context of business processes, extensions, integrations, data, and operations. We’ll then explore implementation considerations to achieve clean extensions. 

                

                	
                    Chapter 5: Artificial Intelligence 
This chapter introduces artificial intelligence (AI) at SAP, starting with fundamentals in AI followed by SAP Business AI, the AI Foundation, and the generative AI hub.

                

                	
                    Chapter 6: User Interface 
This chapter describes user interface technologies for SAP BTP, including SAP Start, SAP Build, SAP Fiori, app routers, SAPUI5, mobile development kits (MDKs), and more. 

                

                	
                    Chapter 7: Business Logic
This chapter explains your SAP BTP runtime options: Cloud Foundry, Kyma, and ABAP. We’ll also discuss supported programming models and SAP Build Process Automation capabilities. 

                

                	
                    Chapter 8: System and Process Integration
This chapter describes the SAP Integration Solution Advisory Method and explores the integration technologies provided by SAP BTP, including Open Connectors, API Management, SAP Event Mesh, and SAP Integration Suite, advanced event mesh, and process integration tools such as Cloud Integration and SAP Process Orchestration.

                

                	
                    Chapter 9: Database and Data Integration 
This chapter discusses your SAP BTP data persistency tools such as SAP HANA Cloud. We’ll also cover data integration tools such as SAP HANA smart data integration (SDI), SAP Cloud Integration for data services, SAP Datasphere, and more. Also, we’ll cover the SAP HANA Cloud vector engine, which is a fundamental building block for developing modern generative AI-enabled applications.

                

                	
                    Chapter 10: Analytics 
This chapter explains the analytics capabilities of two key cloud products available with SAP BTP: SAP Analytics Cloud and SAP Datasphere. 

                

                	
                    Chapter 11: Security
This chapter describes security services for authentication and common security flows supported by SAP BTP. We’ll also discuss authorization capabilities, the cloud connector, identity propagation, and identity governance. 

                

                	
                    Chapter 12: DevOps
This chapter discusses application development and operations (DevOps) through key phases: planning with continuous integration and continuous delivery (CI/CD), developing and testing, delivering and changing, and monitoring and testing. We’ll provide an example of a DevOps implementation and end with the low-code, no-code governance model.

                

            

            Finally, Part III includes the following chapters about use cases: 

            
                	
                    Chapter 13: Identifying Use Cases 
This chapter explains how to identify SAP BTP use cases. We’ll explore different types of innovations and business gaps where SAP BTP could fit into the picture. We’ll also explain extensibility concepts.

                

                	
                    Chapter 14: Managing Multiple ERP Systems by Extending and Integrating SAP S/4HANA
This chapter provides our first use case that demonstrates how SAP BTP harmonizes business operations. We’ll explore the architecture, relevant SAP BTP services, and implementation. 

                

                	
                    Chapter 15: Managing Procurement Spend by Extending SAP Ariba
This chapter provides a use case that demonstrates how SAP BTP and SAP Ariba can be leveraged for a business to manage procurement spend. We’ll explore the architecture, relevant SAP BTP services, and implementation.

                

                	
                    Chapter 16: Curating a Guided Prehire Experience by Extending SAP SuccessFactors
This chapter provides a use case that demonstrates how SAP BTP and SAP SuccessFactors can be leveraged to create a prehire experience. We’ll explore the architecture, relevant SAP BTP services, and implementation.

                

                	
                    Chapter 17: Integrating the COVID-19 Risk Index with SAP Concur
This chapter provides a use case that demonstrates how SAP BTP and SAP Concur can be leveraged to create a COVID-19 risk index to improve employee safety. We’ll explore the architecture, relevant SAP BTP services, and implementation.

                

                	
                    Chapter 18: Automating Customer Interaction Using Generative AI 
This chapter provides a use case that shows how a home improvement product and services company can leverage generative AI capabilities on contextual data for its customer interactions to drastically improve its customer engagement. This use case will involve modern generative AI capabilities leveraging SAP BTP-based services, the SAP HANA Cloud vector engine, and retrieval-augmented generation (RAG) architecture.

                

                	
                    Chapter 19: Building Multitenant Applications Using SAP Cloud Application Programming Model
This chapter provides a use case that demonstrates how to use SAP Cloud Application Programming Model and the SAP BTP, ABAP environment to achieve multitenancy. We’ll explore the architecture, relevant SAP BTP services, and implementation.

                

                	
                    Chapter 20: Building Cloud-Native Applications Using SAP BTP, Kyma Runtime
This chapter provides a use case that demonstrates how to use the SAP BTP, Kyma runtime, to develop applications. We’ll explore the architecture, relevant SAP BTP services, and implementation.

                

                	
                    Chapter 21: Automatic Error Handling Using SAP Build Process Automation
This chapter provides a use case with SAP Application Interface Framework, which is a standard monitoring tool in SAP S/4HANA, and SAP Build Process Automation. We’ll explore the architecture, relevant SAP BTP services, and implementation.

                

                	
                    Chapter 22: Process Transformation Using SAP Build Process Automation
This chapter provides a use case for a sporting goods company who identifies process bottlenecks and adapts SAP BTP-based process management using SAP Build Process Automation to transform their order-to-cash process. This way, the company can build a flexible and nimble business process that helps to increase process efficiency and solve real-life business problems. 

                

            

            
                Important Note

                SAP BTP undergoes changes with the addition of new solutions and the retirement of others. We always advise you to check https://discovery-center.cloud.sap for the latest information. 

                There may also be changes to the market categorization of SAP BTP’s portfolio of products and services, messaging, or strategy. You can refer to https://www.sap.com/products/business-technology-platform.html for the latest information. We believe that the architectural principles, development approach, core services, and implementation considerations that are discussed in this book will remain stable, and even if the categorization of solutions changes in the future, the core concepts you’ll find in this book will remain unchanged. 
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            Conclusion

            Reading this book will provide you with a comprehensive overview of SAP BTP solutions and empower you to engage confidently in any SAP BTP evaluation and implementation conversation. This book will serve as your foundational knowledge source for the SAP BTP portfolio of products and services. You can build on your knowledge with SAP BTP training and additional resources that are available from SAP and existing and upcoming SAP BTP books from SAP PRESS. Let’s get on board now and proceed to Chapter 1 with a first glance at SAP BTP.

        
    



                    
                        Part I
Getting Started



                    
                        1    Introduction
Digital transformation and a drive for more intelligent enterprises are disrupting the way companies operate. This chapter explores the role SAP Business Technology Platform (SAP BTP) plays in digital transformation and how SAP BTP is the foundation of an intelligent enterprise. 
We’ve all heard and maybe experienced firsthand that change is the only constant. In today’s world, unpredictability has become the new normal. Companies of all sizes need to be prepared and learn to act in real time. To kick off our journey into SAP’s digital transformation frontier with SAP BTP, let’s consider an example organization. 
A fictitious company, Grocer, is a multinational retailer, acts as a leader in their space, and has been in business for 90+ years. Grocer has not only survived but has also ruled the retail industry through the years. It has gone through several changes since its inception and seen ups and downs in the market, trends in the economy, and innovations in technology. Several decades ago, Grocer went through digitization, a process of converting all paper-based physical assets and information into digital counterparts. Slowly, over time, the company even went through digitalization by converting major business processes to digital. Grocer incorporated technology to simplify and automate work and increase productivity. It also kept up with the e-commerce era and took its business online. 
However, Grocer now is faced with unprecedented times and is challenged in a very different way by new companies that are disrupting the traditional ways of doing business. The newer companies, known as digital natives, are building business models by leveraging technology like never before. Grocer and other companies, which are known as digital immigrants, have used technology to automate some business processes and to increase productivity but aren’t leveraging technology like the digital natives are. If the digital immigrants don’t aggressively build a strategy and lay out a road map to transform, it will come down to survival. 
In this chapter, we’ll discuss digital transformation, intelligent enterprises, and how SAP BTP enables these key concepts. We’ll also discuss the capability pillars of SAP BTP and the products that are included. 

        1.1    Digital Transformation and Intelligent Enterprises

        In this section, we’ll explore the concepts of digital natives and digital immigrants, and then examine the role of digital transformation and the importance of becoming an intelligent enterprise.

        
            1.1.1    Digital Natives and Digital Immigrants

            Digital natives have the advantage of technology. These are relatively new companies that came into existence only after the age of the internet and modern technology. Their business models are based on the fact that their users will be connected 24/7 and have mobile phones at all times. They leveraged the latest technology as the foundation of their business model and had the luxury of starting on a blank slate and making modern intelligent technologies an integral part of their business processes, products, and services. These companies are also able to adapt to the market demand easily by enhancing, extending, or even building new business processes and models and expanding into new business avenues. The underlying technology provides the ability for these digital natives to be agile. Technology never seems to be a hindrance to growth. If anything, it’s their biggest asset. 

            For example, Uber disrupted the way taxi companies operated and innovated a new way to do this business. Netflix did the same by not only disrupting the entire DVD rental business, but also opening new avenues to streaming videos and expanding their business into producing content as well. Amazon is another classic example of a digital native business in how it started selling books online, resulting in the closure of many traditional bookstores. It then expanded business by selling every possible retail product and even started manufacturing its own products. There are several such examples of new companies that based their business model on modern technology and created disruptive innovation. Even modern technology that didn’t seem like a big deal took off in the market like no one imagined. For example, mobile phones evolved within a decade from cell phones to smartphones that are always with us. They took over the market and completely changed consumer behavior, forcing all companies and businesses to adapt to this change and respond to the consumer needs and demands. 

            Digital immigrants, on the other hand, are companies that have been around for several decades. These companies have a legacy and typically are some of the largest enterprises that power the world today. They have a business that’s already functional and running at full steam, and mission-critical IT processes are keeping the lights on. They have digitized a lot of processes and procedures in the company, but they aren’t leveraging the full power of modern technology like the digital natives are. One reason for this is because when these companies were formed, the technology didn’t allow for this seamless integration or modernization. But now that the technology is available, they not only need to fulfill their customer expectations but also rely on technology to automate business processes and build business models that can extend and expand reach and increase revenue. They need to modernize their business models and mission-critical applications to help identify new opportunities, create new revenue streams, increase customer satisfaction, improve process efficiency, simplify operations, mitigate and manage risk, and compete better.

        
        
            1.1.2    Digital Transformation

            It’s pretty apparent that digital immigrants are threatened by digital natives. If the digital immigrants don’t adapt and provide similar or better services to their users, they are at risk of becoming digital dinosaurs that may not last long. We’ve seen companies disappear simply because they didn’t adapt to the changing market needs and didn’t see the opportunities to improve or the need to take their competitors seriously. Blockbuster and Blackberry are classic examples of companies that ruled their space at one time but disappeared because they didn’t adapt. They didn’t take the step toward modernization, which resulted in not only a threat to their existence but actual extinction. Clearly, the transformation to the digital world is a necessity, not an option.

            Often digitization and digitalization are confused with digital transformation. While all are related and one leads to the other, they are very different. Digitization is the process of moving from analog to digital—for example, paper letters to email, paper receipts to digital receipts, and paper-based forms to digital forms—all using computers to store and process information. Once computers became mainstream, all the basic actions became digital, and the differentiator was now in digitalization. 

            Digitalization happened when companies took digitization to the next level by using computers to simplify work. It made work easier and information more accessible. However, the business process behind the scenes was still the same. It still mimicked the old way of doing things in the analog world, but computers were used to automate and get work done faster. For example, searching for employee, patient, or customer records became much simpler. It was easier to type in a search field than manually searching through hundreds of physical records. However, the way they were served was still the same. The information and data that is now stored digitally could be shared with other entities easily, but the process of finding, sharing, and using the information was still limited to the analog world. The way business is done hasn’t changed in this example, and neither has the way new business opportunities are created. To fully leverage the power of the digital world and modern technology, it’s no longer sufficient to just use computers to automate and make processing simpler and faster—companies need to create new ways of doing business, which is where digital transformation comes into the picture.

            Digital transformation is taking digitalization one step forward. It’s the evolution in business models based on the evolution in technology. It’s taking advantage of technology and making it the foundation to transform business. With digital transformation, companies are taking a business-first approach by stepping back, questioning their business processes, and trying to improve or reinvent them by using technology. Some other companies are taking the technology-first approach by closely looking at available technology and how it can be used to improve business. Either way, they are trying to redesign and reinvent the way business is done by fully leveraging modern technology. 

            Let’s take another look at Netflix. The company first started with a service of mailing DVDs, sending brick-and-mortar video rentals to their customers. As technology improved and Netflix discovered that streaming content was a possibility, they digitized videos and started their streaming service. Netflix then started using technology to efficiently collect and process user viewing statistics and data to be able to make viewing recommendations to their users. At all times, Netflix is pushing content to the users based on viewing history versus waiting for the users to search and fetch content. They have also expanded their business into producing content and competing with major production companies. This is a classic example of digital transformation. 

            Digital transformation has an impact on every industry. Banking, for example, has undergone major transformations over the years due to technology. Not so long ago, all transactions related to banking were handled in person at the bank by a teller. ATMs came along and automated cash withdrawals, extended business hours, and reduced waiting times. Over time, ATM machines evolved to accommodate cash and check deposits as well as handling multiple accounts. More recently, with PCs and mobile devices in use, online and mobile banking become available. Customers conduct more and more banking services online, including paying bills and sending money to friends and family, even across countries. We’re also able to make deposits by taking a snapshot of a paper check. Going further, a new wave of payments such as PayPal and Apple Pay let customers pay through their mobile device, replacing cash and plastic credit cards. 

            The retail industry has also undergone a radical transformation. Digital technologies forced the move from in-store to online shopping. It impacted the entire shopping experience for consumers. From the way we access coupons, to loyalty programs, to recommendations we get from the retailer based on our buying history, everything has changed based on technology. Retailers such as Amazon are even experimenting with subscription-style sales for common household goods that can get replenished automatically with a click of a button and get billed to your account, saving a trip to the store.

            Digital transformation is real, and if companies need to embark on this journey, then they can either start from scratch like the digital natives or take what they have and build on it. While starting new is an option, it’s likely not practical for companies that have a legacy, a huge customer base, and existing investments to let go of all that and start on a blank slate. They will most likely need to leverage existing investments and build a bridge between their existing legacy and their new innovations while adopting practices and implementing methods that will let them continue to run the business while providing flexibility to innovate. 

            Bimodal IT is a concept that was first introduced by Gartner, a leading IT research and advisory firm. It’s the practice of managing two separate but coherent styles of work: one focused on predictability and the other on exploration.

            
                Note

                For more on Gartner’s definition of bimodal, go to www.gartner.com/en/information-technology/glossary/bimodal.

            

            For SAP customers, in the context of digital transformation, we like to interpret bimodal IT in the following way:

            
                	
                    Mode 1
Focused on keeping the existing investments stable, reliable, and fully operational. The main objective is to keep the lights on by running the mission-critical applications needed for the business to sustain. While IT is running in this mode, it can always make changes to adapt to market demand as it has always done.

                

                	
                    Mode 2
Focused on innovation, agility, and adaptability to support future growth of the business. The main objective is to bring innovation and consumer-grade experience to existing and new applications to modernize them, taking advantage of connectivity and making them smarter with recommendations using artificial intelligence (AI), machine learning, analytics, big data, and more. 

                

            

            Combining these modes is the cornerstone of the bimodal IT concept. Both modes play an essential role in digital transformation and the path toward becoming an intelligent enterprise. Organizations within the enterprise supporting these two modes should work cohesively to ensure they are working toward the company’s transformation vision. 

            Another essential element in the transformation journey is a platform that provides a bridge between stable legacy systems and operations (mode 1) and innovations (mode 2). You want to be able to leverage existing investments by reusing what worked well or enhancing through modernization. Another option is to discard what didn’t work in the past and adopt something new. Or, you might combine old and new investments. Whatever your transformation journey demands, the platform should be able to support you throughout. 

        
        
            1.1.3    Intelligent Enterprise

            Up until now, we talked about digital transformation and why companies need to transform. While companies are in the transformation journey, reality throws another curveball at them: change and unpredictability. We now know for a fact that digital transformation and the digital economy are real and taking over; we’re constantly faced with yet another new reality. The experience economy is an example. Most people don’t want to buy anything without knowing what other consumers think about the product or service. Additionally, consumer expectations are changing; when we order something online, we now expect to have it delivered in a few days. That’s the experience we expect, and experience is a big part of all businesses in today’s world. Another example is related to generative AI. AI in general and generative AI in particular help businesses deliver innovations and optimizations in various areas such as customer relations, finance, procurement, and so on, and helps end users increase efficiency and productivity. 

            For a moment, let’s see what’s happening at the example company mentioned earlier, Grocer. With their operations running on SAP, they know exactly what’s happening because their systems capture operational data about their customer transactions, supply chain, manufacturing, and spending. But if the company wants to influence what happens next, they need insight about the interactions that customers have with their products, employees, business, and brand. They need intelligent interpretation of all the experiences they are delivering, all the time. To “connect the dots” and understand the interdependencies, Grocer needs a platform that captures it all in one place. If the company knows why something is happening, they can decide on the best way to respond immediately. 

            To succeed in today’s economy, intelligent enterprises connect experiences with operations, make predictions, and automate through AI and machine learning to guide their business decisions. Intelligent enterprises collect insights from customers, employees, products, and brands at every touch point. They use powerful technologies to automate and integrate their data, processes, and applications, as well as to sense opportunities, risks, and trends. They turn this intelligence into action across every part of their business. Simply put, intelligent enterprises turn insight into action to succeed and make their business future proof. 

            SAP’s vision is to enable every organization and every industry to become a network of intelligent, sustainable enterprise. It provides the foundation for companies to break down departmental silos and build and adopt cross-functional business processes to make them intelligent enterprises. Let’s look at how SAP products and solutions support the vision, as shown in Figure 1.1. 

            At the core of an intelligent enterprise that future proofs its business is SAP cloud ERP, which is differentiated by its built-in AI capabilities, automation possibilities, and user experience (UX). SAP S/4HANA Cloud is part of SAP cloud ERP, and comes with extensive functionality across all key functions to run your business, including procurement, manufacturing, logistics, asset and service management, and so forth. An additional strength of SAP cloud ERP is the broad set of extended functionalities available for your specific needs. All of these additional functionalities are embedded in the core system and use the same data structures and user interface (UI) while extending the processes. Let’s walk through a few examples: 

            
                	
                    You can add additional product lifecycle management capabilities to anticipate market needs in challenging markets, and use market signals to define requirements for your products and accelerate design and development. 

                

                	
                    You can synchronize your planning in seconds as the system collects real-time data from all your suppliers to react immediately and optimize your planning. 

                

                	
                    You can increase the speed of digitization in your manufacturing across all assets to balance workloads and adjust production on the fly or improve your logistics execution with instant access to delivery routes, delays, and planning with vendor capacity to ensure on-time delivery. 

                

                	
                    You can take your asset and service management to the next level and ensure asset care and continuous uptime with proactive services at the right time, based on your operational and performance data.
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                Figure 1.1    
            Intelligent Enterprise

            
            SAP’s intelligent suite applications support the end-to-end business processes of an enterprise in the areas SAP has been established in for decades: supply chain, manufacturing, procurement, finance, human resources, customer operations, and many more. These applications are modular, integrated, and have a shared look and feel. You can start with a single application that gives you the most business value, and when you want to grow or extend your business to new features and applications areas, you can easily implement other applications. This is especially important when compared to trying to stitch together a patchwork of applications from different vendors. The intelligent enterprise has key impacts on the following lines of business (LoBs): 

            
                	
                    Supply chain
Supply chains have been greatly tested in the past, especially during the COVID-19 pandemic. The importance of agility and flexibility has never been clearer. Solutions such as SAP Integrated Business Planning for Supply Chain (SAP IBP) and SAP Supply Chain Control Tower bring full transparency and adaptability. You can create supply chains that consider the real world, with prioritized amounts, allocations, and constraints. 

                

                	
                    Manufacturing
SAP’s solutions are designed to support Industry 4.0 approaches, including focusing on new customer needs, reinventing production to deliver customization at scale, and leveraging the power of sensors and the Internet of Things (IoT) for greater efficiency and flexibility.

                

                	
                    Procurement
SAP Ariba’s spend management solutions let you control every source and category of spend. There’s been a surge of new interest in solutions such as SAP Business Network Discovery, which lets any buyer post their immediate sourcing needs in front of the four million suppliers on SAP Business Network. 

                

                	
                    Finance
CFOs need increased efficiency and the insights to adapt to challenges. For example, they need to keep a close eye on liquidity and cash flow. They need the transparency and the ability to understand the consequences of different choices. What are the increased credit risks? Is the customers’ ability to pay changing? Should you consider changes to payment terms or credit lines? SAP S/4HANA has caused a revolution of the finance function, using the power of SAP HANA’s in-memory technology to enable flexible and real-time analysis of different options. 

                

                	
                    Human resources (HR)
Whether it’s working from home or new procedures and processes on the factory floor, SAP SuccessFactors cloud software provides everything you need to keep workforces engaged, increase organizational agility, and enable workers to achieve peak performance levels.

                

                	
                    Customers
Most important of all, you need the ability to give customers what they need seamlessly and in real time. Today’s world has underlined the importance of flexible omnichannel approaches as consumers move to online purchasing and expect a range of in-store purchasing, click and collect, and delivery options.

                

            

            All of this is built on the foundational layer, SAP Business Technology Platform (SAP BTP). SAP BTP is an open, business-focused, multicloud platform that gives you everything you need to become an intelligent enterprise and future proof your business. We’ll provide a complete introduction to SAP BTP in subsequent sections. Ultimately, the intelligent enterprise is about true end-to-end business processes across silos, across LoBs, across technologies and applications, across industries, and even across global ecosystems, empowering organizations to respond effectively to changing circumstances, recover quickly to take advantage of new opportunities, and reimagine business models for the future. The only thing that we can be sure about regarding the future is that it’s going to be different from what we expect today. Intelligent enterprises can adapt quickly and flexibly to changing circumstances and lay the groundwork for future success. 

        
        
            1.1.4    RISE with SAP

            Customers have trusted SAP with their ERP for over five decades to deliver reliable software that can handle the most robust business processes and let customers keep their secret sauce, that is, have the flexibility to customize their system to their business needs. Unfortunately, that flexibility has now resulted in technical debt that has limited rapid innovation ability today. SAP’s on-premise ERP customers frequently experience upgrade challenges from a lack of standardized processes and years of customizations. This inhibits these customers from accessing the latest innovations and results in a high total cost of ownership of their ERP assets. SAP’s cloud-first strategy is to enable customers to make the most of new technology as soon as it’s released, giving them the ability to stay competitive and maximize their cloud journey. To achieve this, SAP created RISE with SAP. 

            RISE with SAP isn’t an acronym or new technology; rather, it’s a comprehensive business transformation as a service offering. This package of products, services, and tools address your company’s needs when embarking on the journey into becoming an intelligent enterprise. It’s designed specifically to transition your current SAP ERP or on-premise SAP S/4HANA installation to the cloud. In an SAP cloud ERP setup, SAP runs your SAP system, essentially taking over your “keeping the lights on” activities so you can focus on innovation. To ensure customers are successful and SAP is accountable for their success, SAP won’t just sell technology to customers and leave it up to them to make it work. SAP works with trusted partners to support customers throughout the journey and takes accountability for innovations and moving to the cloud. 

            As shown in Figure 1.2, RISE with SAP is a migration and modernization program that has three core components: software, infrastructure, and managed services. 

            Let’s start with the software. At the core of RISE with SAP is SAP S/4HANA Cloud Public Edition or SAP S/4HANA Cloud Private Edition as your ERP system. Bundled with this are tools and services that will help ease your transition into the cloud. SAP Signavio will optimize business processes, and SAP BTP will help innovate and build applications. To keep your secret sauce, you can leverage SAP BTP as your extension platform to extend SAP applications or create new ones. As part of RISE with SAP, you can choose the infrastructure hosted on the hyperscaler of your choice for an SAP S/4HANA Cloud Private Edition implementation: Google Cloud Platform, Amazon Web Services (AWS), Microsoft Azure, or Alibaba Cloud. Or, for an SAP S/4HANA Cloud Public Edition implementation, you would use SAP’s own data centers. So, you can make your choice, and SAP will manage it for you. 
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                Figure 1.2    
            RISE with SAP

            
            Next is managed services. RISE with SAP stands out from infrastructure as a service (IaaS) by offering a unique application-level uptime service-level agreement (SLA) of 99.7%, providing a single SLA and accountability for the entire solution stack. This aggregated SLA includes benefits such as no additional costs for network traffic, predesigned backup solutions with management adhering to SLAs, comprehensive disaster recovery and high availability (HA) solutions, certified operating system (OS) and database management, Basis administrative support, and platform and OS security. 

            The migration and modernization program that RISE with SAP offers comes with a clear methodology and many tools to enable customers to simplify the journey from their former SAP ERP or on-premise SAP S/4HANA system to the newest SAP cloud ERP. This journey is mainly divided into four main steps:

            
                	
                    Discover and prepare 
Analyze your existing infrastructure, applications, and data to assess the feasibility and readiness for cloud migration and create a business case.

                

                	
                    Explore and plan 
Determine your unique requirements (what you need and when) to migrate to SAP cloud ERP, and define your scope and timelines.

                

                	
                    Move and deploy 
Benefit from the support of a variety of activities, including system conversion and integration, interface configuration, security setup, testing, and training.

                

                	
                    Run and innovate 
Unlock the full potential of your ERP by running the latest version, achieving better results with higher-quality data, and using OSs more efficiently. It’s essential to constantly innovate and unlock the potential of your SAP cloud ERP system by running the latest version. To ensure you’re running the latest version, it’s important that you learn about clean core and its benefits, which help with faster and cleaner upgrades. For more information on the clean core strategy, see Chapter 4. 

                

            

            To summarize, RISE with SAP delivers one contract and subscription for software license, infrastructure, and technical managed services, alongside faster problem resolution, business continuity, and reduced risk. A RISE with SAP contract includes the following, for example: SAP S/4HANA Cloud Public Edition or SAP S/4HANA Cloud Private Edition deployment options; business process intelligent solutions from SAP (limited); tools and services such as SAP Readiness Check for SAP S/4HANA, the Custom Code Migration app, and others; infrastructure provided by hyperscalers and SAP; consumption credits for SAP BTP; and the SAP Business Network starter pack. For our discussion in this book, it’s important to note that SAP BTP credits are offered for customers to consume.

        
    


                    
                        
        1.2    Role of SAP Business Technology Platform

        By now, we hope you’ve visualized how the world is changing for businesses and how businesses are having to react to this change to keep up with market and customer demands. The pace at which this change is happening is also very fast, forcing companies to respond quickly. The COVID-19 pandemic tested many organizations and companies, and it’s become very apparent that agility and adaptability are crucial. 

        We see that future-ready businesses achieve much higher returns, which is supported by three key competencies:

        
            	
                Achieving a state of continuous digital transformation, building the muscle memory and readiness to be on the forefront of flawless business execution. Continuously evolving businesses consume standard innovation and are highly selective about building things. They infuse intelligence and automation in business processes to maximize impact. These businesses democratize innovation so that the workforce can make their own decisions and execute ideas through grassroots insights.

            

            	
                Agile operating models that free up IT resources to focus on innovation and reduce the burden of maintenance and tactical execution. This is achieved by building partnerships that differentiate you from the competition by leveraging your vendors to be accountable for joint success. Overall, technology for future-fit businesses must take the role of seamlessly enabling strategy with flexibility and speed. 

            

            	
                Finally, in the world of unpredictability, resilience is a necessary trait for large businesses to build security, compliance, and responsiveness within all its functions. Success is dependent on automating standards, delivering compliance as a workflow with guided intuition built into points of execution, and being able to quickly adapt to change as the need arises.

            

        

        As you can see in Figure 1.3, SAP provides several applications that solve many business process challenges, but we know there will be some gaps due to the uniqueness in the way businesses are run. If you have a secret sauce, you want to incorporate it and safeguard it without disrupting anything else. This is where SAP BTP can help solve business problems that aren’t addressed by out-of-the-box SAP applications through discovery, extension applications, and analytics. 
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            Figure 1.3    
            Business Needs Fulfilled

        
        It’s clear that both business and IT have to join forces and leverage technology in a way to create differentiators in the market. To do this, organizations need a platform that provides all the necessary products and services so IT and business can quickly join forces to make necessary decisions focusing on innovation and transformation. SAP BTP is one such platform that provides the technical foundation for businesses to change and adapt quickly. As mentioned earlier, SAP BTP is the foundation for an intelligent enterprise.

        Now that you know why SAP introduced SAP BTP, let’s look at what SAP BTP really is. Simply put, SAP BTP is a unified and open platform that combines several capabilities on one business-centric public cloud platform. It’s a portfolio of SAP solutions, products, and services that are brought under one umbrella. It’s a collection of on-premise and cloud products and solutions grouped under five integrated pillars: application development, automation, integration, data and analytics, and AI (see Figure 1.4). You can think of this grouping as SAP BTP capability clusters or capability pillars. 

        You’ll see in Chapter 2 that most of the products and services can be accessed through the SAP BTP cockpit. These and other products (e.g., SAP Analytics Cloud) are built on SAP BTP, while others are included within its umbrella to provide additional choice for customers.
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            Figure 1.4    
            Five Capability Pillars of SAP BTP

        
        
            Note

            If you’ve read the previous edition of this book, we mentioned that due to SAP’s evolving strategy, the technology pillars of SAP BTP may be rearranged or changed, and products may be added or deleted from the portfolio. As suspected, it did change. The four technology pillars (database and data management, analytics, application development and integration, and intelligent technologies) have been rearranged into five pillars—application development, automation, integration, data and analytics, and AI—and are now referred to as capability pillars.

            SAP’s strategy will continue to evolve; the capability pillars of SAP BTP may be rearranged or changed, and products and services may be added or deleted from the portfolio. If this happens, it shouldn’t impact the value you get from SAP BTP. You’ll learn throughout this book how various SAP BTP services are brought together to build innovative solutions; the categorization of products doesn’t significantly alter how you architect and build solutions using SAP BTP services. This is because solutions can be built using SAP BTP services and technologies in any combination.

            You can refer to www.sap.com/products/technology-platform/solutions.html for the latest information on the market categorization of products and services within SAP BTP.

        

        Let’s take a closer look at each pillar, as shown in Figure 1.5:

        
            	
                Application development
With most companies accelerating their digital transformations, the importance of application development has grown significantly. Recent studies have found a clear link between accelerating software innovation and company performance. Today, along with mastering the nuances of their industry, companies must also excel in developing software. Yet, many companies are still struggling to keep up. 

                To help companies innovate at the speed of their businesses, SAP provides several capabilities. A unified pro-code and low-code/no-code offering for professional and citizen developers to enable low-code application composition and digital experience to accelerate time to value. This solves challenges quickly by leveraging business expertise to reduce the burden on IT and reduce costs. Whether it’s a professional developer, citizen developer/automator or business user, with pro-code and low-code/no-code offerings, SAP enables everybody in a company with any development skills to become a champion of change. 
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                    Figure 1.5    
            SAP BTP: Capability Pillars

                
            

            	
                Automation
SAP powers many of our customer’s most mission-critical processes such as quote-to-cash and hire-to-retire. Within these processes are many predictable, mundane, and repetitive tasks. By automating routine tasks, organizations can execute faster, reduce errors, and free up people to work on more meaningful projects. SAP Build Process Automation combines workflow management to help create forms, manage decision logic, and build, adapt, and organize process flows with simple drag-and-drop functionalities. Robotic process automation (RPA) automates human tasks that can be attended or unattended so people can support the task or have it run hands-free. This is all possible with a no-code frontend business users can use themselves or with the support of IT. Prebuilt content and connectors for SAP and non-SAP solutions help you get started quickly.

            

            	
                Integration
Customer landscapes are becoming more and more diverse and complex with systems, applications, and processes running on-premise and in the cloud. SAP BTP has services that support all possible integration needs in an organization. You can seamlessly integrate SAP and non-SAP solutions both on-premise and in the cloud while securely connecting applications, processes, and people. Out-of-the-box content that includes integration packs, application programming interfaces (APIs), business events, and connectors is available and ready to use on day one. Continuous access to best practices via prepackaged SAP business content and the AI-powered Content Advisor speeds up integration and development and lowers ongoing support costs. 

            

            	
                Data and analytics
While the majority of transactions in a customer’s landscape touch an SAP environment, only a fraction of the data is in SAP. The rest of the data is sitting in disconnected systems or data lakes, where it’s of low value for the customer because it’s not contextualized. SAP is aligning data models across the suite components, which allows the execution of end-to-end business processes. This aligned data model represents highly valuable pieces of data that are connected to each other and that everybody is eager to use. For this, SAP BTP provides everything you need to store, access, process, integrate, and interpret all relevant data in your landscape. The different services and products categorized under this pillar let you manage and use data in a flexible and efficient manner at the speed your business demands and enables you to get a single view of data across every aspect of the organization without having to physically move it into a single place. Data is brought together on the fly as and when it’s needed for insights, and decision-making can be achieved through analytics and planning tools.

            

            	
                Artificial intelligence 
Intelligent technology solutions change the way we live and work by optimizing processes, maximizing resources, and igniting innovation with the right combination of AI/machine learning services and industry expertise. AI and machine learning are getting embedded into everything—both simple and complex business processes. SAP provides several features in AI. With the help of prebuilt AI models, you can realize self-learning programs and build intelligent business processes to realize your intelligent enterprise.

            

        

        If you aren’t new to SAP and already have SAP in your landscape, then you most likely are already familiar with solutions that are part of one or more of the five SAP BTP capability pillars. So, what’s new? The solutions within each of the capability pillars provide value by themselves, and you must have already implemented some of them. But what you likely haven’t done is use them together or integrate them to extend reach and functionality. SAP BTP gives you the flexibility to implement one or several of the solutions as you need them today and add to the landscape as your needs grow in the future. This is typically how products and solutions have been implemented until now. Although it’s true that these technologies and solutions can be implemented in silos, the real power of SAP BTP is when they are combined together to build new solutions, extend existing solutions, or integrate cloud and on-premise SAP and non-SAP solutions. SAP BTP gives you the flexibility of implementing products and solutions independent of one another, but once you start integrating them, you create a “better together” scenario to quickly solve some of your most challenging business problems that you might not have imagined could be solved in the past, especially when looking at one stack of the capability pillar. You’ll soon realize that combining your existing investments with new technologies will give you the power to innovate and uncover endless opportunities. Part III of the book dives deep into use cases to help you fully understand how SAP BTP provides a unified, business-centric, and open data and development platform for the entire SAP ecosystem. 

        SAP BTP empowers SAP developers, partners, and customers alike:

        
            	
                Developers
For SAP developers, it provides a strong product portfolio and a central platform for accelerating development and integration. 

            

            	
                Partners
SAP partners can leverage the tools and services that help accelerate development and integration in a more efficient way, reducing time to value and reducing implementation costs. They can build extensions to existing SAP solutions that can be made available to customers to buy in the SAP Store. The common architecture and open framework help to reduce time to market. 

            

            	
                Customers
SAP customers can start with implementing one product and then add more to the landscape, building on their core processes, leveraging their existing long-term investments, or plugging in new business and technology innovations. They can rapidly build, integrate, and extend applications or consume content made available by SAP and partners.

            

        

        Companies operate in a complex hybrid landscape of on-premise and cloud systems. They interact with suppliers, vendors, partners, and customers, while running their own unique business logic, processes, and data models. Connecting all of these business applications, processes, and data is important for companies to do business seamlessly and efficiently. SAP BTP lets you integrate, create value from data, and extend the SAP landscapes, as depicted in Figure 1.6.
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            Figure 1.6    
            Power of SAP BTP in Integrating, Extending, and Bringing Data to Value in SAP Landscapes

        
        Let’s dive deeper into these capabilities:

        
            	
                Integration: Connect applications, data, and processes
Most companies have diverse landscapes comprising systems, applications, and users spanning cloud and on-premise environments, as well as interactions with external entities. It’s natural for companies to want to look for efficient and cost-effective ways to connect these systems and landscapes across their environments, improve operational efficiencies, and grow their business. SAP BTP helps connect applications, data, and processes by providing ways to deliver a unified UX. The platform enables real-time data exchange across multiple cloud and on-premise systems, integrating applications across vendors, legacy systems, hyperscaler platforms, and open-source technologies. It provides prebuilt integration content and connectors to integrate to various SAP and non-SAP systems and processes.

            

            	
                Data-to-value: Drive confident data-driven decisions
Data in the 21st century is like oil in the 18th century—it’s the most valuable resource of the digital economy. Companies have started collecting data from various sources such as sensor data, customer data, experience data, and more. As the data volumes grow year after year, companies struggle to make use of data and create significant business value. Companies need to not only process, harmonize, manage, protect, and access all the new data but also relate it to traditional operational data. They need to be able to consolidate data in ways that don’t impact existing operations while still gaining real-time, reliable insights to aid in making critical business decisions. The SAP BTP products and services support every data need of a company and help companies gain a consolidated view across all data assets, including on-premise/cloud and SAP/non-SAP, and achieve insights to make real-time decisions, especially during times of rapid change. 

            

            	
                Extensibility: Build and extend applications and processes
Earlier in the chapter, we talked about how companies are having to keep up with changing market demands and emerging business models and technology. Businesses need to adapt quickly by adopting new technology and processes and by refining existing ones. With SAP BTP, you can build, extend, and enhance SAP applications based on business needs without disrupting the existing operations. You can build personalized applications to improve user productivity and meet customer, employee, or partner needs. Application lifecycle management (ALM) is managed through the framework, reducing operations costs. Low-code and no-code tools help automate software development, and the flexibility to separate customizations from core software code decreases maintenance costs.

            

        

    


                    
                        
        1.3    Capability Pillars

        In this section, we’ll review all the solutions and products that are part of SAP BTP (as of the time of writing in spring 2024). When the first version of this book was released, what was part of SAP BTP and how the products were grouped was different from what they are now. So, there is a good possibility that the grouping of products that exist today might change in the future based on SAP’s strategy. Products might be added or removed from the SAP BTP umbrella, new solutions might be introduced, and services might be retired or introduced. Regardless of how the categorization is done, it’s important to remember that the value you get from SAP BTP will only increase. This is because SAP is evolving and introducing functionality that will benefit customers based on their needs, market trends, and technological advancements. Note that the categorization and grouping of solutions, products, and services under SAP BTP is purely from a marketing standpoint, and the real value of SAP BTP lies in how all these elements are integrated together.

        You’ll see in the following sections that SAP BTP has a wide range of solutions and products. SAP BTP gives you the flexibility to move directly to a new cloud solution or continue to use your on-premise deployments and incrementally add cloud services at your own pace as and when required. While SAP is focusing on cloud solutions and encouraging customers to adopt them, on-premise solutions are included to show that existing investments are still supported, until the support period ends, and can be easily integrated with cloud solutions as needed. On-premise customers can take advantage of the innovations in the cloud as extensions of their on-premise solutions through easy and compelling hybrid options.

        We’ll provide an overview of the available products in the following sections, but we won’t discuss how to implement any of the products. The focus will be on how various products can be combined and technologies used to solve your business challenges and create innovative solutions for better business outcomes. In Part II of the book, important strategic products are covered in more detail, including how they are combined with other products and services in SAP BTP during an implementation. 

        In this section, just focus on getting familiar with the products and what they can do for you. In the rest of the book, we’ll discuss how to mix and match the products to fully leverage the power of SAP BTP. Irrespective of the technologies, services, or products and which capability pillar they belong to, you can use them to improve your business or create new business opportunities.

        
            1.3.1    Application Development

            Digital experience is about delivering consistent, collaborative experiences across any channel and across all of your business applications. Today’s customers demand top-notch customer experiences, seamless interactions, and data integrity as they switch between different interaction channels without disruption. Apps must be ready quickly and must deliver the experience users expect. 

            As seen in Figure 1.7, SAP BTP enables customers to create integrated and contextual experiences for users across all digital touch points, such as web, mobile, portal, and conversational AI using SAP Build Work Zone, SAP Start, and SAP Mobile Start. It provides the framework to handle whatever the future will bring with state-of-the art tools and predefined, ready-to-use content to be fast and cost effective. SAP BTP provides a seamless digital experience for the business end users. SAP Build Work Zone, SAP Start, and SAP Mobile Start act as personalized, central entry points to applications, tasks, and process information. 
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                Figure 1.7    
            Application Development Capability Pillar

            
            Development efficiency is about easily and efficiently developing and managing enterprise application extensions across any landscape. If you want to adapt an existing SAP application with a ready-to-use services/software as a service (SaaS) solution (from SAP or an SAP partner), or if you need to rapidly develop and deploy a next-generation app that is tailor-made for your specific needs, SAP BTP provides you with enterprise-grade capabilities to do so. There are tools available in SAP Build to help you develop the exact application quickly, easily, and economically while streamlining maintenance tasks. Services and ready-to-use content can enhance and adapt your applications in a fast and cost-effective manner. SAP supports fusion development with low-code and pro-code development options. For a professional developer, SAP BTP offers SAP Build Code and an integrated development environment (IDE), SAP Business Application Studio, that supports all modern aspects of coding-based development. SAP Business Application Studio is also the environment to make use of building low-code applications that support application frameworks (e.g., SAP Cloud Application Programming Model or the ABAP RESTful application programming model) or leverage development kits that will ease the tasks of a classic developer during the creation of desktop, hybrid, or even specific mobile applications. A citizen developer will most likely use the integrated no-code tool called SAP Build Apps to build apps and extensions leveraging visual programming without any coding requirements. This can be done using templates and industry best practices. 

            As shown in Figure 1.8, SAP Build is SAP’s low-code, pro-code solution portfolio. This enables the people closest to business problems (e.g., finance managers, supply chain gurus, and manufacturing experts) to create and augment enterprise applications, automate processes, and design business sites with drag-and-drop simplicity. SAP Build encompasses four services as part of the application development capability pillar: SAP Build Apps; SAP Build Code; SAP Build Work Zone, standard edition; and SAP Build Work Zone, advanced edition. SAP Build also includes SAP Build Process Automation, which is part of the automation capability pillar. 
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                Figure 1.8    
            SAP Build Portfolio

            
            
                Note

                These services have recently undergone various name and branding changes. Several solutions have been bundled underneath the SAP Build umbrella: SAP AppGyver (now SAP Build Apps), SAP Work Zone (now SAP Build Work Zone, advanced edition), SAP Launchpad service (bundled into SAP Build Work Zone, standard edition), and SAP Process Automation (now SAP Build Process Automation). 

            

            Figure 1.8 demonstrates how all the products and services under the application development capability pillar fit into the low-code and pro-code capabilities. Note that Figure 1.8 also includes SAP Integration Suite and SAP Datasphere to show that generative AI-powered developer productivity is also infused into these products. Let’s now take a closer look at each: 

            
                	
                    SAP Build Apps
If you’re a business user with an idea for an app and have no coding skills or if you’re a developer who wants to build apps faster, SAP Build Apps has you covered. With SAP Build Apps, you can quickly build custom apps (mobile or web) that integrate with business applications and data, and you can also build custom cloud deployed application backends with custom business logic and data. Both can be built using drag-and-drop functionality. You’ll find more about SAP Build Apps in Chapter 6, Section 6.4.8, and Chapter 7, Section 7.5.

                

                	
                    SAP Build Code
SAP Build Code includes multiple services such as SAP Business Application Studio, SAP Cloud Application Programming Model, SAPUI5, SAP Fiori elements, and SAP Mobile Services. SAP Build Code provides a fully equipped development environment that developers can use for coding, testing, integrating, and managing application lifecycles. It also provides AI code generation with the Joule copilot. You’ll find more on this in Chapter 6, Section 6.4.8.

                

                	
                    SAP Build Work Zone
SAP Build Work Zone enables you to easily build business sites that provide centralized access to business application information on any device. Users can create beautiful, custom business sites for themselves, colleagues, suppliers, customers, partners and so on, without writing any code. Business sites created with SAP Build Work Zone provide central access to relevant applications, processes, and information. With SAP Build Work Zone, you can maximize productivity by enabling guided experiences and knowledge sharing. As mentioned earlier, there are two editions of SAP Build Work Zone: standard edition (previously SAP Launchpad service) and advanced edition (previously SAP Work Zone), which are discussed in detail in Chapter 6, Section 6.2. 

                

                	
                    SAP BTP, ABAP environment 
SAP BTP, ABAP environment, serves as the premier platform as a service (PaaS) tailored specifically for ABAP developers. It’s a cloud-optimized ABAP platform, built on SAP HANA, designed to function as both a development and runtime environment for cloud applications, extending SAP applications seamlessly. Using a side-by-side approach, developers can create and deploy custom extensions for SAP S/4HANA efficiently. This approach accelerates cloud transformation by enabling the reuse of ABAP assets and knowledge, fostering breakthrough innovations in the cloud ecosystem. Moreover, the platform facilitates keeping the core clean by transforming on-premise custom code into a separate platform, SAP BTP. This decouples the custom code from the digital core, allowing for independent release cycles and maximizing the benefits of cloud technology. See Chapter 7, Section 7.2.3, for more information. 

                

            

        
        
            1.3.2    Automation

            Digital process automation is about automating, enhancing, and adapting business processes beyond standard customer needs or market expectations. To increase agility and enable focus on differentiating and value generating task, employees should be freed from the burden of daily routine bit by bit. SAP Build Process Automation is the one product that helps with automation.

            SAP cloud ERP has many built-in standard automations that greatly reduce daily manual work. However, many daily processes are customer-specific and therefore need to be automated on a customer-specific basis. 

            SAP Build Process Automation is one of the services of SAP Build. It offers powerful tools that allow you to create custom automations visually and without programming knowledge. The ratio of the effort to create these automations compared to the effort saved is enormous, and automations pay off quickly!

            By using SAP Build Process Automation in SAP BTP, you can create process extensions on top of SAP and third-party applications that provide you with a real-time, event-driven view of processes, and orchestrate tasks and processes across your landscape regardless of where it runs—SAP, non-SAP, cloud, or on-premise. You can make process changes more quickly and cost-effectively, adapt and act with greater agility, and take advantage of new business opportunities. You can use prebuilt workflows and process automation bots to automate your business processes. SAP Build Process Automation enables everyone to automate workflow processes and tasks without writing code. Users can create forms, manage decision logic, and build, adapt, and organize process flows with drag-and-drop simplicity. They can automate repetitive manual tasks (e.g., copy-and-paste operations, data extraction, data entry, and data creation) using low-code/no-code capabilities or the built-in automation recorder. Built-in AI capabilities enable intelligent document processing such as extracting data from structured or unstructured documents to transfer it to your enterprise systems for processing—without needing data scientist support. SAP Build Process Automation simplifies process and task automation so business users can unleash their process expertise without writing code. We’ll discuss SAP Build Process Automation in more detail in Chapter 7, Section 7.4. 

            You can also jump-start projects with more than 400 SAP-delivered process content packages, RPA bots, and connectors designed specifically to enhance the capabilities of your SAP applications such as SAP S/4HANA, SAP Ariba, SAP SuccessFactors, and more. Simple and secure access to business applications, processes, and data across SAP and third-party systems ensures that you can use these without losing context and meaning.

            Before your organization adopts SAP Build Process Automation, tools such as SAP Signavio can help identify where the bottlenecks and inefficiencies are in your processes. SAP Signavio is business process management software that helps business processes be more flexible, efficient, transparent, and resilient. Let’s consider purchase requests, for example. SAP Signavio could identify if there were some departments or areas that had many outstanding purchase requests or maybe departments where the requests were open for some time before a purchase requisition is triggered in SAP S/4HANA. Once we’ve identified areas for improvement, SAP Build Process Automation is then available with many features to help business user refine, optimize, and even automate rote processes. The process builder and forms builder make it easy to define processes and required inputs. The purchase request can be made through an SAP Ariba shopping cart, an email, or Microsoft Excel. Using the Document Extraction AI functionality, the information needed is automatically loaded into an approvals form. This information could be collected through a self-service form as well. 

            Once the purchase request is approved, a purchase requisition is made directly in SAP S/4HANA with the required fields updated automatically via an API that business users can invoke with all the complexity hidden. This purchase requisition can be triggered automatically for low-value items. An email notification can easily be sent to the purchaser, with pertinent information from SAP S/4HANA included, such as the requisition number and expected fulfillment date. 

            This process can also be bidirectional. For example, if the delivery is going to take too long, the purchaser can decline in the email and opt to order an in-stock item for faster delivery. Process Visibility shows all the processes in flight. Team managers can easily see where their team’s requests are in the process. In addition, the task center is essentially a federated view of all the approvals the managers need to make, so they can easily approve items for their team centrally. 

        
        
            1.3.3    Integration

            SAP BTP with SAP Integration Suite addresses today’s business needs to integrate business processes, data, and systems, which are spread across heterogeneous landscapes, data centers, and even organizations. It addresses integration challenges faced by companies by bringing together multiple technical components, enabling numerous integration styles and technologies across SAP and third-party solutions in one easy-to-consume, holistic, and comprehensive way.

            SAP Integration Suite is an integration platform as a service (IPaaS). As shown in Figure 1.9, it simplifies the way people, data, processes, and systems work together, streamlining processes and enhancing productivity. It helps integrate SAP and non-SAP on-premise and cloud apps, data, and processes. SAP Integration Suite is a singular solution that not only helps you connect applications from SAP and third parties, whether they run on-premise or across clouds, but also integrates everything inside and outside your organization. It makes connecting systems easy, streamlines business processes, and ensures seamless experiences throughout your extended enterprise. SAP Integration Suite provides preconfigured integrations overseen and enhanced by SAP; standardized access to leading third-party cloud applications; tools and services for designing, publishing, and managing APIs; AI-driven assistance for development and optimization of integrations; and out-of-the-box, ready-to-use integration flows (iFlows). Guided, tool-based methods are provided to define, document, and govern the integration strategy. SAP Integration Suite is discussed in detail in Chapter 8. 
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                Figure 1.9    
            SAP Integration Suite

            
        
        
            1.3.4    Data and Analytics

            SAP provides end-to-end tools to analyze your data to accelerate insights, provide needed answers, and plan for better results and the future. As a result, you can get access to insights wherever your data resides, foster trusted AI across your business, and transform planning with a business data fabric. In this section, you’ll be introduced to all products under the data and analytics capability pillar, shown in Figure 1.10. These products help you capture, manage, and govern your data across your landscapes in cloud and on-premise environments to drive better business outcomes. They enable complete control of your data landscape with an end-to-end view of all your data and let you run analytics on it. 
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                Figure 1.10    
            Data and Analytics Portfolio in SAP BTP

            
            
                SAP HANA Cloud

                SAP HANA is SAP’s columnar in-memory database that has become the default database for most SAP products. Storing data in column-based tables and in memory brings online analytical processing (OLAP) and online transactional processing (OLTP) together, making it significantly faster than traditional databases. In addition to providing all the database capabilities, SAP HANA offers search, analytics, and data integration capabilities for all types of data—structured and unstructured. It also serves as an application server and helps companies build smarter, insight-driven applications based on real-time data and in-memory computing. 

                While SAP HANA is deployable as an on-premise environment, the focus is on SAP HANA Cloud, as shown in Figure 1.11. SAP HANA Cloud is fundamentally SAP HANA, but as a cloud solution, it’s a fully managed in-memory database as a service (DBaaS). It blends the advantage of SAP HANA and the cloud. Implementing SAP HANA Cloud, you benefit from a cloud-native solution that delivers scalability, speed, and flexibility, while eliminating information silos with a single instance of data. It integrates data from across the enterprise (SAP, non-SAP, on-premise, and cloud), enabling faster decisions based on live data. Data can be sourced from various places and consumed by numerous applications. Data can either be replicated to SAP HANA Cloud or accessed virtually. SAP HANA Cloud can act as a quarriable data lake for storage of any data that you can then use in custom applications or analytics. SAP Datasphere and SAP Analytics Cloud solutions are powered by SAP HANA Cloud.
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                    Figure 1.11    
            SAP HANA Cloud Architecture

                
            
            
                SAP Analytics Cloud

                SAP Analytics Cloud is a cloud solution that combines business intelligence (BI), planning, and predictive analytics into one SaaS solution that is entirely based on SAP BTP. With access to all the possible data, you can visualize, plan, and predict using real-time data. One of the greatest benefits is the ability to integrate all internal and external data sources into one solution, allowing business users to take advantage of a modern, intuitive UX and to save time by planning, analyzing, predicting, and collaborating in context.

            
            
                SAP Datasphere

                For decades, billions have been spent on data architectures to try and capture data and use it to drive better decision-making. Unfortunately, these data projects have mainly involved extracting and replicating data into new technologies, which has resulted in losing valuable business context. (Business context includes metadata, logic, security, and relationships; essentially, it's the way data is connected to each other. This is also called the knowledge graph—the elements of data that give it value and meaning.) Organizations then spend most of their time trying to create or reverse engineer this and, in many cases, they can’t (e.g., hierarchies that exist within your data might not match and are lost as a result). This approach is especially daunting when it comes to SAP data, which is arguably your most valuable enterprise data because it comes from your mission-critical business processes. In the endless pursuit of new technology to manage data, there’s been a fundamental error—focusing on the technology itself rather than the data, which is where the value actually resides. We all need to shift the focus from technology to data to really use the data in a meaningful way.

                Having a business data fabric architecture that focuses on delivering an integrated, semantically rich data layer over underlying data landscapes provides seamless and scalable access to data without duplication. What makes it a “business” data fabric versus a standard data fabric is that it keeps the business context and logic intact and allows you to leverage it with things such as prepackaged accelerators for industries and LoBs (business content). SAP Datasphere is a comprehensive data service built on SAP BTP that serves as the foundation for a business data fabric. SAP Datasphere equips any organization to deliver meaningful data to every data consumer—with business context and logic intact. It provides capabilities from data ingestion through self-service data access across SAP and non-SAP data.

                With SAP Datasphere, you can access authoritative data by delivering business data in its business context, making it effortless to model your business and ensure governance throughout the data lifecycle. You can enrich all data projects by virtually accessing or physically storing data from anywhere, leveraging trusted data partners, and integrating with industry-leading data and AI platforms. The data landscape is simplified by innovating across hybrid architectures, enabling self-service data access, and leveraging existing SAP Business Warehouse (SAP BW) models and transformations.

                SAP Datasphere is the next generation of SAP Data Warehouse Cloud and SAP Data Intelligence Cloud, integrating the powerful capabilities of SAP Data Warehouse Cloud with new data integration, data cataloging, and semantic modeling features. Existing SAP Data Warehouse Cloud customers will automatically transition to SAP Datasphere without any impact on their existing capabilities or contracts. For SAP Data Intelligence Cloud customers, while the initial release primarily targets SAP Data Warehouse Cloud customers, some features have already been added with more to be included in the future to cover major use cases. SAP will continue mainstream maintenance for SAP Data Intelligence Cloud for a specified time frame, but the strategic focus is on transitioning workloads to SAP Datasphere over time. Existing SAP Data Intelligence Cloud subscription customers can renew their subscriptions until the maintenance date, and a free tier version of SAP Datasphere is available for quick adoption of its new capabilities. On-premise customers of SAP Data Intelligence will also continue to receive maintenance, but the emphasis is on transitioning to SAP Datasphere eventually. Overall, the release of SAP Datasphere aims to unify SAP Data Warehouse Cloud and SAP Data Intelligence Cloud, offering expanded features and innovation opportunities for customers.

            
            
                SAP Master Data Governance

                Enterprises have several systems and processes that produce master data that is incomplete, inconsistent, and unreliable. There is no one source of truth of master data, which could be financial records, customer records, supplier records, or records of other business entities. SAP Master Data Governance (SAP MDG) unifies master data by consolidating it into a single view, manages and monitors master data quality, and makes high-quality data accessible to all domains and processes no matter where it came from. SAP MDG helps define, enforce, monitor, and remediate data quality in three dimensions: correctness, completeness, and conformity. Integral collaboration tools make it possible to define data quality rules easily and quickly. Built-in machine learning algorithms can also be used to analyze existing data and propose additional quality rules. Once rules are implemented, they help enforce data standards in business processes where data enters the system, whether it’s a single record entered during daily business or mass loading of changes as part of a bigger project. Incoming data is checked and standardized, and then duplicates are put into match groups. For each match group, the application builds a best record using fields from multiple sources based on survivorship rules. You can decide if the best record gets activated directly using a fully automated process that enables you to process large amounts of data or if the best record gets activated manually. You can then replicate the validated best records back into the transactional application or the data warehouse. This ensures consistent data to each data domain and improves business process efficiency. 

                SAP MDG allows you to centrally govern the creation, change, and distribution of master data across the entire enterprise landscape. It helps maintain central control of master data and distribution of that data to different data domains, for example, LoB processes, on-premise systems, cloud applications, and third-party applications. Role-based data access helps introduce and integrate data governance and data quality into business processes by performing duplicate checks and field validations before a record is created. SAP MDG centralizes control, supports compliance, and improves transparency of master data during data creation and data changes. It’s a comprehensive master data management solution built on a single unified architecture that lets you reuse components, use integrated data models, and implement a cohesive and harmonized data management strategy across data domains. It provides tight integration with other SAP solutions, enabling the reuse of SAP data models, business logic, and validation frameworks. Open integration supports a diverse technology stack and provides flexible data models for custom data models and processes. SAP MDG provides prebuilt data models, business rules, workflows, roles, and industry-specific content that accelerates time to value. SAP MDG also aids in business process transformation and in the overall digital transformation journey by providing a comprehensive system for master data management that unifies master data across the entire value chain.

                Although SAP MDG isn’t built on SAP BTP, it appears under the capability pillars. 

            
        
        
            1.3.5    Artificial Intelligence

            The value of AI for business increases exponentially when combined with industry-specific data and deep process knowledge, and this is exactly what SAP provides. SAP aims to deliver relevant and reliable business AI in a responsible manner. SAP has leveraged its extensive repository of enterprise data and its expertise in managing sensitive customer information, AI ethics, security, and compliance to become the trusted business AI platform for the intelligent enterprise. As shown in Figure 1.12, SAP will embed Joule across its portfolio and create seamless user experiences that will provide intelligent insights and fast business outcomes. Business processes, solution areas, and SAP BTP services and tools will be infused with AI. Finally, SAP BTP is an enabler for the development of AI-powered business applications across the SAP ecosystem. 
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                Figure 1.12    
            AI across the SAP Portfolio

            
            SAP’s AI solutions can be seen embedded as part of SAP applications and into custom applications. Joule is a digital assistant that aims to be embedded into every SAP cloud product. This is a conversational AI that aids end users in performing their daily tasks in a much more efficient manner. It works by quickly sorting through and contextualizing data from multiple systems to surface smarter insights; employees simply need to ask Joule questions or frame a problem in plain language. In response, Joule will deliver intelligent answers drawn from the wealth of business data from across the SAP portfolio and from third-party sources, retaining context. Joule supports three conversational patterns: 

            
                	
                    Navigational
Helps users navigate to the functionality they are looking for (e.g., sales order creation).

                

                	
                    Transactional
Assists users in efficient completion of their tasks (e.g., provide feedback for some task).

                

                	
                    Informational
Helps users retrieve the information from existing documents (e.g., what’s my manager ID or how many employees requested me for feedback).

                

            

            Joule and its usage are discussed in depth in Chapter 5, Section 5.3. 

            SAP delivers out-of-the box, AI-powered business processes, applications, and tools and also empowers you to create innovative AI-powered solutions for your intelligent enterprise. All these are available through three main services on SAP BTP:

            
                	
                    SAP AI Services
SAP AI Services represents a suite of applications designed to employ machine learning techniques for the automation and enhancement of various business processes. The models used undergo training using pertinent business data and are accessible through SAP BTP. Business process-specific AI services that customers can adapt to their own workflow include business document processing, data attribute recommendation, process automation, and more.

                

                	
                    SAP AI Launchpad
SAP AI Launchpad is the single-entry point and one-stop shop for AI functions, use cases, services, and assets. It’s the graphical user interface (GUI) for visualizing all of your AI functions across landscapes and deployment options. It’s available as a service on SAP BTP and is a central place where you manage AI use cases, services, and assets. It provides end-to-end capabilities to discover, train, deploy, operate, and monitor models; to test and evaluate models; look into the explainability; and more. SAP AI Launchpad connects to AI API-enabled runtimes, including SAP AI Core, to centralize AI lifecycle management. Think of SAP AI Launchpad as the admin app for AI that provides the GUI to visualize and perform AI operations in an easy and interactive way to make AI adoption easier. The generative AI hub is embedded into SAP AI Launchpad for all generative AI-related functions. 

                

                	
                    SAP AI Core
SAP AI Core is the heart of SAP AI. As a service in SAP BTP, it provides a collection of AI-related services, such as full lifecycle management support. SAP AI Core is a full-fledged AI framework where you can perform all tasks from training to deployment. It provides centrally managed access to public large language models (LLMs), hosting private LLMs, and the ability to support retrieval-augmented generation (RAG) use cases by hosting an embeddings store (i.e., grounding). 

                

            

            We’ll provide an in-depth exploration of SAP’s AI capabilities in Chapter 5. 

        
        
            1.3.6    Additional Solutions

            Solutions and products that are of strategic importance or those that are built on SAP BTP are listed in the capability pillars. SAP BTP also has SAP products under its portfolio that customers are using and might continue to do so until they embark on their cloud transformation journey or until the products are no longer supported. SAP’s recommendation is to move to the more strategic cloud products to embrace and adopt the benefits they offer.

            In this section, we’ll provide a breakdown of these additional solutions that complement the SAP BTP portfolio: 

            
                	
                    SAP IQ
Big data contains significant potential business value, yet it’s unwieldy and difficult to incorporate all the new types of data into everyday business decision-making. With SAP IQ, companies have at their disposal a host of new ways to handle these huge data volumes. SAP IQ is a columnar relational database management system (RDBMS) designed and used to manage structured and processed unstructured data for data warehousing and big data analytics. With the capability to compress raw data, SAP IQ can significantly reduce the data storage footprint and cost, making it ideal for nearline storage (NLS) solutions. When NLS is implemented, frequently used hot and warm data is stored in SAP HANA, and infrequently used cold data is stored in SAP IQ. SAP IQ can harmonize data from multiple systems and sources and ingest large amounts of data faster than ever, from terabytes to petabytes, making big data available to applications and people faster for in-the-moment decisions. It can be deployed on-premise or in the cloud on the supported hyperscalers. 

                

            

            
                Note

                SAP IQ holds the Guinness World Record for fastest loading and indexing software of big data.

            

            
                	
                    SAP Adaptive Server Enterprise 
SAP Adaptive Server Enterprise (SAP ASE) is a row-based RDBMS that drives fast and reliable OLTP. It’s designed to meet the demands of the digital economy and powers transaction-based applications involving massive amounts of data and thousands of concurrent users. It’s optimized for SAP Business Suite applications. SAP ASE can be deployed on-premise or in the cloud on the supported hyperscalers. 

                

                	
                    SAP SQL Anywhere
SAP SQL Anywhere is an embedded RDBMS designed to capture and store information in nontraditional ways. With this RDBMS, database applications can run outside of traditional data centers such as laptops, tablets, mobile devices, and servers in smaller businesses such as stores and restaurants. Data from IoT devices, internet-connected products, and other smart products (e.g., smart meters, medical devices, etc.) can be captured and then combined with enterprise data. Its proven reliability makes SAP SQL Anywhere trusted by thousands of original equipment manufacturers (OEMs) as an embedded database. It also includes data movement technologies that enable heterogeneous, bidirectional synchronization, especially for occasionally connected environments. This allows you to create applications that use a local database and then synchronize when a connection is available. The key requirement is that these applications must be self-managing because they are generally installed in hands-free environments and need to be always-on, no matter what. So, SAP SQL Anywhere is designed to run transparently, without IT intervention.

                

                	
                    SAP Data Intelligence
With increasing data sprawls, enterprises are faced with multiple challenges, such as data silos, limited visibility to global data, and limitations around treating data as a business asset and connecting big data with enterprise data. SAP Data Intelligence lets you create data warehouses by discovering, connecting, transforming, and enriching data from anywhere anytime. It provides a holistic and unified way to manage, integrate, and process enterprise data. This comprehensive data management solution goes beyond simple data integration because it performs data orchestration, which includes the following:

                    
                        	
                            Data integration: Integrate any kind of data, including structured, unstructured, or streaming.

                        

                        	
                            Data processing: Orchestrate any mix of processing engines, including SAP, open source, and non-SAP.

                        

                        	
                            Business process: Infuse insights into improved business processes, streamlining the operationalization of analytical models back to the transactional stack.

                        

                    

                    Note that SAP Datasphere is intended to replace SAP Data Intelligence. Most of the features are already available in SAP Datasphere or planned in the road map. Going forward, no new licenses will be sold for SAP Data Intelligence. However, existing customers can continue to use it until SAP no longer supports the product. It’s recommended to transition to SAP Datasphere.

                

                	
                    SAP Information Steward 
As data is collected at every opportunity, it’s crucial for organizations to manage and strategically use that data. SAP Information Steward helps by assessing, monitoring, managing, and analyzing data. It connects to various data sources, profiles their content, quality, structure, and relationships, and captures metadata information. Users can define validation and cleansing rules to evaluate key data metrics’ quality and provide business context by defining terms and policies. It also performs data assessments, catalogs data quality, and uses dashboards and scorecards for continuous monitoring. Additionally, it analyzes how data quality impacts business outcomes. Key applications include ensuring data quality during migration, improving source data before it enters a data warehouse, and supporting a centralized policy hub for managing organizational policies and business terminology. SAP Information Steward offers a framework for creating and managing business policies and associating terms, rules, and objects such as tables and reports in one accessible location.

                

                	
                    SAP Data Quality Management, microservices for location data 
Having accurate data is important for any business, especially location data of customers, suppliers, and other business entities, to eliminate delays in deliveries and returns, minimize compliance fees for incorrect addresses, and reduce mailing costs. SAP Data Quality Management, microservices for location data, is used specifically to ensure that the contact information is accurate across all applications. The microservices for location data can be embedded into business processes and application interfaces that have address entries. When a business user enters an address, the address data is validated by microservices for location data at the point of entry. Misspelled street names, missing towns, or inaccurate postal codes can be corrected more easily. The auto-complete feature speeds up data entry and also corrects any incorrect or incomplete entries. All of this ensures that addresses are cleansed and validated before getting stored in the system. 
SAP Data Quality Management, microservices for location data, is a service available and running on SAP BTP. It has built-in integrations to several SAP applications such as SAP Business Suite software, SAP MDG, and SAP S/4HANA. SAP data platforms such as SAP HANA Cloud and others combine microservices for location data with current integration, quality, and cleansing processes, including both real-time and batch processing. The microservices-based architecture of the service allows you to integrate to both on-premise and cloud third-party applications. 

                

                	
                    SAP PowerDesigner
It’s important for architects (data, information, and enterprise) to be able to visualize the links between all architectural layers across the landscape so they can understand and manage the impact of changes. SAP PowerDesigner is a tool that helps with visualizing, understanding, and managing the impact of enterprise change by providing a modeling solution. 

                    For information and enterprise architects, SAP PowerDesigner provides modeling to support planning, design, and communication for enterprise transformation management with unique link and sync technology, tying all viewpoints and perspectives together for better understanding, control, and efficiency. Enterprise architects are able to link everything from the enterprise glossary to architecture models to systems design in a single repository with the link and sync technology. They can respond to change through impact analysis from the business view to the technical perspective and streamline implementation of business transformation change.

                    For data architects, SAP PowerDesigner provides industry-leading data modeling techniques to support the design and implementation of all leading information management environments with the link and sync technology, aligning the business view of data with all database and data movement systems. Data architects are able to model heterogeneous information management solutions. 

                    In a nutshell, SAP PowerDesigner lets you do the following:

                    
                        	
                            Capture or discover current business and IT information and interactions.

                        

                        	
                            Design the enterprise future state, integrating technical and business transformation to lead enterprise information and technology change.

                        

                        	
                            Communicate the change impact to all stakeholders, collaborate to follow the plan, and implement the transformed enterprise.

                        

                    

                

                	
                    SAP Information Lifecycle Management
SAP Information Lifecycle Management (SAP ILM) allows you to archive and delete data no longer needed in everyday business based on preconfigured rules. The archived data is made accessible and searchable as needed for specific business or legal reasons. SAP ILM provides complete retention policy management functions that support the entire information lifecycle, from creation to retention to destruction. It minimizes business risk, reduces cost, and increases control of auditing and reporting functions for archived data.

                

                	
                    SAP Landscape Transformation Replication Server
With an increasing number of systems in the landscape (on-premise and cloud) and interdependency of information, you need to have the right data at the right place at the right time. 
SAP Landscape Transformation Replication Server is used to move data between different systems within the same network, between wide area networks, or into the cloud, ensuring that data is synchronized. SAP Landscape Transformation Replication Server is embedded as middleware in your landscape and can be deployed without disrupting your existing operations. You use the software to feed several target systems with real-time information, depending on your business scenarios and requirements. Typically, it’s used to load and replicate data in scheduled or real-time modes from an ABAP or non-ABAP source system into SAP HANA, SAP Data Services, SAP BW, or any other ABAP-based system or SAP-supported database.

                

                	
                    SAP Data Services
SAP Data Services provides a complete view of information by accessing and combining data from any size and source, offering contextual insights. It enables easy extraction, transformation, and loading (ETL) of data between on-premise and cloud environments, including SAP and non-SAP databases, Hadoop, and NoSQL data stores. The software manages data quality by correcting issues, standardizing, matching, and reducing duplicates. It also supports text data processing in 31 languages to extract meaning from unstructured documents. SAP Data Services connects to various data sources, performs real-time or batch data extraction, and applies transformations such as pivoting, joining, cleansing, and matching. For better performance and scalability, additional servers can be added. Bulk loaders are provided to write data to a wide range of SAP and non-SAP targets.

                

                	
                    Data management extension solutions
Several partner solutions are available for data management, such as SAP Extended Enterprise Content Management by Open Text; SAP Data Migration by Syniti; SAP Master Data Governance, enterprise asset management extension by Utopia; and many others. If you’ve implemented or plan to implement any of these solutions, then you may be able to leverage them in SAP BTP applications.

                

                	
                    SAP BusinessObjects Business Intelligence (SAP BusinessObjects BI) 
SAP BusinessObjects BI is a centralized suite where you can perform data reporting, visualization, and sharing. It’s an on-premise BI tool that transforms data into useful insights anytime and anywhere to make better decisions.

                

                	
                    SAP Crystal solutions
SAP Crystal solutions are mainly designed for small and mid-size businesses to help them with their analytics and reporting needs. SAP Crystal Reports lets you create highly formatted and interactive reports using templates and preconfigured functionality for sorting, ranking, grouping, and more. Data from diverse sources can be connected to create these reports. 

                

                	
                    SAP BW/4HANA
SAP BW/4HANA is an SAP HANA-based on-premise business warehouse solution that can be deployed on-premise or in the cloud. It provides simplified modeling and administration, integration to SAP and non-SAP applications, and high-volume real-time data processing. 

                

                	
                    SAP Business Planning and Consolidation (SAP BPC)
SAP BPC is a comprehensive planning and consolidation on-premise solution (although it can be hosted in the cloud). The version of SAP BPC selected depends on where the majority of the data is coming from (i.e., SAP S/4HANA or other data sources). 

                

            

        
    


                    
                        
        1.4    Summary

        For companies to become intelligent enterprises, it’s important that they adapt to market demands, penetrate new markets, create new business models, and adopt new technologies in a seamless way. In this chapter, we introduced how SAP cloud ERP, SAP BTP, and other products are helping customers become intelligent enterprises. The RISE with SAP offering helps customers move to SAP cloud ERP and bundles SAP BTP within it. SAP BTP’s portfolio of products and services provides enterprises with an innovative, open, stable, and inclusive foundation to become an intelligent enterprise. It lets you build solutions that integrate on-premise/cloud and SAP/third-party applications and extends them to create business value. It also accelerates the transformation of data from across various sources to create advanced insights. The key takeaway from this chapter is that SAP has made available several capabilities needed for an intelligent enterprise and bundled them into SAP BTP capability pillars. This categorization of the product portfolio might change with the addition or deletion of products and solutions. This should, however, not impact the value you get from SAP BTP because the real power of SAP BTP is in how products and solutions are integrated with each other (mixed and matched) to solve complex problems, create new business opportunities, and increase business value. 

        If you have to tell someone what SAP BTP is, here are the three main points to mention:

        
            	
                SAP BTP provides customers, partners, and SAP-internal teams with business-centric tools and content to build and enhance business processes in and beyond SAP-centric enterprise landscapes. 

            

            	
                SAP BTP includes capabilities for application development, automation, integration, data and analytics, and AI. 

            

            	
                SAP BTP embeds intelligence into its applications and exposes business AI capabilities to partners and customers. 

            

        

        In the next chapter, we’ll look at account setup and administration of SAP BTP.

    


                    
                        2    Account Setup and Administration
In this chapter, we’ll first discuss the SAP Business Technology Platform (SAP BTP) trial and commercial models. We’ll then explore various account types, setup, and basic administration of the account. 
SAP BTP brings several SAP products (discussed in Chapter 1) under its umbrella. When we talk about licensing SAP BTP, most of these products aren’t in discussion because the trial and licensing aspects of SAP products are handled separately. For example, although on-premise SAP HANA and on-premise SAP Master Data Governance (SAP MDG) solutions are part of the SAP BTP database and data management portfolio of services, their licensing is handled separately from the SAP BTP license. SAP HANA Cloud, however, shows up in the SAP BTP cockpit. So, in this chapter, we’ll cover the SAP BTP services, for example, services that are part of SAP Integration Suite, SAP Build, and other related services that you can subscribe to in the cloud. The goal is to familiarize you with the commercial models, equip you with tools to find and explore available SAP BTP services, and provide the details to get you started with building and extending applications in SAP BTP. 

        2.1    Trial and Commercial Models

        SAP provides options for both trial accounts and commercial models, as shown in Figure 2.1. You can decide which ones you want to choose based on your needs. 

        
            [image: SAP BTP Commercial Model and Trial Account Options]

            Figure 2.1    
            SAP BTP Commercial Model and Trial Account Options

        
        There are three types of trial accounts that don’t require commitment: 

        
            	
                SAP BTP trial
The SAP BTP trial is a trial account you can sign up for your personal use. If you as a developer, an SAP BTP admin, or in any other role and would like to get hands-on experience with SAP BTP, you can sign up for a free SAP BTP trial account at https://account.hanatrial.ondemand.com (further details provided in Section 2.3). You can see the available SAP BTP services in the entitlements section of your trial account (further details provided in Section 2.5.3). While most services are available, they are offered in limited capacity for individual use. This trial account is for individuals and is used for personal exploration and training purposes only. It can’t be used in a team setting, and any development done on this account isn’t transferable to a productive account. You have access to the SAP BTP trial account for 90 days, but the trial is divided into intervals. The first interval expires in 30 days. If you don’t log in during this time, your account will be suspended. If you log in, the account will be automatically extended. If your account gets suspended due to inactivity, your applications may be stopped, and you won’t be able to run them. However, your data won’t be deleted yet. When your trial period is finished, your account will be deleted, and you’ll no longer be able to access your data. You can then set up a new trial account.

            

            	
                Enterprise trial
The enterprise trial is typically offered to high-touch customers via SAP sales representatives. This trial account offers production-like scope and user experience but in a test environment. Most SAP BTP services are available for this trial. However, the trial credits are capped based on the possible deal size. The trial is also available for only a limited time. Anything that is done in this trial account is thrown away after the trial period. Customers can’t move anything into their productive account. If you need further details on this trial option, you can work with your SAP sales representative.

            

            	
                Free tier model
The free tier model is the newest and best trial option for customers and partner who are ready to learn and work. It’s a trial option that can be converted into a commercial model, so it’s kind of on the fence between noncommercial and commercial models. Operating in your own environment, you can build proofs of concept (PoCs) and transfer them to a productive environment. All the work that is done in the free tier account isn’t thrown away. You can take the test developments with you into a commercial model. You can store your work long term in one account that doesn’t expire and is transferable when needed. With this trial, you can start using the available free tier services until the capacity limit is reached, after which you can decide to switch to a paid tier (pay-as-you-go, SAP BTP Enterprise Agreement [SAP BTPEA], or single-service subscription) without losing any of your work. Note that free tier services run on the same platform as the paid service, but free trial accounts can’t be used for productive use until the account is switched to one of the commercial models. SAP BTP includes 50+ free services to explore and start building with SAP BTP. These services are available at limited capacity. For example, SAP Business Application Studio has the following limitations: 

                
                    	
                        A user can only have up to two development (dev) spaces.

                    

                    	
                        A user can only have one dev space in the running state at a time.

                    

                    	
                        When working in the Full-Stack Application Using Productivity Tools dev space, a user can deploy a maximum of two times.

                    

                    	
                        The maximum size limit of a dev space is 4 GB.

                    

                

                Services get added and sometimes removed from the free tier. So, instead of listing the available services and any limitations on usage, we’ll show you how to find them. Go to the SAP Discovery Center, navigate to Services, and from the Categories list in the left-hand navigation menu, click on Always Free & Free Tier Services (see Figure 2.2). Then, click on the tiles in the main page to see the details of the relevant services. Alternatively, you can go directly to http://s-prs.co/v544000.
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                    Figure 2.2    
            Available Free Tier Services

                
            

        

        Trials are available for other SAP products that are part of the SAP BTP portfolio and can be found by navigating to http://s-prs.co/v591900. 

        Returning to the diagram shown earlier in Figure 2.1, there are also three commercial models available to choose from through which you can consume the services offered by SAP BTP:

        
            	
                Single-service subscription 
The single-service subscription model is the option SAP came out with first. It’s the most traditional and least popular commercial option. You’re offered services in an à la carte mode where you contract for the specific services you want through a bill of materials (BOM). 
SAP and its customers soon realized that while this model of licensing was commercially viable, it was limiting the customers from exploring the ever-evolving platform. Customers were required to know ahead of time what services they needed, and, if any new service offerings were introduced, they needed the flexibility to adapt and move quickly. Having to create new contracts to include the new service can take time, limiting the customer’s ability to move quickly. So, SAP introduced consumption offerings. There are two models in the consumption offering: SAP BTPEA and pay-as-you-go. 

            

            	
                SAP BTPEA/CPEA
SAP BTPEA is the evolution of SAP Cloud Platform Enterprise Agreement (CPEA), which was the most popular and widely used subscription model. You decide how much of the platform you want to use and then make an investment accordingly. Every month, as you use or consume the services, the credits are debited from the account. You’re free to use any service available on the platform, and, as new services become available, you can use the new services as well. SAP BTPEA credits are charged based on the services in use and its usage. Note that when you sign up for SAP BTPEA, you can use the services available as part of the free tier model for PoCs without consuming your SAP BTPEA credits. SAP BTPEA allows the addition of high-value, high-demand SAP BTP software as a service (SaaS) services such as SAP Analytics Cloud to a consumption-based commercial model. 

                SAP BTPEA was introduced in Q1 of 2024. Other than in the standard grandfathering period, new deals for CPEA won’t be possible anymore (subject to exceptions in justified scenarios). Existing customers will be able to continue with CPEA and renew and upsell their contract if they choose to do so. However, no new innovations or offerings will be added to CPEA. The list of eligible services has been frozen, and deprecation of existing services may still occur from time to time, based on business needs. SAP BTPEA introduced a new deprecation policy that divides SAP cloud services into two groups: 

                
                    	
                        Group 1 carries strategic services with longer support times. Existing customers will have until the renewal point and then eligibility is removed. 

                    

                    	
                        Group 2 carries nonstrategic and experimental services that can be removed from SAP BTPEA with six months’ notice during a contract term. Group 2 services can shift to group 1, but group 1 service won’t move to group 2. 

                    

                

            

            	
                Pay-as-you-go
Pay-as-you-go is the most flexible and noncommitting model. There is no up-front investment required. You get charged and sent an invoice as you use and consume the SAP BTP services. This type of model is typically used to do PoCs and try out SAP BTP services without any limitations. Note that when you sign up for pay-as-you-go, you can use the services available as part of the free tier model for PoCs without consuming your SAP BTPEA credits.

            

        

        Table 2.1 compares the noncommercial trial and commercial models offered for SAP BTP.

        
            
                
                    	
                        Account Type

                    
                    	
                        Commitment

                    
                    	
                        Free/Paid

                    
                    	
                        Description

                    
                    	
                        When to Use

                    
                    	
                        Customer Benefits

                    
                

            
            
                
                    	
                        SAP BTP trial

                    
                    	
                        No

                    
                    	
                        Free

                    
                    	
                        You can get hands-on with several SAP BTP services for 30 days (up to 90 with extending the trial)

                    
                    	
                        Personal use and training; limited time use

                    
                    	
                        No cost; for individual use

                    
                

                
                    	
                        Enterprise trial

                    
                    	
                        No

                    
                    	
                        Free

                    
                    	
                        Enterprises can evaluate SAP BTP services to integrate and extend solutions with access to several SAP BTP services for a limited period

                    
                    	
                        PoC (conversion to productive use not possible); limited time use

                    
                    	
                        No cost; usage capped based on expected deal size

                    
                

                
                    	
                        Free tier model

                    
                    	
                        No

                    
                    	
                        Free

                    
                    	
                        You get hands-on experience at no cost with 50+ SAP BTP services, with a direct path to productive use.

                    
                    	
                        Try, test services (limited service capacity); no time limit

                    
                    	
                        No cost; usage capped for each individual service

                    
                

                
                    	
                        Pay-as-you-go

                    
                    	
                        No

                    
                    	
                        Paid

                    
                    	
                        You can build small-scale apps with access to SAP BTP services, paying only for services used

                    
                    	
                        PoCs, small-scale pilots

                    
                    	
                        No up-front financial cost, pay only for services used; minimize initial budget outlay, low risk

                    
                

                
                    	
                        SAP BTPEA

                    
                    	
                        Yes

                    
                    	
                        Paid

                    
                    	
                        You can integrate and extend solutions at scale with access to SAP BTP services, paying less by committing up front to use more

                    
                    	
                        Multiple use cases, expanding over time with predictable usage of services

                    
                    	
                        Flexibility in using services, multiple services in a single SKU; better commercial terms, discountable

                    
                

                
                    	
                        Subscription

                    
                    	
                        Yes

                    
                    	
                        Paid

                    
                    	
                        You can integrate and extend solutions at scale with individual SAP BTP services, making a fixed commitment for the most favorable terms

                    
                    	
                        Specific use case with known usage of individual services

                    
                    	
                        Most favorable commercial terms, discountable

                    
                

            
        

        Table 2.1    
            Comparing the Noncommercial Trials and Commercial Models for SAP BTP to Reveal Customer Benefits of Each

    


                    
                        
        2.2    Services

        Before you can get started with using the various services SAP BTP offers and developing applications in SAP BTP, it’s essential to know what services are available and how much it would cost to use these services. We’ll cover these topics in the following sections. 

        
            2.2.1    Services Discovery

            SAP BTP is an ever-evolving platform, and SAP is working toward ensuring that all the services will be available in all regions and data centers on all hyperscalers. Until SAP gets to the ideal state, we need to do our due diligence as consumers to understand and make an informed decision. This is important because when you create SAP BTP accounts, you need to choose your provider and region. SAP BTP is available in many regions across the world, as shown in Figure 2.3, indicated by the dots. This is to provide you with flexibility and freedom of choice. You can choose data centers hosted by SAP or infrastructure as a service (IaaS) providers (hyperscalers) such as SAP, Microsoft Azure, Amazon Web Services (AWS), Google Cloud Platform, and Alibaba Cloud in a region nearest you. Selecting a region and infrastructure provider is the first step because not all SAP BTP services run in every data center. So, when you’re planning, you need to figure out what use case you’re building, where your end users are, what services you need to realize the use case, and in what region and provider these services are available. 
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                Figure 2.3    
            Regions and Data Centers for SAP BTP

            
            You must make sure that the service you’re going to consume is available in your choice of provider and region. If it’s not, then you need to pick a different provider or region. SAP Discovery Center is where you can look for the service you want to consume and then find out which platform and regions it’s available in. To do this, navigate to https://discovery-center.cloud.sap/ and go to Services, as shown in Figure 2.4 (or go directly to https://discovery-center.cloud.sap/viewServices).
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                Figure 2.4    
            SAP Discovery Center Homepage

            
            On the Services page, look for the service you’re interested in by either searching for it using the search bar or by browsing the service listing under Categories, as shown in Figure 2.5. 
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                Figure 2.5    
            SAP BTP Services Catalog in SAP Discovery Center

            
            Click on the service of your choice, and in the page that pops up, navigate to the Pricing tab, where you can see the details listed. You can choose the type of account you have or are interested in procuring and then filter the information based on Provider, Service Plan, and/or Regions, as shown in Figure 2.6.
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                Figure 2.6    
            SAP BTP Service Details

            
            Once you’ve selected your filters, look at the details of the services and where they’re offered, as shown in Figure 2.7. As you can see, the SAP HANA Cloud service has different options under free and paid accounts, including where and which hyperscalers and data centers are available for these services. This information is important to know because you need to make a decision while assigning entitlements to subaccounts where you want the service to run.

            
                [image: Identifying for Which Regions a Service Is Available]

                Figure 2.7    
            Identifying for Which Regions a Service Is Available

            
            The data centers that SAP BTP services run in hold various certifications (ISO 27001, ISO 22301) and attestations (SOC 1 SSAE 18, SOC 1 type 2, SOC 2 type 2). The environments are set up with advanced network security, reliable data backup strategies, and built-in compliance, integrity, and confidentiality. Further information on security, privacy, compliance, agreements, and so on can be found at www.sap.com/about/cloud-trust-center.html, which you can share with your audit team. 

        
        
            2.2.2    Estimator Tool

            Before signing up for anything, we all want to know what it will cost. To find out what it will cost to use SAP BTP services, you reach out to your SAP sales representative or use the estimator tool that SAP provides that helps estimate the license cost. For the pay-as-you-go model, go to http://s-prs.co/v591901, and for SAP BTPEA, go to http://s-prs.co/v591902. 

            As a first step, click on the Edit (pencil) icon to customize your estimate, as shown in Figure 2.8. This allows you to not only adapt the estimate to your needs by naming your estimate (so you can create more than one) but also select the license model, currency, and estimation period. If you know the discount you might be offered, you can add that as well to your estimate.
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                Figure 2.8    
            SAP BTP Cost Estimator Tool (1 of 3)

            
            Once you’ve set your preferences, you can start adding the services you’re interested in via the Add Services button and also organize your services into sections if needed, as shown in Figure 2.9. You can scroll through the services or search for the services you’re interested in and add them. For each service you add to your selection, you have the option to select the region and hyperscaler provider of your choice. 

            You then must select the service plan you’d like and provide other service-specific details such as users, tenants, capacity units, and so on, as shown in Figure 2.10. For example, when you add the SAP Build Work Zone service, you need to specify the number of users; for the SAP HANA service, you need to specify the capacity units; and for SAP Integration Suite, you need to specify the tenants. 
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                Figure 2.9    
            SAP BTP Cost Estimator Tool (2 of 3)
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                Figure 2.10    
            SAP BTP Cost Estimator Tool (3 of 3)

            
            Once you’ve made all your selections, you can share your completed estimate as a link or download it as a PDF or comma-separated values (CSV) file, share it, or even reset your estimate to start with a new one, as shown earlier in Figure 2.9. 

            
                Note

                This tool will only provide an estimate; you should contact your SAP sales contact for an accurate price and licensing model that suits you.

            

        
    


                    
                        
        2.3    Creating Your Account

        To create an SAP BTP trial account for personal use, navigate to https://hanatrial.ondemand.com. Log in using your SAP universal ID (create it if you don’t have one), and then follow the steps shown in Figure 2.11:

        
            	1 
    
	
                When prompted, select the region for which you would like to create an account, and then click Create Account. 

            

            	2 
    
	
                Once the account is created, you’ll receive confirmation through a popup. Click on the Continue button in this popup to go to the next screen. 

            

            	3 
    
	
                Click the Go To Your Trial Account button to enter your newly created trial account, which is shown in Figure 2.12. 
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            Figure 2.11    
            Steps to Create an SAP BTP Trial Account
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            Figure 2.12    
            Your Trial Account

        
        A more detailed tutorial on how to create an SAP BTP trial account, including creating a universal SAP ID, is available in the developer tutorial at https://developers.sap.com/tutorials/hcp-create-trial-account.html.

        
            Note

            To procure an enterprise trial account, contact your SAP sales representative.

        

        The free tier model for SAP BTP is available for all existing customers with a CPEA/SAP BTPEA or a pay-as-you-go contract. If this is you, there’s nothing for you to do as you can access the free tier services from your SAP BTP cockpit. 

        All other new and existing SAP customers without a CPEA/SAP BTPEA or pay-as-you-go agreement can access the free tier services by signing up for a pay-as-you-go account at the SAP Store. You won’t be charged for using the services that are part of the free tier until you’re within the allocated capacity. Once you reach capacity, you’ll be notified, and based on your decision to move to pay-as-you-go, SAP BTPEA, or another commercial model, you’ll be charged for the usage. 

        To sign up for a free tier model, follow these steps:

        
            	
                Navigate to www.sap.com/store.html, and search for “SAP BTP”. On the product page, navigate to Try and Buy, as shown in Figure 2.13, and scroll down to SAP BTP pricing options. Select the Start Now option for Pay-As-You-Go for SAP BTP. On the next screen, pick the duration of the trial you’d like, and then click Add to Cart • Check Out, as shown in Figure 2.14.

            

            	
                Provide credit card details and billing information, and click Submit. 

            

            	
                Review the payment information, and click on Continue to Checkout Review, as shown in Figure 2.15.

            

            	
                Once you’ve confirmed your information, click Place Order to start your free trial.
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            Figure 2.13    
            Signing Up for a Free Tier Model (1 of 3)

        
        
            [image: Signing Up for a Free Tier Model (2 of 3)]

            Figure 2.14    
            Signing Up for a Free Tier Model (2 of 3)
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            Figure 2.15    
            Signing Up for a Free Tier Model (3 of 3)

        
        You can procure a pay-as-you-go SAP BTP account very easily by signing up for it via the SAP Store as described. Once your order has been placed, you’ll receive confirmation and credential information via email. You’re then ready to use your SAP BTP free tier instance. SAP partners can access the free tier model by signing up for pay-as-you-go for SAP BTP for partners via SAP PartnerEdge. Note that once you sign up for a pay-as-you-go account, you’ll have the free tier model services available for use in your account. You won’t be charged until you reach and exceed the capacity on the services you use.

        A more detailed developer tutorial on how to create an SAP BTP free trial account is available at https://developers.sap.com/tutorials/btp-free-tier-account.html.

        
            Note

            To procure an SAP BTPEA account, you can follow similar steps as procuring a pay-as-you-go account or contact your SAP sales representative. 

        

    


                    
                        
        2.4    Account Structure and Setup

        In this section, we’ll discuss what the SAP BTP account structure looks like and then cover the most common ways accounts are set up. 

        
            2.4.1    Account Structure

            When a new SAP BTP account is provisioned, trial or paid, a global account is created. A global account is the acknowledgement or technical realization of the contract that you have with SAP. This region- and environment-independent global account is used for billing and to manage subaccounts, members, and entitlements. You can have many global accounts based on how you’re managing the SAP BTP implementations, or you may choose to have one SAP BTP global account. SAP is now able to provision both SAP BTPEA services and SAP BTP single-service subscription services into one global account. Previously, CPEA and SAP BTP single-service subscriptions couldn’t be mixed in the same global account. This change opens many opportunities for you to adopt, consume, and expand your SAP BTP landscape in the most appropriate and cost-effective way for your needs. Note that allocation of a single SAP BTP global account is now the default. 

            A subaccount lets you structure a global account according to your requirements with regard to members, authorizations, entitlements, and quotas. When a global account is provisioned, all the services and entitlements are assigned at the global level as a whole. You need to decide how the services will be distributed and managed among various subaccounts. Each subaccount belongs to a global account and resides in a region and provider. A global account can contain one or more subaccounts. Each subaccount holds resources that can be consumed by apps, users allowed to work in the subaccount, apps deployed and running in the subaccount, data written by apps running in the subaccount, and configuration for apps running in the subaccount. 

            You can also choose to create directories as another level of structure to manage subaccounts. Instead of creating subaccounts under the global account, you can further organize them within directories. For example, if you want different business units to have different SAP BTP accounts, you can create directories for HR, marketing, and finance, and the application within each will use the subaccounts within their directory.

            The entitlement set is a container for all these services. You can have one or more entitlement sets. There is a 1:1 relation of global account to entitlement set. If you have multiple global accounts, then it’s important to ensure that each account is tied to the correct entitlement set so the provisioning happens where it should. Entitlements are the SAP BTP services you have access to, available at a global account level, and are assigned to subaccounts so they can be consumed by apps.

            To summarize, Figure 2.16 shows the relationships between these key account structure terms.
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                Figure 2.16    
            SAP BTP Account Structure

            
            
                Note

                SAP BTP, Neo environment was the first environment SAP introduced on SAP data centers. Since then, there have been several advancements in cloud-native technologies, and SAP introduced the multi-cloud foundation for SAP BTP, which is now the default environment for customers. Sale of SAP BTP, Neo environment, are restricted, and current contracts won’t be extended beyond the sunset date on December 31, 2028, subject to terms of customer or partner contracts. For more information, see SAP Note 3351844. 

            

        
        
            2.4.2    Setup

            When setting up an SAP BTP account, the first thing that needs to be done is subaccount creation within a global account. There are multiple ways an SAP BTP account can be set up based on your requirements. We’ll discuss some of the most common approaches in this section, but these are by no means the only ones.

            Figure 2.17 shows an account setup where at least three subaccounts are created to set up a staged development environment. This is the most typical setup and mimics the on-premise landscape setup. Subaccounts can also be created to separate development scenarios and projects to allow easier configuration (e.g., regarding access restrictions), to separate work of different development teams, to set up different trust configurations between subaccounts, to restrict access to apps and their admin (for example, high-security subaccounts with restricted access), and so on.
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                Figure 2.17    
            SAP BTP Subaccount Setup to Create the Staged Development Environment

            
            Figure 2.18 shows an example of an SAP BTP account setup with a dedicated development subaccount per project, so development apps get consolidated, tested, and published in one single test and one production subaccount. This type of setup is well suited for companies with a focus on continuous integration and continuous delivery (CI/CD), as it lets every development project decide separately about the environment. 
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                Figure 2.18    
            SAP BTP Account Setup to Create the Staged Development Environment with CI/CD

            
            Figure 2.19 shows another example of an SAP BTP account setup where a subaccount is created for staged development environments per functional area. This creates separate development, test, and production subaccounts for each functional area. This allows you to distribute account administration to several teams that can run and operate autonomously. 

            
                [image: SAP BTP Account Setup to Create the Staged Development Environments per Functional Area]

                Figure 2.19    
            SAP BTP Account Setup to Create the Staged Development Environments per Functional Area

            
        
    


                    
                        
        2.5    Administration

        In this section, we’ll discuss how you can administer your SAP BTP account. All the steps of administrating an SAP BTP account described in this section are the same for both trial and paid accounts (unless otherwise specified). There are multiple steps in administering a global account and the services within. We’ll cover here the most important and common ones, and for the others, we’ll provide you with links where applicable. We’ll also provide an overview of options for automating the administration processes. 

        
            2.5.1    Global Account

            Once a contract is signed with SAP, a global account is created, and the contact person on the contract will receive two emails. The first is a welcome email, and the next one provides the account details and login information.

            When a global account is created for the first time, access is granted by SAP to one person only on the customer side for security reasons. This person is named as the IT contact on the contract, but sometimes it ends up being a decision-maker (CTO or CFO) and not the actual person who is on the ground ready to set up and administer the SAP BTP account and cockpit. If this happens, you can open an SAP support ticket to get the contact’s name changed, or you can have the contact person with access assign the right roles to the right IT contact. This is a much easier and faster option. You can do this by logging in to your SAP BTP cockpit and following these steps, as shown in Figure 2.20:

            
                	
                    Once you’re in your global account, navigate to Security, and click on Role Collections. 

                

                	
                    In the Role Collections window, click on Global Account Administrator. 

                

                	
                    In the Global Account Administrator overview window, click on the Edit button. 

                

                	
                    Once in edit mode, navigate to the Users tab, enter the user details, and click on Save. 

                

            

            
                [image: Steps to Add a Global Account Administrator]

                Figure 2.20    
            Steps to Add a Global Account Administrator

            
            Alternatively, you can assign the role to the user by following these steps: 

            
                	
                    Once logged in to the SAP BTP cockpit and in the right global account, navigate to Security, and click on Users, as shown in Figure 2.21. 

                

                	
                    In the Users window, click on Create if the user doesn’t exist, or search for the user. 

                

                	
                    Once the user details are displayed, click on the little arrow button to expand the view so you can assign the role.

                

                	
                    In the Role Collections window, as shown in Figure 2.22, click on Assign Role Collection.

                

                	
                    In the Assign Role Collection popup window, select the Global Account Administrator role, and click on Assign Role Collection.
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                Figure 2.21    
            Creating Users in SAP BTP

            
            
                [image: Assign the Global Account Administrator Role to a User in SAP BTP]

                Figure 2.22    
            Assign the Global Account Administrator Role to a User in SAP BTP

            
            If you signed up for an individual trial account, you can access the account by navigating to https://cockpit.hanatrial.ondemand.com/trial and clicking the Go To Your Trial Account button. Once you’re logged in to the account, you’ll be in your global account, as shown in Figure 2.23. Assigning a global account administrator step isn’t required in this case. Note that a subaccount is automatically created for you in your trial account.
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                Figure 2.23    
            Accessing a Trial Account

            
            
                [image: SAP BTP Cockpit Showing One Global Account]

                Figure 2.24    
            SAP BTP Cockpit Showing One Global Account

            
            As shown in Figure 2.24, you’ll only see one global account if you have access to only one. But in some instances, you might have access to multiple global accounts, in which case, you’ll see multiple accounts on this screen. When administering the account, you need to make sure you’re in the correct global account. 

        
        
            2.5.2    Subaccounts

            Creating subaccounts is a very important step as discussed in the previous section. To create a subaccount, log in to your SAP BTP cockpit, and navigate to the global account or the directory you want to create the subaccount in. As shown in Figure 2.25, click on the Create dropdown menu, and select Subaccount. In the popup window, enter all the subaccount details, and click on the Create button. Note that in a trial account, a trial subaccount is automatically created for you, as shown previously in Figure 2.23.
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                Figure 2.25    
            Steps to Create a Subaccount

            
        
        
            2.5.3    Entitlements

            Entitlements are the SAP BTP services that you’ve subscribed to and have available in your account for use. Entitlements are assigned by SAP at a global account level, and the customer’s global account administrator needs to assign the required services to the various subaccounts as needed for their consumption. 

            To see the entitlements assigned to the global account, first ensure you’re at the global account level, and then navigate to Entitlements • Service Assignments, as shown in Figure 2.26. Here, you can see all the SAP BTP services you have available to consume. What you see depends on the account you have. Either way, check this list to ensure that you see what you expect to see so that you can start consuming and using these services. But before that, you need to assign or allocate the services to the subaccounts. 
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                Figure 2.26    
            Entitlements at the Global Account Level

            
            To allocate entitlements/services to subaccounts, you need to first determine where each service is available. This was discussed in Section 2.2.1 and shown previously in Figure 2.7. Then, once you decide where you want to run it, you can assign the service to a subaccount. To do that, navigate to the subaccount to which you want to add entitlements, and then navigate to Entitlements. Note that only global account administrators can see the entitlements here. Once you confirm that you see the service you want to add to your subaccount, click on Edit Entitlements. If you’re using a free trial account, all available services might be already added to your account, so you don’t need to do anything other than change the assigned units. If the services aren’t added to your subaccount, then you’ll see the Add Service Plans button, as shown in Figure 2.27. 

            Now, in the popup, look for the entitlement(s) you’d like to add (SAP Work Build Zone, standard edition, in our example), and click on Add 1 Service Plan, as shown in Figure 2.27.

            Once this step is done, you’ll be taken back into the previous screen, click Save to make the global entitlement available at the subaccount level. However, this doesn’t mean the subaccount can start using the service yet. 
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                Figure 2.27    
            Configuring Entitlements for Subaccounts

            
            Now that the entitlements have been added to the subaccount, you can double-check the availability by navigating to Services, selecting the Entitlements tab, and looking for the entitlement/service you added. 

            To start using the services in applications, you need to enable them or create an instance of the service. Navigate to Services • Service Marketplace, and look for the service you want to create and make available to this subaccount, as shown in Figure 2.28. We’ve selected SAP Build Work Zone, standard edition as the service in our example. In the Plan field, you can select the subscription plan you want to charge to (standard, in our example). Click the Create button. 

            Once this is done, you’ve created the service, and the subaccount can use it. Figure 2.29 shows that the SAP Build Work Zone, standard edition service is subscribed to. Now that you’ve created the service, your account will start getting billed for usage—up until now, nothing is charged. Of course, it’s free if you’re using a trial account.
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                Figure 2.28    
            Creating the Needed Service in the Subaccount through the Service Marketplace

            
            
                [image: Viewing the Created Service in the Instances and Subscriptions Area]

                Figure 2.29    
            Viewing the Created Service in the Instances and Subscriptions Area

            
        
        
            2.5.4    Usage

            The SAP BTP cockpit provides usage analysis. As shown in Figure 2.30, by navigating to the Usage menu, you can see the usage of various services at a subaccount or directory level or by month and year. The middle screen shows a usage analysis example for ABAP environment – standard. The bottom screen shows the hours used of runtime memory over the course of 2023. 
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                Figure 2.30    
            Usage Analysis

            
        
        
            2.5.5    Automation

            Recognizing the diverse needs of different users in the customer and partner ecosystem, SAP consistently offers various methods to accomplish tasks. In the previous sections, we demonstrated account administration via SAP BTP cockpit’s graphical user interface (GUI). However, similar tasks can also be executed through alternative avenues within SAP BTP, such as boosters, the SAP BTP command line interface (SAP BTP CLI), SAP BTP application programming interfaces (APIs), SAP Automation Pilot, and Terraform. These options cater to administrators who want to conduct SAP BTP administrative tasks via scripts or execute tasks in a repetitive manner. Let’s delve into each of these options for performing administrative tasks in SAP BTP.

            
                Boosters

                Boosters comprise a series of interactive guided steps designed to assist users in selecting, configuring, and using services within SAP BTP to accomplish specific technical objectives. Boosters are accessible directly from your preferred global account within the SAP BTP cockpit. 

                Choose the Boosters option from the left-hand menu, as shown in Figure 2.31. This leads you to a page displaying an overview of all available boosters, categorized by capability. Various boosters are available for performing multiple tasks such as preparing an account for ABAP development, setting up an account for SAP AI Launchpad, setting up an account for SAP Build Process Automation, and various other purposes.
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                    Figure 2.31    
            Boosters in the SAP BTP Cockpit

                
                From this overview page, you can swiftly gather information about a booster, initiate it using the start button, or select a tile to delve into its details. Clicking the Prepare an Account for ABAP Development tile, for instance, navigates to the detail screen shown in Figure 2.32. 
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                    Figure 2.32    
            Booster Details

                
                Upon initiating a booster, a wizard interface appears, leading you through a sequence of steps. Following these steps facilitates the achievement of the outcome outlined in the booster overview. There are five steps to set up an SAP BTP account for using SAP Automation Pilot: 

                
                    	
                        Access a booster by clicking Start, as shown in Figure 2.33, and the booster checks for prerequisites. 

                        
                            [image: Setting Up an SAP BTP Account for SAP Automation Pilot Using a Booster (1 of 3)]

                            Figure 2.33    
            Setting Up an SAP BTP Account for SAP Automation Pilot Using a Booster (1 of 3)

                        
                    

                    	
                        In the Select Scenario step, as shown in the top screen in Figure 2.34, select the subaccount in which you want to set up SAP Automation Pilot, or create a new subaccount.

                    

                    	
                        In the next step, Configure Subaccount, configure the subaccount by providing a name, provider, region, and so on, as shown in the bottom screen in Figure 2.34. 
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                            Figure 2.34    
            Setting Up an SAP BTP Account for SAP Automation Pilot Using a Booster (2 of 3)

                        
                    

                    	
                        In the next step, Add Users, you’ll add users and roles (e.g., administrators and developers), as shown in the top screen in Figure 2.35. 

                    

                    	
                        In the final Review step, review the details to finish the setup, as shown in the bottom screen in Figure 2.35.
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                    Figure 2.35    
            Setting Up an SAP BTP Account for SAP Automation Pilot Using Booster (3 of 3)

                
            
            
                SAP BTP Command Line Interface

                For administrators who are interested in performing SAP BTP administration tasks using a command line terminal or want to automate operations using scripts, SAP provides the SAP BTP CLI. There are multiple parts to SAP BTP CLI. The CLI client is installed on the local desktop of the administrator and is accessed through the shell of the local operating system on which it’s installed. CLI server is where all the command definitions are stored. The CLI server delegates the authentication and authorization to the authentication service and forwards the trust to the platform service. The platform service will then take care of the authorization at the time of command execution. 

                SAP BTP CLI can be used to manage and set entitlements on global accounts, directories, and subaccounts. You can manage runtime environment instances in a subaccount. For example, you can enable the Cloud Foundry environment by creating a Cloud Foundry org (environment instance). You can manage roles and role collections, and assign role collections to users. You can display and update the security settings for the subaccount and perform various operations related to your platforms, attached service brokers, service instances, and service bindings. You can also get information about the service plans and service offerings associated with your subaccount. 

                For further details and documentation on how to work with SAP BTP CLI, refer to http://s-prs.co/v591903. SAP BTP CLI command reference documentation describes all commands and their parameters, examples, tips, and links to further documentation. This can be found at http://s-prs.co/v591904.

            
            
                SAP BTP APIs

                SAP also provides REST APIs to manage, build, and extend the core capabilities of SAP BTP. Each core service focuses on a different aspect of the platform, such as managing entitlement of accounts and products, and the registration and provisioning of subscriptions for multitenant applications and services. Available APIs can be found at https://api.sap.com/package/SAPCloudPlatformCoreServices/rest. 

            
            
                SAP Automation Pilot

                The primary objective of SAP Automation Pilot is to streamline and automate intricate manual processes, thereby reducing the operational workload associated with any cloud solution on SAP BTP. Through its minimalist approach, the service enables the automation of a series of steps that can be executed by a machine. It’s engineered to maintain low latency even under heavy workloads. Additionally, SAP Automation Pilot offers a UI that provides users with access to various features. The big advantage of SAP Automation Pilot is you can group several prebuilt commands and content into your own catalogs and execute them without having to write code. There are plans for SAP to introduce Joule to assist with using SAP Automation Pilot.

                Some of the core features are as follows: 

                
                    	
                        Built-in content
Use preexisting commands that the service comes with related to the SAP BTP DevOps scenario and automated procedures such as database and application lifecycle management (ALM), monitoring, HTTP requests, bash scripting, and more.

                    

                    	
                        Custom content
Create custom scenarios by using built-in content; by linking, composing, and configuring your own custom commands; or by developing custom script commands from scratch.

                    

                    	
                        Catalogs
Organize content by grouping commands and scenarios into catalogs.

                    

                    	
                        Job scheduler
Establish your own scheduling parameters for the execution of commands. Executions can be scheduled to run on a specific date and time scheduled to be repeated regularly.

                    

                

                To set up an instance for SAP Automation Pilot, you can take advantage of the Set Up an Account for SAP Automation Pilot booster that will help add the service plans, assign the roles, and create the SAP Automation Pilot instance for you. We walked through this process during our earlier discussion of boosters (refer to Figure 2.33, Figure 2.34, and Figure 2.35). 

                Once SAP Automation Pilot is set up, you can access it as shown in Figure 2.36 by navigating to the subaccount 1, the service 2, and then the application 3. You’ll arrive at the SAP Automation Pilot Dashboard 4. 
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                    Figure 2.36    
            SAP Automation Pilot Application

                
            
            
                Terraform

                Infrastructure as code (IaC) is the concept of managing infrastructure through a descriptive model. Similar to DevOps for source code where the same code produces the same results each time, IaC is used for managing infrastructure such as networks, virtual machines, load balancers, and connections. An IaC model generates the same environment every time the model is applied. 

                Terraform is a platform-agnostic, open source, and free-to-use tool for IaC. It increases speed and reduces cost to deploy IT infrastructure. When applied to SAP BTP, it helps automate administrative activities in Cloud Foundry and Kubernetes such as managing service instances, applications, users, quotas, and more. The key here is automation and the ability to provision without having to click several times using the GUI or write several CLI commands to deploy and set up environments. You might be using multiple boosters to set up environments or perform specific tasks; using Terraform, you can do this all at once. 

                Additionally, Terraform can be used to detect and manage configuration drift, flagging any alterations made outside of its control as deviations, and to provision environments automatically for testing, quality assurance, or production. 

                To learn more about Terraform fundamentals, refer to https://developer.hashicorp.com/terraform/tutorials/cli, and to get started with Terraform for SAP BTP, see the developer tutorial at https://developers.sap.com/tutorials/btp-terraform-get-started.html. 

            
        
    


                    
                        
        2.6    Summary

        The key takeaway from this chapter is that there are multiple ways you can get a trial account or a paid account. If you have a trial account, you can start using the account immediately. In a paid account, one important step you need to take is to assign a second global account administrator. All other steps of creating subaccounts, assigning entitlements to subaccounts, creating and activating the service, and making it ready for usage in the subaccount are common across trial and paid accounts and are necessary to get started with SAP BTP development. The chapter also covers the various ways you can set up an SAP BTP account and make it ready for use.

        In the next chapter, we’ll move on to the SAP BTP architecture and development approach. 

    


                    
                        Part II
Application Architecture and Design



                    
                        3    Architecture Design Patterns and Development Approach
Understanding the architectural components of an application is the foundation for designing and building any application in SAP Business Technology Platform (SAP BTP). This chapter discusses enterprise architecture, architecture design patterns, and development approach concepts as they relate to building applications in SAP BTP.
In Part I of the book, we’ve introduced the basics of SAP BTP and briefly discussed what it offers. You’ve seen the different powerful services under this portfolio that can be leveraged to make the digital transformation your organization is trying to achieve. Along with transforming the existing IT landscape, you can reimagine business processes to make them even more flexible and versatile to equip your business to adapt to the ever-changing and challenging world dynamics. You’ve seen the main capability pillars of SAP BTP, that is, application development, automation, integration, data and analytics, and AI. We briefly touched on the topic of bimodal IT and how a two-paced IT landscape can play a critical role in the success of your organization by making it nimble and agile while remaining resilient in its core competencies. However, when you embark on the journey of such digital transformation and you’re about to build solutions based on a cloud or hybrid landscape, the first thing you need to ensure is that the development approach adheres to architecture principles. To build a castle, you need a blueprint, and SAP BTP is no different. You need to lay out the development on a solid architecture framework that can principally support robust changes yet give enough flexibility to tackle dynamic challenges that modern businesses are facing today.
In this chapter, we’ll zoom in on three different perspectives: the architect, the project manager, and the developer. 
We’ll start with some core architecture principles and a framework that can be followed in an SAP BTP-based development. You’ll see how this architecture framework fits into the broader enterprise architecture and the key artifacts that should be developed to ensure smoother transitions to the cloud. You’ll also see some of the common architecture design patterns that you may find relevant in a cloud/hybrid landscape. These architecture design patterns are emerging in the market and have been proven successful in various industries. We’ll discuss how these modern architecture design patterns can be realized through SAP BTP services. 
Then, we’ll shift to the project manager’s view. It’s important to have a deeper understanding of a project’s implementation methodology because it gives a framework for project governance. 
Finally, you’ll see some of the best practices on how to approach a development in SAP BTP, which is important from a developer’s point of view, especially in complex extension scenarios. In addition, we’ll cover how different service offerings under the SAP BTP umbrella help realize this development approach.

        3.1    The Architect’s View: Lean Enterprise Architecture

        We’ll begin with the architecture methodology and architecture patterns relevant for SAP BTP-based solutions. This section will shed light on the SAP BTP world more from an architect’s perspective. 

        To build enterprise software, you need to create the foundation and follow a certain methodology. There are many architecture frameworks available in the market, including Zachman, SAFe 5, and The Open Group Architecture Framework (TOGAF). To show how modern development in SAP BTP can be driven out of an established architecture development framework, we’ll follow TOGAF here. 

        
            3.1.1    Architecture Development Method

            The Open Group proposed TOGAF starting in 1995 to provide an approach for designing, planning, implementing, and governing enterprise architecture. The approach is called the architecture development method (ADM). It’s not in scope of this book to discuss TOGAF in depth, but we’ll touch on the core concepts to understand how the different ADM phases, which are important to develop an enterprise architecture, fit into the development methodology for SAP BTP.

            Per TOGAF, the ADM consists of nine phases within four levels of architecture domains: business, data, applications, and technology (see Figure 3.1). We’ll take a closer look at the first four phases that are relevant for SAP BTP:

            
                	
                    Architecture context and phase A: Architecture vision
The preliminary phase and the architecture vision phase concern setting out the architecture context. Within the architecture vision phase, you start defining the high-level aspirational vision for the architecture. This is the phase where you establish the high-level scope of a project, and set the context, expectations, and constraints of the architecture development. The main goal of this phase is to define a business goal that the architecture is trying to deliver. A statement of architecture work is the primary deliverable in this phase that defines the high-level aspirational vision, scope, and expectation of the architecture work. Key architecture work products in this phase are as follows:

                    
                        	
                            Statement of architecture work

                        

                        	
                            Architecture vision

                        

                        	
                            Business goals and drivers

                        

                        	
                            Capability assessments

                            
                                [image: TOGAF Phases]

                                Figure 3.1    
            TOGAF Phases

                            
                        

                    

                

            

            
                Note

                Phases B to D, that is, business architecture, information system architecture, and technology architecture, are the core phases where the architecture development is done.

            

            
                	
                    Phase B: Business architecture
In this phase, you define the business capabilities in the context of the project that are to be addressed by the architectural work. This is where you dig down to the business goals, capabilities, and strategic drivers to find the business motivation of the architectural work. You also take into consideration organizational aspects such as how stakeholders are aligned. Some of the key architecture work products in this phase are as follows:

                    
                        	
                            Operating model of your enterprise to achieve business goals

                        

                        	
                            Business goals and objectives

                        

                        	
                            Business functions, business services, business processes, business roles

                        

                    

                

                	
                    Phase C: Information system architecture
This phase combines data and application domains in an effort to describe and document your organization’s IT landscape. In addition, you document data and information being processed in the IT landscape. In this phase, you take the statement of architecture work and try to bring in the high-level target application and data architecture to fit that vision. You also need to consider stakeholder concerns and feedback, as you work on the architecture work products to achieve higher refinement. Some key architecture work products in this phase are as follows:

                    
                        	
                            Application realization diagram

                        

                        	
                            Use case diagram

                        

                        	
                            Solution concept diagram

                        

                        	
                            Conceptual data model

                        

                    

                

                	
                    Phase D: Technology architecture
This phase provides the lens with which to see the architecture from deployment and hardware landscape perspective. The conceptual data and application components that are defined in the previous phase are picked up and mapped to the corresponding technology component such as runtime environment, hardware platforms, software products or services, and so on. Here, you work on the architecture to make the whole solution more concrete. Typical work products for this phase include the following:

                    
                        	
                            Technology components and their relationships

                        

                        	
                            Environment and locations

                        

                        	
                            Hardware specifications and sizing

                        

                    

                

            

            From phase E onward, ADM focuses on the actual implementation. Phase E (solution and opportunities) and phase F (migration planning) are the basic phases for transitioning the architecture to set out and prepare for implementation, while phase G (implementation and governance) talks about the core implementation. Later, phase H (architecture change management) focuses on how the organizational change management needs to be taken care of to successfully implement the project into practice. These are also very important phases for the full lifecycle of a project, but for the purpose of how to develop an architecture for SAP BTP projects, we need not focus on project management, change management, or implementation methodology at the moment.

        
        
            3.1.2    Design Thinking and Architectural Thinking

            In an organization, the main drivers of your architectural work are twofold:

            
                	
                    Business driver 
Market demand, economic demand, customer demand, regulatory demand, and so on.

                

                	
                    Technology driver
Cloud computing, machine learning, Internet of Things (IoT), and so on.

                

            

            Architectural thinking helps to address the problems in an engineering mindset with a focus on technology and business, and the ADM tries to address the problems from a technical feasibility standpoint. However, in practice, to drive innovation, a user-centric view needs to be factored in as well. From this perspective, design thinking considers users as the center point of the design solution. Figure 3.2 shows the focus and emphasis of the domains in design thinking and architectural thinking.
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                Figure 3.2    
            Combination of Design Thinking and Architectural Thinking

            
            So, you need to take an approach that combines design thinking with architectural thinking to infuse the human element and user centricity into the design and architecture of a solution. This allows you to apply a creative mindset to understand the problem and solve it in an innovative way.

            In a project lifecycle, design thinking and architectural thinking can go hand in hand across these different phases:

            
                	
                    Explore

                

                	
                    Discover 

                

                	
                    Design

                

                	
                    Deliver

                

                	
                    Run and scale

                

            

            Figure 3.3 shows how design thinking steps and artifacts complement the corresponding ADM steps and work products in these different phases. 
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                Figure 3.3    
            Design Thinking Artifacts Complementing Architecture Work Products

            
            For example, in the explore phase the design thinking methodology talks about innovation ideas and how the stakeholders are aligned with that innovation process. For architectural thinking, you can complement the thoughts here with the strategy map. Similarly, in the discover phase in design thinking, you do research and inventory, which can be complemented with the baseline application architecture. In the design phase, you can make things more concrete and produce target application architecture in architecture development, which can help build the design thinking prototype. During the deliver phase, you work on the final product and set out the future direction, which can be powered by the road map work product. Finally, in the run and scale phase, you get feedback and optimize the solution through design thinking, which overlaps with implementation governance and operation excellence.

        
        
            3.1.3    Lean Enterprise Architecture Toolkit

            Lean enterprise architecture is a methodology to accelerate the value from a standard enterprise architecture framework such as TOGAF. Essentially, it infuses proven lean and acceleration concepts with established enterprise architecture practices. In this section, you’ll see how to adopt a lean enterprise architecture to put modern development into formal practice. You’ll also learn how to set a framework by establishing a process flow and setting out guidelines on work products that will help direct the organization to achieve the architectural outcome while adhering to broader enterprise architecture guidelines such as the TOGAF ADM. As discussed earlier, the architecture work can be triggered from two main drivers: business and technology. The lean enterprise architecture toolkit provides guidelines on these work products in the business and technology domains to drive the architecture work in the right direction.

            Figure 3.4 shows 15 different work products and their relationships and flows. How you’re going to use a work product varies from one architectural engagement to another. All of these work products aren’t mandatory though, and you’ll see certain coherence and synergy between the work products that define the interrelations. Figure 3.4 also shows that you can take a fast lane to produce essential architecture work products for a minimum viable architecture.
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                Figure 3.4    
            Overview of Architectural Work Products

            
            We’ll discuss the architectural work products that fall within the business and technology domains in the following sections.

            
                Business Domain

                Let’s look at some of the key work products and their structures that fall within the business domain: 

                
                    	
                        Strategy map
The purpose of the strategy map is to provide a cross-organizational reference of how your company meets its drivers in practical terms through goals, objectives, and measures. It provides business context for your architecture work. The key functions of this document are as follows:

                        
                            	
                                Understand strategy: Capture the strategic intention of the organization. 

                            

                            	
                                Understand goals: Capture the strategic goals, and link drivers, goals, and objectives.

                            

                            	
                                Associate the use case: Identify the strategic goals and drivers, and relate them to the architecture project.

                            

                        

                        Figure 3.5 shows an example strategy map template. It describes the vision, driver, and goals of the program. Then, in the subsections, strategic goals and objectives are mentioned. In addition, the corresponding projects and initiatives that the strategy will enrich are mentioned in the map.
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                            Figure 3.5    
            Strategy Map Template

                        
                    

                    	
                        Stakeholder matrix
Stakeholder management is key to managing expectations and ensuring support from key stakeholders to create a successful project. The stakeholder matrix is a key artifact that provides a ready reference on who you should adequately communicate with in your architecture work. This document helps in the following ways:

                        
                            	
                                Identifying the stakeholders: Who are the users affected? Who can influence the architecture? Who has interest in its success?

                            

                            	
                                Understanding stakeholders: Who needs support? Who has potential disruptions? Who needs to be informed?

                            

                            	
                                Managing stakeholders: Define an engagement model with stakeholders.

                            

                        

                        Figure 3.6 shows an example stakeholder matrix template.
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                            Figure 3.6    
            Stakeholder Matrix

                        
                    

                    	
                        Statement of architecture work
The statement of architecture work is the document that defines the scope of the architectural work, the roles and responsibilities supporting the architecture work, and the acceptance criteria. Typically, this document attempts to do the following:

                        
                            	
                                Understand the context of the solution: What is the project context? What is the driving reason for the initiative? How is the project aligned to the company’s broader goal?

                            

                            	
                                Define the scope by documenting what the project is about: Document the high-level vision of the architecture.

                            

                            	
                                Define the acceptance criteria of the project: Who is participating in the project, and what roles are required to fulfill the acceptance criteria?

                            

                        

                    

                    	
                        Architecture principles
Architecture principles define the constraints and guidelines that your architecture must adhere to. The main purpose of this document is as follows:

                        
                            	
                                Identify the principles: What are the specific standards you need to consider? Are there any vendor constraints? What are the deployment options under consideration? Often these are driven by external conditions such as the market, regulations, compliance issues, and so on.

                            

                            	
                                Understand the benefits of adhering to such principles.

                            

                            	
                                Identify the impacts in your architecture to adhere to these principles.

                            

                        

                        Figure 3.7 shows an example template for architecture principles. 

                        
                            [image: Architecture Principles]

                            Figure 3.7    
            Architecture Principles

                        
                    

                    	
                        Risk analysis
It’s important to identify, classify, and mitigate the risks of your project. In DevOps, failing early and often is common, so identifying risks early in the project cycle is important. The risk analysis document helps with identifying and classifying risks. You can identify initial risks, which are the risks prior to implementing mitigation actions, and residual risks, which are risks that possibly remain, even after your mitigating actions. The purpose of this document is as follows:

                        
                            	
                                Identify risks in respect to the project and to the organization.

                            

                            	
                                Plan mitigation by classifying and reassessing the risks.

                            

                            	
                                Manage risks by executing the risk mitigation plan and monitoring execution.

                            

                        

                        Following are the high-level guidelines for risk classification:

                        
                            	
                                (H)igh risk: Significant failure of parts of the architecture project resulting in certain goals of your organization not being achieved. 

                            

                            	
                                (M)oderate risk: Noticeable failure of parts of the architecture project threatening the success of certain goals of your organization. 

                            

                            	
                                (L)ow risk: Certain goals of your organization won’t be fully successful.

                            

                        

                        Figure 3.8 shows an example template of risk analysis. 
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                            Figure 3.8    
            Risk Analysis Template

                        
                    

                    	
                        Solution context
The purpose of a solution context is to help you understand the requirements in the context of usability, security, support, and so on. This shows the relationship of the organizational units and different user groups with the solution. The solution context does the following: 

                        
                            	
                                Identifies the business capabilities, key objectives, and main use case that the solution is addressing

                            

                            	
                                Identifies the business users and roles related to the concerned business application

                            

                            	
                                Visualizes the solution components on a high level to show the relationship between organization units and user groups with the business functions of the solution component

                            

                        

                        Figure 3.9 shows an example template of a solution context diagram for the user context. This includes the roles that are interacting with different parts of the solution and the corresponding functionalities to serve the broader business solution.

                        
                            [image: Solution Context Diagram]

                            Figure 3.9    
            Solution Context Diagram

                        
                    

                    	
                        Use case blueprint diagram
The purpose of the use case blueprint diagram is to drive the transition from design thinking to architectural thinking. User-centric actions are mapped to technical aspects of the architecture, such as data, application, systems, and technical capabilities.

                        The use case blueprint diagram is primarily used for the following:

                        
                            	
                                Tell and visualize a story specific to the use case of a certain persona. Usually, a story board is prepared for this with the corresponding use actions.

                            

                            	
                                Identify which data and application context is used for which user action.

                            

                            	
                                Identify the technical capability that is required for each action.

                            

                        

                        Typically, MURAL templates are used that are derived from the design thinking methodology. An example of a MURAL template for a use case blueprint diagram is shown in Figure 3.10.

                        The primary objective of this diagram is to document the following:

                        
                            	
                                Target scenario: How does the user work with the target solution?

                            

                            	
                                Actions: What actions does the user perform to achieve the desired results?

                            

                            	
                                Required data: What data is required for the action?

                            

                            	
                                Systems and applications: Which technical systems or applications are accessed for the action?

                            

                            	
                                Technical capability: Which technical capabilities are required to perform the action?

                            

                        

                        
                            [image: MURAL Template for a Use Case Blueprint]

                            Figure 3.10    
            MURAL Template for a Use Case Blueprint

                        
                    

                

            
            
                Technology Domain

                So far, we’ve described the artifacts related to the architecture work that are driven by the business domain. Now, let’s look at the architectural artifacts that are driven by the technology domain. To create architecture diagrams, SAP recommends using the iconography that adheres to SAP’s design standard. We’re going to use the same iconography in this book as well, which you can reference at http://s-prs.co/v591905.

                Let’s take a look at the key work products and their artifacts that fall under the technology domain:

                
                    	
                        Baseline solution architecture
This document describes applications, software components, and functional components in the “as is” landscape. The main purpose of this document is to define the scope of change initiatives resulting from your architecture. Other purposes include the following:

                        
                            	
                                List the current applications in your IT landscape that are relevant in your solution context.

                            

                            	
                                Describe the functional dependencies between different applications and components.

                            

                            	
                                Describe the existing applications and IT components, including their dependencies and relationships. 

                            

                            	
                                Describe the related users and roles.

                            

                        

                        Figure 3.11 shows an example of a baseline solution architecture. The existing baseline solution has the enterprise resource planning (ERP) core with vendor add-on component, a data warehouse, and the identity provider in the on-premise network. The company also has a business intelligence application for analytics on the cloud that is interacting with the on-premise data warehouse. In addition, a web shop on the cloud is integrated with the on-premise ERP solution.
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                            Figure 3.11    
            Baseline Solution Architecture

                        
                    

                    	
                        Solution concept
This document provides a high-level representation of the envisioned solution to meet the requirements. You can consider the solution concept as a pencil sketch of your expected solution based on architecture building blocks. The main purposes of this document are as follows:

                        
                            	
                                Identify architecture building blocks: Often this is built on top of the solution context diagram developed in the previous step.

                            

                            	
                                Draw an architecture diagram describing relationship and dependencies.

                            

                            	
                                Add business units or org units, functions, and users or roles, including relationships to the architecture building blocks.

                            

                        

                        Figure 3.12 shows an example solution concept diagram. Note that, at this stage, we’re just identifying the architecture building blocks on a high level. These need not be translated into tangible technical components at this stage.
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                            Figure 3.12    
            Solution Concept Architecture Template

                        
                    

                    	
                        Solution realization diagram
This document provides a more granular architecture breaking your solution into applications and functional components based on solution building blocks. The main purpose of the solution realization diagram is to depict how you’re planning to realize the solution by providing more tangible technical details. The key value propositions for this document are as follows:

                        
                            	
                                Identify solution building blocks: The process starts at fit-gap analysis on the baseline solution architecture. Next, you map the vendor-specific building blocks, such as cloud services, and map them to the architecture building blocks.

                            

                            	
                                Identify the functional dependencies of different solution building blocks: For example, a Java-based web app is dependent on the SAP HANA service for persistency.

                            

                            	
                                Use users and groups to show their relationship to the solution building blocks.

                            

                        

                        Figure 3.13 gives an example of a solution realization diagram to monitor vital statistics of an oil rig and feed operational business data from core systems (e.g., SAP S/4HANA) and IoT sensor data to provide a dashboard via SAP Analytics Cloud.

                        The IoT data and operational data are also exposed through a Java web app to the SAPUI5 layer to build a custom alerting and monitoring solution. The whole custom SAPUI5 app as well as SAP Analytics Cloud can be accessed through SAP BTP collaborative platforms such as SAP Build Work Zone, standard edition, which can be accessed through desktop or mobile devices via SAP Mobile Start. In addition, the example depicts the relationship between internal users who will be monitoring the oil rig operations via desktop apps. However, for external users, such as suppliers and contractors, similar information will be published via the mobile app.
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                            Figure 3.13    
            Solution Realization Diagram

                        
                        As you can see in this example, we’re going deeper into the solution building blocks and describing which component will be realized via which service/technology.

                    

                    	
                        Architectural decisions
This document, as shown in Figure 3.14, concerns the strengths, weaknesses, opportunities, and threats (SWOT) analysis in your architectural decisions. The main purposes of this document are as follows:

                        
                            	
                                Keep track of alternatives.

                            

                            	
                                Document the reasoning behind certain decisions.

                            

                            	
                                Maintain a change log for different decisions during your project lifecycle.
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                            Figure 3.14    
            Architecture Decisions Template

                        
                    

                    	
                        Conceptual data diagram
The purpose of having a conceptual data diagram is to describe the main entities processed in the architecture context and their relationship. This helps when identifying the business entities that are needed to realize your architecture. This document tells you all the attributes and properties of the entities that need to be taken care of and defines the relationship between entities.

                        Generally, entity relationship modeling is followed to describe the data flow and entity relationship diagram, and unified modeling (UML) techniques are followed for building the class diagram in this stage. 

                        
                            [image: Conceptual Data Diagram Template]

                            Figure 3.15    
            Conceptual Data Diagram Template

                        
                        Figure 3.15 shows an example conceptual data diagram template for capturing different entities and their relationships. Typically, entities are the nouns in your problem statement, and relationships are the verbs.

                    

                    	
                        Software distribution diagram
This document shows how your solution is structured and how the solution building blocks/architecture building blocks are distributed across the IT infrastructure. This gives a clear picture of how the solution components are hosted.

                        Figure 3.16 shows a sample template of the software distribution diagram with three solution building blocks:

                        
                            	
                                Solution building block for SAP Asset Strategy and Performance Management, which is part of the architecture building block of SAP Supply Chain Management (SAP SCM)

                            

                            	
                                Solution building block for SAP Datasphere, which is part of SAP BTP

                            

                            	
                                Solution building block for SAP software as a service (SaaS)

                            

                        

                        The distribution shows specifically which component is distributed over which network. For example, the SAP BTP and SaaS components here are on the public cloud and dependent on infrastructure providers (infrastructure as a service [IaaS], which includes hyperscalers such as Microsoft Azure, Google Cloud Platform, Amazon Web Service [AWS], etc.). On the other hand, other solution building blocks, such as SAP S/4HANA, IoT solutions that may be a non-SAP component, and the cloud connector, are deployed in the on-premise network.
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                            Figure 3.16    
            Software Distribution Diagram

                        
                    

                    	
                        Environment and location diagram
Now that larger enterprises are having more wide and distributed systems, many solution components are spread across different geographies and different infrastructure providers. For this reason, it’s important to document how the solution components are distributed across geographies and hyperscalers. This diagram also conceptually describes the deployment environment, which helps in DevOps strategies (discussed in Chapter 12).

                        Figure 3.17 shows an example template for the environment and location diagram. This diagram particularly focuses on how different solution components are physically located, such as data center for the cloud provider, geographies, and locations from which the solution will be accessed (e.g., office location).
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                            Figure 3.17    
            Environment and Location Diagram

                        
                    

                    	
                        Architecture road map
You may encounter scenarios often when your project is part of larger organizational change initiatives that lay out the foundation of the core requirements. Again, there might be situations in which the overall goal can only be achieved in a longer period. In such cases, you need to lay out a road map of the architecture. Due to many constraints (timeline, technology, skill sets, budget, etc.), all the necessary solution building blocks may not be ready at the beginning. The architecture road map brings in a nice timeline view of how different functionalities are packaged into smaller manageable chunks, also known as work packages. In addition, it depicts how one work package is dependent on another to fulfill the functionality by properly sequencing the work packages. 

                        Figure 3.18 shows a template for an architecture road map that shows the horizon and future plans. Typically, you’ll define smaller scopes into work packages, and the road map will show the time horizon for when to expect to have a particular work package delivered to the enterprise to enable those particular business capabilities. Road maps also show the interdependencies between work packages and help with aligning a long-term execution plan.
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                            Figure 3.18    
            Example Template for an Architecture Road Map

                        
                    

                

            
        
        
            3.1.4    Architecture Design Patterns

            We’ve now covered the high-level concepts about how an enterprise architecture can provide a solid foundation and framework to build a solution architecture. Now, we’ll move on to discuss the different trending architecture patterns in the following sections.

            
                Note

                Keep in mind that the architecture patterns we’ll discuss aren’t supplementary or mutually exclusive. Rather, in an enterprise-scale application, they all complement each other. Later in this book, we’ll see how, for a bigger solution, one part can be developed using the microservice pattern, and another part can be realized using a serverless pattern or on a Kubernetes cluster as a containerized app. All of these can talk to each other using an event bus such as SAP Event Mesh for cloud integration or the API Management capability.

            

            
                Microservice-Based Architecture

                Microservice-based architecture is an architectural style where autonomous, independently deployable services collaborate together to form an application. Though, as the name suggests, the microservice should limit itself to a small size, there is no official guideline on how small or how big a microservice should be. As such, for all practical purposes, we’ve seen many considerable sized services also be offered as microservices as long as they adhere to microservice principles. 

                Before we discuss the benefits of microservice-based architecture, let’s look at the main issues that this type of architecture tries to address. 

                Traditionally, in the monolithic architecture, as shown in Figure 3.19, different parts of the applications are shared in a single codebase, and different developers are developing in a single gigantic system. 

                
                    [image: Monolithic Architecture]

                    Figure 3.19    
            Monolithic Architecture

                
                Typically, this type of application covers single processes on a single host based on a single database. Sound familiar? Our traditional ABAP environment is a classic example. Here, we code in a single language, ABAP, and typically the codebase is hosted on an application server, and the core application is based on a database. Although SAP gives different choices of databases in previous versions, for a particular application server, it will be a single database. Monolithic architecture has some clear benefits:

                
                    	
                        Simple to use

                    

                    	
                        Easy to find things (think of where-used lists in ABAP)

                    

                    	
                        Relatively simple deployment

                    

                

                However, monolithic architecture has some major drawbacks:

                
                    	
                        Scalability
It works well in considerably smaller to moderate-sized applications. However, when you need to think of scaling a much larger application, monolithic architecture fails to support that. You may argue that you can modularize developments even in a monolithic architecture. However, you’ll often find that these modules are too tightly integrated and entangled. As a result, partial scalability depending on need is almost impossible to achieve. Let’s say you’re developing a lead-to-cash scenario. In such a scenario, the entire end-to-end process is taking the lead to the quote to order, which are mostly front-facing tasks, meaning these parts of the application will interact with end customers more often. Now, due to the nature of business, you have higher volumetric, velocity, and variety of data in the lead space, and the data will narrow down toward the order and subsequent processes. So, even this is an interrelated process, and the different parts of the process demand different scalability. In a monolithic architecture where you have the whole lead-to-cash scenario in a single box, it’s difficult to achieve this partial scalability dynamically. This horizontal scaling is often not possible, and vertical scaling is expensive.

                    

                    	
                        Availability
For a monolithic architecture, you need to deploy the whole application even for a single line code change. This results in essential downtime of the whole application. So, for a modern-day cloud era where you need to build high availability applications, monolithic architecture has its limitations.

                    

                

                In certain scenarios, even if you have a monolithic system, you may have adopted modular approaches. In such cases, even if parts of the applications are well modularized, they may still have a shared database. This is known as a distributed monolithic architecture, as shown in Figure 3.20. 

                
                    [image: Distributed Monolithic Architecture]

                    Figure 3.20    
            Distributed Monolithic Architecture

                
                As mentioned, even though different parts of the application are modularized, they remain tightly coupled and often share a single database, resulting in many scalability challenges.

                You’ve now seen the limitations and challenges of a monolithic architecture. Even for a distributed monolith, many of the challenges can’t be overcome easily. In contrast, microservice-based architecture decomposes the application into smaller sizable services. These services are fairly independent and loosely coupled. Figure 3.21 shows the concept of microservice architecture where the entire lead-to-cash functionality is now decomposed into multiple microservices.

                
                    [image: Microservice Architecture]

                    Figure 3.21    
            Microservice Architecture

                
                This provides the following benefits:

                
                    	
                        Small services are easier to develop independently.

                    

                    	
                        Small service development can be managed by different distributed teams.

                    

                    	
                        Services can be developed in various different technology stacks. This is a huge benefit as different parts of the application can leverage the power of different relevant technologies, and you now have a whole new world of options to create the application with best-of-breed technologies.

                    

                    	
                        Deployment individually is key. Because the application is divided into seemingly independent smaller services, each service can be deployed individually and independently.

                    

                    	
                        Scaling the application is much easier here. Individual services can be scaled horizontally or vertically without worrying about breaking the whole application.

                    

                    	
                        It’s much easier to achieve zero downtime for an application. 

                    

                

                Now, suppose in the example lead-to-cash scenario, you see a seasonality of leads, so you need to scale the part of the application that is handling the leads and potentially convert them to orders. In the microservice architecture, it’s now far easier to scale this part because lead-to-order is developed as a combination of independent microservices. In addition, the related database is distributed and can be scaled independently. 

                Table 3.1 shows some of the benefits and challenges of a microservice architecture.

                
                    
                        
                            	
                                Benefits

                            
                            	
                                Challenges

                            
                        

                    
                    
                        
                            	
                                
                                    	Manageability (smaller scope)


                                    	Loosely coupled, so flexible


                                    	Shorter development lifecycle


                                    	Technological and geographical flexibility


                                    	Resilience and elasticity


                                    	High reusability


                                

                            
                            	
                                
                                    	Possible increase in operational complexity


                                    	Skill set management


                                    	Support of continuous integration and continuous delivery (CI/CD) and DevOps mentality


                                    	Network latency


                                

                            
                        

                    
                

                Table 3.1    
            Benefits and Challenges of a Microservice Architecture

                Following the twelve-factor principle methodology is a best practice to ensure that you’re adhering to microservice architecture. The twelve-factor principle methodology is used to build performant, scalable, independent, and resilient enterprise applications. Let’s look at the 12 fundamental principles that we’re talking about:

                
                    	
                        Codebase
Per this principle, every application should have its own codebase, that is, code repository. Multiple codebases for multiple applications must be avoided. In microservice architecture, each microservice should have its own repository. This helps manage the CI/CD and DevOps practices. In SAP BTP, you’ll use the GitHub repository for applications. 

                    

                

                
                    Note

                    If there is a microservice comprising a full-stack development, the whole full stack should have its own repository. However, using a cross-application repository isn’t a good practice just to avoid complications in lifecycle management of microservices.

                

                
                    	
                        Dependencies
This principle talks about managing dependencies externally. For example, in Java, dependencies are managed through a Project Object Model (POM) file using Maven. For Node.js, the dependencies are managed via package.json. SAP BTP supports the same principle through SAP Cloud Application Programming Model, where Maven-based dependency management can be done if Java applications or node module dependencies are managed through package.json in Node.js applications. In addition, SAP BTP provides a multitarget application framework that helps manage interdependencies of different SAP BTP service instances upon which your applications are dependent.

                    

                    	
                        Configuration
This principle talks about storing configurations as environments. This includes database configuration parameters, connection parameters, security settings, and so on. SAP BTP, Cloud Foundry environment provides configuration parameters via VMware Cloud Application Platform (VCAP) environment variables. 

                        
                            Note

                            The VCAP acronym was used internally at VMware before they chose to reuse the “Cloud Foundry” trademark they had acquired from another project.

                        

                        SAP BTP also provides the SAP Destination service to maintain connection and security details. This allows connection parameters to be maintained separately from the core code. 

                    

                

                
                    	
                        Backing service
Per the twelve-factor principle, a backing service is an application/service that the app consumes over the network as part of its operation. Databases, message brokers, or any other external services can be treated as backing services. In the SAP BTP, Cloud Foundry environment, the apps can be bound to service instances as a backing service. This can either be done via configuration in manifest.yml or via the Cloud Foundry command-line interface (CLI). In SAP BTP, this principle was taken forward into the multitarget application, and you can simply define these dependencies in mta.yml.

                    

                    	
                        Build, release, run
This principle states that the application must maintain strict segregation between the build, release, and run phases. Here, the build phase transforms the code to executable code. The release phase gets the build packages and dependencies, combines the configurations of the development environment, and makes the application ready to run. Finally, in the run phase, the app is run in an execution environment.
For microservices, each service typically adheres to this principle and keeps the build process, deploy process, and execution process separate. SAP Cloud Application Programming Model in SAP BTP helps build and test the microservices in a local environment first. Then, you can add on configurations for environmental dependencies and deploy the app in the Cloud Foundry runtime. Finally, these microservices can be run on SAP BTP. These three processes are strictly segregated.

                    

                    	
                        Processes
The app should run inside the execution environment as a process. Apps shouldn’t store the states in memory; the states should be persisted in the database only. As such, the microservices should represent stateless services. SAP BTP adheres to this principle by providing frameworks such as the SAP Cloud Application Programming Model and the ABAP RESTful application programming model, which is used to build RESTful microservices. 

                    

                    	
                        Port binding
Without relying on runtime injection of a web server into the execution environment to create a web-facing service, twelve-factor principle apps act as completely self-contained. Apps export HTTP as a service by binding to a port and listening to that port. For example, you can run a Spring Boot application on SAP BTP, Cloud Foundry environment. Each Spring Boot web application includes an embedded Tomcat web server. This allows all microservices to run standalone instead of deploying to a centralized web server. 

                    

                    	
                        Concurrency
Using twelve-factor principle apps encourages you to consider running your application as multiple processes/instances rather than as one large system. Multithreading can be introduced to optimize performances, but, by and large, it suggests scaling applications horizontally. SAP BTP, Cloud Foundry environment, provides an auto-scaler functionality that helps identify loads. Based on a predefined rule, this can instantiate services to scale up or down horizontally.

                    

                    	
                        Disposability
This principle refers to maximizing robustness by fast start-up and graceful shutdown. The system should ensure that the impact would be minimal in case of a system crash and maintain a valid state. SAP BTP, Cloud Foundry environment supports the disposability principle by managing execution droplets via Diego Cell, the virtual machine (VM) container in the SAP BTP, Cloud Foundry environment. SAP BTP also provides the SAP BTP, Kyma runtime, where you can build fully containerized microservices using Docker containers on Kubernetes. In such cases, disposability is maintained via Kubernetes-based container management.

                    

                    	
                        Development/production parity
This rule suggests that you should build the microservices in a development environment that is much like the production environment. For SAP BTP, you’ve seen in Chapter 2 that the environment is segregated into subaccounts under a global account. Typically, the development to quality assurance to production environment flow is maintained in separate subaccounts that are of a similar technical basis with similar configurations. Depending on the requirements, there might be differences in scalability of services. However, from a technical standpoint, it’s absolutely possible to have exactly the same development environment as production.

                    

                    	
                        Logs
Logs are extremely important to troubleshoot any issues. The twelve-factor principle advocates keeping the log generation service separate from the core app. In SAP BTP, the Elasticsearch, Logstash, and Kibana (ELK) stacks are built-in to the SAP BTP, Cloud Foundry environment. Apart from that, SAP provides application lifecycle management (ALM) and an alert framework to provide more intuitive and detailed diagnostics.

                    

                    	
                        Admin process
For practical purposes, application development requires a number of processes, and the twelve-factor principle suggests keeping these administrative processes in the codebase as a reusable script to maintain consistency. In SAP BTP, you can use CI/CD scripts such as Project “Piper” to maintain code-based administration tasks.

                    

                

            
            
                Cloud-Native Architecture

                If you look at successful businesses and assess the common trends, you’ll see that enterprises are looking for a few qualities or traits that are emerging in demand: 

                
                    	
                        Responsiveness
The world now moves at a faster pace. By and large, enterprises require quick responses to changing situations. Especially due to the COVID-19 pandemic, we’ve seen a surge of requirements so that enterprises can respond to fluid circumstances even faster. This leads to faster adaptability and faster delivery.

                    

                    	
                        Handling disruption
In recent years, we’ve seen an explosion of disruptors invading the market. Many of them are digital natives that have the competitive edge and have overthrown the market leaders. So, for incumbents, it’s a great challenge to maintain the right balance between their core competency and exploring other routes. Thus, your system’s landscape should be equipped to handle this double-paced IT approach.

                    

                    	
                        Customer relationships
With the advent of social media and the mobile revolution, the world is now far more connected and agile. Consumer sentiments impact sales more directly, so customer relationships are even more important.

                    

                    	
                        Controlling cost
Controlling costs is also important, especially in IT expenditure. Allowing IT operations to run on more operating expenses (OPEX) would allow enterprises to invest their valuable capital expenses (CAPEX) into more strategic initiatives.

                    

                

                To meet these business requirements, enterprise software should focus on the following qualities:

                
                    	
                        Value and usability

                    

                    	
                        Easily updatable

                    

                    	
                        Highly available

                    

                    	
                        Scalability

                    

                    	
                        Secured

                    

                    	
                        Maintainable

                    

                

                This is where cloud-native architecture fits quite well. Let’s now look at the official definition of cloud-native technologies by the Cloud-Native Computing Foundation (CNCF) (www.cncf.io): 

                Cloud-native technologies empower organizations to build and run scalable applications in modern dynamic environments such as public, private, and hybrid cloud.


                Following are some of the traits of cloud-native architectures: 

                
                    	
                        Customer centric
The customer is the prime focus of everything. Instead of an IT or operations focus, the customer centricity shifted the focus of the operation to maximize priority on usability.

                    

                    	
                        Continuous learning
Often, we see cloud-native architecture also brings in a cultural change in the organization to promote continuous learning. Instead of pointing fingers, teams are now not afraid to fail early and often to try new things. Automation, containerization, and DevOps strategies ensure a lesser cost of failure.

                    

                    	
                        Agile development
The software development and project lifecycle are now more focused on smaller, more tangible goals. These sprints are arranged in a shorter nimble plan to ensure better productivity in a faster way.

                    

                    	
                        Embedded security
Security is no longer an afterthought but an integral part of the development.

                    

                    	
                        Sustainable lifecycle
With CI/CD and DevOps practices, software development has become more product-like compared to project-like. With distributed self-containing microservices, software lifecycle management is more sustainable and regular.

                    

                    	
                        Automate the delivery
Testing is no longer a manual step. With CI/CD scripts, you can now automate the testing and deliver faster than ever.

                    

                    	
                        Open source
Trends are growing toward leveraging open-source software. This revolutionized the speed of innovation that was unprecedented a few decades ago. Open source not only provides agility but also flexibility and openness to the core software architecture.

                    

                

                The cloud-native concept isn’t just an application architecture. It’s also a philosophy that drives cloud-native, agile multicloud infrastructure; automation to provide a flexible on-demand data tier to support a distributed database; management of evolving security challenges in a cloud environment; and cloud-native integrations between SaaS endpoints and diverse data and processes.

                While discussing different cloud-native architecture patterns, the first thing to consider is the twelve-factor principle discussed in the previous section. If you want to build cloud-native applications, the twelve-factor principle can guide you here as well. Similarly, the application can be decomposed into multiple microservices and distributed as self-contained services that act collaboratively as a bigger application. For microservice-based cloud-native apps, following are some common traits:

                
                    	
                        Domain-driven boundaries
When decomposing the application, you need to have deeper understanding of the business domain. The underlying domain-driven data model comes in handy in such designs.

                    

                    	
                        Loosely coupled components
One of the key features for microservices is to have loose coupling. You should adhere to this principle for cloud-native application too.

                    

                    	
                        Continuous delivery
To ensure agility, fast development and standardize testing CI/CD practices need to be established. In Chapter 12, we’ll discuss in detail how SAP BTP supports CI/CD and DevOps practices.

                    

                    	
                        Surgical scaling
This is pivotal to cloud-native technology. With massive containerization, applications are infinitely scalable with minimal infrastructural overhead.

                    

                

                Container-based, cloud-native architecture provides the needed flexibility along with some infrastructural support:

                
                    	
                        Service discovery
Easier ways to discover services should be provided.

                    

                    	
                        Circuit breaker
Circuit breaker architecture provides stability and resilience for service-to-service communication. 

                    

                    	
                        Externalization of configuration
As microservices adhere to the twelve-factor principle, it’s an established practice to externalize configuration parameters. 

                    

                    	
                        Token-based security
Cloud-native architecture should provide support on service-to-service secured communication to manage cross-platform and cross-service authentication and authorization.

                    

                    	
                        Messaging
A message bus is typically set out to scale the messaging between different components. This also helps in routing and sequencing.

                    

                    	
                        API gateway
An application programming interface (API) gateway is commonly used to manage entry points, token exchanges, and mediations.

                    

                

                Some of the benefits and challenges of cloud-native architecture are described in Table 3.2. While most benefits of using microservices still hold true for cloud-native architectures, it could be challenging when integrating solutions to legacy non-cloud-ready applications, performing management and monitoring tasks, integrating services, and managing persistency across containers.

                
                    
                        
                            	
                                Benefits

                            
                            	
                                Challenges

                            
                        

                    
                    
                        
                            	
                                
                                    	Manageability (smaller scope)


                                    	Loosely coupled, so flexible


                                    	Shorter development lifecycle


                                    	Adheres to the twelve-factor principle for apps


                                    	Highly scalable 


                                    	Easily disposable


                                    	Technological and geographical flexibility


                                    	Resilience and elasticity


                                    	High reusability


                                

                            
                            	
                                
                                    	Managing persistency in containers


                                    	Service integration


                                    	Management and monitoring


                                    	Integration with legacy apps


                                

                            
                        

                    
                

                Table 3.2    
            Benefits and Challenges of Cloud-Native Architectures

            
            
                Serverless Architecture

                The main concept in serverless architecture is to rely on platform-provided services. In such cases, you need not pay for the whole service subscription, but just pay for the used computing time amount. Usually, this is billed per compute time or compute unit (CPU/memory) usage. This is also known as the function as a service (FaaS) model.

                Figure 3.22 shows the difference between the concepts of infrastructure as a service (IaaS), platform as a service (PaaS), software as a service (SaaS), and where FaaS fits in. 

                
                    [image: Cloud Computing Model for FaaS]

                    Figure 3.22    
            Cloud Computing Model for FaaS

                
                Serverless architecture takes optimization to the next level. As we know, with IaaS, organizations rely on getting hardware as a service from provider organizations. Similarly, for PaaS, the hardware and operating system (OS) are provided by the PaaS provider. Conversely, the SaaS model advocates that the entire stack will be provided by the provider. Serverless architecture can be realized on SAP BTP using SAP BTP, Kyma runtime; see Section 3.1.5 for more information. 

                On a broader level, serverless architecture stands on some core principles:

                
                    	
                        Speed of innovation over depth of customization

                    

                    	
                        Deferred risk of extensive ownership

                    

                    	
                        Cost of actual use

                    

                    	
                        Inherent scalability

                    

                    	
                        Managed service 

                    

                

                However, serverless architecture also has some benefits and some limitations, as listed in Table 3.3. 

                
                    
                        
                            	
                                Benefits

                            
                            	
                                Challenges

                            
                        

                    
                    
                        
                            	
                                
                                    	Reduces long-term maintenance


                                    	Increases speed of innovation


                                    	Increases focus on the core functionality 


                                    	Performs risk and compliance mitigation


                                    	Allows cost to be tied to usage


                                

                            
                            	
                                
                                    	Decreases flexibility and control


                                    	Limits compliance if the platform doesn’t support


                                    	Provides for potential vendor locking


                                

                            
                        

                    
                

                Table 3.3    
            Benefits and Challenges of Serverless Architecture

            
            
                Event-Driven Architecture

                Event-driven architecture (also known as reactive architecture) is an application architecture pattern that goes hand in hand with serverless as well as microservice architectures. One of the key principles of cloud-native, microservice, and serverless architectures is to ensure service-to-service communication. It’s essential to collaborate and communicate between services, components, and containerized services to successfully orchestrate the purpose of the bigger application. In a basic setup, this can be done via HTTP(S)-based communications. However, this type of communication really starts getting entangled in a point-to-point network. For a scalable and robust application, this is a limitation. Event-driven architecture advocates that one service communicates with another service using an event bus. Instead of calling a remote service directly over HTTP, the service is registered to the event channels. Once certain conditions are met and a service needs to communicate with another service, a designated event is triggered to the channel. The event bus maintains the event queues, and the subscribed services can get immediate notification of this event by consuming the event from the event queue. This has a clear benefit as all services are now loosely coupled and only hooked up to the event bus. In this way, the whole architecture is highly scalable.

                Table 3.4 describes some of the benefits and challenges of event-driven architecture.

                
                    
                        
                            	
                                Benefits

                            
                            	
                                Challenges

                            
                        

                    
                    
                        
                            	
                                
                                    	Real-time communication


                                    	Greater operational efficiency


                                    	Better scalability and fault tolerance


                                    	Increased versatility and asynchronous


                                

                            
                            	
                                
                                    	Dealing with complex data and system architecture


                                    	Designing and chaining events


                                    	Tracking event flows


                                    	Making synchronous flows (generally, event-driven architecture follows fire and forget, so it’s not a good fit for synchronous calls)


                                

                            
                        

                    
                

                Table 3.4    
            Benefits and Challenges of Event-Driven Architecture

                There are a few solutions and tools unique to event-driven or reactive architecture, which we’ll discuss in the following sections.

                
                    SAP Event Mesh

                    SAP Event Mesh is a fully managed cloud service included in SAP BTP that allows applications to communicate through asynchronous events and seamlessly extend your digital core. SAP Event Mesh provides event bus functionality to realize an event-based architecture. You can build event-driven extension applications, publish business events, provide seamless connectivity, and decouple communication using SAP Event Mesh. Some of the limitations of SAP Event Mesh are as follows:

                    
                        	
                            Sizing
The service can only accommodate the following size limits: 

                            
                                	
                                    Maximum message size is 1 MB. If messages are larger than 1 MB, the Advanced Message Queuing Protocol (AMQP) 1.0 over WebSocket and Message Queuing Telemetry Transport (MQTT) 3.1.1 over WebSocket connections are closed.

                                

                                	
                                    Maximum storage space for all messages is 10 GB.

                                

                                	
                                    The maximum message throughput per subaccount is 250 KB/s.

                                

                            

                        

                        	
                            Messaging resources
The following limitations are relevant for the messaging resources: 

                            
                                	
                                    Connection: Represents an AMQP or MQTT connection.

                                

                                	
                                    Endpoint: Represents either a queue or a topic endpoint. Topic endpoints are created when messages are directly consumed from a topic.

                                

                                	
                                    Consumer: Needs to be created to consume messages from an endpoint with AMQP or MQTT.

                                

                                	
                                    Producer: Needs to be created to publish messages to a queue or topic with AMQP or MQTT.

                                

                                	
                                    Queue subscription: Created when a queue subscribes to a topic or topic pattern.

                                

                            

                        

                        	
                            Resource units (RUs)
The service uses an RU to group messaging resources. Allocations for the resources are distributed in the following manner: 

                            
                                	
                                    Connections: 1 RU

                                

                                	
                                    Endpoint: 3 RUs

                                

                                	
                                    Consumers: 3 RUs

                                

                                	
                                    Products: 3 RUs

                                

                                	
                                    Queue subscription: 15 RUs

                                

                            

                        

                    

                    
                        Note

                        RUs are used to size SAP Event Mesh service instances and the event bus on the SAP BTP subaccount level.

                    

                    Table 3.5 describes the limitations of RUs for default and maximum possibilities. Allocations are defined as RUs per subaccount.

                    
                        
                            
                                	
                                    Message Resource

                                
                                	
                                    Default

                                
                                	
                                    Maximum

                                
                            

                        
                        
                            
                                	
                                    Connection

                                
                                	
                                    200 RU

                                
                                	
                                    400 RU

                                
                            

                            
                                	
                                    Endpoints

                                
                                	
                                    600 RU

                                
                                	
                                    1,200 RU

                                
                            

                            
                                	
                                    Consumers

                                
                                	
                                    600 RU

                                
                                	
                                    1,200 RU

                                
                            

                            
                                	
                                    Producers

                                
                                	
                                    600 RU

                                
                                	
                                    1,200 RU

                                
                            

                            
                                	
                                    Queue subscription

                                
                                	
                                    3,000 RU

                                
                                	
                                    6,000 RU

                                
                            

                        
                    

                    Table 3.5    
            Message Resource Limitations

                
                
                    CloudEvents

                    The CloudEvents specification is used to describe event data in a common way. In a real distributed cloud architecture, the scope of an application can span different cloud platforms. However, a robust platform should provide a means to expose and consume events on industry standards so that events from other platforms can be consumed easily or an event emitted from this platform can be consumed in other platforms. For this, SAP Event Mesh adheres to CloudEvents specifications. CloudEvents enables platforms to ensure portability, consistency, and accessibility across various platforms. The example shown in Listing 3.1 shows the structure of a CloudEvents serialized payload in JavaScript Object Notation (JSON).

                    {
    "specversion" : "1.0",
    "type" : "com.github.pull_request.opened",
    "source" : "https://github.com/cloudevents/spec/pull",
    "subject" : "123",
    "id" : "A234-1234-1234",
    "time" : "2018-04-05T17:31:00Z",
    "comexampleextension1" : "value",
    "comexampleothervalue" : 5,
    "datacontenttype" : "text/xml",
    "data" : "<much wow=\"xml\"/>"
}   


                    Listing 3.1    
            JSON Structure for CloudEvents Serialized Payload

                    
                        Note

                        For more information on CloudEvents, refer to http://s-prs.co/v544003.

                    

                    In Chapter 8, Section 8.6, we’ll discuss SAP Event Mesh in more detail.

                
                
                    SAP Integration Suite, Advanced Event Mesh

                    SAP Integration Suite, advanced event mesh is a full-scale event mesh offering under the SAP Integration Suite umbrella. It’s a complete event streaming, event management, and monitoring platform that incorporates best practices, expertise, and technology for event-driven architecture. SAP Integration Suite, advanced event mesh offers the following services:

                    
                        	
                            Event streaming 
SAP Integration Suite, advanced event mesh provides event broker services that provide advanced features such as the publish-subscribe messaging pattern, queuing, streaming, replay, and request-reply, while SAP does all the heavy lifting to dynamically deploy, upgrade, patch, and operate your service. You can visually manage your event brokers on cloud based on different hyperscalers of your choice, in different geographies or even on-premise.

                        

                        	
                            Event management
An event portal allows you to manage events such as create, design, share, and manage various aspects of your event-driven architecture broker. SAP Integration Suite, advanced event mesh adheres to the AsyncAPI 2.0.0 specification so that you can easily generate code, generate documentation, validate events, and apply API management policies for applications in your event-driven architecture. The AsyncAPI 2.0.0 specification is an industry standard for API specification to make APIs in a nonblocking way that helps in scalable event-based architecture.

                        

                        	
                            Event monitoring and insights
SAP Integration Suite, advanced event mesh provides a curated dashboard to visualize and monitor historical and real-time metrics. The monitoring dashboard is configurable based on your needs, and notifications can be set for key metrics.

                        

                    

                
            
        
        
            3.1.5    SAP BTP Runtimes to Support Architecture Patterns

            The SAP BTP, Cloud Foundry runtime, as well as the SAP BTP, Kyma runtime, support microservice-based architecture. To understand better how these runtimes work, this section provides more details of the component architecture of both runtimes. In Chapter 7, we’ll revisit these runtimes from a development perspective. However, here we intend to discuss the core architecture of these runtimes.

            
                Cloud Foundry

                Cloud Foundry is an open-source application platform that provides a choice of cloud providers, development frameworks, and app services. As an industry standard, Cloud Foundry offers the following:

                
                    	
                        Open-source platform
The platform is open source. As a core member of the Cloud Foundry Foundation, SAP is a great contributor to this platform along with other major industry players such as IBM and Pivotal.

                    

                    	
                        Deployment automation
The platform supports full-scale CI/CD using the Cloud Foundry CLI.

                    

                    	
                        Flexible infrastructure
You can run your Cloud Foundry on a range of different infrastructures. For SAP BTP, Cloud Foundry can be deployed on AWS, Microsoft Azure, Google Cloud Platform, and Alibaba Cloud.

                    

                    	
                        Choice of different commercial options
Cloud Foundry is vendor agonistic. Other vendors, including Pivotal and IBM, also provide Cloud Foundry runtimes. However, SAP has adopted Cloud Foundry to build the core runtime of SAP BTP by providing enterprise-grade security, connectivity, and support.

                    

                    	
                        Community support
Cloud Foundry enjoys broad community support.
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                    Figure 3.23    
            Component Architecture of SAP BTP, Cloud Foundry Runtime

                
                Figure 3.23 shows the main components of SAP BTP, Cloud Foundry runtime. Following are brief descriptions of these different components:

                
                    	
                        Router
Routes incoming traffic to the appropriate components such as the cloud controller or a hosted application on a Diego Cell.

                    

                    	
                        Authentication
SAP’s version of the user authentication and authorization (UAA) server is the extended services for user account and authentication (XSUAA) service, which handles the authentication, authorization, token exchange, and security flows.

                    

                    	
                        Application lifecycle
The cloud controller manages the deployment of applications. To push an app to Cloud Foundry, the cloud controller is targeted. The cloud controller then directs the Diego Brain, the main component that organized the Diego Cells, through the CC-Bridge components to coordinate individual Diego Cells to stage and run applications. The process is as follows:

                        
                            	
                                In the Diego Bulletin Board System (BBS) database, there is a structure called DesiredLRP. The nsync component helps receive a message from the cloud controller while users scale an app. The number of instances is written in the DesiredLRP structure.

                            

                            	
                                BBS is the component responsible for converging processes by stopping and launching application instances tallying DesiredLRP and ActualLRP values.

                            

                            	
                                Cell Rep is the monitoring component that monitors containers. This also gives ActualLRP values.

                            

                        

                    

                    	
                        App storage and execution
The Blob store stores the application code, build packs, and droplets. Application instances, tasks, and staging tasks all run as garden containers in the Diego Cell VM.

                    

                    	
                        Services
Application instances are typically dependent on service instances such as a database, event bus, destination, security, and so on. These service instances can be bound to backing services via a service broker.

                    

                    	
                        Messaging
The Cloud Foundry component VMs talk to each other via HTTP or HTTPS through the BBS. A service discovery record between VMs is maintained to keep Domain Name Server (DNS) records up to date for all VMs in the same foundation.
The Diego BBS updates cell and app status, heartbeats, allocation information, and so on.

                    

                    	
                        Metrics and logging
The app log aggregator (Loggregator) streams application logs, and the metrics collector gathers metrics and statistics from the components.

                    

                

                SAP BTP, Cloud Foundry runtime allows you to build polyglot cloud applications on Cloud Foundry. The SAP BTP, Cloud Foundry environment enables developers to develop business applications and services using multiple runtimes available through the build packs of the SAP BTP, Cloud Foundry runtime. Note that the SAP BTP, Cloud Foundry runtime doesn’t support some of the features of generic Cloud Foundry, as shown in Table 3.6. 

                
                    
                        
                            	
                                Supported Features 

                            
                            	
                                Unsupported Features 

                            
                        

                    
                    
                        
                            	
                                
                                    	Diego runtime


                                    	Secure Shell (SSH)


                                    	Custom domain


                                    	Docker


                                    	Running tasks


                                    	Zipkin tracing


                                    	WebSocket


                                    	Space-scoped service broker


                                    	Route service


                                    	Sharing service instance (not all services support instance sharing)


                                    	HTTP/2


                                    	Streaming logs to logs management services


                                

                            
                            	
                                
                                    	Container-to-container network


                                    	Isolation segment


                                    	TCP routing 


                                    	Secure service credential delivery (with CredHub)


                                

                            
                        

                    
                

                Table 3.6    
            Supported and Unsupported Features of SAP BTP, Cloud Foundry Runtime

            
            
                Kyma

                SAP BTP also provides a fully managed Kubernetes runtime based on the open-source project called Kyma. This is a fully managed cloud-native solution that provides a runtime for containerized applications. Before we look at Kyma, let’s consider some of the fundamentals of containerization.

                Figure 3.24 shows a side-by-side comparison between a VM app and a containerized app. For a VM, the hypervisor abstracts the infrastructure hardware, and then your apps can run on your guest hosts. Containerization is fundamentally different in this sense. Here, Docker provides the abstraction layer on the host OS and provides a container for the app runtime where you run your apps.

                Even though you can deploy a Docker container on SAP BTP, Cloud Foundry runtime, essentially in Cloud Foundry, the app is run on the Diego Cell VM. For an enterprise-scale, containerized, cloud-native app, you need more. 

                Kubernetes provides the basis of the architecture to support massive containerization. Kubernetes is an open-source platform for deploying and managing containers. It provides a container runtime, container orchestration, container-centric infrastructure orchestration, self-healing mechanisms, service discovery, and load balancing. Kubernetes helps orchestrate the underlying computing, network, and storage infrastructure, and it enables application operators and developers to focus on container-centric workflows for self-service operation.
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                    Figure 3.24    
            Containerized Apps versus Apps on a VM

                
                On a high level, Kubernetes consists of a control plane, distributed storage (etcd), and a number of cluster nodes (kubelets), as shown in Figure 3.25.

                
                    [image: Kubernetes Architecture]

                    Figure 3.25    
            Kubernetes Architecture

                
                Control plane is the system that maintains the records of all Kubernetes objects by managing object states and responding to changes in the cluster. Control plane is made up of three major components: kube-apiserver, kube-controller-manager, and kube-scheduler. This can run on a master node or can be replicated to multiple nodes. The API server provides APIs to support lifecycle orchestration. Client authentication is done via the API server, and proxy/tunnel to the node/pods can be done. The cloud controller manager integrates into each public cloud for optimal support of availability zones, VM instances, storage services, and network services for DNS, routing, and load balancing.

                Cluster nodes are machines that runs the containers and managed by the master nodes. The kubelet is the primary and most important controller in Kubernetes. A kubelet is the main node agent that runs a cluster node. It’s responsible for driving the container execution layer, typically Docker.

                Pods are the key constructs that the developers interact with. A pod represents a running process on a cluster. There are various types of pods:

                
                    	
                        ReplicaSet
This is the default pod and is a relatively simple type that ensures the specified number of pods are running. Deployment is a declarative way of managing pods via ReplicaSets. It includes rollback and rolling update mechanisms. Rollback means to roll back the deployment from the current version to a previous version. Rolling update is a mechanism by which Kubernetes ensures zero downtime updates with new deployments using incremental updates to pods.

                    

                    	
                        DaemonSet
This pod type is a way of ensuring each node will run an instance of a pod. These pods are used for cluster services, such as health monitoring and log forwarding.

                    

                    	
                        StatefulSet
This pod is tailored to managing pods that must persist or maintain state.

                    

                    	
                        Job and CronJob
These pods run short-lived jobs as a one-off or on a schedule.

                    

                

                The SAP BTP, Kyma runtime is a fully managed Kubernetes runtime based on the Kyma open-source project. The functionality offers smooth composition of SAP and non-SAP applications in a highly scalable environment with support of event-based and API-based extensions. The SAP BTP, Kyma runtime consists of a Kubernetes cluster provisioned through the Gardener project on the cloud provider. Every SAP BTP, Kyma runtime runs on a single Kubernetes cluster on a specific subaccount. It’s possible to configure the SAP BTP, Kyma runtime so that it allows you to connect to a multitude of SAP systems.

                Figure 3.26 shows the main components of the SAP BTP, Kyma runtime. Let’s walk through the key drivers:

                
                    	
                        Application connector

                        
                            	
                                Enables the connection between external systems and Kyma in a secured way

                            

                            	
                                Handles external events and APIs in the service catalog and simplifies the API usage

                            

                            	
                                Adopts an event-based mechanism to provide asynchronous communication

                            

                            	
                                Ensures secure access to external systems

                            

                            	
                                Provides monitoring and tracing capabilities to facilitate operational aspects

                            

                        

                    

                    	
                        Serverless architecture

                        
                            	
                                Manages deployments following a function approach

                            

                            	
                                Ensures scaling independent of the core applications

                            

                            	
                                Potentially reverts changes without causing production system downtime

                            

                            	
                                Supports an asynchronous programming model

                            

                            	
                                Ensures loose coupling

                            

                            	
                                Ensures application flexibility, scalability, and availability

                            

                        

                    

                    	
                        Service catalog

                        
                            	
                                Ensures connectivity to services from external sources

                            

                            	
                                Unifies the consumption of internal and external services via the Open Service Broker standard

                            

                            	
                                Provides standardized API consumption and access

                            

                            	
                                Eases the development effort by providing a catalog of API and event documentation 

                                
                                    [image: SAP BTP, Kyma Runtime]

                                    Figure 3.26    
            SAP BTP, Kyma Runtime

                                
                            

                        

                    

                

            
        
    


                    
                        
        3.2    The Project Manager’s View: Implementation Methodology

        This section will elaborate on the implementation methodology for SAP BTP-based projects, which is more relevant from a project lead or a project manager’s perspective. SAP BTP is a powerful enabler of your digital solutions and the solid foundation for your application plane. In real life, we’ve seen most of the customer landscape comprises various line of business (LoB) solutions such as SAP S/4HANA, SAP SuccessFactors, and so on. Implementation projects in SAP BTP go hand in hand with LoB solutions implementation. Typically, for SAP S/4HANA customers, SAP recommends implementing using the SAP Activate methodology. In February 2024, SAP released the SAP Activate methodology for SAP BTP implementations as well. In the following sections, we’ll explain the implementation methodology in the context of SAP BTP and check out the foundational steps. 

        The SAP Activate methodology road map for SAP BTP is crafted to guarantee that customers and partners can thoroughly and efficiently harness the capabilities of this robust platform. From the project management perspective, this road map provides a framework on governance and establishing mandatory project milestones during SAP BTP implementation projects. This emphasis on governance will help ensure that customer and partner projects are executed efficiently, risks are effectively managed, and project outcomes are closely aligned with strategic objectives. Figure 3.27 depicts various project phases and aligned activities, which we’ll discuss in this section.
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            Figure 3.27    
            Different Phases of SAP Activate Methodology for SAP BTP

        
        Let’s take a closer look at these phases: 

        
            	
                Discover phase 
In this phase, the customer should be defining the scope of the project by setting the timeline and target solution model. Following are the main tasks in this phase:

                
                    	
                        Strategic planning

                    

                    	
                        Application value scoping 

                    

                    	
                        Identifying commercial models that might be best applicable for the implementation

                    

                

            

            	
                Prepare phase
The purpose of this phase is to initiate the initial planning and preparation for the project. During this phase, the project is kicked off, plans are finalized, the project team is assigned, and work is underway to start the project optimally. Following are the prepare phase activities:

                
                    	
                        Define project goals, a high-level scope, and a project plan.

                    

                    	
                        Identify and quantify business value objectives.

                    

                    	
                        Secure executive sponsorship.

                    

                    	
                        Establish project standards, organization, and governance.

                    

                    	
                        Define and secure approval for the implementation/upgrade strategy.

                    

                    	
                        Define roles and responsibilities for the project team.

                    

                    	
                        Validate the project objectives.

                    

                    	
                        Establish project management, tracking, and reporting mechanisms for value delivery.

                    

                    	
                        Begin self-enablement.

                    

                    	
                        Kick off the project.

                    

                

            

            	
                Explore phase 
The purpose of this phase is to conduct a fit-to-standard analysis to validate the solution functionality outlined in the project scope and ensure that it aligns with the business requirements. Any identified differences in configuration values are added to the backlog for consideration in the next phase. Following are the main activities in this phase:

                
                    	
                        Designing workshops for requirements specifications

                    

                    	
                        User access and security planning and design

                    

                    	
                        Proof of concept (PoC)

                    

                    	
                        Test planning

                    

                    	
                        Sizing validation

                    

                    	
                        Phase closure

                    

                

            

            	
                Realize phase 
The purpose of this phase is to gradually construct and test an integrated business and system environment based on the process requirements identified in the previous phase and documented in the backlog. Following are the main activities in this phase:

                
                    	
                        Establish the solution landscape.

                    

                    	
                        Conduct overall end-to-end testing of the solution.

                    

                    	
                        Perform cutover preparation.

                    

                    	
                        Implement the operations support process.

                    

                    	
                        Finalize end-user training materials and documentation.

                    

                

            

            	
                Deploy phase  
In this phase, the customer is supposed to set up productive system(s), conduct cutover, confirm change management to ensure organizational readiness, and switch business operations to new systems. Following are the main activities in this phase:

                
                    	
                        Finalize the solution and business processes for production go-live.

                    

                    	
                        Perform production cutover.

                    

                    	
                        Resolve all crucial open issues.

                    

                    	
                        Conduct system tests.

                    

                    	
                        Proceed with cutover activities.

                    

                    	
                        Develop post-go-live support plan.

                    

                

            

            	
                Run phase 
The purpose of this phase is to enhance and automate the operability of the solution. Operability refers to the capability to maintain IT systems in a functional and operational state, ensuring system availability and meeting the necessary performance levels to support the execution of the enterprise’s business operations. The following are the main activities in this phase:

                
                    	
                        Ongoing system operations

                    

                    	
                        Continuous change management

                    

                    	
                        Continuous learning

                    

                    	
                        Continuous improvement

                    

                

            

        

        The SAP Activate methodology for SAP BTP is evolving, and more structured contents will be released soon. We highly recommend going to https://go.support.sap.com/roadmapviewer/ (searching for “Activate methodology for BTP”) to get updates and more detailed information on this methodology.

    


                    
                        
        3.3    The Developer’s View: Development Approach

        Now that we’ve established key architecture patterns to build modern, scalable, and highly available cloud solutions, let’s discuss the development approach you should follow for SAP BTP-based development, including the essential steps involved. 

        SAP BTP is the primary platform to build extension applications for your core LoB solutions (SaaS or on-premise), integrate intersystem processes, and develop innovative net new use cases. As far as the core development process is concerned, the bulk of development is done for extension use cases. So, we’ll focus on the development approach in the context of extension use cases, although a similar approach is applicable for net new applications as well. 

        In the following sections, we’ll also discuss the dependencies on these steps and how different SAP BTP services help developers build a solution following this development approach. On a broad scale, for extension application development in SAP BTP, you need to follow five steps, as shown in Figure 3.28:

        
            	1 
    
	
                Connect

            

            	2 
    
	
                Build

            

            	3 
    
	
                Access

            

            	4 
    
	
                Deploy

            

            	5 
    
	
                Operate
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            Figure 3.28    
            Development Approach for Extension Apps Using SAP BTP

        
        Next, we’ll discuss each of the steps in detail.

        
            3.3.1    Connect

            In this step, you connect the SAP BTP system with other backend LoB solutions such as SAP S/4HANA or SAP SuccessFactors. Extensibility capabilities provide an easy way to connect these backend systems to SAP BTP subaccounts. You can go to your SAP BTP subaccount, then navigate to System Landscape • Systems, and click the Add System button, as shown in the top screen in Figure 3.29. 

            In this example, we’re registering an SAP S/4HANA Cloud system, but you can adopt other SAP cloud systems as well. You can generate the integration token to be used in the corresponding cloud LoB solution to seamlessly register the SAP BTP system, as shown in the bottom screen in Figure 3.29, by using the Maintain Extension in SAP BTP app on SAP S/4HANA Cloud. This way, you can connect your SAP BTP system to SAP cloud backend systems almost like Bluetooth pairing. 

            
                [image: Seamless Connectivity between SAP BTP and Backend Cloud LoB Systems]

                Figure 3.29    
            Seamless Connectivity between SAP BTP and Backend Cloud LoB Systems

            
            In addition, you need to know the APIs, events, and integration contents for integrating these backend systems to SAP BTP. APIs and events are the real backbone of the extension framework that enables LoB processes to be extended on SAP BTP as a side-by-side extension. For this, you use SAP Business Accelerator Hub as the centralized portal to access all the content for allowlisted APIs, events, and so on. Figure 3.30 shows SAP Business Accelerator Hub, which can be accessed via https://api.sap.com/.

            SAP Business Accelerator Hub not only arranges all the allowlisted APIs and their documentations but also allows you to test the APIs much like a Swagger file of an API. In addition, you can connect to a test system and run the end-to-end flow. For particular APIs, this provides code snippet samples to show how the APIs should be used. SAP Event Mesh and SAP Integration Suite, advanced event mesh comprise the full-scale event bus offering. We discussed in the previous section how SAP Event Mesh supports interoperable CloudEvents to react on business events. SAP LoB solutions adhere to this principle and provide support to realize an event-driven architecture. SAP Business Accelerator Hub is the one-stop shop to find the relevant allowlisted events that can be integrated in the extension process.

            
                [image: SAP Business Accelerator Hub]

                Figure 3.30    
            SAP Business Accelerator Hub

            
            We’ll discuss SAP Business Accelerator Hub in detail in Chapter 8.

        
        
            3.3.2    Build

            Once you’ve set up connectivity, you’re now ready to build apps in SAP BTP. SAP BTP provides a host of services to support developers in building applications. A range of low-code/no-code and pro-code tools are provided. The low-code/no-code tools are extremely helpful for power business users to develop business functionality in SAP BTP without going deep into technical details.

            Figure 3.31 shows SAP’s latest low-code/no-code solution SAP Build Apps. When you launch SAP Build Apps from the SAP BTP cockpit, it will open the lobby from where you can launch the low-code/no-code editor. We’ll discuss SAP Build Apps in more detail in Chapter 6, Section 6.4.8, and Chapter 7, Section 7.5.

            
                [image: Low-Code/No-Code Platform Support for SAP BTP]

                Figure 3.31    
            Low-Code/No-Code Platform Support for SAP BTP

            
            Although low-code/no-code platforms are popular, it’s often not possible in a practical setting to realize the full scope of requirements on such platforms, and you may need to develop custom code on a deeper technical level. SAP Business Application Studio, as shown in Figure 3.32, comes in handy in many SAP BTP-based developments such as SAP Cloud Application Programming Model, SAP Fiori elements, SAPUI5 development, mobile development kit (MDK), SAP HANA-based development, SAP Build Process Automation, and many more. This editor also provides “what you see is what you get” (WYSIWYG) editors to visually show data models based on the user experience (UX) and core data services (CDS). SAP Business Application Studio also comes with configurable plug-ins that you can customize based on your need to configure your dev space, provides powerful command-line functionality via the console, and can be integrated with code repositories such as GitHub. SAP Business Application Studio provides full-scale support to develop the solution, test the solution locally, and deploy it to SAP BTP. 

            SAP Business Application Studio is the cloud development environment. However, in certain scenarios, developers might want to have local development environments. In such cases, Microsoft’s Visual Studio Code can be used. For ABAP development, SAP recommends using Apache Eclipse with the ABAP Development Tools (ADT) extension.

            SAP BTP supports a variety of programming models where you can develop the core application. If the requirement suits the open-source technologies more, then you can adapt SAP Cloud Application Programming Model, which supports languages such as Java and Node.js. On the other hand, if you want to leverage existing expertise in ABAP, you can adopt the ABAP RESTful application programming model. SAP Cloud Application Programming Model and ABAP RESTful application programming model provide an open yet opinionated framework to develop stateless cloud applications. SAP Cloud Application Programming Model is opinionated in the sense that it abstracts low-level coding and gives higher-level APIs to let developers concentrate on business applications and also provides out-of-the box support for SAP Best Practices such as SAP HANA and SAP Fiori. Yet SAP Cloud Application Programming Model is open as it’s based on open-source technology and lets you leverage open standards and frameworks to handle things in your own way. We’ll explain these programming models in more detail in Chapter 7.

            In addition, other open-source programming models such as Spring Boot can be realized. Plus, cloud-native development can be done in the SAP BTP, Kyma runtime following microservice principles.
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                Figure 3.32    
            SAP Business Application Studio

            
        
        
            3.3.3    Add Channels

            Once the core applications are built, you need to provide channels through which these apps can be accessed. Following are the key channels:

            
                	
                    Web
Core applications can be built on a full stack covering the domain model developed using CDS; the REST-based service layer is built using Java, Node.js (SAP Cloud Application Programming Model), or ABAP (ABAP RESTful application programming model); and the UX layer is built either via annotation-based SAP Fiori elements or via custom SAPUI5 code. Additionally, an MDK web framework can be used to develop a web frontend.

                

                	
                    Mobile
Core services can be built on SAP Cloud Application Programming Model, the ABAP RESTful application programming model, and so on, with the service endpoints configured through a mobile proxy solution such as SAP Mobile Services. The frontend of the mobile solution can be done using a metadata-based development framework such as MDK in SAP, or, if you need more customized native features, you can leverage SAP BTP SDK for iOS and SAP BTP SDK for Android for mobile native development in the Apple and Android platforms, respectively. Alternatively, you can use SAP Build Apps as a low-code/no-code platform to develop the mobile frontend.

                

                	
                    Robotic process automation (RPA)
RPA bots can be used to execute repetitive tasks. Even for these tasks, you may need to interact with the core system in certain cases. Here, you need the similar loosely coupled architecture with services built into SAP Build Process Automation that help interact with the core backend systems.

                

            

        
        
            3.3.4    Deploy

            SAP BTP gives you plenty of choices in deployment platforms for your apps. For the web frontend, there are two flavors:

            
                	
                    SAP Build Work Zone, standard edition 
This adheres to the SAP Fiori launchpad design. Typically, the SAP Fiori launchpad is focused on the UX for internal audience line employees, stakeholders, managers, and so on. 

                

                	
                    SAP Build Work Zone, advanced edition  
This is for a more external-facing portal solution that not only has a jazzy, intuitive UX but also provides a platform for collaboration by integrating with other collaborative platforms such as SAP Jam or Microsoft Teams.

                

            

            In a development cycle, you’ll first go for the core development and then configure your apps so that you can launch them via the SAP BTP cockpit or SAP Build Work Zone via SAP Fiori tiles or user interface (UI) cards. 

            At its core, SAP BTP provides you with a choice of runtimes to deploy the apps in diverse technology platforms. You can develop microservices in the SAP BTP, Cloud Foundry environment using open-source technologies (Java, Node.js, Python, etc.); using the SAP BTP, ABAP environment, for deploying ABAP-based developments; or using cloud-native microservices for deploying them in the SAP BTP, Kyma runtime. 

            Table 3.7 highlights which type of applications are best suited to which type of runtime. 

            
                
                    
                        	
                            SAP BTP, Cloud Foundry Environment 

                        
                        	
                            SAP BTP, Kyma Runtime

                        
                        	
                            SAP BTP, ABAP Environment

                        
                    

                
                
                    
                        	
                            
                                	
                                    Enterprise-grade business applications and services

                                

                                	
                                    Cloud-native web apps

                                

                            

                        
                        	
                            
                                	
                                    Cloud-native development of applications and services

                                

                                	
                                    Highly scalable apps based on microservices

                                

                                	
                                    Containerized

                                

                            

                        
                        	
                            
                                	
                                    User-centric process extension

                                

                                	
                                    Robust transactional cloud apps

                                

                                	
                                    Migrating and adapting add-ons to the cloud

                                

                            

                        
                    

                
            

            Table 3.7    
            SAP BTP Deployment Runtimes

        
        
            3.3.5    Operate

            SAP BTP provides various tools to operate applications on the platform. First, you can use the SAP BTP cockpit to do almost all the administrative tasks such as managing users and roles, deploying and running applications, maintaining connectivity and security, and so on. The SAP BTP cockpit provides an effective UX to operate your cloud applications seamlessly. 

            In addition, the SAP BTP, Cloud Foundry runtime and the SAP BTP, Kyma runtime provide CLI support, which is very powerful and comes in handy to automate administrative jobs. For example, when you operate production-scale DevOps, you may have set a pipeline for automated testing and deployments. For such capabilities, you can use the CLI commands to write the deployment scripts.

        
    


                    
                        
        3.4    SAP Application Extension Methodology

        So far, we’ve discussed generic architecture principles and architecture patterns, and we’ve provided guidelines for the development approach for SAP BTP applications. SAP BTP is the strategic platform for extending functionalities of SAP cloud solutions, so SAP has created a framework or methodology for a structured approach to provide a customer-specific extension framework. This acts as a template for extension projects. The purpose of SAP Application Extension Methodology is to do the following:

        
            	
                Identify and structure application patterns.

            

            	
                Define operation concepts of the application patterns.

            

            	
                Structure the work breakdown and task required to implement an extension.

            

            	
                Map the required SAP BTP services for an extension.

            

        

        The methodology provides a template and guidelines driven by questionnaires to identify the extension framework and map the SAP BTP services to the use case.

        Figure 3.33 shows the detailed value proposition in different phases of the methodology. You start by assessing your extension requirements and then begin designing a complete extension framework for various scenarios. Next, you define best practices for extensibility and enable agile extension practices. Finally, the methodology concludes with defining principles for operating your extensions. 
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            Figure 3.33    
            SAP Application Extension Methodology Phases

        
        Through SAP Application Extension Methodology, you attempt to put a framework in place so that you can speak about different extension design elements in a common language. The following terminologies are important:

        
            	
                Extension domain
An extension domain describes the relation of an extension to the standard solution. An extension, that is, an extension use case, always belongs to an extension domain, for example, side-by-side extensibility with standard APIs. 

            

            	
                Extension task
An extension task is a vendor-neutral, technology-agnostic description of an extension requirement. An extension use case can be implemented by one or more extension tasks, for example, the Extend standard data entity with additional attributes task in the Data model extensibility category.

            

            	
                Extension application pattern
An extension application pattern describes a technical, proven approach to implement an extension use case. Typically, one extension use case is implemented by one specific extension application pattern. Often an extension pattern is realized in one programming model as well as a specific technology, for example, the RESTful ABAP extension application pattern in SAP S/4HANA. 

            

            	
                Operation concept
Each extension use case that is implemented via an extension application pattern has certain requirements regarding technical operation. For example, used services and technologies need to have ownership within the organization. Examples include transport management/deployment, performance monitoring, and authorization and access management. 

            

            	
                Key criteria
Technical features describe vendor-neutral, technology-aware functionalities that can be used to implement extension use cases. Technical features are mapped to vendor-specific solution building blocks. Examples include native mobile applications, responsive HTML frontend, user authentication, data persistence, and data analysis. 

            

            	
                Platform technologies
Different standard solutions, systems, or platforms offer certain frameworks and technologies that can be used to implement extension use cases. The vendor-specific and technology-aware functionalities are called solution building blocks. One goal of SAP Application Extension Methodology is to identify suitable solution building blocks, such as specific platform services, that are best used for implementing the extension use case.

            

        

        Figure 3.34 shows the relationship and the domain model between these key constructs. 

        LoBs can put up a request for an extension use case, which can have multiple extension tasks. Each task can be realized using one or more platform technologies. You need to define the key success criteria for the use cases, which can be realized through these platform services and technologies. On the other hand, the extension application pattern is governed by the directory or core solution and corporate extension guidelines. Typically, the pattern belongs to one extension domain and has a one-to-one relationship. Again, one extension pattern might be associated with multiple operation concepts.

        SAP Application Extension Methodology continues to evolve, keeping pace with modern application development. We highly recommend that you refer to the official SAP Help page for SAP Application Extension Methodology for more information: http://s-prs.co/v591906.
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            Figure 3.34    
            Domain Model of an Extension Framework

        
    


                    
                        
        3.5    Summary

        In this chapter, we defined the foundation upon which SAP BTP-based applications are built. First, we discussed enterprise architecture and its relevance when approaching an application development for larger enterprise architectures. Then we described some of the most trending application architecture patterns that are relevant for SAP BTP-based application development. You also saw how SAP BTP supports these principles and adheres to the best practices and guidelines of these architecture patterns. Then we took a deeper look at the different runtimes and their component architectures. We set some guidelines for the development approach, and you saw what you should check while developing in SAP BTP. Lastly, we introduced SAP Application Extension Methodology as a formal methodology to follow for extension development. This chapter sets the foundation for development considerations. 

        In the next chapters, we’ll take an in-depth look at the clean core strategy. The architectural artifacts that we described in this chapter will be used again in more concrete examples in Part III of this book when we deep dive into the use cases.

    


                    
                        4    Clean Core
In this chapter, you’ll be introduced to the clean core strategy. We’ll discuss why we need a clean core and its benefits. We’ll then discuss the process, extensibility, data, integration, and operations dimensions of a clean core and how to achieve clean core in each of the dimensions. We’ll dive deeper into the extensibility dimension to discuss implementation considerations.
In the past, whenever a customer required changes to SAP software, they could tailor their SAP ERP system to meet their immediate needs. Based on their current practices and reports needed, their software could be adjusted accordingly. These changes worked well but accumulated technical debt over time and caused issues during upgrades, becoming hard to maintain.
In the early 2000s, SAP shifted focus toward developing industry-specific best practices. They realized many customers within the same industry had similar goals and regulatory requirements. SAP began providing standard practices rather than custom solutions. However, the mindset of customizing software persisted. If businesses wanted features not in the standard functions, an effort was made to provide them, even if it wasn’t optimal. Around 2005, cloud technology emerged, enabling businesses to reduce IT costs and enhance process improvement. This changed SAP’s direction also to the cloud and become customer-focused, aiming to help customers achieve their business goals and adhere to best practices.
To successfully move to the cloud, it’s important for enterprises to embrace a composable (or modular) ERP approach. Transitioning to a modular cloud ERP maximizes potential benefits by adopting modular innovations decoupled from the core and ready for the cloud. Modular innovation is the key: a modular cloud architecture allows scalability, flexibility, fault isolation, reuse, and collaboration. Enterprises must embark on digital transformation for future success, emphasizing business agility, flexible IT for innovation consumption, faster upgrades, security, and cost savings. What’s called for is a foundation that can support the complete lifecycle of digital transformation and provides business agility to stay competitive and relevant. 
Moving to the cloud provides enterprises an opportunity to build a robust foundation for the future, and we’ve seen that evolution of IT trends are making organizations rethink their approaches. While extending enterprise resource planning (ERP) has greatly benefitted customers in the past by building tailored ERP to their business needs, this approach over the years has increased the number of extensions, limited agility, and increased cost. Essentially, classic extensions equal technical debt. Clean core approaches provide IT with a future-proof way of extending ERP.
A clean core strategy is crucial for leveraging cloud benefits and staying ready for innovation. It ensures organizations use the latest release, minimizes modifications, and runs with cloud-compliant extensions and customizations. This strategy lays the foundation for rapid, agile innovation. ERP core dimensions such as extensions, integrations, data, and operations should remain as close to the standard as possible. This requires a change in mindset to adopt and maintain a clean core strategy. Today, heavily customized on-premise software makes it challenging to stay updated and benefit from new features. Avoiding such pitfalls and using tools and services help maximize cloud investment. Being forced to remain on an outdated release due to managing customizations hinders leveraging new innovations. Each release brings enhancements to the user experience (UX) and core processes. Standardizing noncompetitive differentiators reduce complexity, allowing more time for innovation.
While customizations are necessary, building configured extensions instead of customizing code promotes agility and security. A clean core foundation enables a new world of business process intelligence and automation.
In this chapter, we’ll explain the clean core strategy in detail. We’ll start with the basic principles, and then walk through applying it in business process design, extensions, integrations, data management, and operations. We’ll then explain how to implement a clean core in your SAP S/4HANA implementation and conclude with the supporting SAP BTP Guidance Framework.

        4.1    Clean Core Dimensions

        A clean core offers numerous advantages and addresses what intelligent enterprises need. It helps build and maintain lean environments that make organizations more agile by implementing additional processes faster and adapting to short-term challenges easily. This agility stems from efficient and secure operations, leading to lower costs and reliable data enabling accurate forecasts. Additionally, integration with cloud services becomes quicker, enhancing operational efficiency.

        The clean core concept represents a strategic approach in business, emphasizing adaptability and responsiveness. Let’s walk through some benefits of a clean core: 

        
            	
                Focuses on agility, allowing organizations to swiftly adjust to changing economic conditions by integrating new business models and refining financial operations within the SAP S/4HANA ecosystem. 

            

            	
                Expedites the introduction of new business opportunities while minimizing risks. Companies can innovate confidently, deploying new functionalities without disrupting their core processes and remaining competitive in a fast-paced environment. 

            

            	
                Empowers employees to drive digital transformations by simplifying development practices. 

            

            	
                Aids in reducing technical debt, leading to cost savings and enabling resources to be allocated to strategic initiatives. 

            

            	
                Underscores the importance of IT resiliency, leading to reduced risks associated with upgrades and enhanced cybersecurity. 

            

            	
                Allows companies to embrace emerging industry trends, future-proof their IT investments, and stay ahead in innovation. 

            

        

        Overall, clean core facilitates organizational transformation, focusing on agility, cost efficiency, and resilience to drive growth and competitiveness. By adopting clean core methodologies, organizations can navigate the complexities of the modern business landscape with confidence.

        The primary point to understand about clean core is that it isn’t a product or a tool; rather, it’s a concept, an approach, a mindset, and philosophy supported with governance and guidelines that lays the foundation for a flexible and future-ready ERP. It describes modern approaches to design business processes, extensions, integration scenarios, and data architectures in a stable, upgrade-safe, and transparent manner, along with a separate platform, SAP Business Technology Platform (SAP BTP), to innovate for additional differentiation. A clean core enables faster software deployment as well as easier adoption of both SAP software innovations and the regulatory changes to software. It provides new ways to address business needs while avoiding excess technical debt, providing better maintainability, lowering total cost of ownership (TCO), and preparing organizations to maximize strategic benefits and limit the cost of transformation. 

        From a technical perspective, a clean core system is one that is as close to standard as possible while running cloud-compliant extensions and integrations. It gives you a clean foundation that allows you to rapidly innovate and serve the business better with greater flexibility and speed. A clean core allows you to adapt your system to changing business requirements and to adopt new capabilities. Activities span software, data, interfaces, processes, and operations. It’s important to understand that a concrete clean core strategy and road map depends on the implementation type (greenfield or brownfield) and the target architecture (private cloud, public cloud, or hybrid solutions). 

        In the case of a greenfield implementation, take advantage of the unique opportunity to follow clean core principles right from the beginning. Establish a strong clean core governance and strategy that summarizes all necessary activities to keep a system updated and to stay clean to achieve efficient standard processes, including modern extensibility and integration options, as well as data governance. For a brownfield implementation, establish clean core principles for every new deployment, plan your journey toward a clean core, and follow an iterative step-by-step approach for all existing investments. It’s important to understand that clean core doesn’t happen overnight; it will take time, and establishing a mindset and governance model that fosters clean core principles is the key to getting to a clean core. A clean core strategy in this case will summarize all needed activities to get clean and stay clean to achieve and maintain a clean core. That includes the modernization of process designs, the transformation from traditional custom code to modern extensibility, integration capabilities, and data cleansing. 

        So, for a clean core, the best-case scenario describes an up-to-date system on the latest release, with cloud-compliant extensions as well as integration, optimal data quality, and process design. There are four clean core guiding principles:

        
            	
                Avoid 
Avoid extensions where not necessary, and stay as close as possible to SAP standard.

            

            	
                Be aware 
Know your technical debts, evaluate them on a regular basis, and establish a binding governance framework. Having a clean core strategy will help you see the technical debt, as shown in Figure 4.1.

            

            	
                Cloud ready 
Extend and integrate in a stable and transparent manner, and apply a zero-modification policy.

            

            	
                Decouple 
Leverage SAP BTP as a platform to innovate for additional differentiation and automate with standard application programming interfaces (APIs) and events.
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                    Figure 4.1    
            Impact of the Clean Core Strategy

                
            

        

        An ERP clean core strategy helps ensure organizations use the latest release, minimize or eliminate modifications, and run with cloud-compliant extensions and customizations. When we talk about the ERP core, we refer specifically to the following five dimensions of the core:

        
            	
                Processes
Processes are designed and implemented in a flexible manner that allows for adaptation and customization, accommodating changing business needs, regulations, or industry requirements while reducing complexity of maintenance.

            

            	
                Extensibility
Extensions are kept clean by decoupling them from standard. Any custom extensions or modifications made to the ERP system are implemented in a cloud-compliant manner, minimizing complexity and potential conflicts with future updates or upgrades.

            

            	
                Integrations
Integrations are built in a reliable and robust fashion, ensuring seamless communication and data exchange between different systems or modules, which minimizes errors and disruptions.

            

            	
                Data 
Data is kept lean by implementing strategies to reduce unnecessary data, such as archiving or purging outdated or redundant information, promoting data integrity, performance, and efficiency.

            

            	
                Operations 
Operations are kept effective and efficient by focusing on optimizing IT operations, including system monitoring, maintenance, and support, to ensure smooth and reliable performance of the ERP system, maximizing productivity and minimizing downtime.

            

        

        We’ll take a closer look at these five dimensions in the next sections.

        
            4.1.1    Processes

            Clean core compliance in the context of business processes addresses what is essential for businesses to remain adaptive, responsive, and competitive in today’s dynamic landscape. It enables you to navigate uncertainties, seize opportunities, and drive sustainable growth. By leveraging state-of-the-art methodologies, technologies, and best practices, organizations can navigate regulatory complexities while driving operational excellence and sustainable growth in today’s competitive business landscape. 

            While designing business processes, it’s important to account for several factors: 

            
                	
                    Adaptation to changing needs
Business environments are dynamic, with changing customer demands, market trends, and technological advancements. Flexible processes are designed to accommodate these changes seamlessly. For example, if there’s a sudden surge in demand for a particular product, flexible processes can quickly adjust production schedules and allocate resources accordingly.

                

                	
                    Customization for varied situations
Not all situations are the same, and rigid processes may not always be suitable. Flexible processes allow for customization to address unique scenarios. This could involve modifying workflows, adjusting decision-making criteria, or reallocating responsibilities based on specific requirements.

                

                	
                    Compliance with regulations
Regulatory requirements often evolve, and businesses must ensure their processes comply with new laws and standards. Flexible processes are built with compliance in mind, making it easier to incorporate necessary changes to adhere to updated regulations without causing disruption to operations.

                

                	
                    Alignment with industry standards
Industries evolve over time, with new best practices and standards emerging. Flexible processes enable businesses to stay aligned with industry norms by incorporating these changes into their operations efficiently. This could involve adopting new technologies, implementing revised quality standards, or redefining benchmarks for performance.

                

                	
                    Agility in decision-making
In fast-paced environments, decision-making needs to be agile. Flexible processes empower decision-makers to respond promptly to opportunities and challenges by providing them with the necessary information and tools. This agility can lead to competitive advantages, as businesses can capitalize on emerging trends or mitigate risks more effectively.

                

                	
                    Continuous improvement
Flexibility fosters a culture of continuous improvement. By regularly reviewing and refining processes, businesses can identify inefficiencies and areas for enhancement. This iterative approach ensures that processes remain relevant and effective in meeting organizational objectives.

                

            

            Table 4.1 summarizes the outcomes/goals and main aspects of clean processes.

            
                
                    
                        	
                            Outcomes and Goals

                        
                        	
                            Main Aspects

                        
                    

                
                
                    
                        	
                            
                                	
                                    Consistency

                                

                                	
                                    Efficiency

                                

                                	
                                    Leverages standard best practices for end-to-end business processes

                                

                                	
                                    Transparency on each business process (i.e., process flow and decision points known)

                                

                            

                        
                        	
                            
                                	
                                    Business process design should be as close to standard as possible. 

                                

                                	
                                    If extensions are necessary, they must be documented and built based on clean extensions.

                                

                                	
                                    Business process performance should be tracked based on a defined set of process performance indicators (PPIs) and industry benchmarks.

                                

                            

                        
                    

                
            

            Table 4.1    
            Clean Process

            Let’s now discuss in detail the main aspects and how to achieve clean business processes in the SAP context:

            
                	
                    State-of-the-art business process governance
Establishing a robust framework for business process governance is foundational to achieving clean core compliance. This entails meticulous requirement management and fostering transparent organizational structures. By clearly defining roles, responsibilities, and decision-making processes, organizations can streamline operations and mitigate risks associated with ambiguity or miscommunication. Additionally, fostering a culture of accountability and transparency fosters trust among stakeholders and enhances overall operational efficiency. 

                    You can achieve this in the following ways:

                    
                        	
                            Establish a solution standardization board or similar deciding structure. 

                        

                        	
                            Implement suitable methodologies such as the SAP Application Extension Methodology. 

                        

                        	
                            Ensure proper documentation and tooling support such as the SAP Cloud ALM solution or Focused Build for SAP Solution Manager. 

                        

                        	
                            Transparent business process management structures involving process owners and related contact persons.

                        

                    

                

                	
                    Leveraging SAP Reference Solution Architecture
Organizations can harness the power of SAP Reference Solution Architecture to optimize their business processes. By leveraging solutions such as SAP S/4HANA and others, businesses can tap into industry-leading technologies tailored to their specific needs. This not only streamlines operations but also ensures alignment with best practices and industry standards, thereby enhancing compliance and efficiency across the organization.

                    You can achieve this in the following ways:

                    
                        	
                            Base the solution architecture on the SAP Enterprise Architecture Framework methodology.

                        

                        	
                            Leverage supporting resources such as the SAP Transformation Navigator tool and SAP Signavio Process Explorer solution.

                        

                    

                

                	
                    Implementation of SAP Best Practices
Adopting SAP Best Practices provides organizations with a road map to success. By implementing these proven methodologies, businesses can optimize their processes while minimizing risks and maximizing returns. Whether it’s streamlining financial processes, enhancing supply chain management, or improving customer relationship management, SAP Best Practices offers a wealth of insights and recommendations tailored to diverse industry verticals.

                    You can achieve this in the following ways:

                    
                        	
                            Incorporate SAP Best Practices where applicable, comparing to tools such as SAP Signavio Process Explorer and SAP Signavio Process Navigator.

                        

                        	
                            Refer to the Administration Guide to Implementation of SAP S/4HANA with SAP Best Practices for general guidance (https://help.sap.com/docs/SAP_S4HANA_ON-PREMISE).

                        

                    

                

                	
                    Tailoring standard solutions for competitive advantage
While leveraging standard solutions from SAP forms the cornerstone of clean core compliance, organizations must also be prepared to tailor or enhance these solutions where necessary. By identifying areas where customization can yield competitive advantages, businesses can differentiate themselves in the marketplace while maintaining compliance and operational integrity. This strategic approach ensures that resources are allocated efficiently, focusing on areas that drive tangible value and sustainable growth.

                    You can achieve this in the following ways:

                    
                        	
                            Apply SAP standard strictly for nondifferentiating processes.

                        

                        	
                            Tailor SAP standard solutions to business needs for differentiating processes.

                        

                        	
                            Follow recommendations for clean extensions.

                        

                    

                

                	
                    Pursuing business process management  excellence
Continuous improvement lies at the heart of clean core compliance. Organizations must prioritize business process management excellence by documenting processes and continuously monitoring process flow, performance, and efficiency. By embracing a culture of innovation and agility, businesses can adapt to evolving market dynamics while ensuring compliance with regulatory requirements and industry standards.

                    You can achieve this in the following ways:

                    
                        	
                            Document customer-specific process design using SAP Signavio Process Manager and SAP Signavio Process Collaboration Hub.

                        

                        	
                            Measure as-is process execution with SAP Signavio Process Insights and SAP Signavio Process Intelligence.

                        

                        	
                            Execute business processes efficiently based on measurable PPIs provided by SAP Signavio Process Insights and SAP Signavio Process Intelligence.

                        

                    

                

            

        
        
            4.1.2    Extensions

            Clean core and clean extension will ensure cloud compliance, minimizing complexity, prioritizing future compatibility and upgradability, optimizing scalability and performance, and implementing robust security measures. By following these principles, businesses can maximize the value of their ERP investments and mitigate the risks associated with customizations and modifications. 

            When designing and developing extensions in the context of an ERP system, it’s important that any customizations or modifications made to the system are implemented in a manner that aligns with the following: 

            
                	
                    Adherence to cloud compliance
Cloud compliance refers to meeting the regulatory requirements and security standards specific to cloud computing environments. When extending an ERP system, it’s crucial to ensure that any customizations comply with these standards to maintain data security, privacy, and integrity. This involves implementing robust authentication mechanisms, encryption protocols, and access controls to safeguard sensitive information stored and processed within the ERP system.

                

                	
                    Minimization of complexity
Custom extensions can introduce complexity to an ERP system, potentially complicated system maintenance, upgrades, and troubleshooting. Keeping extensions clean involves minimizing unnecessary complexity by adhering to best practices in software development, such as modular design, clear documentation, and efficient coding practices. By streamlining the implementation of custom extensions, businesses can reduce the risk of errors, improve system performance, and enhance overall system stability.

                

                	
                    Future compatibility and upgradability
ERP systems undergo regular updates and upgrades to introduce new features, enhancements, and security patches. Extensions should be designed to be compatible with future updates, ensuring that customizations remain functional and don’t conflict with system changes. This requires careful consideration of system architecture, API usage, and data dependencies to minimize the risk of compatibility issues during system upgrades. Additionally, clean extensions should be well-documented to facilitate future maintenance and troubleshooting efforts.

                

                	
                    Scalability and performance
Extensions should be designed with scalability and performance in mind, ensuring that they can accommodate growing data volumes, user loads, and transaction volumes without sacrificing system responsiveness or reliability. This may involve optimizing database queries, caching frequently accessed data, and leveraging cloud-native services for scalability and performance improvements. By prioritizing scalability and performance considerations, businesses can future-proof their ERP system extensions and support long-term growth objectives.

                

                	
                    Security and risk management
Extensions to an ERP system can introduce security vulnerabilities and increase the risk of data breaches if not implemented securely. Keeping extensions clean involves conducting thorough security assessments and implementing appropriate safeguards to mitigate risks. This may include vulnerability scanning, penetration testing, and adherence to security best practices such as the principle of least privilege and defense-in-depth. By prioritizing security throughout the extension development lifecycle, businesses can minimize the risk of security incidents and protect sensitive data from unauthorized access or disclosure.

                

            

            Table 4.2 summarizes the outcomes/goals and main aspects of clean extensions.

            
                
                    
                        	
                            Outcomes and Goals

                        
                        	
                            Main Aspects

                        
                    

                
                
                    
                        	
                            
                                	
                                    Stable upgrade

                                

                                	
                                    Actively used

                                

                                	
                                    Well documented

                                

                                	
                                    Developed based on best practices

                                

                                	
                                    Follows quality standards

                                

                                	
                                    No duplication of standard functionality

                                

                            

                        
                        	
                            
                                	
                                    Requirements should be understood very clearly before deciding on extending a solution.

                                

                                	
                                    To reduce technical debt and make upgrades as seamless as possible, extensions should be avoided wherever possible. 

                                

                                	
                                    If extensions need to be built, leverage cloud-compliant extensions (three-tier model).

                                

                            

                        
                    

                
            

            Table 4.2    
            Clean Extensions

            Let’s discuss the main aspects and how to achieve decoupled extensions in the SAP context:

            
                	
                    Establish a governance model.
Implement a structured process with stringent criteria for approving any extension. This ensures that extensions align with the overall architecture and objectives.

                

                	
                    Prefer standard over custom development.
Embrace fit-to-standard best practices to minimize the need for custom solutions. Avoid developing custom code for rare use cases, prioritizing cleaner, standard options whenever possible.

                

                	
                    Use SAP Application Extension Methodology.
Leverage SAP’s methodology and extensibility guidance to identify the most suitable approach for extensions within your landscape. This ensures alignment with best practices and industry standards.

                

                	
                    Ensure clear separation.
When extending functionalities, maintain a clear separation from the core system (i.e., make sure any code you write doesn’t impact the core system). This separation minimizes the risk of upgrades, breaking extensions, and vice versa. Use SAP BTP as the extension platform. 

                

                	
                    Access standard objects through released APIs.
Use stable and released APIs for interacting with standard objects, rather than building custom APIs. Whether accessing these APIs remotely or locally, adhering to this practice ensures compatibility and stability.

                

                	
                    Choose clean extension options.
Use clean extension tools and environments, such as key user, developer, or side-by-side extensions in SAP S/4HANA. This choice ensures compatibility and minimizes technical debt. Refer to Section 4.2.3 for more information on extensions/enhancements.

                

                	
                    Select extension domains based on requirements.
Choose extension domains solely based on standard business requirements, avoiding unnecessary extensions that may introduce complexity.

                

                	
                    Enable awareness.
Foster awareness among stakeholders about the importance of clean extensions and adherence to established guidelines. This promotes a culture of responsible extension development.

                

                	
                    Document informed decisions.
In on-premise installations, document and justify decisions to develop nonclean core extensions, ensuring transparency and accountability.

                

                	
                    Mitigate missing APIs.
Address missing APIs in private cloud or on-premise environments by using wrappers and following API enablement guidelines. Additionally, actively participate in influencing API development through customer influence tools.

                

            

            By following these guidelines, you can establish a robust framework for creating decoupled extensions that seamlessly integrate with the core system and maintain compatibility across upgrades and cloud environments.

        
        
            4.1.3    Integrations

            In today’s interconnected business landscape, seamless integration between systems is crucial for optimizing processes and enhancing efficiency. Maintaining a reliable integration framework within an ERP system ensures seamless communication, integration, and data exchange. 

            Building an integration based on clean core principles will ensure that a reliable integration framework is maintained and establishes a robust architecture, standardizing interfaces and protocols, implementing error handling and monitoring mechanisms, ensuring data consistency and synchronization, optimizing scalability and performance, and conducting continuous testing and validation. By prioritizing reliability and resilience in the integration landscape, businesses can streamline business processes, improve decision-making, and enhance overall operational efficiency. To keep integrations cleans, organizations must focus on key aspects such as using standard APIs, enabling side-by-side extensibility, implementing event-driven designs, avoiding traditional APIs, and ensuring robust monitoring and error resolution capabilities.

            Following are some of the key considerations while designing and implementing integrations:

            
                	
                    Robust integration architecture
Maintaining a reliable integration framework involves establishing a robust architecture that facilitates seamless communication and data exchange between different systems or modules within the ERP ecosystem. This architecture should be designed to accommodate diverse integration patterns such as point-to-point, hub-and-spoke, or event-driven architectures, depending on the specific integration requirements.

                

                	
                    Standardized interfaces and protocols
Standardizing interfaces and protocols is essential for ensuring interoperability and compatibility between integrated systems or modules. By adopting industry-standard protocols such as RESTful APIs, SOAP, or messaging queues, businesses can simplify integration development and reduce the likelihood of errors or disruptions caused by incompatible technologies or data formats.

                

                	
                    Error handling and monitoring
Implementing robust error-handling mechanisms and monitoring tools is crucial for detecting and resolving integration issues proactively. This involves capturing and logging error messages, implementing retry mechanisms for failed transactions, and setting up alerts to notify administrators of potential integration failures or performance degradation. By monitoring integration processes in real-time, businesses can identify and address issues before they escalate and impact system reliability.

                

                	
                    Data consistency and synchronization
Maintaining data consistency and synchronization across integrated systems or modules is essential for ensuring accurate and reliable business operations. This requires implementing mechanisms for data validation, transformation, and synchronization to harmonize data formats and ensure data integrity throughout the integration process. By minimizing data discrepancies and conflicts, businesses can avoid errors and inconsistencies that may arise from data duplication or misalignment.

                

                	
                    Scalability and performance optimization
As integration requirements evolve and business needs grow, it’s essential to ensure that the integration framework can scale to accommodate increasing transaction volumes and data throughput. This involves optimizing integration processes for performance, implementing caching mechanisms to reduce latency, and leveraging scalable infrastructure such as cloud-based integration platforms. By prioritizing scalability and performance considerations, businesses can maintain seamless communication and data exchange even during periods of high demand or system load.

                

                	
                    Continuous testing and validation
Regular testing and validation of integration processes are essential for identifying and resolving issues before they impact production environments. This includes functional testing to ensure that integrated systems behave as expected, performance testing to evaluate system responsiveness under varying loads, and security testing to identify vulnerabilities or compliance gaps. By incorporating testing into the integration development lifecycle, businesses can minimize the risk of errors and disruptions caused by faulty integrations.

                

            

            Table 4.3 summarizes the outcomes/goals and main aspects of clean integrations.

            
                
                    
                        	
                            Outcomes and Goals

                        
                        	
                            Main Aspects

                        
                    

                
                
                    
                        	
                            
                                	
                                    Stable upgrade

                                

                                	
                                    Monitoring capability

                                

                                	
                                    Robust error resolution 

                                

                                	
                                    Actively used

                                

                                	
                                    Well documented

                                

                                	
                                    Based on standard APIs (e.g., OData and SOAP)

                                

                                	
                                    Event-driven

                                

                            

                        
                        	
                            
                                	
                                    Integrations are based on standard APIs (OData and SOAP).

                                

                                	
                                    Use standard APIs (OData and SOAP) for tightly coupled integrations and events for loosely coupled integrations. 

                                

                                	
                                    Traditional APIs (remote function calls [RFCs] and IDocs) and their related classical extension options should be avoided. 

                                

                                	
                                    SAP Application Interface Framework can be leveraged for monitoring and error handling.

                                

                            

                        
                    

                
            

            Table 4.3    
            Clean Integrations

            Let’s explore how to achieve clean core compliance in SAP integrations by combining these principles with effective implementation strategies:

            
                	
                    Base integrations on standard APIs
Standard APIs such as OData and SOAP provide a foundation for consistent and interoperable communication between systems. By leveraging these APIs, organizations can ensure that their integrations are built on widely accepted standards, facilitating smoother interoperability and maintenance.

                

                	
                    Aim for side-by-side extensibility
Side-by-side extensibility enables organizations to extend SAP solutions with custom functionality while preserving the integrity of the core system. By using tools such as SAP Cloud SDK and SAP Integration Suite, organizations can seamlessly integrate custom extensions with standard APIs, ensuring flexibility and scalability.

                

                	
                    Realize loosely coupled integrations
Loosely coupled integrations based on event-driven designs offer flexibility and scalability, allowing systems to communicate in a decoupled manner. By designing integrations around standard events, organizations can adapt to changing business requirements more effectively and minimize dependencies between systems.

                

                	
                    Avoid traditional APIs
Traditional APIs such as RFCs and IDocs, along with their classical extension options, can introduce complexity and dependencies into integration landscapes. By steering clear of these approaches and focusing on standard APIs, organizations can simplify their integration architectures and reduce maintenance overhead.

                

                	
                    Ensure proper monitoring and error resolution
Robust monitoring and error resolution capabilities are essential for maintaining the reliability of integrations. By implementing tools such as SAP Application Interface Framework, organizations can monitor integrations effectively and resolve issues promptly, minimizing disruptions to business processes.

                

                	
                    Establish a clearly defined integration strategy
Use SAP Integration Solution Advisory Methodology to define a clear integration strategy. Leverage SAP Business Accelerator Hub as the central access point to discover integration artifacts such as standard APIs and events.

                

                	
                    Implement a get-clean process
Set up an integration repository within SAP Solution Manager to identify existing integrations and their underlying technologies. Establish a get clean service to evaluate the feasibility of converting traditional APIs and their extensions into standard interfaces.

                

                	
                    Establish a continuous keep clean process
Define a governance model for ongoing maintenance and governance of integrations. Use Integration Assessment capabilities to evaluate new interface requirements and apply a keep clean process to critical integrations.

                

            

            By adopting a holistic approach that combines adherence to key principles with effective implementation strategies, organizations can achieve clean core compliance in SAP integrations. By basing integrations on standard APIs, enabling side-by-side extensibility, implementing event-driven designs, avoiding traditional APIs, and ensuring robust monitoring and error resolution capabilities, organizations can build integration landscapes that are efficient, scalable, and maintainable. In doing so, they can unlock the full potential of their SAP ecosystem while minimizing complexity and risk.

        
        
            4.1.4    Data

            With clean core strategy, data is kept lean and involves implementing strategies to reduce unnecessary data, promote data integrity, optimize system performance, improve operational efficiency, and mitigate compliance and security risks. By prioritizing data cleanliness and efficiency, businesses can maximize the value of their data assets while minimizing the associated costs and risks. Achieving clean data requires a multifaceted approach encompassing data quality, volume efficiency, and privacy compliance. 

            Keeping data lean involves implementing strategies to reduce unnecessary data within a system. Following are some key considerations:

            
                	
                    Archiving  and purging
Just as clean extensions minimize complexity, keeping data lean involves archiving or purging outdated or redundant information. This ensures that only relevant and current data is retained within the system, reducing storage requirements and improving system performance. Archiving involves moving historical data to secondary storage, while purging involves permanently removing obsolete records from the system.

                

                	
                    Data integrity
Maintaining data integrity is crucial when keeping data lean. This involves ensuring that the data stored within the system is accurate, consistent, and reliable. Implementing data validation checks, enforcing referential integrity constraints, and performing regular data quality assessments help prevent errors and inconsistencies that can arise from redundant or outdated data.

                

                	
                    Performance optimization
Lean data promotes better system performance by reducing the volume of data that needs to be processed and analyzed. This results in faster query execution times, shorter response times, and improved overall system efficiency. By eliminating unnecessary data, businesses can optimize system resources and enhance the UX.

                

                	
                    Efficiency improvement
Lean data practices improve operational efficiency by streamlining data management processes. With less data to manage, organizations can allocate fewer resources to data storage, backup, and maintenance activities. This frees up resources that can be redirected toward more value-added tasks, such as data analysis, decision-making, and innovation.

                

                	
                    Compliance and risk mitigation
Keeping data lean helps organizations comply with data protection regulations and mitigate security risks. By reducing the volume of sensitive or personally identifiable information stored within the system, businesses can minimize the potential impact of data breaches and unauthorized access. Implementing data retention policies and access controls ensures that only authorized users have access to the data they need, further reducing the risk of data exposure.

                

            

            Table 4.4 summarizes the outcome/goals and main aspects of clean data. 

            
                
                    
                        	
                            Outcomes and Goals

                        
                        	
                            Main Aspects

                        
                    

                
                
                    
                        	
                            
                                	
                                    Accurate

                                

                                	
                                    Complete

                                

                                	
                                    Consistent

                                

                                	
                                    Timely (i.e., available and accessible)

                                

                                	
                                    Unique

                                

                                	
                                    Valid

                                

                                	
                                    Relevant (i.e., used regularly)

                                

                                	
                                    Optimized disk consumption

                                

                                	
                                    Data lifecycle management 

                                

                            

                        
                        	
                            
                                	
                                    Data quality: Configuration, master, and transactional data

                                

                                	
                                    Data volume efficiency: Master and transactional data

                                

                                	
                                    Data privacy compliance: Store and process personal master data only with justifiable purposes 

                                

                            

                        
                    

                
            

            Table 4.4    
            Clean Data

            Let’s outline a comprehensive strategy amalgamating the main aspects of clean data and practical steps to realize this vision in the SAP context:

            
                	
                    Data quality assurance
Data quality forms the cornerstone of clean data practices, encompassing various dimensions such as accuracy, completeness, consistency, and validity. You can ensure high data quality in the following ways:

                    
                        	
                            Analyze and define measures: Conduct a thorough analysis to identify critical data objects and establish comprehensive data quality measures tailored to organizational requirements. 

                        

                        	
                            Use tools and expertise: Leverage specialized tools such as SAP Master Data Governance (SAP MDG) and SAP Information Steward, or third-party vendors such as CDQ for expert guidance and assistance in data cleansing processes. 

                        

                        	
                            Implement cleansing processes: Establish robust data cleansing processes, including deduplication and generation of best records, facilitated by tool-based solutions to maintain data integrity. 

                        

                        	
                            Continuous monitoring: Implement a continuous monitoring mechanism to validate data against defined quality measures and ensure adherence to established standards over time.

                        

                    

                

                	
                    Data volume efficiency
Efficient management of data volume is crucial for optimizing resource utilization and enhancing operational efficiency. You can achieve data volume efficiency in the following ways:

                    
                        	
                            Continuous analysis and monitoring: Enable ongoing analysis and monitoring of database utilization to identify and mitigate outdated, unused, or redundant data.

                        

                        	
                            Archiving and data tiering: Define policies and processes for data archiving or tiering, leveraging solutions such as SAP Information Lifecycle Management (SAP ILM), to streamline database operations and improve resource efficiency.

                        

                    

                

                	
                    Data privacy compliance
In an era of heightened data privacy concerns, organizations must prioritize compliance with regulatory standards and safeguard personal master data. You can ensure data privacy compliance in the following ways:

                    
                        	
                            Analyzing data usage: Conduct a comprehensive analysis of data usage to ascertain the business rationale behind collecting and processing personal master data.

                        

                        	
                            Establish lifecycle policies: Define clear policies governing the lifecycle of personal master data, including data retention and deletion schedules, leveraging solutions such as SAP ILM to enforce compliance.

                        

                    

                

            

            Achieving clean data isn’t merely a one-time endeavor but an ongoing commitment requiring strategic planning, meticulous execution, and continuous monitoring. By adopting a comprehensive approach encompassing data quality assurance, volume efficiency optimization, and data privacy compliance, organizations can cultivate a data-centric culture conducive to informed decision-making, regulatory compliance, and sustained competitive advantage in the digital landscape. Embracing best practices, leveraging advanced technologies, and fostering collaboration across organizational functions are pivotal in realizing the transformative potential of clean data.

        
        
            4.1.5    Operations

            Keeping operations clean using clean core principles involves implementing strategies that involve proactive system monitoring, regular maintenance, efficient support mechanisms, automation and orchestration, performance optimization, and robust disaster recovery planning. By focusing on these areas, businesses can ensure the smooth and reliable performance of their ERP system, maximize productivity, and minimize disruptions to critical business operations. Ensuring the cleanliness of our core operations is fundamental to our approach, seamlessly integrated into the entirety of our operational framework.

            Maintaining effective and efficient IT operations is crucial for ensuring the smooth and reliable performance of an ERP system. Following are some key tasks:

            
                	
                    System monitoring
Effective IT operations start with comprehensive system monitoring. This involves continuously tracking key performance indicators (KPIs), such as system availability, response times, and resource utilization, to identify potential issues or performance bottlenecks proactively. By leveraging monitoring tools and dashboards, IT teams can detect anomalies, diagnose problems, and initiate corrective actions before they impact the system performance or UX.

                

                	
                    Regular maintenance
Regular maintenance is essential for optimizing the performance and reliability of the ERP system. This includes applying software patches and updates, performing database optimizations, and conducting routine health checks to identify and address potential vulnerabilities or performance degradation. By staying proactive with maintenance activities, IT teams can prevent system failures, security breaches, and other operational disruptions that may result from neglected maintenance tasks.

                

                	
                    Efficient support mechanisms
Establishing efficient support mechanisms is critical for addressing user inquiries, troubleshooting technical issues, and resolving system-related problems promptly. This may involve setting up a centralized help desk, implementing self-service portals, or providing access to knowledgeable support staff who can assist users with their queries or concerns. By offering timely and effective support, IT teams can minimize downtime, improve user satisfaction, and enhance overall system reliability.

                

                	
                    Automation  and orchestration
Automation and orchestration play a significant role in streamlining IT operations and improving efficiency. By automating repetitive tasks such as system backups, software deployments, and configuration changes, IT teams can reduce manual effort, minimize human errors, and accelerate response times. Additionally, orchestrating workflows across different IT systems and processes helps ensure consistency, scalability, and reliability in managing complex IT environments.

                

                	
                    Performance optimization
Continuously optimizing the performance of the ERP system is essential for maximizing productivity and minimizing downtime. This involves identifying performance bottlenecks, fine-tuning system configurations, and implementing best practices for resource allocation and utilization. By optimizing performance parameters such as database indexing, query optimization, and caching mechanisms, IT teams can enhance system responsiveness, scalability, and overall efficiency.

                

                	
                    Disaster recovery  and business continuity
Implementing robust disaster recovery and business continuity plans is essential for mitigating the impact of unforeseen disruptions such as hardware failures, natural disasters, or cyberattacks. This involves regularly backing up critical data, establishing redundant infrastructure configurations, and conducting periodic disaster recovery drills to validate recovery procedures. By prioritizing resilience and preparedness, businesses can minimize downtime, protect data integrity, and ensure uninterrupted operations in the event of a disaster. 

                

            

            Table 4.5 summarizes the outcomes/goals and main aspects of clean operations. 

            
                
                    
                        	
                            Outcomes and Goals

                        
                        	
                            Main Aspects

                        
                    

                
                
                    
                        	
                            Day-to-day operations are planned and executed regularly to maintain alignment with the clean core guidelines.

                        
                        	
                            
                                	
                                    All operations, including release management, should be in line with clean core principles. 

                                

                                	
                                    SAP Best Practices should be followed, and clean core standards should be set for the organization. 

                                

                            

                        
                    

                
            

            Table 4.5    
            Clean Operations

            Let’s discuss the main aspects and how to achieve clean, effective, and efficient operations in the SAP context:

            
                	
                    End-to-end operations
The principle of maintaining a clean core is woven throughout the operational philosophy from start to finish. Every aspect of operations is designed with cleanliness in mind. This ensures that cleanliness permeates every facet of the operational framework, enhancing efficiency and effectiveness. Following are the ways to achieve this: 

                    
                        	
                            IT acts as a provider of “keep clean” end-to-end processes.

                        

                        	
                            Monitoring and alerting of “keep clean” processes should be integrated into overall operations to achieve a full view on KPIs, and platforms such as SAP Cloud ALM and SAP Solution Manager can be used for this purpose.

                        

                        	
                            Processes should be established for escalation that are in line with governance models for integration, extensibility, process, and data. 

                        

                    

                

                	
                    Release management excellence
SAP’s release management practices serve as the foundation for a clean core. You should prioritize targeting the latest releases to ensure that your core remains up-to-date and optimized. This is achieved based on two core principles:

                    
                        	
                            Monthly maintenance windows should be preapproved by all parties involved.

                        

                        	
                            Maintenance windows should by default be opt-in; only in exceptional cases will they be skipped and opt-out. 

                        

                    

                

                	
                    Adherence to SAP Best Practices
Housekeeping activities align closely with SAP Best Practices. You should meticulously follow these guidelines to ensure that your operations remain efficient and effective. This can be achieved in the following ways:

                    
                        	
                            All background job management such as approval, documentation, monitoring, and improvement are implemented to ensure efficient utilization of the infrastructure. 

                        

                        	
                            File interfaces for data import/export are avoided to enhance security, maintainability, and consistency.

                        

                        	
                            End-user authorizations are regularly reviewed and updated, with unnecessary permissions removed.

                        

                    

                

                	
                    Maintenance through approved CMPs
SAP is entrusted with performing maintenance for technology within preapproved change management plans (CMPs). This streamlines the process and ensures that your core remains clean and functional.

                

            

        
    


                    
                        
        4.2    SAP S/4HANA Implementation Considerations

        As previously discussed, the clean core concept comprises five categories: business process, extension, integration, data, and operation. In this section, we’ll concentrate on the implementation aspect of extensions, which will be explained in a RICEFW format. However, before delving into the specifics, it’s important to emphasize the significance of the three-tier model and ABAP Cloud development model in the domain of extensions. 

        
            4.2.1    Three-Tier Model

            The three-tier model serves as the guidance and recommendation from SAP to assist organizations in implementing clean core principles in SAP S/4HANA systems with ABAP-based extensions. The motivation behind this guidance stems from the historical context where SAP customers have been predominantly running their SAP ERP systems on-premise for decades. As these customers embark on their journey of cloud transformation to SAP S/4HANA Cloud Private Edition and on-premise solutions, there arises a need for guidance on managing legacy extensions and building future-proof extensions that are cloud-ready. 

            This need becomes particularly pronounced when publicly released SAP APIs don’t yet cover all required functionalities. Therefore, the three-tier model emphasizes building extensions with ABAP Cloud development model and development of custom wrapper solutions to bridge the gap in legacy development to ensure a smooth transition to cloud-based environments in the future. We’ll discuss the ABAP Cloud development model further in Section 4.2.2.

            Although legacy development should be considered as a last resort and avoided whenever feasible, there will always be exceptions, especially in tightly coupled scenarios that require classical ABAP development. With this guidance, customers can create a balance between upgrade stability and cloud compatibility while maintaining existing functionality in SAP S/4HANA Cloud Private Edition and on-premise systems.

            The following is the three-tier model, as shown in Figure 4.2, designed to manage the coexistence of the classic ABAP development and ABAP Cloud development model in the system. We’ll use these three extensibility levels for extension classification as depicted from Figure 4.4 through Figure 4.8 in the next section:

            
                	
                    Tier 1 – Cloud development
The development of new applications and extensions must adhere to cloud readiness and upgrade stability standards. The ABAP Cloud development model is mandatory, and compliance is ensured through syntax and runtime checks that can’t be bypassed. For more information on how to build tier 1 extensions using key user extensibility and developer extensibility, refer to http://s-prs.co/v591907.

                

                	
                    Tier 2 – Cloud API enablement
Tier 2 enables tier 1 extension for SAP S/4HANA Cloud Private Edition and on-premise systems through custom wrapper development for unreleased SAP objects to be consumed in tier 1 extensions. However, it’s essential to plan to retire the custom wrapper object and transition to consuming SAP-released APIs once they become available, ensuring long-term compatibility and maintainability.

                

                	
                    Tier 3 – Legacy development
Tier 3 includes legacy ABAP extensions or new extensions that can’t adhere to the ABAP Cloud development model. 

                    
                        [image: Three-Tier Model Extensibility]

                        Figure 4.2    
            Three-Tier Model Extensibility

                    
                

            

            
                Further Resources

                For more information, we recommend the following resources:

                
                    	
                        Details of documentation and guidance on extending SAP S/4HANA in the cloud and on-premise with ABAP-based extensions can be found at http://s-prs.co/v591908.

                    

                    	
                        Details on development guidelines for tier 2 extensions can be found at http://s-prs.co/v591909.

                    

                    	
                        Details on technical use cases and recommended technologies for ABAP can be found at http://s-prs.co/v591910.

                    

                

            

        
        
            4.2.2    ABAP Cloud Development Model

            Within tier 1 of the three-tier model, there is an implementation option to extend with ABAP Cloud. To fully understand this option, let’s delve into some contextual details. 

            ABAP Cloud is a development model applicable across all versions of SAP S/4HANA systems and the SAP BTP, ABAP environment. It’s enforced by the system setup for SAP S/4HANA Cloud Public Edition and the SAP BTP, ABAP environment. However, for SAP S/4HANA Cloud Private Edition and on-premise systems, it remains the business’s responsibility or preference of whether they opt with the ABAP Cloud development model. The model provides comprehensive support for developing lifecycle-stable and cloud-ready applications, services, and extensions. It offers end-to-end support for the development process, as shown in Figure 4.3. 

            
                [image: Big Picture of ABAP Cloud]

                Figure 4.3    
            Big Picture of ABAP Cloud

            
            Built using the cloud-optimized ABAP language, ABAP Cloud leverages the built-in extensibility to facilitate the development and extension of applications. It enables the reuse of services and objects for commonly used solutions such as change document solution, application job, application log, or the Extension Components library (XCO library) for general-purpose consumption. Additionally, ABAP Cloud offers features for communication management, security management, testing automation, and deployment options. 

            
                Further Resources

                For more information, we recommend the following resources:

                
                    	
                        To learn more about the extensibility model in the ABAP platform, refer to http://s-prs.co/v591911.

                    

                    	
                        To learn more about the ABAP Cloud development model, refer to http://s-prs.co/v591912.

                    

                

            

        
        
            4.2.3    RICEFW Implementation

            RICEFW is an acronym used in SAP project management and development to categorize different types of requirements or objects within a project. Each letter in “RICEFW” represents a specific area: R for report, I for interface, C for conversion, E for enhancement, F for forms, and W for workflow. While conversion isn’t discussed within the clean core concept, the other categories remain relevant.

            By categorizing requirements into these six areas, the RICEFW framework helps project teams effectively manage and prioritize various development activities within an SAP project. This approach has been widely adopted by SAP customers for decades. Therefore, applying the clean core concept through the RICEFW categorization is a logical step, as it resonates with customers and provides a familiar framework for organizing development efforts.

            We’ll compile a comprehensive list of tools, services, and technologies required for developing RICEFW across all versions of SAP S/4HANA and SAP BTP. It's worth noting that SAP S/4HANA Cloud Public Edition and SAP BTP are limited to tier 1 extension development only. Therefore, our primary focus will be on SAP S/4HANA Cloud Private Edition and on-premise systems extension as legacy development remains a viable option in these environments.

            
                Reports

                A report is a structured document or output designed to effectively convey information, aiding decision-making, facilitating data analysis, and monitoring systems. Reports vary in types, including read-only, transactional, and analytical reports. SAP provides numerous standard reporting solutions across its modules to meet business needs. Over time, SAP reports have been developed using various tools and technologies such as ABAP reports with the ABAP List Viewer (ALV), SAP Query for non-ABAP users, SAP Crystal Reports for analytics, and many others.

                Implementing these diverse options requires different skill sets and development environments setup, resulting in increased technical debt and resource requirements for customers. However, with the release of ABAP platform 7.4 and the introduction of core data services (CDS), there has been a paradigm shift toward CDS as the foundation for application development, particularly in reporting. Initially limited to read-only capabilities, building reports with CDS began to gain traction. Subsequently, with the introduction of the ABAP programming model for SAP Fiori, Business Object Processing Framework (BOPF) was introduced to provide transactional capabilities on top of CDS. This approach was effective until the industry’s significant push toward cloud transformation, especially with the adoption of SAP S/4HANA Cloud Public Edition and the introduction of the SAP BTP, ABAP environment.

                Recognizing the limitation on the ABAP programming model for SAP Fiori, the ABAP RESTful application programming model, designed with cloud compatibility in mind, has emerged as the successor. It aims to provide a consistent development experience across all versions of SAP S/4HANA systems and the SAP BTP, ABAP environment. As illustrated in Figure 4.4, the recommended approach for tier 1 and tier 2 development is the ABAP RESTful application programming model, wherein legacy technologies should be limited and avoided whenever possible. 

                
                    [image: SAP Report Classification]

                    Figure 4.4    
            SAP Report Classification

                
                Before the introduction of CDS, a strong understanding of the ABAP programming language was essential for building an ALV report. Developers not only had to develop the business logic for data retrieval but also replicate similar code, with slight variations, for functionalities such as selection screens, sorting, filtering, and data display across almost every ALV report.

                However, with CDS forming the foundation for application development, generating tier 1 reports has become remarkably simpler. This can be achieved effortlessly using the key user extensibility Custom CDS View SAP Fiori app. Here, developers or business experts only need to focus on establishing relationships between the released CDS views without having to write a single line of frontend code. This process uses the SAP Fiori elements framework, where SAP Fiori apps are generated based on CDS annotations, significantly expediting frontend development. For more complex requirements, developer extensibility with ABAP Cloud can be an alternative to build tier 1 reports using the ABAP RESTful application programming model.

                Moving forward, applications based on the ABAP RESTful application programming model should be the first option when it comes to application development. Customers are encouraged to migrate BOPF-based business objects to the ABAP RESTful application programming model to capitalize on its functionalities and innovations. To support this transition, SAP provides migration tools enabling the seamless migration from BOPF-based to ABAP RESTful application programming model-based applications.

                
                    Further Resources

                    Details and guidance on the BOPF-based application migration process in SAP S/4HANA Cloud Private Edition and on-premise systems can be found at http://s-prs.co/v591913.

                

            
            
                Interface

                Interface serves as a channel within a system or between multiple systems for the exchange of data. The data exchange process typically includes at least one inbound interface and one outbound interface. Furthermore, data transfer methods can be categorized into two distinct modes: asynchronous communication and synchronous communication. Each communication possesses unique characteristics and use cases. In asynchronous communication, the sender or client doesn’t interact with the receiver or server in real time, whereas synchronous communication involves real-time interaction, resulting in an immediate response. 

                For decades, system integration between SAP systems and external systems has relied on tools and services such as IDoc, Business Application Programming Interfaces (BAPIs), web services, and OData services via SAP Gateway Service Builder (Transaction SEGW). These technologies have been especially prevalent in legacy systems, particularly within the banking industry, where the IDoc often remains the primary option for integrating with SAP systems. This is due to the tight coupling of these technologies with the on-premise systems, making them challenging to replace or update with newer innovations, especially those compatible with the cloud technology. Transitioning away from these technologies would necessitate significant changes to the overall system integration. Acknowledging these constraints, SAP has shifted its focus toward recommending new cloud-ready technologies for application development, as illustrated in Figure 4.5. 

                Following are the few notable pushes from SAP in the cloud transformation initiative in the context of interface:

                
                    	
                        New released APIs developed using the OData V4 protocol, a successcor for OData V2, BAPIs, IDocs, and web services

                    

                    	
                        Increase adopotion of event-driven architecture in application design and implementation

                    

                    	
                        Standardized interface development through programming models such as SAP Cloud Application Programming Model and the ABAP RESTful application programming model

                    

                    	
                        Usage of SAP BTP as an intermiediate for interface development to keep the core clean

                        
                            [image: SAP Interface Classification]

                            Figure 4.5    
            SAP Interface Classification

                        
                    

                

                Let’s consider a scenario where we need to transfer product information from an SAP S/4HANA system to an external system, along with additional custom fields that require data transformation. The conventional approach involves creating an OData service using Transaction SEGW. This service enables the implementation of custom business logic through the GET_ENTITY and GET_ENTITYSET methods. The developer must implement these methods to handle the retrieval of a single entity (or record) and the collection of entities (or records), respectively. Furthermore, because the service is based on OData, developers are responsible for explicitly implementing various query options such as $FILTER, $EXPAND, $SKIP, $TOP, $COUNT, and others to enable flexible data retrieval according to the client’s needs. 

                However, when confronted with more advanced requirements such as deep inserts or delta reading, the complexity of the implementation escalates significantly. These advanced requirements not only introduce complexity during the initial implementation but also pose challenges for maintenance over time. Any alterations or updates to the data model or business logic can potentially impact the functionality of the service, necessitating thorough testing and validation to ensure continued reliability.

                These complexities are irrelevant when building interface using SAP Cloud Application Programming Model and the ABAP RESTful application programming model. With these modern programming models, developers are no longer burdened with the manual implementation of OData services and query options. Instead, developers need only define the data model using CDS. The SAP Cloud Application Programming Model and ABAP RESTful application programming model frameworks automatically generate OData services based on the defined data model, complete with all the standard OData query options, which significantly simplifies interface development, enabling developers to focus more on defining the data model and business logic. This shift in focus results in faster development cycles and reduced complexity in maintaining the interfaces over time.

            
            
                Enhancements

                Enhancement refers to the process of customizing or extending standard functionality provided by a software provider. Ideally, enhancement allows customers to tailor and extend SAP applications to meet their specific business needs without compromising the integrity of the standard SAP system. This ensures compatibility with future SAP updates and releases. While customers have begun leveraging key user extensibility application and developer extensibility with ABAP Cloud for enhancement, classic enhancement techniques remain valid options for many cases. This is because SAP is still in the process of providing more business context and cloud business add-ins (BAdIs) for the key user extensibility application, providing ABAP RESTful application programming model extension points for developer extensibility, and facilitating the migration of BOPF-based applications to ABAP RESTful application programming model-based applications. 

                To minimize the technical footprint of legacy development in the system, SAP provides guidance on leveraging tier 2 extension enablement, enabling customers to build extensions that align with the clean core concept. 

                A common use case involves the consumption of unreleased CDS views and BAPIs, as shown in Figure 4.6, where the unreleased status can lead to syntax and runtime errors when developed in ABAP Cloud. In response, a custom wrapper solution can be built atop the unreleased object and released for cloud development. While this approach helps mitigate current limitations, it’s crucial to thoroughly document the custom wrapper solution so that it can be retired once SAP releases the CDS views and APIs as a successor for the legacy objects.

                Consider the simple task of adding an additional field to SAP standard applications. In the past, developers would have to painstakingly identify and extend all SAP structures, followed by implementing additional logic to read and populate the value into the new field through BAdIs or user exits. A screen exit was commonly used to display the new field in the SAP GUI screen. However, this approach was unsustainable and often led to complexity. 

                Fortunately, this cumbersome process has been replaced by the user-friendly key user extensibility option. With the Custom Fields app from SAP Fiori, all the technical complexity is hidden away from the developer, with all related technical aspects encapsulated within a business context, thereby simplifying the development process. It also provides transparency and granular control to decide the activation of extension at the application level. The same business context can be used in the Custom Logic app to embed custom business logic to the application. Moreover, developers can easily add fields via developer extensibility using ABAP Cloud if the necessary business context isn’t available in the key user extension.
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                    Figure 4.6    
            SAP Enhancement Classification

                
                SAP S/4HANA embedded analytics revolutionizes reporting by offering built-in analytics capabilities directly within SAP S/4HANA systems. These capabilities enable real-time analysis and reporting based on data residing in the SAP S/4HANA system. Various analytical SAP Fiori apps facilitate this, including multidimensional reports, Query Browser, Custom Analytical Queries app, and many others—each designed for different use cases. All these analytical tools consume CDS as a foundation for analytical reporting, ensuring development consistency and efficiency across the analytical ecosystem.

            
            
                Forms

                An SAP form is a digital document integrated into SAP’s documentation or a template used within SAP systems, serving various functions such as data collection, authorization, or reporting by being filled with business data. 

                Developers can use one of these SAP form technologies to design, customize, and deploy the form seamlessly with other SAP modules and applications: 

                
                    	
                        SAPscript

                    

                    	
                        Smart Forms

                    

                    	
                        SAP Interactive Forms by Adobe

                    

                    	
                        SAP Forms service by Adobe

                    

                

                These technologies support deployment options for both on-premise installations and cloud-based solutions. However, it’s worth noting that not all form technologies are available for every SAP S/4HANA edition. For instance, older form technologies such as SAPscript, Smart Forms, and SAP Interactive Forms by Adobe are no longer applicable for SAP S/4HANA Cloud Public Edition. Looking ahead, SAP recommends adopting the SAP Forms service by Adobe on SAP BTP for all SAP S/4HANA editions; other forms technologies are considered as legacy development, as illustrated in Figure 4.7. SAP Forms service by Adobe serves as the default and sole option for SAP S/4HANA Cloud Public Edition. Conversely, for customers restricted by the cloud approach, on-premise forms technologies remain a viable option. 

                When it comes to output control solutions, SAP offers a variety of options, including table NAST, Post Processing Framework (PPF), Print Workbench, and SAP S/4HANA output management. These solutions enable various output types such as printing, sending emails, and maintaining form templates for the output. In the context of SAP S/4HANA systems, SAP S/4HANA output management and table NAST are the output solution options frequently inquired about by many businesses. To address the most common questions regarding output management in an SAP S/4HANA system, SAP released SAP Note 2791338.

                SAP S/4HANA output management provides gateway-based forms using SAP Forms service by Adobe, a feature not available in other output solutions. The gateway model form enables data access without directly accessing the backend ABAP system, making the form cloud ready. Therefore, it’s SAP’s recommended output control for SAP S/4HANA systems. One commonly misunderstood fact about SAP S/4HANA output management is that it’s not designed to completely replace table NAST. Depending on the business application, customers have the flexibility to determine which option suits them best. For applications configured with table NAST, there is a possibility to transition to SAP S/4HANA output management, subjected to availability. However, reverting from SAP S/4HANA output management back to table NAST isn’t feasible. Therefore, when considering the migration for productive usage, it’s crucial to thoroughly review the scopes and functionalities of SAP S/4HANA output management to ensure compatibility and suitability for the organization’s requirements.

                Key user extensibility applications such as the Custom Fields app enable the extension of the SAP data model with additional custom fields. Businesses can use SAP’s predelivered form templates, modifying and enhancing them as needed, such as adding additional standard fields or custom fields based on business requirements. This modified form can then be reuploaded to the system via the Maintain Form Templates app for consumption. Lastly, the Custom Logic app can be used to embed custom business logic to populate or influence the data population within the form.

                
                    Further Resources

                    Detailed steps on how to connect the SAP Forms service to the SAP BTP, ABAP environment and on-premise SAP S/4HANA can be found at http://s-prs.co/v591914.
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                    Figure 4.7    
            SAP Form Classification

                
                SAP has announced that SAP HANA extended application services, advanced model (XSA) will serve as the successor platform for Adobe Document Services (ADS). This transition is planned for the support time frame of the SAP S/4HANA 2025 release. Customers will have the option to switch from the ADS on SAP NetWeaver Application Server (AS) for Java to either the SAP Forms service by Adobe or the ADS on SAP HANA XSA, as ADS on SAP NetWeaver AS for Java will reach the end of mainstream maintenance by the end of 2027 and extended maintenance by the end of 2030. This ensures long-term support of Adobe-based forms functionality for on-premise SAP S/4HANA solutions.

            
            
                Workflows

                Workflow is a structured series of sequential steps designed to streamline and optimize a business process, ultimately helping the organization achieve greater productivity and flexibility. During workflow execution, various factors can influence the progression of steps, including configured rules, decisions made by individuals involved in the process, or dynamically calculated values at runtime. This ensures that workflows can adapt and respond to changing conditions or requirements, thereby enhancing efficiency and effectiveness in achieving business objectives.

                Businesses should avoid building workflows using the classic ABAP workflow tool because it’s not cloud-ready and has no planned innovation. Instead, there are numerous workflow tools and services available in the SAP ecosystem that enable the development of upgrade-safe and cloud-ready workflow solutions, as depicted in Figure 4.8. While the development of tier 1 workflow solutions remains crucial, SAP is actively improving the workflow building experience. This effort is evident through the introduction of low-code/no-code SAP Build Process Automation, catering to both professional developers and citizen developers alike.

                Additionally, SAP has introduced situation handling capabilities within all versions of SAP S/4HANA systems, allowing for the signaling of exceptional situations and notification to relevant parties. Moreover, flexible workflows in the SAP S/4HANA system enables the extension of standard SAP business workflows through configuration using the Manage Workflow app, providing users with greater adaptability and customization options. Lastly, SAP also offers integration for SAP S/4HANA systems with the SAP BTP workflow service, allowing developers to extend additional workflow solutions in SAP BTP without impacting the core system.

                Throughout the workflow execution process, it often entails generating action items or tasks for individuals to accomplish. SAP recommends using SAP Task Center in SAP BTP, seamlessly integrating with most SAP systems such as SAP S/4HANA, SAP Concur, and SAP Fieldglass, among others. The primary objective is to leverage SAP Task Center as a unified inbox, enabling task federation from multiple systems into a centralized solution. This strategy eliminates the necessity for users to log in to disparate systems individually to fulfill tasks, thereby enhancing efficiency and UX.
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                    Figure 4.8    
            SAP Workflow Classification

                
                
                    Further Resources

                    For a complete list of system integration with SAP Task Center, refer to http://s-prs.co/v591915.

                

            
        
    


                    
                        
        4.3    SAP BTP Guidance Framework

        SAP BTP Guidance Framework serves as a centralized repository of critical resources aimed at helping organizations in building and operating enterprise-grade solutions using the capabilities of SAP BTP. It provides a comprehensive array of guidelines, methodologies, best practices, and recommendations tailored to support architects, developers, and administrators involved in every stage of application development, integration, deployment, and operation. To access SAP BTP Guidance Framework, visit http://s-prs.co/v591916.

        This framework is designed to drive higher adoption and utilization of SAP BTP services, offering structured guidance on architecture design, development methodologies, security best practices, and DevOps with best practices. By offering clear direction and aligning with SAP’s established standards, it empowers organizations to make informed decisions throughout the software development lifecycle and operational processes.

        SAP BTP Guidance Framework is compartmentalized into five elements, as shown in Figure 4.9:

        
            	
                Decision guides
The architecture guide for integration and extension offers precise recommendations for architects, advising them to use the most suitable technology to meet specific business needs. Moreover, the SAP BTP Developer’s Guide helps developers implement business applications on SAP BTP based on SAP Best Practices and recommended tools and services.

            

            	
                Reference architectures
The SAP BTP reference architecture presents various architecture patterns designed to educate customers on how to architect and design solutions in SAP BTP according to industry-standard best practices. Additionally, it offers production-ready process blueprints across various domains, including lead-to-cash, source-to-pay, recruit-to-retire, and others, to expedite the implementation process.

            

            	
                Methodologies
SAP provides methodologies in the areas of integration, extension, data, and analytics, offering a guided approach to enhance the maturity level of customers in cloud technology, both technically and organizationally. A special mention goes to the SAP Application Extension Methodology, which serves as an ideal guide for implementing RICEFW solutions. It’s designed to help assess extension use cases and define target extension solutions in a structured and formalized manner.

            

            	
                Recommendations
Security recommendations are specifically targeted to system administrators to aid them in evaluating and selecting the most suitable implementation options. The recommendations cover a wide range of topics, including identity authentication, application logging, authorization and trust management, and others. These recommendations are based on various use cases and scenarios and are prioritized for implementation based on their significance and relevance to the organization’s security requirements.

            

            	
                DevOps
Best practices and principles are provided to enable development and operations teams to collaborate effectively, leveraging the tools and services available in SAP BTP. For further details on DevOps with SAP BTP, see Chapter 12.
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                    Figure 4.9    
            SAP BTP Guidance Framework

                
            

        

    


                    
                        
        4.4    Summary

        Overall, a clean core reduces historically grown complexity through targeted technical modernization aligned with a business transformation. In the context of a clean core, the ideal scenario encompasses an updated, transparent, unaltered, uniform, efficient, and cloud-compliant system operating on the latest release, supplemented by cloud-compliant extensions and seamless integration, alongside optimal master data quality and impeccable process design.

        Achieving a clean core stands as the cornerstone of a successful ERP implementation, and SAP Best Practices offers SAP BTP Guidance Framework for enterprises venturing into this transformative endeavor. It entails mitigating data and process disparities, instituting effective maintenance protocols and governance frameworks, maximizing the utilization of standard functionalities for optimal return on investment, developing cloud-compliant extensions integrated through robust interfaces, and minimizing the intricacy of customization. Businesses can realize operational supremacy and harness the full potential of SAP’s robust enterprise solutions. 

        In the next chapter, we’ll discuss artificial intelligence, particularly regarding SAP embedding generative AI capabilities into SAP BTP services.

    


                    
                        5    Artificial Intelligence
In this chapter, we’ll delve into how SAP integrates generative artificial intelligence (AI) into its entire suite of products, and how it’s making AI tools accessible to empower businesses. We’ll examine a range of SAP Business Technology Platform (SAP BTP) products, services, and tools pertaining to generative AI, providing information to assist you in determining their applicability within your organization and deciding the optimal utilization scenarios. 
AI is a subject that has been around for several years and has gone through cycles of hype. In the past, while people were willing to recognize that AI was important, most thought it was important for someone somewhere else, like the thought of using a computer several decades ago. They didn’t see it relevant to them as individuals and didn’t expect to personally use AI in any meaningful way in their own day-to-day life. But that belief changed at the end of 2022 when ChatGPT was made available to all. Suddenly people became much more willing to engage with ChatGPT for everyday activities. We’ve all heard about how ChatGPT is about to revolutionize the economy, and it’ll change the way that we think and work. We’ve never seen this level of interest in AI, and it’s everywhere. 
Morgan Stanley’s estimation of the generative AI market at $4.1 trillion over the next three years is staggering. It’s remarkable to consider that until the end of 2022, most people hadn’t even heard of ChatGPT, yet now we find ourselves at the forefront of its impact. There are going to be big changes, challenges, and risks in both business and personal lives around this technology, along with incredible opportunities. Generative AI providers, such as ChatGPT and others, are able to create new content based on learned patterns. However, they most often lack true understanding and can produce incorrect results. Despite the limitations, AI technologies are increasingly being integrated into various industries, making it essential for professionals to understand and leverage them effectively. SAP is committed to making sure businesses take advantage of the opportunities created by AI and do so in a responsible manner.
In this chapter, we’ll start with a concise introduction to AI fundamentals for those of you who are new to the field to familiarize you with the relevant terminology, which will help strengthen your understanding and learning. After that, we’ll explore SAP Business AI, followed by discussing the generative AI hub for enhancing developer productivity.

        5.1    Artificial Intelligence Fundamentals

        Let’s start with a few fundamentals of AI to help the newbies; if you’re already familiar with this, you can skip this section. Follow through Figure 5.1 for reference.
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            Figure 5.1    
            AI and Subsets

        
        Let’s walk through the key terms here: 

        
            	
                Artificial intelligence
Simply put, AI is intelligence exhibited by nonbiological systems such as computers. AI broadly can be classified into narrow AI and strong AI. 

            

            	
                Narrow AI
Narrow AI can accomplish a specific set of goals or tasks and doesn’t have knowledge of anything other than that task. For example, a narrow AI model will be able to classify cat pictures but can’t play chess, and a model that can play chess can’t classify cat pictures. 

            

            	
                Strong AI 
Also known as artificial general intelligence (AGI), strong AI exhibits human-like intelligence and can understand and learn any intellectual task. While several companies are investing heavily in building systems that exhibit AGI, some believe we’ll never be able to achieve this. Who will win? Time will tell! Until then, we have other very impressive ways that narrow AI is being implemented where its scope is being expanded to do more than one task. 

            

            	
                Machine learning
A bunch of different methods and techniques have been used over the years to get computers to do something intelligent and clever. It started with conventional and deterministic programming when the computer was explicitly instructed to achieve a task using rules and instructions through commands and programs. A lot of if-then-else statements were used, which served us very well over the years. There are limitations, however, to how many such rules can be written to achieve tasks, and we quickly hit limits in describing these complex rules and relationships to solve new and complex problems. This is where the modern approach to AI comes in and the field of machine learning, which is a subset of AI, picks up. Rather than explicating programming the system to do something, we’ll show the system examples of input data, output data, relationships, and how it’s done, so the system can learn from these examples. So, machine learning learns from training model with example data, enabling computers to recognize patterns and make predictions. This shift from rule-based programming to data-driven learning represents a significant departure in computational problem-solving, offering greater flexibility and adaptability. It’s important to note that the shift from deterministic, rule-based expert systems to AI-powered systems and machine learning-powered systems brings a certain level of uncertainty as these are probabilistic in nature and gives a confidence score to tell how certain it is of the prediction. 

            

            	
                Supervised learning
Supervised learning is one of the most popular paradigms in machine learning. As an example, let’s take the scenario of classifying incoming HR or IT tickets. We give the computer examples of various types of tickets, which is the input and training data. We then apply machine learning algorithms and allow the computer to learn the relationships and train the model. Once we have the trained model, we then take new data and feed it through the model, which is called inference, and have the system predict the output. Typical outputs in supervised learning are classification and regression. 

            

            	
                Unsupervised learning
Unsupervised learning is a paradigm in which there are no examples provided to the computer. Instead, the data is shown to the computer, and the computer finds structures and patterns in data that are then analyzed by humans. For example, in the case of fraud detection, the system is given all credit card data, and it finds patterns in this data. Any transactions that don’t fall under certain clusters are flagged for investigation by a human. 

            

            	
                Reinforcement learning
The last paradigm is reinforcement learning in which there is an agent that is taking an action in the environment it’s in. Based on the action it takes, the agent is either rewarded or punished to trains itself in the process and learn the policy. Examples of this include training a system to play chess or any kind of board game or video game. 

            

            	
                Deep learning 
Among these paradigms, there are many subcategories, but for the purpose and scope of our discussion, we’ll focus on a subset of supervised learning called deep learning. Deep learning uses specialized algorithms and techniques called artificial neural networks. In traditional machine learning, data was explicitly described by labeling or categorizing, but this turned out to be a laborious process and limited to the ability to describe the entity or data set. For example, for a machine learning algorithm to classify dogs, it needs to be told how a dog looks. The advantage of deep learning is that the program builds the feature set or labels by itself or finds the label pattern inherently in the data; that is, it’s self-supervised. Examples of deep learning algorithms are used in image processing, facial recognition, speech recognition, and more. 

            

            	
                Foundation models 
Foundation models are neural networks trained on large volumes of data (text, image, speech, etc.). Billions or even trillions of data items are taken and labeled with parameters and tokens. It’s a way to make this data machine readable. While efficient and powerful, foundation models are time-consuming and computationally expensive to train. It’s important to understand that foundation models are stateless. They respond only to data that is being sent to the model, and they remain in their original state. They don’t remember or learn from the interactions. If you’ve sent something to the foundation model, it sends you a response but remembers nothing from what you’ve sent it in the past. 

            

            	
                Large language models (LLMs) 
LLMs are foundational models that are probabilistic in nature and are trained by labeling data. There are various companies that provide LLMs, and, in most cases, we consume the LLMs versus build them ourselves. LLMs excel in natural language understanding and generation tasks. These models, like the Generative Pre-Trained Transformer (GPT) series, are trained on vast amounts of text data and learn to generate coherent and contextually relevant text based on the input they receive. ChatGPT, which most of us are familiar with, is an application built on top of several LLMs and foundation models. These models started as experimental but soon got bigger and better as they were fed more and more data. ChatGPT was optimized for dialog, so we’re able to converse back and forth with it. LLMs play a significant role in generative AI by providing the underlying technology for understanding language patterns for predicting and generating human-like text. 

            

            	
                Generative AI
Generative AI refers to the broader field of AI focused on generating content, whether it’s text, images, music, or other forms of data. Generative AI is an application of foundation models and LLMs that can create new output based on simple user input called prompts. A prompt is simply the instructions, cues, or data that we’re sending to the model and guiding it to produce the desired output. For example, we can have the system generate a job posting based on some input we provide to it as prompts such as role location, position, role responsibilities, and so on, or we can have it write a response to an email by providing prompts that specify the tone of the response and additional information. Both of these examples show that LLMs are also good at creating text. They are also good at summarizing text and information and getting insights out of large volumes of data. For example, we can feed it a huge document with thousands of words and ask it to summarize to 100 words. We can also use it to do some sentiment analysis. We can ask it to classify the reviews of this book into negative, neutral, and positive sentiments and analyze them. These also work very well with creating code, even production-ready code, based on simple text descriptions. You can describe what you want a system to do through prompts, including what language you want it to write in, and it will produce code that can be used. These straightforward and impressive examples are simply prompting the models to give the desired outputs. Optimizing generative AI results relies heavily on crafting precise prompts or commands. 

            

        

        With the key types of AI established, let’s dig deeper into generative AI. Prompt engineering involves structuring interactions to guide AI toward desired outcomes. By creatively refining prompts, users can elicit diverse and tailored responses. As highlighted in the examples, key techniques include adopting personas, specifying audience and tone, and setting length parameters. The more inventive, specific, and refined the prompts, the more engaging the AI-generated content will be. SAP AI Launchpad provides tools for prompt engineering as part of the generative AI hub, discussed in Section 5.4. 

        Generative AI’s responses are based on statistical likelihood, often yielding impressive but potentially incorrect results due to its lack of true understanding. This becomes evident when using prompts that require deeper comprehension. For example, a simple question like “Do I need an umbrella?” has a deeper meaning as the correct answer comes from answering another question like “What is the weather like today?” AI models excel at pattern matching and can even pass some exams in the United States such as the bar, SAT, and even medical boards, but this doesn’t make them good at everything because the model is trained with data that is frozen in time. Because it lacks fundamental knowledge of the world, deeper comprehension of the subject, and access to accurate and updated data and information, this leads to hallucinations. These models can generate answers that are convincing and plausible sounding but are completely false. For example, it can generate fictional events or historical facts that never occurred, create nonexistent scientific theories or discoveries, or generate fake news articles or misleading information about current events. Fact-checking is essential when using generative AI for technical references or explanations, considering the potential for misinformation. These models are also proven to have inconsistent math abilities and limited notions of time. 

        Grounding  and adaptation techniques are used to overcome LLMs’ limitations to make these models enterprise ready so they can handle business problems. Grounding is defined as providing additional information and context that may not be available as part of the foundation model’s initial training data. So, by providing additional information, grounding can help reduce hallucinations, help provide up-to-date results, and improve the performance of the model on specific tasks. There are multiple ways we can ground and adapt the models. As shown in Figure 5.2, there are two big buckets, retraining and task-specific instructions, as described next.
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            Figure 5.2    
            Grounding and Adaptation

        
        Retraining a model can be done through fine-tuning that takes an existing model, retrains it with curated task-specific examples with desired input/output parameters, and adjusts the weights in the model, resulting in a retrained model that has improved performance on domain-specific tasks. Another method is reinforcement learning with human feedback (RLHF) in which people are looking at the responses that the model gives and then telling the model if the response was good or not. The model then takes the feedback to adjust itself and changes how it performs over time. These advanced techniques are seldom used. Prompt engineering is considered and tested first before investing time and effort in retraining models.

        With task-specific instructions, additional information is provided to the model to avoid hallucinations. These instructions include the following:

        
            	
                Prompt engineering
Additional information and task-specific details are passed to the model through prompts. SAP provides tools for prompt engineering as part of the generative AI hub, discussed in Section 5.4. 

            

            	
                Embeddings
Embedding is one of the retrieval-augmented generation (RAG) techniques where LLMs are given access to external information, and the domain knowledge is extended by injecting information. Embeddings are numerical representations of data called vectors that capture the data’s semantic and contextual meaning. For example, in product documentation, we encode text into vectors using machine learning algorithms and store them in a vector database. Vectors are essentially rows of machine-readable numbers and represent the meaning of the text. By comparing vector similarity, we can easily search and retrieve information. For example, as shown in Figure 5.3, to answer business-specific questions, we need to first embed business knowledge to retrieve relevant results using LLMs and other foundation models, and then we generate the answer from the best results using LLMs. This process ensures that responses are grounded in the provided information and can even reference the source material. SAP provides tools for RAG as part of the generative AI hub, discussed in Section 5.4.

            

            	
                Orchestration tools
Agents or orchestration tools are a little more experimental, and SAP has it in the road map for the future. In this technique, we’re giving LLMs access to tools, such as the ability to access an API or various libraries that provide a reasoning structure for the model. We also allow these agents to work together and find an answer. For example, the user can input some kind of task, asking the agent to generate a plan for how it’s going to extract some information. The agent builds a plan for how it’s going to retrieve this information, makes API calls (for example), collects the information, and presents the information back to the user. 
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                    Figure 5.3    
            Integrate Business Knowledge via RAG

                
            

        

        In addition to the techniques discussed, to prepare generative AI for an enterprise context and make it production ready, there are more processes and governance that need to be considered. First up is AI ethics, which ensures we aren’t putting any use cases into production that may cross certain ethical boundaries or may be potentially harmful to humans. Second is including humans in the design process. This allows humans to work together with AI. For example, if the output of an LLM isn’t always consistent or has hallucinations, it’s important to have a human in the process checking this. There are also technical ways we can do this, such as output validation and cross-checks. For example, if the model is recommending a certain purchase order number, we can actually check that against the master data to determine if it’s in the right format or if that even exists. Next, various testing and red teaming should be in place where humans try to break the model before it goes into production. Finally, having continuous feedback and monitoring is important because sometimes the model’s behavior can change a little bit over time. We want to check that in a month, two months, or six months from now, it’s still consistently giving the right kind of output.

        
            Conversational versus Generative AI

            Conversational AI and generative AI are often confused, and they serve distinct purposes. Conversational AI is a subset of natural language processing (NLP), which is a branch of AI that aids in understanding and manipulating human language. It focuses on human-like interaction through chat interfaces. Modern conversational AI systems employ various technologies, including speech recognition, NLP, natural language understanding (NLU), natural language generation (NLG), and text-to-speech, to improve customer service experiences and interface friendliness. Household examples include Siri, Alexa, and Google Assistant, while contact centers use it for chat or voice bots, translations, and live agent coaching. Generative AI, on the other hand, creates original content such as creating meeting summaries or answering questions. Despite their differences, they are increasingly converging, with generative AI enhancing conversational AI capabilities.

        

    


                    
                        
        5.2    Artificial Intelligence at SAP

        SAP customers have been very successfully running businesses with SAP for more than 50 years. With the increased demand for AI, SAP is committed to continuing to lead organizations to discover the potential of AI to improve business outcomes. SAP isn’t planning to build a general-purpose AI platform or models. What SAP is focused on is building AI for every aspect of business and solving real business problems. SAP wants to be able to deliver important business insights to customers with perfect clarity in a proactive fashion through natural language interactions. SAP wants to augment employee productivity by helping users’ complete business tasks faster such as onboarding a supplier, picking best candidates for a job, or writing code to extend an SAP solution. Finally, SAP wants to be able to predict and generate entirely new business processes to transform business performance through process optimization that spans multiple areas such as finance, supply chain, HR, sales, and so on.

        SAP’s AI strategy is simple and straightforward. It follows these core principles: 

        
            	
                Relevant
SAP’s AI is built for business. SAP’s goal is to build AI into the system to power your most critical business functions. SAP’s AI enriches all your business processes and empowers you to steer your business with agility. 

            

            	
                Reliable
SAP’s AI works for your entire business because it’s developed using extensive industry-specific data and deep processes knowledge. 

            

            	
                Responsible
SAP’s AI enables you to apply AI with confidence as it’s created using responsible practices. AI is built on leading ethics and data privacy standards and is trained on 50 years of industry insights and business process expertise. It’s tailored to your data in the applications you rely on daily.

            

        

        Furthermore, SAP believes that AI is a useful tool but that humans continue to play a key role in the decision and reasoning processes of enterprises. Therefore, SAP intentionally designs its AI solutions to keep humans in the loop to carefully review and approve AI-generated information.

        As SAP is introducing generative AI, it’s in complete alignment with SAP’s overall AI strategy, that is, it’s built for business and deeply embedded into SAP’s business applications and end-to-end processes. As shown in Figure 5.4, to support an intelligent enterprise, SAP is delivering the following:

        
            	1 
    
	
                AI-powered business processes across all SAP and partner applications based on AI services provided by SAP BTP. Business processes are optimized with the power of AI based on unique business data and business process context. Solution areas are reimagined, and business capabilities in every solution are now powered by AI to enable new business models.

            

            	2 
    
	
                AI is infused in all capability pillars within SAP BTP, providing features such as code development, automation, analytics, integration, and so on.

            

            	3 
    
	
                Trusted, compliant, and enterprise-ready integration into generative AI partner services is provided, along with custom capabilities based on SAP’s business data and on the SAP BTP foundation.

            

        

        It’s very clear that SAP BTP is the foundation and enabler of SAP’s AI capabilities. SAP BTP powers SAP Business AI, and SAP BTP services include AI-related toolkits to increase your productivity.

        We don’t think it’s necessary to differentiative or categorize AI and generative AI scenarios and use cases. Instead, we’d like to focus on the AI capabilities SAP offers to you. We’ll highlight where necessary the generative AI capability SAP introduced. 
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            Figure 5.4    
            SAP BTP as the Enabler of SAP’s AI Platform

        
    


                    
                        
        5.3    SAP Business AI

        SAP Business AI is a portfolio of offerings that support SAP’s AI strategy, which we discussed in Section 5.2. SAP’s approach to SAP Business AI can be broken down into three layers: Joule, embedded AI capabilities, and an AI foundation that spans all business areas—finance, supply chain, HR, procurement, marketing and commerce, sales and support, and IT—as shown in Figure 5.5. We’ll discuss these three layers in detail in the following sections. 
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            Figure 5.5    
            SAP Business AI Approach

        
        
            5.3.1    Joule

            Productivity is amplified through AI-augmented user experiences using Joule. Joule assists end users with multiple tasks and enhances their work efficiency. It helps with navigating apps, displaying information on business objects, and summarizing content from SAP Help Portal. For example, users can ask “Where can I create a Sales Order?” Joule will provide a link to the Manage Sales Order app, and, from there, the user can continue to ask Joule to display a sales order and do some processing on it.

            Joule is a digital assistant that truly understands your business and makes your interaction with SAP systems very simple through natural language, as shown in Figure 5.6. 
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                Figure 5.6    
            Joule: Your Copilot (Part 1)

            
            In Figure 5.7, a user is asking Joule to seek average historical sales and profitability data for a guitar retailer and quickly receives the information needed. Joule knows the user, their role, and the business context in which the question is being asked and acts as a copilot across SAP applications.

            Users benefit from receiving smarter insights and quick answers on demand. In Figure 5.8, the user is continuing to engage with Joule. This time, the user wants to know the population size and income levels of population centers in Switzerland to make a decision on where to expand the business. Joule provides the top three cities immediately.
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                Figure 5.7    
            Joule: Your CoPilot (Part 2)
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                Figure 5.8    
            Joule: Your Copilot (Part 3)

            
            Users achieve better outcomes when creating content, code, and more, such as the job posting shown in Figure 5.9 and Figure 5.10, which demonstrate the user asking Joule to create a job position for a store manager in Geneva. Notice the interaction between Joule and the user and how the context is maintained. Joule also lets you maintain control over decision-making and your data privacy while accessing generative AI in a safe environment. Notice also how the job position is created and simply needs to be submitted for approval. No decisions on the position are made, giving the user full control of the outcome.
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                Figure 5.9    
            Joule: Your Copilot (Part 4)

            
            Joule is included out of the box across the entire SAP application portfolio. Joule in human experience management (HXM), embedded into SAP SuccessFactors, gives employees and managers an AI assistant that enhances their experience while reducing manual HR efforts, as shown earlier in Figure 5.9 and Figure 5.10 where the user needs to create a job position for a store manager in Geneva and is able to do so by just exchanging messages with Joule. Similarly, Joule will be embedded into customer experience (CX), SAP cloud ERP, Intelligent Spend Management, and SAP Business Network to make business users’ work easier. Joule will also be available on SAP BTP to make developers’ jobs easier by assisting in generating code. As shown in Figure 5.11, Joule can generate code by taking a simple English language description of a business requirement as input. Notice how a developer has described in simple language what task needs to be done, and Joule is assisting in writing code that the developer can choose to adopt and go on to further enhance or modify. 
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                Figure 5.10    
            Joule: Your Copilot (Part 5)
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                Figure 5.11    
            Joule Generating Code in SAP BTP

            
        
        
            5.3.2    Embedded AI Capabilities

            SAP’s embedded AI capabilities accelerate business and developer productivity. Business processes across all SAP products are equipped with context-aware AI that provides insights and decision recommendations. Developers of any skill level can use these AI tools to increase productivity. Let’s explore how in the following sections.

            
                For Business

                SAP is combining the power of AI with business data and business processes to deliver intelligent products. Let’s see some examples to understand the importance and analyze why it’s necessary and what benefits are provided.

                A significant challenge faced by Transport Corp. is efficiently managing the high volumes of daily deliveries while ensuring the accuracy of freight orders. The current manual process is time-consuming, prone to errors, and often requires rework, leading to delays and inefficiencies. To address this, Transport Corp. implemented a digital supply chain solution focused on transportation management. This solution automatically extracts relevant information from documents such as delivery notes and posts it into the system, streamlining the processing and incorporating automated checks. Exceptions in freight orders are flagged, enabling back-office clerks to address them promptly, thus expediting the process for trucks without exceptions. The benefits of this approach include achieving greater accuracy in automated checks, minimizing errors, and reducing the time spent on manual checks and waiting times for logistics carriers. Ultimately, this solution enhances operational efficiency, saving valuable time for the company.

                The challenge with most retailers is navigating supply chain disruptions and volatility, necessitating the attainment of supply chain resiliency while managing the delicate balance between revenue potential and inventory management. To address this, SAP Predictive Replenishment offers a solution through automatic replenishment ordering of retail products using forecasted demand and highly automated services. This includes automatic ordering for distribution centers and service level-driven replenishment considering various factors such as constraints and demand volatility, alongside alerts for monitoring, order proposal reviews, and exception handling. Additionally, the system allows for easy configuration of planner responsibilities and business objectives. The benefits of this solution encompass reduced revenue loss from stock-outs, decreased inventory costs, improved margins, enhanced productivity for replenishment planners, and a reduction in manual workload through increased automation.

                The challenge in any learning landscape lies in the overwhelming volume of information, making it difficult for individuals to discern and track useful insights, leading to a lack of personalized learning experiences. Currently, learning initiatives are primarily organization-driven, focusing on compliance rather than being strategic and programmatic, compounded by the absence of effective tools for employees to access relevant information easily. To address this, SAP SuccessFactors offers the Talent Intelligence Hub, which revolutionizes learning by connecting employees with personalized learning opportunities tailored to their goals and circumstances. It enables companies to prioritize skills crucial for business growth, significantly improving training completion rates by analyzing employee profiles and interaction history to recommend personalized learning beyond traditional course catalogs. The benefits include employees perceiving company support through suitable learning recommendations, resulting in enhanced engagement and satisfaction, better utilization of vast amounts of relevant learning content, and the targeted growth of skills essential for the company’s future evolution.

                The challenge lies in the absence of necessary skills for data interpretation, such as understanding data warehousing concepts, alongside cognitive overload caused by modern analytical tools. While dashboards attempt to alleviate this cognitive load, they often prove too inflexible for widespread usage. Moreover, data fragmentation in silos complicates data discovery, rendering it slow and challenging for nontechnical users to derive even basic insights. The solution, SAP Analytics Cloud’s Just Ask, revolutionizes access to insights through natural language queries and conversational analytics, facilitating fact-based decision-making. Its benefits include rapid insights through natural language querying while retaining business semantics, secure information retrieval thanks to proprietary LLMs preserving data policies, and enhanced business agility through compatibility with multicloud workflows and integration with external data sources.

                SAP is making products intelligent by embedding AI into the core business processes itself. As seen in Table 5.1, SAP offers a large catalogue of AI-powered scenarios across all lines of business. This is growing, and you can find the generative AI services road map at http://s-prs.co/v591917.

                
                    
                        
                            	
                                Finance

                            
                            	
                                Supply Chain

                            
                            	
                                Customer Experience

                            
                            	
                                Procurement

                            
                            	
                                Human Resources

                            
                            	
                                IT and Cross-Functional

                            
                        

                    
                    
                        
                            	
                                
                                    	Tax Compliance


                                    	Cash application


                                    	Intelligent accrual


                                    	Travel expense auditing


                                    	Travel expense verification


                                    	Invoice processing


                                    	Business Integrity screening


                                    	Goods and invoice receipt matching


                                    	Mobile expense entry


                                

                            
                            	
                                
                                    	Stock in transit


                                    	Visual inspection


                                    	Demand forecasting and sensing 


                                    	Project-cost prediction 


                                    	Predicted delivery processing


                                    	Demand-driven replenishment


                                    	Forward scheduling


                                    	Field service scheduling


                                    	Asset prediction and optimization


                                    	Slow-moving materials prediction


                                

                            
                            	
                                
                                    	Predicted delivery processing


                                    	Discount recommendations


                                    	Intelligent sales execution


                                    	Relationship intelligence 


                                    	Sales route optimization


                                    	Sales order automation


                                    	Opportunity scoring


                                    	Customer insights


                                    	Guided selling


                                    	Lead scoring


                                    	Product recommendations


                                

                            
                            	
                                
                                    	Guided buying


                                    	Sourcing item and supply prediction


                                    	Material group recommendations


                                    	Invoice object recommendations


                                    	Job matching for contingent workforce


                                    	Resume ranking for contingent workforce


                                    	O*NET labeling


                                

                            
                            	
                                
                                    	Skill and career path recommendations


                                    	Learning recommendations


                                    	Job analyzer


                                

                            
                            	
                                
                                    	Joule


                                    	Process automation


                                    	Business rule mining


                                    	Intrusion detection


                                

                            
                        

                    
                

                Table 5.1    
            AI-Powered Scenarios

                Embedded AI capabilities in SAP human experience management (HXM) solutions can create a dynamic, inclusive, and future-ready workforce. For example, using SAP SuccessFactors, you can find and attract the best talent for new job postings equitably with gender bias detection. You can help your workforce reach its potential with personalized development paths, and identify highly qualified talent in less time with intelligent résumé analysis through SAP Fieldglass.

                Embedded AI capabilities in SAP’s Intelligent Spend Management and SAP Business Network solutions enable you to streamline processes and make better decisions in less time, improve employee experiences while meeting customer needs and lowering supplier costs, protect your bottom line, and recommend quality suppliers that match your unique business needs. As an example, a leading supplier in the installation and maintenance of washing machines eliminated many repetitive tasks in the area of administration that took up a lot of time for employees. By introducing a processing robot, they would be able to free up employees’ time to handle additional customers.

                Embedded AI capabilities in SAP Customer Experience enables you to anticipate customer behavior and create relevant offers, automate routine tasks, and free up your team to exceed customer expectations and personalize each step of the customer journey with operational and contextual data resulting in building loyalty and an industry-leading brand. For example, you can personalize the customer experience using operational and contextual data and match your customers with the products they want. Models help anticipate customers’ next actions and the content that will be most relevant to them. This content is then served at the exact right moment of interaction in any channel, increasing the profitability of each interaction. Generative AI combined with the context of business data and processes help marketing, sales, and service teams to automate time-consuming tasks and gain valuable information from the wealth of data that lives in SAP, without hundreds of manual hours to find, analyze, and take action on it. AI Foundation on SAP BTP allows developers to explore and deploy models with flexibility and control and then choose models that are best suited for the task. You can tailor model results based on your data to reduce adverse effects. Finally, you can contextualize data and process information. We’ll talk more about this in the next section.

            
            
                For Developer Productivity

                In addition to making SAP products intelligent by embedding AI functionality within business processes, SAP is also providing tools and capabilities to help developers and business users of any skill level to build applications, infuse AI capabilities into applications, and leverage AI-powered tools to increase productivity. Let’s explore how in the following list: 

                
                    	
                        Joule
As we saw previously, Joule is not only being embedded into business-related applications but also into SAP BTP, SAP Build Code, SAP Build Apps, Cloud Integration, analytics, and so on to help developers and administrators. 

                    

                    	
                        Just Ask in SAP Analytics Cloud
Business users have limited experience with analytics and aren’t skilled in using analysis tools. They rely on analytics teams who face challenges to keep up with growing business demand for insights. To solve this challenge, SAP introduced Just Ask in SAP Analytics Cloud so business users can now get immediate insights from SAP Analytics Cloud data models using natural language queries. They can query and chat with any data live, independent of its source system; scale analytics; and fully leverage data assets. See Chapter 10 for more information on SAP Analytics Cloud.

                    

                    	
                        SAP Build Process Automation
With SAP Build Process Automation, business users are now able to automate routine tasks and create workflows without the need of involving developers. You can capture fields, drag-and-drop automation steps into the bot flow, and connect steps using the building blocks of standard activities enabled by the solution. UI-based automations from both SAP and third-party applications can be created fast and easily using the built-in automation recorder. Instead of dragging and dropping numerous activities into the canvas of the editor, you can simply click the Record button and step through your typical process for any task. The solution records each step and exports it into an automation flow. You can then adjust the flow using intuitive editing features, for example, to change hard-coded values to variables.

                        You can automate workflow processes such as creating forms, managing decision logic, and building, adapting, and organizing the process flow and tasks without writing code. Everything is done though simple drag and drop. You can automate repetitive manual tasks such as copy-and-paste operations, data extraction, data entry, data creation, and more. All of this is done using no-code/low-code capabilities or the built-in automation recorder. SAP Build Process Automation is intended to be a business user tool. But there are times when professional developers are needed. Complex workflows and API calls can be built by IT or professional developers and then be imported and used by business users. Embedded Joule helps users further by being a digital assistant to create new processes that automate any task.

                        For more information on SAP Build Process Automation, see Chapter 7, Section 7.4.

                    

                    	
                        CapGPT
Let’s be honest, writing code is hard. Even experienced developers regularly need to consult the documentation on their used frameworks and tools, and this slows down the development process. In addition, creating test data is necessary but tedious. You constantly have to ensure that data fits the model and is up to date. Of course, we’re looking for AI to help us here, to make all developers more productive. This is where CapGPT comes in. With the help of AI and based on a natural language prompt, CapGPT will create business logic and sample data, and it will create the core data services (CDS) files that define the data model for your SAP Cloud Application Programming Model solution. Previously, you had to have a very specific skill to do that task; now, the task is opened up to more people (e.g., those without coding skills) or it frees the users up to focus on the problem scenario rather than the implementation. With Joule embedded in SAP Build Code, you can generate code and data models in SAP Cloud Application Programming Model applications.

                    

                    	
                        SAP BTP, ABAP environment
Similar to CapGPT, you can automatically generate ABAP code with AI in the SAP BTP, ABAP environment. Based on user prompts, the generative AI generates an output file that contains the ABAP code for both the application and the test case. This output is then used by the ABAP Development Tools (ADT) to generate the actual physical ABAP code in the development environment.

                    

                

                SAP provides a complete set of services that enables developers (internally, partners and SAP customers) to create solutions with AI. These services form AI Foundation on SAP BTP, from which developers can pick whatever they need to build their application. We’ll discuss this further in the next section.

            
        
        
            5.3.3    AI Foundation on SAP BTP

            AI Foundation on SAP BTP serves as a comprehensive AI toolkit. It’s a logical representation of the services and products that are needed to leverage the power of AI. It provides users with readily available AI services that can be tailored to their specific needs. AI Foundation on SAP BTP is grounded in business data and backed up by advanced generative AI models, making it a versatile platform for integrating AI capabilities into SAP’s entire product range. Let’s examine the different elements that make up the AI Foundation on SAP BTP, as shown in Figure 5.12.
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                Figure 5.12    
            AI Foundation on SAP BTP

            
            
                SAP AI Services

                SAP AI Services enable developers to use machine learning services without any data science know-how because the model is optimized for a specific use case and the pipelines are optimized for business outcome. Stable APIs are available for training and inference, while deployment, monitoring, ongoing operations, and support are provided by SAP. SAP AI Services offer standardized REST APIs that can’t be changed themselves. However, the services offer customizing functionality through custom training. This means that customers can (or must) train the services on their own data. With that, the services can be adapted to the customers’ use cases. A few services offer pretrained models for faster value realization. They can be used to extend your application and cover a wide range of business use cases such as document processing, recommendations and machine translations, and more, as listed in SAP Discovery Center at http://s-prs.co/v591918.

                Let’s take a closer look at these use cases: 

                
                    	
                        Document processing
Document processing aims to streamline manual tasks and reduce associated costs through Document Information Extraction. This service facilitates the handling of extensive business document volumes containing structured content such as headers and tables. Extracted information can be automatically used for various purposes, such as process payables, invoices, or payment records, ensuring accurate matching between invoices and payables. Upon uploading a document file, the service furnishes extraction results for header fields and line items. 

                    

                    	
                        Recommendations
Recommendations play a crucial role in enriching human decision-making, facilitated by the Personalized Recommendation and Data Attribute Recommendation services: 

                        
                            	
                                Personalized Recommendation as the name suggests enhances UXs by providing highly tailored suggestions or recommendations. Leveraging browsing history and item descriptions, it offers recommendations such as next-item, similar-item, smart-search, and user-affinity suggestions. For example, SAP uses these features to deliver more than 4.2 million personalized learning recommendations monthly to SAP SuccessFactors customers. This can also be used to provide career path recommendations.

                            

                            	
                                Data Attribute Recommendation assists in classifying entities such as products, stores, and users into multiple categories based on free text, numbers, and categories provided as input. Additionally, it predicts the value of missing numerical attributes in data records. This service accelerates data management processes, enhancing data consistency and accuracy. This enables data scientists to expedite model training, handle multiple offline inference requests efficiently, and identify parameters influencing predictions with greater ease, thereby enhancing process efficiency and prediction accuracy. As an example, SAP embeds Data Attribute Recommendation into SAP S/4HANA Cloud to auto-complete sales orders. This service enhances the experience by getting customer recommendations for the right product or content.

                            

                        

                    

                    	
                        Machine translation
Machine translation, facilitated by SAP Translation Hub, enables the efficient translation of content into multiple languages. This service expedites the translation process for software texts such as user interfaces (UIs) and associated documents while maintaining high quality and accuracy. By leveraging a repository of SAP-approved translations and terminology, along with machine translation specifically trained for SAP-specific content, it ensures optimal results. Additionally, users have the option to reuse existing UI translations. Access to translation resources is available through various API methods or integrated workflow scenarios on a UI. Furthermore, it seamlessly integrates with other SAP software offerings, including SAP Enable Now.

                    

                

            
            
                Generative AI Management and AI Workload Management

                Various services related to generative AI management and AI workload management are provided by SAP for you to work with generative AI in SAP BTP. They cover everything from model creation to training, accuracy evaluation, and eventual publication for inferencing. There are tools for rapid engineering, experimentation, and prompt engineering, and other functionalities to expedite the development of your SAP BTP applications enriched with generative AI. AI development teams can submit prompts to multiple LLMs, compare generated outcomes to pinpoint the most suitable model for the task, and benefit from enhanced control and transparency via the integrated prompt history feature. SAP has you covered with everything you need for generative AI in the SAP business context. 

                
                    Note

                    Generative AI management and AI workload management are logical groupings of functions and not products or service names. These functionalities are made available through SAP AI Launchpad and SAP AI Core. 

                

            
            
                Business Data and Context

                We discussed model hallucinations in Section 5.1, which can be removed through techniques such as embedding. By implementing these techniques, we can deliver more tailored results for specific use cases. SAP HANA Cloud vector engine is what will help with this. 

                SAP HANA Cloud already has the business data, and now it has embeddings that will be provided using the vector store. Unstructured data such as text, images, and audio files are managed using a vector data store in SAP HANA Cloud. SAP HANA Cloud has multimodal processing capabilities that will natively store and search vector embeddings along with business data. These vector capabilities will enable RAG, and we can use a combination of LLMs with private business data. We’ll talk more about the vector engine in Chapter 9, Section 9.2.1. 

                We can implement classification, regression, or time series forecasting scenarios using AI function libraries such as Predictive Analysis Library (PAL) and Automated Predictive Library (APL), which are also available in SAP HANA Cloud. Data management is necessary to ensure you have data available from multiple systems and locations. It’s also necessary to determine how and which data will go into the vector as embeddings and be kept consistent and up to date. SAP equipped SAP Datasphere to provide data integration, data quality and cleansing (e.g., correcting missing values or duplicates), data governance, analytics (e.g., detecting trends, analyzing historical data, and making predictions), and NLP. SAP Datasphere is discussed in detail in Chapter 9, Section 9.3.

            
            
                Foundation Models

                SAP will deliver foundation models in the near future, partnering with the leading general-purpose AI vendors and LLMs providers. This will ensure SAP customers keep up with the fast pace of innovation and have the flexibility they need. 

                SAP is striving to provide foundation models designed for business contexts so businesses can get the most value out of their finance, sales, or supply chain. SAP will fine-tune generic LLMs on SAP anonymized data as well as create proprietary foundation models based on vast structured business data. The goal is that these models will be equipped to address questions that arise in everyday business that general-purpose LLMs cannot, such as predicting invoice payment dates and supplier delivery quality or proposing efficiency improvements to a business process. At the time of writing (spring 2024), the generative AI hub can connect to the following models: 

                
                    	
                        Azure OpenAI gpt3.5 turbo

                    

                    	
                        Azure OpenAI gpt3.5 turbo 16k

                    

                    	
                        Azure OpenAI gpt4

                    

                    	
                        Azure OpenAI gpt 4 32k

                    

                    	
                        Falcon

                    

                

                SAP plans to make additional models available such as Aleph Alpha, Meta Llama 2, and more. Refer to the documentation for the latest updates: http://s-prs.co/v591919.

            
        
    


                    
                        
        5.4    Generative AI Hub

        The generative AI hub has the necessary tools to create generative AI-based extensions and applications on SAP BTP. As shown in Figure 5.13, the generative AI hub is available as part of SAP AI Launchpad and SAP AI Core services through SAP BTP. Both services, SAP AI Launchpad and SAP AI Core, were already available on SAP BTP to build AI-powered applications geared toward narrow and focused models built for specific tasks. Now, for the purpose of generative AI, SAP is introducing generative AI tools into them through the generative AI hub. 
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            Figure 5.13    
            Generative AI Hub

        
        Let’s take a closer look at the generative AI hub in SAP AI Launchpad and SAP AI Core. 

        
            5.4.1    SAP AI Launchpad

            SAP AI Launchpad is a software as a service (SaaS) application available in SAP BTP. As shown in Figure 5.13, SAP AI Launchpad has the necessary tools for you to experiment with and manage the lifecycle of AI scenarios. It’s your gateway and the UI to manage and perform all AI-related tasks across multiple instances of the AI runtime. 

            Included in SAP AI Launchpad is the Playground tool, which is a place where you can experiment with LLMs and figure out which LLM works best for your scenario. Libraries and software development kits (SDKs) can be leveraged to programmatically incorporate AI. Prompt engineering and prompt management lets you create and manage prompts. You have the capability to save and retrieve prompts and maintain versioning. Prompt registry is used at runtime to keep prompts in synch, and a feature that’s in the road map. You can continuously monitor model performance statistics and conduct retraining as necessary.

            Let’s look at SAP AI Launchpad in SAP BTP. Figure 5.14 shows AI runtime instances integrated into the workspaces where you can access your resource groups from the SAP AI Core runtime and perform actions on the assets they contain for example models, executions, and deployments. You can switch between AI runtime instances and carry out further actions. 
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                Figure 5.14    
            Workspace and Resource Groups in SAP AI Launchpad

            
            Figure 5.15 shows the Prompt Editor that is part of the generative AI hub in SAP AI Launchpad. The Prompt Editor is where you can experiment with prompts against different models. This is how you determine which LLM works best for your use case. You can start by creating a new prompt using the Create New button. Once you’ve experimented with various prompts, you can save the prompts that you’re satisfied with for later use. As shown in Figure 5.16, you can retrieve the saved prompts using the Select button.
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                Figure 5.15    
            Prompt Management in SAP AI Launchpad (1 of 4)
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                Figure 5.16    
            Prompt Management in SAP AI Launchpad (2 of 4)

            
            Figure 5.17 shows the Prompt Management screen, through which you can manage your prompts via save, version, sort, and so on.

            You can also experiment with prompts in the Prompt Editor by changing the model, as shown in Figure 5.18.
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                Figure 5.17    
            Prompt Management in SAP AI Launchpad (3 of 4)

            
            SAP AI Launchpad is also used to manage SAP AI Core administration and other machine learning operations through the Applications tab, as shown in Figure 5.19. You can explore and manage all AI use cases and their lifecycles, which includes training and deploying AI models to generate endpoints for online predictions. You can access statistics on your use cases and see how they are consumed. This will help you analyze and understand your computing needs for AI runtimes through which you can make estimations. 
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                Figure 5.18    
            Prompt Management in SAP AI Launchpad (4 of 4)
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                Figure 5.19    
            SAP AI Core and Machine Learning Operations in SAP AI Launchpad

            
        
        
            5.4.2    SAP AI Core

            SAP AI Core is a service on SAP BTP that manages and executes all AI-related assets in a standard and hyperscaler-agnostic way. It covers the full lifecycle management of AI scenarios, offering access to generative AI capabilities and prompt lifecycle management through the generative AI hub. It has two components, as shown previously in Figure 5.13: trust and control, and foundational model access. 

            The trust and control component has the following services available:

            
                	
                    Inference engine
This is used to train and build models that recognize patterns and make predictions so the model can process new data with higher accuracy. 

                

                	
                    Grounding
Grounding is used to ensure AI-infused applications are free of hallucinations and will be enterprise ready.

                

                	
                    Security and data privacy
Measures are taken so no customer data is used to train models out of the customer’s environment. You’ll also have the ability to manage and anonymize sensitive, confidential, personal data and IP addresses that are coming to the foundational models.

                

                	
                    Content moderation
This feature will be made available in the future where you can refine and filter the data before sending it to the LLM. 

                

                	
                    Plug-ins
This is another feature in the road map that will be used to provide external data to the LLM using plug-ins. 

                

                	
                    Agents
Agents are like programs that work independently or together with other agents to provide data or that work on behalf of the LLM to gather data or analyze results. This feature is in the road map.

                

            

            SAP AI Core also supports foundational models built by partners, SAP customers, and SAP. This is a big advantage as you have the choice to pick from all the available LLMs. If you need general-purpose LLMs, it’s recommended to leverage partner LLMs, so you have more flexibility and choice to pick the LLM you need for your specific scenario. SAP doesn’t plan to build any general-purpose LLMs; instead, SAP plans to focus on SAP-specific models that cater to, for example, ABAP, APIs, documentation, and so on. It’s always recommended to use models and AI business services that are available out of the box by SAP or by partners rather than building your own, which can be very expensive. 

            SAP AI Core provides a robust platform for deploying and integrating your AI models seamlessly within SAP applications. With cost efficiency and scalability in mind, it ensures privacy and compliance are maintained. It comes with preconfigured SAP solutions, and it can also be configured for open-source machine learning frameworks. This platform facilitates pipeline execution, serves inference requests, supports multitenancy, allows you to package your AI content into products, and offers exposure in the SAP BTP marketplace. To do everything SAP AI Core offers, you work through SAP AI Launchpad. 

            If there is a need for data orchestration capabilities such as data integration and data cataloging (for data management purposes), SAP Data Intelligence can be used in conjunction with SAP AI Core. See Figure 5.20 for decision criteria. 
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                Figure 5.20    
            SAP Data Management versus SAP AI Core

            
        
    


                    
                        
        5.5    Summary

        In this chapter, we’ve seen how SAP is committed to delivering AI capabilities natively, making them available in its products as well as within the SAP BTP platform, through which you can infuse AI capabilities into your own applications by leveraging SAP-provided or partner-provided LLMs. Infusing AI into everything will be essential going forward, and all of this is done by SAP based on its AI principles of being relevant, reliable, and responsible.

        In the next chapter, we’ll take a deeper look at various options to build UIs and provide some comparative reviews. 

    


                    
                        6    User Interface
The next topic we’ll discuss is the digital experience in SAP Business Technology Platform (SAP BTP). The focus is to showcase SAP Build and to explore the development frameworks, such as SAPUI5, SAP Fiori elements, and generative AI-powered SAP Build Code. Similar services will be compared where applicable. 
In this chapter, we’ll describe SAP BTP’s user interface (UI) technologies. We’ll begin by exploring the available UIs: SAP Start and SAP Build Work Zone, standard edition and advanced edition. We’ll also provide a comparative review so you can decide which tool best suits your needs. Next, we’ll introduce the app router, which is used as a single entry point to access your cloud applications. Finally, we’ll take a tour through the main UI development frameworks, including SAP Build Apps, SAP Fiori, SAPUI5, the SAP BTP software development kits (SDKs) for Android and for iOS, mobile development kits (MDKs), and SAP Screen Personas. By the end of this chapter, you’ll understand how these services and technologies work and their features and capabilities. 
We’ll begin with an overview in the first section. 

        6.1    Overview

        When implementing a product or technology, the main objective typically revolves around enhancing business outcomes. Often, the emphasis lies on boosting productivity, efficiency, and cost saving solely from a business standpoint, neglecting the end-user experience. However, it’s crucial to recognize that the satisfaction and acceptance of end users greatly influence the success of implementation. In addition, often unnoticed, a good user experience (UX) can give you the benefits listed in Table 6.1.
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                        Human Value

                    
                

            
            
                
                    	
                        
                            	
                                Gain productivity and data quality

                            

                            	
                                Save training costs

                            

                            	
                                Decrease change requests and user errors

                            

                        

                    
                    	
                        
                            	
                                Increase user satisfaction, inclusion, customer loyalty, and solution adoption

                            

                            	
                                Strengthen relationship between IT and business

                            

                        

                    
                

            
        

        Table 6.1    
            The Value of a Good User Experience

        There is increased productivity and efficiency, as well as reduced cost. For example, with a good UX, people can get more done with the system not just because they are more efficient, but also because they are more effective, as the system guides them with intelligence to what needs their attention the most. A good UI assists users in completing a job faster, with more accuracy and higher data quality. Incorrectly entered data costs a lot later in the process, so ensuring good data quality right from the beginning with a good UX saves all these later data corrections. Easy-to-use software hardly needs any training, so you can save significant training costs and subsequent support desk costs. Thus, prioritizing the UX is paramount in the design and execution of any solution and for the overall success of an organization. 

        On top of these quantifiable benefits, a good UX brings clear human value benefits too. These are particularly important these days, when companies want to attract the best talent, who want to work with cool modern tools rather than unattractive ones. A good UX results in higher user satisfaction, allows inclusion of all employees (also providing accessibility for those with disabilities), and helps ensure that people within the company actually use the software. If the apps are used by customers, then of course a good UX will help build and increase customer loyalty. Consequently, the UI plays a significant role as it serves as the medium through which users interact with the solution.

        UIs, in addition to providing ease of use, should always provide consistent, contextual, and personalized access to the information you need, when you need it, and wherever you need it. Business users feel overwhelmed finding and accessing the right applications and information spread across the enterprise to get the job done. UIs should empower business users with a simplified digital workplace experience to foster increased engagement, as well as provide a better overall experience for customers, partners, and employees. SAP’s digital experience services portfolio offers exactly this. It enables companies to deliver consistent and collaborative UXs across all channels, business processes, and applications to improve user engagement and productivity across all digital touchpoints. 

        The overarching aim of technology within the UX and UI realm is to facilitate users in accomplishing tasks more efficiently and seamlessly, thereby increasing both productivity and engagement. As shown in Figure 6.1, SAP’s goal is to provide one UX for the intelligent enterprise that provides one UX across all intelligent enterprise applications. There is a consistent web experience on desktop tablet and phone, with a single point of entry with responsive apps and with harmonized classic web apps. Native mobile experience is optimized to leverage device capabilities. With the latest technologies in artificial intelligence (AI), you can build reliable and trustworthy UIs and UXs that are context aware and intelligent. Lastly, a seamless experience is provided across any device that is tailored to the users’ needs to run their business in the best way.

        SAP offers a range of UI options tailored to specific needs, which will be discussed further in this chapter.
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            Figure 6.1    
            Overall UX Strategy

        
        Additionally, alongside ready-made solutions, it might be essential to leverage associated technologies that expedite experience development. This includes prebuilt templates and interconnected services, all of which will also be explored in this chapter.

    


                    
                        
        6.2    User Interface Access Channel

        Before getting into the details of the different UI access channels SAP provides, let’s briefly consider the business problem SAP is trying to solve. To get work done, employees often traverse many different systems. Take a store retail manager, for example. In their job, they may need to assign staff to schedules, run promotions with signage and price adjustments, and train the team on new products and features to sell better. The challenge is that the personnel information resides in the HR system, the promotional information in your marketing application, and the product information inside the enterprise resource planning (ERP) application. Often, these applications are disconnected and siloed. Figure 6.2 shows how an employee journey touches various functions and systems demonstrating the problem at hand.

        Additionally, most enterprises are operating in hybrid landscapes where SAP and non-SAP applications in the cloud and on-premise coexist. 

        This diversity is a necessity and provides the flexibility that businesses need to innovate and stay competitive; however, it also poses integration challenges on various levels, involving various technology layers, including the challenge of each application having its own UI. Even within SAP solutions, each has its own UI and entry points typically exposing applications belonging to a single product and solution. For example, for the on-premise SAP S/4HANA stack, the current deployment options don’t allow for connecting more than one SAP S/4HANA system (having different versions) to one SAP Fiori launchpad installation. Cross-product integration capabilities of the current implementations are limited and are done on a specific peer-to-peer basis with a given product acting as the center of gravity. It’s not possible to use any of these implementations as a common entry point for all SAP applications. This results in end users needing to log in to multiple applications to get their job done. 
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            Figure 6.2    
            Disconnected Systems Employees Must Traverse to Get Work Done

        
        SAP’s goal is to deliver a contextual and consistent experience so users can access all the resources they need in one place in a harmonized way versus going between multiple applications and screens to maximize efficiency. 

        In this section, we’ll explore SAP’s modular offerings for the central entry points, SAP Start, SAP Mobile Start, and SAP Build Work Zone, standard edition and SAP Build Work Zone, advanced edition, which are shown in Figure 6.3. All of these are part of the SAP Build Work Zone foundation, which is SAP’s no-code tool for building business sites on SAP BTP. It’s tightly integrated with the other SAP Build tools (SAP Build Process Automation and SAP Build Apps), and with SAP cloud solutions and on-premise systems. These help organizations build digital experiences and provide users easy access to applications, services, and information from a central entry point. 

        One of the advantages of these applications is that they are built on top of each other. SAP Start is built on top of the SAP Build Work Zone foundation, so when you’re ready to extend SAP Start to connect to on-premise, custom, and third-party applications, you can easily upgrade to SAP Build Work Zone, standard edition, which allows you to create role-based page structures. These workpages are personalized to employees and provide them with everything needed to get their job done effectively. Once you’ve optimized individual productivity, you can start transforming your teams with SAP Build Work Zone, advanced edition. This solution allows you to create workspaces to optimize your cross-team processes, including rich media, content management, knowledge management, and integration. SAP Build Work Zone, advanced edition allows you to create business sites to streamline engagement with your customers, partners, and suppliers.
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            Figure 6.3    
            SAP’s Central Entry Points

        
        
            6.2.1    SAP Start and SAP Mobile Start

            SAP Start is a preconfigured homepage for all SAP cloud solutions across the SAP portfolio. It acts as a central entry point for all cloud applications. You can access apps and tasks from the connected systems and tap into preconfigured business content that crosses lines of business (LoBs).

            SAP Start has minimal setup requirements, provides immediate value, and simplifies end-user interactions with SAP cloud applications by delivering personalized, prepackaged content tailored to their specific business roles. As shown in Figure 6.4, you can do the following:

            
                	1 
    
	
                    Search for apps and content from all connected solutions. You can easily access and initiate applications across all linked SAP cloud solutions. SAP Start conveniently retains your frequently used applications for quick retrieval. Moreover, its search feature facilitates conducting content searches within any connected cloud solution. For instance, you can quickly locate an employee in SAP SuccessFactors or a sales order in SAP S/4HANA Cloud Public Edition.

                

                	2 
    
	
                    To-do tasks consolidate your workflow tasks from various SAP cloud business solutions into a unified platform represented by action cards. These tasks are arranged in order of priority, facilitating quick access to pertinent information and enabling prompt action in critical areas.

                

                	3 
    
	
                    Insight cards are tailored to your specific role and organizational requirements, featuring comprehensive and pertinent business content personalized for you. As of the time of writing (spring 2024), SAP Start offers insight cards sourced from SAP S/4HANA Cloud Public Edition and SAP SuccessFactors. Priority will be given to incorporating additional SAP cloud business solutions such as SAP S/4HANA Cloud Private Edition, SAP Ariba, SAP Concur, and SAP Fieldglass in subsequent updates.
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                Figure 6.4    
            SAP Start and SAP Mobile Start

            
            Joule, which we discussed in detail in Chapter 5, Section 5.3, has been seamlessly integrated with SAP Start and is presently accessible through an SAP Early Adopter Care initiative and soon will be available to all. 

            SAP Start is delivered out of the box with no additional cost. It’s built on SAP Build Work Zone, standard edition. So, you can think of SAP Start as a ready-to-use SAP Build Work Zone, standard edition site and page. You can either deploy it as is or customize it further as required using SAP Build Work Zone. Note that SAP Start isn’t designed to replace any application homepages. Its goal is to consolidate the most pertinent business content from all SAP cloud solutions into a single platform, catering to users who interact with multiple SAP solutions. Therefore, SAP Start won’t provide the same level of detail as individual product homepages, nor will it encompass all the intricate business functionalities. Rather, SAP Start concentrates on bringing together the most crucial aspects across all business solutions into one accessible location.

            While SAP Start is designed for the web, SAP Mobile Start is your central entry point on a mobile device and is its native counterpart. It’s available on iOS and Android devices and with the same set of features as SAP Start.

        
        
            6.2.2    SAP Build Work Zone, Standard Edition

            SAP Build Work Zone, standard edition enables you to create a role-based central entry point for users to access business applications and services across the organization. As an example, Figure 6.5 shows the SAP Build Work Zone, standard edition home screen with the menu, integration to recent activities, frequently used apps, manufacturing apps, and analytics apps. Note how various applications and services are integrated and arranged for easy access. 
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                Figure 6.5    
            SAP Build Work Zone, Standard Edition

            
            It provides role-based access and enables access to different SAP and third-party solutions in the cloud and on-premise such as SAP Analytics Cloud, SAP SuccessFactors, SAP S/4HANA, SAP S/HANA Cloud, SAP Business Suite, SAP Enterprise Portal, SAP BTP, and other SAP, custom, and third-party applications. By doing so, SAP Build Work Zone, standard edition creates a harmonized UX across a heterogenous landscape. Standard applications from various SAP solutions and side-by-side custom SAPUI5 applications and extensions hosted on SAP BTP can all be accessed through SAP Build Work Zone, standard edition. Furthermore, services for managing tasks and approvals, accessing notifications, and searching will be integrated into SAP Build Work Zone, standard edition, allowing business users to gain an easy overview of their work across multiple solutions. 

            Figure 6.6 shows the different parts of SAP Build Work Zone, standard edition:

            
                	1 
    
	
                    Navigation menu 
Access remote and local pages organized logically based on user roles.

                

                	2 
    
	
                    Flexible page builder 
Embed to-dos and insight cards from SAP Start.

                

                	3 
    
	
                    Applications and tiles section 
Embed all the applications connected to a work zone.

                

                	4 
    
	
                    Integration with cloud and on-premise systems 
Render content and applications from multiple cloud and on-premise systems using out-of-the-box templates. 

                

                	5 
    
	
                    Custom apps and UI cards 
Create custom apps and UI cards.
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                Figure 6.6    
            Components of SAP Build Work Zone, Standard Edition

            
            
                Note

                As of January 2023, SAP Launchpad service was rebranded to SAP Build Work Zone, standard edition in the following areas: SAP BTP cockpit, all the product UIs, and related assets, including SAP Help Portal and SAP Discovery Center. There is no action required on the users’ part; you can lean back and enjoy the service. All the features and functionality remain the same with more being added.

            

            We’ll explore some key facets of SAP Build Work Zone, standard edition in the following sections.

            
                Access and Authentication

                To provide a seamless UX for all integrated products and solutions, it’s necessary that the products support single sign-on (SSO) to be able to synchronize and replicate authorizations and roles across the connected systems. This can be viewed as a prerequisite or step 1 when implementing SAP Build Work Zone, standard edition.

                Authentication of users within SAP BTP is handled by the Identity Authentication service, which enables secure authentication, SSO, and identity federation, as well as support for advanced authentication mechanisms such as multifactor authentication, Security Assertion Markup Language (SAML) protocols, and OpenID Connect protocols. By connecting to a SAML 2.0 corporate identity provider (IdP), all users are able to authenticate with the same identity in the cloud as well as on-premise. 

                One reason Identity Authentication is recommended for authentication with SAP BTP is for the support of framing. Framing lets you organize content on a web page into multiple sections or frames. SAP Build Work Zone, standard edition opens individual applications in an iFrame, which is an inline frame, so the IdP must allow for framing. Identity Authentication supports framing by default and can be configured to forward authentication requests to a corporate IdP, even when a session is already in place. If a third-party IdP is being used instead, it must allow for framing via Content-Security-Policy: frame-ancestors <Central Launchpad Domain> (recommended) or X-Frame-Options.

                It’s important to note the trust relationship across the hybrid landscape. The Identity Authentication tenant is trusted by the SAP BTP subaccount as well as other SAP cloud solutions and handles all authentication requests. In turn, the Identity Authentication tenant trusts the corporate IdP and federates authentication to it. Additionally, the SAP S/4HANA or SAP Business Suite system authenticates users via SAML 2.0 or X.509 with the corporate IdP. This setup is called direct access and allows for all user identities to come from a single user store with a single set of credentials, whether the authentication takes places in the cloud or on-premise. 

                Another type of access is tunneled access. In this scenario, the cloud connector acts as the interface between the on-premise landscape and your cloud account on a network level. It also plays that role for authentication via principal propagation. SAP BTP forwards the identity of the logged-on user to the cloud connector via a SAML bearer token. The cloud connector then generates an X.509 certificate for that user, which is forwarded to the connected backends. Note that the configured connected systems need to accept X.509 user certificates. 

                We’ll discuss authentication and the cloud connector in more detail in Chapter 11. 

            
            
                Integration

                The main step in implementing SAP Build Work Zone, standard edition is integrating the business content. The content that’s integrated from different products and solutions is independent with regard to the software lifecycle and launchpad content. Therefore, the content and applications will continue to exist as is with their local entry points, and the ownership stays with the products itself. SAP Build Work Zone, standard edition doesn’t replace existing entry points (e.g., local SAP Fiori launchpads or homepages) or take ownership of the content and applications. Businesses decide whether to continue using existing local entry points or to point their users to SAP Build Work Zone, standard edition. This decision can also differ depending on the user role. SAP Build Work Zone, standard edition leaves ownership and lifecycle of application resources, as well as the content model, to the integrated products. It doesn’t require harmonization of the role or authorization concept for all connected products. However, an overarching concept is needed to link users and their content with their respective roles in the connected products. In any case, SAP Build Work Zone, standard edition won’t deal with application-specific authorizations in the application systems or tenants.

                SAP Build Work Zone, standard edition can integrate multiple SAP S/4HANA systems of different versions, applications built using different UI technologies (e.g., SAPUI5, Web Dynpro ABAP, SAP GUI for HTML), and URL-based applications. SAP Build Work Zone, standard edition supports three kinds of content integration:

                
                    	
                        Content package 
Content packages contain content items such as SAPUI5 cards. A content package is created in SAP Business Application Studio, delivered as a ZIP file, and deployed into SAP Build Work Zone, standard edition.

                    

                    	
                        Manual integration
The administrator builds content structure manually and manages configuration for each application within the SAP Build Work Zone, standard edition content manager by pointing to the app on the source system. On-premise SAP S/4HANA apps and SAP S/4HANA Cloud apps deployed on SAP BTP, Cloud Foundry environment or SAP BTP, ABAP environment can be integrated using manual integration. App types such as SAPUI5, SAP GUI for HTML, and Web Dynpro ABAP, as well as URL and dynamic URL apps, can be integrated using templates. 

                    

                    	
                        Content federation
The content administrator of the provider (e.g., SAP S/4HANA system) manages application configuration and content structure and then exposes the configuration and content structure based on the common data model format. 

                        
                            Note

                            SAP established the common data model format to simplify and standardize the integration. The common data model defines an exchange format for products that facilitates the integration of the products’ local content structure into the launchpad.

                        

                        The administrator selects the federated content from the provider system and assigns roles to the relevant launchpad site and users. The content definition, lifecycle, and storage remain under the control of the product. Two kinds of content federation are available: 

                        
                            	
                                If the content to be integrated is deployed to the SAP BTP, Cloud Foundry environment, then SAP BTP itself acts as the content provider, and the content federation runs as subscription based. The subaccount running SAP Build Work Zone, standard edition requires a subscription to the content provider account. 

                            

                            	
                                In content federation scenarios where an on-premise system, such as SAP S/4HANA, acts as the content provider, the content federation runs as destination based. The subaccount running SAP Build Work Zone, standard edition requires a configured destination to the content provider.

                            

                        

                    

                

            
            
                Tools and Services

                SAP Build Work Zone, standard edition provides tools for the content administrator to manage content, which are shown in Figure 6.7. The site directory and site editor are used to manage sites, which are created for end users to access content. The content within sites is managed through the content manager. The provider manager is where you can manage content providers. Content providers expose business content that you can integrate into your launchpad sites. Error logs, system aliases, user capabilities, display options, and other general configurations can be managed in settings. 

                Figure 6.8 shows the Site Directory that is used to create and maintain SAP Build Work Zone, standard edition sites. A site alias can also be maintained here, which helps define a meaningful name for a site versus referencing it through the cryptic unique ID. For example, the site URL that includes the full site ID is https://<domain>/site?siteId=<siteid>#Shell-home. Using a site alias, the same URL can be called using https://<domain>/site/<sitealias>#Shell-home.

                
                    [image: Key Tools and Services of SAP Build Work Zone, Standard Edition]

                    Figure 6.7    
            Key Tools and Services of SAP Build Work Zone, Standard Edition
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                    Figure 6.8    
            Site Directory in SAP Build Work Zone, Standard Edition

                
                Figure 6.9 shows the Site Settings through which you can configure the following: 

                
                    	
                        General
Some of the settings here are for informational purposes only and can’t be edited, such as unique ID, created date, created by, last modified date, and last modified by. There are other settings, such as the name of the site and description, that can be edited and maintained by the administrator. 

                    

                    	
                        Browser Settings
Browser settings determine if the application can use browser features. Turning on the Optimized Site Loading setting lets the application use the browser cache, and turning on Browser Feature Access lets the application use browser features such as camera and geo location.

                    

                    	
                        User Capabilities
These settings determine if the end user can make changes to their settings at runtime. For example, turning on Theme Selection and Language Selection lets the user change the theme and language. 

                    

                    	
                        Display
Display settings determine how and what site features are displayed on screen, at runtime, in the shell header, or in the User Actions Menu. For example, Launchpad View Mode lets you determine if groups or pages and spaces are displayed, and Search in Shell Header determines if the search field should appear in the shell header. 
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                            Figure 6.9    
            Site Settings in SAP Build Work Zone, Standard Edition

                        
                    

                

                Figure 6.10 shows the Content Manager screen, where you perform manual content integration. By clicking the Create button, you can add apps, catalogs, groups, pages, roles, and spaces. Clicking the Content Explorer button allows you to browse the available content for integration.

                If you select one of the application items, you’ll arrive at the New App configuration screen in the Content Manager, as shown in Figure 6.11. Here, you can create the content and adjust the configuration of general properties, navigation, visualization, and translation. 
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                    Figure 6.10    
            Manual Content Integration in SAP Build Work Zone, Standard Edition
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                    Figure 6.11    
            App Configuration in SAP Build Work Zone, Standard Edition

                
                Next, Figure 6.12 shows the Content Explorer screen, where you can see an overview of connected content providers. Content providers expose business content that you can integrate into your launchpad sites.

                Figure 6.13 shows the Channel Manager screen, where you can add, configure, and manage connections to content providers. You can see the list of content providers defined in this subaccount, the tile and description, the unique ID within the subaccount, and the design-time and runtime destinations (defines the location from which to obtain the resources needed to run the federated apps in design time and runtime). You can also see the status of the content provider (if it’s active or not). 
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                    Figure 6.12    
            Content Providers in SAP Build Work Zone, Standard Edition
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                    Figure 6.13    
            Channel Manager in SAP Build Work Zone, Standard Edition

                
                The Channel Manager screen also has content packages, which bundle related artifacts to install a functionality set to SAP Build Work Zone. The following content artifact types are supported: workspace templates, cards, and workflows. The SAP Build Work Zone administrator can install content packages. Within the Content Package application, they can search for centrally delivered packages or upload custom packages. A developer can create content artifacts within his SAP Build Work Zone account and bundle them.

                Finally, Figure 6.14 shows the Settings screen, which includes error logs, notifications, alias mappings, security headers, identity provisioning, and more.
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                    Figure 6.14    
            Settings in SAP Build Work Zone, Standard Edition

                
            
        
        
            6.2.3    SAP Build Work Zone, Advanced Edition

            SAP Build Work Zone, advanced edition is an SAP BTP service that enables you to build integrated digital workplace (next-generation portal) solutions to increase user productivity and engagement. It brings all experiences together in one harmonized UI, no matter if the content is from Microsoft SharePoint or Google Drive, business applications via UI integration cards, or SAP Fiori tiles and integrated chatbots. SAP Build Work Zone, advanced edition centralizes access to relevant business applications, processes, information, and communication in a unified entry point that users can access from any device. SAP Build Work Zone, advanced edition provides the same capabilities as SAP Build Work Zone, standard edition when it comes to enabling central and easy access to apps, tasks, and workflows, but it also offers several enhanced capabilities, as we’ll discuss in this section. 

            SAP Build Work Zone, advanced edition empowers business users and key users with easy-to-use self-services for decentralized content creation and page building, blending business data and unstructured content (news, documents, images, videos, etc.). The service offers content packages and templates for specific industries and LoBs such as HR (SAP SuccessFactors), helping with faster implementation. SAP Build Work Zone, advanced edition is used to build next-generation portals, that is, employee, supplier, or dealer portals through which users can collaborate. You can also onboard external suppliers or vendors to SAP Build Work Zone, advanced edition. You can provide different personalized homepages and role-based access to SAP applications via SAP Fiori tiles and leverage the common data model and UI integration cards. You can also build collaborative employee experiences by providing an employee community with self-service as well as collaboration and integration with Microsoft Teams to work on the same projects, collaborate with the right experts, and work on the same documents and relevant business content. 

            We’ll explore key facets of SAP Build Work Zone, advanced edition in the following sections.

            
                Capabilities

                SAP Build Work Zone, advanced edition allows you to organize a company-wide knowledge database by aggregating articles from all knowledge databases of your public workspaces. SAP Build Work Zone, advanced edition also makes it easy for you to keep current with a collection of posts called feeds. Feeds display a constant update of activities.

                SAP Build Work Zone, advanced edition can bring content updates to your attention using bell notifications and email digests. You can subscribe for notifications by email or track them with your personal notifications center in SAP Build Work Zone, advanced edition. You can use powerful full-text search to find documents, workspaces, knowledge articles, tasks, and other necessary information in your digital workplace.

                SAP Build Work Zone, advanced edition lets you create your own themes to adapt the visual appearance of your digital workplace with the UI theme designer. You can generate various standard reports and analyze adoption metrics of digital workplaces: user contribution, page and content views, search summary, activity summary, and so on.

                You can access SAP Build Work Zone, advanced edition from a mobile device using a mobile web browser, native iOS or Android app, or SAP Mobile cards app.

                You can run your modern intranet by creating content pages and connecting business apps using SAP Build Work Zone, advanced edition. Using the built-in page editor, you don’t need any development skills, and you can create and edit pages for your intranet and workspaces combining application tiles and UI integration cards. Figure 6.15 shows various Tiles and Cards you can add to a widget. 

                You can set up page access, translate pages, track changes and versions, and modify layouts by adding various cards, tiles, and widgets (including SAP Fiori apps and UI integration cards). You can add the desired visual representation of applications on the different widget areas within the page layout to flexibly design modern application experiences. Integration cards and widgets are used to organize the page layout for any purpose and any complexity: corporate homepage, departmental info pages (e.g., IT, HR, facilities), marketing campaigns, team collaboration spaces, and so on. You can benefit from various standard and out-of-the-box cards and widgets: wiki pages, polls, multimedia, simple text, tasks, feeds, and events. 

                Workpages empower business users to create modern, engaging pages combining (web) content and business data in a no-code experience. You can create and edit pages using a rich and visual built-in page editor with drag-and-drop simplicity, as shown in Figure 6.16. You can set up translations, track changes and versions, and modify layouts by adding various tiles, cards, and widgets. Changes and results can be seen immediately, and no development skills required.
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                    Figure 6.15    
            Page Widget Catalog
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                    Figure 6.16    
            Workpage in SAP Build Work Zone, Advanced Edition

                
                Tiles, cards, and widgets are used to organize page layout for any purpose and any complexity: corporate homepage, departmental info pages (e.g., IT, HR, facilities), marketing campaigns, team collaboration spaces, and so on. You benefit from various standard and out-of-the-box cards and widgets: wiki pages, polls, multimedia, simple text, tasks, feed, and events, as shown in Figure 6.17.
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                    Figure 6.17    
            Workpage Widget Catalog

                
                Workspaces are a big part of SAP Build Work Zone, advanced edition. Employees can create workspaces to engage on ideas and projects together, both with internal and external parties. You can simplify creation of workspaces by leveraging predelivered templates for various business scenarios, or, as an administrator, you can build your own workspace templates to meet your company requirements and needs such as the supplier collaboration template, marketing campaign template, and employee onboarding template (e.g., new hires and graduates). 

                There is so much content you can add to your workspaces to help you get your work done and enable you to communicate and collaborate easily with your colleagues and teams. For example, you can create blog posts or wiki pages, and you can upload documents or other files to SAP Build Work Zone, advanced edition. To discuss the shared content with other users in the feed, you can provide feedback on content items by commenting or liking the content items. You can publish content in two ways: 

                
                    	
                        Workspace
Content placed here is available to all workspace members, or a subset of workspace members if placed in a private folder. Workspace members can add feedback about the content and then use this information to collaborate and make decisions. 

                    

                    	
                        Profile page
Content that you create here can be viewed by everyone in your organization. You can add the following types of content to workspaces and profile pages: documents and images in workspaces, blog posts, Wiki pages, knowledge bases, links, decision-making tools, tasks, and audio and video management. 

                    

                

                Workspaces are a means for people to collaborate and communicate to work together and solve business problems. As a member of a workspace, you can communicate with other members, get notified using feeds or forums, and share content with each other. There are different types of workspaces available in SAP Build Work Zone, advanced edition, as shown Figure 6.18:

                
                    	
                        Public workspaces
These workspaces are available for anyone to view and join. They are also visible through the search tool, or you can browse through the workspaces page.

                    

                    	
                        Private workspaces
These workspaces aren’t visible to all, can’t be found using the search tool, and aren’t listed in the workspaces page unless the administrator explicitly sets the workspaces to be discovered. These workspaces are accessible by invitation only, and you can only join or view them after you receive an invitation to join the workspace. 
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                            Figure 6.18    
            Types of Workspaces in SAP Build Work Zone, Advanced Edition

                        
                    

                    	
                        External workspaces
These workspaces are used for collaborating with people from different companies. These aren’t visible to all, can’t be found using the search tool, and aren’t listed in the workspaces page. These workspaces are accessible by invitation only, and you can only join or view them after you receive an invitation to join the workspace. 

                    

                    	
                        My workspace
This workspace is used for personal use and can’t be seen or accessed by anyone other than the individual who created it.

                    

                

                Workspaces can have the following various types of pages: 

                
                    	
                        Content
To exchange information with other users, you can choose from various types of content for different purposes. For example, you can create blog posts or wiki pages and you can upload documents or other files to SAP Build Work Zone. To discuss the shared content with other users in the feed, you can provide feedback on content items by commenting or liking the content items. You can publish content in a workspace or profile page. Content placed in a workspace is available to all workspace members, or a subset of workspace members if placed in a private folder. Workspace members can add feedback about the content and use this information to collaborate and make decisions. 

                    

                    	
                        Profile page
Content that you create in a profile page can be viewed by everyone in your organization. You can add the following types of content to workspaces and profile pages: documents and images, blog posts, wiki pages, knowledge bases, links, decision-making tools, tasks, and audio and video management.

                    

                    	
                        Forums
To discuss ideas with the members of your workspace or to ask them questions and find solutions together, you can use forums. Forums structure your exchange of ideas and become a knowledge base where you can later look up topics that were already discussed or questions that were already answered. There are different types of forums for different purposes. Your workspace administrator defines which of the following forum types are enabled for the workspace: questions, ideas, and discussions.

                    

                    	
                        Tasks
Tasks can be created in a workspace and assigned to one or multiple users. Tasks can be surfaced to overview pages via a dedicated task widget.

                    

                    	
                        Knowledge base
SAP Build Work Zone allows customers to curate a company-wide knowledge database by aggregating articles from all knowledge databases across all workspaces the user has access to. A knowledge base is used to create and maintain knowledge base articles with versioning that can be shared among groups. You can create and enable templates, categories of articles, basic one-step content approval workflows, attachments, knowledge base widgets for page builder, and full-text searches.

                    

                    	
                        Feeds
SAP Build Work Zone, advanced edition makes it easy for you to keep current with a collection of posts called feeds. Feeds display a constant update of activity shared by you, your workspaces, and your colleagues. There are three feed types: 

                        
                            	
                                Company: Public and company-wide status updates shared on you profile.

                            

                            	
                                Home: Updates from followers and workspaces that you subscribed to.

                            

                            	
                                Workspace: Updates by workspace members within one workspace only.

                            

                        

                        There are several ways to interact with your feeds. You can share an update from the text box at the top of your company feed or from a workspace feed. A post can contain different types of content. For example, you can share documents, blogs, videos, photos, forum topics, and general status updates. You can address workspace members, colleagues, public member lists, or specific business records (e.g., learning items) using @mention, or you can include tags in a feed item to help others find your post. As users interact with a post, the most recent activity is displayed at the top of the feed.

                    

                    	
                        Notifications
SAP Build Work Zone can bring content updates to your attention using bell notifications and email digests. The following types of notifications are available:

                        
                            	
                                Notifications Center in SAP Build Work Zone app (bell icon): Track them with your personal notifications center.

                            

                            	
                                Emails: Subscribe for notifications by email.

                            

                        

                    

                    	
                        Recommendations
SAP Build Work Zone provides recommendations based on the items that you liked, commented on, followed, bookmarked, or where you were @mentioned. There are recommendations at the company level and workspace level.

                    

                

            
            
                Integration

                You can integrate SAP Build Work Zone with third-party applications. For example, you can access business information and apps from workspaces in Microsoft Teams directly. You can also integrate Microsoft SharePoint Online and access all its documents in SAP Build Work Zone. 

            
            
                Extensibility

                SAP Build Work Zone, advanced edition can be extended. You can develop UI integration cards with SAP Business Application Studio and deploy them to SAP Build Work Zone, advanced edition. UI integration cards allow you to display business content from various SAP and third-party applications. For example, you can develop a UI integration card to display some information from Microsoft Dynamics CRM or Salesforce. Power users and administrators can add UI integration cards to the pages and workspaces. You can also develop workflows using SAP Workflow Management and deploy them to SAP Build Work Zone, advanced edition. SAP Workflow Management is integrated with SAP Build Work Zone, advanced edition so users can trigger and monitor them with embedded SAP Build Work Zone, standard edition or pages (through standard widgets Workflow Launcher and Workflow Wizard). Users can also monitor assigned tasks with the My Inbox app, which is integrated with SAP Workflow Management. 

                UI integration cards can be made context aware, that is, they can be enabled to interact with other cards on the same work zone page they are added to. This is done by setting page context parameters that are read and edited by the cards on the work zone page. Cards can get context from the page when they load and react to changes in context. Based on user interactions, cards can trigger an “update context” action to assign new value to the page context parameter. When the page context is updated, all cards in the page are refreshed, thus allowing them to react to the change in the page context. This is a very powerful feature that provides a dashboard-like functionality to a page. For example, say you have three cards on a page: one that has region information, another that has categories of products, and one with sales data. Based on the region and category selected, the sales card is updated. It’s important to note that context is available within the same browser window only, and the context data isn’t permanent storage for data. The backend should be used to store data. To ensure the cards are context aware and don’t interact with cards outside of the context, we use namespaces. There are two reserved namespaces—sap.workzone and sap.sucessfactors—but you as a developer can define custom namespaces for your cards to interact.

                Content packages allow you to deliver content artifacts to SAP Build Work Zone, advanced edition. Content artifacts such as workspace templates, cards, and workflows can be bundled into content packages. The reason for building content packages and bundling related artifacts is to simplify deployment and distribution when you build complex extensions and build industry or LoB solutions for SAP Build Work Zone, advanced edition. 

                The SAP Build Work Zone, advanced edition administrator can install content packages. Within the Content Package app, the administrator can search for centrally delivered packages or upload custom packages. Developers can create content artifacts within their SAP Build Work Zone, advanced edition account and bundle them. SAP and partners can offer their content packages to customers in a central store. SAP Build Work Zone, advanced edition project templates for content packages can be found at http://s-prs.co/v544004.

            
            
                SAP Build Work Zone, Advanced Edition for Human Resources

                SAP Build Work Zone, advanced edition for HR has all the capabilities of SAP Build Work Zone, advanced edition and includes HR content (UI integration cards, workflows, and homepage and workplace templates) developed by industry experts from SAP SuccessFactors. It’s a perfect solution if you use SAP SuccessFactors in your organization extensively. Table 6.2 highlights the content delivered by SAP Build Work Zone, advanced edition for HR. Although SAP Build Work Zone, advanced edition for HR is restricted to HR use cases that integrate with SAP SuccessFactors, you can custom build content for other LoBs. 

                
                    
                        
                            	
                                UI Integration Cards

                            
                            	
                                
                                    	Profile card


                                    	Org chart card


                                    	Time off card


                                    	Pay statement card


                                

                            
                        

                        
                            	
                                Workflows

                            
                            	
                                
                                    	Spot award


                                    	Return to workplace


                                

                            
                        

                        
                            	
                                Homepages and workspaces

                            
                            	
                                
                                    	HR zone


                                    	Manager zone


                                    	Learning zone


                                    	Return to workplace


                                

                            
                        

                    
                

                Table 6.2    
            SAP Build Work Zone, Advanced Edition for HR

            
        
        
            6.2.4    Comparative Review

            SAP BTP and the services within are constantly evolving; as a result, there has been some change in strategic direction on which services SAP will continue to support and which ones will be replaced, retired, or given no further investments. To ensure there’s no confusion, let’s briefly review and compare these services. 

            
                SAP Build Work Zone: Standard versus Advanced

                The fundamental point we need to understand is that SAP Build Work Zone, advanced edition is built on top of SAP Build Work Zone, standard edition, which means SAP Build Work Zone, advanced edition includes SAP Build Work Zone, standard edition capabilities. So, customers can start their implementation with SAP Build Work Zone, standard edition and extend the scope with SAP Build Work Zone, advanced edition as business requirements grow.

                Table 6.3 highlights the key features that differentiate the two.

                
                    
                        
                            	
                                SAP Build Work Zone, Standard Edition

                            
                            	
                                SAP Build Work Zone, Advanced Edition

                            
                        

                    
                    
                        
                            	
                                Application sites

                            
                            	
                                Business sites

                            
                        

                        
                            	
                                Central access to SAP cloud, on-premise, custom, and third-party applications

                            
                            	
                                Optimize business processes with employees, partners, customers and suppliers

                            
                        

                        
                            	
                                Multiple pages, drag-and-drop page editor, and business data visualization cards

                            
                            	
                                Prepackaged LoB workspaces and guided experiences

                            
                        

                        
                            	
                                Custom branding and extensions

                            
                            	
                                Content management, knowledge management, Q&A, ideas, polls, and Microsoft integration

                            
                        

                    
                

                Table 6.3    
            Comparison of SAP Build Work Zone, Standard Edition and SAP Build Work Zone, Advanced Edition

            
            
                Other Solutions

                There are several other relevant UI technologies to discuss in the context of SAP BTP. Let’s take a quick look at each: 

                
                    	
                        SAP Enterprise Portal
SAP Enterprise Portal is the established on-premise portal solution that SAP has offered for multiple decades now. It’s based on SAP NetWeaver (Java stack). It’s now in maintenance until 2027, and extended maintenance until 2030. No investments are being made in this product except for some for the SAP Fiori 3 UX and tools for cloud transition or integration (content federation). Customers are highly encouraged to consider transitioning to SAP Build Work Zone according to use cases, required capabilities, and technical feasibility.

                    

                    	
                        SAP Jam
SAP Jam is a social/enterprise collaboration and modern intranet solution. SAP Jam Collaboration and SAP Jam Communities were related products for external, public, gated communities. These products have already been put into maintenance mode. Existing customers can continue to use the solution, as it remains fully supported according to their SAP cloud contract. New deals/renewals are only done with approval and assuming the contract end date doesn’t go beyond 2026 (target sunset date for all customers). SAP recommends customers review use cases/requirements and consider migration to SAP Build Work Zone, advanced edition for HR instead. While this doesn’t present a legal/formal successor product, it brings in many capabilities and concepts of the SAP Jam platform.

                    

                    	
                        SAP Fiori launchpad
The SAP Fiori launchpad is a solution that SAP S/4HANA or SAP Business Suite customers adopt and implement to access SAP Fiori apps. An SAP S/4HANA system nowadays comes with an embedded SAP Fiori launchpad instance. If the organization runs multiple systems, then this results in multiple (local) entry points for the user. To avoid this, SAP recommends customers consider adopting SAP Build Work Zone as a central entry point to streamline and unify the access. The SAP Build Work Zone service runs in addition to and on top of the local entry points, integrating the remote applications. This means that you still must configure and maintain local SAP Fiori roles, apps, and spaces/pages in the relevant system. 

                    

                

            
        
    


                    
                        
        6.3    App Router

        The app router is the single entry point of your Cloud Foundry applications on SAP BTP. The main reason we’re covering the app router as part of this chapter is because it’s used in the context of UI applications. 

        The app router can be used in multiple ways: authenticate users, perform authorization checks, serve static content, rewrite URLs, send requests to other microservices, and complete integration with the SAP Destination service, HTML5 application repository, and business services. The app router can be configured to redirect users after logout to a specific internal path, an external URL, or a landing page. One of the important capabilities of the app router is to redirect requests and act as a reverse proxy to the application. It can be configured so that an incoming request on a certain path can be redirected to another path. For example, if the app router is called with request https:<approuter_host>/source_url/server.js, it can be configured to be overwritten and redirected by the app router to https://<target_url>/server.js. Application session timeout (default value is 15 minutes) and application state can be configured through the app router. There are cases in which a user session might time out before the user completes the task, for example, while completing a form. In such cases, it’s helpful to save the state so the user can pick up where they left off, and the app router can be configured to fetch the stored state.

        There are two types of app routers: 

        
            	
                Managed
SAP manages this type of app router. The managed app router isn’t a service SAP BTP provides but a feature that is available as part of the SAP Build Work Zone service or SAP Cloud Portal service. Therefore, it’s necessary to have a subscription to either one of these services to use the managed app router. Using the managed app router has a slightly lower cost as you don’t have to pay for the memory that the app router consumes. It’s an HTML5 application, so it’s not seen in the Cloud Foundry spaces, which only list those applications that consume runtime memory.

            

            	
                Unmanaged (standalone)
The developer sets up, runs, and manages the unmanaged app router. The standalone app router is a Node.js library that is available on www.npmjs.com and can be used for applications running in the SAP BTP, Cloud Foundry environment, or SAP HANA extended application services (SAP HANA XS). This is something the developer needs to build and manage completely.

            

        

        You can have one app router for one application or multiple apps underneath one application. With a managed app router, you can only have one app router per SAP BTP subaccount. SAP recommends using the managed app router where possible.

    


                    
                        
        6.4    User Interface Development Tools and Technologies

        Faster and more efficient development is something every organization wishes for as it not only helps create market advantages by getting applications and solutions out the door faster but also helps with cost savings. SAP provides several tools and technologies to help build applications, focusing on faster development and improved and consistent UIs. We’ll review the most significant ones in this section and compare some that are related. 

        
            6.4.1    SAP Fiori

            Before discussing the tool and technologies, we want to eliminate any confusion around what SAP Fiori is. SAP Fiori isn’t a tool or a technology; it’s a set of SAP-defined design principles, practices, and design style guides that all SAP apps will adhere to. Customers can adopt the same design principles while building custom apps or extending SAP apps. This helps build consistent UIs that provide an excellent UX. 

            The SAP Fiori design, as shown in Figure 6.19, provides the SAP Fiori UX with a wide variety of technologies. It starts with core values, principles, and practices. Values are led by SAP corporate values. One key value worth mentioning is inclusion: SAP Fiori prioritizes supporting people with visual disabilities. Practices are things like ensuring that we do user research, define personas, provide guidelines, and so on in the design phase and before building the application. 

            SAP Fiori has five design principles:

            
                	
                    Role-based
The apps are designed for business users in specific roles, such as accounts receivable accountant or internal sales representative. 

                

                	
                    Adaptive
The apps can be used on different form factors such as desktops, tablets, or mobile phones. This is the only design principle that has changed over time; it used to be “responsive,” but adaptive goes beyond pure technical responsiveness, that is, ensuring that the same UI will run on mobile as well as desktop, by also allowing teams to build dedicated versions of desktop apps for mobile use cases.

                

                	
                    Simple
This ensures that the apps aren’t cluttered with information. The goal is to keep only the important information in focus and have progressive disclosure to give users access to details as they need them.

                

                	
                    Coherent
This ensures that the users of many apps feel they all belong to the same family; that is, they behave consistently and feel coherent.

                

                	
                    Delightful
This ensures the users enjoy using the UI and have a positive emotional connection to the software. 

                    
                        [image: SAP Fiori Design System]

                        Figure 6.19    
            SAP Fiori Design System

                    
                

            

            The SAP Fiori design includes design languages for dedicated technologies: web, native mobile, and conversational. Each design language specifies the look and feel, controls and floorplans, and common functions, as well as includes guidelines and stencils for designers and developers.

            The easiest way to enjoy an application that adheres to SAP Fiori design principles, an SAP Fiori app, is to use or adapt SAP-delivered apps. But where standard apps aren’t available or don’t fit your needs, you can develop your own apps easily using the SAP Fiori elements framework, if the supported patterns fit your needs, or you can use freestyle development with the powerful SAPUI5 HTML5/JavaScript framework. SAP also has two native mobile design languages: one for iOS and one for Android. Existing products that have been built with other technologies can’t simply throw their UI technologies away and rebuild everything with SAPUI5, so SAP also supports other technologies in providing an SAP Fiori UX. If you’re starting from scratch or extending an SAP S/4HANA system, then you can use SAPUI5 and/or native mobile apps; however, if you have apps already used productively that were built with, for example, Angular or React, then you can also keep these technologies and use reusable web components to help get them closer to the SAP Fiori UX.

        
        
            6.4.2    SAPUI5 and OpenUI5

            The SAPUI5 framework was developed by SAP to build enterprise-grade applications that satisfy high UX and UI standards. This is the framework SAP uses along with SAP Fiori guidelines to build all SAP apps, and customers use it as well to build custom apps. It’s a framework based on HTML5, cascading style sheets (CSS), and JavaScript that was designed by SAP with an extensive set of libraries that businesses can use out of the box to build apps. Applications built using the SAPUI5 framework can run on smartphones, tablets, and desktop browsers. To ensure apps built using the framework are all consistent, SAP offers several UI elements and components, simple and complex, that developers can use while building the apps. 

            The UI elements of the SAPUI5 framework are called UI5 controls. OpenUI5 and SAPUI5 frameworks provide a number of controls structured in libraries that can be used out of the box by application developers. For example, there are controls for input functions such as labels, input fields, and text fields. There are controls for creating tables, lists, maps, charts, and so on. A UI5 control consists of metadata, such as properties, aggregations, events, behaviors (e.g., internal event handling), the renderer, and the CSS. One key feature of controls is the out-of-the-box data binding support that allows the developer to easily bind the controls to data from different models.

            There are two offering SAP has that abide by the UI5 framework: SAPUI5 and OpenUI5. While both are free and provide everything the UI5 framework offers, they are slightly different in the licensing model and the number of UI5 controls that are available. 

            SAPUI5 typically is used in conjunction with an SAP product and offers additional libraries such as SAP collaboration for social media integration and the charting library (which aren’t open source) and features such as SAP Fiori elements (Section 6.4.4). All SAP-delivered SAP Fiori apps are built using SAPUI5 technology. Apps and UI layouts can be adapted to the needs of your business, and the framework provides options for end users to change some layouts with drag-and-drop options without the need for any development. If available controls don’t satisfy your needs, then you as a developer can build custom controls as well. 

            OpenUI5 is an alternative version SAP offers for building UI5 apps; it offers the same fundamental framework and most commonly used libraries and controls as SAPUI5. As the name suggests, OpenUI5 is open source that can be used by anyone, whereas SAPUI5 is only available to SAP customers. 

            
                Note

                To get started building apps, refer to the following developer guides: 

                
                    	
                        SAPUI5: http://s-prs.co/v544007

                    

                    	
                        OpenUI5: http://s-prs.co/v544008

                    

                

            

        
        
            6.4.3    Web Components

            UI5 controls are dependent on the UI framework and won’t work in JavaScript frameworks such as Reach, Angular, or Vue. Web components allow you to build custom reusable HTML tags that can be used in any web page or web app. Custom components and widgets built using the web component standards will work across modern browsers and can be used with any JavaScript library or framework that works with HTML. To meet the need from businesses to use web components in any JavaScript framework, SAP decided to offer UI5 web components, which are based on the web standards of web components. These are UI5 framework independent, and UI elements will be implemented in accordance with the SAP Fiori design guidelines and incorporate the SAP Fiori design. They also ensure visual and behavioral consistency for static websites and web applications. UI5 web components come with the familiar enterprise-grade features of SAPUI5 such as stability, internationalization, accessibility, and theming support. 

            UI5 web components and UI5 controls currently aren’t interchangeable, but UI5 controls might be a wrapper for the UI5 web components in the future. Compared to UI5 controls, the footprint of UI5 web components is much smaller because UI5 controls are embedded in an application programming model, whereas UI5 web components aren’t.

            
                Note

                Refer to the UI5 web components Getting Started guide for help with building apps: https://sap.github.io/ui5-webcomponents/docs/.

            

        
        
            6.4.4    SAP Fiori Elements and SAP Fiori Tools

            The SAP Fiori elements framework addresses a few challenges SAP and businesses have been faced with in the course of SAP Fiori app development over the years. SAP Fiori elements ensures uniformity across the apps so that the output from every development team looks consistent and performs well. The SAP Fiori design system has been evolving, which means that the UX SAP is providing to customers is getting better and better. But it would be very expensive to redesign all the SAP Fiori apps whenever the SAP Fiori design system changes. SAP Fiori elements is SAP’s answer to this issue. 

            The number of SAP Fiori apps that SAP and businesses are building has been continually growing. The combination of SAP Fiori elements and SAP Fiori tools gives the means to accelerate development and keep maintenance in check, enabling SAP and businesses to handle the volume. It’s important to know that almost 80% of the SAP Fiori apps that SAP delivers for SAP S/4HANA have been built with SAP Fiori elements.

            The way that SAP Fiori elements allows you to scale SAP Fiori development is by delivering a template- and metadata-based approach to app creation. The provided templates reduce the amount of frontend development required to create your application. This allows you to focus on the required business logic and backend services while leveraging proven UI concepts. Because the templates are developed and maintained by SAP, you’ll get the same UX consistency that standard SAP Fiori apps are shipped with. It also means that your development investment is protected going forward, and the UI updates are handled so your apps always comply with the latest SAP Fiori design standards.

            If you’re working with commonly used scenarios, then you can use predefined templates called page types to accelerate your developments and boost developer productivity. Most scenarios in the enterprise involve a variation of providing an overview of business-relevant data, creating various types of lists of this data, and managing the data. The SAP Fiori elements page types were developed to cover a majority of these use cases that we see in the ERP context. SAP Fiori elements provides three distinct page types, as shown in Figure 6.20:

            
                	1 
    
	
                    Overview pages
These are used to provide an overview of the data for a certain business area or role. This overview is the jumping off point for a business process. It provides you with business-critical information such as key performance indicators (KPIs), quick links, contacts, and so on. You can then interact with these objects to navigate to another page type for more information.

                

                	2 
    
	
                    List report pages
These allow you to work with a large set of items in a list format. You can filter and sort on the results and then drill down to an object page for more information. You also have access to two variations on the list report, depending on your needs: (1) the analytical list page allows you to work with a large set of items, with added analytics capabilities and the ability to add charts to illustrate your data; and (2) the worklist pages allow you to process a list of tasks. 

                

                	3 
    
	
                    Object pages
These allow you to display detailed information about a single item. 

                

            

            In addition, SAP Fiori elements provides key features out of the box that are essential for enterprise-ready apps, such as accessibility, internationalization, mobile compatibility, responsiveness, performance optimizations, security checks, integration, lifecycle stability, test automation support, and more. As shown in Figure 6.21, you can manage versions 1, search 2, view data lists 3, filter 4, perform actions 5, sort 6, personalize 7, export to Microsoft Excel 8, navigate to details 9, edit (including draft management) j, and view object details k. All these are provided out of the box—not a single line of code needs to be written. In addition, SAP Fiori elements supports accessibility, internationalization (i.e., translation, right-to-left languages), mobile device support and responsiveness, and more—again all out of the box. That’s why development is much faster with SAP Fiori elements as long as the use case fits one of the supported patterns.

            
                [image: Standard Page Type Provided by SAP Fiori Elements]

                Figure 6.20    
            Standard Page Type Provided by SAP Fiori Elements

            
            
                [image: Enterprise-Ready Apps Out of the Box with SAP Fiori Elements]

                Figure 6.21    
            Enterprise-Ready Apps Out of the Box with SAP Fiori Elements

            
            Even if your use case doesn’t exactly match the out-of-the-box scope of SAP Fiori elements, you can extend the scope yourself by adding code, and you’ll still end up with less effort than freestyle development. This is demonstrated in Figure 6.22, which shows how the freestyle development effort is higher than using SAP Fiori elements.

            
                [image: Choosing the Right Development Effort for Your SAPUI5 Apps]

                Figure 6.22    
            Choosing the Right Development Effort for Your SAPUI5 Apps

            
            Now, let’s briefly discuss how SAP Fiori elements works in practice, as shown in Figure 6.23. The most important thing to know is that SAP Fiori elements generates the application you see at runtime by combining three fundamental building blocks: OData services, OData annotations, and SAP Fiori elements page types. The data from the backend is exposed as an OData service, which is an industry standard way of querying and updating data. SAP provides many OData services with SAP S/4HANA, or you can write your own. 

            
                [image: How SAP Fiori Elements Works at Runtime]

                Figure 6.23    
            How SAP Fiori Elements Works at Runtime

            
            Developers use annotations, which are a form of metadata, to specify the information you want to see on the screen in the format you desire. SAP Fiori elements then takes this information and displays it in one of the standard page types. Thus, the framework takes care about how your content is displayed, so there’s no longer a need to code the UI with JavaScript. Instead, you provide an abstract description of the semantics and the behavior of your data using OData annotations. This means the application developers can now focus on the business functionality, that is, what is displayed, how it behaves, and how it should be consumed. 

            To further increase development efficiency, SAP recently introduced SAP Fiori tools, which is available in the cloud via SAP Business Application Studio, or on-premise offline on your laptop via Microsoft Visual Studio Code. SAP Fiori tools provides step-by-step instructions using a wizard-style approach, thereby reducing the overall effort and skill level required. Code consistency is improved, and it simplifies later maintenance of your apps. Figure 6.24 shows the different features available in SAP Fiori tools:

            
                	
                    Application generator creates the project environment for development.

                

                	
                    Application modeler visualizes the structure of the application: pages, properties, and navigation.

                

                	
                    Guided development provides step-by-step development instructions and generates code snippets in-line.

                

                	
                    Service modeler visualizes service entities, relations, properties, and annotations.

                

                	
                    Code completion delivers a language server protocol for annotations with micro-snippets and diagnostics.

                

                	
                    Application preview provides previews of the web app in the browser either with mock data or live data.
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                        Figure 6.24    
            SAP Fiori Tools to Make Building SAP Fiori Elements Apps Easier

                    
                

            

        
        
            6.4.5    SAP BTP SDK for iOS and Android

            The SAP Fiori design includes design languages for iOS and for Android. Software development kits (SDKs) for both are provided for you to easily develop native mobile apps by incorporating SAP Fiori design principles. They extend the standard iOS and Android frameworks with reusable UI components from SAP Fiori. These UI components are extendable and configurable to the customer’s needs and provide application programming interfaces (APIs) that seamlessly integrate the app with SAP BTP services.

            
                Note

                For more information, refer to the following resources: 

                
                    	
                        SAP BTP SDK for iOS: http://s-prs.co/v591920

                    

                    	
                        SAP BTP SDK for Android: http://s-prs.co/v591921

                    

                

            

        
        
            6.4.6    Mobile Development Kits

            In addition to the respective SDKs, SAP Mobile Services also provides mobile development kits (MDKs), which allow you to code once and then create native versions of the app for iOS as well as for Android. These allow you to save significant time on design and development.

            In today’s world, business users not only expect an application to be available on both desktop and mobile devices but also expect the experience to be the same across platforms and environments. Creating multiple applications to support multiple devices, environments, or platforms is time-consuming, is expensive, and increases total cost of ownership (TCO). MDKs are the solution to this challenge. As shown in Figure 6.25, the MDK lets you build multichannel applications. 

            
                [image: MDK Architecture]

                Figure 6.25    
            MDK Architecture

            
            It provides development tools that allow you to create an application once and run it natively on mobile devices (Android and iOS, online or offline) and as a web application (online) in the browser. You can build the application using SAP Business Application Studio or SAP Web IDE and connect to corporate data sources or data sources on the internet. The expectation is that building applications using an MDK will greatly reduce the time to market for mobile apps for the business-to-employee (B2E) and business-to-customer (B2C) markets.

            Table 6.4 lists the benefits and capabilities of MDKs. MDKs offer a metadata-driven approach to create native-supported applications, so no experience with creating iOS or Android apps is required. A metadata-driven approach helps app developers be more productive in creating apps. The basic functionality of an app is defined as metadata rather than being hard-coded in a programming language. For example, think of how a web browser works. Instead of hard-coding the definition of a web page in a programming language, an author defines the page as HTML, which is a kind of metadata. When a user requests a page, the web browser displays the page using the metadata provided in the HTML tags. This simplifies the work of publishing content to a wide audience and increases the author’s overall productivity. Any changes to the HTML page are independent of the rest of the code. A metadata-driven approach also helps SAP and partners deliver highly customizable apps to customers. 

            
                
                    
                        	
                            Benefits

                        
                        	
                            Capabilities

                        
                    

                
                
                    
                        	
                            
                                	
                                    Reduce app development costs and increase productivity with a simple, low-code tool

                                

                                	
                                    Customize select prebuilt SAP apps to your business needs

                                

                                	
                                    Relieve maintenance burden with easy lifecycle management

                                

                                	
                                    Easily manage security across apps

                                

                            

                        
                        	
                            
                                	
                                    Visual development of pages, data queries, and business logic

                                

                                	
                                    Robust offline and online support

                                

                                	
                                    Native SAP Fiori UX

                                

                                	
                                    Custom extension controls to extend functionality

                                

                                	
                                    Cross-platform development that supports iOS and Android

                                

                                	
                                    Web deployment

                                

                            

                        
                    

                
            

            Table 6.4    
            Benefits and Capabilities of MDKs

            MDKs have two main components: an editor and a client. Once the application is built using the editor, the developer can package the mobile app so it can be posted to the Apple Store or Google Play. Users can then download the native client for MDK iOS or Android to run the application on a mobile device. This is called the MDK mobile client. The application can be written to support both online and offline capabilities, and users will get the same experience. For the web app, users will log in to the application to see the first page of the application. 

            
                Note

                The offline capability of the app isn’t available for web apps on the web browser. Only online OData connections are supported. Additional limitations on the web runtime can be found at http://s-prs.co/v544012. 

            

            For example, SAP Service and Asset Manager is a mobile app leveraging the digital core with SAP S/4HANA as well as SAP BTP as the Internet of Things (IoT) platform for managing work orders, notifications, condition monitoring, material consumption, time management, and failure analysis. It’s completely built using SAP MDKs, which enable companies to tailor SAP Service and Asset Manager to exactly what their users need to be productive within the organization. SAP Service and Asset Manager is a robust application that provides 85%–95% of what a company is looking for. The app can be further customized with additional screens, branding, styling, actions, rules, and fields that specifically meet a customer’s unique needs. In the end, the business users and end users have an application that looks like it was custom created with their needs in mind. This sort of customization isn’t possible without MDKs.

            
                Note

                For details on how to build an MDK application, go to http://s-prs.co/v591922.

            

        
        
            6.4.7    SAP Screen Personas

            If you use SAP ERP, SAP S/4HANA, or SAP Business Suite, and your users aren’t satisfied with the classic SAP screens and UI of specific transactions, you can very easily enhance them using SAP Screen Personas. SAP Screen Personas offers an easy way to simplify SAP GUI or Web Dynpro screens and bring them closer to the SAP Fiori experience provided by SAP Fiori apps. SAP Screen Personas plays an important role in UI simplification as it doesn’t involve heavy coding and can be done fairly easily by expert business users as well with little or no training. With SAP Screen Personas, you can automate some field entries, hide unused fields, convert free-form text to pull-down menus, or automate recurring keystrokes. You can also do some advanced scripting to navigate across screens, and much more. 

        
        
            6.4.8    SAP Build Solutions

            In this section, we’ll discuss SAP Build Apps and SAP Build Code solutions under the SAP Build portfolio (other solutions under SAP Build are SAP Build Work Zone and SAP Build Process Automation). 

            Volatile market conditions drive business requirements to constantly change and evolve, leading to an insecure economic environment and the pressure to keep up with dynamic change. Limited resources and developer scarcity puts companies under increasing pressure to deliver more with less to help ensure resilience and future growth, despite a real talent gap. Because they have limited developer resources available to them, many organizations are looking for ways to increase developer productivity. To respond to this challenge, they want to also empower their business users to build solutions and shift mundane development tasks to business users. This is why organizations would want to invest in low-code development solutions and bridge the gap between individual business requirements and the shortage of developers.

            SAP is the leader in enterprise applications that deliver standardized best-practice processes in finance, supply chain management, human resources, procurement, travel, and more. SAP low-code solutions come with native integration to SAP systems enabling everyone to easily innovate and develop around these applications to meet unique requirements. 

            
                SAP Build Apps

                SAP Build Apps is SAP’s no-code solution to create applications with drag-and-drop functionality and deploy them to any device. It offers a powerful solution for LoB professionals who need to address business challenges without coding expertise and enables nontechnical citizen developers to craft high-quality applications for both mobile and web environments.

                Every SAP Build Apps project begins in the unified lobby, serving as a central hub for project creation, access, and management. Within this interface, users can seamlessly initiate the development of an app, process automation, or business site. An app comprises two main components: the frontend, where users design the UI and UI logic, and the backend, where visual cloud functions are created, encompassing custom data models and business logic functions. More than 400 built-in formulas and preconfigured flow functions are available for adding UI controls and business logic. The platform offers extensive customization options, including design themes such as SAP Fiori theming. Visual cloud functions empower users to assemble full-stack apps with data models and business logic without any coding required. Citizen developers can easily create data tables, models, and APIs, deploying cloud functions with business logic and managing data persistency within the same environment. 

                A diverse marketplace for components and extensions fosters collaboration and enables the reuse of building blocks across projects. An in-app learning wizard provides resources and guidance for new developers. Additionally, predefined integrations and custom connectors streamline connections to external data sources, expediting the creation of SAP app extensions and third-party extensions. Intuitive application publishing capabilities for the web, iOS, and Android platforms facilitate seamless connectivity across various devices.

                For those using additional SAP Build low-code solutions or pro-code tools, direct access from the unified lobby allows for integration of these capabilities into projects. This facilitates collaboration between pro developers and business users, enhancing fusion team development by enabling easy sharing of reusable artifacts across projects and team members.

                Let’s see how the following roles can benefit from SAP Build Apps:

                
                    	
                        Professional developer
Professional developers can greatly benefit from SAP Build Apps in various aspects of the development cycle. With the platform’s capabilities, developers can seamlessly navigate through the entire software development lifecycle, from designing and developing applications to deploying them and handing them over to production. SAP Build Apps empowers developers to write code for complex applications with ease, enhancing their efficiency and productivity. Furthermore, the platform fosters a deep understanding of development lifecycle concepts, testing methodologies, and versioning practices, enabling developers to ensure the quality and reliability of their applications. Additionally, SAP Build Apps equips developers with awareness of permissions and roles, facilitating secure and collaborative development environments.

                    

                    	
                        Citizen developer 
Citizen developers stand to gain significant advantages from leveraging SAP Build Apps for their application development needs. The platform empowers them to seamlessly navigate through the entire software development lifecycle, from designing and developing applications to deploying, testing, and handing them over to production. With SAP Build Apps, citizen developers can unleash their creativity and efficiently bring their ideas to life by imagining, creating, and publishing low-code apps and processes that closely align with specific business contexts. Moreover, the platform facilitates a deep understanding of business processes to be improved, enabling citizen developers to address business challenges effectively through their applications. The best part is that they don’t need to know how to write code. All this can be done through the drag-and-drop functionality. 

                    

                    	
                        IT admin 
IT administrators can derive benefits from leveraging SAP Build Apps to streamline governance, operations, upgrades, technical monitoring, and control of apps within their organizations. IT admins can efficiently oversee and manage various processes and applications, ensuring compliance with governance standards and organizational policies. They play a pivotal role in checking the integrity of processes and apps, coordinating the overall process to seamlessly transition assets into productive environments. Additionally, SAP Build Apps empowers IT admins to effectively manage the lifecycle of business applications and processes, facilitating smooth operations and enhancing organizational efficiency.

                    

                    	
                        End user 
End users aren’t creating the applications but are consuming and using various apps and processes built by business or IT users. What end users can do is consume information, interact with apps or automation, and manage their personalization within the tooling interface. By leveraging SAP Build Apps, end users can efficiently access and use tailored solutions that enhance their productivity and streamline their workflows, ultimately improving their overall UX and contributing to organizational success.

                    

                

                Figure 6.26 shows how to get started with building in SAP Build Apps. You can create any SAP Build project using the Create button and then select which type of build application you want to create (an application, an automated process, or a business site, as shown in the lower-left screen). You can then choose SAP Build Apps to begin building. 

                
                    [image: Creating an SAP Build Apps Project]

                    Figure 6.26    
            Creating an SAP Build Apps Project

                
                The tool lets you create and collaborate on projects, share a project with different levels of permissions (viewer, admin, developer), install a variety of prebuilt components from SAP Build Apps marketplace, and share UI components with others. 

                In Figure 6.27, you can see how easy and simplified creation of UIs is using SAP Build Apps. It’s all done with simple drag-and-drop functionality. Integrations are built with external data using predefined integrations and custom connectors, and you can create any logic with flow functions. There is support for more than 400 built-in formula functions and vast enablement opportunities and community support to help no-coders get started to rapidly create and distribute sophisticated enterprise apps. Backends can be deployed with one click. 

                
                    [image: Drag-and-Drop Functionality of SAP Build Apps]

                    Figure 6.27    
            Drag-and-Drop Functionality of SAP Build Apps

                
                As shown in Figure 6.28, you can define custom business logic to be run as a function that takes a set of inputs and triggers a success or error output. The following possibilities are available:

                
                    	
                        Create a single logic flow without branching or custom error handling, and logic function nodes for data entity operations retrieve/update records. 

                    

                    	
                        Create entities as fundamental building blocks for working with record-based persistent data. 

                    

                    	
                        A standard set of operations (e.g., retrieve, list, create, update, delete) are supported, including capabilities for list operations (conditions, pagination, ordering). 

                    

                    	
                        Add data to an entity, browse for it, and manage data persistency (data entities use managed database as their data source, which are included in the SAP Build Apps subscription). 

                    

                    	
                        Extended entities can be created and modified, and you can have read-only views on top of a data entity where you can disable single fields and add new fields based on 100+ formulas. 

                        
                            [image: Business Logic in SAP Build Apps]

                            Figure 6.28    
            Business Logic in SAP Build Apps

                        
                    

                

                Let’s look at a few examples of how SAP Build Apps can be used to create new efficiencies in your business, reducing manual work to resolve issues faster while enabling better experiences for customers and employees.

                Onboarding is a pivotal process in integrating new hires into an organization, yet it can often be daunting for newcomers to navigate the myriad of procedures and trainings. As shown in Figure 6.29, SAP Build Apps offers a solution where HR specialists can craft a seamless onboarding experience, blending automated processes with human interactions to ensure clarity and efficiency. 

                
                    [image: SAP Build Apps Creating Guided Experiences for New Hires]

                    Figure 6.29    
            SAP Build Apps Creating Guided Experiences for New Hires

                
                This comprehensive approach provides both employees and management with clear visibility into the onboarding progress, displaying task statuses, next steps, and deadlines. With SAP Build Apps, new hires can engage with both automated and manual processes, ensuring they stay on track and organized throughout their onboarding journey, ultimately enhancing their overall experience and productivity within the organization.

                Manufacturers aiming to create and increase brand visibility and establish direct communication channels with customers and retailers often face challenges in consolidating necessary capabilities within a single platform without straining developer resources or relying solely on sales and customer service expertise. SAP Build Apps offers a solution wherein sales and customer service specialists can leverage their domain knowledge to develop an enriched mobile app experience, facilitating interactions between consumers, retailers, and the manufacturer (see Figure 6.30). Through the app, customers can conveniently log in using email or social media accounts, personalize preferences, and access features such as scanning product QR codes. On the backend, SAP Build Apps enables integration with multiple SAP systems to manage tasks such as login processes, loyalty point tracking, marketing campaigns, inter-retailer communications, product registration, and hosting the manufacturer’s online store securely. This interactive platform not only fosters engagement but also efficiently uses diverse data sources to meet various business requirements, ultimately enhancing the overall customer experience.

                
                    [image: SAP Build Apps Connecting Manufacturers with Their Customers and Third-Party Retailers]

                    Figure 6.30    
            SAP Build Apps Connecting Manufacturers with Their Customers and Third-Party Retailers

                
                In the intricate journey of a product from its origin to the customer’s hands, various checkpoints determine its progress, often leading to errors and delays due to manual data entry and lack of real-time updates. As shown in Figure 6.31, SAP Build Apps presents a solution where supply chain specialists empower goods receipt clerks with a mobile app to swiftly scan delivery numbers, accessing up-to-date delivery details. This streamlined process enables clerks to efficiently document any discrepancies via a user-friendly interface, ensuring accurate backend storage of pertinent information. By leveraging this technology, businesses can promptly address customer concerns, minimizing the time taken to replace defective goods and facilitating seamless replacement orders while facilitating root cause investigations through insightful customer feedback, thereby fostering continuous improvement.

                
                    [image: SAP Build Apps Collecting and Resolving Feedback on Customer Orders More Efficiently]

                    Figure 6.31    
            SAP Build Apps Collecting and Resolving Feedback on Customer Orders More Efficiently

                
                
                    Note

                    SAP AppGyver Classic was retired as of July 2023. It will be available until the end of the customers’ current subscription term. All capabilities of SAP AppGyver Classic were added to SAP Build Apps, which will be SAP’s low-code application development solution going forward. It’s possible to export SAP AppGyver Classic or Community edition projects and import them into SAP Build Apps.

                

            
            
                SAP Build Code

                Writing code is hard and requires up-front learning. Even experienced developers regularly need to consult documentation, which slows down the development process. Additionally, developers face challenges to keep up to speed with emerging technologies, particularly when embarking on cloud application development, including the following: 

                
                    	
                        Selecting appropriate frontend technologies

                    

                    	
                        Designing for scalability and resilience

                    

                    	
                        Choosing suitable continuous integration and continuous delivery (CI/CD) tools and architectural patterns

                    

                    	
                        Automating deployment processes

                    

                    	
                        Ensuring cloud-native application security

                    

                    	
                        Determining recommended logging and monitoring tools

                    

                    	
                        Testing data creation to always ensure that data fits the model and is up to date

                    

                

                To address these challenges and enhance productivity further, developers can leverage generative AI–powered application development. SAP Build Code, the newest part of the SAP Build portfolio of services, enables AI code generation with the Joule copilot and, at the time of writing (spring 2024), is optimized for Java and JavaScript application development. SAP is working toward making this available for ABAP as well. The solution provides a turnkey developer environment with a built-in runtime and design time used for coding, testing, integrations, DevOps, and application lifecycle management. The AI capabilities of SAP Build Code allow customers to generate app logic aligned with SAP-centric programming models from natural language descriptions. The solution is tailored for SAP development, with rapid extensibility of SAP S/4HANA and other systems. All of these solutions drive developer productivity, are built on SAP BTP, and leverage many benefits from SAP BTP, including integration, security, governance, and comprehensive data services. These technology innovations provide value to all enterprise applications, both SAP and third-party systems, including ERP, customer relationship management, and human capital management applications. 

                SAP Build Code is a powerful application development solution tailored for SAP development that simplifies developer activities through guided experiences and prebuilt templates to build full stack, backend, and mobile apps. With prebuilt integrations, APIs, and business services available, you can seamlessly connect to SAP and third-party applications and data to increase your productivity. SAP Build Code is built on SAP BTP, so it benefits from many proven SAP BTP capabilities, including trusted security for authentication, authorization, and data protection. SAP Build Code provides enhanced fusion development so you can collaborate effectively with other professional developers and business experts. SAP Build Code app composability exists across SAP Build low-code and ABAP solutions, so you can leverage the optimal tool to get the job done. And the solution has built-in governance, which unites all stakeholders to drive better business outcomes securely.

                You can use the power of generative AI, though Joule, to automatically generate code and application logic in alignment with SAP-centric programming models based on natural language descriptions. As shown in Figure 6.32, in the left screen, you can describe in natural language what you want done, and Joule will write the code for you. 

                
                    [image: Generate Code Using Joule]

                    Figure 6.32    
            Generate Code Using Joule

                
                In addition, you can ask Joule in natural language to create data models and sample data that adhere to application requirements, and Joule will automatically create the data model. You can take advantage of guided experiences and prebuilt templates to expedite the development process, enabling the rapid creation of full-stack, UI, and mobile applications.

                Joule’s service center provides access to SAP Business Accelerator Hub that lists prebuilt integrations, APIs, and business services that you can consume to enable rapid and seamless extensibility of SAP S/4HANA and other applications. 

                SAP Build Code is integrated in SAP Business Application Studio and SAP Cloud Application Programming Model. There is a migration path offered that will help developers move their projects from SAP Business Application Studio to SAP Build Code. It creates all the necessary CDS files, which define the entities, relations, and service projections according to your prompt. You can generate business logic and sample data in services, and existing models can be changed, just by providing descriptions. The migration path supports developers in generating unit tests for business services.

            
        
    


                    
                        
        6.5    Summary

        This chapter discussed key UI-related products, tools, and technologies available for you to use in the SAP BTP portfolio. We covered the main UI options, SAP Build Work Zone, standard edition and SAP Build Work Zone, advanced edition, and touched on your app router options. Finally, we walked through the UI development frameworks and tools that are available, including the newest low-code and pro-code SAP Build Apps and SAP Build Code. Our goal was to give you a good overview and understanding of available options to plan your implementations. 

        In the next chapter, we’ll discuss your options to implement application business logic with SAP BTP.

    


                    
                        7    Business Logic
In this chapter, we’ll outline all the SAP products in SAP Business Technology Platform (SAP BTP) that will enable you to implement business logic for your application, whether it’s an extension, automation, or a new application from scratch. Various SAP BTP services, tools, and runtimes will be discussed to give you a comparative review to help you decide when to use what.
In general, business logic refers to an executable program responsible for managing the flow of information between the user interface (UI) and the database with the objective to determine how a business operates. Data used by business logic can originate from databases, be computed during runtime, or stem from user input via the UI. This enables computers to use the data for decision-making and ultimately produce the desired outcome. Over time, technological advancements have significantly improved the developer experience in building business logic. It can be built in many different ways: program code for custom logic, a simple business rule to determine a value, or a complex workflow to execute end-to-end business transactions. 
In this chapter, we’ll start with an overview of business logic and then outline all the components that can be used to build business logic with SAP technology, including runtimes, programming models, SAP Build, and UiPath.

        7.1    Overview

        The method to build business logic has evolved tremendously in recent years. In the initial stages, developers were required to master a specific programming language to write business logic, a concept that still holds true to some extent today. However, what has changed is that the amount of time and effort to write business logic has been reduced massively to the point where it doesn’t involve writing a single line of code. This paradigm shift is encapsulated in the concept known as low-code/no-code development. Prominent examples of this evolution within SAP include tools such as SAP Build Process Automation (discussed in Section 7.4) and SAP Build Apps (discussed in Section 7.5) in the SAP Build product. The spirit of innovation also extends to the pro-code development realm where SAP introduces SAP Cloud Application Programming Model and the ABAP RESTful application programming model, aiming to standardize and improve the development experience. The idea is that developers can focus on building the important business logic without having to worry about the underlying infrastructure. Any activities that don’t contribute to the business logic are simplified by the programming model. We’ll discuss these programming models in Section 7.3. With all the services, tools, and programming models available in SAP BTP, each technology is executed at different runtimes, and SAP offers three runtimes to support different use cases, which we’ll discuss in Section 7.2.

        With the adoption of agile and sprint-based development, the development timeline needs to adapt to the aggressive timeline of usually two to three weeks for one sprint. In response, very often you see developers spending most of their time exploring application programming interfaces (APIs), open-source libraries, and reusable functions to fast-track their development timeline. Not only does this method improve development efficiency, but it also comes with quality assurance as the services have typically undergone rigorous testing before being made available for usage. For example, the process of serializing or deserializing JavaScript Object Notation (JSON) or Extensible Markup Language (XML) data to another format can be easily achieved by using the provided libraries instead of building one yourself. The option of building services from scratch is usually considered a last resort after exhausting all other viable alternatives. 

    


                    
                        
        7.2    Runtimes

        A runtime is a lifecycle phase of a program where the business logic is executed either online or in background processing. SAP provides you with the flexibility to build and run your application with a choice of runtimes, which we introduced in Chapter 3, Section 3.3: SAP BTP, Cloud Foundry runtime; SAP BTP, Kyma runtime; and SAP BTP, ABAP environment. Each of these runtimes is accompanied by a set of business and technical capabilities, including but not limited to tenant onboarding and offboarding, metering, logging, interservice connectivity, or authentication services. Capabilities tied to a runtime are important factors in determining the success or failure of a new application. It’s extremely difficult to change from one runtime to a new state-of-the-art runtime as it breaks the fundamental architecture assumptions around security, tenancy, commercialization, and configuration aspects. Therefore, choosing a runtime implies a commitment to a specific array of services, tools, technologies, and architectural approaches. 

        In this section, we’ll discuss all three runtimes and the steps to enable the runtimes in SAP BTP.

        
            7.2.1    SAP BTP, Cloud Foundry Runtime

            Cloud Foundry is a specification and set of software tools managed by the Cloud Foundry Foundation. It’s an open-source cloud application platform that offers mature authentication, deployment, and multitenancy support. It’s optimized for developers to focus on building business logic into stateless twelve-factor principle applications, leaving the heavy lifting of deployment, scaling, network connectivity, and traffic routing to the framework. 

            SAP has implemented the SAP BTP, Cloud Foundry runtime, as an enterprise platform as a service (PaaS), where the user only needs to manage the application and data in the environment while other infrastructures are maintained by SAP. Using Cloud Foundry, you’re getting the following features:

            
                	
                    Support for multiple programming languages
SAP provides various build packs to support application development using different programming languages such as Node.js, Java, Python, PHP, Ruby, and Go.

                

                	
                    Develop and manage applications
Administrators and developers have access to standard Cloud Foundry tools and services to develop and operate the application. It also provides a standard command-line interface (CLI) for administrators and developers to interact with the system for their day-to-day tasks.

                

                	
                    Prevent vendor lock-in
Very often, you see an organization is changing their service provider due to legal requirements or cost. With Cloud Foundry, an organization has the flexibility to choose and switch to different service providers such as Google, Amazon, Microsoft, and Alibaba in SAP BTP.

                

                	
                    Use of a programming model
SAP provides SAP Cloud Application Programming Model as a best practice guidance for developers to develop in Cloud Foundry.

                

            

            Now let’s take a deeper look at how the SAP BTP, Cloud Foundry runtime, works. At its core, Cloud Foundry uses Diego, which manages app containers by maintaining the correct number of instances running in Diego Cells to avoid network failures and crashes. Cloud Foundry uses build packs for the application runtime. When an application is built using a Cloud Foundry CLI command, the application is staged as a droplet, and the runtime binding to the backing services and dependencies is maintained via a .yml file. Figure 7.1 shows the detailed steps for how Cloud Foundry uses build packs and stages the app.

            When we run cf push to deploy an app, the Cloud Foundry CLI (cf CLI) tells the cloud controller to create a record for the app. The cloud controller stores the app metadata, including the app name, number of instances, build pack, and so on, and the CLI requests resources that match the cloud controller. The cloud controller combines the uploaded app files with files from the resource cache to create the app package and stores the app package in the blob store. The cloud controller issues a staging request to Diego Brain that schedules Diego Cells to run staging tasks. 

            
                [image: Process of Staging a Build Pack App]

                Figure 7.1    
            Process of Staging a Build Pack App

            
            The task downloads the build packs and cache and then uses the build pack to compile and stage the app. The app deployment status is published via the Diego Bulletin Board System (BBS), and the cloud controller gets notified about the status.

            When staging a Docker image, the deployment steps are slightly different, as shown in Figure 7.2. 

            
                [image: Process of Staging a Docker Image]

                Figure 7.2    
            Process of Staging a Docker Image

            
            The developer needs to include the name of a Docker image in an accessible Docker Registry along with the cf push command. When the CLI tells the cloud controller to create a record for the Docker image, the cloud controller issues a staging request to Diego, and Diego schedules a Diego Cell to run the tasks. The task fetches the metadata associated with the Docker image, and the cloud controller stores the metadata in the cloud controller database. The cloud controller uses the Docker image metadata to construct a long-running process (LRP) that runs the start command specified in the Dockerfile. The cloud controller then submits the LRP to Diego. Diego schedules the LRP on one or more Diego Cells. The cloud controller instructs Diego and the gorouter to route traffic to the Docker image. 

            
                Note

                For more information on the Cloud Foundry concept and how applications are staged, refer to http://s-prs.co/v544014.

                For more details on Cloud Foundry, refer to Chapter 3, Section 3.1.5.

            

        
        
            7.2.2    SAP BTP, Kyma Runtime

            In Chapter 3, Section 3.1.5, we discussed Kubernetes, which is the backbone of the SAP BTP, Kyma runtime. The IT industry at large has moved to Kubernetes, and its recent innovations in areas such as service mesh aren’t accessible from within Cloud Foundry. The development experience in the SAP BTP, Cloud Foundry runtime provides deployment capabilities to SAP’s main hyperscaler-based locations, but it falls short on supporting developers to reach customers with special regional, restricted, or legal requirements. To overcome regional limitations, SAP offers Kubernetes next to Cloud Foundry. It’s container-centric and supports a bigger range of technical capabilities such as self-managed scaling, management, and stateful persistence layers. To provide flexibility in cloud-native development, SAP offers the SAP BTP, Kyma runtime, which is a Kubernetes-based runtime on an open-source framework to connect and extend applications in a flexible and easy way. You might wonder why you need Kyma when you can use Kubernetes directly since Kubernetes is the building block of Kyma. What makes Kyma unique is that it provides a set of open-source and cloud-native components and services such as NATS for eventing, Prometheus for monitoring, Loki for logging, and Istio for service communication, which are preconfigured and readily available for use. It’s tailored to simplify the communication and maintenance of application components where the dependency and version are maintained by SAP. 

            We discussed three main components of the SAP BTP, Kyma runtime in Chapter 3, Section 3.1.5: application connector, serverless architecture, and service catalog. Now, let’s go through the details of how these components work in the SAP BTP, Kyma runtime, as shown in  Figure 7.3 (note that the process remains the same for both cloud and on-premise solutions):

            
                	
                    The application connector simplifies the way to securely connect with an external solution. By doing so, APIs and events from the solution are registered and exposed in the SAP BTP, Kyma runtime, for consumption. It also acts as a proxy call from Kyma to the external API in a secure way. 

                

                	
                    The service catalog lists all the services and events from connected applications from number 1, as well as services from other software providers through the Open Service Broker standard. Services are then provisioned in a Kyma Kubernetes cluster and bound with an application for consumption.

                

                	
                    The serverless architecture leveraged through the Knative integration allows you to build extensions on top of connected applications with Lambda functions, microservices, and applications to react to events asynchronously. 

                    
                        [image: SAP BTP, Kyma Runtime: Overview]

                        Figure 7.3    
            SAP BTP, Kyma Runtime: Overview

                    
                

            

            To sum up, Kyma allows you to connect with external applications and third-party services and use those services to build extensions and functionality in a cloud-native environment. The extension is decoupled from the core system, making the deployment fast and able to scale independently. You can find more details on Kyma at https://kyma-project.io/docs/.

        
        
            7.2.3    SAP BTP, ABAP Environment

            Cloud transformation has been a prominent subject for many years, with notable progress in various domains, but the ABAP world has experienced limited advancements. Historically, SAP applications have been built using the ABAP programming language within an on-premise framework. Most customers and partners are running ABAP-based solutions with tightly coupled custom code to address their business needs. This presents a significant challenge in the context of cloud transformation, for example, migrating SAP ERP to SAP S/4HANA Cloud, as all custom code needs to be rewritten by following the clean code approach. While key user and developer extensibility offers customers flexibility for enhancing applications with the ABAP programming language, SAP BTP requires side-by-side extension to be written either in Node.js or Java. Recognizing this challenge, SAP has introduced SAP BTP, ABAP environment (aka ABAP Steampunk), to ease the cloud transformation process. Existing custom code can be easily lifted and shifted to the cloud with minimal disruption using the cloud-ready modern ABAP language and its quick transition for resources with an ABAP background.

            Figure 7.4 shows the overview of SAP BTP, ABAP environment. The ABAP system is hosted in SAP BTP, which allows you to build extensions and applications using all the SAP BTP services and connect with cloud and on-premise system through the SAP Connectivity service.

            It only uses the SAP HANA database for persistency and currently doesn’t support other databases. ABAP Development Tools (ADT) is the development environment to develop ABAP artifacts. Due to the tight integration with SAP BTP, with little configuration, artifacts such as OData services can be consumed in SAP Business Application Studio to build SAP Fiori elements apps. In terms of source code management, SAP BTP, ABAP environment, adopts Git code management, a standard choice for cloud development, distinguishing it from traditional on-premise systems.
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                Figure 7.4    
            SAP BTP, ABAP Environment: Overview

            
        
        
            7.2.4    Comparative Review

            In this section, we’ll provide a comparative review of the runtimes, enabling a comprehensive understanding of the distinctive attributes inherent in each runtime. This insight empowers you to manage your application based on the specific use case and development approach. SAP provides these runtimes with a unified set of principles, including no infrastructure vendor lock-in, build scalable multitenancy business applications (software as a service [SaaS]), out-of-the-box consumption of SAP and hyperscaler services, and build on industry standards and open technology.

            Table 7.1 shows a complete comparison of the three different runtimes we’ve discussed.

            
                
                    
                        	
                        	
                            SAP BTP, Cloud Foundry Runtime

                        
                        	
                            SAP BTP, Kyma Runtime

                        
                        	
                            SAP BTP, ABAP Environment

                        
                    

                
                
                    
                        	
                            Availability

                        
                        	
                            2011/2012 (Cloud Foundry), 2017 (SAP BTP)

                        
                        	
                            2018 (Kubernetes), 2020 (SAP BTP)

                        
                        	
                            1983 (ABAP), 2019 (SAP BTP)

                        
                    

                    
                        	
                            Programming Language

                        
                        	
                            Node.js, Java, Python, Docker, Go, PHP, Ruby

                        
                        	
                            Bring your own language (BYOL)

                        
                        	
                            ABAP

                        
                    

                    
                        	
                            Model

                        
                        	
                            SAP Cloud Application Programming Model and twelve-factor principle application

                        
                        	
                            Distributed, cloud-native application

                        
                        	
                            ABAP RESTful application programming model

                        
                    

                    
                        	
                            Skills Needed

                        
                        	
                            Core data services (CDS), SAP Fiori/SAPUI5, SAP HANA

                        
                        	
                            Kubernetes, Docker, Node.js serverless functions

                        
                        	
                            CDS, SAP Fiori elements, SAP HANA

                        
                    

                    
                        	
                            Benefits

                        
                        	
                            
                                	
                                    Simplified developer experience for business application development

                                

                                	
                                    Platform-managed for load balancing, application routing, security patching, and updating

                                

                                	
                                    Intuitive “code-to-container” packaging and deployment, managed by the platform

                                

                            

                        
                        	
                            
                                	
                                    Combines microservices and serverless functions

                                

                                	
                                    Brings built-in managed service mesh

                                

                                	
                                    Containerized deployments with free choice of programming languages

                                

                            

                        
                        	
                            
                                	
                                    Fast prototyping with the ABAP RESTful application programming model

                                

                                	
                                    Integrated development lifecycle

                                

                                	
                                    Reuse existing on-premise ABAP assets

                                

                                	
                                    Supports both greenfield and brownfield implementations with managed and unmanaged applications, respectively

                                

                            

                        
                    

                    
                        	
                            Good For

                        
                        	
                            Cloud-native web application and extension builds using SAP Cloud Application Programming Model or low-code tooling for enterprise-grade business applications and services

                        
                        	
                            Cloud-native development of highly scalable and microservice-based applications and services

                        
                        	
                            User-centric process extensions and builds transactional applications on top of your data center such as SAP ERP or SAP S/4HANA as a side-by-side extension, enabling ABAP to move to cloud

                        
                    

                
            

            Table 7.1    
            SAP BTP Runtime Comparison

        
    


                    
                        
        7.3    Programming Models

        With all the available runtimes for application development in SAP BTP, it becomes imperative to have best practices and guidance on development through programming models. These programming models serve as structured frameworks that empower developers to channel their efforts toward more productive tasks, such as architectural design, research, and crafting business logic, without the burden of delving into the technical details of the underlying infrastructure.

        The absence of a standardized programming model could lead to a lack of cohesion in development practices, resulting in heterogeneous approaches across different application areas. This divergence can render applications and services challenging to maintain, given the diverse design architectures employed. Such disparity makes knowledge transfer among development teams even more challenging. Therefore, it’s essential to use a standardized and model-driven programming model to improve software implementations where the developer can focus on writing business logic while other tasks not related to business logic can be encapsulated into other layers. 

        
            Note

            Before we discuss the details of using programming models, as a prerequisite, you need to understand CDS. CDS is an infrastructure that allows developers to model databases into meaningful data models. Via the programming model, developers can easily expose the projected elements for consumption via different protocols. We won’t discuss CDS in detail as it’s not within the scope of this book, but keep in mind that CDS is the building block for both SAP Cloud Application Programming Model and the ABAP RESTful application programming model. 

        

        In the ever-evolving landscape of technology, particularly in UI design, the focal point remains on providing customers with an optimal user experience (UX). With so many UI technology options available in the market, it’s essential for SAP to provide an agnostic programming model to support SAP application development. The rationale behind this approach is to ensure that any future innovations or features introduced by SAP can seamlessly integrate into existing applications, safeguarding the investments made by businesses. Programming models serve as a framework to provide the libraries and tools to accelerate your development. This empowers developers to concentrate on crucial aspects such as data modeling and writing business logic. Meanwhile, the programming model takes care of providing a systematic approach to end-to-end application development, with complex technical details distilled into straightforward programming syntax or the creation of new artifacts. This not only streamlines the development workflow but also enhances the adaptability of applications to embrace forthcoming advancements in technology without requiring significant overhauls. 

        In this section, we’ll discuss two programming models provided by SAP: SAP Cloud Application Programming Model and ABAP RESTful application programming model.

        
            7.3.1    SAP Cloud Application Programming Model

            SAP Cloud Application Programming Model is a framework of languages, libraries, and tools for developers to build enterprise-grade services and applications in SAP BTP. It provides guidance, best practices, and out-of-the-box solutions to simplify and accelerate the development timeline. As shown in Figure 7.5, CDS is the backbone of the programming model where it allows you to build data models and service definitions at a conceptual level, which will be used in the UI, service, and database layers. For the UI layer, SAP Fiori is used to offer consistency in the UX across your organization, but it also supports other non-SAP UI technologies. 
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                Figure 7.5    
            SAP Cloud Application Programming Model: Overview

            
            You can use both Node.js and Java libraries to expose and consume the service and, finally, persist your data using SAP HANA, SQLite, or PostgreSQL. Next, the artifacts are deployed as an application or microservice in the SAP BTP, Cloud Foundry environment. Currently, SAP recommends SAP Business Application Studio for cloud application development but also supports other development environments such as Visual Studio Code primarily for local development.

            In response to the dynamic landscape of rapidly evolving cloud technologies, it’s imperative that services or applications constructed on SAP BTP possess the flexibility to embrace new changes and seamlessly migrate to different technology platforms, eliminating the need for a fresh implementation. Therefore, SAP has designed the programming model with the following principles in mind to safeguard customer investment: 

            
                	
                    Open
The model supports both open-source and SAP technologies, which allows you to design system architecture based on your development needs. The programming model can be used for full-stack development or just backend service without UI and persistence layers.

                

                	
                    Opinionated
Due to the massive ecosystem in SAP BTP, SAP provides guidelines and best practice on cloud development. SAP also offers various out-of-the-box services and tools to improve the development experience.

                

                	
                    Platform-agnostic
Applications and services are independent from the underlying infrastructure. You’re not locked in with specific technologies or service providers, which enables you to keep pace with the latest cloud technologies and incorporate innovations into existing applications.

                

            

            
                Note

                SAP has provided detailed documentation on this topic for application developers to jump-start their journey to building applications using SAP Cloud Application Programming Model (https://cap.cloud.sap/docs).

            

        
        
            7.3.2    ABAP RESTful Application Programming Model

            In this section, we’ll discuss a programming model specific to the ABAP community. You’ll find some similarity in the programming model compared to SAP Cloud Application Programming Model, as SAP wants to maintain consistency in development experience regardless of the programming language. This long-awaited feature sets the right path to enable ABAP in the cloud.

            The ABAP RESTful application programming model is available in the SAP BTP, ABAP environment, and in the SAP S/4HANA system. It’s the successor to the ABAP programming model for SAP Fiori. If we look back at the evolution of application development in the ABAP world, as shown in Figure 7.6, prior to ABAP release 7.5, there is only a best practice guidance from SAP for application development. Various UI technologies, such as Web Dynpro for ABAP/Web Dynpro for Java, Floorplan Manager, and Business Server Pages (BSP), were used back then as an alternative for SAP GUI-based applications. 
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                Figure 7.6    
            Evolution of the ABAP World

            
            When CDS was released in ABAP release 7.4, application development started to evolve around CDS, using it as a foundation for data modeling and optimizing the capabilities of SAP HANA. However, applications were limited to read-only functionality, requiring developers to manually implement SAP Gateway services as OData services for transactional capabilities. The introduction of SAP Fiori as the standard UI technology for SAP applications posed new challenges, particularly in reconciling frontend development with SAPUI5, communication protocols using OData between frontend and backend, and ABAP backend development. In response to this complexity, SAP introduced the ABAP programming model for SAP Fiori, which was based on SAP Gateway, CDS, and Business Object Processing Framework (BOPF). The addition of BOPF-enabled transactional capabilities allowed developers to encapsulate business logic in the framework. However, this model faced limitations with the introduction of the SAP BTP, ABAP environment.

            Recognizing the need to bring the ABAP world into the cloud, SAP adopted an agnostic approach by introducing the ABAP RESTful application programming model. This model was designed to overcome the constraints of the previous ABAP programming model for SAP Fiori, which relied heavily on ABAP-centric technologies. Fortunately, the transition to the new programming model is relatively straightforward, as CDS continues to serve as the foundational element. BOPF is replaced by behavior definition and implementation to articulate transactional elements, and protocol-agnostic services are exposed through business services instead of Transaction SEGW. To understand how the programming model works, it’s compartmentalized into three different layers: data modeling and behavior, business services provisioning, and service consumption, as shown in Figure 7.7.
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                Figure 7.7    
            ABAP RESTful Application Programming Model: Overview

            
            Let’s take a closer look at these three areas: 

            
                	
                    Data modeling and behavior
As mentioned previously, CDS data modeling is the prerequisite for the programming model. Then, you have the option of whether to enable transactional capabilities with or without draft capabilities using behavior definition and implementation. Behavior implementation can be implemented in two ways: managed scenario or unmanaged scenario. Managed scenario is ideal for greenfield implementations, and transactional operations are handled implicitly by the programming model. However, if you have existing functionality from the traditional ABAP program or BOPF applications that you want to reuse, the unmanaged scenario is the choice for implementation.

                

                	
                    Business services provisioning
This layer is an intermediate between the data model and service consumption for the frontend application where you can control what to expose to the service. Depending on the nature of the application, some applications might only require the create functionality rather than full-blown transactional capabilities. Business object projection gives you the control to project all or just a subset of the data model and behavior. Next, using service definition, you can control the exposure of your CDS entities. The service is protocol-agnostic, and you have the option to use OData V2 or V4 as a UI or a Web API service through service binding.

                

                	
                    Service consumption
Depending on your service binding, OData with UI service allows you to develop SAP Fiori template apps where the UI is controlled by CDS annotations. For OData with Web APIs, it can be used by other applications as a simple Web API call.

                

            

            Once a business service is created, there are four different artifacts to create to expose the service for external consumption:

            
                	
                    Create the communication user
Using the SAP Fiori app Maintain Communication User in SAP BTP, you can create a communication user and password. It’s recommended to use the proposed password from SAP. 

                

                	
                    Create the communication system
Using the SAP Fiori app Communication System in SAP BTP, you can create a communication system and use the communication user and password that was created previously as credential.

                

                	
                    Create the communication scenario
Using the inbound service ID that was created during the business service creation, you can create the communication scenario. You can create and publish the artifacts in ADT, as shown in Figure 7.8. Once published, the communication scenario can be used to create the communication arrangement.

                

                	
                    Create the communication arrangement
Using the SAP Fiori app Communication Arrangement in SAP BTP, you can create the communication arrangement using the communication scenario and provide a communication system. As shown in Figure 7.9, a Service URL is generated that can be used for external application consumption with basic authentication.
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                        Figure 7.8    
            Communication Scenario
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                        Figure 7.9    
            Communication Arrangement

                    
                

            

        
        
            7.3.3    Comparative Review

            Both SAP Cloud Application Programming Model and the ABAP RESTful application programming model have their own unique attributes and use cases in application development, especially in the cloud world. Not only do they improve the developer experience, but they also provide an agnostic approach to safeguard your investment. Now that we’ve discussed the details of these programming models, Table 7.2 lays out some unique data points for each.

            
                
                    
                        	
                        	
                            SAP Cloud Application Programming Model

                        
                        	
                            ABAP RESTful Application Programming Model

                        
                    

                
                
                    
                        	
                            Server Stack

                        
                        	
                            Runs on Node.js or Java server

                        
                        	
                            Runs on an SAP NetWeaver ABAP stack

                        
                    

                    
                        	
                            Database

                        
                        	
                            Runs on an SAP HANA database, SQLite, and PostgreSQL

                        
                        	
                            Only runs on SAP HANA 

                        
                    

                    
                        	
                            Maturity

                        
                        	
                            Mature integration with SAP BTP services

                        
                        	
                            Limited SAP BTP services integration, but should extend rapidly going forward

                        
                    

                    
                        	
                            Preferred Model

                        
                        	
                            Preferred model for open-source community with Node.js and Java background

                        
                        	
                            Preferred model for businesses and partners running ABAP-based solutions

                        
                    

                    
                        	
                            Good For

                        
                        	
                            Build application with event-driven architecture and transactional capability

                        
                        	
                            Build applications with analytic and transactional capabilities

                        
                    

                    
                        	
                            Input-Output (IO) Model

                        
                        	
                            Nonblocking IO model

                        
                        	
                            Blocking IO model, but independent tasks executed in parallel as a workaround using CL_ABAP_PARALLEL

                        
                    

                    
                        	
                            Security Assertion Markup Language (SAML) Attributes Availability

                        
                        	
                            Ability to read SAML attributes to automate role-based routing and self- registration

                        
                        	
                            Unable to read SAML attributes because the ABAP stack is using persisted user records and thus is evaluating only the subject name identifier information contained in the security token (all other user-specific information for the current user can be retrieved by ABAP applications)

                        
                    

                
            

            Table 7.2    
            Programming Model Comparative Review

        
    


                    
                        
        7.4    SAP Build Process Automation

        SAP Build Process Automation is a solution tailored for both professional and citizen developers, providing them with the tools to harness the potential of no-code workflow management and robotic process automation (RPA) capabilities. The service represents the evolution of the now-retired SAP BTP service, merging SAP Workflow Management with SAP Intelligent Robotic Process Automation. 

        As an integral component of SAP Build within the SAP BTP application development and automation pillar, SAP Build Process Automation empowers developers across skill levels, ensuring a smooth transition and continued efficiency in application development and automation processes. It allows you to automate and digitize business processes with workflows, manage decisions, gain end-to-end process insights with process visibility, and build an automation using RPA. These services also come with standard out-of-the-box APIs that allow you to use the services on SAP, non-SAP, cloud, or on-premise systems. More information about APIs can be found in SAP Business Accelerator Hub. 

        As depicted in Figure 7.10, SAP Build Process Automation assumes a pivotal role within SAP BTP, particularly in application integration. Its significance lies in its ability to digitize processes and workflows, facilitate decisions management, gain comprehensive end-to-end process visibility, perform task automation, and discover and manage predelivered content, among various other functionalities. Additionally, it offers REST APIs for workflow service, automation execution and monitoring, visibility scenarios and workspace, and decisions. These APIs are crucial in the realm of application development and automation.

        
            [image: SAP Build Process Automation]

            Figure 7.10    
            SAP Build Process Automation

        
        Before the transition to SAP Workflow Management, now succeeded by SAP Build Process Automation, using the service involved a series of steps. Users had to manage the quotas and entitlements, subscribe to the service, create a service instance, assign a role collection, clone the application from the GitHub repository, and, finally, deploy the application using SAP Business Application Studio. This process had to be repeated for each service, including workflow, decision, and process visibility. The result was obtaining separate service launchpad URLs for each service, which significantly hampered development efficiency. 

        Recognizing the need for a more streamlined approach, SAP Workflow Management was introduced. The primary objective was to consolidate all services into a unified platform. This not only simplified the developer experience but also enhanced efficiency. A similar experience is incorporated into the SAP Build Lobby page under the Monitoring section where you can manage the processes and workflows, visibility scenarios, business rules, and automation jobs. Moreover, the introduction of booster provides a wizard-based experience that automates the service setup process. 

        In the following sections, we’ll discuss how to create decisions, workflows, and process visibility. But first, we’ll take a tour of SAP Build Process Automation’s lobby.

        
            7.4.1    Lobby

            Once you’re assigned with the appropriate role collection, you can access the services via SAP Build Lobby page, as shown in Figure 7.11, which is a central design and control center for creating, accessing, and managing projects in SAP Build Process Automation. Let’s walk through the key parts of the screen:

            
                	1 
    
	
                    Menu
The lobby’s menu consists of the following components:

                    
                        	
                            Lobby: Acts as a central hub for creating, accessing, and managing projects for your application, automated process, and business site.

                        

                        	
                            Connectors: Creates actions to interact with external systems or uses automation software development kit (automation SDK) to perform activities for an automation, such as Microsoft Excel SDK to read data from Microsoft Excel, Microsoft Outlook SDK to create meetings or appointments, and many others.

                        

                        	
                            Store: Contains prebuilt content packages created by SAP and authorized partners. For more details, refer to Section 7.4.5.

                        

                        	
                            Monitoring: Gathers and displays events coming from the deployed workflows or automation jobs, and manage processes.

                        

                        	
                            Control Tower: Allows developers to configure tenants, backend destinations or mail servers, and agent configuration. It also contains details, statuses, and error messages on tenants or agents.

                        

                    

                

            

            
                	1 
    
	
                    My Inbox
SAP Build has its own My Inbox application that allows users to process their tasks on mobile or desktop devices.

                

                	2 
    
	
                    Create new projects
Through the lobby, developers can create projects for business applications (SAP Build Apps), an automated process (SAP Build Process Automation), and a business site (SAP Build Work Zone).

                

                	3 
    
	
                    Clone/import project
Developers can import and clone the project using multitarget application (MTA) archive (MTAR), GNU Privacy Guard (GPG), or ZIP file types.
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                Figure 7.11    
            SAP Build Lobby

            
        
        
            7.4.2    Decision

            For many years, developers commonly relied on creating custom tables or using SAP standard table TVARVC to store configurable values, aiming to eliminate hard-coded values. Nevertheless, this approach mandated custom code to translate these values into meaningful application logic. As time progressed, this method contributed to a substantial increase in the system’s technical footprint, posing challenges during system transformations or migrations. 

            Addressing this concern, SAP introduced the Business Rule Framework plus (BRFplus), a business rule management system operating on the SAP NetWeaver Application Server (AS) for ABAP stack. It allows developers to embed part of the application logic into business rules, making it accessible within the application. However, it didn’t fully resolve the underlying issue, particularly in terms of reusability for cloud development. 

            In response, SAP introduced a decision service, which is embedded within SAP Build Process Automation, to facilitate the digitization and management of decision-making processes using the decision capability. This service empowers developers to seamlessly embed business rules into applications. Leveraging a low-code/no-code approach, it provides an in-app experience for business experts to modify decisions without requiring developer intervention. 

            A decision is constructed by combining one or more policies, with each policy containing a set of rules. These rules fall into two categories: 

            
                	
                    Decision table
A collection of input and output rule expression in a tabular format.

                

                	
                    Text rule
A collection of rule expression in a simple if-then format. 

                

            

            The implementation of decisions has been streamlined, focusing on maintaining the following three key aspects:

            
                	
                    Data types
Data types serve as an artifact defining the structure of data, which can be used as an input and/or output parameter, as shown in Figure 7.12. Data types can be created manually or reuse existing data types bundled within SDK packages or other packages in the store. Furthermore, SAP provides a Microsoft Excel file import function to expediate the creation of data types with numerous fields.

                    
                        [image: Data Types]

                        Figure 7.12    
            Data Types

                    
                

                	
                    Decision diagram
The decision diagram serves as a visual representation of the execution of decision logic from the input to the output. Through the diagram, you can easily observe the inputs and outputs associated with the decision, as well as the specific rules governing the decision, as shown in Figure 7.13.

                    
                        [image: Decision Diagram]

                        Figure 7.13    
            Decision Diagram

                    
                

                	
                    Configure decision
Using the created data types, you can define the input and output parameter for the decision as illustrated as Figure 7.13. Subsequently, you can formulate a rule, as shown in Figure 7.14, where application logic is constructed using the input and output parameters derived from the decision.
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                        Figure 7.14    
            Text Rule for Onboarding Type Based on the Onboarding Date

                    
                

            

            Now that we’ve gone through the details of a decision, we’ll use the decision capability as an example to show how services can be consumed by different platforms. Ultimately, these concepts should apply to other SAP BTP services. 

            When consuming a decision API, one of the mandatory parameters is the rule service ID. You can obtain the rule service ID after releasing the decision as shown in Figure 7.15.

            
                [image: Rule Service ID from the Released Decision]

                Figure 7.15    
            Rule Service ID from the Released Decision

            
            With the ID in hand, you can follow these general steps to consume the decision API: 

            
                	
                    Call decision in the SAP BTP, ABAP environment
For this use case, we’re creating an HTTP service in ADT, as shown in Figure 7.16, to consume the decision service and later expose the URL via the communication arrangement, as mentioned in Section 7.3.2. The code implementation will be written in handler class ZCL_HTTP_BUSINESS_RULES. The idea is to show how to call the decision service API in the SAP BTP, ABAP environment with the code implementation shown in Listing 7.1.

                    
                        [image: HTTP Service in the SAP BTP, ABAP Environment]

                        Figure 7.16    
            HTTP Service in the SAP BTP, ABAP Environment

                    
                

            

            
                Note

                You have another option to expose the service using the ABAP RESTful application programming model with the OData Web API. In this case, you’ll need to encapsulate your ABAP code into a class using a CDS custom entity, build the business service on top of it, and expose the service, as mentioned in Section 7.3.2.

            

            CLASS zcl_http_business_rules DEFINITION
  PUBLIC
  CREATE PUBLIC .
  PUBLIC SECTION.

    INTERFACES if_http_service_extension .
  PROTECTED SECTION.
  PRIVATE SECTION.
ENDCLASS.

CLASS zcl_http_business_rules IMPLEMENTATION.
  METHOD if_http_service_extension~handle_request.
    TYPES: BEGIN OF ty_date,
             onboarding_date TYPE datn,
           END OF ty_date,
           tty_date TYPE STANDARD TABLE OF ty_date WITH DEFAULT KEY,

           BEGIN OF ty_otype,
             onboarding_type TYPE string,
           END OF ty_otype,
           tty_otype TYPE STANDARD TABLE OF ty_otype WITH DEFAULT KEY,

           BEGIN OF ty_payload,
             rule_service_id TYPE string,
             vocabulary      TYPE tty_date,
           END OF ty_payload,

           BEGIN OF ty_result,
             result TYPE tty_otype,
           END OF ty_result.

    DATA(ls_payload) = VALUE ty_payload( rule_service_id = '<ID from Figure 1.15>'
                                         vocabulary = VALUE #( ( onboarding_date =  cl_abap_context_info=>get_system_date( ) ) ) ).
*   Convert ABAP input to JSON
    DATA(lv_json_payload) = xco_cp_json=>data->from_abap( ls_payload )->
apply( VALUE #( ( xco_cp_json=>transformation->underscore_to_pascal_case ) ) )->
to_string(  ).

    TRY.
*       Create HTTP Client by HTTP Destination
        DATA(lo_http_client) = cl_web_http_client_manager=>create_by_http_destination( cl_http_destination_provider=>create_by_cloud_destination( i_name = '<destination>' i_authn_mode = if_a4c_cp_service=>service_specific ) ).

*       Adding HTTP Header Fields
        lo_http_client->get_http_request( )->set_header_fields( VALUE 
#( ( name = if_web_http_header=>content_type value = if_web_http_header=>
accept_application_json )
        ( name = if_web_http_header=>accept      value = if_web_http_header=>
accept_application_json ) ) ).
        
*       Set HTTP Payload
        lo_http_client->get_http_request( )->set_text( lv_json_payload ).
        
*       Business Rules Endpoint
        lo_http_client->get_http_request( )->set_uri_path( 'https://spa-api-gateway-bpi-us-prod.cfapps.us10.hana.ondemand.com/public/rule/runtime/rest/v2/rule-services' ).
        
*       Execute HTTP GET-Request and store Response
        DATA(lo_http_response) = lo_http_client->execute( if_web_http_client=>
post ).

        DATA(lv_text) = lo_http_response->get_text( ).
        
*       Convert JSON to ABAP structure
        IF NOT lv_text IS INITIAL.
          DATA(ls_respond) = VALUE ty_result( ).
          xco_cp_json=>data->from_string( lo_http_response->get_text( ) )->
apply( VALUE #( ( xco_cp_json=>transformation->pascal_case_to_underscore ) ) )->
write_to( REF #( ls_respond ) ).
        ENDIF.

        IF NOT ls_respond-result IS INITIAL.
          response->set_text( |Onboarding Type is: { ls_respond-result[ 1 ]-onboarding_type }| ).
        ENDIF.
        
        DATA(ls_status) = lo_http_response->get_status( ).
        response->set_status( i_code   = ls_status-code
                              i_reason = ls_status-reason ).

      CATCH cx_http_dest_provider_error cx_web_http_client_error INTO DATA
(lx_error).
    ENDTRY.
  ENDMETHOD.
ENDCLASS.  


            Listing 7.1    
            Invoke the Decision API in the SAP BTP, ABAP Environment

            
                	
                    Call decision in the on-premise SAP S/4HANA system
Currently, a decision API supports only the OAuth 2.0 application flow authentication method. Therefore, as a prerequisite step to calling the OAuth 2.0 API, you have to do the following:

                    
                        	
                            Create an OAuth 2.0 client profile via Transaction SE80. In our example, we named it as ZH01_BR_PROFILE with no scope defined.

                        

                        	
                            Create an OAuth 2.0 client via Transaction OA2C_CONFIG using the client profile. In our example, we named it ZH01_BR_CONFIG. Details such as client secret, authorization, and token endpoint can be found in the process automation service key.

                        

                        	
                            Create a remote function call (RFC) destination with connection type G via Transaction SM59. In our example, we named it BTPH01_BR_OAUTH. Under the Logon & Security tab and Security Options section, if you’re using the DEFAULT Secure Sockets Layer (SSL) client, you need to import the certification into the system via Transaction STRUST.

                        

                    

                    Listing 7.2 shows the code implementation for how to consume the decision API in the on-premise SAP S/4HANA system.

                    REPORT zbtp_h01_oauth2.

TYPES: BEGIN OF lty_data,
         OnboardingType TYPE string,
       END OF lty_data.

DATA lt_data TYPE STANDARD TABLE OF lty_data.

* Create HTTP client object using destination
cl_http_client=>create_by_destination(
  EXPORTING
    destination              = 'BTPH01_BR_OAUTH'
  IMPORTING
    client                   = DATA(lo_http_client)
  EXCEPTIONS
    argument_not_found       = 1
    destination_not_found    = 2
    destination_no_authority = 3
    plugin_not_active        = 4
    internal_error           = 5
    OTHERS                   = 6 ).
IF sy-subrc <> 0.
* Implement suitable error handling here
ENDIF.

* Disable logon popup
lo_http_client->propertytype_logon_popup = lo_http_client->co_disabled.

* Set HTTP Method
lo_http_client->request->set_method( method = if_http_request=>co_request_method_post ).

* Set JSON Payload
DATA(lv_json) = CONV string( '{"RuleServiceId":"<ID from Figure 1.15> ",
"Vocabulary":[{"OnboardingDate": "2021-03-01"}]}' ).
lo_http_client->request->set_cdata( data = lv_json ).
* Set HTTP content type
lo_http_client->request->set_content_type('application/json').
* Set header field
lo_http_client->request->set_header_field( name  = 'Accept'
                                           value = '*/*' ).

CONSTANTS: lc_profile TYPE oa2c_profile VALUE 'ZH01_BR_PROFILE'.
DATA: lv_config  TYPE oa2c_configuration.

lv_config = 'ZH01_BR_CONFIG'.
* Create OAuth 2.0 client
TRY.
    cl_oauth2_client=>create(
      EXPORTING
        i_profile       = lc_profile
        i_configuration = lv_config
      RECEIVING
        ro_oauth2_client = DATA(lo_oauth2_client)
    ).
  CATCH cx_root INTO DATA(lx_root).
*    WRITE lx_root->get_text( ).
*    PERFORM error_handling.
    RETURN.
ENDTRY.

* Set access token to HTTP client object
TRY.
    lo_oauth2_client->set_token(
      EXPORTING
        io_http_client = lo_http_client ).
*        i_param_kind = 'H' ).

  CATCH cx_oa2c
    INTO DATA(lx_oa2c_at).
    TRY.
        lo_oauth2_client->execute_cc_flow( ).
      CATCH cx_oa2c INTO lx_oa2c_at.
    ENDTRY.

    TRY.
        lo_oauth2_client->set_token(
          EXPORTING
            io_http_client = lo_http_client
            i_param_kind = 'H' ).
      CATCH cx_oa2c INTO lx_oa2c_at.
    ENDTRY.
ENDTRY.

* Call decision service
lo_http_client->send(
  EXCEPTIONS
  http_communication_failure = 1
  http_invalid_state         = 2
  http_processing_failed     = 3
  http_invalid_timeout       = 4
  OTHERS                     = 5 ).
IF sy-subrc <> 0.
*  lo_http_client->get_last_error(
*    IMPORTING
*      code           = DATA(l_code)
*      message        = DATA(l_message) ).
ENDIF.

* Get response
lo_http_client->receive(
  EXCEPTIONS
  http_communication_failure = 1
  http_invalid_state         = 2
  http_processing_failed     = 3
  OTHERS                     = 4 ).
IF sy-subrc <> 0.
*  lo_http_client->get_last_error(
*    IMPORTING
*      code           = l_code
*      message        = l_message ).
ENDIF.

* Get HTTP status
lo_http_client->response->get_status( IMPORTING code   = DATA(lv_status_code)
                                                reason = DATA(lv_status_text) ).

* Display data based on content type
IF lv_status_code = 200.
* Get JSON data
  DATA(lv_response_body) = lo_http_client->response->get_cdata( ).
  DATA(lv_content_type) = lo_http_client->request->get_content_type( ).

  IF lv_content_type CP 'text/html'.
    cl_demo_output=>display_html( html = lv_response_body ).
  ELSEIF lv_content_type CP 'text/xml'.
    cl_demo_output=>display_xml( xml = lv_response_body ).
  ELSEIF lv_content_type CP 'application/json'.
    cl_demo_output=>display_json( json = lv_response_body ).
  ENDIF.
ENDIF.

* Else, deserialize data into ABAP structure
SPLIT lv_response_body AT '[' INTO TABLE DATA(lt_stringtab).
ASSIGN lt_stringtab[ 2 ] TO FIELD-SYMBOL(<lfs_stringtab>).
IF sy-subrc = 0.
  DATA(lv_finalstring) = '[' && <lfs_stringtab>.
ENDIF.

* Deserialize JSON data into ABAP structure
/ui2/cl_json=>deserialize(
  EXPORTING
    json             = lv_finalstring
    pretty_name      = /ui2/cl_json=>pretty_mode-camel_case
  CHANGING
    data             = lt_data ).

* Display data after deserialization
cl_demo_output=>display_data(
  EXPORTING
    value  = lt_data ).

lo_http_client->close(
  exceptions
    http_invalid_state = 1
    OTHERS             = 2 ).   


                    Listing 7.2    
            Invoke the Decision API in the SAP S/4HANA Cloud Private Edition/On-Premise System

                

            

        
        
            7.4.3    Workflow

            Workflow technology has matured over the years and has massive adoption in almost every software development industry, including Amazon Simple Workflow Service, Google Cloud Workflows, Logic Apps and Power Automate from Microsoft, and the workflow service in SAP BTP. 

            SAP Build Process Automation allows you to automate and streamline business processes effectively from multiple systems. You can build side-by-side extensions running on SAP BTP without interrupting the core systems, which aligns with SAP best practices for a clean core approach. The process within SAP Build Process Automation comes with a graphical editor, as shown in Figure 7.17, and allows you to model processes using form, action, automation, decision, events and many others. Furthermore, it provides out-of-the-box applications to help you monitor and manage the workflow instance. 

            
                [image: Building Process in SAP Build Process Automation]

                Figure 7.17    
            Building Process in SAP Build Process Automation

            
            Following are overviews of each component when creating a process in SAP Build Process Automation:

            
                	
                    Form/Approval
Build an interactive form to capture and share information during the running process. Recognizing the significance of approvals in business processes, SAP offers an approval form that can be easily configured and integrated into the process.

                

                	
                    Action
Integrate APIs as actions to be used from various sources into an automation process. The following methods are available when setting up the actions. During this setup, developers can customize the input and output values of API operations and test the action using the test console. Once the action has been thoroughly tested, developers can release and publish the project to the library for consumption.

                    
                        	
                            Live API: Sourced from APIs from the graph, SAP Cloud Application Programming Model, ABAP RESTful application programming model, and SAP BTP destinations or SAP systems SAP Cloud Application Programming Model and ABAP RESTful application programming model.

                        

                        	
                            API specification: Sourced from packages from the registered systems with the SAP BTP global account.

                        

                        	
                            SAP standard APIs: These APIs are listed in the SAP Business Accelerator Hub.

                        

                        	
                            Your own APIs: Upload your own API specification or build your own from a scratch file with the recommended types, including OpenAPI, EDMX, or XML.

                        

                    

                

                	
                    Automation
Composing a series and succession of steps involves leveraging intelligent bots, actions, decisions, and others to complete a task. Within the automation, you can reuse other automations, application screen captures, SDK package activities, and data types and controls such as LOOP, REPEAT, and many others.

                

                	
                    Controls and Events
Controls such as branching and condition empower developers to embed application logic within the process. Simultaneously, the developer has the ability to raise an event dynamically during runtime.

                

                	
                    Subprocess
Subprocess proves invaluable for efficiently managing large, complex processes or reusing the process multiple times within a process.

                

                	
                    Email
Send an email out to recipients as a way of communication during the running process.

                

                	
                    Decision
Decision comprises a collection of rules designed to analyze input and generate an output, thereby guiding the flow of an application.

                

            

            Once the process is released, you can instantiate the process using the Processes and Workflows application under the Manage subsection. First, select the deployed process—in this case, it’s the Approve Credit Memo process—and click on the Start New Instance button to instantiate the process, as shown in Figure 7.18.

            
                [image: Instantiating the Process Instance Using the Processes and Workflows Application]

                Figure 7.18    
            Instantiating the Process Instance Using the Processes and Workflows Application

            
            Furthermore, it comes with an audit trail capability, as shown in Figure 7.19, where process execution is logged in to Logs. This is a perfect tool for administrators or technical users to analyze the process execution at a granular level; for example, the execution time, user who performed the task, and current state of the workflow instance. If it’s terminated abnormally, the Error button will filter and show only the error message details while the Context tab provides visibility on all data exchanges within an instance.

            
                [image: Workflow Execution Log]

                Figure 7.19    
            Workflow Execution Log

            
        
        
            7.4.4    Process Visibility

            The name of the service speaks for itself. Process visibility provides end-to-end visibility on processes running on the cloud, on-premise, or a hybrid environment through a standard SAP Fiori dashboard, as shown in Figure 7.20. The dashboard enables process transparency by consolidating all defined key performance indicators (KPIs) into a single view to help you identify process bottlenecks so that action can be taken prior to escalation. Data within process visibility can be updated manually or through a schedule job in the Visibility Scenarios app, which is available out-of-the-box in SAP Build lobby.

            
                [image: Process Visibility Scenario for the Prehire Employee Onboarding Process]

                Figure 7.20    
            Process Visibility Scenario for the Prehire Employee Onboarding Process

            
            As of the time of writing, you can build visibility scenarios for the following processes:

            
                	
                    Observed process
Process visibility offers APIs enabling external applications to push events into the service. These events can then be observed and incorporated into visibility scenario as part of the process.

                

                	
                    Workflow 
A deployed workflow service can be added into the visibility scenario. This enables all the events, context, and attributes associated with the workflow service to become visible and available for configuration purposes.

                

                	
                    Process
Process-generated automation can be integrated into the visibility scenario. Much like with workflow services, events, contexts, and attributes from the process is accessible for configuring the visibility scenario.

                

                	
                    SAP BPM
Processes generated from SAP Business Process Management (SAP BPM) can be added into the visibility scenario to gain visibility on the SAP BPM process.

                

                	
                    SAP Business workflows
Similar to SAP Workflow Management, business workflows from SAP ERP, SAP S/4HANA Cloud, and SAP S/4HANA are also supported for visibility scenario.

                

                	
                    Qualtrics survey
Survey data collected from Qualtrics can be added into the visibility scenario, enabling users to view and analyze the data. This integration facilitates the optimization of the overall process and provides valuable operational insights.

                

            

            
                [image: Process Visibility Configuration]

                Figure 7.21    
            Process Visibility Configuration

            
            Once processes are added into the visibility scenario, the focus shifts to configuration, transforming data into actionable and meaningful KPIs. This not only provides an overview of the data but also enables users to delve deeper into details by drilling down on individual tiles. The configuration process is intuitive, guiding users through the steps of adding one or more processes, correlating them if necessary, and defining phases, states, statuses, and attributes. Additionally, actions can be set up to automate specific tasks by triggering workflow services based on the status of the process instance. Finally, users can create KPIs using all available fields, as illustrated in Figure 7.21, which will then appear as a tile on the dashboard shown previously in Figure 7.20.

        
        
            7.4.5    Store

            The Store features SAP prebuilt content created by SAP and authorized partners, showcased in Figure 7.22. SAP endeavors to offer best practices for diverse industries and LoBs. All predelivered contents is meticulously constructed using SAP BTP services and is tailored explicitly for SAP products. Examples include tasks such as mass maintenance of cost centers in an SAP S/4HANA system, automated posting of goods receipt, and many others, all designed to be production ready. 

            Rather than starting from scratch, customers can leverage the efficiency of standardized processes. This allows the entire solution to swiftly become operational on SAP BTP with minimum effort. Additionally, the Store provides ready-to-use SDKs for PDFs, Microsoft Word, Microsoft Excel, and others, streamlining the development process.

            
                [image: Store in SAP Build Process Automation]

                Figure 7.22    
            Store in SAP Build Process Automation

            
            
                Note

                For more information on using the Store, refer to http://s-prs.co/v591923.

            

        
    


                    
                        
        7.5    SAP Build Apps

        SAP Build Apps, formerly known as SAP AppGyver, is a service within the SAP Build product. SAP has consolidated all of its low-code/no-code offerings under a single brand, aiming to streamline and unify the developer experience across its various development tools and platforms. SAP Build Apps enables users of all backgrounds to develop full-stack applications visually, eliminating the need for writing code. It offers drag-and-drop functionality that conceals the complexity typically associated with development, making the process accessible to a broader range of user.

        We already covered SAP Build Apps in the context of UI development in Chapter 6, Section 6.4.8. In this section, we’ll only touch on the overview on how to construct business logic in SAP Build Apps, focusing on the following two topics: application logic and functions.

        
            7.5.1    Application Logic with the App Editor

            Before we delve into the components of application logic in SAP Build Apps, it’s essential to understand two key concepts in application logic: the app state, which includes two different states, and the logic flows.

            
                	
                    App state  – variable state
Consider this as the data stored in the device’s memory, analogous to the runtime variables in any programming language. The data can come from various sources such as user input, information fetched from APIs, device information, and more.

                

                	
                    App state – component state
The current state or condition of the view components, for example, the color or visibility of the UI element. The component state is connected with the variable state through the binding of a component property to a variable.

                

                	
                    Logic flows
These consist of a triggering event and attached flow functions, each represented as a node on the logic canvas. The execution sequences of the logic flow are determined by connecting wires between these nodes, as shown in Figure 7.23.

                    
                        [image: Logic Flow within the Logic Canvas]

                        Figure 7.23    
            Logic Flow within the Logic Canvas

                    
                

            

            Now that we understand the concept of app state and logic flow, we can start constructing the application logic in SAP Build Apps. To open up the application logic canvas, click on Add logic (circled in the box), located at the bottom half of the application builder view, as shown in Figure 7.24.

            
                [image: Open Application Logic Canvas]

                Figure 7.24    
            Open Application Logic Canvas

            
            Application logic in SAP Build Apps comprises the following components, as shown in Figure 7.25:

            
                	1 
    
	
                    Events
Events are classified into different categories, including component events, app or page lifecycle events, variable events, other events, and custom events, all of which can be triggered by either the user or the application to execute flow functions. A simple example is shown in Figure 7.25: when a user clicks on a button, it triggers a component tab event received by the application to perform the next course of action. 

                

                	2 
    
	
                    Flow functions
Flow function can be accessed through the flow function library panel, which is divided into three tabs: CORE, BY ME, and INSTALLED, as shown on the left-hand panel in Figure 7.25. These functions can be easily added to the application via a simple drag-and-drop process.

                

                	3 
    
	
                    Trigger events
Events can be invoked at anywhere within the application. However, if the same events are created multiple times within the application, it should be created on the global canvas for reusability. This allows accessibility from any points within the application and eliminates the need for repetitive event creation in multiple places. With the Trigger event flow function, developers can now call the event created at the global canvas, as shown in Figure 7.25. Detailed steps on how to create events at the global canvas for reusability can be found at http://s-prs.co/v591924.

                

                	4 
    
	
                    Custom JavaScript
Complex and advanced data operations can be achieved using the JavaScript flow function.

                

                	5 
    
	
                    Pull to refresh
Pull to refresh is an event source for the Receive event flow function on the UI page, allowing developers to incorporate custom responses to the application.

                

            

            
                [image: Application Logic Components]

                Figure 7.25    
            Application Logic Components

            
            The Upload files flow function can be located in the service marketplace. Once installed, it will be available in the flow function library panel under the Installed tab, ready to be used.

        
        
            7.5.2    Functions with the Backend Editor

            Functions are a part of the core feature of visual cloud functions, facilitating the execution of logic flows in a visual manner. To create the function, you have to create an SAP Build Apps project from SAP Build lobby and choose the application backend type application. Next, navigate to the Functions tab at the top toolbar, and create the function via the CREATE NEW button at the top-right corner, as shown in Figure 7.26.

            
                [image: Create Function]

                Figure 7.26    
            Create Function

            
            Once a function is created, its logic flow can be constructed and configured visually within the logic canvas, as depicted in Figure 7.27. Each function begins with a start execution node on left and concludes with one or more nodes on the right. Additional nodes can be inserted in between to incorporate the function logic. To use the function, it must be enabled as a data source and be consumed within the logic canvas using a Run cloud function flow function.

            
                [image: Visual Cloud Function: Function]

                Figure 7.27    
            Visual Cloud Function: Function

            
        
    


                    
                        
        7.6    Automation with UiPath

        To capitalize on the strong momentum of SAP Build Process Automation, SAP has broadened its partnership with UiPath Inc. to cater to customers using various tools. UiPath is a global enterprise offering artificial intelligence (AI) and automation technology across a wide range of industries, including banking and financial services, healthcare, high tech, manufacturing, and many others.

        As part of the partnership, UiPath commits to run its business operations on SAP S/4HANA Cloud while the UiPath business automation platform is now accessible through the SAP endorsed apps in the SAP Store online marketplace. This platform enables customer to accelerate their migration to the cloud by leveraging its automations capabilities. It seamlessly integrates with prebuilt UiPath Solution Accelerators, as illustrated in Figure 7.28, providing customers with a starting point for building solutions while offering the flexibility to modify and enhance the prebuilt components for incorporation into end-to-end business processes. 

        Additionally, customers can leverage more than 250 prebuilt UiPath connectors, as shown in Figure 7.29, to rapidly automate business solutions in conjunction with solution accelerators. You can now sign up for an account and immediately access a free trial of UiPath.

        
            [image: UiPath Solution Accelerators]

            Figure 7.28    
            UiPath Solution Accelerators

        
        
            [image: UiPath Integration Service: Connectors]

            Figure 7.29    
            UiPath Integration Service: Connectors

        
        UiPath offers a development experience akin to SAP Build Process Automation. This includes a feature allowing developers to easily locate activities based on categories such as AWS and Microsoft Azure, a functionality highlighted in Figure 7.30. Such categorization proves especially beneficial for developers seeking to use services from specific vendors exclusively. Conversely, the search bar offers developers a straightforward means to find specific services, such as making HTTP calls, deserializing XML or JSON strings, and reading from Microsoft Excel sheets, among others. 

        
            [image: UiPath Studio]

            Figure 7.30    
            UiPath Studio

        
        
            Note

            SAP recommends using SAP Build Process Automation as the primary solution for constructing the business automation solution. However, for customers who have already invested in UiPath, an alternative option exists. They can leverage UiPath’s services to develop automation solutions, taking advantage of the prebuilt content tailored for SAP solutions.

        

    


                    
                        
        7.7    Summary

        In this chapter, we’ve explored various aspects of building business logic in SAP BTP. We observed the industry’s transition toward a low-code/no-code development approach and how SAP has adapted and enhanced its offerings to deliver an optimal development platform for customers. Initially, we delved into configuring three different runtimes within SAP BTP, offering users the flexibility to tailor their development environment to their specific requirements. Subsequently, we examined two programming models: the SAP Cloud Application Programming Model and the ABAP RESTful application programming model. These models provide developers with best practices and guidance for developing applications in SAP BTP. Additionally, we explored SAP Build Process Automation, SAP Build Apps, and automation with UiPath, which contribute to streamlining application development processes. To illustrate the usage API services, we provided a code sample demonstrating how to consume decision services in both cloud and on-premise systems using the ABAP programming language, respectively.

        Next, we’ll delve into one of the most crucial aspects of development—integration. We’ll begin by outlining a methodology, followed by an exploration of the diverse SAP BTP services available within SAP Integration Suite. 

    


                    
                        8    System and Process Integration
Integration is a core component of an intelligent enterprise. We’ll discuss the capabilities offered under the SAP Business Technology Platform (SAP BTP) umbrella in this chapter, in particular the solutions included within SAP Integration Suite.
This chapter explores integration technologies included in SAP BTP, both on-premise and as part of the cloud offerings in SAP Integration Suite. The chapter begins with an overview of the SAP Integration Solution Advisory Methodology, a framework that can help define and scale an organization’s integration practice. You’ll then learn about SAP’s major integration products, understand the broad capabilities of each, and compare similar tools.

        8.1    Overview

        Let’s start with a fictitious use case. Wild Wind Inc. wants to build a 360-degree view of their top customers’ opportunities and review open customer incidents (known as a customer 360 experience). They are using SAP S/4HANA Cloud to maintain information about sales orders, materials, products, and price information, and they are using SAP Customer Experience to maintain information about customers and opportunities. They could have been using Salesforce as well to maintain customer information. They are also using ServiceNow to maintain their service incidents. To achieve their goal of gaining a customer 360 experience, they need to effectively and efficiently connect all the systems in their landscape end to end. They need an integration platform that will easily bring the heterogeneous landscape they have together. 

        As shown in Figure 8.1, SAP Integration Suite provides all the necessary services to help Wild Wind. SAP Integration Suite on SAP BTP is SAP’s comprehensive, versatile, hybrid, and enterprise-grade integration platform covering all integration styles and landscapes. It’s central to SAP BTP and the enabler of end-to-end business processes across lines of business (LoBs), partners, and third-party applications. It simplifies and accelerates integration projects and helps organizations quickly transition to intelligent enterprises. Enhanced event stream processing powers real-time, resilient, and scalable connectivity across heterogenous and hybrid clouds.

        Integration is enabled with SAP’s popular applications (based both on the cloud and on-premises) and the different non-SAP third-party applications, which could also include legacy or proprietary on-premises customer applications. SAP Business Accelerator Hub is where you can discover and find prebuilt integrations, application programming interfaces (APIs), application events, connecters, and e-government scenarios (e.g., e‐invoicing for Spain).

        In the middle are the main capabilities of SAP Integration Suite:

        
            	
                Integration assessment
With this, you can take a systematic approach to design, document, and govern an integration technology strategy in your enterprise, based on key parts of the SAP Integration Solution Advisory Methodology template.

            

            	
                Cloud Integration
This helps you discover, develop, and operate scenarios for end-to-end process integration, covering application-to-application (A2A), business-to-business (B2B), and business-to-government (B2G) integrations.

            

            	
                Integration Advisor
This accelerates your development of interfaces and mappings using crowdsourcing and machine learning capabilities to accelerate the interface design.

            

            	
                Trading Partner Management (TPM) 
TPM is used to maintain, operate, and monitor B2B scenarios, to customize both your own company and the trading partners to get them onboarded to scenarios. Then, message implementation guidelines (MIGs) and mapping guidelines (MAGs) will be generated via the Integration Advisor.

            

            	
                API Management
This helps you design, deliver, and manage all your APIs covering the entire lifecycle of APIs until deprecation.

            

            	
                SAP Graph 
As part of the API Management capability, you can create out-of-the-box connected data graphs of SAP-managed business data directly in SAP Integration Suite. You can also compose your own or extend the business data graph with additional data models and sources. 

            

            	
                Open Connectors
These are used to simplify non-SAP connectivity and to add non-SAP cloud applications to your integration scenarios.

            

            	
                SAP Integration Suite, advanced event mesh 
This is SAP’s fully-managed event streaming and management service that enables enterprise-grade event-driven architecture. As part of SAP’s event-driven ecosystem, it powers end-to-end event-driven architectures. (Note: A separate license is necessary for this service.)

            

            	
                Edge Integration Cell
This new kid in the integration family is an optional on-premise runtime for local integration to comply with local regulations. All prebuilt integration content can be leveraged also for running on the Edge Integration Cell. 

            

            	
                Migration assessment and the migration tool
This tool helps estimate the migration effort for SAP Process Orchestration scenarios and automate the migration itself based on integration flow (iFlow) templates.

            

        

        Finally, at the bottom of Figure 8.1, you see that SAP Integration Suite is a vendor-managed multicloud offering with all capabilities running on different hyperscaler environments such as Amazon Web Services (AWS), Microsoft Azure, Alibaba Cloud, SAP NS2 Cloud (Government), and Google Cloud Platform.

        
            [image: SAP Integration Suite]

            Figure 8.1    
            SAP Integration Suite

        
    


                    
                        
        8.2    SAP Integration Solution Advisory Methodology

        Today’s enterprise landscapes are getting more complex by the day. With enterprises wanting to become intelligent and modern, new technologies, products, and applications are introduced into the landscape to support the business. It’s getting harder for architects to define and design a future integration architecture that can support both the current integration requirements and the new ones arising from new business requirements. They need an integration model that can support hybrid integration and let them mix and match and combine various technologies. This helps companies remain agile and open to change. The next important aspect is governance. As integration needs increase, companies need governance in place that will help ensure all integration implementations within the organization are executed on agreed-on standards in a consistent way. 

        Although it’s pretty apparent that organizations need an integration strategy to help them, there is no one size that fits all customers. An integration strategy depends on various factors, such as the organization’s current landscape, existing and future investments and plans, enterprise architecture strategy, commercial aspects, and so on. Therefore, SAP has introduced SAP Integration Solution Advisory Methodology to help customers build and implement integrations in their landscape. 

        SAP Integration Solution Advisory Methodology is based on a framework that helps assess, define, and implement an integration strategy. The framework is defined in a technology-agnostic fashion this helps you apply the framework to any technology—SAP or non-SAP. The framework delivers accelerators that can be easily adopted. Examples of accelerators are architecture blueprints, integration dos and don’ts, and integration use case patterns. SAP Integration Solution Advisory Methodology covers all dimensions of integrations, and it can be applied to on-premise or cloud-centric environments or hybrid environments with SAP and non-SAP applications and technologies. 

        SAP Integration Solution Advisory Methodology provides business benefits by raising the integration maturity level of your organization, as shown in Figure 8.2. Organizations can change from a nonsystematic approach, where integrations are built one by one in an uncoordinated fashion, toward a systematic approach. With a systematic approach you start with an assessment of an integration strategy. Then, you design a hybrid integration platform and define integration best practices. At the end to wrap up, you ensure the organization is set up with a practice of empowerment. 

        
            [image: Raising Organizations’ Integration Maturity Level through SAP Integration Solution Advisory Methodology]

            Figure 8.2    
            Raising Organizations’ Integration Maturity Level through SAP Integration Solution Advisory Methodology

        
        The integration methodology includes four main steps, as shown in Figure 8.3: assess your integration strategy, design your hybrid integration platform, define integration best practices, and enable a practice of empowerment. We’ll discuss each in the following sections.

        
            [image: Four Steps in SAP Integration Solution Advisory Methodology]

            Figure 8.3    
            Four Steps in SAP Integration Solution Advisory Methodology

        
        
            8.2.1    Assess Your Integration Strategy

            The first step is assessing the integration strategy. To access the integration strategy, the methodology provides you with a three-stage approach: integration domains, integration styles, and use case patterns.

            
                Stage 1: Integration Domains

                Integration domains are typical integration areas in cloud and hybrid environments. Figure 8.4 shows the various integration domains: on-premise to on-premise, on-premise to cloud, thing to cloud, and so on. 

                Most customers make the journey starting at the on-premise-to-on-premise integration domain and move toward the hybrid on-premise-to-cloud integration domain. Depending on the business strategy, you might have integrations to user-centric applications that integrate to customers and workforces. In this case, you’ll look at user-to-cloud or user-to-on-premise integration domains. If your business wants to integrate to physical objects using the Internet of Things (IoT), then thing-to-cloud or thing-to-on-premise integration domains will become relevant. These integration domains are used to help you perform your first high-level assessment and scoping of your integration strategy. SAP Integration Solution Advisory Methodology provides templates you can use to define what kinds of integration domains are relevant for you today, what kinds aren’t relevant, or what kinds might be relevant for evaluation in the future. Table 8.1 is an example of one such template. 
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                    Figure 8.4    
            Integration Domains
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                Table 8.1    
            Integration Domain Template in SAP Integration Solution Advisory Methodology

                Integration domains and the template are your entry point into SAP Integration Solution Advisory Methodology and provide a big-picture view of your integration. You can assess your integration architecture by selecting the integration domains that are relevant for your organization or that you might want to further evaluate. Next, you can list your current integration technologies/services (as is), and you can derive your future target architecture (to be). Integration domains are technology-agnostic and can therefore also help in blueprinting a hybrid integration platform consisting of multiple integration technologies (SAP and non-SAP). You could also remove integration domains that aren’t relevant in your organization.

            
            
                Stage 2: Integration Styles

                Integration styles are basic categories of integrations in hybrid and cloud-centric environments. These describe basic distinguishable characteristics of integrations. As of today, the following are the different styles defined as part of SAP Integration Solution Advisory Methodology, as shown in Figure 8.5:

                
                    	
                        Process integration
Defines how to chain business processes across business applications.

                    

                    	
                        Data integration
Defines how to synchronize data between different applications.

                    

                    	
                        Analytics integration
Defines how to derive and expose analytical data for business insights from business applications.

                    

                    	
                        User integration
Defines how to integrate user-centric applications with business applications.

                    

                    	
                        Thing integration
Defines how to integrate real-world things with business applications.

                    

                    	
                        Cross-use cases
Defines integration scenarios that don’t fall under one single integration style and involves multiple. Examples include API-managed integrations, event-based integration, and workflow management.

                        
                            [image: Integration Styles in SAP Integration Solution Advisory Methodology]

                            Figure 8.5    
            Integration Styles in SAP Integration Solution Advisory Methodology

                        
                    

                

                Table 8.2 lists some key characteristics of the integration styles that will identify and categorize the various integration needs within your organization. 
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                                    	B2B protocol support


                                

                            
                            	
                                
                                    	Data orchestration


                                    	Complex transformations


                                    	Data quality management


                                    	Big data processing


                                

                            
                            	
                                
                                    	Local and remote data sources


                                    	Data and predictive modeling, planning


                                    	Data privacy and authentication


                                    	Data volume


                                

                            
                            	
                                
                                    	Online and offline support


                                    	Device management


                                    	End-user management 


                                    	Application management


                                

                            
                            	
                                
                                    	Thing management 


                                    	Edge intelligence 


                                    	IoT protocol support


                                    	Event stream processing


                                

                            
                        

                    
                

                Table 8.2    
            Characteristics per Integration Style in SAP Integration Solution Advisory Methodology

                Analytics, user, and thing integration styles are relatively straightforward to identify compared to process and data integration styles. Because there is often confusion around categorizing a requirement as the process or data integration style, we’ll explain these two in detail. 

                Typically, process integration involves chaining distributed business processes. The business process can span not just within an organization but even outside the organization with business partners, vendors, customers, government agencies, and others. Communication can be synchronous, asynchronous, or event based, and it can happen across SAP and non-SAP systems and applications. This style involves message-based processing and supports mapping, routing, and monitoring of messages or the integration. 

                Data integration typically involves pipelining and orchestration of data in complex landscapes. Data warehousing, IoT ingestion, batching data, and streaming data are scenarios supported by data integration. The focus is all around data—processing it, storing it, and accessing it. Advanced data transformation and processing using machine learning and predictive analytics can also be performed. Data can reside within or outside the organization in the form of enterprise data, data lakes, cloud storage, unstructured data, and so on. 

            
            
                Stage 3: Use Case Patterns

                The third and last stage in integration strategy assessment is identifying use case patterns. Use case patterns are common integration scenarios in today’s organizations. The patterns in SAP Integration Solution Advisory Methodology are defined from a business perspective and in a technology-agnostic way. This helps you leverage the framework even if there are non-SAP technologies and products involved. A library of use case patterns is available as part of the SAP Integration Solution Advisory Methodology framework with more than 20 predefined integration patterns. As shown in Figure 8.6, the integration use case patterns are grouped along the integration styles, and some are based on cross-use case styles that don’t belong to one type of integration style. The library is extensible, which means customers can add their specific use cases based on their industry, unique application, or functional/business requirements.

                
                    [image: Integration Use Case Patterns in SAP Integration Solution Advisory Methodology]

                    Figure 8.6    
            Integration Use Case Patterns in SAP Integration Solution Advisory Methodology

                
                There are four process integration use case patterns:

                
                    	
                        Application-to-application (A2A)
In the A2A process integration use case pattern, as shown in Figure 8.7, business objects and transactional data are exchanged across multiple applications, and business process steps across these applications are chained. An example is the lead-to-cash process that spans SAP Customer Experience and SAP S/4HANA, and the sales order is exchanged between these applications.

                        
                            [image: A2A Process Integration Use Case Pattern]

                            Figure 8.7    
            A2A Process Integration Use Case Pattern

                        
                    

                    	
                        Master data process integration
The master data process integration use case pattern, shown in Figure 8.8, is about synchronizing master data across various business applications and business processes, making sure they are all up to date and in sync. The master data exchange typically happens through APIs. An example is the recruit-to-retire business process where employee master data is a unique entity commonly used across all applications in the landscape, such as SAP SuccessFactors, SAP Fieldglass, and SAP S/4HANA Cloud, and is exchanged between them. 

                        
                            [image: Master Data Process Integration Use Case Pattern]

                            Figure 8.8    
            Master Data Process Integration Use Case Pattern

                        
                    

                    	
                        Business-to-business (B2B)
In the B2B process integration use case pattern, shown in Figure 8.9, businesses exchange transactional data with each other. Sales orders, purchase orders, and other goods movements and just-in-time (JIT) deliveries can be exchanged with customers, partners, suppliers, and others. An example is the design-to-operate business process where a manufacturer needs to order goods from a supplier, and they exchange purchase order information using B2B standards such as X.12, American National Standards Institute (ANSI), or Electronic Data Interchange (EDI). 

                        
                            [image: B2B Process Integration Use Case Pattern]

                            Figure 8.9    
            B2B Process Integration Use Case Pattern

                        
                    

                    	
                        Business-to-government (B2G)
The B2G process integration use case pattern, as shown in Figure 8.10, integrates business to government authorities. It’s a legal requirement in some countries to communicate with government authorities by adhering to predefined formats for business documents and to follow specific security requirements (using digital certificates). An example is a process of filing goods and service tax returns from SAP S/4HANA to the Goods and Services Tax Network (GSTN) organization in India. The filing of the goods and service tax returns has to be done in a prescribed format and in a secure way. 
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                            Figure 8.10    
            B2G Process Integration Use Case Pattern

                        
                    

                

                Next, there are four data integration use case patterns. Data replication scenarios cover extracting, transforming, and loading data. Aggregating data from various data sources is covered as part of data virtualization. Data quality management and data orchestration are important scenarios to orchestrate data across diverse environments and also to account for the quality of data using data cleansing services.

                There are two analytics integration use case patterns. In the embedded analytics and cross-application analytics use cases, you can aggregate data and expose it to support analytical queries. 

                There are three user integration use case patterns, which are all about user interaction and accessing data from various business applications through user interfaces (UIs), mobile applications, or new emerging chatbots. If the customer has another method of interaction, for example, handheld devices on shop floors or warehouses, then they can define that use case pattern as well.

                Finally, there are four thing integration use case patterns. They are all used to define things to analytics, to processes, to data, and to thing-to-thing integration scenarios.

            
        
        
            8.2.2    Design Your Hybrid Integration Platform

            Step 2 in the four-step SAP Integration Solution Advisory Methodology process, shown previously in Figure 8.3, is designing your hybrid integration platform. The approach takes the integration styles and use case patterns defined in step 1 and maps them to the various integration technologies. The mapping can be done to SAP integration technologies or technologies from other vendors. The mapping of integration technology highly depends on the business context. The influencing factors come primarily from the overall enterprise architecture approach. For example, if the business is going in with a cloud-first approach, then they might pick a technology such as SAP Integration Suite for their integration needs. If the business has existing investments and already has an integration technology in their landscape, then they might choose to use their existing investments. Another scenario could be that the business would like to eventually move to the cloud. In such cases, they might use a hybrid approach and a combination of technologies based on the integration pattern. Other influencing factors can be skill sets and commercial aspects. Because the mapping specifies which integration technology you’ll be using for a particular use case pattern, you can also derive integration guidelines for developers. Let’s look at how you can derive the hybrid integration platform in three stages.

            
                Stage 1: Technology Mapping

                In this stage, you’re performing the exercise of mapping integration styles and use case patterns to the respective technologies. Figure 8.11 shows an overview of the mapping paths between integration styles and use case patterns and the respective integration technology categories. As you can see there is no 1:1 mapping. This means that a use case pattern can require more than one integration technology, and, in turn, an integration technology can support several integration use cases. For example, SAP Integration Suite, which is SAP’s integration platform as a service (iPaaS) solution, supports several integration use case patterns, including A2A, B2B, master data integration, and so on. 
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                    Figure 8.11    
            Integration Technology Mapping in SAP Integration Solution Advisory Methodology

                
                Figure 8.12 shows an example of hybrid integration platform options for process integration. In this example, you can see the various applications in the landscape and deployment options in the cloud and on-premise. SAP Process Orchestration 1 is used for on-premise-to-on-premise integrations. It’s also possible to integrate with business partners, government agencies, and third-party applications with this solution. On-premise-to-cloud integration can be done in multiple ways: leveraging SAP Process Orchestration G, using SAP Integration Suite H, and using a direct connection between the cloud and on-premise application via the cloud connector I. The applications in scope can be SAP or non-SAP applications. Cloud-to-cloud integrations are typically done using cloud products such as SAP Integration Suite 3.

                As you can see, there are several integration options just within SAP, and if non-SAP integration technologies are added into the mix, then the scope and options increase. This can surely get confusing and challenging to make decisions on which technology to use. To help determine which integration technology to choose, SAP Integration Solution Advisory Methodology provides templates with decision tables for each integration style. To each decision table, you can add the relevant integration technologies that you already have or are planning to introduce and specify a recommendation degree per integration technology. You can also specify the integration domains per integration technology and add descriptions about when to use what.
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                    Figure 8.12    
            Hybrid Integration Platform Options for Process Integration

                
                 Table 8.3 shows a decision table template example for the process integration style.

                
                    
                        
                            	
                                Integration Technology/Service*

                            
                            	
                                Recommendation Degree**

                            
                            	
                                Description

                            
                            	
                                Relevant Integration Domains

                            
                        

                        
                            	
                                On-Premise to On-Premise

                            
                            	
                                On-Premise to Cloud

                            
                            	
                                Cloud to Cloud

                            
                        

                    
                    
                        
                            	
                                SAP Integration Suite

                            
                            	
                                General recommendation

                            
                            	
                                Use for all hybrid and cloud-to-cloud scenarios leveraging prepackaged integration content

                            
                            	
                            	
                                X

                            
                            	
                                X

                            
                        

                        
                            	
                                SAP Process Orchestration

                            
                            	
                                General recommendation

                            
                            	
                                Use for on-premise-to-on-premise scenarios leveraging the embedded cloud integration runtime of release 7.5

                            
                            	
                                X

                            
                            	
                            	
                        

                        
                            	
                                SAP Application Interface Framework

                            
                            	
                                General recommendation

                            
                            	
                                Use complementary SAP Integration Suite and SAP Process Orchestration as part of SAP S/4HANA; provides deep integration into the application layer

                            
                            	
                                X

                            
                            	
                                X

                            
                            	
                        

                        
                            	
                                * Sample values include SAP Integration Suite, SAP Process Orchestration, SAP Application Interface Framework, and non-SAP systems.

                                ** Sample values include general recommendation, reasonable alternative, possible exception, and to be avoided.

                            
                        

                    
                

                Table 8.3    
            Decision Table Template for the Process Integration Style

                Once you’ve performed the mapping of the integration technologies for the various scenarios in your landscape, you might end up with the resulting hybrid integration platform blueprint shown in Figure 8.13. 
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                    Figure 8.13    
            Sample Hybrid Integration Platform Blueprint

                
                This example shows that the customer has performed the mapping of the respective integration technologies and decided to go with SAP Integration Suite and SAP Process Orchestration for process integration styles and use cases. They’ve complemented this setup with a third-party IoT platform and SAP Data Services to support data replication and extraction, transformation, and loading (ETL) scenarios. With this scope, you can cover the needed connected endpoints such as APIs, apps, and data sources, as well as support the different personas that are with the organization.

            
            
                Stage 2: Integration Scenario Discovery

                SAP provides predefined out-of-the-box integration scenarios that are verified by SAP with guaranteed implementation success. The benefit is that the updates are done along the lifecycle of the integration scenarios and connected applications. Therefore, if any changes in the connected application have an impact on the integration, they are updated and synchronized. Such out-of-the-box integrations are created by SAP, but SAP partners are also building integrations for particular integration scenarios. The benefits of out-of-the-box integrations are low cost and low time to implement as these are predefined, and you just need to configure and implement them. 

                The second category of integrations are customer-driven integrations. These are based on robust APIs that are provided by SAP applications. The customers building the integrations are responsible for owning and managing the integration scenarios along the entire lifecycle. The benefit of these custom integrations is high flexibility and catering to unique business requirements. 

                The SAP Activate methodology is SAP’s guidance on implementing SAP solutions and provides solution-specific practices and a standardized environment and implementation process. Among many things you need for successfully implementing SAP S/4HANA, the SAP Activate methodology also provides some assets for integration that can be leveraged and can feed into SAP Integration Solution Advisory Methodology. As part of the fit-to-standard analysis, which is done as part of the prepare phase and the explore phase, you can take a look at the integration activities, for example, to perform the integration planning and design activity. There are accelerators in the form of templates provided as part of the SAP Activate methodology that help you define the initial integration and API list. This list will have information about the business scenarios (business area and process, integration setup, contact persons) that will help identify the type of integration needed for the particular scenario (see Figure 8.14 1). All of this feeds into the integration styles of SAP Integration Solution Advisory Methodology 2.

            
            
                Stage 3: Interface Selection

                SAP provides standard out-of-the-box integrations and APIs to help integrate standard and most commonly used processes and scenarios. You can use SAP Help Portal to explore the available APIs. More details will be covered in Section 8.3. Once you’ve identified the APIs or interfaces to use, you can define the interface decomposition (interface name, interface protocol, source and target system, and frequency), as shown previously in Figure 8.14 2. With this information, the integration style, use case pattern matrix, and decision matrix, you can now define the hybrid integration platform. 
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                    Figure 8.14    
            Fit-to-Standard Analysis for Integration with SAP Activate Feeding into SAP Integration Solution Advisory Methodology

                
            
        
        
            8.2.3    Define Integration Best Practices

            Integration best practices are very important as they help organizations govern and safeguard the implementation of integrations across the organization. They also help achieve transparency about integration design and implementations, ensuring some standards are followed across multiple developers in the organization. SAP Integration Solution Advisory Methodology provides a four-stage approach for defining integration best practices. Note that it’s not necessary to implement or practice every stage. These are only guidelines, and organizations may adopt them per their needs.

            
                Stage 1: Integration Dos and Don’ts

                Important rules for integration development are defined as part of this stage. Here you specify what to do and what to avoid. It’s very important to agree on some basic standards to consider when designing integration scenarios because if you’re delivering enterprise-grade integration scenarios, then the company’s mission-critical business processes are dependent on them. Another important objective should be to support and define an agile integration design approach that integration developers can follow while building integrations. So, to build these dos and don’ts, you start simple and refine as you go. Table 8.4 provides some examples of dos and don’ts, but this is a list that you’ll come up with for your organization or customer. You can define integration style-specific dos and don’ts, and these don’t all have to be technical aspects of integrations but can also address functional and nonfunctional aspects.

                
                    
                        
                            	
                                Overall Integration

                            
                            	
                                Process Integration

                            
                        

                    
                    
                        
                            	
                                Dos

                            
                            	
                                Don’ts

                            
                            	
                                Dos

                            
                            	
                                Don’ts

                            
                        

                        
                            	
                                Use web-based APIs whenever possible.

                            
                            	
                                Don’t build any business logic into the integration layer.

                            
                            	
                                Leverage integration packages (content) wherever possible.

                            
                            	
                                Avoid direct integration (point-to point) and tight coupling of applications.

                            
                        

                        
                            	
                                Design fault-tolerant integration scenarios (e.g., input validation, exception handling).

                            
                            	
                                Don’t overlook resource consumption and performance.

                            
                            	
                                Decouple applications via asynchronous messaging and events.

                            
                            	
                                Avoid chaining as few as possible integration runtime components (operations, monitoring, etc.).

                            
                        

                        
                            	
                                Build secure integrations (e.g., secure communication, data privacy and protection).

                            
                            	
                                Don’t underestimate time for testing and quality assurance.

                            
                            	
                                Use synchronous calls only in selected use cases.

                            
                            	
                        

                        
                            	
                                Follow naming conventions when creating integration artifacts.

                            
                            	
                                Don’t store any business data on the middleware.

                            
                            	
                                Prefer real-time distribution of data over batch-oriented processes.

                            
                            	
                        

                        
                            	
                            	
                            	
                                Distribute integration logic and functionality in the most efficient way across the hybrid landscape.

                            
                            	
                        

                    
                

                Table 8.4    
            Integration Dos and Don’ts

            
            
                Stage 2: Architecture Blueprint

                Once you have the hybrid integration platform ready, it’s important for developers and integrators to know the capabilities of the platform and how best to use it. If not, even having the best platform will be of no benefit. It’s important to provide guidelines on which technologies to use when, how to leverage these in orchestrating a particular scenario, and how these are integrating with various endpoints such as APIs and data sources. To help with this, SAP Integration Solution Advisory Methodology provides integration architecture blueprint documents. These blueprints describe and visualize the integrations, which technologies to choose from, and how to combine them. They also define and describe the interaction touchpoints between integration technologies and business applications. Blueprints can be defined for all environments, cloud, on-premise, and hybrid. Each blueprint is complemented with further information such as criteria of using the blueprint, characteristics of integration, and other information that will help the developers determine which architecture blueprint to use for their needs. The samples provided as part of SAP Integration Solution Advisory Methodology provide details about SAP technologies. For non-SAP, there are templates provided that can be modified to suit your needs. Both the samples and templates can be modified, and you can build your own. 

                To demonstrate how the blueprint document comes together, let’s consider a mobile integration use case pattern with a user-to-cloud integration domain. Table 8.5 lists a sample set of criteria/characteristics for the entire user integration pattern. This can be used as is, modified, or enhanced by appending to and then deriving the criteria/characteristics for the mobile use case pattern.

                
                    
                        
                            	
                                Criteria/Characteristics

                            
                            	
                                Description

                            
                        

                    
                    
                        
                            	
                                Single sign-on (SSO) and session management

                            
                            	
                                Enables users to authenticate once, and then log in to all systems that operate in the SSO environment without further intervention.

                            
                        

                        
                            	
                                Role-based access

                            
                            	
                                Access granted on the basis of common business roles. Such a role combines a selected set of permissions from business applications to bundle common responsibilities of a business user.

                            
                        

                        
                            	
                                Integration of multiple applications (and UIs)

                            
                            	
                                Ability to integrate several application UIs into a single entry page (e.g., SAP Fiori launchpad).

                            
                        

                        
                            	
                                Navigation

                            
                            	
                                Context-sensitive navigation across business applications within a single entry page.

                            
                        

                        
                            	
                                Offline/online support

                            
                            	
                                Supports online access to business application data and offline data synchronization without requiring a constant online connection to the backend applications.

                            
                        

                    
                

                Table 8.5    
            Criteria/Characteristics of a User Integration Pattern

                The next step is to define the architecture blueprint. Figure 8.15 shows a sample architecture blueprint for mobile integration with all the technologies/components being used in the scenario. This example demonstrates how a mobile application integrates to the backend data sources and how users are accessing the mobile application. End users will access the mobile application using a mobile client. The application will be built using mobile services, and with the help of SAP Connectivity service and the cloud connector, the application will connect to the backend SAP and non-SAP data sources.

                
                    [image: Architecture Blueprint for Mobile Integration]

                    Figure 8.15    
            Architecture Blueprint for Mobile Integration

                
                Along with the blueprint documents, SAP Integration Solution Advisory Methodology also provides info sheets that describe the integration further and provide details of the integration technology to be used, when to apply, and how to apply, along with some useful links to documentation and blogs. A sample info sheet for the mobile integration use case is shown in Table 8.6.

                
                    
                        
                            	
                                Description

                            
                            	
                                Consumption of on-premise application data within a mobile application, which is developed and operated in the public cloud. The mobile application can be web-based or device specific (iOS, Android). The communication between the cloud-based mobile application and the on-premise application required special security measures (e.g., via virtual private network [VPN], digital certificates).

                            
                        

                        
                            	
                                Involved SAP Technology Products

                            
                            	
                                
                                    	SAP Mobile Services


                                    	SAP Gateway


                                    	Cloud connector


                                    	Cloud Integration capability


                                

                            
                        

                        
                            	
                                When to Apply

                            
                            	
                                Exposing data from one or more data sources/applications on mobile devices.

                            
                        

                        
                            	
                                How to Apply

                            
                            	
                                
                                    	SAP Mobile Services can be used for mobile application development, configuration, and management.


                                    	Cloud connector can be used to establish a tunnel from SAP BTP to the on-premise application landscape.


                                    	SAP Gateway is needed for SAP Business Suite and SAP S/4HANA to provision OData services to be consumed by the mobile application.


                                    	Cloud Integration can be used to services-enable third-party data sources (OData provisioning), which can be consumed by the mobile application.


                                

                            
                        

                        
                            	
                                Example

                            
                            	
                                
                                    	Expose SAP on-premise application data as SAP Mobile Cards.


                                    	Create mobile applications with SAP Cloud SDK for iOS or SAP Cloud SDK for Android.


                                

                            
                        

                    
                

                Table 8.6    
            Mobile Integration Info Sheet to Complement the Blueprint Document

            
            
                Stage 3: Integration Templates

                SAP Integration Solution Advisory Methodology provides several integration templates for SAP integration technologies and some templates from other vendors. These templates are partly defined integration content for the most common scenarios. Developers can use these templates to build custom integrations. Having these templates not only speeds up your integration development but also safeguards the implementation as there are best practices built into the template and a guideline to follow. 

                
                    Note

                    If you’re interested in using these templates and would like to receive a copy, you can send an email to the SAP Integration Solution Advisory Methodology team at isam@sap.com.

                

            
            
                Stage 4: Integration Guidelines

                The scope of integration guidelines is defined based on organizational need. The guidelines can be part of more generic overarching development guidelines or specific to integration development. Following are some examples of integration development guidelines, which should be modified and adapted to your needs based on scope, requirements, and context:

                
                    	
                        Include best practices of the integration scenario design and related business application configuration.

                    

                    	
                        Include best practices from integration technology vendors where applicable.

                    

                    	
                        Include security, such as roles, authorizations, data privacy, and protection.

                    

                    	
                        Include operations, such as error handling, alerting, monitoring, content versioning, and transporting.

                    

                    	
                        Include naming conventions for development artifacts.

                    

                    	
                        Ensure integration documentation is adopted as a practice.

                    

                

                Following are some SAP-provided best practices that will help integration developers design robust enterprise-grade iFlows to safeguard your company’s mission-critical business processes. (Note: Some of these relate to the dos and don’ts we discussed earlier.) 

                
                    	
                        Run an iFlow under well-defined boundary conditions.

                    

                    	
                        Relax dependencies to external components.

                    

                    	
                        Keep readability in mind.

                    

                    	
                        Handle errors gracefully.

                    

                    	
                        Use prepackaged integration content provided by SAP.

                    

                    	
                        Apply the highest security standards.

                    

                    	
                        Use the partner directory appropriately.

                    

                

                Next, let’s review some examples of SAP-provided patterns to implement the basic enterprise integration patterns:

                
                    	
                        Aggregator 
In this pattern, individual messages are stored until the related set of messages are collected and then processed together in bulk.

                    

                    	
                        Composed message processor 
In this pattern, a message is split into multiple messages. The split messages are sent for processing to different destinations and collected after processing back into one message. 

                    

                    	
                        Content-based routing 
In this pattern, messages are routed to a processor based on content. 

                    

                    	
                        Content enricher 
This pattern is used when information needs to be appended to the original message before sending it to the receiver.

                    

                    	
                        Content filter 
This pattern is used when the incoming message has more information than the receiver system needs. With this pattern, you can implement in a way that only the necessary information will be included in the message.

                    

                    	
                        Message filter 
This pattern is used when you want to restrict sending a message to a particular receiver. 

                    

                    	
                        Recipient list 
This pattern is used when you want to send the message to select receivers based on the information in the message. The message is first split into multiple messages, categorized, and then routed to the right receivers. This pattern is used in conjunction with the splitter pattern.

                    

                    	
                        Scatter-gather 
This pattern is used when you want to send a message to multiple receivers and then gather responses from each into a single message.

                    

                    	
                        Splitter 
This pattern is used when a message contains multiple elements that need to be processed in a different manner. 

                    

                

                Lastly, there are several best practices to consider when it comes to monitoring. The following are guidelines for three aspects of monitoring:

                
                    	
                        Business operational monitoring
Trace/troubleshoot a specific document flow, and perform business-related error analysis. For this process, use SAP Application Interface Framework.

                    

                    	
                        IT expert monitoring
Troubleshoot technical issues once the error is isolated to a system, and monitor the build into an integration product. For this process, use SAP Solution Manager, SAP Focused Run, or SAP Cloud ALM.

                    

                    	
                        IT operational monitoring
Perform external monitoring, end-to-end monitoring, incident management, and technical system diagnosis. For this process, use SAP Integration Suite (message monitoring) and SAP Data Intelligence.

                    

                

            
        
        
            8.2.4    Enable a Practice of Empowerment

            The objective of building a practice of empowerment is to establish integration as a recognized discipline within the organization. Then, it’s important to democratize the delivery, which means building and enabling a knowledge-sharing culture within your organization. Sharing the knowledge with peers and recruiting them to be part of the integration practice will support the rising scope of integration. To do this, SAP Integration Solution Advisory Methodology provides a three-stage approach, which we’ll discuss in the following sections.

            
                Stage 1: Integration Roles

                You can define several integration-related roles within an organization: enterprise architect, integration architect, integration developer, integration administrator, application/API developer, citizen integrator, business domain expert, and business user. The exact roles that exist will depend on the requirements and scope within an organization. Once you’ve defined what roles you’ll need, you can come up with the list of responsibilities for each role and tasks they would perform. An example is given in Table 8.7.

                
                    
                        
                            	
                                Role

                            
                            	
                                Responsibilities

                            
                            	
                                Sample Task in SAP Context

                            
                        

                    
                    
                        
                            	
                                Integration developer

                            
                            	
                                
                                    	Implementing and testing integration scenarios


                                    	Implementing and extending prepackaged integration scenarios


                                

                            
                            	
                                
                                    	Implementation of iFlows in SAP Integration Suite


                                    	Implementation of data orchestration flows in SAP Data Intelligence 


                                

                            
                        

                        
                            	
                                API/application developer

                            
                            	
                                
                                    	Customizing enterprise applications


                                    	Provisioning customer-specific APIs


                                    	Developing extension applications or mobile applications


                                

                            
                            	
                                
                                    	Customization of SAP S/4HANA


                                    	Development of extension applications in SAP BTP


                                    	Implementation of integration scenarios for an enterprise application


                                

                            
                        

                        
                            	
                                Citizen integrator

                            
                            	
                                
                                    	Performing some integration tasks common for a business user


                                    	Performing self-service-based integration


                                

                            
                            	
                                
                                    	Integration of buyer and suppliers in the SAP Ariba Cloud Integration Gateway


                                    	Implementation of simple integration scenarios in the integration center for SAP SuccessFactors


                                

                            
                        

                    
                

                Table 8.7    
            Sample Integration Roles and Responsibilities

            
            
                Stage 2: Integration Center of Excellence

                Traditionally, organizations have had integration competency centers that are usually set up with a central execution approach. This means a central team takes care of defining integration guidelines, as well as adopting and supervising the guidelines. There are dedicated subteams in place to take care of different integration styles. So, there is one team taking care of process integration and another taking care of data. The team members from these teams are heavily involved in not only defining guidelines but also the actual development limiting their capacity. This can become a bottleneck as the scope of integration increases in the organization. To support the increasing demand, it’s important for these teams to adopt more agile and scalable integration practices, which is where the Integration Center of Excellence comes into play. What you name this entity doesn’t matter, but what is important and relevant are the responsibilities and characteristics. The new agile practice will follow a more distributed execution approach. Needed experts and subject matter experts can be engaged and involved in activities such as designing and defining integration guidelines and best practices. This team will be looking at integrations from a more holistic perspective. Larger projects demand several kinds of integration technologies to be able to support new integration requirements, and having a holistic perspective ensures the right technologies are used for the right use cases. This team isn’t heavily involved in integration development activities but instead focuses on coaching activities that empower the integration developers and equip them with agreed-on standards for development. This type of setup is better for supporting the rising need for integration development. 

                Responsibilities of the Integration Center of Excellence are shown in Figure 8.16. The team takes care of defining the integration strategy, designing the hybrid integration platform, and defining the integration best practices. These are all the steps in SAP Integration Solution Advisory Methodology. 

                
                    [image: Responsibilities of an Integration Center of Excellence]

                    Figure 8.16    
            Responsibilities of an Integration Center of Excellence

                
                The other important responsibility is integration coaching. The team supports integration projects by enabling the integration development teams on an as-needed basis. The team is also responsible for the governance ensuring that integration best practices and quality criteria are met. They also sometimes support the development of proof of concepts (PoCs) for very important and strategic cross-organizational integrations. They complete the PoC and define practices that can then be followed by the development teams. The integration coaching is delivered to the various integration roles we discussed earlier such as integration developer, API/application developer, and so on. The various integration roles together form a virtual integration community that works together with the Center of Excellence and consumes the assets provided and standards set forth.

                There is no one-size-fits-all approach to building the Center of Excellence team. You’ll have to analyze and follow your organizational structure and build the team accordingly. Table 8.8 shows the various ways to set up a Center of Excellence team, as described here: 

                
                    	
                        Central approach
This method follows the IT function approach, which is set up in a central fashion too. This kind of setup is suited for small- and medium-sized enterprises. Earlier, we mentioned following a decentralized approach, but for a small organization, capacity and bandwidth can be a challenge, so a central approach is better suited. 

                    

                    	
                        Federated approach
This method is structured along divisions in a coupled fashion. This is well suited for large enterprises. IT functions are set up in a central fashion with some local IT units complementing the central one. With this kind of setup, you’ll have central governance and a team in place that defines and selects the integration tools to be used and defines the integration strategy. The local entities/integration teams take care of implementation and adoption of respective guidelines. 

                    

                    	
                        Distributed approach
This method is set up in a self-contained manner. This approach is well suited for large multinational organizations that have fairly independent units per country or market units. In such cases, the IT functions are often delivered locally and so is the Center of Excellence. 

                    

                

                
                    
                        
                            	
                                Organizational Structure

                            
                            	
                                Central (Functional Setup)

                            
                            	
                                Federated (Divisional, Coupled)

                            
                            	
                                Distributed (Divisional, Self-Contained)

                            
                        

                    
                    
                        
                            	
                                IT function

                            
                            	
                                Central IT

                            
                            	
                                Central IT + local IT

                            
                            	
                                Local IT

                            
                        

                        
                            	
                                Integration Center of Excellence setup

                            
                            	
                                Central

                            
                            	
                                Federated (central governance)

                            
                            	
                                Local

                            
                        

                        
                            	
                                Suited for

                            
                            	
                                Small and medium enterprises

                            
                            	
                                Large enterprises

                            
                            	
                                Large multinational enterprises

                            
                        

                    
                

                Table 8.8    
            Center of Excellence Setup Options

            
            
                Stage 3: Integration Quality Governance and Quality Assurance

                A lot of time and effort was spent to set up the integration strategy, guidelines, and platform, which leads to this question: How can we ensure that the integrations are being built according to the defined standards? For that, we need to build the integration governance process to ensure that integrations are built according to defined quality standards. Figure 8.17 shows a simple governance process.

                The process typically starts with the integration requester who, in most cases, is from a LoB. This person specifies the integration requirements and reaches out to the integration developer. They work together on the integration scenario and API list, as well as detail and align on the business and technical requirements. You can leverage accelerators from SAP Integration Solution Advisory Methodology along the whole process. SAP Integration Solution Advisory Methodology helps with identifying the integration domains, styles, and use case patterns. Once that’s done, you can then look at the decision table for the technology mapping to find the appropriate integration technology solutions. If you’re unable to find a technology mapping, then you can reach out to the Center of Excellence and ask for guidance and help. The Center of Excellence might help you make a decision if there is an uncertainty on which technology to choose or might have to procure a new technology if none of the existing ones fulfill the need. If the technology is in place and the integration is a simple one, then the development can be done by the LoB user. They can use a self-service integration approach to build the integration. If the integration is a more complex one, and there aren’t any out-of-the-box samples or templates available, a custom development is required, and an integration developer can be involved to build it. 
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                    Figure 8.17    
            Integration Governance Process

                
                Figure 8.18 shows a classic quality assurance process driven by a quality specialist to plan a test done in accordance with the overall test strategy. The test cases, landscape, and resources for testing are defined and prepared. Then, the tests are monitored, evaluated, and then finally closed with an evaluation report. The challenge with this approach is that the effort involved is high, especially to conduct the tests on a continuous basis for all the integration scenarios. In addition, this testing approach doesn’t match the agile integration development approach and doesn’t scale with the increasing number of integrations. This type of testing is only applicable for complex integration scenarios and more strategic ones.
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                    Figure 8.18    
            Quality Assurance Process

                
                To support all the rising integration requirements across all LoBs and to support the agile integration development approach, we need a more agile integration quality approach that defines and introduces lightweight governance policies. Following are the types of quality requirements that are supervised and governed by the Center of Excellence team:

                
                    	
                        Mandatory
Protect the organization from material damage by considering legal implications, business risks, and technology risks.

                    

                    	
                        Basic
Meet customer expectations.

                    

                    	
                        Advanced (optional)
Outperform customer expectations.

                    

                

                You need ways to ensure the quality assurance process is executed as expected. For this, you use questionnaire-based assessments, which will be used by the Center of Excellence. For example, the mandatory requirements are validated through self-declaration, automatic scans, or code checks to make sure the rules are being followed. For basic and advanced requirements, you can derive questions from integration best practices; this helps the integration developers perform a self-assessment on the integration through self-service or interview-based reviews with options for coaching. It’s important that all developers are responsible for unit and scenario testing.

            
        
    


                    
                        
        8.3    API Management

        Today’s enterprise landscapes are becoming complex with heterogenous systems in the mix. While building modern applications that require data from various sources and processes that need to interact with each other, it can get challenging for developers to pull and push data across these systems. If there is no consistent and standard way to do this, it can not only become challenging but can also get out of control quickly. 

        APIs act as building blocks for digital businesses. They form the foundation to build modern applications and to integrate in real time with other applications, partners, and the ecosystem. They help unlock data from all the heterogenous systems in the landscape in a consistent fashion, creating an omnichannel experience for users. In addition to making all of this available within the organization, APIs also allow you to connect in real time and innovate with partners and the ecosystem to create a larger network for your business. They let you share enterprise data from data lakes or business systems to suppliers, partners, and customers, and then expose enterprise transactions and processes as APIs for suppliers and customers. Organizations can also use APIs to monetize their digital assets by introducing a pay-per-use model and creating new revenue streams. In summary, APIs help you create simple digital experiences by hiding all the complexities that exist in the landscape. 

        SAP Business Accelerator Hub is a public catalog of all the APIs available from SAP and select SAP partners that help you both connect to SAP and partner applications and retrieve the data and business objects you need in your applications. These are out-of-the-box, ready-to-use APIs that can be consumed by customers to innovate on top of SAP applications. It’s like a marketplace for APIs. There are also integrations and best practices available where you can take an API available in SAP Business Accelerator Hub and use it as is or modify it according to your policies. 

        You can access SAP Business Accelerator Hub through https://api.sap.com. As shown in Figure 8.19, from the landing page, you can choose to explore available APIs by selecting products, business processes, industries, partners, or categories. SAP Business Accelerator Hub not only provides available APIs but also integrations, events, workflow management and business processes, Open Connectors, core data services (CDS) views, and more. 
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            Figure 8.19    
            SAP Business Accelerator Hub

        
        Before we look into the API Management capability that helps with building and managing APIs, let’s discuss why it’s important to manage your APIs. Managing APIs through the API Management capability provides harmonized access. No matter which backend system, business process, or third-party system the API is coming from and is being accessed from, API Management harmonizes the access. It allows you to add security principles on top and helps you protect from security threats. The API Management capability performs traffic management, spikes arrests, and prevents distributed denial of service (DDoS) attacks. It governs access and ensures that best practices are implemented. You can reuse assets from project to project, so they don’t have to be re-created, and you can perform analytics and get real-time insights on API usage. Usage helps you know who is using the APIs, in what capacity, how often, and with which access patterns. You can also use the monitoring and alerting feature of API Management. Finally, you can manage the API development lifecycle (DevOps) through version management.

        The API Management capability within SAP Integration Suite enables you to manage the full lifecycle of an API from designing and building to engaging with users. It helps customers achieve four important use cases:

        
            	
                Accelerate enterprise digital apps
Every time an enterprise digital application is built, you should use an API. These applications can be mobile, web, in the cloud, or on-premise and built for customers, partners, vendors, field sales personnel, or employees. 

            

            	
                Real-time data sharing API integrations
This enables you to share data in real time with partners, customers, and others you do business with. You can share a data lake you might have built with them through APIs, or you can expose enterprise transactions through APIs. APIs are considered the new B2B trend. 

            

            	
                Enterprise microservices
Every organization is taking an API-first approach and building microservices in SAP Integration Suite. They are also trending toward designing and building microservices-based architectures to be agile and nimble with their developments and interactions with business partners. 

            

            	
                API products/monetization
Some organizations are looking at APIs as products with which they can monetize the data and capabilities in a pay-per-use model. 

            

        

        The API Management capability provides all the necessary tools to help realize the preceding defined use cases. Let’s look at Figure 8.20 to see how it happens: 

        
            	1 
    
	
                There are a variety of heterogeneous backends where APIs are available: processes, data, or transactions that are getting exposed. These could be SAP, non-SAP, and microservices being built. 

            

            	2 
    
	
                You want to make sure all of this is available to your apps within your organization and available to digital integrations with your business partner as needed. 

            

            	3 
    
	
                You can make this available and possible with API Management by managing the entire end-to-end lifecycle of your APIs. The lifecycle of an API starts with the design, development, management, metering, and monitoring of APIs, and then engaging the users of your API. 

            

            	4 
    
	
                The people who are engaged in the lifecycle of an API are the API team and app developers. The API team will have a product manager and API developers. Then, you have app developers who these APIs are being provided for. The app developers can use the APIs to build apps or open integrations. 

            

            	5 
    
	
                You can use the API designer tool to design your APIs. The API designer is based on the OpenAPI specification, formally known as Swagger, which defines a standard interface to RESTful APIs.

            

            	6 
    
	
                You can implement the APIs in a variety of ways, such as app services or a serverless Cloud Foundry-based environment that can be used to build APIs in a language of your choice. You can use the Cloud Integration capability to develop your APIs. You can use a persistence service by leveraging the in-memory SAP HANA service to host all the data and then provide it as an API. There is also a messaging service through which you can leverage the power of events to build a very decoupled system. You can connect to on-premise middleware systems using the cloud connector. 

            

            	7 
    
	
                You can manage your APIs using the API portal, which lets you manage three things: security, traffic, and mediation (e.g., converting JavaScript Object Notation [JSON] to XML or Simple Object Access Protocol [SOAP] to REST). 

            

            	8 
    
	
                You can then take the APIs and deploy them on an API gateway, which can be in the cloud or in a hybrid environment. You can then monitor and meter the APIs by defining rate plans and generating bills. 

            

            	9 
    
	
                Developers can be engaged using the developer portal. The developer portal is provided out of the box, but there is also flexibility to build your own developer portal per your requirements to change the branding and design. The main goal of this portal is for developers to be able to search, discover, test, and subscribe to the right APIs. 

            

            	j 
    
	
                Finally, SAP Business Accelerator Hub is the marketplace for enterprise APIs. Connectivity is built into mobile services so mobile applications can be built easily by connecting to API Management, discovering APIs, generating SDKs, and creating mobile apps. 

            

            	k 
    
	
                Deeper integration is provided with SAP Business Application Studio to build SAP Fiori apps and other apps of your choice. So, there are several tools provided to ensure you can build and manage your APIs successfully.
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            Figure 8.20    
            SAP API Management Lifecycle

        
        To get started with the API Management capability, go to http://s-prs.co/v544016.

    


                    
                        
        8.4    Open Connectors

        Enterprises today have the flexibility to mix and match applications from different vendors, making their landscapes very heterogenous. This means that an enterprise can have SAP enterprise applications (e.g., SAP S/4HANA, SAP SuccessFactors, etc.) and non-SAP applications (e.g., Workday, Salesforce, etc.) interacting with each other. There is also a possibility that these enterprise applications and systems need to interact with social media applications such as Facebook, Twitter, and so on, or other cloud-based applications such as Box, OneNote, and others. The need to integrate these applications and systems has become a necessity to smoothly run a business. Each of these applications has its own access points, authentications, and APIs to enable communication and integration. 

        You already saw in the previous section that it’s easy to send and receive data between applications and systems using the available APIs. However, there is an underlying integration that needs to happen between these systems for the APIs to work that is different for different systems. For example, you can use an API to get data from Facebook, but for this to happen, you might have to authenticate to Facebook, and the authentication requirements to connect to Facebook are different from Twitter, which are different from Salesforce. The error-handling mechanism will be different for different applications as well. Errors received from Salesforce will be handled differently from errors received from another application. Similarly, if any bulk operations need to be performed, for example, updating addresses, or if any mapping and transformation needs to happen between systems, then the way these are done is different based on the source and target applications and systems. These are some challenges we see with integrating systems.

        The Open Connectors capability helps accelerate the integration and connectivity to third-party applications by providing prebuilt out-of-the-box connectors to more than 160 non-SAP cloud applications. Prebuilt connectors provide out-of-the-box connectivity to third-party applications via RESTful APIs with harmonized URIs. This means that irrespective of which system you’re connecting to, the way you’ll connect will be harmonized. For example, all customer relationship management (CRM) systems (e.g., Microsoft Dynamics, NetSuite, Salesforce, etc.) are part of CRM hubs, connections to social media platforms are part of social hubs, and helpdesk, e-commerce, storage, mail, and so on also have hubs. Each system within a hub will have common URIs to access the system and business objects such as accounts, contacts, addresses, and so on. The API documentation is also available to these connectors in SAP Business Accelerator Hub, as shown in Figure 8.21. 
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            Figure 8.21    
            Open Connectors in SAP Business Accelerator Hub

        
        Access SAP Business Accelerator Hub via https://api.sap.com, and navigate to Categories and then Adapters. Here, you can either search for a particular connector or browse through all of them grouped into packages. Once you get to the connector of your choice, all related documentation is available for you to start using the connector. As an example, Figure 8.22 shows how to navigate to the Autotask CRM open connector, which is part of the Customer Relationship Management - Open Connectors package. Figure 8.23 then provides all the necessary documentation such as API reference, model view, and API specification for JSON and YAML.
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            Figure 8.22    
            Open Connectors Example 1

        
        The next set of functionalities that Open Connectors provides are normalized authentication, error handling, search, pagination, and bulk operations. As a developer, you don’t need to worry about how you’d search for accounts in Salesforce or in Microsoft Dynamics. The search operation is harmonized, and so is pagination through the Open Connectors Query Language (OCNQL). Bulk operations are also harmonized. If you’re creating n number of records in a target system, you don’t need to worry about how these are created in the target system, poll-based approach, or native bulk integration because this is taken care of by Open Connectors. The errors are simplified and harmonized by Open Connectors. It tells you the error that’s coming from the non-SAP systems and returns the actual error provided by the target system. 
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            Figure 8.23    
            Open Connectors Example 2

        
        Eventing is also standardized through webhooks. When you create an instance of an connector, you can define that you want to get notified every time a new contact gets added into a CRM system of your choice. Then, you can specify whether you want to listen to an HTTP endpoint or a webhook; the event will reach you at the endpoint you specified. The advantage is that you don’t worry about how these events are handled internally because Open Connectors takes care of it for you. Therefore, the Open Connectors capability provides more than a connection to a system—it’s an integration that works out of the box.

        Though URIs are harmonized, you need to harmonize your own data model. You need to develop and map a canonical data model, which allows you to extend the prebuilt connectors. For example, let’s say you want to define what your contact looks like and send and receive the contact in this form to any system that you integrate with. With common resources, you can define your data structure or a canonical data model. Once this is defined, you can map and transform the prebuilt connectors to this canonical data model. The advantage is that from your application, you can just connect to this harmonized data structure, which will then convert it to the mapping that you’ve defined to the backend systems. This allows you to move to a 1:many kind of integration and scale your integration needs. This is the reason we say that you define a model that suits your iFlow and business needs, and Open Connectors allow you to then map and connect them to your third-party applications. 

        The third key feature of the Open Connectors capability is the use of formulas, which allows you to build API composition across connectors. Imagine a scenario where you’re using a third-party application (e.g., Salesforce) that has information about customer and contact details. Then, you’re creating a service incident in another third-party application called ServiceNow. Once an incident is created and you have a service representative working on it, you want to notify your customer through SMS using a third-party system, that is, Twilio. This complex flow can be configured and modeled using an API composition of formulas and exposing them as RESTful APIs so that you can consume them in your application. This is the reason you can compose APIs using configuration with no coding required. 

        Let’s summarize the architecture and see how the Open Connectors capability can be used for integration and application development in a few steps, as shown in Figure 8.24. 
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            Figure 8.24    
            Open Connectors Architecture

        
        First, you select the connections you want to consume from the various hubs available—CRM hubs, social hubs, data hubs, and so on. Once the connection is selected, you create an authenticated instance to connect to the third-party application instance you own. You can then use any of the features Open Connectors provides such as error handling, bulk operations and events, and polling. You can then create a common resource or build API composition using formulas and consume them in any service or application, such as the API Management capability, the Cloud Integration capability, or user-centric applications (e.g., workflow, mobile, etc.).

    


                    
                        
        8.5    Integration Advisor

        Figure 8.25 shows how integrations among different business applications are getting complex. 
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            Figure 8.25    
            Interfaces in Heterogeneous Landscapes

        
        The challenge isn’t just that business objects such as sales orders and purchase orders need to be shared among business partner (applications and systems) but also how they are shared and in what format they are expected by the business partners. This leads to the interface being built specifically for that business partner (application, system, or process) and results in an increased need of development, testing, and maintenance of all the interfaces and integrations. In addition, some integrations such as IDocs are designed in a very generic way so they can be applicable to many different areas and used in multiple ways. For example, an IDoc for a purchase order has 720 data elements and 60 code lists with 4,000–5,000 code values. So, before you can actually start using these interfaces, you need to be able to answer a lot of questions about which of these elements are needed, what is the exact meaning of each, what might be constraints to use some of them, whether any elements are mandatory, and so on. Another challenge with interfaces is mapping. The source and target interfaces represent semantics differently and have different syntaxes, cardinalities, hierarchies, and so on. 

        So, once you know there is a need to build an interface, it’s not as simple as just starting with the technical implementation. To follow through a typical interface implementation, refer to Figure 8.26. 
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            Figure 8.26    
            Typical End-to-End Flow for Building Integration Content

        
        You first need to define a functional specification that involves defining business requirements, interface specifications, and mapping specifications. In this phase, you define exactly how an interface will be customized, what elements will be used and for what business purpose, and so on. All this is a manual, tedious, and cumbersome process typically captured in an interface specification or message implementation guideline (MIG) and a mapping guideline (MAG) by a business domain expert who has a lot of knowledge about the interface structures and understands the business and the interface. 

        MIGs are interface specifications based on a message definition of a type system that specifies scope, context, and usage instructions. This document is typically built by answering the following questions (not an exhaustive list):

        
            	
                For which reason and in which business context is this message interface necessary?

            

            	
                Which elements are obligatory or optionally necessary?

            

            	
                What is the unambiguous business meaning of each element?

            

            	
                Which code lists and code values are used?

            

            	
                Are there any dependencies across elements?

            

            	
                Do the elements have any further constraints or boundary conditions?

            

            	
                What are the final properties of each required element?

            

        

        The document contains the following details (not an exhaustive list):

        
            	
                Relevant required and optional elements

            

            	
                Properties per element

            

            	
                Unambiguous business meaning per element

            

            	
                Required code lists and code values

            

            	
                Dependencies and conditions across elements

            

            	
                Constraints, validation rules, and boundary conditions

            

        

        MAGs are required for implementing the mapping specifications between the source and target message interfaces. This document is built by answering the following questions (not an exhaustive list):

        
            	
                Which elements must be mapped to fulfill same business meaning and requirements?

            

            	
                Which elements must also be involved to convey the requirements completely?

            

            	
                Are there any format or processing instructions such as splitting, assembling of values, or changing the format?

            

            	
                How must the code values be mapped?

            

            	
                Are there any instructions for restructuring element groups?

            

        

        The document contains the following details (not an exhaustive list):

        
            	
                Elements that are mapped 

            

            	
                Relationships between source and target elements

            

            	
                Additional elements involved to convey the requirements completely

            

            	
                Formatting or processing instructions such as splitting, assembling of values, or changing the format

            

            	
                Code value mapping details

            

            	
                Details of restructuring element groups

            

        

        Once the functional specification is complete, the integration experts take the MIGs and MAGs to start building the interface. It’s a manual handover from business domain experts to integration experts, and nothing is automated. The next step is testing the interface, which is also a manual process typically done by either the business or the integration experts by comparing the test results with the original functional specification. So, the quality of the functional specification can determine the quality and success of testing. After testing is successfully completed, the final step is deployment of the interface. As you can see from Figure 8.26, the most time spent in a typical integration project comes from defining functional specifications and then testing. The time spent to build and deploy the interface is relatively minimal. This clearly shows that there is room for improvement to save cost and time to implement integrations.

        The goal of the Integration Advisor is to address the challenges in an integration project by accelerating interface implementation, learning continuously through machine learning, and reducing the implementation effort. It helps simplify the integration projects by bringing all the phases of an integration project into one tool, as shown in Figure 8.27. All the phases are connected, and there is an automated handover from one phase to another that happens on the Integration Advisor editor or client.
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            Figure 8.27    
            Architecture of the Integration Advisor

        
        The tool’s server, called the knowledge graph, is supported by machine learning. This is where all the content is collected from standard A2A and B2B libraries, internal SAP interfaces, and contributed content (it allows for crowdsourcing-based learning for interface customizations and mappings). The Integration Advisor’s library contains several type systems, which are a collection of rules to define a message interface, data types, and a library of message interfaces and data types. The rules define the syntax, structure, and naming convention. The following type systems are available: 

        
            	
                Accredited Standards Committee (ASC) X12 
A very popular and commonly used B2B standard in the United States. Must be purchased from the SAP Store.

            

            	
                ISO codelists 
Internationally accepted codelists that are very often used in message types of B2B standards. Must be purchased from the SAP Store.

            

            	
                United Nations/Electronic Data Interchange for Administration, Commerce and Transport (UN/EDIFACT)
Internationally used B2B standard. Must be purchased from the SAP Store.

            

            	
                IDoc
An SAP document format for business transaction data transfers. It’s used in SAP ERP and SAP S/4HANA and is freely available from the Integration Advisor.

            

            	
                United Nations Center for Trade Facilitation and Electronic Business (UN/CEFACT)
Trade facilitation recommended codelists that are freely available from the Integration Advisor.

            

        

        Business experts can get intelligent proposals on interfaces and mappings to be used and don’t have to start writing functional specifications (MIG and MAG) from scratch. They can use the suggestion from the Integration Advisor, the knowledge graph to be precise, as a starting point, and based on their requirements, they can make modifications to the suggested interfaces and corresponding mappings. These changes can then be contributed back into the knowledge graph for the future. This enables the system to learn from the contributions of the community. The quality of the knowledge graph increases with increased contributions from users. Therefore, it relies on crowdsourcing for enhancing and building appropriate interface structures and mapping structures. The next phase is the testing phase for which the testing data and description are embedded into the Integration Advisor. Once testing is complete, you can generate the runtime artifacts, which include not just mappings but also validation rules, syntax conversion rules, and processing scripts necessary to transform into the target structure, which can be available as schemas or scripts. These runtime artifacts can be brought into the middleware of choice such as Cloud Integration or SAP Process Orchestration. To summarize, the Integration Advisor is a central and intelligent content management system for creating and maintaining A2A and B2B integration content with minimal effort. 

    


                    
                        
        8.6    SAP Event Mesh and SAP Integration Suite, Advanced Event Mesh

        An event-driven architecture is a software architecture using events as the core means for interaction between its software components, including capture, communication, processing, and persistence of events. As one of the hottest trends today, event-driven architectures offer many advantages over synchronous, more traditional approaches, resulting in many businesses looking into how they can put these architectures to use. Most businesses look for the real-time benefits first, such as an event occurring in an SAP backend system and consumers across the customer landscape getting notified of this significant change in real time. However, there are more advantages that are often overlooked, such as loose coupling, incremental development, and handling of peak loads, and these easily and efficiently cross vendor boundaries using events.

        Consider an instance where you have a business partner in an SAP system that gets updated, and another process in the enterprise needs to be informed about this update. For example, a sales order gets created or updated, and a related business processes needs to be informed about this change or inventory need to be updated based on logistics such as delivery notifications or transport events. In the SAP context, this is considered an event and is a significant change in the state of an object in an enterprise system. Events hold context data such as content type, time of the occurrence, version, and so on. Depending on the type of events, the information it holds varies, but the players or entities involved are common, which are event, event source, event consumer, and event or message broker. An event is a significant change in the status of a business partner, an event source is where the event is occurring, an event consumer listens for and reacts to the event, and an event/message broker passes the events from the event producer to the event consumers. There are two types of events based on the information these events hold: 

        
            	
                Notification event
Notification events are used as informing events to notify consumers of change, and they contain a minimal set of data sufficient for the event consumer to take action. In this case, as shown in Figure 8.28, when the consumer gets notified of an event, it needs to process a subsequent action such as an API call to get further information. The event itself has minimal information.
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                    Figure 8.28    
            Notification Event Based on an SAP Side-by-Side Extension

                
                Some of the obvious advantages are that notification events are very small, only the minimal required data set is shared, access to data can be controlled well, and they can be very efficient depending on the number of required API calls to fetch additional data. Some of the challenges are that an additional synchronous step is required, it can be inefficient depending on the number of required API calls to fetch additional data, and it’s not enough to just have a suitable event—a suitable API is needed as well. 

            

            	
                Data event
Data events contain all the data of the business objects for which the event has occurred, and there is no need for the event consumer to take any additional steps to get details of the event, as shown in Figure 8.29.
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                    Figure 8.29    
            Data Event Based on an SAP Side-by-Side Extension

                
                The advantages of data events are that all potentially needed data is included in the event, no additional backend call is needed, the size of the event is a lot bigger (as expected), the payload potentially will contain sensitive data, and it’s good for use cases in which the consumer requires a full data set. Some of the challenges are that there might be loss of control in respect to potentially sensitive data, it raises topics such as data access and protection, and there is higher resource consumption for the source, event broker, and consumer.

            

        

        Event-driven architecture has both technology and business benefits. Loose coupling fosters flexibility and scalability, enabling systems to adapt and expand seamlessly. This approach also enhances fault tolerance through the application of appropriate patterns, ensuring systems can withstand disruptions more effectively. Moreover, by incrementally integrating event consumers and sources, operations are streamlined, leading to better quality outcomes and smoother processes. Additionally, this methodology facilitates the incorporation of new real-time integrations and extensions, ushering in innovative possibilities for system enhancement and evolution. From a business standpoint, it enhances situational awareness by staying informed about pertinent events in real time, empowering businesses to make decisions based on the latest information available. Using this up-to-date data allows for more informed and timely business decisions, facilitating agility and adaptability. Hyper-automation of business processes further accelerates reaction times and reduces costs, optimizing efficiency across operations. Moreover, embracing an open approach that transcends vendor boundaries, fosters collaboration, and innovation, and paves the way for the exploration of new and diverse business scenarios.

        Figure 8.30 shows SAP’s event-driven ecosystem today. SAP provides a full-blown event-driven ecosystem consisting of event sources, event brokers (i.e., SAP Event Mesh and SAP Integration Suite, advanced event mesh), and event consumers. Event sources include backends such as SAP S/4HANA, SAP SuccessFactors, and SAP ERP. Event consumers include applications built on SAP BTP, SAP Build, and selected backends.

        
            [image: SAP’s Event-Driven Ecosystem]

            Figure 8.30    
            SAP’s Event-Driven Ecosystem

        
        We’ll start by taking a closer look at standard SAP Event Mesh, and then discuss the advanced solution. Figure 8.31 shows the three basic communication patterns of messaging and event-driven architectures that are applicable in SAP Event Mesh. 
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            Figure 8.31    
            Basic Communication Patterns of Messaging and Event-Driven Architectures

        
        Let’s walk through each: 

        
            	1 
    
	
                The first communication pattern is on a message queue, which is a software engineering component that buffers messages. Messages are stored in the queue until they are processed and deleted. Each message is processed exactly once, by a single consumer. The message is stored in the queue until a message consumer retrieves the message and acts on it. 

            

            	2 
    
	
                The second communication pattern is based on a topic, a software engineering concept that allows you to send a message to multiple devices that have subscribed to a specific topic. Topics don’t retain messages, meaning the messages aren’t buffered. As a result, consumers that aren’t listening in when a message is being broadcasted to a topic will miss out on the message. 

            

            	3 
    
	
                The third communication pattern is based on queue subscriptions and offers an approach to combine the advantages of both queues and topics. In queue subscriptions, an application publishes messages to a topic that directly sends the message to the queue.

            

        

        SAP Event Mesh is an events and message management cloud-based service that’s part of SAP BTP. It’s typically used to decouple application logic, develop microservices, and support event-driven architectures. 

        As an event broker, it allows events from one application (event source) to be dynamically routed and received asynchronously by other applications. You can build event-driven extensions and integrations on SAP BTP and subscribe to real-time business events from core SAP systems. Potential SAP event sources currently include SAP S/4HANA Cloud, on-premise SAP S/4HANA, SAP ERP, and SAP SuccessFactors. The event enablement of additional SAP backends is underway. Available events are documented in SAP Business Accelerator Hub (https://api.sap.com/content-type/Events/events/events). All SAP S/4HANA events are created and delivered by SAP. You don’t have an option to modify or create new ones; you can only consume these events. All the events are notification events, and there are no data events. SAP SuccessFactors events are very robust. Every single intelligent service event that SAP SuccessFactors provides can be made available through SAP Event Mesh. There are both notification and data events, and the events can be modified to your needs. For SAP ERP and on-premise SAP S/4HANA (from SAP NetWeaver 7.31 onward), there is an event enablement add-on with which you can create event-driven scenarios. You also can create your own events, notifications, and data events. You can also enable delta loads through which you can manage what’s changed. 

        SAP Event Mesh as a message broker allows for sending and receiving messages and decouples applications and services in your system landscapes. This loose coupling results in higher throughput because the sender doesn’t need to know about the receiving applications or services, and its resources aren’t blocked while it waits for a response. Asynchronous communication ensures greater scalability because sending applications can simply fire and forget. You can use open standards and protocols for publishing and consuming messages from queues and topics, namely Advanced Message Queuing Protocol (AMQP), Message Queuing Telemetry Transport (MQTT), and Hypertext Transfer Protocol (HTTP 1.1) with REST APIs. Libraries for Java and Node.js are available. You can connect applications and microservices seamlessly using these standard protocols and protocol-agnostic libraries that can be used at the application configuration level for Java and Node.js.

        
            Note

            Let’s briefly discuss the differences between events and other terms used in contexts such as APIs and Kafka. 

            APIs let you read and write data, call functions, and start processes. They are like a contract between a client and the server and need to be called explicitly. The calls are synchronous using the blocking communication type. Events, on the other hand, let you react to change by informing that something has changed. Event notification informs the interested parties of significant changes. Once the interested parties register for an event, no additional action is needed. The notification is asynchronous with the nonblocking communication type. 

            Kafka is an event block and stores the events. Events can be stored for a certain time and replayed. SAP Event Mesh is an event broker and distributes the events. Events are buffered for a certain time and distributed. With SAP Event Mesh, you can’t replay events, and the event is gone once it’s consumed. 

        

        Now let’s move on to the advanced solution: SAP Integration Suite, advanced event mesh. SAP has been delivering event-driven integration through SAP Event Mesh (previously SAP Cloud Platform Enterprise Messaging) for several years. Recently, it has added SAP Integration Suite, advanced event mesh to help customers support more integration scenarios and manage and monitor events across their entire lifecycle.

        SAP Integration Suite, advanced event mesh, stands as a fully managed service at the forefront of event streaming and management, facilitating enterprise-grade event-driven architecture within SAP’s ecosystem. As an integral component of SAP’s event-driven ecosystem, it empowers end-to-end event-driven architectures, offering a range of benefits and key capabilities. It complements the basic offering of SAP Event Mesh, catering to more demanding scenarios with a comprehensive eventing platform. It provides enterprise-grade performance, reliability, security, and governance and is a distributed mesh of event brokers that can be deployed across environments. It scales from small to very large use cases, and brokers can be deployed in existing public or private cloud environments.

        SAP Integration Suite, advanced event mesh takes advantage of a complete event streaming, event management, and monitoring platform that incorporates best practices, expertise, and technology for event-driven architecture on a single platform. Through real-time updates on significant business changes across the ecosystem, it enables businesses to stay agile and responsive. Loose coupling of business applications and infrastructure enhances flexibility and scalability, while breaking down silos and extending beyond vendor boundaries with open standards and protocols. Its key capabilities include a distributed mesh of event brokers deployable across environments, scalable from small to large use cases, adaptable to various cloud environments, and supporting event streaming, management, and monitoring. Through event streaming you can deploy event broker services, create event meshes, and optimize and monitor your event-driven system. Event management lets you design, discover, visualize, share, and manage various aspects of your event-driven architecture. You can also model your event-driven architecture to visualize component relationships. Additionally, it provides an advanced management toolset with features such as message routing and filtering, ensuring efficient and effective event handling. Event monitoring and insights provide monitoring dashboards and configurable notifications to detect potential issues before they negatively impact your brokers and event broker services.

        As listed here and shown in Table 8.9, let’s compare the two solutions to understand commonalities and differences:

        
            	
                Both solutions are fully managed cloud services and can be used to integrate SAP and non-SAP systems through a network of event brokers.

            

            	
                While SAP Event Mesh works out of the box with SAP event sources, SAP Integration Suite, advanced event mesh requires a bit more work. If out-of-the-box experience is important to you, we recommend frontending SAP event sources with SAP Event Mesh, which can then rout events to brokers in SAP Integration Suite, advanced event mesh.

            

            	
                When it comes to sizing, SAP Integration Suite, advanced event mesh allows for larger payloads and storage, providing greater use case flexibility.

            

            	
                The following capabilities are unique to SAP Integration Suite, advanced event mesh:

                
                    	
                        Manage and monitor events, which is essential to ensure governance. As you scale event-based integration across your business and with third parties, event management becomes a must.

                    

                    	
                        Enable event lifecycle management from design to publishing to discovery. This way, you can set, establish, and enforce best practices and then facilitate sharing and reuse. 

                    

                    	
                        Create and publish event API products, which are groups of asynchronous APIs that fulfill some specific business functions. With them, you can provide separate LoBs and any third parties all the information they need to subscribe and leverage a set of events. The documentation and code are AsyncAPI compliant. The code can be automatically generated.

                    

                    	
                        Run natively on various public clouds, including AWS, Microsoft Azure, and Google Cloud Platform. Note the SAP Event Mesh can also run on multiple public clouds but only within SAP BTP. In addition, SAP Integration Suite, advanced event mesh can also run on-premise and at the edge.

                    

                    	
                        Support event transactions. Client applications can send or receive multiple messages in single atomic transactions within a session to maintain data consistency. 

                    

                    	
                        Allow new and existing clients to ask a broker to resend messages previously delivered, for example, when the receiving application crashes before committing messages to its database or a newly started application requires historical data to make decisions based on messages just received.

                    

                

            

        

        
            
                
                    	
                        Standard or Advanced? 

                    
                    	
                        Feature 

                    
                    	
                        SAP Event Mesh

                    
                    	
                        SAP Integration Suite, Advanced Event Mesh

                    
                

            
            
                
                    	
                        Standard 

                    
                    	
                        Fully managed cloud service

                    
                    	
                        Yes

                    
                    	
                        Yes

                    
                

                
                    	
                        Infrastructure model

                    
                    	
                        Shared

                    
                    	
                        Exclusive in T-shirt sizes

                    
                

                
                    	
                        Deployment options

                    
                    	
                        SAP BTP

                    
                    	
                        Private and public cloud

                    
                

                
                    	
                        Connecting SAP and non-SAP systems

                    
                    	
                        Yes

                    
                    	
                        Yes

                    
                

                
                    	
                        Out-of-the-box support for SAP event sources

                    
                    	
                        Yes

                    
                    	
                        Yes

                    
                

                
                    	
                        Support of standard protocols

                    
                    	
                        Yes

                    
                    	
                        Yes

                    
                

                
                    	
                        Standard (Cont.) 

                    
                    	
                        Message size and storage

                    
                    	
                        1 MB/10 GB

                    
                    	
                        Up to 30 MB/up to 6 TB

                    
                

                
                    	
                        Typical use case size

                    
                    	
                        Small to medium 

                    
                    	
                        Small to ultra large

                    
                

                
                    	
                        Advanced

                    
                    	
                        Network of event brokers

                    
                    	
                        No

                    
                    	
                        Yes

                    
                

                
                    	
                        Advanced event monitoring and analysis

                    
                    	
                        No

                    
                    	
                        Yes

                    
                

                
                    	
                        Dynamic event routing

                    
                    	
                        No

                    
                    	
                        Yes

                    
                

                
                    	
                        Filtering

                    
                    	
                        No

                    
                    	
                        Yes

                    
                

                
                    	
                        Event replay

                    
                    	
                        No

                    
                    	
                        Yes

                    
                

                
                    	
                        Event management

                    
                    	
                        No

                    
                    	
                        Yes

                    
                

            
        

        Table 8.9    
            Comparison of SAP Event Mesh and SAP Integration Suite, Advanced Event Mesh

    


                    
                        
        8.7    SAP Graph

        SAP customers manage multiple SAP systems (SAP S/4HANA, SAP SuccessFactors, SAP Ariba, etc.) in complex hybrid landscapes with applications spanning on-premise and cloud environments, resulting in SAP business data (customer, product, orders, employee, etc.) residing everywhere. This diversity introduces complexities for a developer who is trying to access business data. The developer not only has to know the type of data they need but also where it resides and how to access it. The SAP Graph capability simplifies the life of a developer by providing a simplified, consolidated, and unified view of SAP business data through a single API. You can now navigate to and access the data you need, regardless of where this data resides, because SAP Graph abstracts the landscape complexities from you. You can access the business data you need through a single semantically connected business data graph, which spans various SAP products. Products supported in the first release of the SAP Graph capability are SAP S/4HANA, SAP S/4HANA Cloud, SAP Sales Cloud, and SAP SuccessFactors. 

        SAP Graph creates business data graphs, which are connected graphs that consolidate models from different SAP products and create a unified view of data. As shown in Figure 8.32, data entities serve as the nodes of the graph, and edges represent the connection (relationship/associations) between these entities. 

        The nodes of the business data graph are common business objects, such as customer, supplier, product, sales and purchase order, general ledger, and so on. The connections between related entities lead to simpler and intuitive navigational queries, for example, the connection between sales order item and product. 

        
            [image: SAP Graph Capability: Business Data Graph]

            Figure 8.32    
            SAP Graph Capability: Business Data Graph

        
        The SAP Graph capability provides access to more than 4,500 business objects and 3,500 navigational links. Another important feature SAP Graph supports is unified business objects or unified entities. It’s common to find business objects, primarily master data such as customer, sales order, and product descriptions, replicated in multiple systems in the landscape. What one system may call a product (SAP S/4HANA), another may refer to as a ProductCollection (SAP Sales Cloud), material, or even supplierPart. They all represent the same product object, with common attributes such as its name and description, but then each SAP system manages additional, system-specific aspects. For example, SAP S/4HANA maintains details of the manufacturer and inventory of products, and SAP Sales Cloud is concerned with the conditions of selling or using it (e.g., the skills required by a sales team). Customers must synchronize the different representations of the same object, which often have different keys in the different systems, leading to high complexity for application developers as well. Developers often only need the common attributes of such business objects. To address this, the SAP Graph capability supports unified entities, which define the most popular business objects in a standard way.

        Before using the SAP Graph capability, it must be configured in SAP BTP. The Graph capability needs to be told which systems in the landscape it will have access to define by the landscape composition. For example, it might be configured to have access to one or more SAP S/4HANA systems, SAP SuccessFactors, and SAP Sales Cloud. Then, you define policies and rules that determine which system to access for which data access requests. The rules define the leading systems and their replicas, key mapping, and override rules, and they broadly govern where the data eventually comes from. Next, the content in the business data graph is defined by the landscape composition and the locating rules. For example, without SAP Sales Cloud, the corresponding entities are absent from a business data graph. On the other hand, extensions to SAP models (e.g., additional SAP S/4HANA entity attributes, exposed over OData) are automatically discovered during configuration, added to the business data graph, and can be used by any app that accesses it. Administrators can configure different landscape compositions and locating rules, resulting in business data graphs with different API signatures for the same data sources. This flexibility supports even highly complex customer architectures. Finally, a landscape and its business data graph are identified and certified by a unique data key. Any application that wants access to the data must present its key. You can grant or revoke data keys to specific trusted apps.

        
            Note

            The authorizations are still defined and managed in the source systems, and SAP Graph doesn’t have any access to them. 

        

        You can navigate the SAP Graph capability API by going to https://navigator.graph.sap/entities, where you can explore grouped by data source.

        To wrap up this section, let’s briefly discuss the differences between the SAP Graph capability and other products: 

        
            	
                SAP Business Accelerator Hub is a central catalog of APIs and other resources such as integrations, events, workflows, open connectors, and more that are available from SAP and partners. The SAP Graph capability is a unified API that exposes data and functionality from various SAP systems. 

            

            	
                SAP HANA graph is part of the core SAP HANA functionality and supports graph operations and processing on data stored in SAP HANA. The SAP Graph capability, on the other hand, is a unified API and provides connections between data objects and allows you to easily access data across systems. 

            

        

    


                    
                        
        8.8    Edge Integration Cell

        Edge Integration Cell is a new hybrid runtime for local integrations that is offered as an optional extension to SAP Integration Suite and helps you manage APIs and run integrations within your private on-premise landscape. It’s suitable for on-premise-to-on-premise integrations and supports any specific data compliance and governance needs you have around processing data locally. It’s deployed and managed in private Kubernetes environments (Microsoft Azure Kubernetes Service [AKS], Amazon Elastic Kubernetes Service [Amazon EKS], SUSE Rancher), and it can route business events from SAP applications to event brokers. Edge Integration Cell can also provide support for business continuity during temporary connectivity loss (up to 4 hours, as part of the product’s road map). 

        Multiple cells can be configured and managed with an SAP Integration Suite tenant, high availability can be set up for backup with multiple Edge Integration Cells in different clusters, and iFlows can be modeled in Cloud Integration that are compatible with Edge Integration Cell. It offers a migration path for SAP Process Integration/SAP Process Orchestration customers, and they can move to SAP Integration Suite but still be able to run scenarios within their private landscape. 

        Edge Integration Cell supports the transformation journey from SAP Process Integration/SAP Process Orchestration to SAP Integration Suite by giving the customers an option to continue running specific scenarios on-premises or within their private landscape. On-premise-specific adapters such as RFC Sender, File, OFTP2, and X400 will also be supported (in the road map). Edge Integration Cell supports three integration use cases as well: classic on-premise process orchestration, on-premise API-based integrations, including a policy engine; and event-driven integrations by an on-premise event bridge to integrate event brokers from SAP and non-SAP.

    


                    
                        
        8.9    Destination and Connectivity Service

        The SAP Connectivity service is an essential part of SAP BTP that comprises two distinct services: the connectivity service that provides the connectivity proxy to on-premise systems and the destination service that stores the technical information of target resources. 

        The SAP Connectivity service provides the connection proxy to on-premise connectivity. You need to set up the cloud connector for on-premise connectivity by maintaining virtual host port and allowlist-related subpaths.

        This helps in primarily two scenarios:

        
            	
                Set up on-premise communication via HTTP or remote function call (RFC) for your cloud application.

            

            	
                Create a service channel to connect to the SAP HANA database in SAP BTP from your on-premise system.

            

        

        You can think of the SAP Destination service like the Transaction SM59 destination configuration in SAP ERP. This keeps the connection parameters, such as URLs, security credentials, proxy types, and so on, separate from the core business logic. If the connectivity parameter changes for any reason, you don’t need to touch the code; instead, you can make microservices more configurable, which adheres to the twelve-factor principles that we discussed in a previous chapter. SAP Destination service provides a more granular level of details for connectivity information that can be maintained on the SAP BTP subaccount level or service instance level. The prerequisite for an SAP BTP user to maintain a destination is to have certain roles assigned: cloud connector administrator, destination administrator, or destination configuration administrator. You can find the details of the prerequisite roles at http://s-prs.co/v544017.

        The SAP Destination service can be managed primarily in three ways:

        
            	
                Destination editor in the SAP BTP cockpit
You can log on to the SAP BTP cockpit with a user who has prerequisite roles and can maintain destinations. Figure 8.33 shows the SAP BTP cockpit, where you can access destinations by clicking Connectivity • Destinations.

                
                    [image: Maintaining a Destination in the SAP BTP Cockpit]

                    Figure 8.33    
            Maintaining a Destination in the SAP BTP Cockpit

                
            

            	
                Destination service REST API
SAP BTP provides allowlisted REST APIs to access destinations. SAP Business Accelerator Hub provides detailed Swagger documentation for the REST API. You can find a destination and maintain a destination at the subaccount level as well as at the service instance level via these APIs. 

            

            	
                Create a destination using the MTA descriptor
For multitarget applications (MTAs), you can use the MTA descriptor to package and deploy the app to SAP BTP. You can define the destination configuration as part of the MTA descriptor by defining the destination content. You can maintain the configuration parameter in a separate JSON file and refer to that in MTA.yml as well. Listing 8.1 shows an example.

                - name: <destination-content-name>
  type: com.sap.application.content
  requires:
  - name: <required service name>
    parameters:
      service-key:
      name: <corresponding service parameters and Key>
    - name: managed-fiori-destination
        parameters:
          content-target: true
      ...
  resources:
  - name: managed-fiori-destination
    type: org.cloudfoundry.managed-service
    parameters:
      service-plan: lite
      service: destination
      path: ./destination.json  


                Listing 8.1    
            Destination Definition in the MTA Descriptor

                In the destination.json file, you can maintain the connection parameters of the destination. An example configuration is shown in Listing 8.2.

                {
  "HTML5Runtime_enabled": true,
  "version": "1.0.0",
  "init_data": {
    "instance": {
      "existing_destinations_policy": "update",
      "destinations": [
       {
          "Name": "Northwind",
          "Description": "Automatically generated Northwind destination",
          "Authentication": "NoAuthentication",
          "ProxyType": "Internet",
          "Type": "HTTP",
          "URL": "https://services.odata.org",
          "HTML5.DynamicDestination": true
        }
      ]
    }
  }
}   


                Listing 8.2    
            Destination Definition in destination.json

            

        

        
            Note

            You can refer to the sample MTA.yml file in the SAP sample GitHub repository (http://s-prs.co/v544018).

        

        To consume a destination service, a program needs to go through some steps, as shown in Figure 8.34. 

        
            [image: Consuming a Destination Service]

            Figure 8.34    
            Consuming a Destination Service

        
        Many of the SAP BTP services and the programming framework provide encapsulated layers so that you can consume the destination service easily. For example, in the Cloud Integration capability, you can consume the destination via configuration. In programming models such as SAP Cloud Application Programming Model, you have the low-level coding encapsulated so that developers can concentrate more on the business logic. However, to understand how the consumption of the destination service works, we’ll look bit deeper.

        First, you need to read the VMware Cloud Application Platform (VCAP) environment variable to get the clientid, clientsecret, and uri, as well as the value of xsuaa uri.

        Next, the application needs to provide an OAuth client by providing the client ID and client secret, and then get the JSON Web Token (JWT) from the extended services for user account and authentication (XSUAA) service.

        Next, you need to get the destination details by calling the destination API,including the detailed parameters stored in the destination, as shown in the sample code snippet in Listing 8.3.

        curl "<uri>/destination-configuration/v1/subaccountDestinations" \
-X GET \
-H "Authorization: Bearer <jwtToken>"
[
{
"Name": "demo-onpremise-destination1",
"URL": "http:/virtualhost:1234",
"ProxyType": "OnPremise",
"Type": "HTTP",
"Authentication": "NoAuthentication"
}]  


        Listing 8.3    
            Sample curl Command to Call the Destination API

        Once you get the parameters stored in the destination, the program needs to call the URL using an HTTP client.

        
            Note

            See Chapter 11 to get details on the security setup of the SAP Destination service.

        

    


                    
                        
        8.10    Process Integration and Orchestration

        The systems involved in some cases might not be compatible, and the communication protocols might be different. To overcome this, SAP provides middleware, which allows systems to send and receive information-managing sender and receiver protocols. SAP Process Orchestration is an on-premise middleware solution. In any SAP implementation, it’s often necessary to establish communication with external third-party systems to send and receive information. SAP Process Orchestration combines other SAP solutions with the aim of providing the logic, applications, and integrations that are required to close all gaps between the SAP system and all extensions. The following major components are grouped under SAP Process Orchestration:

        
            	
                SAP Process Integration
SAP Process Integration is a middleware platform intended to make a connection between SAP systems or other third-party systems when possible. It helps build and execute A2A and B2B interfaces in both synchronous and asynchronous communication techniques. Before communication can occur between the systems, SAP Process Integration adapters ensure a possible conversion to the format to be used by the target system. Messages from one sender system can be routed to one or more receiver systems based on business process rules or technical routing rules. One of the major advantages of SAP Process Integration is seamless implementation of interfaces using SAP integration technologies such as the IDoc (Application Link Enabling [ALE]) framework, Business Application Programming Interfaces (BAPIs), RFCs, and the ABAP proxy framework. It supports various communication protocols such as Secure File Transfer Protocol (SFTP), Applicability Statement 2 (AS2), SOAP, HTTP, and so on.

            

            	
                SAP Business Process Management (SAP BPM)
SAP BPM provides process models, methods, technologies, and reference content for modeling, configuring, executing, and monitoring business processes.

            

            	
                SAP Business Rules Management (SAP BRM)
The aim of SAP BRM is to model business rules that can be applied to both technical users on an SAP system (programmers, system administrators, etc.) and users in the operational area (e.g., clerks).

            

        

        
            Note

            Note that Cloud Integration isn’t a replacement for SAP Process Integration/SAP Process Orchestration, and it’s also not SAP Process Integration/SAP Process Orchestration hosted in the cloud. Both products will be developed and marketed in parallel and are fully complementary. 

        

        Cloud Integration is SAP’s cloud integration product based on SAP BTP. It allows an organization to securely connect and integrate cloud and on-premise enterprise systems in real time and orchestrate end-to-end processes and consistent cross-application data using graphical web-based modeling tools without coding. You can use and extend SAP-delivered prebuilt integration content for SAP cloud applications, and you can build integrations rapidly by leveraging out-of-the-box support. Cloud Integration is deployed and operated in the cloud. Therefore, the architecture supports multitenancy and isolation on the runtime and database schema level.

        While the exact total cost of ownership (TCO) or total cost delivered (TCD) reduction of using Cloud Integration versus SAP Process Integration/SAP Process Orchestration isn’t yet quantified, the benefits of reduced time and cost savings of using a cloud application versus procuring hardware and installing and maintaining software for an on-premise solution can be easily understood. Several customers have gone live on Cloud Integration in a matter of five to six weeks, leveraging the prepackaged integration content delivered by SAP. 

        So, when should you use SAP Process Integration/SAP Process Orchestration versus the Cloud Integration capability? The answer, as always, depends on the scenario. The Cloud Integration capability typically can be used in cloud-to-on-premise integrations (e.g., SAP SuccessFactors to SAP Human Capital Management [SAP HCM] integration, SAP Sales Cloud to SAP CRM/SAP ERP), cloud-to-cloud integration (e.g., SAP SuccessFactors with SAP S/4HANA Cloud or with Kronos, Workforce Software [WFS] systems). For heavy on-premise integration scenarios, SAP Process Orchestration is the best fit, but now, with Edge Integration Cell, which is an extension of SAP Cloud Integration for data services, you can achieve the same. SAP Cloud Integration for data services supports horizontal scaling even for periodical integration needs in the company. The license model is based on yearly run rates (subscription fee), which helps to minimize financial risk related to TCO. Cloud Integration is not only a process integration capability but also supports data services scenarios. 

        Another question that arises often is whether SAP Process Integration/SAP Process Orchestration and the Cloud Integration capability can be used in parallel. The answer is yes. Customers who already have SAP Process Integration/SAP Process Orchestration in their landscape can continue to use them and in addition use the Cloud Integration capability for integrating their cloud applications. There are multiple reasons and scenarios for why customers would also use Cloud Integration: their system of record is within the cloud, to take advantage of SAP’s prepackaged integration content, to leverage the partner ecosystem to build integration content/connectivity, to separate cloud integration projects (e.g., demilitarized zone [DMZ], firewall etc.), to separate cloud and on-premise LoBs, or to migrate to the cloud instead of upgrading their on-premise solution.

        Some customers who prefer a cloud-based integration solution don’t want to incur the cost associated with operating on-premise middleware or don’t want to invest in upgrading the on-premise middleware; instead, they might decide to migrate their existing middleware or SAP Process Integration/SAP Process Orchestration interfaces to Cloud Integration. For such customers, SAP provides migration accelerators that help with moving to Cloud Integration. Let’s discuss the accelerators shown in Figure 8.35:

        
            	
                Guides and best practices
SAP provides various migration guides and best practice guides to help you with your migration planning. There are guidelines to design enterprise-grade iFlows that cover different areas such as applying the highest security standards, handling errors, scripting, and so on. Application-specific guidelines for SAP SuccessFactors and API Management are provided and reference iFlows are available at SAP Business Accelerator Hub or directly in Cloud Integration to be deployed with minimum effort. There are guidelines to implement specific integration patterns such as content-based routing, aggregator, splitter, and so on, and there is an enterprise integration pattern community with 60+ enterprise integration patterns implemented with Cloud Integration.

                You can access these using the following links: 

                
                    	
                        http://s-prs.co/v591925

                    

                    	
                        http://s-prs.co/v591926

                    

                

            

            	
                Migration assessment 
This assists you in estimating the technical effort required for the migration process and determines how various integration scenarios can be migrated. It focuses on extraction of data from your existing SAP Process Orchestration system. Migration is currently supported for the following versions of SAP Process Orchestration: 7.31 SP 28 and above, 7.40 SP 23 and above, and 7.50 SP 06 and above. This assessment serves as the basis for your overall migration planning. The assessment can be performed by the customer themselves following these developer tutorials:

                
                    	
                        http://s-prs.co/v591927

                    

                    	
                        http://s-prs.co/v591928

                    

                

                Alternatively, you can take support from SAP or SAP partners using the SAP Migration Factory assessment, which is a free service that helps with the assessment:

                
                    	
                        http://s-prs.co/v591929

                    

                

            

            	
                Semiautomatic migration
Manually transitioning integration scenarios from SAP Process Orchestration to SAP Integration Suite poses challenges and demands a significant allocation of human resources. The migration tool is designed to generate interfaces within the Cloud Integration capability by leveraging design-time artifacts from SAP Process Orchestration, using a template-driven approach to accommodate current scenarios. While automation can handle much of the migration for scenarios that align with supported artifacts, some manual adjustments may still be necessary. The objective of the migration tool is to achieve a time-savings of approximately 60% to 70% through automated processes. The tool is included in SAP Integration Suite at no additional cost. It supports more than 26 migration templates, and multiple templates are being implemented, for example, for content-based routing, recipient lists, synch-asynch bridge, and so on. Additionally, customers will also be able to create their own migration templates.

            

            	
                Edge Integration Cell
As discussed earlier in the chapter, Edge Integration Cell provides a runtime for local integrations and supports the migration of SAP Process Integration/SAP Process Orchestration interfaces to Cloud Integration.

            

        

        
            [image: Migration Accelerators]

            Figure 8.35    
            Migration Accelerators

        
        
            Note

            Regression testing tools by partners such as Figaf and INT4 are also available.

        

    


                    
                        
        8.11    Summary

        This chapter discussed the key components of SAP Integration Suite. When we think about differentiation and the value SAP Integration Suite provides, we can say that it’s designed to achieve seamless business processes by supporting integration use cases, such as A2A, B2B, B2G, API-based, and event-driven integration, giving users the ability to compose processes with API-based integration (including by leveraging more than 2,800 ready-to-use APIs) and respond faster to customers, employees, and partners with  a robust and scalable event mesh across heterogeneous landscapes and ecosystems. Customers can accelerate connectivity by streamlining any-to-any, SAP, third-party, and e-government integrations with thousands of prebuilt integrations and connectors (easily discoverable and consumable in SAP Business Accelerator Hub) that are maintained by SAP. 

        In the next chapter, we’ll discuss data and database integration. 

    


                    
                        9    Database and Data Integration
One of the most important aspects of an app that brings in the core value is its persistency. In this chapter, you’ll see the different options SAP Business Technology Platform (SAP BTP) provides to persist data in the application. In addition, it’s important to explore how data integration harmonizes data and the applications in a larger enterprise landscape.
In this chapter, we’ll look at the different services provided in SAP BTP to support database and data management. In addition, we’ll cover the various data integration tools that are available to see the value proposition of each tool and how each one offers unique use cases. Thus, by looking deeper into solution offerings, you’ll get an understanding of which tool will fit better in different use cases. 
In the following sections, we’ll first begin with an overview of database and data management in the context of SAP BTP. Then, we’ll show you all the different persistency options SAP BTP offers, ranging from structured and unstructured data to a wide range of different databases. Then, we’ll discuss different data integration tools, including their value propositions and the strategic road map of these tools.

        9.1    Overview

        Enterprises across the world are striving for data-driven solutions that are powering their future direction. SAP BTP provides a digital platform where SAP customers can not only build flexible, innovative, cutting-edge solutions but also take advantage of full-scale data ingestion, data analytics, and data-driven solutions at scale. 

        Database and data management sits at the core of SAP BTP. When you architect a solution on SAP BTP, you need to factor in how the application is going to leverage data. This could be structured data or unstructured data. In the cloud, you need to be ready to scale the solution easily so that the solution becomes elastic and supports scalability flexibly. With the explosion of data, we’re seeing tremendous growth in data volume, data velocity, and data veracity. Unlike in previous times, applications aren’t relying only on a single relational database or file; rather, we’re seeing multidimensional data from various sources in different forms. This can be structured like a relational database or NoSQL schema-less JavaScript Object Notation (JSON), or it could be coming in from or invoking application programming interfaces (APIs) from different sources. With the Internet of Things (IoT) and big data, we’ve seen petabytes of data getting generated out of many sources, and these sources can vary in shape and size. Undisputedly, however, you need a wider focus on data management and data integration, which are integral parts of your enterprise cloud solution. 

        Modern day applications aren’t just relying on relational data model, but it consists of diverse set of data; for example, you need unstructured data, JSON formatted data, geo-spatial data and graph data. With the tremendous progress in the field of generative AI and machine learning, more and more application scenarios are emerging where generative AI and machine learning capabilities are embedded and empowering business functionality. An important consideration for generative AI-based applications is that you need to store vector embeddings as well. 

        In this chapter, we’ll first explore the possibilities in SAP BTP for data management and data integration. You’ll first see various options to manage data persistency (including SAP HANA Cloud), and then we’ll segue to see options for data integration. 

    


                    
                        
        9.2    Data Persistency

        Data persistency is an integral part of applications. It’s important to understand the domain model of the application where the core data entities are clearly defined. 

        SAP BTP offers different databases for usage with data. While SAP HANA is the centerpiece, customers have a wide choice between different databases. SAP BTP offers SAP Adaptive Server Enterprise (SAP ASE) on the Neo environment. In addition, SAP BTP supports other popular relational database management systems (RBDMS) such as PostgreSQL via hyperscaler offerings.

        On the other hand, for modern apps, you also need to support different types of data, that is, unstructured data, file data, media, images, and so on, as well as semi-structured data such as NoSQL-based databases. 

        In the following sections, we’ll review the available solutions for structured data, and then we’ll discuss unstructured data options. 

        
            9.2.1    SAP HANA and SAP HANA Cloud

            SAP HANA provides full capability to store (columnar-based or, optionally, row-based storage), manage, virtualize, replicate, and analyze data using powerful built-in analytical capabilities. SAP HANA is an in-memory database that has powerful capabilities for compressing data and efficiently handling both online transactional processing (OLTP) and online analytical processing (OLAP) queries very fast. Additionally, you can build calculation views to aggregate and prepare data from an analytical dimension. 

            SAP HANA Cloud provides a cloud-native platform for in-memory databases to access, process, and store all enterprise data in one place for transaction and analytics in real time. Technically, SAP HANA Cloud is the same as SAP HANA; they share the same underlying components and architecture. However, the license model is different: SAP HANA Cloud is a part of SAP BTP and will be our focus in this chapter. 

            In today’s fast-paced business landscape, staying ahead of the competition requires more than just keeping up with the latest trends—it demands agility, innovation, and real-time insights. Traditional approaches to data management and analysis are no longer sufficient to meet the demands of modern enterprises. This is where SAP HANA Cloud steps in as a game-changer. As shown in Figure 9.1, SAP HANA Cloud isn’t just another database solution; it represents a paradigm shift in how enterprises harness the power of data, by in-memory computing as well as leveraging its intelligent platform that can handle various data types and models seamlessly. Whether it’s structured data from transactional systems or unstructured data from social media feeds, SAP HANA can process it all, providing a comprehensive view of your business operations. But perhaps the most compelling aspect of SAP HANA is its capability to enable innovation without boundaries. With its flexible architecture and advanced analytics capabilities, SAP HANA empowers businesses to explore new opportunities, experiment with different business models, and drive digital transformation initiatives. This includes traditional relational data along with your geospatial and graph relational data as well as cutting-edge vector embeddings, which is sacrosanct to build modern generative AI-based applications, semantic search, or clustering. With the conglomeration of different data sets, SAP HANA Cloud is truly emerging as a one-stop shop for all your enterprise data needs that helps marry your corporate transactional data with unstructured media, machine learning, and analytics data without losing any business context.
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                Figure 9.1    
            SAP HANA Cloud Supports a Multimodal Database, Smart Integration, Advanced Analytics, and Tiered Storage

            
            SAP HANA Cloud supports not only multimodal databases with diverse types of data storage but also data lakes; starting integration using virtual access and replication; tiered storage for hot, warm, and cold data; and advanced analytics using its fast in-memory database. 

            Let’s take a closer look at the relevant features, architecture, and capabilities in the following sections. 

            
                Features

                SAP HANA Cloud provides a feature-rich database platform. Following are some of the key highlights of the main features of SAP HANA Cloud:

                
                    	
                        In-memory database
The SAP HANA in-memory database provides an enterprise application superfast database with the standards for atomicity, consistency, isolation, and durability (ACID) with multimodel capabilities, application development, advanced analytical processing, and flexible data integration.

                    

                    	
                        Flexibility in provisioning
The SAP HANA Cloud offering on SAP BTP allows you to provision SAP HANA databases within your cloud credits via a self-service wizard.

                    

                    	
                        Elasticity and scalability
SAP HANA Cloud provides built-in tools to add or remove databases you’ve provisioned. You can also increase and decrease the capacity they require.

                    

                    	
                        Automatic backup
SAP HANA Cloud doesn’t require explicit manual effort for backup and recovery. This is managed by SAP.

                    

                    	
                        Robust cloud-based tooling
SAP HANA Cloud gives first-class centralized cloud-based tooling such as SAP HANA Cloud Central, SAP HANA cockpit, and SAP Business Application Studio.

                    

                    	
                        Develop applications
Develop powerful applications using data models such as columnar tables and calculation views; expose data as a service using the OData framework; build powerful server-side applications using frameworks such as SAP HANA extended application services, advanced model (XSA) and SAP HANA extended application services (SAP HANA XS); and build stored procedures with the support of a wide range of languages.

                    

                    	
                        Bind to SAP BTP applications
You can develop applications on SAP BTP and bind SAP HANA Cloud as the backing service for persisting structured data. SAP Cloud Application Programming Model supports the binding of SAP HANA Cloud as a backing service.

                    

                    	
                        Ensure high availability (HA)
SAP HANA Cloud’s synchronous replication and autonomous failover capabilities help ensure HA on a scalable cloud infrastructure.

                    

                    	
                        Secure data and applications
SAP HANA Cloud provides security best practices to secure your data on the cloud environment. You can secure your data and applications by using industry best practices such as role-based access via privilege management, authentication, and single sign-on (SSO), as well as manage separation of duties using groups. 

                    

                    	
                        Data privacy
From a data privacy standpoint, SAP HANA Cloud provides a tool to support data masking and anonymization.

                    

                    	
                        Spatial and graph database
SAP HANA Cloud natively stores 2D, 3D, and 4D vector data types and uses more than 80 native SQL-based geospatial functions.
You can create and maintain property graph data models, execute graph operations on data stored in an SAP HANA system, execute built-in algorithms (e.g., shortest path, neighborhood search, strongly connected components, and pattern matching), run pattern matching algorithms in the openCypher query language, and define complex graph algorithms using GraphScript.

                    

                    	
                        Text search 
Text search enables you to use different search mode options: exact and fuzzy for error-tolerant search.

                    

                    	
                        Virtualization
You can create virtual tables in SAP HANA Cloud that point to tables in other remote sources without replicating the data into SAP HANA Cloud. This technique comes in handy often when building real-time reports where you’d build aggregation using a calculation view on SAP HANA Cloud, which in turn sources the data from various remote sources using virtual tables—essentially eliminating the need to replicate data and saving cloud storage.

                    

                    	
                        Replication
SAP HANA Cloud provides tooling such as smart data integration (SDI) to replicate data from various sources to SAP HANA Cloud. You can use data formatting and cleansing operations (e.g., address validation with geocode formatting) as well during data replication.

                    

                    	
                        Machine learning
You can execute predictive algorithms based on machine learning by using the Predictive Analysis Library (PAL) and the Automated Predictive Library (APL).

                    

                    	
                        SAP HANA Cloud, data lake 
The SAP HANA Cloud, data lake, component stores, manages, and analyzes large amounts of structured, semi-structured, and unstructured data efficiently and securely. You can bring in advanced analytics using the data lake IQ. Data lake files help manage unstructured and semi-structured data. You can create data lake instances, scale up and scale out to match system load, and ingest or export data from/to the following external sources:

                        
                            	
                                SAP HANA Cloud, Data Lake Files (HDLFS)

                            

                            	
                                Microsoft Azure 

                            

                            	
                                Amazon S3 

                            

                            	
                                Google Cloud Storage

                            

                        

                    

                

            
            
                Architecture

                Essentially, SAP HANA is sitting at the core of SAP HANA Cloud. So, let’s take a deeper look at the core architecture of SAP HANA. Figure 9.2 shows the logical component diagram for SAP HANA with the following core components:

                
                    	
                        Index server
Index server is the main component of SAP HANA at its core that contains the in-memory data stores and the engine to process the data.

                    

                    	
                        Name server
Name server keeps the information on the topology of an SAP HANA system. 

                    

                    	
                        SAP HANA extended application services (SAP HANA XS) runtimes
The SAP HANA XS runtime is the application runtime for developing native SAP HANA-based web applications and lifecycle management of those artifacts. There are two types of SAP HANA XS runtimes: 

                        
                            	
                                Classic: The SAP HANA XS server is the old XS server that helps build XSODATA (V2) and SAP HANA XS JavaScript (XSJS) applications. This runtime runs as a separate server process or in embedded mode within the index server.

                            

                            	
                                Advanced: SAP HANA XSA is the latest innovation on the SAP HANA runtime. It consists of several processes, for example, platform service for execution of application. The SAP HANA XSA runtime runs either on a dedicated host or together with other SAP HANA components on the same host. 

                            

                        

                    

                

                It’s imperative that we take a deeper look at the internal component architecture of the index server as this is the central piece in the SAP HANA server that helps with storing and operating the in-memory data. 

                Figure 9.3 shows the conceptual building blocks of the index server. The connection and session management component at the top helps with creating and managing sessions and connections for the database clients. Session management maintains sets of parameters, such as auto-commit settings or the current transaction isolation level. After the session is established, database clients typically communicate with the index server using SQL statements. Analytical applications may use the multidimensional query language Multidimensional Expressions (MDX), and for graph data, applications issue graph queries using the openCypher language as SQL subqueries in the GraphScript language. SQL statements and MDX queries are sent over using the same connection over the same network communication protocol.
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                    Figure 9.2    
            SAP HANA High-Level Component Architecture
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                    Figure 9.3    
            Component Architecture for the Index Server

                
            
            
                Technical Capabilities

                Now let’s look at some of the most important technical capabilities of SAP HANA Cloud:

                
                    	
                        SQL
As a RDBMS basis, SAP HANA supports full-scope data description language (DDL) and data manipulation language (DML) SQL statements to create data definition models and manipulate data. You can leverage columnar databases to access data faster where SAP HANA greatly eliminates the necessity to create a secondary index.

                    

                    	
                        Calculation view
Historically, SAP HANA used to support three types of model views: attribute views, analytic views, and calculation views. However, from SPS 11, the calculation view combines the functionality of all three. Calculation views can be used to build a layered data model that integrates complex logic and aggregation, filter, and combinations, as well as helps push down the code to the SAP HANA layer so that execution is faster.

                    

                    	
                        Procedure
One of the important features in SAP HANA is to create a procedure via the CREATE PROCEDURE statement. Procedures can run different languages as scripts on the database layer to make this performant.

                    

                    	
                        Language support
SAP HANA supports various languages for built-in scripts in the database procedure: 

                        
                            	
                                SQLScript is used to write procedural orchestration logic, to define complex data flows, and to create user-defined functions.

                            

                            	
                                L is an imperative programming language, derived from C++, for implementing embedded code by using compiled code efficiently.

                            

                            	
                                R is an open-source programming language popularly used for statistical analysis, machine learning, and graphics.

                            

                            	
                                Within SAP HANA, you can define an Application Function Library (AFL) using C++. This is the basis of the Business Function Library (BFL) that provides predictive capabilities to SAP HANA.

                            

                        

                    

                    	
                        Predictive library
SAP HANA provides a unique functionality to support a host of machine learning predictive algorithms via BFL. You can do regression, perform time series-based analysis, introduce seasonality, and integrate these capabilities in your enterprise cloud applications.

                    

                    	
                        Geospatial
SAP HANA provides native supports for geospatial data types to support 2D, 3D, and vector types. Together with graph capabilities, SAP HANA provides powerful capabilities to build map-based visual queries and determine path-based algorithms.

                    

                    	
                        Declarative SAP OData Provisioning (XSODATA)
In the embedded classic SAP HANA XS engine, it’s possible to expose data models as OData services (V2) using XSODATA development. This is the classic way to expose SAP HANA database artifacts as OData and is still popular in the SAP BTP, Neo environment.

                    

                    	
                        SAP HANA XS
Alongside XSODATA, the classic server-side programming model still exists in the form of XSJS. Typically, XSJS apps are popular in the SAP BTP, Neo environment.

                    

                    	
                        Core data services
Core data services (CDS) are the most important construct for modern SAP applications. The whole philosophy of the domain-driven data model is addressed via CDS in SAP HANA, which enables you to define and consume semantically enriched data. CDS comprises a set of programming specifications:

                        
                            	
                                Schema definition language (SDL): SDL helps define semantically enriched domain data models.

                            

                            	
                                Query language (QL): QL helps conveniently and efficiently query data.

                            

                            	
                                Expression language (EL): EL is used for calculated fields, default values, constraints, and so on within queries.

                            

                            	
                                Data control language (DCL): DCL helps define the application’s authorization mode by implementing static privileges and predicated privileges.

                            

                        

                    

                    	
                        Query optimizer
Ultimately, the SQL DML (select, update, delete, etc.) gets executed using an SQL processor. Figure 9.4 shows a more detailed view of the components for query processing with the focus on the query optimizer. The SQL parser takes the SQL as input and breaks it down into a tree. 
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                            Figure 9.4    
            Query Optimizer in SAP HANA

                        
                        It also checks the syntactic correctness. The rule-based optimizer first converts the parsed tree into a relational algebraic tree containing relational operators. A normalization step takes place to transform the algebraic tree into an equivalent form that is easier to optimize. The optimized relational algebraic tree created by the rule-based optimizer is the input to the cost-based optimizer that creates the execution plan. The selection of the optimal execution plan depends on database catalog information, for example, about available indexes and table partitions. Cardinality is another key piece of information that is used for cardinality estimation using statistical methods. The query optimizer employs a cost catalog with formulas for estimating the execution time of each operator and optimizes the query execution plan.

                    

                    	
                        Graph database
A graph database management system exposes a graph data model to represent and query large sets of highly connected data. This type of database allows efficient execution of graph operations such as single or multistep graph traversal and shortest path between vertices. 

                        A graph database provides a natural and intuitive format for the underlying data, which leads to simpler application design, and has native graph processing capabilities. Figure 9.5 shows the graph component on an SAP HANA database. 
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                            Figure 9.5    
            SAP HANA Graph Component and GEM

                        
                        It supports two languages: 

                        
                            	
                                Graph Exploration and Manipulation (GEM): Supports graph explorations and manipulation via SQL. You can manage edges and nodes of a graph.

                            

                            	
                                GraphScript: The GraphScript language eases the development of application-specific graph algorithms and integrates them into SQL-based data processing. Furthermore, GraphScript provides optimized built-in algorithms to solve common graph-related problems, such as finding the shortest path from one vertex to another.

                            

                        

                    

                    	
                        SAP HANA Cloud  vector engine
SAP HANA Cloud will natively store and search vector embeddings, which are numerical representations of objects, along with business data as part of its multimodal processing capabilities to power intelligent data applications.

                        
                            Note

                            Let’s take a pause to discuss what exactly a vector is. Vectors are numerical arrays or lists of values that represent data in vector databases, which are a key component of generative AI systems. In a simplistic case, if a vector is represented on three dimensions, then we can represent it using a numerical array or list of three values representing three coordinates. With a collection of vectors, we can then do a similarity search based on a certain vector dimensionality. In real life, we can represent a large text, image, audio, or any sort of unstructured data as a representation of a dimensional metric that can be arranged as numerical arrays or lists called vector embedding.

                            Vector databases store unstructured data, such as text, images, or audio, and convert it into numerical embeddings. These embeddings are large arrays of numbers across multiple dimensions that can be efficiently searched, processed, and analyzed. A vector data store manages unstructured data—text, images, or audio—in high-dimensional vectors or embeddings to provide long-term memory and better context to AI models.

                        

                        With these vector capabilities, SAP HANA Cloud will enable retrieval-augmented generation (RAG) (introduced in Chapter 5, Section 5.1), facilitating the combination of large language models (LLMs) with private business data. The SAP HANA Cloud vector engine will allow the storage, process, and analysis of vector embeddings in SAP HANA Cloud, allowing for a very efficient semantic search on the data. These applications learn and adapt to new information, enabling automated decision-making and empowering developers to be the architects of the future. We’ll take a deeper look at RAG architecture and how the SAP HANA Cloud vector engine helps in such architecture in Chapter 18 where we’ll explain a use case on a generative AI-based scenario.

                        Figure 9.6 shows a typical lifecycle of converting diverse data (text, image, speech, documents, structured, etc.) into embedding via a foundation model and store that data on an SAP HANA Cloud vector engine. 
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                            Figure 9.6    
            Diverse Data Sets Converted to Vector Embeddings and Stored on an SAP HANA Cloud Vector Engine

                        
                        The real power of an SAP HANA Cloud vector engine is to support native functions that help in vector operations for similarity searches such as Cosine Similarity or L2Distance calculations between two vectors. These functions enable an SAP HANA Cloud vector engine to help building functionalities like the following:

                        
                            	
                                Semantic search

                            

                            	
                                Natural language processing (NLP)

                            

                            	
                                Retrieval-augmented generation (RAG)

                            

                            	
                                Similarity search

                            

                            	
                                Recommendations

                            

                            	
                                Classifications

                            

                            	
                                Clustering

                            

                            	
                                Anomaly detection

                            

                        

                    

                

            
        
        
            9.2.2    SAP Adaptive Server Enterprise

            SAP BTP gives you the choice to run the persistency layer with other databases than SAP HANA. For example, you can opt for SAP ASE. If your application is based on the SAP BTP, Neo environment, and you don’t really need all the features of SAP HANA such as fast columnar in-memory database, calculation views, and so on, you can opt for SAP ASE to build small- or medium-scale applications. You can install, update, and delete SAP ASE databases. The SAP ASE service lets you consume the SAP ASE database via a Java Persistence API (JPA) or Java Database Connectivity (JDBC) using Java applications running on SAP BTP. 

            We’ll explore sizing and connection options in the following sections. 

            
                Sizing

                Typically, SAP ASE comes in four “T-shirt” sizes, as shown in Table 9.1. 

                
                    
                        
                            	
                                Feature

                            
                            	
                                Extra Small

                            
                            	
                                Small

                            
                            	
                                Medium 

                            
                            	
                                Large

                            
                        

                    
                    
                        
                            	
                                Core

                            
                            	
                                1

                            
                            	
                                2

                            
                            	
                                4

                            
                            	
                                8

                            
                        

                        
                            	
                                RAM

                            
                            	
                                4 GB

                            
                            	
                                8 GB

                            
                            	
                                16 GB

                            
                            	
                                32 GB

                            
                        

                        
                            	
                                Disk space

                            
                            	
                                32 GB

                            
                            	
                                80 GB

                            
                            	
                                160 GB

                            
                            	
                                320 GB

                            
                        

                        
                            	
                                Per month bandwidth out

                            
                            	
                                512 GB

                            
                            	
                                512 GB

                            
                            	
                                512 GB

                            
                            	
                                1 TB

                            
                        

                        
                            	
                                Per month bandwidth in

                            
                            	
                                Unlimited

                            
                            	
                                Unlimited

                            
                            	
                                Unlimited

                            
                            	
                                Unlimited

                            
                        

                    
                

                Table 9.1    
            SAP ASE Sizing

            
            
                Connecting to SAP BTP Applications

                In the SAP BTP, Neo environment, you can develop web applications using SAP-provided Java runtimes. You can use JDBC to connect the SAP ASE database via the SAP ASE service, or you can use more Java Platform, Enterprise Edition (Java EE) features such as JPA to connect to SAP ASE from your Java web app, as shown in Figure 9.7. 
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                    Figure 9.7    
            Accessing the SAP ASE Database Using the SAP BTP Java Runtime via JDBC or JPA

                
            
        
        
            9.2.3    PostgreSQL

            As one of the most advanced open-source object relational databases, PostgreSQL is feature rich and gaining popularity in the enterprise application space. PostgreSQL can go pretty well with cloud-native applications. If your application isn’t looking for an in-memory high-performance database or advanced features such as calculation views, geo-spatial data, predictive capabilities, and so on, or if you simply need a relational database to persist data, then you can opt for PostgreSQL. 

            Traditionally, SAP Cloud Platform had a PostgreSQL service as part of the platform offering. However, in most cases we’ve seen, underlying hyperscalers also offer a PostgreSQL service. So, to align with hyperscaler strategies and to simplify offerings, SAP BTP now provides a managed service, PostgreSQL on SAP BTP, which provides a managed relational database service, based on native PostgreSQL offerings from hyperscalers such as Amazon Web Services (AWS) and Microsoft Azure. With PostgreSQL on SAP BTP, you can provision and manage PostgreSQL databases on hyperscalers (AWS RDS PostgreSQL or Azure Database for PostgreSQL) from SAP BTP and bind them to your business applications running on Cloud Foundry. 

            SAP BTP-based programming models, such as SAP Cloud Application Programming Model, are principally designed on domain-driven models and are database agonistic. So, SAP Cloud Application Programming Model supports PostgreSQL along with SAP HANA with some restrictions. For example, you can build calculation views–based OData services only in SAP HANA but not in PostgreSQL. However, you can use SAP Cloud Application Programming Model to expose PostgreSQL-based tables as OData entities. In the following sections, we’ll walk through the architecture, sizing, and administration considerations for PostgreSQL on SAP BTP.

            
                Architecture

                One thing to understand is that SAP BTP provides the managed service to use the native PostgreSQL offering from the hyperscaler of your choice. This is done through the broker architecture pattern, as shown in Figure 9.8 (e.g., Open Service Broker). SAP BTP provides the SAP-managed PostgreSQL Broker, which talks to the service instance of the PostgreSQL hyperscaler option service. This in turn connects to the native PostgreSQL database instance hosted on your hyperscaler (AWS or Microsoft Azure). 
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                    Figure 9.8    
            Application Architecture Using PostgreSQL Hyperscaler Option

                
            
            
                Sizing

                PostgreSQL on SAP BTP provides you with the means to create a PostgreSQL instance on hyperscalers, for example, Microsoft Azure or AWS (optionally, Alibaba Cloud for internal purposes). However, you need to size the database while creating the instance. Typically, the size depends on the compute and storage factors shown in Table 9.2.

                
                    
                        
                            	
                                Compute

                            
                            	
                                Storage

                            
                        

                        
                    
                        
                            	
                                Standard

                            
                            	
                                Premium

                            
                            	
                                Regular Storage

                            
                            	
                                High-Availability Storage

                            
                        

                        
                            	
                                
                                    	Defines compute resources in the ratio of 1 CPU core to 2 GB RAM


                                    	Provides baseline performance for application workloads


                                    	Suitable for development and small-scale production use cases


                                    	Available in blocks of 2 GB memory (RAM)


                                    	Supports block sizes 1 or 2


                                

                            
                            	
                                
                                    	Defines compute resources in the ratio of 1 CPU core to 4 GB RAM


                                    	Provides high performance for application workloads


                                    	Suitable for medium- to large-scale production use cases


                                    	Available in blocks of 4 GB memory (RAM)


                                    	Supports block sizes 1, 4, 8, or 16


                                

                            
                            	
                                
                                    	Defines general-purpose disk storage for PostgreSQL


                                    	Used for single availability zone (AZ)/non-HA storage use cases


                                    	Available in blocks of 5 GB storage (disk)


                                

                            
                            	
                                
                                    	Defines general-purpose disk storage for PostgreSQL with bandwidth considerations for HA (multi-AZ)


                                    	Used for multi-AZ/HA storage use cases


                                    	Available in blocks of 5 GB storage (disk)


                                

                            
                        

                    
                

                Table 9.2    
            Database Sizing Factors

                You need to create a service instance of the PostgreSQL service either using the cf command-line interface (CLI) or SAP BTP cockpit. However, one of the most important parameters you need to pass on is the JSON payload to configure your PostgreSQL sizing. Listing 9.1 shows a sample CF command to create a PostgreSQL instance for a standard plan.

                cf create-service postgresql-db standard <my-pg-instance-standard> -c 
’{
    "memory": 2,
    "storage": 5,
    "engine_version": "9.6",
    "multi_az": true
}’  


                Listing 9.1    
            CLI Command to Create a PostgreSQL Instance with Sample Sizing Parameters

                Table 9.3 shows the supported parameters.

                
                    
                        
                            	
                                Parameter

                            
                            	
                                Description

                            
                            	
                                Allowed Values (Default)

                            
                            	
                                Development Plan 

                            
                            	
                                Standard Plan

                            
                            	
                                Premium Plan

                            
                        

                    
                    
                        
                            	
                                memory

                            
                            	
                                Defines the amount of memory (in GB) to be used for the instance

                            
                            	
                                
                                    	Standard: (2), 4


                                    	Premium: (8), 16, 32, 64


                                

                            
                            	
                            	
                                Provision update

                            
                            	
                                Provision update

                            
                        

                        
                            	
                                storage

                            
                            	
                                Defines the amount of storage in GB to be allocated to the instance

                            
                            	
                                
                                    	Standard: (5)


                                    	Premium: (5)


                                

                            
                            	
                            	
                                Provision update

                            
                            	
                                Provision update

                            
                        

                        
                            	
                                engine_version

                            
                            	
                                The version of the PostgreSQL database engine to use

                            
                            	
                                All plans: 9.6, 10, (11), 12

                            
                            	
                                Provision update

                            
                            	
                                Provision update

                            
                            	
                                Provision update

                            
                        

                        
                            	
                                multi_az

                            
                            	
                                Indicates whether the instance is a multi-AZ deployment (recommended for disaster recovery and HA)

                            
                            	
                                
                                    	Standard: (true)/false


                                    	Premium: (true)/false


                                

                            
                            	
                            	
                                Provision update

                            
                            	
                                Provision update

                            
                        

                        
                            	
                                source_instance_id

                            
                            	
                                Allows users to restore a database instance to a specific point in time, creating a new database instance

                                Indicates which database instance data you want to use to restore

                            
                            	
                                Valid postgresql-db instance ID (null)

                            
                            	
                            	
                                Provision

                            
                            	
                                Provision

                            
                        

                        
                            	
                                restore_time

                            
                            	
                                Allows users to restore a database instance to a specific point in time, creating a new database instance

                            
                            	
                                ISO8601 date format:

                                YYYY-MM-DDThh:mm:ssZ

                                (null)

                            
                            	
                            	
                                Provision

                            
                            	
                                Provision

                            
                        

                        
                            	
                                maintenance_window

                            
                            	
                                Allows users to set a preferred maintenance window. Microsoft Azure doesn’t support this parameter.

                            
                            	
                                day_of_week: Sunday to Saturday

                                start_hour_utc: 0 to 23

                                duration: 5

                            
                            	
                            	
                                Provision update

                            
                            	
                                Provision update

                            
                        

                        
                            	
                                postgresql_extensions

                            
                            	
                                Indicates list of PostgreSQL extensions to be enabled on the instance.

                            
                            	
                                (ltree, citext, pg_stat_statements, pgcrypto, fuzzystrmatch, hstore, btree_gist, btree_gin, pg_trgm, uuid-ossp)

                            
                            	
                                Provision update

                            
                            	
                                Provision update

                            
                            	
                                Provision update

                            
                        

                        
                            	
                                Locale

                            
                            	
                                Indicates the locale to be used for the instance.

                            
                            	
                                (en_US)

                            
                            	
                                Provision update

                            
                            	
                                Provision update

                            
                            	
                                Provision update

                            
                        

                        
                            	
                                server_type

                            
                            	
                                Indicates the server type to be used for the instance on Microsoft Azure.

                                With server_type flexi, it’s possible to provision a multi-AZ instance.

                            
                            	
                                (Single), flexi

                            
                            	
                            	
                            	
                                Provision

                            
                        

                    
                

                Table 9.3    
            List of Parameters That Can Be Used for PostgreSQL Instance Creation

            
            
                Administration

                SAP BTP provides tools to manage service plans and entitlement for the PostgreSQL database. However, to do database administration work, you need to rely on two PostgreSQL tools: psql and pg_dump. To establish direct command-line access to a service, you need to deploy a host app and use its Secure Shell (SSH) and port-forwarding features to communicate with the service instance through the app container.

                PostgreSQL admin activities fit into two broad categories:

                
                    	
                        Setting service plan and activities 

                    

                    	
                        Migrating existing PostgreSQL instances

                    

                

                
                    Note

                    You can follow the SAP documentation for the full step-by-step guide at http://s-prs.co/v544019.

                

                To migrate an existing PostgreSQL service instance to the PostgreSQL hyperscaler option service, you can use the PostgreSQL Migration REST API or the pg-migrate plug-in for the cf CLI. For more information on the migration documentation, refer to https://pg-migrate.cf.eu10.hana.ondemand.com/v1.

            
        
        
            9.2.4    Unstructured Data

            For an enterprise-grade application, you don’t always persist structured data only. Many times, you’ll need to manage and store unstructured objects such as files, media, documents, and so on. SAP BTP provides a choice of using hyperscalers to store unstructured objects. However, SAP BTP also provides a managed service to seamlessly manage data and connect that data to cloud applications running on SAP BTP. The ObjectStore service allows you to choose underlying unstructured data stores from the most popular hyperscalers such as Azure Blob Storage, AWS S3, or ObjectStore on Google Cloud Platform. Depending on which hyperscaler you’re on, you may need to choose one of the entitlements shown in Table 9.4.

            
                
                    
                        	
                            Hyperscaler

                        
                        	
                            Service

                        
                        	
                            Plan

                        
                    

                
                
                    
                        	
                            AWS

                        
                        	
                            ObjectStore

                        
                        	
                            s3-standard

                        
                    

                    
                        	
                            Google Cloud Platform

                        
                        	
                            ObjectStore

                        
                        	
                            gcs-standard

                        
                    

                    
                        	
                            Azure

                        
                        	
                            ObjectStore

                        
                        	
                            azure-standard

                        
                    

                
            

            Table 9.4    
            Hyperscaler Entitlements

            You can access the blob objects via the ObjectStore service using a programming platform on SAP BTP, for example, in Java. You can get full sample code in the following SAP sample GitHub: http://s-prs.co/v544020.

        
    


                    
                        
        9.3    Data Integration

        SAP BTP provides various tools for data integrations. Traditionally, SAP had data integration solutions such as Business Object Data Services (BODS) as an on-premise solution. However, SAP BTP provides different tools for data integration on the cloud that are widely applicable and far more powerful. Let’s review what’s available in the following sections. 

        
            9.3.1    SAP Datasphere and SAP Data Intelligence

            In 2022, SAP launched SAP Datasphere on SAP BTP, which is a comprehensive solution for data governance, data modeling, and data integration. This is SAP’s data warehouse management tool and embeds the SAP Data Intelligence features and capabilities within it. The strategic solution for data integration in SAP BTP is SAP Data Intelligence, which is at the core of the database and data management pillar of SAP BTP. SAP Data Intelligence not only provides powerful data integration capabilities but also a data cleansing, data governance, and full-scale machine learning development platform that enables enterprises to build data-driven intelligent solutions.

            In the following sections, we’ll explore data management challenges and see how SAP Datasphere and SAP Data Intelligence addresses them through key features. 

            
                Data Management Challenges

                Modern-day enterprises are dealing with a vast amount of very diverse data. These very high data volumes are accompanied by a high degree of data veracity and data velocity. This poses a new challenge to enterprises regarding how to manage this data efficiently. Let’s understand the key challenges first, as shown in Figure 9.9:

                
                    	
                        Integration
Data integration is getting more challenging every day as you’re now dealing with far more complex and vast data from diverse sources. This can be structured data, unstructured data, or streaming data, and you may need to process the data in real time or in batches. Data can vary and include master data, transactional data, or analytical data. 

                    

                    	
                        Processing
Modern-day applications demand various modes of data processing. Some may follow traditional batch processing, but some may follow more cutting-edge methods such as Lambda or event-driven processing.

                    

                    	
                        Discovery
With a wide range of data available, it’s often said that the real power of data is hidden in how you understand and interpret its true meaning. So, you need a deeper understanding and insight to bring value out of it.

                    

                    	
                        Quality
One of the biggest challenges in big data solutions and machine learning isn’t developing the machine learning algorithm but getting quality data to train and test the models. You have to get the data right to train machine learning models in the right way, balance biases optimally, and also pay special attention to avoid the models going into an overfitting problem.

                    

                    	
                        Compliance
With enhanced global regulations on data privacy and protection, it’s of utmost importance for enterprises to comply with global standards.

                    

                    	
                        Operations
With cloud operations, your applications are scalable, elastic, and robustly distributed. Accordingly, your data integration setup should match the core cloud qualities.

                        
                            [image: Key Challenges with Data Management]

                            Figure 9.9    
            Key Challenges with Data Management

                        
                    

                

            
            
                SAP Datasphere Core Features

                SAP Datasphere is the next generation data management and data integration solution that is recommended by SAP. All the SAP Data Intelligence capabilities, such as data cataloging, data exploration, data ingestion, monitoring, and federated data management, can be done via SAP Datasphere.

                When you log in to SAP Datasphere, you’ll find the Home page from where you can navigate to various capabilities via the side menu bar, as shown in Figure 9.10.

                SAP Datasphere’s Catalog page, as shown in Figure 9.11, is the central place where you can discover, classify, profile, and prepare data, as well as get a deeper understanding of the data. Data cataloging helps you govern the data in your landscape from a central point. Handling the large volumes of data generated and used by your organization is a challenge for any business. It’s not enough to simply have access to your data; you must find ways to unlock its value to advance your business goals. A crucial aspect of a successful data strategy is ensuring a single source of truth for your data, while also enabling people in your organization to use it independently. Data cataloging helps you manage this.

                
                    [image: SAP Datasphere Home Page]

                    Figure 9.10    
            SAP Datasphere Home Page

                
                
                    [image: Data Cataloging in SAP Datasphere]

                    Figure 9.11    
            Data Cataloging in SAP Datasphere

                
                Let’s move on to the Semantic Onboarding page, as shown in Figure 9.12. Semantic onboarding helps you centrally manage connections with your SAP landscape and import semantically rich data from your SAP landscape and content network. This also provides an out-of-the-box solution to import semantically rich data from public data marketplaces. 

                SAP Datasphere supports the following SAP systems to import data via semantic onboarding, as shown in Figure 9.12:

                
                    	
                        SAP S/4HANA Cloud

                    

                    	
                        SAP S/4HANA On-Premise

                    

                    	
                        SAP BW/4HANA

                    

                    	
                        SAP BW Bridge

                    

                

                In addition, semantic onboarding supports the following content networks:

                
                    	
                        Business content for SAP-generated contents for various industries and LoBs

                    

                    	
                        Third-party content created by SAP partners and available via the SAP Store

                    

                    	
                        Sample datasphere contents to get started 

                        
                            [image: Maintaining Connectivity via Semantic Onboarding]

                            Figure 9.12    
            Maintaining Connectivity via Semantic Onboarding

                        
                    

                

                You can maintain external connections using the Connections tab.

                SAP Datasphere enables you to model your data entity, business data entity, and fact models. Once you create your space and maintain connections, you can build data integration scenarios using the Data Builder, as shown in Figure 9.13. The Data Builder helps to do the following: 

                
                    	
                        Data acquiring
You can use Data Builder to acquire data from various sources such as remote tables; data flows; replication flows; extraction, transformation, loading (ETL) flows; SAP S/4HANA; SAP Datasphere, SAP BW bridge; and raw data in comma-separated values (CSV) format. It also helps with data acquiring via data marketplace.

                    

                    	
                        Data preparation
You can filter, enrich data with views, combine data using lookups and matching rules, analyze data integrating data catalogs, visualize dependencies, and create new data objects to enrich the data context.

                    

                    	
                        Data modeling
You can build enriched analytical models by providing facts, dimensions, semantics and hierarchies, drilldown hierarchies, and group dimensions. This also supports translation of text attributes.

                        
                            [image: Data Builder: Creating Data Integration with Various Options]

                            Figure 9.13    
            Data Builder: Creating Data Integration with Various Options

                        
                    

                

                You can also monitor data integration flows, remote queries, and task chains. 

            
            
                SAP Data Intelligence Core Features

                In Section 9.2.1, we’ve already discussed SAP HANA Cloud, which is the central database solution under SAP BTP. SAP Data Intelligence provides seamless integration with SAP HANA Cloud and other analytics solutions such as SAP Analytics Cloud. We’ll cover these solutions in more detail in Chapter 10.

                SAP Data Intelligence Cloud is the cloud offering of SAP Data Intelligence that comes under the SAP BTP license. Customers can enjoy an SAP-managed data integration solution without having the headache of installation and infrastructure requirements by just provisioning the service. SAP Data Intelligence at its core comes with the following three main value propositions:

                
                    	
                        Data integration
SAP Data Intelligence brings in powerful capabilities to connect to various data sources and integrate structured, unstructured, and streaming data. Moreover, with data pipeline capabilities, you can design, build, and run powerful ETL processes combining various data sources. Figure 9.14 gives a brief idea of the wide range of connectivity options.

                        
                            [image: SAP Data Intelligence Data Integration Options]

                            Figure 9.14    
            SAP Data Intelligence Data Integration Options

                        
                        When you log in to SAP Data Intelligence, a launchpad appears that allows you to use different operations in the SAP Data Intelligence platform. Figure 9.15 shows the SAP Data Intelligence Launchpad screen and the available operations, including the Metadata Explorer to do data cataloging.

                        
                            [image: SAP Data Intelligence Launchpad]

                            Figure 9.15    
            SAP Data Intelligence Launchpad

                        
                        
                            Note

                            SAP Data Intelligence supports a wide range of connectivity. You can get the full list of supported connectivity at http://s-prs.co/v544021.

                        

                        You need to use the Connection Management app to manage different system connections. Figure 9.16 shows a sample configuration that you’ll see in the Connection Management app.

                        
                            [image: SAP Data Intelligence: Connection Management App Configuration]

                            Figure 9.16    
            SAP Data Intelligence: Connection Management App Configuration

                        
                    

                    	
                        Data processing
SAP Data Intelligence also provides powerful capabilities to process data. This provides a no-code environment for embedded data integration, low-code data pipeline modeling and data engineering, data exploration, and machine learning algorithm development and testing using statistical languages such as R and Python. In addition, it also helps integrate SAP and third-party engines such as Spark, TensorFlow, SAP HANA machine learning, and so on. 

                        You can use the SAP Data Intelligence Modeler app to create graphs and add operators per your needs. This also comes with some predefined templates that you can easily adopt. If required, you can create your own custom operator as well. 

                        
                            Note

                            You can find details about SAP Data Intelligence Modeler and supported operators at http://s-prs.co/v544022.

                        

                        You can use the SAP Data Intelligence Modeler app to build pipelines. Figure 9.17 shows a sample pipeline that reads data from data lakes and transforms the data to save it in SAP HANA. In addition, as you can see, you can manage graphs and use operators, repositories, configuration types, and data types to model and build your data integration pipeline.

                    

                

                
                    [image: SAP Data Intelligence Modeler: Sample Pipeline]

                    Figure 9.17    
            SAP Data Intelligence Modeler: Sample Pipeline

                
                
                    	
                        Data catalog
SAP Data Intelligence provides a data catalog and profiling. You can discover, browse, and profile data; prepare data by using the self-service data preparation tool; and ensure data quality and data lineage. 

                        You can use the Metadata Explorer app for data quality checks, profiling, data structure analysis, and so on, as shown in Figure 9.18. This is one place where you can bring in the metadata of your data structure from various sources and profile your data to plan the data massaging and integration.

                        
                            [image: SAP Data Intelligence Metadata Explorer]

                            Figure 9.18    
            SAP Data Intelligence Metadata Explorer

                        
                    

                

                
                    Note

                    In this section, we’ve observed that the key capabilities of SAP Data Intelligence are infused in the next-generation data solution—SAP Datasphere. While SAP Data Intelligence Cloud is set to sunset, SAP Datasphere is emerging as the new data management and data integration tool that covers the key features of SAP Data Intelligence as well as far more powerful extended capabilities, which are critical in enterprise data management solutions. See SAP Note 3423165 to get more information and updates on the end-of-maintenance for SAP Data Intelligence Cloud.

                

            
        
        
            9.3.2    Smart Data Integration

            While SAP Data Intelligence offers wide capabilities of robust data integration and machine learning development, for many enterprise applications, you may just need to ingest data from various sources to collate on the cloud database and prepare aggregated reports on top of it. In such a scenario, if SAP HANA is chosen as the database, then you can use SDI through its data provisioning service. You can have the SAP HANA Cloud service on SAP BTP, Cloud Foundry environment, or the SAP HANA service on SAP BTP, Neo environment, which is connected to a data provisioning agent installed at your on-premise landscape. The data provisioning agent, much like the cloud connector, sits behind the firewall and connects to your on-premise data resources. 

            
                Note

                SDI provides a wide range of connectivity options that you can choose from. You can find the list of supported adapters at http://s-prs.co/v544023.

            

            In the following sections, we’ll explore the architecture of SDI, and then consider your deployment options and data replication processes. 

            
                Architecture

                SDI can be done for SAP HANA as the target database hosted on-premise or the cloud. For an on-premise SAP HANA installation, the high-level architecture of your landscape would look like Figure 9.19. For the outbound connection, when SAP HANA is deployed on-premise, the data provisioning server within SAP HANA connects to the agent using TCP/IP via default port 5050. C++ adapters running in the data provisioning server and Java adapters deployed in the data provisioning agent connect to the source using a source-defined protocol.

                
                    [image: Data Provisioning Installation Setup for On-Premise SAP HANA]

                    Figure 9.19    
            Data Provisioning Installation Setup for On-Premise SAP HANA

                
                However, for cloud setups, the SAP HANA server resides on the cloud, and, therefore, the data provisioning server resides on the cloud. However, the data provisioning agent still needs to be installed on-premise behind the firewall so that it can connect to the on-premise sources. In that case, the architecture would look like Figure 9.20. When SAP HANA is deployed in the cloud or behind a firewall, the data provisioning agent connects to SAP HANA using the HTTPS protocol or using JDBC WebSockets.

                
                    [image: SDI Setup in a Hybrid Landscape]

                    Figure 9.20    
            SDI Setup in a Hybrid Landscape

                
            
            
                Deployment Considerations

                There are a few considerations you need to take into account while deploying your landscape:

                
                    	
                        SAP HANA in the SAP BTP, Neo environment
The data provisioning proxy must be deployed. To deploy the proxy, download and deploy the HANA_IM_DP delivery unit. In addition, the data provisioning agent must be configured to communicate with SAP HANA using HTTP. Configure the agent by using the data provisioning agent configuration tool. You can follow the configuration guide here: http://s-prs.co/v544024.

                    

                    	
                        SAP HANA service on SAP BTP, Cloud Foundry environment 
If your deployment includes the SAP HANA service for SAP BTP, Cloud Foundry environment, configure the data provisioning agent to connect via JDBC WebSockets. In this case, you need to follow the configuration guide here: http://s-prs.co/v544025.

                    

                    	
                        SAP HANA Cloud
If your deployment includes SAP HANA Cloud, configure the data provisioning agent to connect via JDBC. Follow the configuration guide here: http://s-prs.co/v544026.

                    

                    	
                        Other important considerations
In addition, consider the following factors:

                        
                            	
                                It may not be possible to have one data provisioning agent registered in multiple SAP HANA instances.

                            

                            	
                                You can install multiple data provisioning agents in multiple machines.

                            

                        

                    

                

            
            
                Replicating Data

                Smart data quality (SDQ) provides another way to access data from various sources. SDQ is a set of tools that helps in data cleansing, geocoding matching, and maintaining high data quality in your SAP HANA database.

                You can access data in real time on the fly using virtual data models. In such cases, physical data isn’t getting replicated to cloud disc space but rather queried from remote sources in real time. This approach is recommended for small amounts of data. However, for large amounts of data, replication is recommended. In such cases, you need to configure and run replication tasks in SAP HANA. 

                Replication tasks, or reptask, help move data from one table to another. Depending on how you set up your reptask, the replication behavior may change. Typically, you have the following options:

                
                    	
                        Initial load only
Performs one-time initial data load.

                    

                    	
                        Initial + real time
Performs the initial data load and enables real-time replication.

                    

                    	
                        Real time
Real-time replication without initial data load.

                    

                    	
                        No data transfer 
Replicates only the object structures without copying data.

                    

                    	
                        Initial + real time with structure
Performs the initial data load, enables real-time replication, and tracks object-level changes.

                    

                    	
                        Real time only with structure
Enables real-time replication and tracks object-level changes without performing an initial data load.

                    

                

            
        
        
            9.3.3    SAP Cloud Integration for Data Services

            SAP Cloud Integration for data services is a data integration tool focused on time series-based tactical planning in SAP Integrated Business Planning for Supply Chain (SAP IBP). Technically, SAP Cloud Integration for data services has a data service engine similar to the on-premise SAP Data Services offering. However, this tool is specialized for connecting to SAP IBP for specific scenarios. Especially for time series data, SAP IBP needs data integration in a specific way. SAP Cloud Integration for data services provides the data content in the exact way to provide seamless integration with SAP IBP. 

            You need to install the data services agent in the on-premise landscape, which acts as a connectivity agent between the on-premise data stores and connects to the data services pipeline on the cloud. SAP Cloud Integration for data services allows you to do data extraction using a framework based on either CDS or operational data provisioning (ODP) where you can leverage standard or custom extractors to get bulk data and configure the data pipeline to massage the data as needed at the target side.

            In a typical project, you need to follow these steps to work on SAP Cloud Integration for data services:

            
                	
                    Install and configure the agent.
You can download and install the SAP Cloud Integration for data services agent from the tenant. Once the SAP Cloud Integration for data services tenant is provisioned, you can download the agent. Refer to the following link related to the installable SAP Cloud Integration for data services agent: http://s-prs.co/v544027.

                    Figure 9.21 shows how the landscape should be designed for installing different components of SAP Cloud Integration for data services. You need to install the data services agent on an on-premise landscape closer to your on-premise data sources, that is, SAP S/4HANA, databases, or file systems. The data services agent provides a secure tunnel to connect to the SAP Cloud Integration for data services service and interacts with the agent manager. SAP Cloud Integration for data services typically comes with a two-stage landscape: one for the sandbox (i.e., nonproductive) landscape and one for the productive landscape. Once installed, the agent needs to be configured. 

                    
                        Note

                        You can refer to the agent help guide for installation steps: http://s-prs.co/v544028.

                    

                    
                        [image: SAP Cloud Integration for Data Services: Component Installation]

                        Figure 9.21    
            SAP Cloud Integration for Data Services: Component Installation

                    
                

                	
                    Create a data store.
You can create a data store from the web interface of SAP Cloud Integration for data services. SAP Cloud Integration for data services supports a wide range of connectivity and data stores:

                    
                        	
                            SAP Business Suite applications

                        

                        	
                            SAP Business Warehouse (SAP BW) source

                        

                        	
                            SAP BW target

                        

                        	
                            SAP HANA application cloud

                        

                        	
                            Adapters

                        

                        	
                            Databases

                        

                        	
                            Files

                        

                        	
                            Representational state transfer (REST)

                        

                        	
                            Simple Object Access Protocol (SOAP)

                        

                    

                    Figure 9.22 shows the different functionalities of the web interface to manage data stores. You can create new data sources 1; import objects such as tables, extractors, and more 2; and see a list of the available data stores 3. 

                    
                        [image: SAP Cloud Integration for Data Services: Data Store Management]

                        Figure 9.22    
            SAP Cloud Integration for Data Services: Data Store Management

                    
                

                	
                    Build a project on the data flow.
As a next step, you need to create projects to use the data stores to create data flows. In the data flow, you can define data massaging, rules, mappings, and so on.

                    Figure 9.23 shows how the data flows are to be developed. First, you create a project, and then the data sources must be created as a data store under the project. A project consists of processes and data flows, which are the main brain for data integration flows. Within the data flow, you can maintain data mapping and transformation rules.

                    
                        [image: SAP Cloud Integration for Data Services: Data Flow Development]

                        Figure 9.23    
            SAP Cloud Integration for Data Services: Data Flow Development

                    
                

                	
                    Run and monitor the data flow.
Finally, you can run and monitor the data flow to see how the data extraction jobs are running.

                

            

            You can test run a data flow project from the web interface or schedule the jobs to run these periodically.

        
        
            9.3.4    On-Premise Integration Tools

            Apart from SAP Data Intelligence, SDI, and SAP Cloud Integration for data services, SAP offers other on-premise tools as well, such as SAP Data Services and SAP Landscape Transformation Replication Server. In a practical project scenario, we see many hybrid scenarios where part of the solution is residing on-premise, and these on-premise data integration solutions are very relevant. We’ll focus on two key on-premise tools in the following sections.

            
                SAP Landscape Transformation Replication Server

                SAP Landscape Transformation Replication Server is an ETL tool and part of SAP’s on-premise portfolio. The replication server sits on-premise, helps connect various SAP and non-SAP data sources, and performs data ETL. Depending on the data source, SAP Landscape Transformation Replication Server can perform real-time or scheduled data replication. Some of the key advantages of SAP Landscape Transformation Replication Server are the following:

                
                    	
                        Performs real-time data replication or schedule time data replication

                    

                    	
                        Replicates both cluster tables and pool tables

                    

                    	
                        Transforms data into SAP HANA format in real time

                    

                    	
                        Has a rich set of transformation capabilities

                    

                    	
                        Has monitoring capabilities and can be integrated with SAP Solution Manager

                    

                    	
                        Captures data based on database triggers

                    

                

                However, SAP Landscape Transformation Replication Server has certain limitations. For example, the transformation rules may have certain limitations on complex mapping logic. In addition, SAP Landscape Transformation Replication Server doesn’t have inherent tools to ensure data quality like SDQ does. 

            
            
                SAP Data Services

                For more complex transformation and consolidation scenarios, SAP Data Services may come in handy. SAP Data Services has a rich set of tools to do various complex transformations. This may be useful when consolidating data on an SAP BW system. Apart from ETL jobs, SAP Data Services can help in metadata reporting, repository management, and monitoring. The following are the main components of SAP Data Services:

                
                    	
                        Repository
The repository contains a set of tables, target metadata, and transformation rules.

                    

                    	
                        Management console
The management console helps in administration, monitoring, data quality, and validation, and it provides an operational dashboard.

                    

                    	
                        Job server
The job server allows you to move data in either batch or real-time mode. It delivers high data throughput and scalability.

                    

                    	
                        Designer
The SAP Data Services designer tool helps you design the data integration flows.

                    

                    	
                        Engines
This is the main component that executes the ETL job when SAP Data Services jobs are executed.

                    

                    	
                        Access server
The access server helps with querying messages and sending them to the next available real-time service across numerous computing resources.

                    

                    	
                        Address server
The address server provides address validation/correction and helps in address cleansing.

                    

                

            
        
    


                    
                        
        9.4    Comparative Review

        In this chapter, you’ve seen some of the prominent SAP BTP offerings in the database and data integration space. SAP BTP gives you a choice of building your apps with various data storage options. For structured data, you have a choice of databases. If the application demands high throughput, in-memory capabilities, high-performance, analytical/predictive capabilities, then SAP HANA Cloud is the right fit. SAP HANA Cloud also integrates seamlessly with SAP BTP programming models such as SAP Cloud Application Programming Model. If you have to build solutions based on the SAP BTP, Neo environment, you also have a choice of SAP ASE, which provides HA RDBMSs. If the application just needs a basic relational database and can be developed on Cloud Foundry, then you may opt for the PostgreSQL hyperscaler option. 

        For unstructured storage, SAP BTP offers the choice to have your preferred hyperscaler to store the unstructured data such as AWS S3, Azure Blog Store, or Google Cloud Platform ObjectStore. SAP BTP provides a unified, harmonized service layer so that your application need not take care of the low-level connectivity.

        As far as the data integration tools are concerned, SAP BTP provides a host of different tools that are purposed and should be positioned accordingly. While SAP Data Intelligence is the main data integration tool with its wide range of capabilities, SDI is quite effective and relevant for SAP HANA-centric landscapes. SAP Cloud Integration for data services offers specialized data integration that goes with SAP IBP integration.

    


                    
                        
        9.5    Summary

        The database and data integration fundamental pillar of SAP BTP constitutes the backbone of enterprise cloud applications. In this chapter, we covered the most relevant tools and service offerings related to this space. We explained how you can manage your data and how you can build your architecture to ingest data. In addition, we delved deeper into the core architecture of some of the services and laid out fundamentals on how the tools and services should be used. Finally, we provided a high-level comparative review to compare these offerings and guide you on which tool should be positioned in which type of use case. 

        Our journey will continue with the data-centric business applications, and, in the next chapter, we’ll focus on how to leverage this data and get the best business value out of it with a discussion on analytics. 

    


                    
                        10    Analytics
Analytics is the focus of this chapter. We’ll explore the analytics capabilities in SAP Business Technology Platform (SAP BTP), including the key solutions and decision considerations to help you compare and evaluate your analytics options. 
This chapter highlights the features of two key products: SAP Analytics Cloud and SAP Datasphere. Business content that helps accelerate implementations is also discussed. We’ll then compare related products that SAP offers with overlapping features. The focus of the chapter isn’t on how to implement the products but instead on the features they provide, how they solve your business challenges, and how they can be used to create innovative outcomes. 

        10.1    Overview

        Most organizations today recognize the imperative of leveraging data and analytics to steer their business to success. But the magnitude of the task is overwhelming for many. Very few overcome roadblocks and gain actionable insights from their data. Some have the data but not the right platform for analysis; others have the platform but lack the right data or can’t access it in a useful way. Others lack a workforce with the necessary digital and analytics skills. Companies that are data-driven and can leverage insights across their organization become resilient to change and unpredictability. These companies can achieve both top-line and bottom-line benefits.

        Why is it so difficult to effectively leverage data and analytics across the organization? Let’s look at Figure 10.1 to understand it. 

        Data silos are certainly to blame. Data is locked into enterprise applications, local data marts, and data stores/data lakes across clouds and on-premise systems. Plus, it’s dispersed in countless spreadsheets. Extracting data from applications that have generated it is hard. Without the context imposed by the business logic, the meaning of data is lost and extremely difficult to restore.

        Traditionally, access to data and analytics was limited to a small number of highly trained individuals, often within the IT department. They now find themselves overwhelmed with requests coming from the different lines of business (LoBs). From the boardroom to the front office, everybody needs data to make informed decisions. Empowering all stakeholders and doing so while complying with security and privacy regulations is a daunting task.
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            Figure 10.1    
            Data and Analytics Challenges

        
        Time is of the essence as businesses must act in the moment. Decisions must be based on comprehensive and up-to-date information, and accurate insights must be accessible to decision-makers when they need them. Unfortunately, patchworks of disjointed technology are often in the way, adding complexity, increasing the demand for sophisticated skill sets, and causing further delays. 

        As shown in Figure 10.2, SAP emphasizes the critical importance of connecting analytics and business intelligence (BI) platforms with SAP LoB applications to leverage the full value of SAP data, which is derived from vital business processes and drives impactful decisions. Despite SAP’s extensive experience and evolving technology, businesses face increasing demands for agility and efficiency. However, a common mistake lies in prioritizing technology over data, resulting in the loss of context and value when data is separated from its business environment. This misalignment often leads to significant efforts in data preparation, integration, and quality assurance within analytics and BI projects. To address this challenge, businesses are urged to integrate new technologies and data seamlessly into existing business systems, preserving context and maximizing value. By adopting integration solutions that enable live queries to SAP data sources without data movement, businesses can enhance functionality and performance while maintaining data integrity and relevance.

        Data and analytics go hand in hand. Once you have data, you want to make meaningful use of the data, and that’s where analytics come in. Analytics help answer business questions by discovering, understanding, and analyzing data. Through analytics, you can discover relationships between different business objects, see insights and meaningful data, discover patterns, and predict outcomes—all to help organizations improve business, make informed decisions, and even automate decisions through artificial intelligence (AI) and machine learning in some cases.
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            Figure 10.2    
            Maximizing the Value of SAP Data

        
        SAP’s unified data and analytics solutions are built on the data value formula, helping you turn raw data into business outcomes. As shown in Figure 10.3, volume, quality, and usage equals value. If you remember your math equations, if any one variable is zero, then the result will be zero. They’re designed to address the biggest challenges in data. Deploy them together or individually to solve any of the data challenges your organization faces. 
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            Figure 10.3    
            Data Value Formula

        
        The data value formula illustrates how each piece of SAP’s unified data and analytics works together to give data purpose. SAP HANA Cloud and SAP HANA manage data from all sources and manage volumes by optimizing data storage and processing. Quality of data is managed by SAP Datasphere. These solutions help with transforming data of any kind and ensure that data quality is maintained. Finally, the collected data needs to be used. SAP Analytics Cloud provides tools through which users can access and analyze data in an intuitive manner and use it to make critical business decisions. With volume, quality, and usage combined, organizations derive value from data.

        Additionally, to make sure data and analytics go hand in hand, as shown in Figure 10.4, SAP ensures the following are tightly integrated:

        
            	
                Business data fabric
Deliver semantically rich, trusted data to every data consumer with business context and logic intact.

            

            	
                Intelligent data applications
Empower developers to build apps that use generative AI, are context-aware, and connect to vital business data.

            

            	
                Extended planning and analysis
Connect finance, HR, operational, and strategic planning with data and analytics on a single stack.
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                    Figure 10.4    
            Data and Analytics Go Hand in Hand

                
            

        

        Products in the analytics capability pillar of SAP BTP are grouped into the following areas:

        
            	
                Business intelligence (BI) 
SAP Analytics Cloud for business intelligence, SAP BusinessObjects Business Intelligence (SAP BusinessObjects BI), and SAP Crystal solutions.

            

            	
                Data warehousing 
SAP Datasphere, SAP HANA and SAP HANA Cloud, and SAP BW/4HANA.

            

            	
                Enterprise planning 
SAP Analytics Cloud for planning and SAP Business Planning and Consolidation (SAP BPC).

            

        

        While each product has unique features for which businesses choose to adopt it, there is also some overlap among them. Some of the solutions, such as SAP BusinessObjects BI, SAP Crystal Reports, SAP HANA, and SAP BPC, are on-premise products (can be deployed in the cloud) that have been successfully implemented by several businesses and also very well adopted. There are other newer solutions that are cloud-based software as a service (SaaS) products such as SAP Analytics Cloud, SAP HANA Cloud, and SAP Datasphere, which are of strategic importance. So, why did SAP introduce cloud solutions and products with features that existing products already have? 

        If you look back at history and how analytics and related tools were leveraged by organizations, you’ll notice that there has been a huge shift. The expectations and demands of both the users and the market are only increasing. 

        We’ve entered the era of information workers; instead of the user chasing analytics, analytics start chasing the user. The kind of users and data they require varies. With the cloud, you can provide incredible insight to anyone in your company from category managers to suppliers and customers. You can account for diversity of data, decisions, and decision-makers. Everyone makes decisions. Decisions can be strategic decisions made by executives and senior managers, operational decisions made by analysts and LoB managers, or tactical decisions made by operational employees and frontline workers. The analytical tools should support the diverse, decision-making needs of your entire organization, which is composed of different types of people and decisions.

        Historically, reporting was enterprise focused. Based on historical data, reporting was static and linear. Reports usually came from the top down, and thanks to heavy manpower requirements, they were expensive to create and thus limited in scale. These were created by IT, operationalized for the enterprise, and sent out once a month or once a week via email. Over the past few years, analytics evolved and became more self-service oriented and dynamic. Self-service analytics allowed analysts and business users to create their own insights and interact with them. However, due to the lack of visible data and other limitations of access based on where data resided, the bigger part of insights were hidden from the masses. 

        Now we enter the age of augmented analytics. With the vast amount of data we now have access to, the intelligence we can gather is unlimited. Analytics are now intelligent, automated, and even predictive. We aren’t guessing the future based on linear data of the past. With the rapid development of AI and machine learning infused in analytics workflows, industry analysts see the next big wave of analytics, enabling businesses to make more confident decisions and realize business values deeper, faster, and at larger scale. And the beautiful thing is that now analytics is for everyone. SAP BusinessObjects BI is an on-premise centralized data reporting, visualization, and collaboration tool. The other on-premise reporting tool SAP provides is SAP Crystal Reports, which is a highly formatted reporting tool, catered to small- and mid-sized businesses. SAP Analytics Cloud is SAP’s strategic analytics solution that provides all the analytics needs of an enterprise. It’s an all-in-one solution that provides BI, augmented analytics, and enterprise planning.

        With an increasing amount of data and data sources available, the ability to build rich semantic models, manage a vast number of data sources, align heterogeneous data sets, and efficiently use databases and data warehouses for optimal performance is critical to the success of any enterprise and all of its LoBs. SAP offers on-premise and cloud-based warehouse solutions. With SAP HANA, customers use SQL and data warehousing foundation tools to build large data warehouses, leveraging the full flexibility of working directly on a database system, especially when working with non-SAP data. The second offering, SAP BW/4HANA, has a guided/structured approach. Leveraging prepackaged content, users can build a data warehouse without the need to access the underlying database. With SAP Datasphere, SAP combines the benefits of structured modeling and freestyle SQL development into one cloud solution built on SAP HANA Cloud. SAP Datasphere is designed to enable LoB users, not just IT experts, to work with large amounts of heterogeneous data and bring together the power of governed, secure, and trusted data with the qualities of speed, flexibility, and simplicity of use.

        For companies to serve their customers and outperform their competition, they should be able to act in the moment and plan the future with confidence backed with data and predictive models. Extended planning and analysis (xP&A) is a term coined by Gartner that involves bringing plans in from across the enterprise, whether it be business units or LoBs, all into one singular view (or solution). There is no need for one common planning tool to accomplish this task; rather, it can be done by multiple tools, as long as the integration exists to bring them together in a single view. Planning typically was limited to finance, but the prediction is that all new planning and analysis projects will extend their scope beyond the finance domain into other areas of the enterprise. xP&A is referred to in many shapes and forms, such as collaborative enterprise planning, connected planning, integrated financial planning, or a more common term, “integrated business planning.” 

        SAP BPC is an on-premise solution (although it also can be hosted in the cloud), which includes capabilities to support both financial planning and consolidations. SAP BPC is a very mature product that has been around for many years. It’s a well-deployed solution, and SAP continues to support and extend the planning scenario with SAP BPC via its hybrid planning with SAP Analytics Cloud. For those customers who have specific restrictions that may prevent them from moving toward a cloud solution, SAP BPC is a good option. However, SAP Analytics Cloud is the recommended solution for organizations looking for a financial planning and analysis solution. It’s SAP’s one solution for xP&A aligning finance, HR, marketing, sales, and supply chain plans to respond faster to market changes. It has intelligent capabilities built in to help make faster and more confident decisions. SAP Analytics Cloud encompasses three areas: BI, enterprise planning, and predictive analytics. This helps planners get away from using standalone spreadsheets or disconnected reporting and planning tools, and puts everything they need into one solution. 

        In the next two sections, we’ll take a closer look at SAP Analytics Cloud and SAP Datasphere. Note that we won’t be going into the details of implementation but will focus on the features of the products. We’ll close the chapter by comparing some of the products and showing how they can be used together in a hybrid model. 

    


                    
                        
        10.2    SAP Analytics Cloud

        Everyone makes decisions—some strategic, some operational, and some tactical. How do you support the diverse, decision-making needs of your entire organization, which is comprised of different types of people and decisions? 

        There are a number of steps in making a data-driven decision. Depending on who you are and where you’re at in the process, you may start on any point of the continuum. You may start with a question that needs answering, or you may have received an alert that prompts you to investigate. Then, you analyze what’s happening, you predict what’s likely to happen next, and you plan accordingly. Plans lead to action, and then you report on the results.

        To serve the needs of all types of decision-makers in an organization, an analytics solution needs to have all of these capabilities. If not, the result is a lack of evaluating alternatives, understanding risk and constraints, and prescribing the right next best action.

        From SAP’s standpoint, SAP Analytics Cloud is the strategic analytics platform for all business applications in an enterprise. You can drive agile decision-making through integrated planning and analysis capabilities offered by SAP Analytics Cloud. This platform seamlessly combines BI, augmented analytics, predictive analytics, and extended planning and analysis functionalities into a unified experience. Users can swiftly transition from insights to action, leveraging what-if scenario simulations and scenario analyses without the need for separate planning tools. With predictive planning, SAP Analytics Cloud enables the automatic generation of plans from predictions, allowing for smarter forecasting activities directly on planning-enabled models.

        You can unlock unique insights from valuable data sources by leveraging SAP Analytics Cloud’s integration capabilities. The platform provides access to high-performance data and analytics within a modern, open cloud architecture, maintaining the context of SAP source systems such as currencies, formulas, and hierarchies without data movement or replication. Furthermore, embedded analytics seamlessly integrates with SAP cloud applications such as SAP S/4HANA Cloud, SAP SuccessFactors, and SAP Ariba, harmonizing analytics across key business processes, including lead-to-cash and design-to-operate. You can accelerate projects with prebuilt SAP business content, offering comprehensive packages with more than 100 prebuilt LoB, cross-LoB, and industry-specific data models, integrations, templates, and analytics, ensuring compatibility and out-of-the-box functionality with SAP software.

        Users can be empowered with analytics capabilities through SAP Analytics Cloud’s complete solution. Machine learning functionalities, including natural language processing (NLP) and machine-generated analytics, democratize data-driven decision-making for all users, eliminating the reliance on IT or data professionals. With low-code/no-code app design, business users and citizen developers can quickly compose specialized analytics applications tailored to unique business requirements, leveraging all analytics and planning capabilities without coding skills. Additionally, SAP Analytics Cloud ensures high-performance analytics at scale, enabling large-scale enterprise-wide user adoption of high-performance analytics powered by SAP HANA in-memory processing.

        Altogether, this means that the goal is to have SAP Analytics Cloud meet all the analytics needs of an enterprise, including data visualization and data discovery, application design for BI and planning and predictive use cases, planning for standalone and SAP S/4HANA scenarios, and planning for cloud and on-premise applications. It also includes augmented analytics. In this section, we’ll discover the features of SAP Analytics Cloud. 

        SAP has ensured that SAP Analytics Cloud is complete, contextual, and connected:

        
            	
                Complete
SAP Analytics Cloud is complete in that it helps you improve decision-making with all the analytics and planning capabilities you need in one place (most analytics tools don’t have planning capabilities, requiring you to use a separate product for planning and analysis, and the planning tools don’t have analytics capabilities). It lets you ask, analyze, predict, plan, act, and report all in one place. SAP Analytics Cloud meets the diverse needs of all types of roles and decisions while helping connect people and plans across the enterprise.

            

            	
                Contextual
SAP Analytics Cloud is contextual in that if you run SAP’s cloud-based enterprise applications such as SAP S/4HANA or SAP SuccessFactors, SAP Analytics Cloud is embedded directly in those applications for analytics in the context of business processes versus standalone. It can receive relevant insights embedded in these applications and move embedded-only to enterprise analytics for 360-degree insights across departments. It accelerates time to value with prebuilt business content.

            

            	
                Connected
SAP Analytics Cloud is connected because it has unique direct access to SAP data sources such as SAP Business Warehouse (SAP BW), SAP S/4HANA, SAP BusinessObjects, and so on, and it’s part of a common cloud infrastructure that helps you access, manage, and analyze all of your data for maximum value. It brings SAP data together with non-SAP data on a unified data and analytics foundation to gain real-time, trusted insights into data sources. It saves time and reduces errors with plan and actuals data together for one version of truth.

            

        

        Let’s now look at the portfolio of SAP Analytics Cloud and dissect each layer and features in detail. At the center, as shown in Figure 10.5, are the analytics capabilities—BI, augmented analytics, and enterprise planning—which can then be used in the different user experiences (UXs) offered such as SAP Digital Boardroom and stories. Then, we have the platform layer in which data connectivity, modeling, lifecycle management, scheduling, and other tasks or features are offered. 
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            Figure 10.5    
            SAP Analytics Cloud Portfolio

        
        
            10.2.1    Analytics Capabilities

            BI empowers the business users and analysts with the agility of self-service BI via three key features: data exploration, dashboards and visualizations, and enterprise reporting. 

            Through data exploration, you can explore entire data sets to better understand initial patterns and points of interest, as shown in the example in Figure 10.6. You can bring in data from comma-separated values (CSV), Microsoft Excel, and other data sources. Once the data is imported, the tool lays out the foundation through which you can understand the data structure and initial patterns before going deeper into analysis and content creation. You can then explore any data model through point and click, filter, sort, visualize, and analyze, and then save to stories and share your analysis. Stories are designed as a dashboard or a report, and you could have BI, planning, and augmented analytic capabilities displayed seamlessly together in stories. 

            Through dashboards and visualization capabilities, like the example shown in Figure 10.7, you can design and deliver interactive enterprise dashboards across all LoBs. There is an extensive visualization library, geo maps powered by Environmental Systems Research Institute (ESRI), and custom R visualizations available out of the box. Users can define custom calculations, calculated dimensions, and aggregations, as well as display variance information, dynamic text, custom tooltips, and more. They can easily comment, collaborate, and share content via document links with other users. 
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                Figure 10.6    
            SAP Analytics Cloud: Data Exploration
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                Figure 10.7    
            SAP Analytics Cloud: Dashboards and Visualizations

            
            Through enterprise reporting, you can provide operational reporting and distribute to the workforce on-demand or on a schedule; design multipage reports with sections, dynamic fields, tables, charts, and more; and include interactive data exploration and leverage smart features and planning elements (for an example, see Figure 10.8). Users can then export to PDF or Microsoft PowerPoint, and the reports can be scheduled for distribution to SAP Analytics Cloud and non-SAP Analytics Cloud recipients. SAP provides more than 100 prebuilt LoB and industry content packages for free to help accelerate time to value. To see the available business content for SAP Analytics Cloud, visit http://s-prs.co/v544029.
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                Figure 10.8    
            SAP Analytics Cloud: Enterprise Reporting

            
            Augmented analytics features in SAP Analytics Cloud target the business users and the business analysts, not the data scientists, thought data scientists can use them. In that sense, augmented analytics features in SAP Analytics Cloud don’t make SAP Analytics Cloud a data science platform. Smart features are a way to rethink analytics and combine human creativity and machine intelligence. 

            Through conversational augmented analytics, you can skip having to find reports or find data and then slice and dice to get answers. You can use the search to insight feature to ask a question and get your answer instantly, all in natural language. Search to insight searches through all the metadata of all available models to find your answer. You can query the system with entries like, “Show gross margin by product,” as shown in Figure 10.9. You can then filter the results with further entries like, “Show gross margin for finished goods over time by profit center.” Search to Insight understands key terms such as “this month” and “this year,” and you can specify filters just by mentioning the member value. The system also auto-completes words and phrases as you enter measures and dimensions. This allows you to quickly find the data you’re interested in.
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                Figure 10.9    
            SAP Analytics Cloud: Search to Insight

            
            How long does it take a business user or analyst to get accurate insights from their data that help them make more accurate decisions? What about human bias? You can leverage automated augmented analytics to do all the initial analysis work for you so you can skip the tedious part and get to analyzing the AI-driven insights that will help you make more confident decisions. Smart Insights examines each of the dimensions in the data and detects members that have a significant influence on the interested data points. It uses proprietary rules and algorithms to do this in a performant way. If not for smart insights, a user would have to investigate each dimension individually and manually. Another key component is smart discovery, which is an automated data exploration engine. Using machine learning algorithms, smart discovery reveals relationships and hidden patterns in your data model to drive accelerated insight discovery. With smart discovery, you never have to start from scratch again. It quickly creates a story with up to four pages that guides you to interesting trends. The pages it creates are as follows:

            
                	
                    Overview page showing data distribution, summary of trends, and pattern detection. An example overview page for annual salary is shown in Figure 10.10. 

                

                	
                    Key influencers pages showing correlated variables, insight quality, and influence visualizations (only if a patten is discovered).

                

                	
                    Unexpected values page showing records identified as outliers (only if a measure is selected).

                

                	
                    Simulation page showing interactive what-if simulations (only if a measure is selected).

                

            

            With this, you spend less time on dashboard design and more time on insight discovery. It reduces human bias in analytics through machine-guided analysis. 

            Through predicted augmented analytics, you can equip everyone with automated AI-guided analytics, and you can predict potential outcomes and forecasts with the push of a button. No data scientists are necessary. Smart predict brings the power of machine learning to business users and enables them to build trusted and actionable predictions without the intervention of a data scientist. Business users and analysts are presented with solutions to generate sorted lists based on expected probability (classification models) or estimates about future or unknown values (regression models) or forecasts (time series forecasting models). These predictive models are just a means to an end, and the end is to generate future, hidden, or unknown data. The result of a predictive workflow is data generated and ready to be consumed by other parts of the business process (see Figure 10.11). Smart predict can be used on various acquired sources and on SAP HANA Live sources, to help the users answer precise questions such as the following:

            
                	
                    Classification: “Give me the sorted list of prospects to focus on for this product.” 

                

                	
                    Regression: “Give me the estimates of revenue for each customer in the next six months.” 

                

                	
                    Time series: “Forecast the revenue for each product and each point of sales daily for the next 30 days.”
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                        Figure 10.10    
            SAP Analytics Cloud: Smart Discovery
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                        Figure 10.11    
            SAP Analytics Cloud: Smart Predict

                    
                

            

            Enterprise planning lets you analyze, predict, and plan in one application to reduce errors and increase organizational agility. Collaborative enterprise planning is planning for everyone, linking and aligning all plans across your organization, as shown in the example in Figure 10.12. It breaks down silos and brings teams such as finance, HR, sales, marketing, IT, and supply chain together to collaborate on plans and drive better business outcomes. Different departments have very different planning requirements, and to say one size fits all doesn’t assist in appreciating the nuances of unique plans. With this solution, you can bring in siloed plans from across the enterprise, maintaining the integrity of each function and yet having a holistic and singular view to drive decisions. Collaborative enterprise planning in the world of the intelligent enterprise allows organizations to make confident decisions based on past, present, and future expected outcomes.
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                Figure 10.12    
            SAP Analytics Cloud: Collaborative Planning

            
            Predictive planning combines the capabilities of planning and predictive analytics into one solution that lets you forecast sales, manage costs, and plan for the evolution of your workforce and business. Predictive planning will help augment and support the planning cycle and help planners make more confident decisions. Predictive planning brings the power of predictive analytics to the office of the CFO. It’s the tight integration between smart predict and the planning workflows in which planners add predictive forecasts back to planning models to support data-driven business decisions. Questions like, “What is the revenue forecast per business unit?” and “How will sales evolve for specific products in the future?” can be answered in revenue and sales planning. In headcount planning, you can answer questions like, “How many employees will leave due to attrition or retirement next year?” and “How much will it cost to recruit replacements?”

        
        
            10.2.2    User Interfaces

            Let’s now look at the various user interfaces (UIs) available for SAP Analytics Cloud:

            
                	
                    SAP Digital Boardroom 
SAP Digital Boardroom delivers a modern, in-context UX with continuous insights, real-time planning, and collaboration capabilities to decision-makers so they can steer their business from anywhere. It lets you act in the moment, see clearly across your business, and make end-to-end decisions with confidence. You’ll experience modern analytics by interacting and analyzing real-time data in the moment through touch-screen technology. You can simulate the impact of potential decisions on financials and operations to become a data-driven business.

                

                	
                    Stories 
Stories are how data comes to life. Various visualization elements such as graphs, charts, tables, and so on are arranged to tell a story about your organization or business and help you discover insights hidden in your data. But before you do that, you need the data that you can add to your story in multiple ways: from an existing model, a file, or a data source. Once you have your data, you can build a story using prebuilt templates, custom templates, responsive pages for mobile, charts, and tables, or you can craft your own story by getting creative and bringing visualization elements together. Stories are designed as self-service items for businesses to create dashboards for their own use or use the stories in digital boardrooms to provide executives with premium access points for all the relevant information. Finally, you can share the story with other users and collaborate on it.

                

                	
                    Analytical applications 
Analytical applications fulfill unique and advanced use cases that make use of scripting and extensions if the frame of stories and standard features aren’t enough, or if you want to provide guided analytic scenarios. These applications are built with the analytics designer. You can develop analytical applications that bring together BI, planning, and predictive capabilities. You can start from existing content, reuse user stories and widgets, customize, integrate, and extend. It guides the users and adjusts the widget’s behavior based on their expectations. For example, one of the leading airlines built an analytics application that gives an overview of the operating costs and revenue of an airline’s operations. The application also lets a user discover flights that have low capacity, identify a smaller available aircraft, and then trigger a change in the planned aircraft. 

                

                	
                    Microsoft Office integration 
Microsoft Office integration is made available through an add-in for the Microsoft Office 365 suite. With this add-in, you can analyze plans, simulate future outcomes, and take effective business actions. You can design and create formatted reports in Microsoft Excel on analytic and planning models based on imported data connections. You can also add data for planning and save it back to the cloud. Tables can be added to a workbook. Each table is based on one model, and then to analyze the data, you can add dimensions and measures, create filters, and add totals in rows and columns. During analysis, you can use dimensions with hierarchies applied, you can expand or collapse the hierarchy nodes within the table, as well as update the table with actual data from SAP Analytics Cloud. You can use this in your browser, on a desktop, and in Windows or Mac.

                

                	
                    Analytics catalog 
The analytics catalog provides centralized access to all analytics across your organization, including SAP, non-SAP, cloud, and on-premise. The challenge business users face in many organizations is finding the right report or analytics they need to accomplish their task. The analytics catalog addresses this challenge by centralizing access to all analytics across your organization, making it easier for users to simply search and find the analytics they are looking for.

                

                	
                    SAP Analytics Cloud mobile 
The SAP Analytics Cloud mobile app helps you stay informed and connected to your analytics, any time, any place. You can view your analytics from your iOS and Android devices, build stories with responsive layouts, and view them from your desktop or device. Native mobile experience allows you to interact with your content intuitively and with ease, and it supports single sign-on (SSO) for easy access to analytics on mobile devices. 

                

            

        
        
            10.2.3    Platform

            The platform layer of SAP Analytics Cloud has various capabilities that we’ll review in this section:

            
                	
                    Data connectivity 
Data connectivity in SAP Analytics Cloud can be done as a live data connection or an acquired (or imported) data connection. With live data connections, data is never replicated into the cloud. Real-time data is streamed directly to the client machine, and SAP Analytics Cloud leverages the source system’s existing business metadata and data authorizations, as shown in Figure 10.13.

                    With acquired or imported data connections, data is imported into SAP Analytics Cloud, as shown in Figure 10.14. Users can prepare, wrangle, and model data in SAP Analytics Cloud. Data can be refreshed on demand or via a schedule.
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                        Figure 10.13    
            Live Data Connection in SAP Analytics Cloud
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                        Figure 10.14    
            Imported Data Connection in SAP Analytics Cloud

                    
                    Figure 10.15 shows the SAP, non-SAP, cloud, and on-premise data connections supported for live and acquired data connections.
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                        Figure 10.15    
            Supported Data Connections in SAP Analytics Cloud

                    
                

                	
                    Data preparation 
Data preparation is an iterative data analysis process of preparing, visualizing, and validating. Users are able to bring the data directly into a story or create a data set and switch between the story design and modeling view to fine-tune the data model. Users are now easily able to iteratively work through the full analytical cycle of accessing the data, manipulating it, cleansing it, creating analytics, validating different scenarios, and sharing their insights with other colleagues in one flexible workflow. This new wrangling experience minimizes the need to wrangle with data before importing into SAP Analytics Cloud and enhances self-service capabilities. 

                

                	
                    Data models 
Data models can be defined on analytic and planning models with calculated columns, hierarchies, key performance indicators (KPIs), and more. Measures and dimensions, hierarchies, unit and currency settings, and formulas can be defined, and two or more data sets can be merged. Row- and column-level data security can be defined by enabling model data privacy. Users can view related objects where a model is in use, such as planning workflows, stories, and applications. Note that live data models leverage semantics and hierarchies from the live source system, so full data modeling capabilities are only available for acquired data models. 

                

                	
                    Auditing and monitoring 
Auditing and monitoring capabilities are built in to the application. You can proactively manage performance of content and queries to ensure optimal experience for all users by identifying potential problem queries. You can track different data sources, queries, query types, stories, and analytic applications for best performance.

                

                	
                    Content translation 
Content translation delivers the same analytics to all users across your organization in multiple languages. You can export story and application strings to XML (.xlf) for translation and then reimport to apply translations to content.

                

                	
                    Lifecycle management 
Lifecycle management provides centrally governed access to content as well as users and teams integrated with a central identity provider. It lets you transport and manage content across tenants (e.g., development, test, production) and also automate lifecycle management with application transports via application programming interfaces (APIs). You can replicate users and attributes from your central identity provider and sign them in automatically using a Security Assertion Markup Language (SAML) SSO.

                

                	
                    Collaboration
Collaboration increases engagement and accountability among users. The commenting feature allows collaborators and information workers to comment on any visualization and on specific data point table cells. There is a discussion feature that lets you start discussions on your analytics to collaborate with other SAP Analytics Cloud users and teams on the desktop or on your mobile device. Lastly, the sharing feature lets you easily share private or public stories and bookmarks to any SAP Analytics Cloud user or team via a customized link.

                

                	
                    Scheduling 
Scheduling lets you streamline and optimize information. You can schedule stories and analytic applications to SAP Analytics Cloud users or teams and non-SAP Analytics Cloud recipients, on-demand or on a recurring schedule. A recurring schedule can be set up as weekly, daily, or hourly. Admins can delete unwanted schedules created by other users, discontinue certain schedules that aren’t required anymore, and change the time of the schedules. You can schedule content with live connections. You can specify the format (.pdf or .pptx), prompts, variables, bookmarks, and page ranges for schedules; manage schedules via calendars; and configure a custom Simple Mail Transfer Protocol (SMTP) server for delivery.

                

                	
                    APIs and software development kits
APIs and software development kits (SDKs) are used to embed SAP Analytics Cloud stories and applications into third-party interfaces. This enables seamless embedding of analytical capabilities into SAP and third-party apps. You can extend the visualization library by creating new ones using the custom widget SDK. Multiple SDKs and APIs are available for admin and integration. For example, the content embedding URL API can be used to embed a story into a web application; apply a story-level filter dynamically when using the URL API; specify a model, dimension, and value to the filter; support nondefault hierarchy filtering; support SAP HANA and SAP BW variables and input parameters; add deep linking to a story in the SAP Analytics Cloud mobile app; and set the window height and width using a POST message API. Similarly, the story REST API is used to return a list of stories and story metadata, as well as copy, delete, and rename stories. There are a lot more APIs available that can be used for various activities (user and team management REST APIs, content embedding URL APIs, and many more).

                

            

        
    


                    
                        
        10.3    SAP Datasphere

        For decades, billions have been spent on data architectures to try and capture data and use it to drive better decision-making. Unfortunately, these data projects have mainly involved extracting and replicating data into new technologies, which has resulted in losing the valuable business context (metadata, logic, security, relationships/the way data is connected to each other or the knowledge graph, i.e., the elements of data that give it value and meaning). Organizations are then spending most of their time trying to create or reverse engineer it, and, in many cases, they can’t. For example, structured relationships or hierarchies that represent parent-child relationships and other categorizations are lost and don’t match. 

        This approach is especially daunting when it comes to SAP data, which is arguably your most valuable enterprise data because it comes from your mission-critical business processes. For example, we have one customer, a global agriculture and heavy equipment manufacturer, who spent five years trying to rebuild 18,000 views. Another spent $2 million trying to rebuild the context after moving all their data into a hyperscaler, and, in the end, it didn’t meet their goals. In the endless pursuit of new technology to manage data, there’s been a fundamental error. The focus is on the technology itself rather than the data, which is where the value actually resides. We need to shift the focus from technology to data.

        Cloud transformation has compounded the issue. Now we’re extracting and trying to re-create context across multiple clouds and on-premises systems. While technology has advanced over time, and it’s faster and cheaper to handle data at scale, it’s brought challenges as well: new required data sets spawning new projects, a plethora of sources to access, and the cloud making it both easier to buy and harder to manage with the onus on the customer to try and integrate all the various systems and sources. While there have been many technological advances in the data space, if you ask business users/people if their understanding of and ability to use data has advanced at the same rate, most will likely say it hasn’t.

        Feedback to SAP from its customers about their data challenges has been categorized into four universal needs, as shown in Figure 10.16. The business requires self-service access to trusted data in real time to make better, more timely decisions, and IT wants to centralize governance and simplify the ever-growing data landscape. In many ways, these are opposing forces, and there is often tension between the groups regarding centralized governance versus decentralized access. 

        Note that centralized governance doesn’t mean centralized data. While governance policies, standards, and oversight can be managed centrally within an organization, the actual data can reside in various locations. This approach allows for consistent management and control of data practices, ensuring compliance and quality across the organization, without requiring all data to be stored in a single, central repository. Instead, data can remain distributed across different departments, systems, or geographical locations, benefiting from localized access and performance while still adhering to unified governance standards.
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            Figure 10.16    
            Data Needs for Business and Technology Stakeholders

        
        The best approach isn’t to move data around and then try and reconstruct all the context that’s been lost. A better idea is to have a business data fabric architecture, a data management architecture that focuses on delivering an integrated, semantically rich data layer over underlying data landscapes to provide seamless and scalable access to data without duplication. What makes it a “business” data fabric versus a standard data fabric is that it keeps the business context and logic intact and allows you to leverage it with things such as prepackaged accelerators for industries and LoBs (business content; see Section 10.4).

        SAP Datasphere, a comprehensive data service built on SAP BTP, is the foundation for a business data fabric. It equips any organization to deliver meaningful data to every data consumer with business context and logic intact. It provides capabilities from data ingestion through self-service data access across SAP and non-SAP data, as shown in Figure 10.17.

        
            [image: SAP Datasphere Foundation for a Business Data Fabric Architecture]

            Figure 10.17    
            SAP Datasphere Foundation for a Business Data Fabric Architecture

        
        With SAP Datasphere, you can access authoritative data, enrich all data projects, and simplify the data landscape, which we’ll discuss in detail in the following sections. 

        
            10.3.1    Access Authoritative Data

            SAP Datasphere was designed to keep your SAP business data with its valuable context intact and up to date so that it’s your authoritative source of information for analysis. It maintains a direct line to mission-critical business data and metadata, as well as the critical relationship between them. This is important because if you copy data from your SAP applications and store it in, say, a data lake, you lose the business meaning of that data. Critical business objects such as customers, products, or orders are represented with many tables, each with many attributes labeled with cryptic acronyms. Relationships between objects are also hard to infer. Just understanding what table and attributes you need takes a long time, and so does having to transform and model the data copy for analysis. Even if they are rebuilt, the organic changes in the living source system aren’t reflected automatically. With SAP Datasphere, you’re able to see the data and its relation to other data sets through an analytic model that other users have enriched so that organizational knowledge is preserved.

            SAP Datasphere makes it effortless to model your business. You can solve complex modeling requirements by reusing the semantical definitions and associations from SAP applications with the new SAP Datasphere analytic model. The analytic model enables a multidimensional modeling experience with new capabilities such as complex aggregations, time dependencies, data previews, business hierarchies, business KPIs, and more. Analytic models are the foundation for making data ready for consumption in SAP Analytics Cloud, allowing organizations to harmonize data from different sources and expedite access to contextual, relevant business data for faster insights and decisions. 

            You can ensure governance throughout the data lifecycle with SAP Datasphere. Because SAP Datasphere uses an enterprise-wide data catalog, so governance over multiple systems is much easier. Using the SAP Datasphere catalog, you can control the process of data connectivity through its management and monitoring systems, across the entire lifecycle. The SAP Datasphere catalog supports data objects from other SAP Datasphere instances and SAP Analytics Cloud. In the future, the catalog will expand to include other SAP applications and sources, including SAP BW, SAP ERP, and SAP S/4HANA. It also helps businesses unify all their enterprise data, both SAP and non-SAP, by developing tailored integration with industry-leading data catalog provider, Collibra, to support non-SAP sources and provide trusted governed data across the enterprise.

            With SAP Datasphere, you can virtually access or physically store data from anywhere:

            
                	
                    Federate access across all your data 

                

                	
                    Replicate and store as required

                

                	
                    Combine both approaches in a single service 

                

            

            Virtualization enables real-time federated access to various source systems. Data is left in the source (not moved and duplicated) and is only accessed remotely when needed. This option is available across various sources and platforms, including hyperscalers. Replication lets you transfer data in real time or in a scheduled manner for high-speed access to data that may have large volumes or reside in sources that have slower accessibility. Customers can choose, based on their business requirements, to connect or collect data, and switch from federated data to persisted data with a single click.

            The data marketplace for SAP Datasphere has been enhanced to make it even easier to leverage external industry data to support a variety of use cases and data democratization initiatives. There are currently more than 3,000 available data sets, including sustainability and environmental, social, and governmental (ESG) data products from Connect Hub, public data sources from the Organization for Economic Co-operation and Development (OECD), and Eurostat. The Intelligent Lookup feature helps organizations enrich their internal data sets with externally available third-party data in just a few clicks. 

        
        
            10.3.2    Enrich Data Projects

            One of the most exciting things about SAP Datasphere is the tailored integration with industry-leading data and AI platforms as part of an open data ecosystem. These leading data vendors will closely integrate their modern data architectures into SAP Datasphere and, together, will enable customers to combine SAP data with other data sources unlike ever before. Each of these strategic partners brings the unique strengths of their ecosystems: 

            
                	
                    Databricks integrates SAP data with its complete business context with their data Lakehouse platform.

                

                	
                    Collibra future-proofs your data governance, privacy, and compliance initiatives.

                

                	
                    Confluent sets your data in motion with real-time event and streaming data.

                

                	
                    DataRobot empowers organizations to leverage augmented intelligence with AutoML.

                

                	
                    Google Cloud unifies data while retaining complete business context, enabling organizations to discover new analytics and AI insights.

                

            

        
        
            10.3.3    Simplify the Data Landscape

            Data landscapes are getting more and more complex. SAP Datasphere helps simplify your data landscape as the foundation for a business data fabric that enables access to all data no matter where it resides. It can run across every cloud and against hybrid environments. With SAP Datasphere, you can centralize and reuse management logic for rapid development across installations. It has built-in lineage tracing, so you always know where your data is coming from. You can even reuse your SAP BW models and connectors in SAP Datasphere, providing a transition path to the public cloud for SAP NetWeaver and SAP BW/4HANA customers. 

            The primary goal of a business data fabric is to provide self-service access to trusted business data. SAP Datasphere enables user-friendly access to data products for different LoBs and other stakeholders through SAP Datasphere spaces. With spaces, data professionals can model data, blending from internal and external sources and extending with additional business semantics. In these spaces, users are free to explore their data, leverage packaged business content, and perform transformations on data with their analytic tools. Once ready to share data sets or models, users can easily share views of their data with other groups in different spaces.
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                Figure 10.18    
            SAP Datasphere, SAP BW Bridge

            
            For existing SAP BW and SAP BW/4HANA customers, you can leverage current investments and sustain your current access to SAP data with ABAP-level extractors, staging data, and understanding of SAP data and relationships with SAP Datasphere, SAP BW bridge, as shown in Figure 10.18. You can reuse existing SAP BW functionality and skills to move 70%-80% of your existing SAP BW and SAP BW/4HANA artifacts into SAP Datasphere. 

        
    


                    
                        
        10.4    Business Content

        Designing and building analytics for your use case can take months of effort. One of the most difficult parts of analytics projects is having no subject matter experts to build the analytics from scratch. You must gather business and user requirements, understand the source data, and then create the data model, semantics, and analytics. These teams have to go back and forth with the business; collecting requirements and gathering feedback takes up a lot of time. If you start from a blank state, implementation could take up to six months to complete. So, how can business content help?

        With business content, you don’t have to start from scratch. You can take advantage of content based on real-world experience and customer examples in LoBs and industries created by SAP and SAP partners. Sample data may also be included with the content for testing purposes. Once the content is deployed onto your tenant, it can be customized and then connected to your own data sources. You can use the business content based on best practices as a baseline to build your business requirements, saving you months of effort. Best of all, business content is free with your SAP Datasphere and SAP Analytics Cloud subscription.

        Following are some examples of business content available for SAP Datasphere and SAP Analytics Cloud:

        
            	
                Integrated Financial Planning 
This content enables integrated financial planning and budgeting processes, including cost center, product cost, sales and profitability, investment, profit and loss (P&L), balance sheet, and cash flow planning.

            

            	
                SAP Human Experience Management Workforce Planning 
This content enables top-down as well as bottom-up planning of headcount or full-time equivalents and calculates the resulting costs using the central assumptions as a basis.

            

            	
                Consumer Products (CP) Sales Planning 
This content enables top-down planning of sales targets such as revenue, trade budget, and quantities on promotable price groups (PPG) following the sales and/or product hierarchy.

            

            	
                Group Financial Planning 
This content supports target setting and bottom-up planning processes, including P&L by profit center, P&L by partner, and balance sheet.

            

            	
                Finance for SAP S/4HANA Cloud 
This content focuses on critical financial metrics such as operating margin; operating profit; earnings before interest, tax, depreciation, and amortization (EBITDA); shareholders’ equity; operating cash flow; and more for the current actual year to effectively measure business performance. 

            

            	
                SAP Product Carbon Footprint Analytics 
This content enables businesses to assess their carbon dioxide equivalent (CO2e) footprint across the value chain, starting from used raw materials over energy consumption and process-related direct emissions all the way to transportation and distribution.

            

            	
                Environment, Health, and Safety (EHS) 
This enables companies to track their emission reduction targets for CO2e and monitor carbon emissions; analyze trends; report on the current status of incidents, near misses, and safety observations with a focus on injuries; analyze the risk situation of operational units; and monitor the success of mitigating risk controls.

            

        

        SAP Datasphere and SAP Analytics Cloud content packages from SAP and partners are available in-product in the Content Network  tab. Content packages may be free-of-charge, priced, or available as a trial. Any commercial aspect of a package is also documented at the package level, as shown in Figure 10.19.

        Using content packages is easy and straightforward, as shown in Figure 10.20 and Figure 10.21:

        
            	1 
    
	
                Select content package
Navigate to the content network, choose the business content from SAP or partners, and follow the SAP Datasphere/SAP Analytics Cloud documentation. Note that SAP Datasphere and SAP Analytics Cloud content are delivered as a separate package.

            

            	2 
    
	
                Check prerequisites
Check the prerequisites of the content package, create space(s), and assign members (SAP Datasphere only), and then establish valid connections to required source systems.

            

            	3 
    
	
                Import options
You choose your overwrite preference for the import, select individual or all objects from the content package, and then import the chosen objects into SAP or partner content space/folder.

            

            	4 
    
	
                Use the content models
Finally, you import the SAP Analytics Cloud content into the data builder to consume the stories based on the analytical view or create a new story for use in new data models to integrate different data sources, associate master data views, or combine with other data sets.
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                    Figure 10.19    
            Content Network in SAP Datasphere
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            Figure 10.20    
            Using Content Packages (1 of 2)
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            Figure 10.21    
            Using Content Packages (2 of 2)

        
    


                    
                        
        10.5    Comparative Review

        Some on-premise and cloud products have overlapping functionalities. This section discusses some of the similarities and differences, and when to use which product. We also discuss how some of these products are used together.

        
            10.5.1    SAP Analytics Cloud and SAP BPC

            SAP Analytics Cloud is delivered as a SaaS solution, and thus little to no IT investment or overhead is required. From a planning perspective, SAP Analytics Cloud is SAP’s strategic solution, and you should be looking at SAP Analytics Cloud if you’re willing and able to go to a cloud-based solution.

            SAP BPC is an on-premise solution (although it also can be hosted in the cloud) that includes capabilities to support both financial planning and consolidations. SAP BPC is a very mature product and has been around for many years. It’s a well-deployed solution, and SAP continues to support and extend the planning scenario with SAP BPC via its hybrid planning with SAP Analytics Cloud. For those customers who have specific restrictions that may prevent them from moving toward a cloud solution, SAP BPC is the right choice.

            SAP Analytics Cloud doesn’t replace any of the versions of SAP BPC. SAP BPC is still available for customers looking for an on-premise tool or looking for a solution with both planning and consolidation capabilities. 

            SAP Analytics Cloud has bidirectional integration for data and master data with SAP BPC, and versions for Microsoft, SAP NetWeaver, and SAP BW/4HANA. This allows customers to leverage the SAP BPC platform to complement their existing or soon-to-be SAP BPC investment with SAP Analytics Cloud. The SAP BPC for SAP NetWeaver, SAP BPC for Microsoft, and SAP BW/4HANA standard models integrate through a connector that replicates data and master data to SAP Analytics Cloud. The SAP BPC embedded model integrates through a live connection.

            SAP Analytics Cloud has robust planning features that allow users to combine planning with BI and augmented analytics. SAP Analytics Cloud was purpose-built to be a best-in-class planning solution in the cloud, not as SAP BPC in the cloud. Although they both have planning features (e.g., allocations), the functions are often handled differently. SAP Analytics Cloud is built with web and mobile clients directly on SAP BTP. SAP BPC is heavily reliant on its backend (e.g., SQL server, SAP BW, SAP BW/4HANA) for functionality. The purpose isn’t to have the same features but rather to allow users of SAP Analytics Cloud to have a modern planning experience complemented by analytics.

        
        
            10.5.2    SAP Analytics Cloud and SAP BusinessObjects BI

            SAP BusinessObjects BI is an on-premise solution (although it also can be hosted in the cloud) that provides BI capabilities such as dashboards, reporting, analytic applications, data exploration, and data discovery. SAP BusinessObjects BI Suite is a mature product and has been around for many years. It’s a well-adopted solution running operational mission-critical reports and has thousands of BI assets that help run their business. If a business wants to adopt self-service BI and modern analytic capabilities but doesn’t want to increase its IT footprint while still leveraging its on-premise investments, then adopting SAP Analytics Cloud is the best solution for them. Therefore, adopting hybrid integration throughout the stack safeguards on-premise investments while allowing companies to enhance their current analytics capabilities in the cloud, combining the strengths of both platforms. With hybrid integration, they can ensure a smoother transition to the cloud.

        
        
            10.5.3    SAP Analytics Cloud and SAP IBP

            SAP Integrated Business Planning for supply chain (SAP IBP) is the best-in-class supply chain planning application. It’s one solution combining sales and operations planning (S&OP); demand, response, and supply planning; and inventory optimization. Currently, SAP IBP can import data into SAP Analytics Cloud, allowing it to create further financial planning steps and producing P&L, balance sheet, and cash flow statements.

            SAP Analytics Cloud can report all supply and demand key figures from SAP IBP. You can compare your consensus demand plans with your financials inside SAP Analytics Cloud. In the releases to follow, the integration will be bidirectional.

            Manufacturing organizations looking for supply chain planning capabilities, especially for complex S&OP processes, are encouraged to work with SAP IBP, which is purpose-built to provide the best planning features and functions in this area. SAP Analytics Cloud and SAP IBP are integrated so that the consensus plans from SAP IBP can be viewed in SAP Analytics Cloud to support the singular view of plans while maintaining the integrity of the complexities in each process.

        
        
            10.5.4    SAP Analytics Cloud and SAP Datasphere

            The key focus of SAP Analytics Cloud is to bring all analytics capabilities into one platform. The main objectives are self-service, ad hoc data exploration, visualization, intelligent augmentation, and business planning. A strong focus is on business user enablement and the ability to use SAP Analytics Cloud out of the box without having to go to IT or technical users. Business users can mine for data by themselves and immediately start using the data visualization capabilities of SAP Analytics Cloud, so it’s a top-down enabled system that starts at the business user. 

            SAP Analytics Cloud also offers a bottom-up approach by providing a skilled power user modeling capability. They can build models that draw on data loaded into SAP or build remote models on systems that you can connect live to SAP Analytics Cloud and provide those models to end users.

            The SAP Analytics Cloud solution combines analytics and planning functionalities with seamless integration into SAP applications and access to diverse data sources. Positioned as the analytics and planning cornerstone within SAP BTP, SAP Analytics Cloud facilitates reliable insights and streamlined planning processes across the entire enterprise, empowering confident decision-making. In contrast, SAP Datasphere represents the evolution of SAP Data Warehouse Cloud, offering a comprehensive data service that empowers data professionals to provide seamless and scalable access to crucial business data. It offers a unified platform for various data-related tasks, including integration, cataloging, semantic modeling, warehousing, federation, and virtualization. SAP Datasphere facilitates the distribution of mission-critical business data while preserving its context and logic, ensuring data integrity and coherence throughout the organization.

            The key focus of SAP Datasphere is a well-defined business semantic layer that is separated from physical data storage and maps to a robust data layer that is highly optimized for performance and for large-scale data volume across a multitude of data sources. So, SAP Datasphere’s top-down approach starts with power users who can define the business semantic layer separate from the physical data layer. SAP Datasphere’s semantic layer can be used additionally or instead of SAP Analytics Cloud modeling services. 

            SAP Datasphere’s bottom-up approach lets data engineers leverage existing data models through mapping and then create high-end data models, including historic tracking, and map them and connect them into a business layer. They can administer and govern lifecycle and consumption. They can leverage full-fledged extract, transform, load (ETL)/extract, load, transform (ELT) services, including pipelining and data transformations, to create a robust data layer for a complete enterprise.

            So, the takeaway is that SAP Analytics Cloud models already come with a lot of capabilities, but the models are integrated. It has both the business aspects to define the semantics and the data layer in the model. While this works for most scenarios, if you want to extend this across the business and to the entire enterprise, then you need to model in a way that is performant, robust, and doesn’t break. You want to put your foundation on even stronger modeling capabilities, which is what SAP Datasphere can bring to the table. With SAP Datasphere, you not only can build multiple models that support your business, but you can also build a full-fledged semantic layer across your whole enterprise and then use it as a foundation for SAP Analytics Cloud. SAP Datasphere splits the business layer from the data layer. If you grow to a larger scenario, then it’s better to separate the two so you have a perfect business model that is abstracted from a perfectly robust data model. When you plug both SAP Analytics Cloud and SAP Datasphere together, you get the best of both worlds. 

            With SAP Datasphere, you’re able to build the data and business layer to provide a single point of truth to access all the relevant data. You’re able to mash that up with your own data, and then you can reuse all of this in SAP Analytics Cloud to explore data, to visualize, and to use augmented features of SAP Analytics Cloud for planning purposes in the future. 

            SAP Datasphere is the foundation for a business data fabric architecture. SAP Analytics Cloud complements it by providing a complete planning and analytics solution augmented by AI to transform data-driven decision-making using the data and semantics provided. 

        
        
            10.5.5    SAP Datasphere and SAP Master Data Governance

            SAP Master Data Governance (SAP MDG) focuses on master data from SAP S/4HANA and operational SAP applications. It’s process oriented and is supported by workflows. It supports most common master data domains such as business partner, product, and finance master data. SAP Datasphere’s focus, on the other hand, is beyond SAP S/4HANA. It could be data from all kinds of systems from SAP and third-party vendors. It’s typically in analytic context, is supported by rich analytical modeling capabilities, and supports both master data and transactional data.

            One of the key concepts of a business data fabric architecture is to preserve the business context of the data. SAP MDG maps and consolidates the master data objects in the operational layer across different applications, while SAP Datasphere provides the analytical layer to combine data of any type even virtually from the different applications while preserving the semantics. Data products managed by SAP MDG can directly be consumed by SAP Datasphere in dedicated spaces to create further data products by joining with data from other data sources. SAP MDG provides key and value mappings to improve joining of data sets from different sources within SAP Datasphere. Top quality master data is a key foundation for operational, analytical, and planning purposes as well as for AI use cases. So, both the solutions are complimentary in nature. 

        
        
            10.5.6    SAP Datasphere and SAP BW/4HANA

            SAP BW/4HANA is an enterprise-ready application with prepackaged data warehousing solutions and has been acting as the enterprise-wide single version of truth. You can connect SAP and non-SAP data in the cloud and on-premise data. It’s an on-premise solution offered in private clouds of choice.

            SAP Datasphere, the next generation of SAP Data Warehouse Cloud, brings the semantic view into the business and brings data quality into the equation. It can easily extend and adapt enterprise data models built on existing data warehouses such as SAP BW/4HANA and SAP BW. Metadata objects and semantics from SAP BW and SAP BW/4HANA are used to enhance the data models in SAP Datasphere. 

            SAP continues to invest in both products to enable the intelligent enterprise. SAP Datasphere and SAP Data Warehouse Cloud extend the existing investments made in the on-premise solutions through hybrid models where you can implement federated or replicated data conversion scenarios. With both products, you can connect to the underlying foundational sources and build analytics scenarios on top of these solutions.

        
    


                    
                        
        10.6    Summary

        Being able to process and analyze abundantly available data is not only challenging but also necessary for any organization to be successful. This chapter discussed key analytics products in the SAP BTP portfolio that help you bring data together, analyze the data, and plan and predict for the future. 

        In the next chapter, we’ll move on to SAP BTP’s security capabilities. 

    


                    
                        11    Security
One of the most important aspects of enterprise applications is security. We’ll see some of the fundamental concepts and then look into details on how to secure enterprise applications built in SAP Business Technology Platform (SAP BTP) in this chapter.
In this chapter, we’ll see some of the fundamentals of security, such as authentication and authorization, and then we’ll check out some of the common security flows that are becoming industry de facto standards. In each stage, we’ll also see how SAP BTP supports these security principles and gives services, tools, and applications to implement such security measures.
In the following sections, we’ll check out these topics:

        	
            Federated identity management system and the services under the SAP BTP umbrella that cater to this functionality

        

        	
            Common security flows becoming industry standards and how SAP BTP fulfills these needs

        

        	
            Authorization framework in SAP BTP

        

        	
            User account and authorization (UAA) 

        

        	
            Fundamentals on how applications apply services to service security using techniques such as JSON Web Token (JWT)

        

        	
            Hybrid scenarios and securing an end-to-end hybrid landscape

        

    

        11.1    Overview

        Securing applications is of utmost importance for enterprise applications. For ages, we’ve used different enterprise applications in our corporate landscape. However, in many cases, the applications are confined within the corporate boundary. Naturally, a standalone app requires less rigorous measures on security. However, with the available cloud applications, we’re now ready to open our corporate boundary to the external world. On the one hand, easy accessibility is one of the main key performance indicators (KPIs) for cloud applications. We’ve seen how SAP BTP is providing various channels such as web, mobile, application programming interfaces (APIs), integration, Internet of Things (IoT), and so on to give access to corporate data to the outside world. In a sense, opening corporate data to external users provides opportunities for new business. On the other hand, we can’t compromise with security and expose sensitive information to unauthorized users. From this standpoint, we need to follow some best practices to maintain the highest standards on security.

        SAP takes cloud security very seriously. From data center architecture to integration and application architecture, SAP takes various steps to ensure cloud security. In addition, because SAP BTP is a platform as a service (PaaS) offering, it’s important to be clear on what security aspects SAP is responsible for and what part of the security aspect SAP customers are responsible for. Figure 11.1 shows the key security areas that are managed by the customer and the key areas managed by SAP BTP. 

        
            [image: SAP BTP Security Compliance and Customer Responsibility]

            Figure 11.1    
            SAP BTP Security Compliance and Customer Responsibility

        
    


                    
                        
        11.2    Authentication

        Authentication calls for identifying the user attempting to log in to a system. The authentication mechanism acts as a doorkeeper to check the credible identity of a user using his user ID and password combination or certificate, and it then matches the credentials to an existing database of all users. If there’s a match, the user is allowed to go forward to access the core application. 

        In the past, user management was tied up within the application stack, as shown on the left-hand side of Figure 11.2. Think of SAP ERP. We used to maintain SAP users in Transaction SU01. In a monolithic architecture, all parts of an enterprise application are coupled tightly and integrated in a single box. In such a scenario, it makes sense to have a centralized user management system built inside the application. However, in a modern-day distributed and scalable architecture, different application components are spread across a network. You’ve already seen how this concept is taken to the next level in microservices architecture to make applications elastic and scalable. In such a scenario, you need to have a dedicated service that only focuses on user management and authentication. This service not only manages the identity of users and authentication but also maintains necessary user attributes that translate to role/group assignment. The concept of federated identity management is to keep the identity management separate from the application in a centralized service that is specialized on user management and authentication. It’s imperative that all cloud applications and platforms must adhere to some commonly agreed on secure protocols so that this identity can be propagated between different building blocks of the application. The right-hand side of Figure 11.2 shows the federated identity provider (IdP) management process. 

        
            [image: Comparison of Traditional User Management System and Federated IdP]

            Figure 11.2    
            Comparison of Traditional User Management System and Federated IdP

        
        SAP BTP provides this functionality via the Identity Authentication service. As such, SAP BTP complies with any IdP that is Security Assertion Markup Language (SAML) 2.0 compliant. SAML 2.0 is the industry de facto standard to interact with the federated IdP via the main application platform.

        The Identity Authentication service gives you controlled cloud-based access to business processes, applications, and data. It simplifies your user experience through authentication mechanisms, single sign-on (SSO), on-premise integration, and convenient self-service options. 

        Key features of the Identity Authentication service include the following:

        
            	
                SSO
Provides authentication and SSO (via SAML 2.0). It supports a wide range of authentication methods such as Form, SPNEGO, Social, or two-factor authentication.

            

            	
                Two-factor authentication
Enforces two-factor authentication by using a risk-based authentication mechanism based on IP ranges, user groups, user types, or authentication methods.

            

            	
                IdP hub
It can also act as an IdP hub and mediate with other third-party IdPs as default or based on a condition such as IdP, email domain, user type, or user group.

            

            	
                APIs
Provides System for Cross-Domain Identity Management (SCIM) REST APIs to handle user management and authentication programmatically.

            

        

        Figure 11.3 shows the main functional areas of an Identity Authentication tenant. You need to have admin access to log in to the admin cockpit, which is typically available at the following URL: https://<your domain>.accounts.ondemand.com/admin/. Once you log in, you should see the screen shown in Figure 11.3, which includes the following areas: 

        
            	
                Users & Authorizations
The user management functionalities include creating and managing users and user groups, setting up administrative users, importing and exporting users, integrating the Identity Provisioning service, and setting up schemas and exclude lists. 

            

            	
                Applications & Resources
The application management functionalities include managing support packs (SPs), configuring the logon page, configuring two-factor authentication using risk-based configuration, mapping SAML attributes, setting up the tenant text and email templates, managing privacy statements, and getting vital metadata from the tenant settings. 

            

            	
                Identity Providers
The IdP management functionalities include configuring Identity Authentication as an IdP proxy and managing other corporate IdPs. 

            

            	
                Monitoring & Reporting
The monitoring functionalities include monitoring identity flows, getting audit and change logs, and troubleshooting.
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                    Figure 11.3    
            Identity Authentication Service

                
            

        

        On the SAP BTP subaccount, a default trust setup is given. This default setup will always trust the SAP ID service, which is the default Identity Authentication tenant. However, for practical purposes, customers will need to onboard their own users so that they can access the SAP BTP applications. For this scenario, you need to configure the dedicated Identity Authentication tenant. There are two primary configurations required:

        
            	
                Setup on Identity Authentication
On Identity Authentication, you need to create an application corresponding to the SAP BTP subaccount. You need to get the SAML metadata from the SAP BTP subaccount trust setup and provide that metadata in the Identity Authentication service Applications setting. Figure 11.4 shows the configuration area where you need to configure your applications. Figure 11.4 represents the SAP BTP subaccount that will act as the service provider. You need to exchange SAML metadata from that subaccount to the SAML 2.0 Configuration setting. 

            

            	
                Setup on SAP BTP
On the SAP BTP side, you have to configure the dedicated Identity Authentication tenant to tell SAP BTP which Identity Authentication tenant to route to. You need the Identity Authentication service SAML metadata to configure the security setup. Identity Authentication service SAML metadata can be found by going to Applications & Resources • Tenant Settings • SAML 2.0 Configuration in the admin console of your Identity Authentication tenant. Once this setup is done, you should be able to see your Identity Authentication tenant in the Custom section in the SAP BTP cockpit (navigate to Security • Trust Configuration), as shown in Figure 11.5, including your Identification Authentication tenant and URL.

                
                    [image: Application Configuration for SAP BTP Subaccount on the Identity Authentication Service]

                    Figure 11.4    
            Application Configuration for SAP BTP Subaccount on the Identity Authentication Service

                
                
                    [image: Trust Configuration in the SAP BTP Security Cockpit]

                    Figure 11.5    
            Trust Configuration in the SAP BTP Security Cockpit

                
            

        

        
            Note

            You need the security admin role assigned to get access to the SAP BTP cockpit Security functionality.

        

    


                    
                        
        11.3    Common Security Flows

        In a cloud world, when you have separate IdP services to handle the authentication, there are different security flows. We’ll see some of the most common security flows that are becoming industry standards for cloud applications in the following sections.

        
            11.3.1    SAML

            SAML is best suited for SSO for enterprise applications. For example, you have an SAP Fiori app that needs to be launched from a launchpad to get the user authenticated and to pass the user context to the backend SAP S/4HANA to have end-to-end traceability. In such a scenario, SAML is the best solution. In Figure 11.6, you can see how the SAML security flow works.

            
                [image: SAML Authentication Flow]

                Figure 11.6    
            SAML Authentication Flow

            
            In this authentication flow, the client (primarily a browser) requests a server resource. The server then redirects the request to a trusted IdP. The IdP produces a web page form for user logon that enables users to give their user ID/password or takes the client certificate. Based on that browser input, the IdP authenticates the user. Once authenticated successfully, the IdP then produces the SAML token for the user that bears the user’s identity as well as a set of SAML attributes. The server gets the SAML token that signifies the user is a legitimate user, and then the server grants access to the resource requested. As an example, you can think of an SAP Fiori-based SAPUI5 app that requires SAML authentication. You need the trust configuration as a prerequisite so that the user is authenticated against your Identity Authentication tenant. 

        
        
            11.3.2    OAuth

            While SAML-based authentication works well for browser-based applications, there are growing API trends in today’s digital economy. We’re seeing more and more scenarios where applications and microservices are exposed as APIs. The API-driven approach is common for both internal and external communication. 

            To secure the API endpoint, you need a slightly different security mechanism. Developed by the Internet Engineering Task Force (IETF) OAuth Working Group, OAuth 2.0 has become the industry standard on securing API-based communications. Unlike SAML, OAuth 2.0 also provides an authorization framework that works seamlessly to control access to resources via a RESTful API. With OAuth, user authentication is protected via short-lived tokens issued by the authorization server instead of a stipulated logon/password combination. 

            In this security protocol, the client requests the authorization to access a resource from the resource server. The resource server gives the client the authorization grant. With this, the client requests an access token grant from the authorization server. The authorization server grants the access token. The client takes this access token and produces it to the resource server. The resource server gets this access token validated against the authorization server. Once authenticated, the authorization server sends the resource server the identity attributes. Based on these identity attributes, the resource server gives the client access to the resources.

            OAuth 2.0 limits application access via scope definition. An application can request one or more scopes, this information is then presented to the user in the consent screen, and the access token issued to the application will be limited to the scopes granted.

            OAuth provides different grant types for security flows. We’ll discuss the different popular grant type flows that are supported in the OAuth framework in the following sections.

            
                Authorization Code Flow

                The authorization code grant type is the most commonly used grant type flow. Figure 11.7 shows the security flow in detail.

                In this scenario, the resource owner, that is, the end user, tries to access the application. The application redirects the request to the authorization server (authorization endpoint) with the parameters shown in Listing 11.1.

                GET (Authorization Endpoint)?response_type=code
    &client_id={CLIENT ID}
    &redirect_uri={REDIRECT URI}
    &scope={SCOPES}
    &state={STATE}  


                Listing 11.1    
            Sample HTTP GET Call to Authorization Endpoint

                
                    [image: OAuth Authorization Code Flow]

                    Figure 11.7    
            OAuth Authorization Code Flow

                
                In response, the authorization server sends the temporary authorization code back to the redirect URI:

                LOCATION: {REDIRECT_URI}?code={AUTHORIZATION_CODE}&state={STATE}  


                In the next step, a POST request is submitted to the authorization server token endpoint, as shown in Listing 11.2.

                POST (Token Endpoint)
Authorization : Basic <BASE64({CLIENT ID}:{CLIENT SECRET})>
    grant_type=authorization_code
    &code={AUTHORIZATION CODE}
    &redirect_uri={REDIRECT URI}  


                Listing 11.2    
            Sample HTTP POST Call with the Authentication Header

                As a response, the authorization server returns an access token, as shown in Listing 11.3.

                {
"access_token":{ACCESS_TOKEN},
"token_type":{TOKEN_TYPE>>Bearer},
"refresh_token":{REFRESH_TOKEN},
"expires_in":{Lifetime_in_seconds}
}  


                Listing 11.3    
            Sample Response JSON Payload

            
            
                Implicit Flow

                The OAuth 2.0 flow also defines an implicit flow, where the client is a frontend web app, as shown in Figure 11.8. This was originally designed for an Asynchronous JavaScript and XML (AJAX) type of web app. Implicit flow handles the scenario where the frontend client can’t protect the client secret, so there is no client authentication flow. It provides a means to overcome cross-origin resource sharing (CORS) issues by handling redirected URLs. However, this flow doesn’t issue a refresh token because the frontend isn’t supposed to store the token. 
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                    Figure 11.8    
            Implicit Flow

                
            
            
                Proof Key for Code Exchange Flow

                Implicit flow has its limitations. Because there is no client authentication step associated with it, even though the token service issues a single-use token, it still opens up a security vulnerability with mobile apps. So, the OAuth 2.0 working group is now deprecating implicit flow and instead recommending the Proof Key for Code Exchange (PKCE) grant type flow, as shown in Figure 11.9. 

                Let’s walk through the PKCE flow. The client in this case generates a string value as a code verifier that is hashed and decodes as a code challenge. In the authentication flow, the code verifier also gets verified along with the authorization code. An additional layer of security is provided as the authorization server verifies the code verifier against the code challenge while authenticating the client. 
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                    Figure 11.9    
            PKCE Flow

                
            
            
                Client Credentials Flow

                Client credentials flows are most suited for machine-to-machine calls where a client machine is given access via client credentials, such as a client ID and secret. Let’s discuss an example, as shown in Figure 11.10. 
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                    Figure 11.10    
            Client Credentials Flow

                
                For machine-to-machine calls, it doesn’t make sense to authenticate the user against user credentials such as username/password or social login. Instead, simply authenticating against the client ID and client secret is sufficient. In this case, the authorization server authenticates the client (the calling machine) against the client ID and client secret only. 

            
            
                Refresh Token Flow

                The refresh token flow, as shown in Figure 11.11, works for reissuing access tokens. If the access token expires, the client can request another access token by producing a refresh token and getting a new access token. In our example, the highlighted part shows the details of the refresh token flow. When the initially issued access token is expired, then the application can request a refresh token instead of going all the way from the beginning of the authentication flow. This mechanism helps expedite the authentication continuity. The authorization server simply verifies the refresh token and issues a new access token with which the application can request a resource from the server. This works for those OAuth flows where clients can store the access token securely, unlike the implicit flow.
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                    Figure 11.11    
            Refresh Token Flow

                
            
            
                Password Grant Flow

                In addition, there are other legacy grant type flows that are no longer recommended, for example, the password grant flow, as shown in Figure 11.12. The password grant flow exchanges the username and password for an access token. Ideally, the main idea of OAuth isn’t to exchange a username and password between client and server. So, in that sense, you should avoid using this mechanism for a client app. However, a common use case for this type of flow is to enable password logins for your service’s own apps.

                
                    [image: Password Grant Flow]

                    Figure 11.12    
            Password Grant Flow

                
            
        
        
            11.3.3    OpenID Connect

            OpenID Connect is an identity layer built on top of the OAuth 2.0 framework. OpenID Connect enables client applications to get vital information about the user. In that sense, OpenID Connect acts much like SAML. It supports web-based clients, mobile clients, and JavaScript clients. Figure 11.13 shows the basic flow of OpenID Connect. 

            As you can see, the OpenID Connect client is redirected to the authorization server if a resource is requested from the resource server. The authorization request goes to the authorization server that redirects the user to the Open ID logon page. Once the user authenticates against OpenID, the authorization server grants the access token with which the client can get access to the server resource. 
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                Figure 11.13    
            OpenID Connect Flow

            
        
        
            11.3.4    Authentication Flows Supported by SAP BTP

            SAP BTP supports a wide range of security flows that are industry best practices. For all web apps, you can use SAML 2.0. In addition, the OpenID Connect flow is supported via the extended services for user account and authentication (XSUAA) service in the SAP BTP, Cloud Foundry environment. The XSUAA service, which is SAP’s adaptation of the UAA service on the Cloud Foundry stack, provides standard support for OAuth 2.0 security flows. We’ll see some more details of this service in the next section. In addition, in the SAP BTP, Neo environment, SAP BTP provides an authorization service that supports authorization code and client credential grant types. 

            SAP BTP provides the SAP Destination service that encapsulates all the security flows that we’ve discussed. It’s recommended to use this service to configure point-to-point connectivity. The concept is similar to the traditional Transaction SM59, where you keep the connection parameters and security mechanisms separate from the core code. For a cloud application as well, it’s recommended to use the SAP Destination service for connectivity and security configuration. 

        
    


                    
                        
        11.4    Authorization

        Now that we’ve covered the available authentication flows and their relevant scenarios, in this section, we’ll explore the tools and services that are available for authorization with SAP BTP. We’ll also describe how to configure authorizations in the SAP BTP cockpit. 

        
            11.4.1    User Account and Authentication Service

            The UAA is an open-source identity server project under the Cloud Foundry Foundation. You can find the specification at https://github.com/cloudfoundry/uaa.

            UAA provides enterprise-scale identity management features, including the following:

            
                	
                    OAuth

                

                	
                    OpenID Connect

                

                	
                    SAML

                

                	
                    Lightweight Directory Access Protocol (LDAP)

                

                	
                    SCIM

                

            

            As mentioned earlier, XSUAA is SAP’s adaptation of the UAA service. XSUAA provides role-based access control for both internal services and user-facing applications. XSUAA authenticates the user invoking an IdP and in return generates a JWT through which the underlying microservices will be authenticated. Therefore, all the microservice apps need to have binding to an instance of XSUAA, which writes this information to the VCAP_SERVICES environment variable. Essentially, XSUAA acts as an OAuth 2.0 authorization server and represents a typical reuse service. You need to create a service instance of the XSUAA service and bind that to all the applications that require authentication.

        
        
            11.4.2    JSON Web Token

            JWT is an open standard specified in RFC 7519. It defines a compact, self-contained way to transmit security information as a JSON object. The information can be trusted as this is digitally signed. JWT can be used to ensure authorization in a distributed system. Once the user logs in, each subsequent request will include the JWT, allowing the user to access routes, services, and resources that are permitted with that token. SSO is a feature that widely uses JWT today. The typical structure of a JWT comprises the following:

            
                	
                    Header
The header has the information on what type of token this is and what algorithm is used to sign it. Listing 11.4 shows an example. 

                       {
 "alg": "HS256",
 "typ": "JWT"
}   


                    Listing 11.4    
            Sample JWT Token Header

                

                	
                    Payload
The payload contains claims, which are statements about an entity (typically, the user), and additional data. Claims can be registered, public, or private. Listing 11.5 shows an example.

                      {
    "sub": "1234567890",
    "name": "John Doe",
    "admin": true
  }   


                    Listing 11.5    
            Sample JWT Token Payload

                

                	
                    Signature
The signature is created using an encoded header, encoded payload, and a secret. The signature is signed by the algorithm specified in the header. Listing 11.6 shows an example. 

                        HMACSHA256(
        base64UrlEncode(header) + "." +
        base64UrlEncode(payload),
        secret)  


                    Listing 11.6    
            Sample JWT Token Signature

                

            

            The output is produced by three Base64-encoded strings separated by dots (see Figure 11.14). In a runtime debug console, you might have encountered an encrypted JWT in a compact format. You can decode this using the debugger tool found at https://jwt.io/#debugger-io.
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                Figure 11.14    
            Debugging JWT

            
        
        
            11.4.3    App Router and Role-Based Access

            The app router is the single point entry of an application running on the SAP BTP, Cloud Foundry environment. The app router library is available on the npm registry at www.npmjs.com. You can find the specification at www.npmjs.com/package/@sap/approuter.

            Primarily, app routers provide two key functionalities:

            
                	
                    Provides a single-entry point to underlying microservices

                

                	
                    Controls role-based access and provides the authorization framework for the app

                

            

            Figure 11.15 shows how the app router works in a microservice setup. The app router is the single entry point for the app, which enforces role-based access controls via role templates and scope access definition. The microservice is bound to the XSUAA service instance, which enables integration with the external IdP and authenticates the user. Once the user is authenticated, XSUAA handles security between microservices via JWT.
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                Figure 11.15    
            Request Response Flow via App Router

            
            App routers are typically defined in a descriptor file named xs-security.json. This file needs to be created under the security folder of the root app. Typically, xs-security.json defines the application routes and access scopes. Listing 11.7 shows an example.

            {
    "xsappname": Program-name",
    "tenant-mode": "dedicated",
    "scopes": [
        {
            "name": "$XSAPPNAME.read",
            "description": "With this scope, USER can read products."
        }
    ],

    "role-templates": [
      {
        "name": "Viewer",
        "description": "Role to get the list of products",
        "scope-references": [
        "$XSAPPNAME.read"
        ]
      }
    ],
    "role-collections": [
      {
        "name": "ProductListViewer",
        "description": "Product List Viewer",
        "role-template-references": [
          "$XSAPPNAME.Viewer"
        ]
      }
    ]
}   


            Listing 11.7    
            Sample Security Configuration in Security Descriptor xs-security.json

            Listing 11.7 shows the sample configuration of a security descriptor, which is typically added to a project as xs-security.json. The JSON file defined the app name and tenant mode. Tenant mode dedicated means that a dedicated XSUAA tenant needs to be bound to this app. The role template defines the role and its scope, and the role collection is the list of roles defined in the role template. When the application is deployed, this role collection should be available in the SAP BTP cockpit so that you can add a user or group to this role collection. Let’s break down these key pieces: 

            
                	
                    Scope
You can define authorization access rights using arbitrary values defined as scope. Scopes need to be prefixed with the “xsappname” to make them uniquely identifiable. Typically, you define scope per create, read, update, delete (CRUD) methods that are to be scoped in for each action.

                

                	
                    Role template
Roles are the entities that have one or many scopes. Again, one scope can be associated with more than one role. The xs-security.json file defines the security model, so the model that defines the role is called the role template.

                

                	
                    Role collection
Role collections contain one or more roles. A role can be in multiple role collections. In the cockpit authorization framework, you can define the mapping of these role collections to user attributes (e.g., groups). Thus, at runtime, XSUAA can determine the user role-based access by checking the role collection assignment. 

                

            

            Figure 11.16 shows the relationships between scope, role, and role collection. As you can see, the XSUAA service works as the main nervous system of SAP BTP security by enabling service-to-service security via the JWT as well as integrating the authentication flow to the external IdP via SAML.
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                Figure 11.16    
            User, Role Collection, Role, and Scope Concepts

            
        
        
            11.4.4    Authorization Using the SAP BTP Cockpit

            SAP BTP provides the means to configure authorizations for your applications using the SAP BTP cockpit or via the SAP BTP command-line interface (SAP BTP CLI). Fundamentally, the IdP is responsible for user authentication. In addition, the IdP is responsible to maintain vital user attributes such as groups. Technically, when the user gets authenticated in the IdP, it sends back the assertion attributes as well to the platform. In SAP BTP, you need to consider these group values to assign role collections dynamically. In an application context, you can define role templates and define access controls via the security descriptor such as xs-security.json. During runtime, the application goes to the IdP for authentication first and brings back the assertion attributes and assigned group information for the logged-on user. Then, the authorization configuration checks the group and assigns the user the appropriate role. At the application layer, it simply checks the role-based access to part of the application and gives the user the appropriate access.

            Figure 11.17 shows the role collection mapping in the SAP BTP cockpit. For example, here the role collections ProcessAutomationAdmin, ProcessAutomationDeveloper, and ProcessAutomationParticipant are assigned to the users who belong to the group Workzone_Admin. You can define the group information and maintain users for a group in the corresponding IdP, for example, the Identity Authentication service. One group can be assigned to many role collections.
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                Figure 11.17    
            User Group Mapped to Role Collection in the Authorization Cockpit

            
        
    


                    
                        
        11.5    Cloud Connector

        The cloud connector is a critical software component that provides a secure tunnel between your on-premise world and the SAP BTP, Cloud Foundry environment. The cloud connector sits at your on-premise landscape behind the firewall and acts as a reverse invoke proxy to securely open a tunnel to the SAP BTP subaccount. The cloud connector has the following advantages:

        
            	
                Works as a reverse invoke proxy in the secured network behind the firewall to open up a security tunnel to the SAP BTP subaccount with no need to configure the firewall to allow access

            

            	
                Supports HTTP and other native protocols such as remote function call (RFC) to connect to ABAP backend systems

            

            	
                Connects SAP on-premise and non-SAP systems to SAP BTP

            

            	
                Connects on-premise databases such as SAP HANA or SAP BusinessObjects Business Intelligence (SAP BusinessObjects BI) tools

            

            	
                Propagates user identities across the cloud to on-premise systems using the principal propagation setup that enables end-to-end traceability

            

            	
                Provides easy installation and administration via the admin console and provides detailed logging for troubleshooting

            

        

        Figure 11.18 shows the flow between SAP BTP and the on-premise system via the cloud connector. An application or a microservice running on SAP BTP invokes on-premise services through destination and connectivity service instances and helps create the HTTP proxy through the cloud connector. It’s always recommended to use the SAP Destination service to maintain the connection parameters such as URIs, security parameters, and so on.
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            Figure 11.18    
            Security Setup Using the Cloud Connector in a Hybrid Landscape

        
        We’ll discuss relevant security considerations and a Kubernetes connection scenario with the cloud connector in the following sections. 

        
            11.5.1    Security Considerations

            The cloud connector provides security guidelines on various levels:

            
                	
                    Application-layer security
The general guideline for application-level security is to follow security principles to protect frontend resources such as avoiding cross-site scripting (XSS) and cross-site request forgery (XSRF).

                

                	
                    Service-layer security
At the service layer, you can use SAP BTP connectivity along with the cloud connector installed in an isolated customer network.

                    Figure 11.19 shows a system landscape in which the cloud connector is used for secure connectivity between SAP BTP applications and on-premise systems. Let’s walk through the process: 

                    
                        	
                            A cloud connector instance can connect to multiple SAP BTP subaccounts, with each connection requiring separate authentication. Each cloud connector connecting to an SAP BTP subaccount can be identified by its location ID.

                        

                        	
                            You can connect many SAP and non-SAP systems to a single cloud connector instance.

                        

                        	
                            The on-premise system doesn’t need to be touched when used with the cloud connector, unless you configure trust between the cloud connector and your on-premise system. A trust configuration is required for configuring principal propagation, which we’ll discuss in the next section.

                        

                        	
                            You must install a second (redundant) cloud connector (shadow instance) to set up high availability (HA). The shadow instance takes over from the master instance during downtime.

                        

                        	
                            The cloud connector also supports communication from on-premise systems to the SAP BTP subaccount, using a database tunnel that lets you connect common Open Database Connectivity (ODBC)/Java Database Connectivity (JDBC) database tools to SAP HANA as well as other available databases in SAP BTP.

                        

                        	
                            The corporate network is usually divided into multiple zones. The demilitarized zone (DMZ) is the external-facing zone, which is exposed to the internet. You can set up the cloud connector either in the DMZ or in an inner network zone. 

                        

                    

                

            

            
                Note

                Technical prerequisites for the cloud connector to work properly are as follows:

                
                    	
                        The cloud connector must have access to the SAP BTP landscape host, either directly or via an HTTPS proxy.

                    

                    	
                        The cloud connector must have direct access to the internal systems it will provide access to; that is, there must be transparent connectivity between the cloud connector and the internal system.

                    

                    	
                        The inbound communication supports HTTP, HTTPS, RFC, or RFC over Secure Network Communication (SNC).

                    

                    	
                        On the outbound side, the cloud connector supports the JDBC/ODBC connection only via TLS.

                    

                

            

            
                [image: Cloud Connector and the Network Zone]

                Figure 11.19    
            Cloud Connector and the Network Zone

            
            
                	
                    Cloud infrastructure layer
The SAP BTP landscape runs in an isolated network. This is outside firewalls, DMZs, and communication proxies for all inbound and outbound communications to and from the corporate network. The SAP BTP infrastructure layer also ensures that platform services, such as the SAP Connectivity service, and applications are running isolated. Each SAP BTP subaccount runs in a sandboxed environment. An interaction between them is only possible over a secure remote communication channel established via the cloud connector. 

                

                	
                    Physical environment layer
SAP data center operations and PaaS offerings are compliant with various industry standards and certified with the highest standards. You can find the compliance and certification at www.sap.com/about/trust-center/certification-compliance.html.

                

            

        
        
            11.5.2    Connecting Kubernetes to On-Premise Systems

            In a cloud environment, you might encounter a situation where your cloud application is deployed to a Kubernetes cluster. In such cases, you might need to use a connectivity proxy. The concept is that the Kubernetes cluster uses a connectivity proxy to connect to the SAP Connectivity service on an SAP BTP subaccount, which helps in connecting to on-premise systems via a TLS connection opened by the cloud connector. For a secure connection, the communication relies on JWTs, which are, in turn, authenticated via the XSUAA service on the SAP BTP layer. Depending on the scenario, you can set either a trusted client or a nontrusted client. You can have a single-tenant client or multitenant client. Based on such variations, you’ll need to adapt an operation model. We’ll discuss your options in the following sections. 

            
                Single-Tenant Usage: Nontrusted Environment

                In this case, the connectivity proxy acts on behalf of a single static tenant, and the application can’t be trusted, as shown in Figure 11.20. You need to do the configuration in the following way:

                
                    	
                        Enable proxy authorizations.

                    

                    	
                        Set a dedicated tenant mode. 

                    

                    	
                        Use a static service key for the service instance of the connectivity service that is acting as a connectivity proxy.

                    

                    	
                        Connect to the central connectivity service on behalf of the statically configured tenant.
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                    Figure 11.20    
            Operation Model for a Single-Tenant Nontrusted Setup

                
            
            
                Multitenant Usage: Nontrusted Environment

                In this model, the connectivity proxy operates on behalf of multiple tenants. Applications aren’t trusted, and the model looks the same as Figure 11.20 except that the proxy configuration has some differences. In this multitenant scenario, you’ll need to do the configuration in the following way:

                
                    	
                        Enable proxy authorizations.

                    

                    	
                        Share the tenant mode to enforce multitenant usage.

                    

                    	
                        Use a static service key for the service instance of the connectivity service that is acting as a connectivity proxy.

                    

                    	
                        Connect to the central connectivity service on behalf of the dynamically determined tenant. The tenants are connected based on the OAuth access token (JWT) forwarded by the application.

                    

                

            
            
                Single-Tenant Usage: Trusted Environment

                In this model, the connectivity proxy operates on behalf of a single static tenant, as shown in Figure 11.21. Applications are trusted. In this single-tenant trusted scenario, you’ll need to do configuration in the following way:

                
                    	
                        Disable proxy authorizations.

                    

                    	
                        Set a dedicated tenant mode.

                    

                    	
                        Use a static service key for the service instance of the connectivity service that is acting as the connectivity proxy.

                    

                    	
                        Connect to the central connectivity service on behalf of a static tenant.
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                    Figure 11.21    
            Operation Model for Single-Tenant Trusted Setup

                
            
            
                Multitenant Usage: Trusted Environment

                The last variant is for a trusted setup for a multitenant scenario. Applications are trusted, and the model looks the same as Figure 11.21, except the proxy configuration has some differences. In this multitenant trusted scenario, you’ll need to do configuration in the following way:

                
                    	
                        Disable proxy authorizations.

                    

                    	
                        Share the tenant mode.

                    

                    	
                        Connect to the central connectivity service on behalf of a dynamically determined tenant using the OAuth access token (JWT) forwarded by the application.

                    

                

            
        
    


                    
                        
        11.6    Identity Propagation

        For enterprise applications, it’s very common to want end-to-end traceability of a process. In a distributed landscape, your process often spans multiple systems. These systems can be in the cloud or on-premise. Depending on the landscape and systems, you might need the identity propagation between these systems in a cloud-to-cloud or cloud-to-on-premise (hybrid) scenario. Identity propagation is a mechanism by which you can identify the user identity of who initiated the process originally. 

        Fundamentally, this mechanism is to propagate the identity credentials of the logged-on user who initiated the call originally in a secure manner so that this identity can’t be manipulated during remote calls. SAP BTP supports scenarios for various identity propagation mechanisms. The decision tree shown in Figure 11.22 can guide you when choosing your identity propagation technique.

        Typically, in your frontend application, you need to enforce authentication for the web app. You have the following options for identity propagation: 

        
            	
                For web browser-based applications, we recommend using SAML-based IdP to authenticate users. In the service layer, SAP BTP propagates the identity credentials via a JWT in the Cloud Foundry stack. 

            

            	
                If the application is on Neo, then you need to use the application-to-application SSO and make sure the identity propagation flag is turned on in the Trust Configuration screen in the SAP BTP, Neo environment. To use application-to-application SSO, both the caller and called service need to be deployed in the SAP BTP, Neo environment. 

            

            	
                If this is a cloud-to-cloud scenario for any system other than Neo, then it’s recommended to use the OAuth 2.0 SAML bearer assertion mechanism. 

            

            	
                For on-premise-based ABAP systems such as SAP ERP or SAP S/4HANA, the principal propagation setup is necessary.
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                    Figure 11.22    
            Decision Tree for Identity Propagation Techniques

                
            

        

        In the following sections, we’ll discuss the SAML bearer assertion mechanism using the OAuth 2.0 SAML bearer assertion flow.

        
            11.6.1    OAuth 2.0 SAML Bearer Assertion

            Modern cloud applications rely on calling various services from the server side. In a modern landscape, it’s often very common to have core server functionalities exposed as services. In this loosely coupled architecture, each microservice (API) is self-contained and provides secured endpoints. As we discussed in Section 11.3.2, in such an API-driven architecture, OAuth 2.0 is the industry best practice to protect the API/service endpoints. However, for the frontend, we often have a web app or a browser-based app where SAML-based authentication is most popular. In such a scenario, the OAuth 2.0 SAML bearer assertion flow comes in handy, as shown in Figure 11.23. A SAML assertion is an XML payload bearing user attributes that is provided by the IdP. 

            For example, let’s say you have an SAP Gateway system to expose OData services. You have some frontend web apps that are authenticating users using the Identity Authentication service, and you need to configure the scenario so that the OData endpoints will be OAuth protected and will be invoked securely from the web app. Typically, you must follow these four configuration steps:

            
                	
                    Enable the OData service using Transaction /IWFND/MAINT_SERVICE.

                

                	
                    Configure the trust relationship to the Secure Token Service (STS). Configure the SAP Gateway system to trust SAML bearer assertions issued by the STS using Transaction SAML2.

                

                	
                    Register the OAuth client, which makes calls on behalf of the resource owner user using Transaction SOAUTH2.

                

                	
                    Assign the authority objects to scope out the resources and manage permissions using Transaction PFCG.

                

            

            For an application deployed to SAP BTP, suppose you want to access an SAP BTP service or an SAP BTP app service endpoint that is protected via OAuth; you can simply use the SAP Destination service to call the endpoint URI with the security mechanism as the OAuth 2.0 SAML bearer assertion. This works for cloud-to-cloud communication if the caller app is deployed in the SAP BTP, Cloud Foundry environment. However, as of September 2021, for the SAP BTP, Neo environment, it’s also possible to make such calls to both cloud-to-cloud and cloud-to-on-premise scenarios.
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                Figure 11.23    
            OAuth 2.0 SAML Bearer Assertion Flow

            
        
        
            11.6.2    Principal Propagation

            In an enterprise-scale hybrid landscape, another neat way to perform identity propagation for your backend SAP ERP, SAP S/4HANA, or SAP Gateway system is to configure principal propagation using the cloud connector. In this case, you need not explicitly configure your OData APIs to protect using OAuth. Instead, the cloud connector takes the SAML assertion, interprets the user identity, maps the user identity to a dynamically generated but short-lived X.509 certificate, and hands it over to the SAP Gateway server. SAP Gateway is configured to trust these certificates, but you need to enter some configurations to map the certificate attributes to a given user at the backend. Thus, at runtime, the user identity propagates from the web app via a SAML assertion, and then the X.509 certificate, as shown in Figure 11.24, and ends up mapping to the matching backend user. In an enterprise landscape, this is a very common identity setup.
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                Figure 11.24    
            SAML Assertion Flow in Principal Propagation

            
            In this kind of setup, you typically need to do the following configuration:

            
                	
                    Set the backend SAP system, for example, SAP Gateway, to expose the OData service using Transaction /IWFND/MAINT_SERVICE.

                

                	
                    Allowlist the OData service path, and map the cloud connector to a virtual host/port.

                

                	
                    In the cloud connector, set the principal type for the virtual host as an X.509 certificate.

                

                	
                    Trust the IdP on the principal propagation setup in the cloud connector.

                

                	
                    Configure the X.509 certificate in the cloud connector.

                

                	
                    Set up trust between SAP Gateway and the cloud connector using Transaction STRUST.

                

                	
                    Generate a sample X.509 certificate from the cloud connector, and use that certificate to create the certificate mapping rule via Transaction CERTRULE.

                

                	
                    On the SAP BTP layer, point the destination to this URI of the OData service using the virtual host/port.

                

                	
                    Set the destination with the security mechanism of PrincepalPropagation.

                

            

            At runtime, the frontend application calls the backend API via the SAP Destination service using virtual host:port. The frontend web app must authenticate the user using an IdP. The SAML assertion attributes get propagated to the cloud connector where it maps the assertion to a short-lived X.509 certificate and passes on the certificate to the backend system. The backend SAP system, that is, SAP Gateway, receives the certificate and maps it to the SAP user based on Transaction CERTRULE. So, any action executed at the backend is done on behalf of this SAP user, and you can achieve end-to-end traceability.

        
    


                    
                        
        11.7    Identity Governance

        Governance, risk, and compliance (GRC) is one of the fundamental pillars of corporate governance. This is a solution suite from SAP that helps corporate entities to strategize and manage GRC for financial management and corporate operations. Risk management involves identifying threats and implementing processes to mitigate them. Additionally, compliance management ensures the organization adheres to regulations, maintains proper accounting practices, and operates ethically. Let’s take a closer look at the key components of GRC:

        
            	
                Corporate governance 
Governance doesn’t just refer to a set of rule books; instead, it helps different parts of the organization to align with the overall strategic goals. Not only that, but it also helps reduce process streamlining and redundancies by helping to coordinate different operations and parts of the corporation to work in a harmonized way to ensure compliance.

            

            	
                Risk management 
Any situation that leads to a negative outcome or downturn to the organization is a risk. There could be external and internal risks. Where external risks such as a pandemic are beyond our control, there are other external risks such as supply chain disruption or macro-economic stagflation that may trigger externally, but there could be some internal measures a corporation may take to curb the risk of such situations. The GRC solution suite helps corporations assess and mitigate the following internal and external risks, for example: 

                
                    	
                        Operational risks: This type of risk may touch the org structure, system, people, or process related to a business process.

                    

                    	
                        Compliance risks: This type of risk is related to adherence to government laws, regulations, and code of conduct, and it helps organization establish standards.

                    

                    	
                        IT risks: This may be related to misuse of IT equipment, accidental IT failure, intentional fraud, cyberattacks, and so on. 

                    

                    	
                        Financial risks: This is one of the pivotal risks that addresses financial loss, credit risks, liquidity risk, and fraudulent activities.

                    

                    	
                        Reputational risks: This risk refers to losing public repute, credibility, and brand equity.

                    

                

            

            	
                Compliance management 
Regulatory compliance issues can potentially damage corporate reputations as well as lead to risks of being blacklisted in different markets. GRC helps corporations be compliant with different government standards and compliance standards across the globe.

            

        

        Let’s take a look at some of the key solution components of GRC:

        
            	
                SAP Risk Management

            

            	
                SAP Process Control

            

            	
                SAP Audit Management

            

            	
                SAP Enterprise Threat Detection

            

            	
                SAP Fraud Management

            

            	
                SAP Identity Management

            

            	
                SAP Cloud Security

            

            	
                SAP Access Control

            

        

        SAP Cloud Identity Access Governance is one of the key components under the GRC solution suite that helps manage access control in a fully public cloud solution. In this section, we’ll focus on SAP Cloud Identity Access Governance, which is a public cloud solution of the SAP Access Control solution stack. SAP Cloud Identity Access Governance helps businesses not only manage user administration but also manage SSO, manage privileges, provide identity analytics, manage identity lifecycles, and govern roles across the corporate landscape as a central function design. Note that SAP Cloud Identity Access Governance works as part of the GRC solution suite in tandem with SAP Cloud Identity Services, a.k.a. the Identity Authentication service and Identity Provisioning service.

        In a typical hybrid or cloud-based landscape, SAP Cloud Identity Access Governance plays the role for role design, governance, and centralized access control, whereas the Identity Authentication service manages the user identity and the Identity Provisioning service syncs the user base across the corporate landscape.

        Figure 11.25 shows an example hybrid scenario where both on-premise and cloud solutions are harmonized though SAP Cloud Identity Access Governance and the Identity Provisioning service. Here, SAP Cloud Identity Access Governance is playing a central role for role governance and synching roles with on-premise solutions such as SAP Access Control and SAP Identity Management. While older SAP stacks such as SAP NetWeaver or SAP Business Suite are still using these on-premise solutions, SAP Cloud Identity Access Governance is playing a pivotal role in synching the authorization artifacts with cloud solutions. 
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            Figure 11.25    
            Component Architecture for a Hybrid GRC Solution Using SAP Cloud Identity Access Governance and the Identity Provisioning Service

        
        In a typical corporate landscape, it’s also common to manage the lifecycle of an identity. Though there could be many different identity lifecycle flows depending on the complexity of the landscape and business process needs, in a simplistic common scenario, we see an HR system-driven flow where identity creation, role and access management, and governance of the user profile are started when a new user gets onboard on an HR system. Figure 11.26 shows the HR system-driven flow.

        
            [image: Identity Flow Driven by an HR System]

            Figure 11.26    
            Identity Flow Driven by an HR System

        
    


                    
                        
        11.8    Summary

        In this chapter, we discussed security concepts that are critical for enterprise cloud applications. We first discussed some of the core concepts and principles on which modern cloud application security operates. You saw how SAP BTP as a complete PaaS offering supports authentication and authorization of applications. You also saw how the federated identity management system works to keep user management separate from the core application. In addition, we covered certain best practices around security flows for SAML, OAuth, and OpenID Connect. Then, we looked into the security concept in SAP BTP and how you can ensure authorization scopes for application parts. You also saw how service-to-service communication takes place securely using JWT. Finally, we discussed how identity can be propagated across different system components in a distributed landscape spanning cloud and on-premise systems. 

        Last, we touched on the GRC topic briefly and showed how SAP’s cloud-based solutions such as SAP Cloud Identity Services, SAP Cloud Identity Access Governance, and the Identity Provisioning service help build robust GRC solutions in a hybrid landscape.

        In the next chapter, we’ll look into the DevOps concept and how you can manage the application lifecycle in a modern-day setup.

    


                    
                        12    DevOps
In this chapter, we’ll describe the different phases of application development in relation to DevOps. For each phase, you’ll be provided with data points on how the various tools and services can be leveraged for DevOps implementation. We’ll also discuss an example of DevOps implementation in SAP Business Technology Platform (SAP BTP). The chapter will conclude with an exploration of the governance model tailored for low-code/no-code platforms.
Over the years, the term DevOps, derived from the fusion of “development” and “operations,” has resonated across various industries. Each sector has contributed its distinct interpretation, shaping a varied landscape of definitions for this collaborative approach. However, it’s fair to say that the core of DevOps is to establish a framework of best practices to enable seamless collaboration across all departments within an organization. The goal is to encourage these departments, including technical, functional, operational, security, and business end-user teams, to work cohesively and embrace agile principles. With that, the organization can adeptly respond to swift changes and address problem-solving in a sustainable way. 
The transition to DevOps involves a cultural shift to prevent each department from solely focusing on their own tasks, meeting deadlines, and achieving key performance indicators (KPIs) with little consideration for upstream or downstream processes. For instance, in a large-scale software project implementation, the development team primarily focuses on software development, while the testing team is responsible for executing the test scripts. Each team has its own motivations and incentives to meet specific goals. The development team is driven to innovate and enhance application efficiency and performance. Simultaneously, the testing team plays a critical role in ensuring that the system aligns with agreed-upon test scripts. One single change made by the developer to fix an issue can potentially disrupt other components. Identifying such issues becomes challenging once the test script has been previously executed, leading to costly repercussions when changes are moved to production. This often results in a blame game between both teams. 
In addition, with the rise of cloud demand, we see the shift from the waterfall model to sprint-based development. The idea is to promptly identify errors upon code release, enable more frequent movement of content or changes to production, and introduce new features without causing any adverse effect on the overall system. However, transitioning to this model demands commitment from all departments to collaborate effectively—a task easier said than done. This is where DevOps proves invaluable to organizations, leveraging a combination of technology, services, automation, and best practices. DevOps addresses process gaps by automating manual and repetitive tasks, enhancing collaboration between teams and making processes more productive and efficient. One might question whether DevOps will lead to downsizing of the team due to automated tasks or processes, but the answer is no. DevOps focuses on streamlining processes, eliminating counterproductive tasks, and allowing teams to concentrate on essential responsibilities.
We’ll now begin with an overview of DevOps by breaking it down into four different pillars: plan and set up, develop and test, deliver and change, and monitor and operate. Once you’ve gone through the core phases of DevOps, we’ll end the chapter with a common DevOps implementation in SAP BTP.

        12.1    Overview

        When we talk about DevOps, one of the most important subjects is continuous integration and continuous delivery (CI/CD). Imagine you have a team with multiple developers working in different time zones; it’s important that alterations made to the source code repository neither impact others nor are impacted by others. Herein, CI/CD comes into play to automate the build process, testing and deployment to the target system through a job or pipeline. Once the pipeline is executed, you’ll get immediate feedback regarding whether it has passed the minimum required testing, has successfully deployed to the target system, and is now ready for testing by another team. The idea is the act of commit in SAP Business Application Studio or release of transport in the SAP BTP, ABAP environment, or on-premise systems will trigger the pipeline and wait for the deployment confirmation. This process facilitates early issue detection, reducing the iteration cycle between the development and testing teams. With each change, the application or software remains consistently and repetitively ready for release to the test environment and, eventually, to production.

        As shown in Figure 12.1, SAP has structured DevOps into four phases to build the bridge between development and operation:

        
            	
                Plan and set up

            

            	
                Develop and test

            

            	
                Deliver and change

            

            	
                Monitor and operate

            

        

        In this chapter, we’ll guide you through all the different phases and outline all the SAP offerings in DevOps. Now, let’s start with the plan and set up phase. 

        
            [image: DevOps with SAP BTP]

            Figure 12.1    
            DevOps with SAP BTP

        
    


                    
                        
        12.2    Plan and Set Up

        In Chapter 2, you learned how to assign services and entitlements through the SAP BTP cockpit. You can create a subaccount and assign all the relevant entitlements and role collections to your ID. Then, it’s followed by spaces creation with the space developer role if you plan for application development using Cloud Foundry.

        Currently, SAP offers three solutions for CI/CD: the SAP Continuous Integration and Delivery service, Project “Piper,” and the Continuous Integration and Delivery Best Practices Guide. Each solution comes with its own required expertise and flexibility. We’ll discuss each in the following sections.

        
            12.2.1    SAP Continuous Integration and Delivery

            SAP Continuous Integration and Delivery is an out-of-the-box service in SAP BTP that comes with the following predefined pipelines:

            
                	
                    Cloud Foundry environment

                

                	
                    Container-based applications

                

                	
                    Kyma runtime

                

                	
                    SAP Fiori for ABAP platform

                

                	
                    SAP Fiori in the Cloud Foundry environment

                

                	
                    SAP Fiori in the Neo environment

                

                	
                    SAP Integration Suite artifacts

                

            

            The service provides seamless integration with source code repositories (e.g., GitHub, GitLab, Azure Repos, Bitbucket Cloud, and Bitbucket Server). This aligns with SAP Best Practices procedures in CI/CD, providing a comprehensive solution to streamline your development process. Pipelines come with two different configuration stages: Job Editor and Source Repository. The primary distinction between these two configurations lies in the Job Editor mode, which comes with predefined stages based on the selected pipeline, limiting modification options. In contrast, the Source Repository mode offers flexibility to configure custom stages within the pipeline. Despite limitations in the Job Editor mode, it remains a popular choice for most businesses as it serves as an effective means to kick-start the CI/CD journey without the need to build the pipeline from scratch. It’s worth noting that the predefined stages within Job Editor mode already cover a majority of scenarios.

            There is a prerequisite step you have to perform to use the service. You must set the entitlement through the SAP BTP cockpit, as shown in Figure 12.2.
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                Figure 12.2    
            Set the SAP Continuous Integration and Delivery Entitlement for the Subaccount

            
            The next step is to go back to Service Marketplace, search for “Continuous Integration & Delivery” under the Foundation / Cross Services category, and create a new instance or subscription to the default application plan. Figure 12.3 shows that once you’ve subscribed to the service, you can go to the Instances and Subscriptions menu, and the Continuous Integration & Delivery application should be visible under the Subscriptions tab. However, you still can’t access the application due to missing authorizations.

            To access the app, you need to grant yourself the appropriate role collection. Under the Security menu, click on Users, and select your username under which identity provider (IdP) you want to assign the authorization. Click on Assign Role Collection and assign the CICD Service Administrator role collection to your ID. By doing so, you can access the Continuous Integration & Delivery app.

            
                [image: SAP Continuous Integration and Delivery Application]

                Figure 12.3    
            SAP Continuous Integration and Delivery Application

            
            Within the SAP Continuous Integration and Delivery application, you can connect the supported source code repository, build and deploy applications to the subaccount, and use SAP Cloud Transport Management to deploy the application content to the next environment as part of the release stage of the pipeline. SAP Cloud Transport Management is highly recommended by SAP to implement an enterprise-ready change management process for applications running on SAP BTP. The service helps in establishing a clear separation of concerns, where developers initiate the propagation of changes, leading to the creation of transport that is subsequently managed by the IT operations team. When changes are committed to the repository, an HTTP POST call will be triggered to the SAP Continuous Integration and Delivery service via a webhook to initiate the pipeline automatically, but initiating a pipeline through webhook isn’t mandatory. The pipeline can also be executed on an ad hoc basis by removing the webhook event receiver from the repository. The job will initiate the build process, execute the test, and deploy the change to the subaccount. To enable this process, the service must have the credentials to access your GitHub account, SAP BTP subaccount, and SAP Cloud Transport Management. You can create GitHub and SAP BTP subaccounts using basic authentication and SAP Cloud Transport Management with the Cloud Foundry service key. More details about SAP Cloud Transport Management will be discussed in Section 12.4.

            
                Note

                To learn how to enable SAP Continuous Integration and Delivery in SAP BTP, refer to http://s-prs.co/v544030.

            

        
        
            12.2.2    Project “Piper”

            The second solution that SAP offers for CI/CD is Project “Piper.” Project “Piper” provides an ABAP environment pipeline and general-purpose pipelines, incorporating preconfigured steps such as build, test, and deploy, but you must host the underlying Jenkins infrastructure. Jenkins is an open-source automation tool built for CI purposes, and it facilitates developers in committing changes to projects seamlessly. Project “Piper” includes a shared library featuring reusable step implementation to allow you to extend and build your own pipeline. To simplify the process of setting up the environment, Project “Piper” uses Docker, which is an open-source containerization platform bundling all the tools and environments into Docker containers to run a set of Docker images. You also get other Docker images that are specific to the SAP tooling such as the Cloud MTA Build Tool, Cloud Foundry CLI, Neo CLI, and so on to execute the pipeline steps.

            Figure 12.4 shows all the stages in the ABAP environment pipeline that can be used for application build in the SAP BTP, ABAP environment. Each stage encompasses multiple configurable steps, offering flexibility in deciding which stages or steps to execute in the pipeline. The pipeline is triggered when you release the transport in the ABAP system. 
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                Figure 12.4    
            ABAP Environment Pipeline

            
            Figure 12.5 is the general purpose pipeline, which is recommended for the standalone SAP BTP application or an SAP Cloud Application Programming Model application project. The pipeline is configurable similar to the ABAP environment pipeline. Once you commit a change to the source code repository, the pipeline will be executed. 

            
                [image: General-Purpose Pipeline]

                Figure 12.5    
            General-Purpose Pipeline

            
            To get started, there are a few prerequisites to complete. First, you must install a Linux system with at least 4 GB of memory. Other operating systems such as Ubuntu 16.04 and Windows are also supported. Next, install the Docker desktop, and make sure you have access to https://GitHub.com. 

            Once you’ve completed the prerequisites, by executing one single Docker run command, such as the example shown in Listing 12.1, you’ll get the associated software (e.g., Jenkins, Nexus, etc.) to set up your environment. 

            docker run -it --rm -u $(id -u):$(id -g) -v "${PWD}":/cx-server/mount/ ppiper/cx-server-companion:latest init-cx-server  


            Listing 12.1    
            Command to Initialize the CX Server

            You can start the Jenkins server with ease using the command in Listing 12.2, and then start creating your pipeline in Jenkins. If this is your first access, you need to run command ./cx-server initial-credentials to retrieve the default credentials for Jenkins.

            chmod +x ./cx-server
./cx-server start  


            Listing 12.2    
            Command to Start the Jenkins Server

            The structure of the pipeline configuration is shown in Figure 12.6. The pipeline consists of multiple stages, and each stage has a single step or multiple steps. It’s easily configurable using the shared library (delivered by SAP), eliminating the necessity for in-depth scripting knowledge in pipelines, which significantly reduces your effort to build or customize a pipeline.
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                Figure 12.6    
            Pipeline Configuration Structure

            
            Configuration can be done in a config.yml file. The following are the three scope values specific for pipeline, stages, and steps:

            
                	
                    General
Define parameters that are available for all stages and steps in the pipeline.

                

                	
                    Stages
Configure each stage that you want to run in the pipeline. Most of the stages won’t be executed if you leave them out of the configuration.

                

                	
                    Steps
Configure each step that you want to execute in the stage by providing values for the required parameters.

                

            

            The ready-made pipelines should sufficiently facilitate the implementation of CD with minimal effort and in a best-practice compliant way. While the pipelines offer a comprehensive set of features, there are instances where incorporating specialized functionalities may not be desirable. Nevertheless, you can leverage the inherent qualities of these pipelines by addressing specific requirements through extensions. Extensions, in this context, refer to custom segments of pipeline coding to implement special requirements. There are three levels of extension available to customize your pipeline:

            
                	
                    First-level extensibility
Create an extension script using Groovy scripting under folder pipeline/extensions/<stageName>.groovy to extend the stage. The extension script will be called instead of the default stage implementation. Typically, you use this extension when you want to add additional steps to the pipeline stage.

                

                	
                    Second-level extensibility
Copy the preconfigured pipeline into your Jenkinsfile for a single project or into your shared library for multiple projects to modify the pipeline. The option is used when you need to add new stages or change the order of stages in your pipeline.

                

                	
                    Third-level extensibility
Create a pipeline from scratch in a Jenkinsfile. Note that you should only use this option if both the first- and second-level extensibility don’t meet your needs. This option gives you the most flexibility, but enhancements delivered by SAP won’t be extended to your pipeline, meaning you’ll miss out on future innovations from SAP on Project “Piper” if you choose to fully customize the pipeline.

                

            

            If you’re looking to set up your own Jenkins infrastructure to leverage the preconfigured pipelines and need flexibility for customization, Project “Piper” is definitely your ideal candidate. SAP has provided detailed documentation to help you get started with Project “Piper” at www.project-piper.io/guidedtour/.

        
        
            12.2.3    Continuous Integration and Delivery Best Practices Guide

            The Continuous Integration and Delivery Best Practices Guide shows you how to implement CD pipelines on any stack. It gives you the flexibility to build and customize your own pipelines using any infrastructure. If you’re considering using the Jenkins infrastructure, we recommend taking full advantage of Project “Piper” to get you started quickly and still have the flexibility for customization. However, your expertise is required to match the flexibility given. It’s important to adhere to the following principles of CI while building your CI/CD process: 

            
                	
                    Use version control.

                

                	
                    Automate the build.

                

                	
                    Run tests in the build.

                

                	
                    Commit early and often.

                

                	
                    Build each change.

                

                	
                    Fix errors immediately.

                

                	
                    Keep the build fast.

                

                	
                    Test in a production environment clone.

                

                	
                    Provide the latest build results.

                

                	
                    Make the build process transparent.

                

                	
                    Automate the deployment.

                

            

            As previously emphasized, the essence of DevOps lies in fostering collaboration across all facets of an organization. Consequently, a thorough comprehension of your organization’s operational dynamics is pivotal in defining and constructing an effective CI/CD process. The more engagement and participation you get plays a crucial role in facilitating the seamless adoption of DevOps practices within your organization. The best practice guide provides two procedures: set up your pipeline and enhance your pipeline. These procedures illustrate how to implement CD pipelines tailored on SAP-specific technologies, exemplifying the practical application of CI/CD principles. More information regarding the procedures can be found at http://s-prs.co/v544031.

        
        
            12.2.4    Compatibility

            Let’s now see how each CI/CD solution can be used under some common SAP technologies. Table 12.1 shows the availability of each technology for all three CI/CD solutions that we’ve discussed.

            
                
                    
                        	
                            Development Scenario

                        
                        	
                            SAP Continuous Integration and Delivery

                        
                        	
                            Project “Piper”

                        
                        	
                            Continuous Integration and Delivery Best Practices Guide

                        
                    

                
                
                    
                        	
                            SAP Cloud Application Programming Model

                        
                        	
                            Yes

                        
                        	
                            Yes

                        
                        	
                    

                    
                        	
                            Container-based application (Kyma)

                        
                        	
                            Yes

                        
                        	
                            Yes

                        
                        	
                    

                    
                        	
                            SAP HANA extended application services, advanced model (XSA) 

                        
                        	
                        	
                            Yes

                        
                        	
                            Yes

                        
                    

                    
                        	
                            SAPUI5/SAP Fiori apps on the SAP Fiori frontend server

                        
                        	
                        	
                            Yes

                        
                        	
                            Yes

                        
                    

                    
                        	
                            SAPUI5/SAP Fiori apps on SAP BTP

                        
                        	
                            Yes

                        
                        	
                            Yes

                        
                        	
                            Yes

                        
                    

                    
                        	
                            SAP Cloud Transport Management

                        
                        	
                            Yes

                        
                        	
                            Yes

                        
                        	
                            Yes

                        
                    

                    
                        	
                            SAP Integration Suite

                        
                        	
                            Yes

                        
                        	
                            Yes

                        
                        	
                    

                    
                        	
                            SAP Solution Manager

                        
                        	
                        	
                            Yes

                        
                        	
                            Yes

                        
                    

                
            

            Table 12.1    
            SAP Technologies for CI/CD

        
    


                    
                        
        12.3    Develop and Test

        Testing is a nuanced subject that warrants careful consideration. In this section, we’ll delve into how to strategically plan for successful DevOps testing and incorporate it into your CI/CD process.

        In the era of waterfall-based development, it was common to engage in single-project implementations spanning multiple years. Project implementation usually consists of different phases, such as blueprint, build, test, and cutover, before shipping to production. The build phase can’t start without blueprint completion and multiple iterations between the build and testing phases due to an inefficient testing strategy. All the changes are all stacked up during the build phase, and finally there’s one significant move to the next environment, assuming everything works the same way and dependency is sorted in the predetermined order. Unfortunately, bottlenecks frequently surfaced during the testing phase. What worked a week ago might yield different results today, and issues often surfaced during integration testing even if individual unit tests were flawless. The complexity further intensified when introducing different test scenarios with diverse data sets.

        As the demand for digital transformation continues to surge, we see massive adoption of agile or sprint-based development. Change is required to speed up the software development lifecycle, especially during the testing phase. This can be done by paying more attention on build quality by incorporating an extensive array of automated tests. The strategic shift eliminates the need for executing repetitive unit tests manually, as the system autonomously conducts tests for each build. The underlying concept is to ensure that every modification triggers the automatic execution of all relevant test cases, delivering immediate feedback. Several recommended test automation tools such as Selenium, Jenkins, SonarQube, and Junit can assist in achieving the test automation. In this way, you’re maintaining the consistency and integrity of the solution as most of the logic has been validated by the system. Testing resources will have more bandwidth to focus on ad hoc, integration, and manual testing, knowing that the new changes have undergone a series of rigorous unit tests.

        Test automation should be an integral part of the pipeline that executes the test automatically and only proceeds with deployment if tested successfully. However, not all testing can be achieved through automation alone. To deliver a quality and robust solution, you have to go through a series of testing phases. Figure 12.7 shows the different testing phases for SAPUI5. Ideally, most testing at the foundation level should be automated, providing a solid basis for subsequent testing. Upper testing phases, such as scenario and system tests, can’t be executed without a quality unit test, and the absence of such quality tests incurs higher costs. Therefore, it’s important to plan your testing strategy by considering all testing phases, and you want to do the testing through automation wherever feasible. The more testing conducted in the early phases, the stronger foundation for a quality application, underscoring its critical importance.
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            Figure 12.7    
            Pyramid of Testing Phases for SAPUI5

        
        SAP has provided several testing options for SAPUI5:

        
            	
                QUnit for unit tests
QUnit is a JavaScript unit testing framework that is used by jQuery, jQuery UI, and jQuery Mobile. Most often, it’s used for user interface (UI) functionality tests and has good support for asynchronous testing.

            

            	
                One Page Acceptance Test for component and integration tests
One Page Acceptance Test (OPA5) is a testing framework that allows you to write JavaScript-based test cases for integration testing. It’s built on top of QUnit and integrates well with SAPUI5.

            

            	
                Mock server for integration test
Mock server simplifies integration testing by mimicking OData V2 backend services and providing mock data. This enables you to test your UI application even though the backend service is still not ready for integration.

            

            	
                Karma for test automation
Karma supports test automation for SAPUI5 projects with the karma-ui5 plug-in. You can include Karma as a test runner in your project setup, and your code will be tested whenever a change is committed.

            

            	
                Behavior-driven development with Gherkin
Gherkin is a testing framework that is written in JavaScript to promote behavior-driven development where you focus on collaboration among developer, quality tester, and business user to define business values and transform them into a readable test case using the Gherkin syntax. It emerged from test-driven development where you always develop the functionality based on the test case that you’ve already built.

            

            	
                UIVeri5 for system and scenario tests
UIVeri5 is an open-source JavaScript testing framework built for user interaction simulation in your application through a browser that allows you to create automated system and scenario testing for SAPUI5 applications.

            

        

        Project “Piper,” which we discussed in Section 12.2.2, comes with two preconfigured pipelines. SAP has followed a similar approach to automate your test in the pipeline by providing the flexibility to pick and choose which test to perform during pipeline execution. As shown previously in Figure 12.4, the ABAP environment pipeline comes with initial checks and an ABAP Test Cockpit (ATC) check stage that ensures the artifacts are validated prior to the build. ABAP unit tests can be included in pipeline execution by adding the ABAP unit test step either in the Jenkinsfile or in .pipeline/config.yml, as shown in Listing 12.3 and Listing 12.4, respectively.

        gctsExecuteABAPUnitTests(
  script: this,
  host: 'https://<abap server>:<port number>',
  client: '<ABAP system client ID>',
  abapCredentialsId: '<ABAP system credential ID>',
  repository: '<ABAP system local repository ID>'
  )   


        Listing 12.3    
            Add ABAP Unit Test Step in Jenkinsfile

        steps:
  gctsExecuteABAPUnitTests:
    host: 'https://<abap server>:<port number>'
    client: '<ABAP system client ID>'
    abapCredentialsId: '<ABAP system credential ID>'
    repository: '<ABAP system local repository ID>'   


        Listing 12.4    
            Add ABAP Unit Test Step in the .pipeline/config.yml File

        As for the general-purpose pipeline, it has multiple stages—additional unit tests, integration, acceptance, security, performance, and compliance—that allow you to incorporate your automated testing within the pipeline. As shown in Listing 12.5, you can include the UIVeri5 test in the acceptance stage by configuring the .pipeline/config.yml file. If you need further customization, you can extend the pipeline using the three extensibility options we discussed in Section 12.2.2.

        steps:
  uiVeri5ExecuteTests:
    runOptions: ["--seleniumAddress=http://selenium:4444/wd/hub", "./uiveri5/conf.js"]   


        Listing 12.5    
            Enable the UIVeri5 Test in the Acceptance Stage in the .pipeline/config.yml File

    


                    
                        
        12.4    Deliver and Change

        In the contemporary business landscape, major corporations are trying to position themselves as the leader within their respective industry. Instead of investing in research and development to create proprietary products, they acquire other companies at a premium price, strategically positioning themselves for competition. For example, IBM’s acquisition of Red Hat for $34 billion enabled IBM to establish a significant presence in the open-source market and fortify their position in cloud computing. Similarly, other companies may acquire software solutions to meet operational requirements. Over time, more systems and applications are running within a company, and change management becomes a bottleneck. Most enterprise companies often own a heterogeneous system landscape, which is intricate to maintain due to the constant need for changes such as system upgrades, rolling out new applications or features, and achieving interoperability with other systems. Therefore, a robust change management system is needed to address the issue.

        Before we go into the details of the change management process, let’s see what transport and deployment options SAP has to offer. There are four components, and each serves its own purpose:

        
            	
                Change and Transport System (CTS)/enhanced CTS (CTS+)
CTS and CTS+ have been used to transport artifacts across on-premises and private cloud ABAP-centric landscapes since the beginning. CTS+ is extended to transport multitarget application (MTA) cloud-based content for the SAP BTP, Neo environment and for the SAP BTP, Cloud Foundry environment. 

            

            	
                Git-enabled CTS (gCTS)
gCTS was introduced in SAP S/4HANA 1909 and further enhanced for the SAP S/4HANA 2020 release. It’s used to bring DevOps into the ABAP environment. Development and Customizing artifacts are now stored in the Git repository, so when you release the transport in the SAP S/4HANA system, changes will be pushed into the repository, which will trigger your ABAP environment pipeline in Project “Piper.” 

            

            	
                SAP Cloud Transport Management
SAP Cloud Transport Management is a cloud-based transport management service in SAP BTP. It can be used to transport content types such as MTA development artifacts, SAP BTP ABAP, application content and delivery units of SAP HANA extended application services (XS). The details of each content type are provided at http://s-prs.co/v591930. You can model complex transport landscapes by using a transport node to represent each subaccount and transport route for automatic content deployment. It complements CI/CD where you can integrate SAP Cloud Transport Management within the pipeline using the SAP Cloud Transport Management representational state (REST) API. To enable the service in SAP BTP, the process is similar to the steps to enable the SAP Continuous Integration and Delivery service in Section 12.2.1. 

                Figure 12.8 shows the available standard plans that you have to create to use the service. Subscriptions refers to enabling the subscription to the SAP Cloud Transport Management application for configuration, while Instances refers to an instance with a service key to allow integration with other services. Before you can start using SAP Cloud Transport Management, you have to create a role collection manually with the appropriate roles and assign the role collection to your ID.

                
                    [image: Create Instances and Subscriptions for SAP Cloud Transport Management]

                    Figure 12.8    
            Create Instances and Subscriptions for SAP Cloud Transport Management

                
            

            	
                Continuous integration
As more companies adopt DevOps, SAP offers three options to set up their CI/CD, as described in Section 12.2. The CI process is crucial, and it needs to be integrated with other transport and deployment options. For example, you can integrate SAP Cloud Transport Management with Project “Piper” pipelines to transport the artifacts to different SAP BTP subaccounts. This integration offers the added benefits of using the functionalities inherent in SAP Cloud Transport Management. This includes features such as the audit trail of changes and enabling the separation of concerns between the developer and the operation team.

            

        

        Now that we’ve discussed all the transport and deployment options, you might ask the following question: “Do these technologies in my organization function seamlessly, do they work together, or do I need to further invest to build the integration?” Without interoperability, this leaves a gap in the system, and human intervention is required to address the needs such as duplicate efforts to transport artifacts across system landscapes or handling dependency across systems manually, leading to potential system downtime. The initiative to bring DevOps into your organization by using the CI/CD process in SAP BTP or gCTS to enable CI/CD in the ABAP environment becomes costly and inefficient. This is where SAP Solution Manager with change request management (ChaRM) and quality gate management (QGM) becomes instrumental.

        Figure 12.9 shows how SAP Solution Manager acts as an orchestrator to connect all four components to synchronize the delivery of changes across the system landscape. This illustration depicts a typical hybrid system landscape that includes SAP BTP as a platform for cloud development and an on-premise data center such as SAP S/4HANA. Hybrid landscapes represent a prevalent use case in the industry where you build a side-by-side extension in SAP BTP with the objective of minimizing the technical footprint in the data center and achieving zero downtime during system upgrades. 
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            Figure 12.9    
            SAP Solution Manager as the Deployment Orchestrator in a Hybrid Landscape

        
        First, you use SAP Cloud Transport Management to handle the transportation of development artifacts in SAP BTP, while CTS, CTS+, and gCTS are used to manage your artifacts in your on-premise data center. Then, you incorporate the CI/CD process with SAP Cloud Transport Management in SAP BTP. Although SAP Continuous Integration and Delivery service in SAP BTP in used, alternative options, such as Project “Piper” or any other infrastructure discussed in Section 12.2, are also viable. In the absence of SAP Solution Manager, when you commit a change to the GitHub repository, the pipeline will be triggered to build, test, and deploy your change to the development subaccount. Following this, SAP Cloud Transport Management takes charge to deploy the artifact to the quality subaccount. However, if there is dependency development on your data center, manually releasing the transport and moving the change to the quality system becomes a repetitive task. The main concern arises when there is a significant time gap in moving dependency artifacts to different stages, leading to potential desynchronization of services and application, causing system downtime. Therefore, it’s essential for all four components to seamlessly collaborate under one umbrella, and SAP has made it possible by integrating all four components with SAP Solution Manager. With SAP Solution Manager, you have a robust change management process to cover the entire application lifecycle, whether running on-premise, cloud, or hybrid scenarios. 

        A common use case is an on-premise SAP S/4HANA system using SAP Solution Manager for change management. The question is, how can you extend a similar process to SAP BTP? The process begins by configuring transport nodes in SAP Cloud Transport Management based on your SAP BTP system landscape, and a transport route is configured on top of it. Transport nodes can be modeled as external services via APIs in SAP Solution Manager, which allows you to model the identical system landscape. Then, you have transparency from all the systems and can bundle contents within a change document in SAP Solution Manager. This allows you to control and move changes across system landscapes with minimum disruption to IT services, which is the main objective of the change management process with SAP Solution Manager. Figure 12.10 shows how SAP Solution Manager with ChaRM manages content in a hybrid landscape. It describes the flow of transport moving from development to production:

        
            	1 
    
	
                When changes are committed into SAP BTP, SAP Continuous Integration and Delivery will be triggered to push the changes into the SAP BTP development subaccount. 

            

            	2 
    
	
                At the same time, artifacts are also uploaded into the import queue and are waiting for the import trigger to deploy into the quality environment.

            

            	3 
    
	
                The change document in SAP Solution Manager allows you to bundle your contents from SAP BTP and the on-premise world.

            

            	4 
    
	
                Once you’re ready to move the changes to the quality environment, the approver will approve the change document.

            

            	5 
    
	
                The approval will trigger the import to move your contents for both SAP BTP and the on-premise system into the quality system at the same time.

            

            	6 
    
	
                Once the changes are deployed into the SAP BTP quality subaccount, transport will be in the production import queue waiting for the import trigger to deploy into the production environment.

            

            	7 
    
	
                Once the changes are fully tested in the quality environment and ready for production, the approver will approve the change document for the production deployment. 

            

            	8 
    
	
                Again, the approval will trigger the import process to the production environment for both SAP BTP and the on-premise system.

            

            	9 
    
	
                Changes are deployed into the SAP BTP production subaccount.

            

        

        Another key offering from SAP is SAP Cloud ALM. This is an SaaS offering from SAP for application lifecycle management (ALM) that is natively built on top of SAP BTP and optimized with SAP HANA. SAP Cloud ALM is a standard, out of the box, native cloud solution that offers a content-driven guided implementation and automated operations for optimal efficiency. It’s ready to be used without additional license fees as it’s included in the cloud subscription with SAP Enterprise Support. Moreover, SAP provides SAP Cloud ALM APIs where details can be found at SAP Business Accelerator Hub to allow integration with other tools to cover complete ALM. The core capabilities of SAP Cloud ALM are compartmentalized into three pillars: operations, implementation, and service, as shown in Figure 12.11. 

        
            [image: SAP Cloud Transport Management with SAP Solution Manager in a Hybrid Landscape]

            Figure 12.10    
            SAP Cloud Transport Management with SAP Solution Manager in a Hybrid Landscape
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            Figure 12.11    
            SAP Cloud ALM

        
        In this section, we’ll delve into the implementation and service pillars, reserving the discussion of the operations pillar for Section 12.5. 

        SAP Cloud ALM for implementation facilitates the design, build, test, and deployment of business processes. Each process involves different personnel with their own set of activities: 

        
            	
                Design 
Design the to-be solution phase with process experts by leveraging the SAP Best Practices content, model process diagrams to manage fit-to-standard, and requirements gathering to form the initial backlog. Leverage integrated authoring capabilities to create your own processes.

            

            	
                Build 
Build and manage all activities with configuration experts, adhering to the SAP Activate methodology. Employ template road maps tailored for agile implementation projects, incorporating sprints, user stories, and tasks for a structured and efficient approach.

            

            	
                Test 
Test and ensure quality with test managers and process experts to conduct thorough testing across all phases, from user acceptance to regression. Implement a manual testing approach with a focus on a test step-based method.

            

            	
                Deploy 
Deploy with the release manager to strategically plan releases and coordinate consistent deployment to production. Facilitate change management while ensuring traceability and audit trails.

            

        

        Figure 12.12 shows the current state of each capability with the available and planned functionalities. It will be extended rapidly to become the matured ALM system for SAP customers. 
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            Figure 12.12    
            Details of SAP Cloud ALM for Implementation

        
        The end-to-end process flow of SAP Cloud ALM for implementation goes as follows: 

        
            	
                Process management
Facilitate user onboarding and assignment to SAP Activate roles and teams under the guidance of the project lead. Systematically organize project timelines by incorporating phases, sprints, and milestones. Conduct a process-based scoping for the fit-to-standard workshop in SAP Cloud ALM. Process requirements gathered during workshops are meticulously processed, categorized by priority, and then submitted for approval.

            

            	
                Project and task management
Oversee project activities using agile methodologies, incorporating sprints, user stories, and story points. Employ the Gantt chart view to effectively visualize dependencies. Elevate the overall project management experience and capabilities by integrating with other project management tools through open APIs and leveraging SAP Central Business Configuration for SAP S/4HANA Cloud.

            

            	
                Project execution and tracking
Efficiently handle all implementation activities for RICEWF by dissecting approved requirements into user stories and tasks. Distribute the workload among teams and project members, monitor the progress of the project, and assess solution readiness through integrated analytics.

            

            	
                Test orchestration and execution
Develop both manual and automated test cases and coordinate testing across various test types and automation providers. Streamline test planning by using SAP-delivered standard test cases. Execute both manual and automated test cases, employing various automation tools such as Tricentis and the SAP S/4HANA test automation tool.

            

            	
                Change and deployment orchestration
Document all implementation changes to ensure traceability and maintain audit trails. Upon approval for deployment, the solution will be deployed to the target system. It allows integration with other deployment tools such as CTS and SAP Cloud Transport Management, as shown in Figure 12.13, so that you can orchestrate deployment to all the systems seamlessly. 
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            Figure 12.13    
            Deployment Orchestration with SAP Cloud ALM

        
        In terms of deployment with SAP Cloud ALM, the integration of CTS and SAP Cloud Transport Management is critical to bring both ABAP-centric and cloud-centric solutions into the SAP Cloud ALM ecosystem, becoming the central hub for deployment orchestration. The objective is to empower businesses to orchestrate heterogeneous transport mechanisms, simplifying the deployment of software changes while ensuring compliance with established standards. 

        Next, let's discuss SAP Cloud ALM for service, a cloud-based infrastructure that unites all stakeholders for complete transparency of relevant information. It empowers next-generation service delivery by providing the following capabilities:

        
            	
                Service delivery center
Deliver a harmonized user experience with a single point of contact at SAP by providing access to a dashboard that transparently displays information on service delivery history, current services, and scheduled services.

            

            	
                Service results
Share service results documentation in a digitalized format, offering detailed drilldown information that enables organizations to analyze and make informed decisions.

            

            	
                Issue and action management
Simplify tracking of all issues, action items, resolutions, and resulting outcomes throughout the end-to-end service delivery process.

            

        

        Following the introduction of SAP Cloud ALM, SAP Solution Manager has traditionally served as a robust ALM platform for on-premise customers, while SAP Cloud ALM was strategically positioned as the ideal choice for those with a cloud-centric focus. However, with the evolution and maturation of SAP Cloud ALM, which now comprehensively covers both on-premise and cloud scenarios, SAP has decided to position it as the next-generation, go-to platform for ALM. For advanced operations use cases, SAP Focused Run can be used as a complement to SAP Cloud ALM. Consequently, SAP recommends businesses to start the transition to SAP Cloud ALM and has committed to providing mainstream maintenance for SAP Solution Manager until the end of 2027. Following SAP Solution Manager 7.2, there are no plans for further releases. Refer to OSS 3255311 for SAP Solution Manager 7.2 mainstream maintenance. 

        
            Note

            In the transition from SAP Solution Manager to SAP Cloud ALM, it’s important to note that there is no automatic synchronization of content between these two systems. SAP plans to facilitate a stepwise data transition for selective content, allowing customers to perform a one-time transfer of content data. This will be achieved through the introduction of specific reports in SAP Solution Manager 7.2, designed for the purpose of selectively transferring data to SAP Cloud ALM. For more information on transitioning to SAP Cloud ALM, refer to http://s-prs.co/v591931.

        

    


                    
                        
        12.5    Monitor and Operate

        As we enter the final phase of DevOps, the focus shifts to monitoring and operating your solution. You’ve built your solution with the CI/CD process, tested it thoroughly with different testing phases before deployment, and believe it should be in good shape running in production. However, the moment we’re in production, experience dictates that unexpected events can happen such as a sudden spike of traffic volume, user behavior in transacting, or—worst case—a security breach by a third party. We’re in a critical phase where high availability is very important to ensure your business remains running, and any failure event should be normalized as fast as possible. Therefore, you see many SAP offerings in the market such as Kyma with Kubernetes to scale your solution, blue-green deployment with Cloud Foundry to reduce system downtime, and many others. 

        In this section, we’ll focus on four aspects that will help you monitor and operate your solution in SAP BTP. You can enable all the SAP BTP services that we mention here by following steps similar to our discussion in Section 12.2.1. The only difference is the security provision side, where you might need to create a role collection with the appropriate roles and assign it to your ID as you did in Section 12.4.

        Now, let’s explore the four key aspects of monitoring and operations in SAP BTP:

        
            	
                Monitoring and logging in SAP BTP
SAP offers various options for monitoring and logging in SAP BTP. By default, when an application is deployed into SAP BTP, you’ll get the standard logs for your application and basic container metrics such as the state of the instance, CPU usage, memory usage, and disk usage from the SAP BTP cockpit. If you’re looking for something more advanced, the out-of-the-box Loggregator system for Cloud Foundry is the Kibana dashboard, which provides a UI for monitoring and visualizing application logs in a meaningful way. You can do that by creating an instance of the application logging service and binding it to your application. 

                Now, what if you want to incorporate custom messages to the log? Figure 12.14 shows that you can do so by integrating the application logging service into your application with some custom coding. 
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                    Figure 12.14    
            Application Logging Service in SAP BTP

                
                Last but not least, SAP has partnered with Dynatrace, which is a full-fledged application performance monitoring system to offer SAP customers a more advanced monitoring and logging system.

            

            	
                Alerting with the SAP Alert Notification service for SAP BTP
In SAP BTP, an alert notification service constantly monitors your applications, and when a specific event happens, an alert will be sent out to you in various channels. Alerts can be in a simple form of email communication or through a messaging channel such as Microsoft Teams and Slack, or it can be as advanced as performing remediate actions using SAP Automation Pilot, creating an incident ticket in ServiceNow, or triggering other HTTPS services using a webhook. It’s environment-agnostic, meaning it can gather information from multiple platforms but still harmonize into a single format. 

                To access the service, go to the Instances and Subscriptions menu, select the alert notification instance under the Instances tab, and click on the Manage Instance button, as shown in Figure 12.15.
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                    Figure 12.15    
            Access the SAP Alert Notification Service for SAP BTP

                
                Figure 12.16 shows the steps involved in creating an alert notification in SAP BTP. You start with the subscription creation and attach the conditions that define the purpose of the subscription. Subsequently, you can select the action that you want to execute when the condition is met.
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                    Figure 12.16    
            Steps to Configure the SAP Alert Notification Service for SAP BTP

                
            

            	
                Operation automation with SAP Automation Pilot
SAP Automation Pilot is part of the DevOps portfolio in SAP BTP. You can use the service to plan and automate your operation for planned and unplanned situations. It simplifies and minimizes the operational effort in SAP BTP using ready-to-use commands. Basically, a command is an executable procedure that gets some inputs and produces result when it completes. You can design a sequence of commands that execute everything for you in a single process. SAP Automation Pilot can be used in various ways, as shown in Figure 12.17.
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                    Figure 12.17    
            Common Use Cases for SAP Automation Pilot

                
                For the first use case, you can define your daily or repetitive tasks using commands. By doing that, an operation can be executed by a schedule or manually on an ad hoc basis. Next, SAP Automation Pilot complements other DevOps services in SAP BTP. For example, when an application is in downtime, the SAP Alert Notification service for SAP BTP will notify SAP Automation Pilot to restart the application to resolve the issue. It also supports operation commands for SAP Cloud Transport Management by reducing log severity during transport execution to capture more logging details for analysis and troubleshooting.

            

            	
                Hybrid supportability 
SAP Cloud ALM and SAP Solution Manager are fully integrated ALM suites for cloud-centric and on-premise-centric customers, respectively. You can use them not only for the change management process but also to operate your solution in a cloud, on-premise, or hybrid landscape. SAP also offers SAP Focused Run as another operation platform to fill the gaps that can’t be filled by SAP Cloud ALM and SAP Solution Manager. Let’s compare these solutions in terms of hybrid supportability: 

                
                    	
                        Operation with SAP Cloud ALM
The primary goal of operating using SAP Cloud ALM for operations is to ensure business processes can run smoothly without disruption. It provides various monitoring and alerting capabilities to identify a problem and subsequently resolve the issue by automating corrective action via alert and event management, as shown in Figure 12.18. Using all the collected data, SAP Cloud ALM allows you to be more proactive to predict anomalies in business processes, empowering you to understand how to run the cloud solution.
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                            Figure 12.18    
            SAP Cloud ALM for Operations

                        
                        It starts with problem detection using various monitoring tools as issues can occur in different ways or forms. Once an issue is identified, it can be routed via alert and event management for problem resolution. There are many ways to resolve issues. It can be a simple email, messaging notification, or problem resolution via operation automation. SAP Cloud ALM also allows third-party integration with ticket and event management to remediate the issue via other platforms. Prevention is the key with embedded root cause analysis tools to understand the origin of the issue and prevent it from happening in the future.

                    

                    	
                        Operation with SAP Solution Manager and SAP Focused Run
SAP Solution Manager is a full-fledged ALM suite for on-premise-centric customers while SAP Focused Run is an operation platform that targets customers who seek more advanced operations functionality. Similar to SAP Cloud ALM, they provide several capabilities to operate your business running on the cloud and on-premise:

                        
                            	
                                Integration monitoring
SAP Solution Manager helps you monitor integration exceptions and provides throughput and performance metrics to better understand the system’s health. On the other hand, SAP Focused Run has advanced integration monitoring to monitor data exchanges between different systems.

                            

                            	
                                Job management
Both products enable you to monitor background jobs running from ABAP-based SAP products in one single platform. They offer real-time information such as the status and duration of the job execution.

                            

                            	
                                Exception management
Both products offer an exception management cockpit to centrally manage application and integration exceptions from different systems.

                            

                            	
                                User monitoring and tracing
Both products have synthetic user monitoring to evaluate the performance and availability of the system before user escalation. Trace analysis makes it possible to identify the component responsible for the poor performance. SAP Focused Run also offers real user monitoring to track real user requests at a granular level.

                            

                            	
                                Business process monitoring
SAP Solution Manager offers business process monitoring to monitor business processes from the entire system landscape. It enables proactive and process-oriented alerting for issues as early as possible, which is beneficial for both IT and business users. SAP Focused Run doesn’t offer business process monitoring. 

                            

                        

                    

                

            

        

    


                    
                        
        12.6    Implementation

        Having covered various DevOps phases and explored the SAP DevOps portfolio, let’s apply this knowledge to a practical use case. Consider Company ABC, which operates SAP cloud applications (specifically SAP SuccessFactors for employee onboarding), an on-premise SAP S/4HANA data center, and other third-party applications. The company aims to streamline and enhance its employee onboarding solution by minimizing human intervention, particularly in the prehire onboarding process. 

        Currently, the prehire onboarding process involves significant manual effort from HR personnel, necessitating constant communication with prehire employees via email. Tracking checklist completion for each individual is a challenging task, often resulting in stress for the HR department, especially during periods of workforce ramp-up. HR Company ABC decides to collaborate with SAP for consultation, and after a comprehensive review of requirements and the existing system landscape, SAP recommends implementing SAP BTP for a more efficient solution. The proposed architecture, illustrated in Figure 12.19, outlines the key components for the implementation. Now, let’s delve into the specific architecture proposed by SAP to address Company ABC’s requirements and optimize the employee onboarding process.
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            Figure 12.19    
            Architecture of DevOps with SAP BTP

        
        The solution for company ABC is to build a side-by-side extension in SAP BTP to address their needs for the prehire onboarding process. With that, the existing system remains untouched, and it’s based on SAP Best Practices guidance to keep the core clean. Let’s understand the architecture by walking through the flow shown in Figure 12.19:

        
            	1 
    
	
                The SAP Connectivity service is used to bring in data from all the relevant systems into SAP BTP. Destinations are created for each system for later use in step 2.

            

            	2 
    
	
                SAP Business Application Studio is the development environment available for SAP BTP. Using the created destination from step 1, you can proceed with SAPUI5 development, build your application, and commit your changes into the GitHub repository.

            

            	3 
    
	
                A webhook is added to the repository as discussed in Section 12.2.1. Once it receives a commit event from step 2, an HTTP POST call is triggered to SAP Continuous Integration and Delivery in SAP BTP.

            

            	4 
    
	
                SAP Continuous Integration and Delivery will execute the job to build, test, and deploy the application to the development subaccount, as discussed in Section 12.4.

            

            	5 
    
	
                Using SAP Cloud Transport Management, you can create a transport node to represent your quality and production SAP BTP subaccounts, followed by creating a transport route to define the logistics of the transport. Once the application successfully deploys to the development subaccount, SAP Cloud Transport Management will take over and deploy the application to the quality subaccount.

            

            	6 
    
	
                The SAP Alert Notification service for SAP BTP is configured to wait for the import event from SAP Cloud Transport Management as a condition as well as to monitor the CPU usage of the application.

            

            	7 
    
	
                When the import is triggered, an email notification is sent out to notify the user that it’s ready for testing in the quality system. At the same time, if the CPU usage hits the threshold, the SAP Alert Notification service for SAP BTP will notify SAP Automation Pilot to remediate the issue.

            

            	8 
    
	
                SAP Automation Pilot executes the command to scale up the application by adding a new instance to handle the load.

            

        

        If you notice the whole DevOps process in Figure 12.19, the only repetitive task is to commit the code changes into the GitHub repository. All other services involved, such as SAP Cloud Transport Management, SAP Continuous Integration and Delivery, Alert Notification and Automation Pilot, involve one-time configuration activities. Once set up, these services operate seamlessly, allowing the continuous enjoyment of DevOps benefits within SAP BTP.

        Now, the following question arises: How can you scale up the implementation? The current use case is a simple and straightforward DevOps implementation. As we discussed in Section 12.2, there are three options for CI/CD. You can replace it with Project “Piper” to gain more flexibility to enhance the pipeline with additional steps. Next, if the solution has evolved to a point where there is a logical dependency with other cloud applications or your data center, incorporating SAP Cloud ALM and SAP Solution Manager becomes a viable step for the change management process. As more applications are built on top of SAP BTP, and it becomes difficult to monitor and operate in SAP BTP itself. To address this, SAP Cloud ALM, SAP Solution Manager, and SAP Focused Run can be used to operate your applications in SAP BTP. The reason we talk about how to scale up the implementation is to convey the idea that the DevOps implementation in SAP BTP doesn’t need to include everything right from the beginning. Businesses always doubt whether DevOps is relevant to their organization, potential cost, whether expert resources are needed to maintain the system, and so on. The best way is to start with a simple DevOps implementation in SAP BTP gradually designing and building based on the current situation, and incrementally scale up the process in line with evolving business needs. 

    


                    
                        
        12.7    Low-Code/No-Code Governance Model

        Low-code, no-code refer to a new style of development approaches that simplify and expedite the application development process. The distinction between low-code and no-code can be summarized as follows:

        
            	
                Low-code uses a traditional programming language-based environment, complemented by no-code platforms. It’s primarily used by developers with technical knowledge.

            

            	
                No-code replaces traditional programming language-based tooling with visual development tools, such as drag and drop, WYSIWYG editors, and automated workflow, hiding the complexity of development from users. This style empowers individuals to create applications without requiring in-depth programming knowledge, effectively reducing the entry barrier for contributors with varying levels of technical proficiency to participant in application development. 

            

        

        The simplified nature of low-code/no-code platforms accelerates application development and delivery, making it a compelling choice for rapid development and process automation. It’s designed not only to expedite development for professional developers but also to empower experienced business users with domain knowledge to become citizen developers.

        We’ve already explored SAP Build in previous chapters, which is a comprehensive low-code platform that provides three distinct products under its umbrella. It enables developers to build enterprise-grade application with SAP Build Apps, automate workflow processes and repetitive tasks through SAP Build Process Automation, and design business sites using SAP Build Work Zone. Developer can access each solution centrally through a unified SAP Build lobby and use it independently. While the low-code/no-code platform is transformative and revolutionizing the experience of developing applications and processes, the success of this initiatives hinges on effective governances of citizen development. IT organizations recognize the benefits of rapid development, automation, and innovation offered by low-code/no-code platform, but it’s important to ensure that any productive solution adheres to high standards of security and compliance with regulations.

        
            12.7.1    Governance Triad

            To achieve this, a governance triad consisting of people, processes, and tools/technology forms the basis of governing the low-code/no-code platform and citizen development by the IT organization, as illustrated in Figure 12.20. 
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                Figure 12.20    
            The Governance Triad

            
            The governance triad comprises three essential components: 

            
                	
                    People
Represents the diverse roles and personas of IT professionals, line of business contributors, and other key players who come together to form teams. These teams consist of both developers and business users aspiring to become citizen developers. Recognizing this diversity, it becomes imperative to establish a low-code Center of Excellence that serves as a crucial entity, offering guidance, oversight, and support to teams leveraging tools such as SAP Build.

                

                	
                    Process
Represents the development of an IT trust blueprint. This blueprint sets out the rules, processes, and guidelines governing the utilization of low-code tools and methods, ensuring that innovation efforts align seamlessly with IT policies and procedures. The IT Trust Blueprint should encompass processes for data security, compliance, and governance, as well as define the roles and responsibilities of both IT and business stakeholders. Furthermore, incorporating the discovery, sharing, and implementation of best practices into your processes is crucial. Comprehensive training for both citizen developers and professional developers is also essential to enhance the building experience and manage more complex use cases.

                

                	
                    Tools and technologies
Represents the adoption of extensible DevOps practices, API curation, access and authorization management, lifecycle management, testing, and monitoring to ensure that low-code solutions are scalable, secure, and effective. Embracing tools such as CI/CD, version control, and automated testing supports rapid prototyping, testing, deployment, and ongoing management. 

                

            

        
        
            12.7.2    Governance in SAP Build

            To jump-start the governance model, SAP offers a prebuilt Digital Center of Excellence toolkit. IT organizations can leverage the prebuilt artifacts to quickly form a governance program and SAP Build Center of Excellence by leveraging SAP Build Work Zone, advanced edition. The details of setting up the toolkit can be found at https://developers.sap.com/tutorials/build-digital-coe.html. 

            Governing SAP Build involves three perspectives: 

            
                	
                    Monitoring  with SAP Build
SAP Build allows you to oversee the process and workflow instances, automation jobs (attended or unattended), visibility, and business events happening in the tenant. You may recognize similar functionalities within the Manage subsection, reminiscent of the capabilities found in the now-obsolete SAP Workflow Management service. Here, users can effectively manage their workflow instances, visibility scenario, and business rules, as illustrated in Figure 12.21.
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                        Figure 12.21    
            SAP Build Monitoring

                    
                

                	
                    Technical governance in SAP BTP cockpit  and SAP Build
Within SAP BTP cockpit, SAP Build products can be easily set up using Boosters, as discussed in Chapter 2, Section 2.5.5. Once the services are set up, the security aspect can be managed at the subaccount level. Security role collection can be defined and assigned accordingly to the authorized user. The SAP Build platform also offers a tenant isolation feature where projects can only be imported to a productive tenant through SAP Cloud Transport Management. On the Control Tower page in SAP Build, as shown in Figure 12.22, users can review and manage various configurations, including tenant configuration, backend configuration, and agent configuration.
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                        Figure 12.22    
            SAP Build Control Tower

                    
                

                	
                    Collaboration  with SAP Build
Reuse and share versioned content with others by publishing the content to the library. Within SAP Build Lobby, lifecycle management activities such as importing, exporting, renaming, and overall project management are easily monitored and controlled within the platform.

                    Effective governance, centered around the governance triad, is imperative for the successful implementation of citizen development within an organization. This approach is crucial to preventing shadow-IT and ensuring applications adhere to standards of security, scalability, and corporate compliance. A prudent approach involves starting on a smaller scale and collaborating with business users who aspire to become citizen developers. Identify a group of individuals who are both technology enthusiasts and adept in business processes who can serve as the lead users. They can collaborate with the Center of Excellence team to test rollout plans and processes before expanding access to a lager user base within the organization. 

                    The SAP Build platform plays a crucial role in fortifying the governance framework. The prebuilt Digital Center of Excellence toolkit for SAP Build streamlines the establishment of a governance program and an SAP Build Center of Excellence. This significantly contributes to the integration of the low-code/no-code platform in a sustainable manner.

                

            

        
    


                    
                        
        12.8    Summary

        In this chapter, you’ve learned all four phases of DevOps: plan and set up, develop and test, deliver and change, and monitor and operate. We discussed the complete SAP portfolio in SAP BTP that can be used for DevOps implementations. The traditional practice of writing code and enduring lengthy deployment waits is a thing of the past in today’s dynamic landscape. Therefore, DevOps is no longer an optional approach; rather, it has become a necessity. Any project implementation should start with a DevOps discussion as this is the golden time to build collaboration and unify development and operations. DevOps has proven to be a transformative force in reshaping how organizations manage their software development lifecycle. 

        This concludes Part II of the book and our discussion of application architecture and design. In the next chapter, you’ll learn how to identify use cases for SAP BTP.

    


                    
                        Part III
Use Cases



                    
                        13    Identifying Use Cases
SAP Business Technology Platform (SAP BTP) offers a range of different capabilities that we’ve discussed in previous chapters. We also discussed the architectural principles and patterns that are common across SAP BTP applications. Now it’s time to go deeper into how SAP BTP is leveraged. In this chapter, we’ll look at some use case patterns that will help you identify use cases in your landscape.
The $900 sophisticated coffee maker is hissing fumes. The southwest corner of this 10,000-square-foot facility is slowly but strongly getting engrossed with the aroma of the finest Brazilian coffee beans. It’s a quarter past eight in the morning. Allan, the IT director of Rocking Gas Corporation, is restlessly waiting for his espresso. He has a meeting with Brian, the CTO, in 15 minutes. The email last night had already set the tone. Brian summoned the core steering committee for this urgent meeting to gauge the progress of the digital transformation projects that are led by Allan. One of the key points that surely will be strongly pitched is regarding the value propositions of all the software licenses that were procured in the past few months. Brian is keenly observant of return on investment and value outcomes of his IT investments. Among the different licenses procured, Rocking Gas has also procured SAP BTP in the preceding quarter. Allan personally pursued the SAP BTP adoption as he is well aligned with SAP’s overall cloud strategy. Allan knows very well the capabilities of SAP BTP and would like to introduce this new platform within the company’s IT landscape more frequently. However, in past months, he hasn’t been able to convince line of business (LoB) owners to explore the possibilities. Most of the team members were trying to play it safe. Now, Allan needs to give an explanation of why SAP BTP was underused in its landscape and what can be done to unleash its power to get the best out of the product.
In this chapter, we’ll discover the typical use case patterns that customers like Rocking Gas or others can leverage with SAP BTP. We’ll then discuss typical business gaps with the SAP Activate methodology and your extensibility options. 

        13.1    Types of Innovation

        In the following sections, we’ll discuss different areas where business problems can be solved by SAP BTP. SAP BTP provides an open innovation platform that is virtually only limited by your imagination and how you leverage the platform to bring value to your use cases. To ignite your imagination and for ease of understanding, we’ll describe the following use case patterns:

        
            	
                Extending functionality 

            

            	
                Extending reach 

            

            	
                Process innovation 

            

            	
                Process automation 

            

            	
                Cross-product workflow 

            

            	
                Cross-functional business processes

            

            	
                Machine learning 

            

        

        
            Note

            We’re in no way stating that these types of innovation use cases are the only possibilities in SAP BTP. Instead, we’re focusing on the most popular and trending use cases. 

        

        
            13.1.1    Extending Functionality

            For many SAP customers like Rocking Gas, SAP ERP or SAP S/4HANA is at the core of their IT landscape managing the enterprise. SAP with its traditional on-premise products gave full flexibility to its customers. Once licenses were procured, businesses were virtually free to modify any line of code in the software codebase. SAP has given this immense flexibility for decades. Businesses enjoyed this freedom and took the opportunity to shape their business processes as they wished. This high degree of flexibility of course came at a cost. Even though there are certain guidelines and best practices in place, many businesses sporadically built their own custom logic to fulfill their business needs. Often these custom implementations aren’t well thought out and are too deeply integrated to the core business functionalities. We’ve seen many businesses that didn’t explore all the power of standard functionalities offered by SAP in its regular codebase and instead embarked in developing a custom program using the traditional ABAP language. As a result, there has been free-range use of Z programs, custom tables, and user exits. While this gives businesses a lot of flexibility and ease in modifying the core, upgrading SAP to a newer version has become a monumental task. Often, we’ve seen businesses need to take additional attention and budget for an upgrade project. These upgrade projects sometimes go on for months, adding to the total cost of ownership (TCO). 

            Over the past decade, the software industry has seen a dramatic revolution in innovation. While more and more software companies are coming up with cutting-edge innovations in their products, missing vital upgrades or delaying upgrades is often causing insurmountable costs to businesses. As a result, competitors might have gained a vital edge in this super-competitive market. Cloud-based software as a service (SaaS) products are probably the ultimate solution for this issue. In a pure SaaS world, customers are going to use SAP’s standard codebase. In this ideal world, upgrades won’t be handled by the businesses, but instead will be managed by SAP, reducing the upgrade cost to the business drastically. This improves speed and agility and enables businesses to adapt to market trends. However, with this option, there is limited flexibility to enhance the standard functionality.

            SAP has catered to the enterprise needs of more than 400,000 customers worldwide for the past half century. Many have industry-specific solutions. Though SAP has offered a wide range of products in the enterprise core and via industry solutions based on extensive research and continuous innovation, it’s common for each business to have differentiating processes. While one of the primary benefits of adapting cloud software is to adapt to the standard best practices, you ought to have unique processes that make your business special. These are the invaluable functional enhancements that businesses won’t let go of. While on one hand, for developers, SAP is putting stricter governance on customization and making options to modify the core fairly limited, on the other hand, for businesses, these differentiating processes are the ones that separate them from their competition. So, we need to find a way to fit these differentiating processes in after the fit-to-standard exercise. 

            Figure 13.1 shows the concept of extending functionality. This can be achieved by in-app, side-by-side, and hybrid methods, which we’ll discuss further in Section 13.3.
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                Figure 13.1    
            Extensibility Concept

            
            During the fit-to-standard analysis, businesses might identify add-on functionalities that are required for a business process and aren’t exactly covered in the standard software. In such cases, you need to extend the functionality of an application or process. Typically, you start by identifying the functional scope needed here. This might require a user interface (UI) extension, a process extension, or integrating other LoB solutions. Depending on the use case, you may need to adapt an in-app, a side-by-side, or a hybrid approach. Because the in-app scope is fairly limited, more often we see scenarios requiring a side-by-side extension to be built. A detailed decision matrix will be discussed on whether to go for in-app versus side-by-side extensions in later sections. However, here we’ll highlight some of the prominent use case examples of extending functionality using SAP BTP:

            
                	
                    Industry-specific need
There are standard apps that provide a generic industry-standard solution. However, for a specific industry, you need to add certain fields or logic. This may not be very simple, and the change can’t be managed by key user extensibility (covered in Section 13.3.1). In such cases, there might be a need to modify the existing standard app in combination with an add-on process that is implemented in SAP BTP. It’s even possible to create a new app using SAP BTP, which has the industry-specific add-on functionality without changing the standard functionality.

                

                	
                    Customer benefit
Many times, organizations try to use add-on functionalities to make business dealings easier with a specific customer segment. The vital information required to provide the functionality may not be present in the core data model. SAP BTP is the place where you should build the add-on data model, model the add-on process, and deliver the add-on functionality. For example, let’s say a company wants to capture geographic location and the corresponding COVID-19 risk data, along with each door-to-door delivery for their products. The traditional enterprise core may not have the necessary data model to fit in COVID-19 risk and geographic information for each customer. Here, you can extend the data model for customers to capture this peripheral data and keep that data in SAP BTP.

                

                	
                    Government regulations
Many times, country-specific regulations and rules influence the business process. In such cases, if the organization is using a global template for the whole company and wants to make a specific solution for a country-specific app, this can be done via SAP BTP. Browser settings or call routing might be intuitively tracked to redirect to the country-specific app where it’s required to have country-specific regulatory steps. Suppose a company is operating in Latin America. There are certain regulatory norms on financial reporting for Latin American countries. SAP BTP provides standard content for integration with such government authorities so that you need not worry about these additional regulatory requirements.

                

                	
                    Compliance and standards
Though SAP has a wide coverage of various compliance and standards across the world, there might be specific compliance or standards that the customer organization needs to adhere to and that the standard applications aren’t fully complying with. In such cases, you can extend the functionality in SAP BTP to comply with these standards. For example, any company operating in the European Union has to comply with the General Data Protection Regulation (GDPR). SAP BTP is compliant with GDPR, so you don’t need to worry about putting out any additional effort to achieve compliance.

                

            

        
        
            13.1.2    Extending Reach

            The modern world is complex. With wide internet coverage across the world, mobile network connectivity, social media, and IoT, we have unprecedented network growth. We’ve spread a multiplanetary network across our solar system that can send communications in a matter of a blip. More than 7 billion people on this planet are connected for their day-to-day work. Through smartphones and 5G connectivity, we’ve seen exponential growth of connectivity between humans and machine users. Fifty years ago, when SAP started its journey, there was barely any email communication across the world. Today, more than 3 billion people are connected over social media and sharing the moments of their lives every second, not only via text messages but also with a relentless infinite stream of media information flow.

            Accordingly, the extent of business has dramatically changed over the past decade. Companies are no longer relying on conventional intercompany message exchanges such as Electronic Data Interchange (EDI), supply chains are managed via sophisticated business networks such as SAP Business Network, and business partners are collaborating and negotiating contracts over more interactive social media style platforms. Over the past decade with the growth of the internet and the progress of cloud technologies, we’ve seen newer offerings from SAP and dramatic improvements over SAP’s architecture. From the monolithic architecture-based SAP R/2 to the three-tier SAP R/3 to the highly scalable, agile, microservice-based, cloud-native modern software service offerings, SAP has evolved a lot. 

            Figure 13.2 shows the extending reach concept. As you can see, the core functionality is extended to different channels, such as the internet and mobile devices. 
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                Figure 13.2    
            Extending Reach

            
            Because SAP BTP is offered on the cloud, its reach is wide and far extending. First, the platform is on the open internet. So, connecting to the world, be it business-to-business (B2B), business-to-consumer (B2C), or business-to-government (B2G), can be executed with extreme ease. No more difficult network system management, network zone management, or complex firewall rules are necessary. You’ve got an open, secured platform on the public cloud to interact B2B, B2C, and B2G. Let’s explore the typical use case patterns when a business wants to extend its reach:

            
                	
                    Adding channels
Many times, businesses want to simply add different channels to increase reach to their business. For this case, it’s not necessary to enhance the core functionality. For example, an organization uses a time sheet application that lets its employees fill in times every week. Traditionally, the SAP time sheet would be used via Transaction CATSXT. This was good for in-house employees who were working well within the office network, but there could be other employees who aren’t working within the corporate network, so a web interface is more useful. SAP Fiori apps can be used via the SAP BTP central launchpad in such cases. Again, this can further be extended to mobile or tablet devices for employees who are working in the field.

                

                	
                    Providing collaborative platforms
Collaborative platforms such as SAP Jam or Microsoft Teams are gaining popularity in business every day. There are growing trends to provide platforms to your business partners to exchange ideas, negotiate contracts, and engage in real-time collaboration to grow business. SAP Build Work Zone on SAP BTP is a perfect solution that provides such services. You can use SAP Build Work Zone to bring in a nice intuitive digital experience that provides secured role-based access to various business partners. SAP Build Work Zone comes in two flavors. SAP Build Work Zone, standard edition, which provides role-based access and federated content management in an SAP Fiori launchpad-based style user experience (UX). On the other hand, SAP Build Work Zone, advanced edition comes with richer features such as collaborative platform integration (e.g., SAP Jam and Microsoft Teams integration), content and media management, and calendar, task, and app management. This can be a platform for exchanging notes and documents, doing transactions, viewing critical analytics, and managing cross-business workflow.

                

                	
                    Internal versus external user base
We’ve seen many use cases where a business wants to expose part of its core business functionality to some wider external users. These users may not be part of this core organization, such as contractors, suppliers, customers, or any third party. SAP BTP provides a nice segregation between your core and the external-facing layer. This is where the two-layered architecture comes into play. External users can use vital information and do critical business transactions using various channels such as SAP Build Work Zone, standard edition; SAP Build Work Zone, advanced edition; mobile devices using SAP Mobile Services; or even artificial intelligence (AI) conversational bots such as Joule.

                

                	
                    Extending to government service
Government regulations are part of business, and businesses need to comply with such requirements all the time. In the past, we’ve seen businesses develop custom solutions to comply and integrate with such government data interchanges. With SAP BTP business services, you can leverage many standards that help organizations with their B2G interactions.

                

                	
                    Online and offline scenarios
There are certain critical situations where certain users may not be able to get online access to the system. A typical example is a plant shop floor with hazardous materials where there are restrictions on connectivity and networks. In the past, either a manually intensive process needed to take place to record business data in such situations, or, in some cases, costly compliant devices needed to be installed. With SAP BTP mobile development kits (MDKs), you can now build business apps with offline support in a matter of a few days.

                

            

        
        
            13.1.3    Process Innovation

            Consider a brick-and-mortar grocery shop that used to have two employees. It was the norm for all customers to stop by the shop for retail groceries. The two employees who supported the business were receiving a fixed salary. The shop was open Tuesday to Sunday, 10:00 am to 8:00 pm. Usually, local customers couldn’t get any service outside this stipulated time. However, during the COVID-19 pandemic and lockdown, customers couldn’t reach such shops, resulting in a sharp decline in their business. Within a month, this small vendor opened a door-to-door service serving the neighborhood for an extended range of time. On demand, the business process was remodeled almost overnight. There are additional employees now who are working on a commission basis for a wider time range, and they have employed one employee to handle phone call requests in the store and one employee to manage inventory. 

            This example emphasizes the need for flexibility and agility to do business in the fluid world of today. This situation is no different for Fortune 500 companies. 

            SAP BTP really comes in handy in such situations where managing complex business processes have never been easier. The following lists some of the typical use case scenario patterns:

            
                	
                    Defining a process model
Businesses can use business process intelligence tools such as SAP Signavio to model business processes. SAP Signavio is a powerful tool with which you can define the end-to-end business processes by using an all-in-one business process management journey. These process models are purely driven by business requirements. At this stage, a business may not identify which part of the process is covered by standard development and which part requires custom development.

                

                	
                    Using process templates
SAP BTP’s process flexibility capability is part of the SAP Intelligent Business Process Management (SAP Intelligent BPM) suite. This service offers standard business processes out of the box that can easily be adopted and modified according to business needs. Thus, it’s not always required to build processes from scratch; rather, you can quickly modify and adopt a standard process.

                

                	
                    New process outside core
Sometimes, you may have an innovative process that isn’t related to your core business process. You may need new edge solutions such as machine learning or augmented reality for such processes. SAP BTP can be your innovation platform in this case. You can leverage the machine learning foundation from an SAP BTP AI service or even leverage a host of AI-driven business services such as document classification, document extraction, and so on to define and manage your process.

                

                	
                    Process integration
Often, you’ll find the need to integrate your innovative process with some of the established processes in the core. Integration to this core process is the key here to succeed to bring in the overall value to the business. In certain cases, SAP BTP offers SAP Integration Suite. At the heart of SAP Integration Suite, you’ll find the Cloud Integration capability, which provides a means to connect, map, and orchestrate message-based process flows. You can use a host of standard adapters to connect a wide range of solutions. If needed, you can develop your own adapter as well. For all practical purposes, however, Cloud Integration does provide a robust framework and wide range of adapters that are adequately sufficient for most scenarios.

                

            

        
        
            13.1.4    Process Automation

            Let’s recall a famous scene from Modern Times, a silent film from the 1930s by Charlie Chaplin. The worker in the assembly line was twisting the bolts, perhaps a million times a day. Perhaps those scenes were a reality during the early 20th century. However, during the fourth industrial revolution, we’ve seen robots replacing human labors for repetitive tasks. Now if you go to any modern-day shop floor, you’ll hardly find people twisting bolts in an assembly line. Major car manufacturers and heavy industries have put sophisticated robots to do such hazardous and repetitive tasks. Human effort, however, is leveraged in what they do best—design and innovation. 

            Robotic process automation (RPA) is providing the same value proposition today as the industrial robots provided to the production assembly line. Imagine in your day-to-day office work how many repetitive tasks you must do. Perhaps you’re a procurement manager, and you need to find the best price of various commodity goods required in your organization. You need to go to various websites and collect price listings, carefully examine various criteria, and find the best match. Or suppose you’re a car salesman. Every day, the dealership provides the list of cars arriving in the lot, and you need to put the car specs, price, offers, and margins in the system and provide a detailed daily report on sales and inventory balances to your sales manager. This is just a glimpse. In the real world, there are many repetitive tasks we have to do in our daily life, which perhaps don’t make the best productive use of our potential. You can argue that we have application programming interfaces (APIs) and other sophisticated means to integrate applications, and targeted business applications help business users ease laborious processes to execute their tasks. However, in reality, we still need to click, copy, and paste in a repetitive fashion too many times every day.

            Figure 13.3 shows the value proposition of intelligent processes that assist business users, help adapt processes, and automate processes. 
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                Figure 13.3    
            Process Intelligence

            
            SAP Build Process Automation is aligned with its intelligent process strategy. Broadly, SAP Build Process Automation accelerates the digital transformation of business processes by automatically replicating tedious actions that have no added value. It offers the following modes:

            
                	
                    Attended mode
RPA can be semiautomated where the robot interacts with the user to execute the tasks. In such scenarios, the bot executes certain tasks but may need human assistance or guidance. This scenario is also referred to as robotic desktop automation. Typically, the scenarios covered in this type of RPA include screen scraping, website or GUI-based applications, and so on in which bots co-work with human users.

                

                	
                    Unattended mode
In this RPA mode, the bot is completely doing the task on its own, maybe in the background in such cases. These processes are often scheduled, highly scalable, and use APIs and script tasks.

                

            

            Figure 13.4 shows the different components of RPA functionality. SAP Build Process Automation has an RPA agent typically installed in a local computer. You need to design the process flow in the designer that is hosted on the cloud. The automated process can be orchestrated based on your process design and can use the agent for local processing.

            SAP BTP provides a full-scale, full-range service with SAP Build Process Automation. Through this service, you can train bots to do the repetitive tasks, manage environments, and even integrate the automated bot processes to other SAP BTP services. For example, you can initiate a conversation with a digital assistant such as Joule. Again, it’s very possible to integrate other SAP BTP services in a bot-based process flow. For example, an unattended bot may be checking incoming email requests and then sending the email body to the SAP BTP machine learning service to do text extraction. If the bot finds a request to quote, then it calls an API via SAP BTP API management to get quote information from SAP Customer Experience, saves the record on SAP BTP’s SAP HANA Cloud service, and sends an email notification to the requester.
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                Figure 13.4    
            Components of SAP Build Process Automation

            
        
        
            13.1.5    Cross-Product Workflow

            Over the past several years, enterprise applications have become more complex. The extent and functionality coverage has increased. As a result, enterprises are relying on specialized LoB solutions more and more, which is resulting in a distributed architecture. For example, when your organization was small, you could have managed all your core business operations, such as customer experience, sales and distribution, procurement, production, human resource management, and finance, all in a single core system (e.g., SAP ERP). Now, as your organization is growing and extending wide in functionality and reach, you may want to distribute certain specialized operations to specialized LoB solutions. For example, you’re now managing HR operations in SAP SuccessFactors, customer engagement via SAP Customer Experience, supply chain via SAP Ariba, travel operations by SAP Concur, and the list goes on. However, at the heart of the entire landscape, you still need some core solution such as SAP ERP or SAP S/4HANA to manage your core business operations and processes. In a modern-day enterprise, this kind of distributed landscape is more common. Often, we see processes that touch multiple LoB solutions. This is where a cross-application/cross-product workflow comes into the picture. 

            Figure 13.5 depicts the concept of a cross-product workflow. One workflow may touch different business objects from different LoB solutions.
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                Figure 13.5    
            Cross-Product Workflow

            
            In many SAP implementations, different LoB-centric solution teams work in silos. They are more focused on their respective areas and try to provide solutions to the enterprise in their own way. This is where enterprise architects and project management should step in to see the bigger picture. It’s now more necessary to bring in the integration questions earlier in the implementation cycle. This is where you need to bring in a wider view to see the overall picture rather than looking deep into one LoB-centric solution. For example, we’ve seen enterprises implementing SAP SuccessFactors, SAP S/4HANA, and SAP Concur in three different projects with three different teams. Often, there is no or little harmonization between these project teams. This results in some blind spots for your enterprise. We’ve seen enterprises investing in these projects in silos for too long and going into narrower objectives. Because you’re not viewing the solution from the perspective of the entire organization, it’s very common to miss out on opportunities. 

            Another pitfall here is the tendency to focus on existing workflows. In a centralized system, you may have some existing workflow cutting across different business objects or audiences. In a to-be world, you need to see the overall scenario in the enterprise before you decide on how to go with such a workflow. For example, you may have a travel approval workflow built on SAP Business Workflow in SAP ERP. Your organization is embarking on an SAP S/4HANA transformation journey, and you want to reimplement the workflow now in SAP S/4HANA. However, before you jump onto the technical nitty-gritty of how to reimplement this workflow within SAP S/4HANA, check out whether the travel operations are still going to be done entirely within SAP S/4HANA or whether SAP Concur is being implemented by another project team that may need to be integrated in the near future. If the entire solution is now distributed over multiple products (here, SAP S/4HANA and SAP Concur), it would probably make more sense to use a cross-product workflow. 

            To help with this process, SAP BTP comes with scalable, flexible, full-scale workflow management that is based on open-source technologies, as shown in Table 13.1. SAP Build Process Automation provides not only a flexible suite to manage your workflow but also a solution to manage business rules, which are vital inputs on how the workflow will behave contextually. In addition, it comes with a process visibility dashboard that shows real-time information on how the workflow instances are behaving. You can show intuitive information based on key performance indicators (KPIs) to plug in to vital business statistics that will drive your actions through the workflow. In addition, an integrated inbox called the My Inbox app is part of the suite that manages all your workflow tasks in a more modern and innovative UX. The tile-based UX for process visibility shows your KPIs, provides analytics, and helps you manage the overall process flow across your enterprise.

            
                
                    
                        	
                            Data Collection

                        
                        	
                            High Volume Transactions

                        
                        	
                            Extended Core Business Processes

                        
                        	
                            Approvals

                        
                        	
                            Simplified New Processes

                        
                        	
                            Process Visibility

                        
                    

                
                
                    
                        	
                            Consolidates and manipulates data and documents from multiple data sources, for example, employees, vendors, websites, applications

                        
                        	
                            Handles process steps multiple times, such as copy and paste, for example, data entry, report generation, data migration

                        
                        	
                            Digitizes the entire journey across multiple applications during process execution, for example, web application, SAP S/4HANA, and non-SAP systems

                        
                        	
                            Dynamic workflows for various processes help collect necessary approvals, update system records, and manage initiatives and budgets

                        
                        	
                            Elevates employee experience by creating new extended digitized processes with seamless integration with SAP and non-SAP applications

                        
                        	
                            Gets visibility of the live process journey, time taken at each step and the entire process, where requests are, service-level agreements (SLAs) breached, escalations

                        
                    

                
            

            Table 13.1    
            SAP Build Process Automation: Process Feature Highlights

            Certainly, you’ll discover many possibilities in SAP Build Process Automation that were far from your imagination in a traditional workflow world. As Table 13.1 shows, SAP Build Process Automation offers different capabilities such as workflow, business rules, process visibility, and the My Inbox app that can be integrated into your SAP BTP launchpad to centrally manage all tasks and KPIs. This workflow sits in the middle of your landscape and connects processes across different LoB solutions.

        
        
            13.1.6    Cross-Functional Business Processes

            When the horizon of your enterprise expands, the functionalities and end-to-end processes can barely be catered to by one product or solution. Often, we see complex process flows such as procure-to-pay or quote-to-invoice spanning multiple systems—simply because in a modern distributed landscape, you have specialized LoB solutions spanning landscapes that cut across various parts of the processes. 

            Let’s consider, for example, an organization managing the procure-to-pay process. In the past, if you had a simple core system, you would probably be content with SAP’s procurement and finance modules. You would manage your vendors, prepare contracts, place a purchase order, manage inbound delivery, and eventually do the due diligence on financials by managing accounts payables. However, more possibilities are now on the table. Your competitors are negotiating with vendors to get lower prices and better quality every day, eventually increasing profit margin and outperforming your organization. So, the extent of the procure-to-pay process doesn’t start from vendor onboarding anymore; you probably need a better platform to negotiate contracts with vendors, provide ease in collaboration, and offer a guided buying procedure. For all of these cutting-edge business processes, SAP offers SAP Ariba functionalities. However, now even if you move your procurement process to SAP Ariba, you still need financials reporting to the core. As a result, the process is now extended across your ERP core (SAP ERP or SAP S/4HANA) and SAP Ariba. 

            As we’ve seen, end-to-end business processes may span different LoB solutions, which is known as cross-functional business processes, as shown in Figure 13.6.
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                Figure 13.6    
            Cross-Functional Business Process

            
            Cross-functional business processes have the following requirements:

            
                	
                    Domain model
Cross-functional business processes must be integrated across the products. SAP BTP provides a one domain model for the standard business objects for such end-to-end processes. In addition, it provides SAP Graph to explore the details of the domain model that can be leveraged to integrate these systems seamlessly.

                

                	
                    Integration need
Though SAP provides one domain model for most critical business objects and entities, and is expanding fast in this area, you may encounter various scenarios where you need specialized integration, custom mapping, and message orchestration. In these cases, the Cloud Integration capability comes in handy. The Cloud Integration capability provides full swing capabilities to integrate different systems on an application-to-application (A2A) or B2B integration.

                

                	
                    Cross-LoB functionality
There might be scenarios where a business is innovating some process that requires integration between two processes in two different LoBs. For example, suppose you’re trying to make an agile approval process for your purchase requisitions. Apparently, this process is tied up to procure-to-pay, and it may seem that all the necessary business entities are present in SAP S/4HANA itself. But in a distributed landscape, you may have the vendor information from SAP S/4HANA, product catalog coming from SAP Ariba, and organizational hierarchy from SAP SuccessFactors. In such cases, you typically need a common platform where you’ll build your business logic and give users a place to operate. SAP BTP is the right place as it provides a cross-product workflow and SAP BTP launchpad that integrates the inbox, analytics, and vital KPIs in one place. You can manage all business users via the Identity Authentication service and give them role-based access to perform their business operations.

                

            

        
        
            13.1.7    Machine Learning

            AI is now part and parcel of our daily lives. When we see movie recommendations from Netflix based on our likes or dislikes, auto-complete in our email applications, and driverless autopilot in action on the streets, we’re getting service from AI. Every like or reaction to your Facebook post is fed back to contribute to shaping your personalized content. 

            Machine learning is the backbone of AI. Instead of the traditional approach where we used to tell computers the algorithm to compute data, it’s the reverse here. We feed in real data to come up with mathematical models that are the best fit to see patterns or trends or to solve a particular problem. So, we start with data and arrive at an algorithm that best addresses the pattern of the problem. This is immensely useful for business use cases. We’re now seeing scenarios where, based on sales history data, we can predict the sales forecast more accurately, use regression algorithms to find patterns on commodity price trends, and apply clustering algorithms to better group customer segmentations. These are just the tip of the iceberg. Implications of machine learning algorithms in business processes are deep and far reaching. Refer to Chapter 5 where we discussed the SAP Business AI offering and latest developments in the AI space in general.

            Figure 13.7 shows the types of machine learning and typical example use cases. It shows the typical classification of different machine learning algorithms. Broadly, we can classify machine learning algorithms into four categories:

            
                	
                    Supervised learning
In this type of machine learning, the machine learning algorithm maps an input to an output based on some example input-output (I/O) pairs. In other words, it has labels. Here are two examples:

                    
                        	
                            Regression algorithms can be used for prediction or trend analysis, for example, to determine future sales volume or trends of a product’s popularity.

                        

                        	
                            Classification algorithms can be used to classify cases, for example, to determine whether a purchasing transaction is a fraudulent one based on time, amount, location, and so on. 

                        

                    

                

                	
                    Unsupervised learning
For unsupervised learning, no labels are provided as input. Various popular clustering algorithms are used such as Random Forest, K Nearest Means, and so on. These types of algorithms are helpful to customer segmentation, for example.

                

                	
                    Semi-supervised learning
In this type of machine learning algorithm, some sets of data are provided with label inputs, and other sets of data can use that input to cluster the other broader examples.

                

                	
                    Reinforced learning
This type of machine learning algorithm is more popular for self-learning autopilot and game programming where the model learns and improves itself based on the reward.
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                        Figure 13.7    
            Machine Learning Types and Examples

                    
                

            

            SAP has already invested heavily in research, developing algorithms, and providing fine-tuned business services that leverage full-scale machine learning. There are primarily three ways SAP offers machine learning and AI capabilities:

            
                	
                    Embedded
Many machine learning algorithms are now embedded in standard functionalities of SAP products. For example, the automatic account reconciliation functionality in SAP S/4HANA uses machine learning, as does SAP Concur to extract vital information out of scanned receipts and automatically post the information in the expense report. It’s beyond the scope of this book to discuss the extent of these embedded intelligent applications, but we want to emphasize that within SAP products, there is already a large machine learning footprint.

                

                	
                    As a service
SAP also provides the platform and services to build, modify, and leverage machine learning-based business functionalities in the form of services. This is exactly where SAP BTP comes into the picture. You may have scenarios where you need to classify documents or extract vital information from scanned documents. SAP AI Business Services provides you with standard functionality to extract the most commonly used fields from a list of business documents, such as invoices. You might have to spend months to develop such an algorithm that is fine-tuned for your scenario. With SAP AI Business Services, you can do this in just a few hours. It delivers preconfigured machine learning models, allows you to train the models based on your data, and then provides an inference layer API so that you can consume the result based on an open architecture.

                

                	
                    Developing platform
Often the primary challenge to develop meaningful and effective machine learning models isn’t the skill set or understanding of mathematical models, but instead finding good data. A lot of data is required to develop and train models, and the quality of the data must be maintained. For example, for an image recognition problem, you may need to feed the machine learning algorithm with thousands of sample training images with consistent resolution and size. Often resizing and cleansing the data in the right format is a challenge. Again, it’s not always good to have all positive use cases to train a model. You need to have a good mix of various data to avoid overfitting problems. Yet we need a platform to try and experiment with various machine learning algorithms to play around and see which is best suited. The platform needs to provide robust capabilities such as large-scale data ingestion, data cleansing to maintain quality, and flexibility to explore new paths and find the best one. 
SAP BTP provides all of these capabilities with SAP Data Intelligence, where you can do data ingestion from various data sources, merge and wrangle data, cleanse according to need, maintain high quality, and have a flexible framework to use Jupyter Notebook to experiment with machine learning algorithms such as deep learning, convolutional neural networks, and so on. In addition, SAP Data Intelligence provides the means to publish the inference layer of the developed model via APIs so that you can easily consume the outcomes from your business applications.

                

            

        
    


                    
                        
        13.2    Identify Business Gaps

        As SAP is focusing more offerings on cloud-based software, more and more functionalities are becoming standard. In addition, systems are upgraded to the latest and greatest to match up with all the latest innovations more easily. 

        At least, that’s the intention. However, we know SAP landscapes for customers aren’t so simple. There are modifications and key differentiating processes that may not be possible to cover within the standard functionality. Unlike traditional project management methodologies, in SAP S/4HANA and SAP S/4HANA Cloud projects, we rely on the SAP Activate methodology, which emphasizes a fit-to-standard approach. 

        Figure 13.8 shows the significance of the fit-to-standard exercise in a typical SAP S/4HANA project where the SAP Activate methodology is followed. We discover the initial scope in the discover phase, and the business-driven configuration occurs in the prepare phase. In the explore phase, the fit-to-standard workshop tries to map the business processes and fit it to the standard delivered processes; as a result, a configuration backlog in produced. In the realize phase, these backlogs drive the necessary configuration and development needs. One of the primary deliverables for the fit-to-standard workshop is configuration backlogs and integration and extension requirements. This results in a list of identified functional gaps that translates into interface and extension requirements.
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            Figure 13.8    
            SAP Activate Methodology and Fit-to-Standard Exercise

        
        On a broad level, the overall approach to implementation projects has changed. Figure 13.9 shows the difference in development approaches between past SAP ERP and SAP S/4HANA implementations and modern SAP S/4HANA implementations. As you can see, in the past, you have a license for the ERP system, and it’s installed on-premise. As a result, customers have full freedom to modify the ERP system from the core code. Typically, these enhancements are very tightly coupled with the core solution. The downside is that this tightly coupled enhancement often breaks the upgrade path. Of course, developers enjoyed the homogeneous technical landscape where virtually the entire project was executed on the ABAP platform. For many implementations, this is confined within a few homogeneous solutions such as SAP ERP, SAP Customer Relationship Management (SAP CRM), SAP Human Capital Management (SAP HCM), and so on. However, there was a trade-off with scalability. We needed sophisticated custom solutions and ingenuity to scale a solution. Overall, the TCO for the solution and solution upgrade was much higher.
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            Figure 13.9    
            Approach to Extensions

        
        In modern SAP S/4HANA implementations, the approach is quite different. After the fit-to-standard workshop, we’re now able to understand the functional gaps. These functional gaps are often listed in key design documents (KDDs). Then, one functional gap may translate to one or multiple collections of interfaces and extensions. There are well-defined methodologies to identify and approach these extensions and classify them to be implemented via an in-app, side-by-side, or hybrid approach (Section 13.3). The side-by-side extensions are loosely coupled to the core solution based on a stable contract to allowlisted APIs. Side-by-side extensibility gives flexibility in terms of a wide range of technology choices. You can leverage the full potential of open-source technologies to implement such extensions. As SAP BTP-based side-by-side extensions are cloud based, these are inherently scalable. SAP BTP provides first-class tooling such as SAP Web IDE, SAP Business Application Studio, or Eclipse for ABAP Development Tools (ADT) that developers can leverage to quickly build SAP applications. So, for this modern approach, there are shorter sprint cycles to manage projects, and value-based outcomes come in shorter cycles. We’ve discussed the DevOps practice and value of continuous integration and continuous delivery (CI/CD) in Chapter 12. Efficient DevOps and CI/CD practices help in such implementations and provide quicker time to value.

    


                    
                        
        13.3    Extensibility Concept

        Unlike the traditional enhancement options such as user exits, enhancement spots, and so on, SAP S/4HANA suggests doing the functional enhancements by extensions. There are primarily two techniques that we follow to extend SaaS solutions, which we’ll discuss and compare in the following sections.

        
            13.3.1    In-App Extensions

            SaaS solutions are typically delivered in the cloud, so they share a codebase between different tenants. When you get a subscription to a SaaS solution, you don’t have full control over the codebase. In addition, the SaaS provider can’t provide full customization specific to your needs as one specific customization may contradict others. So, SaaS products provide a controlled mechanism to implement some part of an extension. There are provisions to extend the data models. In addition, there are specific points in the UX where you can plug in extensions. For example, SAP SuccessFactors provides the Metadata Framework (MDF) to enhance the data model. In addition, you can add custom tiles and pages in SAP SuccessFactors apps. 

            SAP S/4HANA provides certain mechanisms that allow power users to enhance the data model, build custom logic, and build the UI on top of it. This is called key user extensibility. Figure 13.10 gives some more insights on different in-app extension mechanisms that SAP S/4HANA provides.
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                Figure 13.10    
            SAP S/4HANA In-App Extension Mechanisms

            
            Key user extensibility mechanisms can be categorized under the following, as shown in Figure 13.10:

            
                	
                    UI adaptation
Figure 13.11 shows UI adaptation possibilities by key users in an SAP S/4HANA system. When you click the Adapt UI option, you can do the following: 

                    
                        	
                            Hide fields in a form or table and hide groups and areas.

                        

                        	
                            Rename labels.

                        

                        	
                            Add fields to the UI from the field repository.

                        

                        	
                            Move form fields to UI groups.

                        

                        	
                            Combine or split fields.

                        

                        	
                            Define new filters or variants.
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                                Figure 13.11    
            UI Adaptation Options by Key Users

                            
                        

                    

                

                	
                    Custom fields and tables
Figure 13.12 shows the Custom Fields app, where you can create custom fields in SAP S/4HANA. The following options are available: 

                    
                        	
                            Create and edit custom fields.

                        

                        	
                            Delete existing custom fields.

                        

                        	
                            Manage usage of custom fields.

                        

                        	
                            Define associations.

                        

                        	
                            Extend CDS views and OData services.
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                                Figure 13.12    
            Custom Fields App

                            
                        

                    

                

                	
                    Custom analytics and forms
Figure 13.13 shows the Manage KPIs and Reports app in SAP S/4HANA. Key users can define KPIs using this app. It’s your primary app for creating all analytical applications using KPIs, reports, stories, and so on. Created applications can be launched directly from the SAP Fiori launchpad. The following options are available: 

                    
                        	
                            Modify SAP-delivered KPIs.

                        

                        	
                            Define drilldowns.

                        

                        	
                            Apply filters.

                        

                        	
                            Save filtered analyses.

                        

                        	
                            Define association between KPIs

                        

                        	
                            Define custom forms and manage output types.
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                                Figure 13.13    
            Manage KPIs and Reports App

                            
                        

                    

                

                	
                    Custom business objects
Figure 13.14 shows the Custom Business Object app that gives you the opportunity to create custom business objects in SAP S/4HANA. The Custom Business Object app lets you create your own business objects, add custom fields to existing business objects, create CDS data models, and so on. The following options are available: 

                    
                        	
                            Create your own business objects.

                        

                        	
                            Add fields to business objects.

                        

                        	
                            Create CDS views and OData services.

                        

                        	
                            Define field type associations.

                        

                        	
                            Create multiple subnodes for business objects.

                        

                    

                

                	
                    Custom business logic
In the Custom Fields and Custom Logic apps, custom business logic is implemented. You can think of this as conceptually the same as business add-ins (BAdIs) where you can write custom business logic by plugging in the standard business object behaviors. The following options are available: 

                    
                        	
                            Build your custom logic.

                        

                        	
                            Easily explore APIs.

                        

                        	
                            Perform syntax checks.

                        

                        	
                            Limit to restricted ABAP.
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                        Figure 13.14    
            Custom Business Object App

                    
                

            

            Overall, in-app extensions provide a way to infuse critical custom logic within the core SAP S/4HANA functionality. Even though in-app options are fairly limited, using these options is the future-proof way to integrate custom logic within the core functionality. Figure 13.15 depicts how these in-app extension technologies are well integrated with standard SAP functionality, providing powerful extensibility options while keeping the core clean. The shaded parts are SAP standard deliverable objects. The unshaded parts are the custom UI, custom business objects, UI adaptation, and so on that let you make in-app enhancements.

            However, there are limitations on how much you can achieve with in-app extensions. When you look at an extension request, you should try to check if this is possible within the in-app extensibility framework. When the extension requirements are fairly simple, you can accommodate this to the in-app framework. However, more complex requirements demand more complex development that can’t be realized by power users only. In such cases, developers are required to build applications. 
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                Figure 13.15    
            In-App Options in SAP S/4HANA

            
            Figure 13.16 shows the limitation of key user extensibility. If the business requirement is to implement more complex logic, then you need to use side-by-side extensibility where developer-intensive work is necessary as opposed to key user extensibility where power business users can manage the extensions. We’ll discuss these extensions next. 
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                Figure 13.16    
            Development Trend Based on Feature and Complexity

            
        
        
            13.3.2    Side-by-Side Extensibility

            Side-by-side extensibility covers the bulk of scenarios that can’t be accommodated with in-app extensions. This is where SAP BTP comes in handy to implement these loosely coupled extensibility techniques. Side-by-side extensions open up the door of possibilities. Unlike in-app extensions, you have a wide choice of UI technologies runtimes, programming languages, programming models, databases, and architecture styles that can be leveraged in side-by-side extensions (see Figure 13.17).
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                Figure 13.17    
            Side-by-Side Extensibility Mechanisms

            
            For side-by-side extensibility, different services from SAP BTP are leveraged. Typically, we have to take care of the core data model extension, which can result in custom tables, views, or complex persistent objects such as unstructured data. SAP BTP supports a host of relational and in-memory database solutions for structured data and an ObjectStore for unstructured data that can be flexibly integrated to underlying hyperscaler offerings. We discussed these options in detail in Chapter 7. 

            While developing the core application, SAP BTP provides different choices of runtimes. We’ve already covered details of these runtimes and decision metrics on which one suits which type of extension in Chapter 5.

            Similarly, SAP BTP provides flexibility of programming model and language choice. For example, SAP Cloud Application Programming Model can be implemented using Node.js or Java, while the ABAP RESTful application programming model relies on ABAP RESTful programming. In addition, you can build apps using available Cloud Foundry runtimes such as Python or Go. While building cloud-native apps, SAP BTP gives you the choice of having a Kubernetes-based Kyma runtime that is highly scalable and flexible, and you can use virtually any language and runtime using containers.

            For UI technologies, you also have different choices. You can either follow SAPUI5-based development or use SAP Fiori elements if your design adheres to SAP Fiori principles. Additionally, you have an MDK web version and low-code/no-code platforms such as SAP Build Apps to build apps quickly and easily.

        
        
            13.3.3    In-App versus Side-by-Side Extensibility

            We often hear the buzzword phrase: keep the core clean. Fundamentally, keeping the core clean means that you shouldn’t do extensive modifications to the core standard solution so that your overall solution is jeopardized when upgrading in the future. We’ll discuss some more details to help you understand this concept. 

            Figure 13.18 shows the dos and don’ts for keeping the core clean. These are some general recommendations and guidelines that should be followed during an implementation. It shows a comparative review of a traditional extension approach versus a modern extensibility approach where you rely on allowlisted BAdIs, APIs, events, and virtual data models, unlike the traditional approach of core modification, user includes, direct database writes, dynamic calls, implicit enhancement spots, code generation, and so on.
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                Figure 13.18    
            Keep the Core Clean: The Right Approach

            
            During implementation cycles, we often encounter questions on what a litmus test is to check whether we’re following the right guidelines to keep the core clean. Figure 13.19 provides a clean core index that serves as this litmus test. Applying zero modification is the goal. However, in most cases, that’s not practical. You need to take it case by case and go through these checks step-by-step.
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                Figure 13.19    
            Litmus Meter to Keep the Core Clean

            
            One of the key questions that we face commonly is whether to develop an in-app versus side-by-side extension. The previous two sections already described in detail the possibilities with an in-app framework. One rule of thumb is to check first whether the requirement can be met by the in-app limitations. If not, then you need to think of side-by-side extensions. The matrix shown in Figure 13.20 provides a high-level guideline on the scope horizon for in-app extensions and where the horizon is extended for side-by-side extensions. It shows what type of use cases are best fit for in-app extensions and what type of developments are best fit for side-by-side extensions. 

            SAP S/4HANA provides business configurations that are similar to traditional SAP IMG. On top of this, SAP S/4HANA gives some degree of flexibility for power users in terms of UI adaptation and individual terminology definition. The next level of extensions can be achieved using custom UIs, custom business objects, custom business logic, and so on, which falls under the in-app framework itself. Beyond this, when you need to build a complete custom business process or extend the reach of the app to a wider audience, you need to build a complete custom app. Then, you’re gradually entering the domain of side-by-side extensions. 

            Notice that in certain scenarios, you can even use combinations of these two different techniques to create a hybrid approach. There are many scenarios where you’d need to add an in-app extension point to kick off or integrate a process, but then the majority of the extension is built using the side-by-side technique. 
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                Figure 13.20    
            In-App versus Side-by-Side Scope Spectrum

            
            Let’s consider a few hybrid examples. First, Figure 13.21 shows the technique where both in-app and side-by-side extensibility frameworks are in action. In this example, core OData is built using an in-app extension, and the main extension is built using SAP Cloud Application Programming Model and SAP Cloud SDK side-by-side extensions. 
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                Figure 13.21    
            Side-by-Side Extension Using SAP Cloud Application Programming Model and Custom SAPUI5

            
            Here, we’re developing a custom OData service by exposing a custom business object as a service. Then, we need to do the necessary configurations for communication arrangements and connectivity setup. Again, we can use custom business logic to drive custom logic for this custom business object. On the SAP BTP side, we must use the destination service to manage the connectivity to SAP S/4HANA. We can either use SAP Cloud Application Programming Model to call this OData via the SAP Destination service or combine the SAP Cloud SDK framework to make type-safe calls to the SAP S/4HANA backend.

            
                Note

                Usually, different backends carry different semantics and syntax of business objects. Type-safe means SAP Cloud SDK provides a virtual abstraction layer to harmonize this syntax so that, as a programmer, you need not handle low-level syntax. 

            

            Ultimately, we need to build a service on top of this that will provide the harmonized service layer on top of this data model, comprising custom data entities stored in SAP BTP databases (e.g., SAP HANA) as well as entities that ingest data from the OData services via SAP Cloud SDK. From the UX standpoint, the service will provide access to the entities seamlessly. If you have UX requirements where you need to develop a custom UI far from SAP Fiori design principles, you can develop the UI as a separate app and consume the service exposed from the SAP Cloud Application Programming Model layer. This extension app then can be integrated to the SAP Fiori launchpad.
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                Figure 13.22    
            Side-by-Side Extensions Using the ABAP RESTful Application Programming Model

            
            Figure 13.22 shows another hybrid example where the core OData is built using an in-app extension. Then, a side-by-side approach is taken using the ABAP RESTful application programming model. We can consume remote function call (RFC) or Simple Object Access Protocol (SOAP) services as well using the service consumption model.

            As you can see, the side-by-side part can be done using the ABAP RESTful application programming model. Unlike the previous example, here the ABAP RESTful application programming model is providing the service layer. So, SAP BTP provides a flexible framework by which you may choose different programming models and runtimes to realize the service layer.

            Similarly, you could use the UX layer by annotation-based SAP Fiori elements or another UI framework.

        
        
            13.3.4    Mapping Development Objects

            A bulk of SAP S/4HANA implementation projects start from a migration path. For most customers, there might be some version of an ERP core system already existing, and the most common scenario starts with a baseline existing solution. This section addresses, on a high level, the different techniques that can be adapted to identify the right candidates that should be implemented outside the core to keep the core clean and which SAP BTP services can be leveraged to achieve similar functionality using side-by-side extensibility. We’ll walk through the various reports, interface, conversion, enhancements, forms, and workflow (RICEFW) objects.

            
                Note

                In an implementation, side-by-side isn’t the default path. You have to judge case by case to see what the right candidates are. There are many scenarios where you should first try to fit the solution to in-app extensibility.

            

            
                Custom Code Analysis

                In a typical project where the existing system already has a lot of custom code, you need to migrate the custom code to the new to-be landscape. One of the pitfalls in migrating as is, without thinking deeply, is the tendency to do the same thing in the same way. SAP S/4HANA isn’t only the natural successor of your ERP system; it also comes with new possibilities. And coupled with SAP BTP, you can do even more in SAP S/4HANA to build custom solutions in an upgrade-safe way. So, the first thing you should do is analyze the existing code. Table 13.2 shows a comparative review on the various capabilities of different tools available for custom code analysis. 

                
                    
                        
                            	
                            	
                                Custom Code Migration App 

                            
                            	
                                Remote ABAP Test Cockpit (ATC) with SAP GUI

                            
                            	
                                Custom Code Migration App in SAP BTP

                            
                        

                    
                    
                        
                            	
                                Required System

                            
                            	
                                Central ATC 
check system (SAP S/4HANA release 1809 and up)

                            
                            	
                                Central ATC check system (Basis 7.52)

                            
                            	
                                SAP BTP, ABAP environment

                            
                        

                        
                            	
                                System Location

                            
                            	
                                Customer landscape

                            
                            	
                                Customer landscape

                            
                            	
                                SAP BTP

                            
                        

                        
                            	
                                Remote Connectivity

                            
                            	
                                Through RFC

                            
                            	
                                Through RFC

                            
                            	
                                Through RFC and the cloud connector

                            
                        

                        
                            	
                                Analyze SAP S/4HANA Findings

                            
                            	
                                Yes

                            
                            	
                                Yes

                            
                            	
                                Yes

                            
                        

                        
                            	
                                Simplification Information in ABAP Test Cockpit (ATC) Results

                            
                            	
                                Yes

                            
                            	
                                Yes

                            
                            	
                                Yes

                            
                        

                        
                            	
                                Filter Results by Scope and Quick Fix Availability

                            
                            	
                                Yes

                            
                            	
                                No

                            
                            	
                                Yes

                            
                        

                        
                            	
                                Define Custom Code Migration Scope Based on Usage Data

                            
                            	
                                Yes

                            
                            	
                                No

                            
                            	
                                Yes

                            
                        

                        
                            	
                                Remove Custom Code During System Conversion Using Software Update Manager

                            
                            	
                                Yes

                            
                            	
                                No

                            
                            	
                                Yes

                            
                        

                    
                

                Table 13.2    
            Comparison of Capabilities of Different Options for Custom Code Analysis

            
            
                Reports

                In a traditional SAP system, you might have reports such as list reports, ABAP List Viewer (ALV) reports, and so on. In the SAP S/4HANA world, where the SAP Fiori-based UX is widely accepted, these traditional SAP GUI-based reports are generally outdated. Unlike the traditional requirements of view-only reports, we’re now far more capable of delivering more feature-rich functionalities in reports. We can visualize the reports in more intuitive and interactive ways with engaging graphics, interactive charts, and drilldowns. In addition, you can embed analytical intelligence in the reports, which leads to turning insight into action. 

                Let’s say you have a traditional material aging report in combination with open purchase order information so that you can tally the stock aging and corresponding turnaround time for a material procurement. You traditionally may have an ALV report that is capable of sorting data by highest stock aging or filtering by a material group or supplier. However, if you want to see the purchasing and stock trend of a material, you may need to look for other reporting tools such as SAP BusinessObjects Business Intelligence (SAP BusinessObjects BI). Again, if you would like to take some action, such as notifying a supplier for a high-demand material, you need to go out of this report and use some other tools or transactions to accomplish the same. Now we have a wide range of possibilities with different SAP BTP offerings. If you’d like to simply get more insight and analytics, and the report is more drilldown in nature, SAP Analytics Cloud is the right solution. You can certainly add highly interactive and intuitive drilldown charts and even offer some insight to action through SAP Analytics Cloud.

                However, if you think SAP Analytics Cloud is a bit far-fetched for your scenario, you can build the interactive reports and in-line insight to action with embedded micro charts using SAPUI5 SAP Fiori elements. With the SAP BTP, ABAP environment, you can now build cutting-edge SAP Fiori elements apps with all these capabilities with far less coding using SAP Fiori elements annotations. Of course, if the UX requirements don’t fit the SAP Fiori design guidelines, there is an option to customize in a freestyle approach using SAPUI5 development. The primary solution approach can be laid out in the following way:

                
                    	
                        Think of allowlisting
Before jumping onto custom development, check out the allowlisted APIs available for the related data object. You can refer to the SAP Business Accelerator Hub (https://api.sap.com/) for allowlisted APIs.

                    

                    	
                        Modularize core data
Instead of traditional report programs, try to modularize the custom logic in RFC function modules, or via custom CDS. This way, the code will be reusable, streamlined, and manageable.

                    

                    	
                        Expose service
Expose the data via OData services. This can be done in either the traditional way of using Transaction SEGW and Transaction /IWFND/MAINT_SERVICE or simply by using OData annotations in your CDS view.

                    

                    	
                        Provide the UX 
Use the OData in the UX layer. This layer can be realized using SAP BTP in the following ways: 

                        
                            	
                                If this is just the UX layer, and you have all the data prepared in the SAP S/4HANA layer already, a simple SAPUI5-based application can be developed.

                            

                            	
                                If this application layer needs more server-side logic, integration, enhancement, data conglomeration, reconciliation, and so on, then either the SAP BTP, ABAP environment, can be used with the ABAP RESTful application programming model, or SAP Cloud Application Programming Model can be used with open-source Java or the Node.js framework.

                            

                            	
                                If the report is embedded with a wider analytics story, then broader platforms such as SAP Analytics Cloud can be used where the exposed OData can be used as the data source to provide cutting-edge analytics reports and stories.

                            

                        

                    

                

            
            
                Interface

                Interfaces are integral parts of any SAP implementation. Traditionally, you have Application Link Enabling (ALE)/IDoc, RFCs, or proxies to interact with middleware, which eventually enables data to be exposed or ingested, and processes to be integrated across different solutions. SAP BTP provides a host of services that support these traditional interface techniques and provides modern solutions: 

                
                    	
                        Message-based integration
It’s always recommended to use the standard mechanisms such as allowlisted APIs (OData, SOAP), IDocs, and so on to build interfaces. Middleware tools such as SAP Process Integration or the Cloud Integration capability of the SAP Integration Suite can be leveraged to build full-fledged message-based integrations. 

                    

                    	
                        Connectivity
SAP Process Integration/SAP Process Orchestration and the Cloud Integration capability support a wide range of different adapters for different protocols such as HTTP, File, OData, MQ, IDoc, and more. Apart from this, you can now use the Open Connectors capability, which provides out-of-the-box standard connectors for 1,000+ industry-specific connectors. You can find the full list of connectors at http://s-prs.co/v544032.

                    

                    	
                        Event-based integration
In addition to the standard communication scenarios that support APIs, IDocs and so on, a new breed of real-time integration opportunity is now emerging with SAP BTP. SAP is now embedding business events within the core, so if you want to send a notification to an external party in real time at the time of occurrence of a business event, for example, then you can leverage the corresponding business event to trigger this interface. A detailed discussion of event-driven architecture and how SAP Event Mesh helps orchestrate these scenarios was provided in Chapter 8.

                    

                    	
                        API management
Traditionally, the message broker is the most commonly found integration pattern where middleware does the message mediation, mapping, and routing. Unlike the message broker pattern, the other emerging pattern prevailing in the industry is the API Management capability. Often, we have enterprises with diversified landscapes in need of a common set of API strategies to expose, govern, and monetize functionalities within intracompany or intercompany interactions. API Management comes with full-scale capabilities, throughput control, throttling, implementing security policies, and governing API usages.

                    

                    	
                        Custom interfaces
There might be requirements to develop custom interfaces, which typically were fulfilled by extending an IDoc or developing a core custom RFC. In a situation in which keeping the core clean is the key, you need to be careful when jumping on such developments. Instead, you should explore other possibilities. For example, if you need to build a data model for these custom interfaces, you might check if this can fit into an in-app framework. If not, then you might need to build a side-by-side extension using the ABAP RESTful application programming model in the SAP BTP, ABAP environment, or using SAP Cloud Application Programming Model in SAP HANA Cloud, while letting the middleware handle the bulk of the custom logic. With SAP BTP and additional core capabilities such as the event bus, CDS, and so on, you now have far more different capabilities that can be leveraged to achieve such scenarios.

                    

                

            
            
                Conversion

                Typically, conversion is one area where we don’t see greater involvement of side-by-side extensions. Usually, SAP products provide inherent tooling for system conversion. For example, SAP S/4HANA comes with a set of system conversion tools such as Silent Data Migration Infrastructure (SDMI), or SAP SuccessFactors provides the Data Upload tool, which provides rich functionality to do data migration and conversion during project implementation. However, in some unusual circumstances, you might find some of the SAP BTP services handy to provide custom solutions to custom conversion requirements:

                
                    	
                        Spreadsheet upload
This is a very common scenario in which you need to upload data from a spreadsheet. If this is a simple spreadsheet upload with a limited number of rows, and you need to view and scrutinize the uploaded data before posting, then an SAPUI5-based SAP Fiori app can be built.

                    

                    	
                        Automation
If the scenario demands more repetitive tasks, such as similar spreadsheets uploaded frequently, and the steps are fairly mechanized, then you may opt for SAP Build Process Automation to handle these tasks. 

                    

                

            
            
                Enhancement

                Enhancement is probably the most critical piece where extensibility options can be leveraged. We discussed in-app and side-by-side extensions in detail in the previous sections. However, one primary mindset in the development approach is to keep the litmus test shown earlier in Figure 13.19. When designing an enhancement, the sequence should be prioritized to ensure that the principle of keeping the core clean isn’t breached. Even though in a previous section, we mentioned in-app and side-by-side extensibility techniques, for most practical purposes, we have to adopt a hybrid approach—where necessary development is done close to the core using an in-app extension to ensure integrity of the enhancement to the core solution, but we also use the freedom of the side-by-side extension.

            
            
                Forms

                In a traditional SAP ERP landscape, you have full freedom to create forms and customize them. In SAP S/4HANA, SAP gives you some in-app capabilities to customize form and output management. Using the Maintain Form Template app in SAP S/4HANA, you can get the list of available form templates, download them, and optionally customize them. You can use Adobe LiveCycle Designer to view the data source and fields or customize forms. These customizations are limited to adding logos, adding footer text, making layout changes, adding custom fields, and so on. However, there might be scenarios where you need deeper customization such as building a form based on a custom data source or merging the output from multiple data sources; in those cases, the only way is to rely on a side-by-side extension.

                To develop a side-by-side development for forms, you need the following SAP BTP services:

                
                    	
                        SAP Forms service by Adobe
This service lets you print and generate interactive forms using Adobe Document Services (ADS). You can call the forms service using REST APIs. Using REST APIs, you can store templates in the service via the template store feature.

                    

                    	
                        SAP BTP business rules
In addition to the core forms services, you can combine complex business rules for certain custom fields using the SAP BTP-based rules service.

                    

                    	
                        UX
Eventually, these custom forms can be called via REST services. However, the entry point of the application could be managed via a custom SAPUI5 app.

                    

                

            
            
                Workflow

                Within your enterprise core, many business processes demand workflows. Traditionally, we used to have different functional areas such as sales and distribution, procurement, production planning, and materials management tightly integrated in a single enterprise core, that is, SAP ERP. In such a tightly integrated environment, many of your end-to-end business processes start and end within the horizon of SAP ERP itself. Even in the SAP S/4HANA world, there might be many business processes that are still close to the core, and the entire horizon of the scope of the process is limited to the boundary of SAP S/4HANA. In such cases, the traditional workflow development is still valid. 

                However, in this dynamic market where enterprises are competing every day with newer innovations, a more diverse, LoB-specific solution landscape is more common. In such diverse and distributed landscapes, you won’t have the end-to-end process confined in a single box as in SAP ERP. Often, we see business processes spanning different LoB solutions. For example, the HR data and organization structure comes from SAP SuccessFactors, the core finance is in SAP S/4HANA, and procurement is driven out of SAP Ariba. This diversity might include other LoB solutions from non-SAP vendors as well. In such scenarios, you need to think of cross-product workflows (refer to Section 13.1.5). We’re seeing immense benefits in providing such cross-product workflows that not only integrate different solutions via a process chain but also keep vital business statistics that provide the nervous system of your business. 

                SAP Build Process Automation is the solution here. Often, we see project teams that have limited vision confined within their own work area. This might cause a silo where individual LoB solutions might build redundant heterogeneous workflow solutions. While many of the SAP and non-SAP LoB solutions provide workflow solutions within their scope, one thing is necessary to keep in mind: these LoB-specific workflows can’t build the bridge between different LoB solutions. So, one idea to nurture is to step back and look at the bigger picture. During the scoping exercise, if you try to find the bigger process chain, you’ll often find a better way to solve business problems in a more integrated way. SAP Build Process Automation not only provides a lean flexible workflow engine but also a business rules service where business users can define and maintain business rules. Additionally, SAP Build Process Automation provides an easily configurable process visibility dashboard that shows the KPI overviews, workflow status, stages, and drilldown reports. This dashboard is the main cockpit from where you can get the overview of the entire cross-product workflow scenarios. 

                In addition, the My Inbox app is integrated into the SAP BTP launchpad and SAP Build Work Zone, standard edition, which provides a single stop to manage all your workflow tasks. With the modern SAPUI5 and forms capabilities, the My Inbox app provides a flexible, intuitive, and appealing UX for your task management.

            
        
    


                    
                        
        13.4    Summary

        In this chapter, we explored how SAP BTP can be leveraged in different business scenarios. We aimed to describe the scenarios in a more generic way so that you can relate them to your scenarios and find matching patterns. Though the application of SAP BTP is no way limited to these patterns only, these are certainly some of the most common scenarios. Hopefully, this will give leaders like Allan from Rocking Gas good ideas on use case patterns, guiding principles, and some of the core value propositions of SAP BTP in their respective business scenarios. 

        In the next chapters, we’ll dive into more specific business problems and see how you can leverage SAP BTP to solve them. We’ll start with how to manage multiple SAP systems via extensions and integrations in the next chapter. 

    


                    
                        14    Managing Multiple ERP Systems by Extending and Integrating SAP S/4HANA
For this use case, we’ll describe how a fictitious mountain bike manufacturer uses SAP Business Technology Platform (SAP BTP) to streamline operations following an acquisition. The company operates using SAP S/4HANA Cloud Public Edition, while the acquired company uses an on-premise SAP S/4HANA system. SAP BTP services facilitate the management of multiple SAP S/4HANA systems through extension and integration. 
In this chapter, we’ll delve into a scenario involving the expansion of a fictitious hybrid electric bicycle company, Ming Bike Inc., headquartered in San Francisco, California, to the East Coast region. Instead of establishing a new venture from scratch, which entails significant time and offers no immediate assurance of success, the company strategically chooses to pursue inorganic growth by acquiring its competitor, Zing Bike Inc., located in New York City, at a premium price. This calculated move by Ming Bike is aimed at bolstering the company’s market capitalization and swiftly entering the market, leveraging the existing robust consumer base of Zing Bike. This positions Ming Bike favorably to emerge as the frontrunner in the industry. With the acquisition completed, the focus shifts to orchestrating the integration of Zing Bike into Ming Bike’s ecosystem, where time emerges as a critical factor given the company’s ambition to expedite commercialization. The chief technology officer (CTO) of Ming Bike expresses confidence in achieving seamless integration within six months, attributing this optimism to the company’s solid technological foundation and portfolio.
Ming Bike is a company deeply entrenched in cloud technology and has undergone a transformative journey in this space, facilitated by SAP through the implementation of SAP S/4HANA Cloud Public Edition. Concurrently, Ming Bike has also adopted SAP BTP, a platform as a service (PaaS) offering, to further empower innovation tailored to its specific business requirements. The successful execution of this endeavor has earned high praise from Ming Bike’s leadership, underscoring the effectiveness of the collaboration with SAP. Building upon this synergy, Ming Bike enlists SAP’s expertise to architect and design a solution for extending and integrating both companies’ SAP S/4HANA systems. Notably, Zing Bike operates an on-premise SAP S/4HANA system, a setup that Ming Bike intends to preserve while integrating it into their ecosystem. Thus, Ming Bike entrusts SAP with the task of conceptualizing and implementing the solution.
This chapter delves into the architecture design, relevant SAP BTP tools and services, and implementation process pertinent to Ming Bike and Zing Bike. To commence, we’ll provide a comprehensive overview of the outlined use case. 

        14.1    Description

        Following the acquisition, both Ming Bike and Zing Bike resume their operations as usual. However, the absence of system integration requires customers to navigate between the separate websites of the two companies to browse and make purchases. This model is unsustainable for Ming Bike, as it necessitates the consolidation of monthly financials from disparate sources and leads to a suboptimal user experience (UX). Customers are burdened with the inconvenience of navigating multiple websites for product browsing and purchasing.

        Ming Bike aims to enhance customer experience by providing seamless access to products through a unified catalog, irrespective of whether they originate from Ming Bike or Zing Bike. Moreover, the system should intelligently fulfill orders from the nearest warehouse based on the customer’s shipping address, optimizing logistics and delivery efficiency. Given the anticipated surge in orders following the East Coast market expansion, Ming Bike requires comprehensive visibility into all incoming orders to effectively monitor their status. Proactive measures can then be taken to address any potential backlog and mitigate customer dissatisfaction or escalations.

        Aligned with lean enterprise architecture principles, the initial step entails the creation of a strategy map. This map serves as a visual representation of the organization’s goals and objectives, thereby guiding project initiatives in accordance with the company’s overarching vision and mission. By using a strategy map, Ming Bike can articulate its strategic intentions and compartmentalize relevant information, as illustrated in Table 14.1.

        
            
                
                    	
                        Vision

                    
                    	
                        Envision the bicycle as the first choice of transport, particularly within densely populated urban centers.

                    
                

                
                    	
                        Driver

                    
                    	
                        Unleash the full potential of the hybrid electric bicycle as a viable transportation alternative for short-distance travel.

                    
                

                
                    	
                        Goals

                    
                    	
                        Emerge as market leader in technologies optimized for bicycles.

                    
                

                
                    	
                        First Strategic Goal

                    
                    	
                        Streamline multiple systems to enable seamless product browsing and order placement for customers

                    
                

                
                    	
                        Objective

                    
                    	
                        Enable customers to access products from various systems through a unified platform and employ intelligent routing to fulfill orders based on the customer’s location.

                    
                

                
                    	
                        Project and Initiative

                    
                    	
                        Provide product browsing and order placement capabilities.

                    
                

                
                    	
                        Second Strategic Goal

                    
                    	
                        Deliver real-time updates on order status to users.

                    
                

                
                    	
                        Objective

                    
                    	
                        Ensure customers remain informed about the current status of their orders and offer transparent visibility into the entire process

                    
                

                
                    	
                        Project and Initiative

                    
                    	
                        Provide order status tracking capability.

                    
                

            
        

        Table 14.1    
            Strategy Map for Ming Bike

        Building on the strategy map, our next step involves building a solution context diagram to offer a comprehensive overview of the desired solution, tailored for easy understanding by business stakeholders. This diagram will comprise three essential components to illustrate their relationship, as shown in Figure 14.1:

        
            	
                User groups

                
                    	
                        Customer: Represents users accessing the Ming Bike website for product browsing and placing orders.

                    

                    	
                        Ming Bike IT department: Monitors incoming orders and proactively resolves any issues that may arise during the order process.

                    

                    	
                        Ming Bike back-office department: Responsible for processing incoming orders from customers using SAP S/4HANA Cloud Public Edition and on-premise SAP S/4HANA.

                    

                

            

            	
                Backend systems

                
                    	
                        SAP S/4HANA Cloud: Ming Bike’s data center for day-to-day business operations.

                    

                    	
                        On-premise SAP S/4HANA: Zing Bike’s data center for day-to-day business operations.

                    

                    	
                        SAP BTP: PaaS for Ming Bike to build extensions and innovations on top of the data center to meet the business needs.

                    

                

            

            	
                Desired solutions

                
                    	
                        Product browsing and order placement: Enable customers to conveniently browse products and make purchases across various systems via a unified platform. Following order submission, dynamically route the order to either Ming Bike or Zing Bike based on the customer’s zip code. Orders originating from areas closer to the West Coast should be fulfilled by Ming Bike.

                    

                    	
                        Order status tracking: Ensure customers remain informed with real-time updates on their order status, notifying them promptly when their order is being processed or out for delivery.

                    

                    	
                        Order process transparency: Enable full transparency for all incoming orders, allowing Ming Bike to be promptly notified in case of bottlenecks. This proactive approach empowers the IT department to address issues before they escalate, ensuring smooth operations and customer satisfaction.

                        
                            [image: Solution Context Diagram]

                            Figure 14.1    
            Solution Context Diagram

                        
                    

                

            

        

    


                    
                        
        14.2    Architecture

        In this section, we’ll use various architecture diagrams, adhering to lean enterprise architecture principles, to place the solution context into a meaningful diagram. Beginning with the foundation baseline solution architecture, we’ll outline the existing backend systems, cloud providers (if applicable), and user groups in a high-level architecture diagram. Subsequently, we’ll refine the solution concept diagram by integrating the envisioned solution. Finally, we’ll finish with the solution realization diagram, encompassing all technical implementation details. Furthermore, we’ll provide information concerning the environment and location of the data center and cloud provider.

        Let’s initiate with the baseline solution architecture, enabling the mapping of existing backend systems, cloud providers (if any), and user groups within a high-level architecture diagram. This activity facilitates the creation of building blocks using current applications and identification of components requiring integration via interfaces such as application programming interfaces (APIs) or events. Upon completion, we’ll attain a comprehensive visualization encapsulating the relationship and dependency among all existing system components. This information will be shown in a diagram, as illustrated in Figure 14.2, serving as the foundation for the architecture design. 

        
            [image: Baseline Solution Architecture]

            Figure 14.2    
            Baseline Solution Architecture

        
        Given that Ming Bike and Zing Bike use SAP S/4HANA Cloud Public Edition and on-premise SAP S/4HANA, respectively, to manage their business operations, customers are currently required to make order purchases through distinct applications or websites. Similarly, business analysts must navigate between these systems to support their respective functionalities. However, following the acquisition, it becomes important to harmonize data from these disparate backend systems to streamline the overall business process. Building on the insights from the baseline architecture diagram, we can further refine the design to develop a high-level representation of the desired solution, referred to as the solution concept diagram. This involves identifying the key building blocks for the desired solutions, such as product browsing, order placement, order tracking, and dashboard usage for process transparency. Subsequently, we map out the business capabilities and establish the relationships and dependencies with the backend systems and user groups. This approach is shown in Figure 14.3, showcasing four distinct building blocks for the desired solution:

        
            	
                Product browsing and order placement for the customer

            

            	
                Order status tracking to notify the customer when the order is processed or out for delivery

            

            	
                Dashboard to monitor the incoming order and act proactively when issues arise

            

            	
                Various SAP BTP services required to build the solution

                
                    [image: Solution Concept Diagram]

                    Figure 14.3    
            Solution Concept Diagram

                
            

        

        In the solution realization diagram, we aim to delve into more granular details by specifying all the necessary tools and services required to construct the desired solution. Focusing on the project initiatives outlined in the strategy map, our primary areas of interest include product browsing and order placement, as well as order status tracking. We’ll provide detailed diagrams for each of these components, as shown in Figure 14.4 and Figure 14.5, respectively. Let’s examine each of these components more closely: 

        
            	
                Product browsing and order placement
For product browsing, the Cloud Integration capability is used to consolidate products from multiple backend systems, exposing them as an OData service to the Node.js application built using SAP Cloud Application Programming Model. Subsequently, products are sorted based on user location, with user location determined using the decision capability from SAP Build Process Automation. If a user is closer to California, products from Ming Bike are given higher priority compared to products from Zing Bike. Once a product is selected, the user can proceed to place the order, which will be routed accordingly.

                In terms of order placement, the process is triggered to initiate the order placement process. Consequently, a process instance is generated, and it’s essential to persist the process instance number along with the order number from the backend system to facilitate order status tracking. To achieve this, the SAP HANA Cloud database is employed for persistency.

                Customers have two options for accessing the system: through SAP Build Work Zone, advanced edition (desktop) or the SAP mobile app. SAP Build Work Zone serves as the entry point for SAPUI5 applications, while native mobile applications are provided for mobile users.
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                    Figure 14.4    
            Product Browsing and Order Placement Solution Realization Diagram

                
                
                    [image: Order Tracking and Process Transparency Solution Realization Diagram]

                    Figure 14.5    
            Order Tracking and Process Transparency Solution Realization Diagram

                
            

            	
                Order status tracking
For order status tracking, an event-driven development approach is essential to capture changes in the order within the backend system. SAP Event Mesh facilitates connectivity between the Node.js application and the backend system with minimal configuration. When an order is processed or out for delivery, an event is pushed to SAP Event Mesh. Subsequently, the Node.js service monitors the queue from SAP Event Mesh. Upon receiving the event, it retrieves the process instance ID from the database using the order number. With the process instance ID, a message is sent to the process to proceed with the next action, which involves pushing a notification to the mobile service. Concurrently, the status of the process instance is updated in the SAP HANA database, reflecting the order processing stage.
For order process transparency, SAP Build Process Automation’s process visibility capability leverages data from the process automation’s process to provide insights into the process. Users have the flexibility to configure key performance indicators (KPIs) based on their requirements to monitor incoming order statuses and proactively manage the process.

            

        

        Finally, to provide clarity on the deployment locations of various solution building blocks, we present the environment and location diagram, depicted in Figure 14.6. This diagram provides essential information regarding the deployment locations of different solution components. Factors influencing the selection of specific locations for hosting include security compliance, performance optimization, and service availability.

        Ming Bike has opted to host its SAP S/4HANA Cloud Public Edition and SAP S/4HANA systems closer to their area to maximize performance. Given that their headquarters is situated in San Francisco, CA, and data indicates stronger demand and higher revenue generation for Ming Bike compared to Zing Bike, it’s logical to host SAP BTP in the West Coast area.

        
            [image: Environment and Location Diagram for Ming Bike]

            Figure 14.6    
            Environment and Location Diagram for Ming Bike

        
    


                    
                        
        14.3    Selecting SAP BTP Services

        In this section, we’ll outline all the services used in the solution realization diagram discussed in Section 14.2. We’ll explain the functionality of each service and its contribution to the overall solution. The following tools and services are relevant for our Ming Bike use case: 

        
            	
                SAP S/4HANA Cloud extensibility
SAP S/4HANA Cloud Public Edition can seamlessly extend and connect to SAP BTP through automated configuration facilitated by the SAP S/4HANA Cloud extensibility service. This service is integrated into SAP BTP, offering a standardized framework to simplify the connection process with SAP S/4HANA Cloud. It functions as a centralized repository for APIs, events, credentials, and other essential data required for creating extensions, ensuring efficient and streamlined integration between the two platforms.

            

            	
                Cloud connector
To establish connectivity between SAP BTP and on-premise systems, the cloud connector plays a crucial role by serving as a bridge between both environments. Operating as an on-premise agent within a secured corporate network, the cloud connector functions as a reverse invoke proxy. It enables secure communication between the on-premise systems and SAP BTP.
Through the cloud connector, access control can be configured to manage the exposure of resources to SAP BTP. This ensures that only authorized resources are accessible from the cloud platform. In the context of this scenario, the cloud connector will be used to connect the on-premise SAP S/4HANA system to SAP BTP, enabling seamless integration and data exchange between the two environments.

            

            	
                SAP Event Mesh
Thanks to its seamless integration with event channels across SAP products, SAP Event Mesh has emerged as the premier service within SAP BTP for managing event buses. Acting as an intermediary, SAP Event Mesh facilitates asynchronous communication, thereby extending the capabilities of your digital core.
In this particular use case, SAP Event Mesh serves as an intermediary to receive events from both SAP S/4HANA Cloud and the on-premise system when an order is processed and out for delivery. By efficiently handling these events, SAP Event Mesh enables real-time updates and seamless communication between different components of the system, ensuring smooth order processing and fulfillment. 

            

            	
                Cloud Integration capability 
To harmonize and expose data from both SAP S/4HANA Cloud and SAP S/4HANA for external consumption, the Cloud Integration capability will play a pivotal role. This capability will establish connections with both SAP S/4HANA Cloud and SAP S/4HANA systems, constructing an integration flow (iFlow) to consolidate product data from these systems. While an alternative approach could involve writing custom logic and deploying it as a service to achieve the same outcome, the benefits offered by the Cloud Integration capability outweigh this option. 

            

            	
                SAP Build Process Automation
The process, decisions, and process visibility services play pivotal roles in digitizing process, managing decisions, and achieving end-to-end process visibility. These services form the backbone of the overall solution, providing essential capabilities for efficient order processing and management. Throughout the solution development, these services will be heavily leveraged to ensure seamless integration, intelligent decision-making, and comprehensive monitoring of the entire order processing lifecycle: 

                
                    	
                        Decision: Use decision tables to map the relationship between a zip code and the target system. This approach enables efficient decision-making based on predefined rules, ensuring accurate routing of orders to the appropriate system based on geographical location.

                    

                    	
                        Process: Encapsulate the entire order processing within a streamlined process flow. This approach ensures that all steps involved in order processing, from initial placement to final delivery, are systematically organized and executed, enhancing efficiency and accountability throughout the process.

                    

                    	
                        Process visibility: Transform process information into actionable KPIs to empower users with the ability to monitor and identify system bottlenecks effectively. By converting process data into meaningful metrics, stakeholders gain insight into the performance of the system, enabling informed decision-making and proactive problem-solving to optimize processes and improve overall efficiency.

                    

                

            

            	
                SAP Cloud Application Programming Model 
SAP Cloud Application Programming Model is an open and opinionated framework that supports multiple programming languages such as Java and Node.js. It serves as the primary programming model for implementing solutions related to order browsing, order placement, and order status notification. In Chapter 7, Section 7.3, we elaborated on the available programming models for application development in SAP BTP. We’ve chosen the SAP Cloud Application Programming Model over the ABAP RESTful application programming model primarily due to the event-driven requirement. With the SAP Cloud Application Programming Model, we can listen to the queue in SAP Event Mesh and react accordingly. In this scenario, it facilitates notifying the customer when the order is processed or out for delivery.

            

            	
                SAP Mobile Services
SAP Mobile Services is a comprehensive, fully managed mobile application management service. It provides various features including authentication, secure onboarding, native push notifications, and more. Additionally, it enables seamless integration of microservices with mobile applications, facilitating efficient communication and interaction between different components of the system.

            

            	
                SAP Build Apps
SAP offers four distinct options for mobile frontend technologies: mobile development kit (MDK), SAP BTP software development kit (SDK) for iOS, SAP BTP SDK for Android, and SAP Build Apps. MDK is a mobile development tool that adopts a metadata-driven approach, eliminating the need for iOS or Android expertise, making it ideal for corporate usage. However, in this particular scenario, where the objective is to swiftly develop a consumer-grade app in a platform-agnostic manner, SAP BTP provides the low-code/no-code platform—SAP Build Apps. With SAP Build Apps, we can rapidly build the mobile application without the need for extensive coding, enabling quick deployment and efficient development of the consumer-facing app.

            

            	
                SAPUI5
This is the recommended option by SAP for web application development with a consistent user interface (UI) in SAP BTP. It’s important to note that you’re not limited solely to SAP Fiori for UX. While you can develop UI using other technologies such as Vue, Angular, or React, doing so may introduce additional development complexity. However, in this particular use case, SAPUI5 is employed to standardize the UX across the Ming Bike organization, ensuring consistency with SAP Fiori apps.

            

            	
                SAP Build Work Zone, advanced edition
SAP Build Work Zone stands as a modern digital workplace solution, providing an intuitive digital experience that enhances user productivity and engagement. It achieves this by offering centralized access to relevant applications, processes, and information. Given that the use case requires central access, SAP Build Work Zone, advanced edition emerges as the ideal candidate to harmonize access to business applications and content. It supports role-based navigation, ensuring tailored content exposure for specific users, while also enabling access to content through single sign-on (SSO), streamlining the UX and enhancing accessibility across the organization.

            

            	
                SAP HANA Cloud database
In SAP BTP, three options are available for persistency: SQLite, PostgreSQL, and SAP HANA Cloud database. SQLite is primarily used for local application testing, while PostgreSQL serves as a cost-effective alternative to the SAP HANA Cloud database. Cost is typically associated with the functionality and capabilities offered by the product. SAP has made significant investments in the SAP HANA Cloud database, concentrating much of its innovation efforts there. Furthermore, SAP BTP boasts tight integration with the SAP HANA Cloud database, streamlining the development process and enhancing the overall development experience for users.

            

        

    


                    
                        
        14.4    Implementation

        In Section 14.3, we’ve outlined the SAP BTP services used in the use case. While there are numerous technologies available in the market for building solutions, it’s crucial to justify why these specific services were chosen over others for implementing the solution. As you’ve likely gathered, the solution is heavily SAP-centric, with the backend systems predominantly consisting of SAP products. This alignment with SAP technology serves as one of the primary rationales for selecting these services. 

        In the following sections, we’ll delve into the implementation process using key tools and services. We’ll provide guidance on how to leverage these tools effectively to build and deploy the solution. Through detailed explanations and examples, we aim to provide a comprehensive understanding of the implementation process, enabling you to successfully develop and deploy the solution in your environment.

        
            Note

            During the build phase in Section 14.4.2, SAP Build Process Automation’s process incorporates a feature that wasn’t available at the time of writing. The intermediate message event, crucial for this functionality, is currently slated for delivery in Q3 2024 per the road map. To work around this limitation, the only viable solution is to construct the workflow module using SAP Business Application Studio and subsequently deploy it to SAP Build Process Automation.

        

        
            14.4.1    Connect

            In the connect phase of our implementation process for Ming Bike, we’ll focus on establishing connectivity between SAP BTP and the SAP S/4HANA system. Here are the key connectivity implementations: 

            
                	
                    Connecting SAP S/4HANA Cloud Public Edition to SAP BTP
When a customer initiates a purchase, a sales order is generated in SAP S/4HANA Cloud. To achieve this, the sales order API must be invoked to create the sales order. There are two available service plans for pairing with the SAP S/4HANA Cloud tenant: api-access and messaging. In this scenario, api-access should be chosen to gain access to SAP S/4HANA Cloud’s API to create a sales order in the SAP S/4HANA Cloud system.

                

            

            
                Further Resources

                To know how to connect SAP S/4HANA Cloud using the SAP S/4HANA Cloud extensibility service, refer to http://s-prs.co/v544034.

            

            
                	
                    Connecting on-premise SAP S/4HANA to SAP BTP
When a customer places an order, the system determines the nearest fulfillment location based on the customer’s shipping address. In this scenario, if the customer resides in the East Coast area, the order will be routed to the on-premise SAP S/4HANA system for processing. To create the sales order, the sales order API must be invoked.
For connecting SAP S/4HANA to SAP BTP, it’s recommended to use the cloud connector approach instead of directly opening ports in the firewall and setting up reverse proxies in the demilitarized zone (DMZ). Once the cloud connector installation is complete, access control must be configured, followed by destination creation in SAP BTP to enable content consumption. This ensures secure and seamless connectivity between on-premise systems and SAP BTP.

                

            

            
                Further Resources

                More information about the sales order API can be found at http://s-prs.co/v544035. 

                The cloud connector is easy to install and configure, and it allows principal propagation in a secure way. Refer to http://s-prs.co/v544036 for cloud connector installation. After installation, you can refer to http://s-prs.co/v544037 for more information about access control and content consumption.

            

            
                	
                    Event enablement from the SAP S/4HANA system
When a sales order is processed by either SAP S/4HANA Cloud or SAP S/4HANA, the system emits an event, which is captured by SAP Event Mesh. Two queues are established within SAP Event Mesh to delineate the sales order process queue and the sales order out for delivery queue. This setup enables the Node.js service to listen to the queue, capturing events sequentially. Subsequently, the Node.js service sends a message to the process instance, prompting the continuation of the order transaction process. 

                

            

            
                Further Resources

                Refer to the following for event enablement in SAP S/4HANA system:

                
                    	
                        Event enablement for SAP S/4HANA Cloud: http://s-prs.co/v544038

                    

                    	
                        Event enablement for SAP S/4HANA: http://s-prs.co/v544039

                    

                

            

            
                	
                    Consolidate product information from SAP S/4HANA Cloud and SAP S/4HANA 
To harmonize and expose product information from SAP S/4HANA Cloud and SAP S/4HANA systems for consumption, the Cloud Integration capability is used. Upon accessing the Cloud Integration capability, it’s important to maintain the credentials for both SAP S/4HANA Cloud and SAP S/4HANA systems. This ensures seamless integration and data synchronization between the two systems, as depicted in Figure 14.7. 

                    
                        [image: Maintain SAP S/4HANA System Credentials in the Cloud Integration]

                        Figure 14.7    
            Maintain SAP S/4HANA System Credentials in the Cloud Integration

                    
                    With minimal coding and user-friendly drag-and-drop features such as join and gather, as illustrated in Figure 14.8, you can effortlessly construct an iFlow to consolidate data from various endpoints. In this instance, we’re accessing the product API from the SAP S/4HANA system, where the requisite information resides in SAP Business Accelerator Hub. Ultimately, you can expose the iFlow endpoint as an API for external consumption. 

                    
                        [image: iFlow to Consolidate Product Data from Multiple Backend Systems]

                        Figure 14.8    
            iFlow to Consolidate Product Data from Multiple Backend Systems

                    
                

            

            
                Further Resources

                To enable the Cloud Integration capability, refer to http://s-prs.co/v540040.

                To expose the iFlow endpoint as an API, refer to http://s-prs.co/v544041.

            

        
        
            14.4.2    Build

            Now, let’s proceed to the build phase. For our Ming Bike use case, the following are the build implementation steps in SAP BTP:

            
                	
                    Building the order processing solution with SAP Build Process Automation
If you’ve observed the solution realization diagrams in Figure 14.4 and Figure 14.5, you’ll notice that the entire order processing solution revolves around SAP Build Process Automation. A process is used to automate and manage end-to-end order processing, while decisions dictate whether orders should be routed to SAP S/4HANA Cloud or SAP S/4HANA systems based on customer shipping locations. Additionally, process visibility services are employed to ensure order process transparency.

                    Decisions are particularly instrumental in mapping zip codes to the corresponding target system, with decision table-based rules facilitating this mapping. For instance, if a zip code is in proximity to the West Coast area, the target system designated would be the SAP S/4HANA Cloud system.

                    Figure 14.9 illustrates an example of the order processing scenario. Initially, a branch will be used to route the information to the correct action point for sales order creation either in SAP S/4HANA Cloud or SAP S/4HANA. Subsequently, upon receiving the response, the generated sales order number is persisted alongside the process instance ID for future reference. This information is then used by the Node.js service to send notifications to customers regarding the order processing and delivery status of their orders. Note that the highlighted box represents an intermediate message event, which was not available at the time of writing (but should be released in Q3 2024). 

                    Once the process automation is deployed, it can be seamlessly integrated into the process visibility scenario, facilitating the creation of dashboards for enhanced monitoring and analysis. 

                    
                        [image: Process for Order Processing]

                        Figure 14.9    
            Process for Order Processing

                    
                    
                        Further Resources

                        To get familiar with SAP Build Process Automation, refer to https://developers.sap.com/mission.sap-process-automation-boost.html.

                    

                    
                        Note

                        This process only serves as an example for the use case. It doesn’t represent the actual order processing solution. 

                    

                

                	
                    Build the SAP Cloud Application Programming Model microservice
In this scenario, the SAP Cloud Application Programming Model microservice is used to create the following services:

                    
                        	
                            Product browsing solution
User location is processed by the SAP Build Process Automation decisions service, resulting in the determination of either SAP S/4HANA Cloud or SAP S/4HANA as the target system. This decision is made by invoking the rule service using the endpoint POST /v2/rule-services. Once the target system is identified, product data retrieved from the Cloud Integration capability can be sorted, giving precedence to the products originating from the target system. This ensures that products from the relevant system are prioritized and presented to the user accordingly.

                        

                        	
                            Order placement solution
When a customer places an order, SAP Cloud Application Programming Model is used to invoke SAP Build Process Automation’s workflow service, initiating a new process instance. This process involves starting a new process instance through the endpoint POST /v1/workflow-instances.

                        

                        	
                            Order status notification solution
When a sales order is processed or out for delivery, SAP Cloud Application Programming Model is used to monitor the queue from SAP Event Mesh. Once an event is received, it will send a message to the process instance to resume the order processing. In this case, we’re sending a message to the process instance using POST /v1/messages.

                        

                    

                

            

            
                Further Resources

                Information about the decisions API can be found at https://api.sap.com/api/SPA_Decision/overview under the API Reference tab. Information about the workflow API can be found in https://api.sap.com/api/SPA_Workflow_Runtime/overview under the API Reference tab.

            

        
        
            14.4.3    Add Channel

            Next, let’s move on to the add channel phase. For our Ming Bike use case, there are two implementations for the access channel:

            
                	
                    Building the mobile frontend using SAP Build Apps
Product browsing, order placement, and order status tracking functionalities are tailored for consumer use. To develop the frontend mobile application, SAP Build Apps is selected as the latest low-code/no-code platform available on SAP BTP. This platform equips developers with a graphical editor for designing and building the mobile application interface efficiently.

                    For backend calls and to mitigate cross-origin resource sharing (CORS) issues, SAP Mobile Services is employed. This service handles various aspects such as authentication, security, logging, and tracing. As shown in Figure 14.10, Mobile Connectivity is used to manage the destination for both the workflow service and the iFlow endpoint. Additionally, Mobile Push Notification is configured to enable real-time notifications for users, while client policy settings are maintained through Mobile Settings Exchange to ensure consistent and secure mobile experiences.
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                        Figure 14.10    
            SAP Mobile Services

                    
                

                	
                    Building the desktop frontend using SAP Fiori and deploying it into SAP Build Work Zone 
SAP has introduced SAP Fiori as the new UX for SAP software, using SAPUI5 as its frontend technology, as detailed in Chapter 6, Section 6.4.2. SAP Fiori replaces traditional SAP GUI transactions or Web Dynpro interfaces, offering a modern and intuitive UI.
When developing the SAPUI5 application, it’s important to opt for a managed app router instead of a standalone app router. This selection enables seamless integration with SAP Build Work Zone, advanced edition to centralize access to relevant applications and content.

                

            

            
                Further Resources

                To add the SAPUI5 application to the SAP Build Work Zone, advanced edition page, refer to http://s-prs.co/v544047.

            

        
        
            14.4.4    Deploy and Operate

            Finally, let’s proceed to the deploy and operate phase. In this phase, we’ll illustrate the end-to-end ordering process for a customer named Eric within our Ming Bike use case.

            Eric, residing in San Diego, CA, seeks to purchase a bike from Ming Bike. Upon accessing the platform, Eric is presented with a list of products, as depicted in Figure 14.11. Notably, Ming Bike’s products are prioritized at the top of the list, given Eric’s proximity to their location compared to Zing Bike’s products, which are situated in New York City. Eric simply needs to navigate through the product offerings and select the desired bike for purchase, with the order routed accordingly.

            Upon confirming his purchase, Eric receives an email notification containing an order number, serving as confirmation of his successful transaction. Subsequently, as the order progresses through processing and eventually out for delivery, Eric receives real-time notifications, ensuring he remains informed every step of the way, as depicted in Figure 14.12.
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                Figure 14.11    
            Product Browsing in the SAP Fiori App
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                Figure 14.12    
            Example of an Out for Delivery Email Notification

            
            The entire order processing workflow is managed and automated by the workflow service. To provide comprehensive insight into the process, the data can be imported into process visibility, facilitating the creation of a visibility scenario, as illustrated in Figure 14.13. Ming Bike gains visibility into the number of orders still in the backlog, along with their respective severity levels. This enables Ming Bike to promptly address open orders that are in critical stages, mitigating the risk of customer escalation. Additionally, the system provides valuable metrics regarding the duration of orders being processed at each stage, aiding in process optimization and efficiency enhancement.
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                Figure 14.13    
            Order Status Visibility Scenario

            
            The successful integration of the Zing Bike system into the Ming Bike ecosystem has expanded the range of products available to customers on both coasts. This strategic move is expected to significantly increase Ming Bike’s revenue. Moreover, this implementation has established a robust foundation for Ming Bike to further diversify its product catalog. In the event of acquiring another company in the future, Ming Bike simply needs to enhance the existing iFlow to incorporate product data from the new source. By maintaining the zip code location mapping in SAP Build Process Automation’s decisions service, the order processing system will seamlessly adapt to the addition of new product sources, ensuring continued operational efficiency and customer satisfaction.

        
    


                    
                        
        14.5    Summary

        In this chapter, we’ve discussed the use case of leveraging SAP BTP as a platform to manage multiple ERP systems for extension and integration. Beginning with the lean enterprise architecture framework, we meticulously broke down the details into strategy maps and various architecture diagrams. This process concluded in the creation of a comprehensive architecture diagram that provides developers with the necessary guidance for technical implementation.

        Subsequently, we provided an overview of all the SAP BTP services, outlining how each contributes to the overall solution across different development phases. Additionally, we explained the rationale behind selecting these specific services and how they benefit Ming Bike. These reasons and justifications can serve as valuable reference points for future decision-making, helping in the selection of the most suitable services for similar scenarios.

        In the upcoming chapter, we’ll employ the same approach to delve into the use case of managing procurement spend by extending SAP Ariba. Using the lean enterprise architecture framework as our guide, we’ll break down the details and provide insights into how SAP BTP can be leveraged to address the specific requirements of this scenario.

    


                    
                        15    Managing Procurement Spend by Extending SAP Ariba
In this chapter, we’ll see how the fictitious BayView hotels built an SAP Business Technology Platform (SAP BTP) solution that helped them gain a comprehensive and comparative view of the commodity costs across various suppliers. A machine learning-based suggestion indicator provides guidance during the SAP Ariba guided buying experience. 
When the COVID-19 pandemic hit the world, the hospitality business was put in turmoil. Traveling in general reduced drastically. Both business travel and recreational travel were at record lows. However, with slow but steady signs of recovery and wide vaccination, people gained confidence in traveling again. Though the business volume is yet to regain its best, Larry Bowman, the CEO of the BayView Hotel chain, thinks that they’ve passed the worst. As the world adapted in this new normal, travel and hospitality businesses began to face other challenges. BayView Hotels, a famous hotel chain, has properties in the popular vacation destinations of San Francisco, Miami, Orlando, Caribbean Islands, Hawaii, and more, as well as properties for business travelers across the United States, Canada, and Mexico. Since the COVID-19 pandemic began, the revenue margin has shrunk, but Larry knows that this is the moment to seize the opportunity for change. During the pandemic, the supply chain took a major hit. Impediments in traveling, lockdown in production, and regional restrictions hampered commodity supplies a great deal. Larry and his organization suffered due to these supply chain issues. As the world has now (more or less) returned to normalcy, BayView wants to set a streamlined procurement model to spend intelligently so that they can operate on a lower operating cost and provide a more sustainable and flexible business model. As a recreation and hospitality business, BayView needs to procure commodity goods at a mass scale. 
In the ever-changing world, it’s often difficult to rely on an age-old business model to do business with a preselected limited number of vendors. BayView wants to reduce their operating costs by doing the following:

        	
            Get into a massive supplier network so that they can negotiate better prices.

        

        	
            Try out different procurement channels and do side-by-side comparisons.

        

        	
            Do intelligent analysis on price trends for commonly procured commodities.

        

        	
            Get better indicators so the procurement manager makes the right decisions on pricing trends or the best time to procure bulk materials.

        

    
In this chapter, we’ll describe the use case using lean enterprise architecture as discussed in Chapter 3, Section 3.1.3. We’ll use the strategy map and solution context diagram to break down the details and follow the baseline solution architecture, solution concept diagram, solution realization diagram, and environment and location diagram. SAP BTP tools highlighted in this chapter are SAP Datasphere, the intelligent robotic process automation (RPA) capability of SAP Build Process Automation, SAP HANA Cloud, machine learning, and SAP Analytics Cloud.

        15.1    Description

        Like many of its competitors, BayView has implemented their enterprise core with SAP ERP for many years. While SAP ERP provides core functionality for the procure-to-pay process, BayView realized they needed a cutting-edge supply chain management solution. So, they invested in SAP Business Network for Suppliers to gain access to a supplier network and guided buying. As they are decentralizing the supply chain process, they quickly realized that they needed to have seamless integration between SAP Ariba and their SAP ERP core. Luckily, SAP Ariba provides an integration solution to the SAP core via SAP Integration Suite, managed gateway for spend management and SAP Business Network, where most of the integrations are done through this middleware component using its standard contents. 

        However, they wanted to optimize the solution even further. Instead of relying on the business-to-consumer (B2C) SAP Ariba-provided punchout catalog and procuring goods from there exclusively, they are now looking to optimize the solution on a different scale. Because BayView mainly wanted to optimize the solution for commodity goods, they saw that regular B2C platforms such as Amazon or Alibaba can provide a competitive offering for some items. So, the requirement is to provide a detailed dashboard for commodity goods with a side-by-side price comparison for SAP Ariba punchouts as well as other B2C platforms. In addition, they would like to do price trend analyses for these goods and run machine learning algorithms to understand if there is any correlation between different goods procurements, determine the predictive price, and get an intelligent indicator that suggests whether a deal is a good deal or a bad deal.

        Now that we’ve got the background of the requirement, let’s see how we can apply the lean enterprise architecture methodology that we discussed in Chapter 3 here and arrive at a solution architecture. We’ll use the strategy map and solution context diagram to break down the details, followed by a baseline solution architecture, solution concept diagram, solution realization diagram, and environment and location diagram in Section 15.2.

        To begin, the strategy map for BayView can be broken down as shown in Table 15.1.

        
            
                
                    	
                        Vision

                    
                    	
                        Build a next-generation procurement business model with intelligent insights.

                    
                

                
                    	
                        Driver

                    
                    	
                        The post-pandemic new normal demands smarter buying as the operating margin reduces drastically.

                    
                

                
                    	
                        Goals

                    
                    	
                        Bring down the operating costs for the recreation and hospitality industry in a competitive world.

                    
                

                
                    	
                        First Strategic Goal

                    
                    	
                        Widen the procurement base and get more competitive pricing.

                    
                

                
                    	
                        Objective

                    
                    	
                        Provide the procurement department deep insights into competitive pricing and price trend analysis with a wider market base as well as identify quality suppliers for the purchase order.

                    
                

                
                    	
                        Project and Initiative

                    
                    	
                        Provide a central pricing solution for the global smart operating expense (OPEX) project.

                    
                

                
                    	
                        Second Strategic Goal

                    
                    	
                        Provide the buying experience as a template and roll out to other lines of business (LoBs) such as business properties and other countries.

                    
                

                
                    	
                        Objective

                    
                    	
                        Enable the procurement department for the resort and leisure division on this new platform under the smart OPEX project. Once successful, BayView wants to replicate the solution for their business travel division and for other countries such as Canada and Mexico.

                    
                

                
                    	
                        Project and Initiative

                    
                    	
                        Global smart OPEX project phase 2.

                    
                

            
        

        Table 15.1    
            Strategy Map for BayView

        Based on the information from the strategy map, we’ll proceed with the solution context diagram to provide a high-level overview of the desired solution that can be easily understood by the business. The diagram consists of three key components to illustrate the relationship between user group, backend system, and the desired solution, as shown in Figure 15.1:

        
            	
                User group

                
                    	
                        Procurement department: Allow the procurement department to make the decision before making any bulk purchase by analyzing the timeline pricing trend of goods from multiple sources and identifying the best suppliers for the purchase order.

                    

                

            

            	
                Backend system

                
                    	
                        SAP Ariba: BayView’s cloud-based procurement solution that allows the procurement department to connect with various suppliers to manage BayView’s supply chain and procurement service to do business globally and help the organization grow their businesses.

                    

                    	
                        SAP BTP: Platform as a service (PaaS) for BayView to build extensions to collect pricing data from multiple platforms, process the data using various SAP BTP services, and ultimately use the data for dashboard creation in SAP Analytics Cloud.

                    

                

            

            	
                Desired solution

                
                    	
                        Procurement price analysis: Automate the process to capture the daily pricing goods from multiple sources for pricing trend analysis and provide future price predictions to give the procurement department the flexibility to make the purchase based on needs and priority. 

                    

                    	
                        Procurement supplier rating: Filter and identify quality suppliers based on cumulative performance over time.

                        
                            [image: Solution Context Diagram]

                            Figure 15.1    
            Solution Context Diagram

                        
                    

                

            

        

    


                    
                        
        15.2    Architecture

        In this section, we’ll use the lean enterprise architecture to place the solution context into meaningful diagrams. We’ll start with the foundation baseline solution architecture and use it to further break down the solution concept diagram by incorporating the solution we’re aspiring to. Then, we’ll finalize the design with the solution realization diagram showing all the details for the technical implementation. Lastly, we’ll provide the environment and location information for the data center and cloud provider.

        Let’s start with the baseline solution architecture, which allows you to map the existing backend system, cloud provider (if any), and user group in a high-level architecture diagram to see how the current operations are taking place for the BayView procurement department. This activity helps you understand the relationship and dependency between all system components. All this information can be clearly visualized in a diagram, as shown in Figure 15.2, which you can use as a baseline for enhancement and improvement. 
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            Figure 15.2    
            Baseline Solution Architecture

        
        BayView is using the procure-to-pay solution within SAP ERP to handle their business transactions, and it’s integrated with SAP Ariba to enable collaboration with suppliers via SAP Business Network. The procurement business process flows between both systems. For example, the buyer (SAP ERP) can send a purchase order to the supplier (SAP Ariba), and the buyer will be notified when the purchase order is confirmed. Currently, the procurement department has access to SAP Business Network for Suppliers, but they are limited to the SAP Ariba-provided punchout catalog. With the goal to reduce operating costs and improve gross margin, BayView needs access to various supplier platforms to get the best price for their purchase. To do so, the procurement department must manually track the price movement from different platforms. This is manageable if it’s comparing against one or two supplier platforms; however, with the plan to continue expanding their supplier network to other B2C platforms, this becomes a bottleneck in the procurement process. The manual activity isn’t efficient and makes it difficult to perform any data analysis against the collected daily price, which is the key information to provide the pricing trend and supplier rating to the procurement department, helping them to make better decisions. 

        Based on the input from the baseline architecture diagram, we can further break down the design to build a high-level representation of the aspired solution. In this use case, two detailed dashboards will be built to provide all the necessary information to the procurement department to make purchase decisions using various SAP BTP services. Data from the SAP Ariba punchout catalog and all B2C platforms will be harmonized and used as input for SAP Analytics Cloud. Then, we’ll map the business capabilities and build the relationship and dependency with the backend system and user group, as shown in Figure 15.3.
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            Figure 15.3    
            Solution Concept Diagram

        
        The main purpose of the solution is to bring in intelligence in the procurement operation by providing holistic insights. This way, business users can immediately get an in-depth view of corporate spending analysis, perform price trend analyses, and plan future bulk purchases more intelligently.

        The procurement price analysis dashboard will be the primary canvas for business users to get a holistic view of the corporate spend analysis and do future planning. Following are some of the key highlights of the dashboard’s capabilities:

        
            	
                The procurement department can compare commodity pricing costs from all suppliers as well as the pricing trend based on historical data.

            

            	
                The procurement department has a high degree of confidence in future pricing on each commodity good, which gives them the flexibility to finalize the purchase order based on priority and urgency. 

            

            	
                The procurement department has visibility into the top-quality suppliers based on the defined key performance indicators (KPIs), such as supplier lead time and deliverable defect rate.

            

        

        Using the baseline solution architecture and solution concept diagram as inputs, we’re now ready for a more granular architecture by calling out all the required tools and services to build the desired solution. Figure 15.4 and Figure 15.5 depict the procurement price and supplier analysis dashboard solution that will be used by BayView. Dashboards will be built using SAP Analytics Cloud, which offers analytic functionalities to meet the needs of data exploration and visualization in the cloud. Other key SAP BTP services such as SAP Build Process Automation, SAP Datasphere, and SAP HANA Cloud database are used for data extraction, machine learning, and persistency, respectively. We’ll discuss these key services further in Section 15.3.

        Let’s walk through the solution architecture for these two key dashboards:

        
            	
                Procurement price analysis dashboard
The first dashboard is the procurement price analysis dashboard, as shown in Figure 15.4. BayView is looking to expand their supplier network beyond the SAP Ariba supplier network as they don’t want to be restricted to the SAP Ariba-provided punchout catalog only. To gain visibility into commodity goods from the punchout catalog and other B2C platforms, SAP Build Process Automation’s robotic process automation (RPA) capability is used to collect the daily price data automatically and persist it into the SAP HANA Cloud database. The process will be automated through a scheduled daily trigger, and users will be notified through email when the job is executed. Moreover, data will be processed using the time series analytic algorithm, which is part of SAP HANA’s Predictive Analysis Library (PAL) to generate future price predictions. With this, data can be visualized in SAP Analytics Cloud, which provides pricing trends based on historical data as well as future price predictions. Once the solution is built, BayView can easily scale up the solution by adding more supplier platforms. The key ingredient is the daily pricing data and supplier information, which can be obtained via an available application programming interface (API). If an API isn’t available, SAP Build Process Automation’s SAP Intelligent RPA capability is an alternative option to capture the pricing data from the browser screen.

            

        

        
            Note

            The enterprise needs to capture pricing from various external sources and from publicly available data where they have little control. In certain scenarios, the target system may not provide publicly available APIs. In such cases, we need to use screen scraping.
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            Figure 15.4    
            Procurement Price Analysis Solution Realization Diagram

        
        
            	
                Procurement supplier analysis dashboard
Next, let’s explore the procurement supply analysis dashboard, as shown in Figure 15.5. In a competitive market, the margin of pricing goods is usually not significant among the suppliers. Therefore, the next factor to consider in BayView’s supply chain and procurement process is to work with quality and reliable suppliers or business partners. Two key attributes—lead time and defect rate—are used to rate the suppliers. SAP Cloud Application Programming Model is used to get supplier-relevant information from available APIs and persist that information into the SAP HANA Cloud database. This information will then be fed into SAP Datasphere so that it can be processed using machine learning clustering algorithms, which is an unsupervised machine learning task to better group supplier segmentation. Next, the trained model will be exposed as a representational state transfer (REST) API for inference. Again, we’re using SAP Cloud Application Programming Model to wrap the REST API and expose it as an OData service, which is one of the data connections in SAP Analytics Cloud. Ultimately, all the data will be consumed in SAP Analytics Cloud for dashboard creation. 
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                    Figure 15.5    
            Procurement Supplier Analysis Solution Realization Diagram

                
            

        

        Last but not least, it’s important to lay out the environment and location diagram, as shown in Figure 15.6, which provides the information on where the solution building blocks are deployed at which location. Determining which location to host the data center can be based on security compliance, performance optimization, or services availability. BayView has multiple office locations in the United States, Canada, and Mexico. Therefore, they have decided to host all their systems and applications near the headquarters location.
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            Figure 15.6    
            BayView’s Environment and Location Diagram

        
    


                    
                        
        15.3    Selecting SAP BTP Services

        In this section, we’ll outline all the services that are used in the solution realization diagram from Section 15.2. We’ll explain the functionality of each service and how it contributes to the overall solution. 

        The following tools and services are relevant for our BayView use case: 

        
            	
                SAP Connectivity service
Allows secure access to remote services that run on the internet or on-premise. It includes the following components: 

                
                    	
                        Destination
Connection details for remote communication, such as URL, authentication method, and username and password, are encapsulated as a destination that can be used by SAP BTP. In this use case, SAP Cloud Application Programming Model is used to access information from SAP Datasphere and B2C platforms via available APIs.

                    

                    	
                        Cloud connector
The cloud connector serves as a link between SAP BTP and SAP ERP that enables integration between SAP ERP and SAP Ariba through a transport layer security encrypted tunnel, which is known as a reverse invoke. It runs as an on-premise agent in a secured network, which isn’t reachable from the internet, and it’s easy to set up and configure.

                    

                    	
                        SAP Integration Suite, managed gateway for spend management and SAP Business Network
SAP Integration Suite, managed gateway for spend management and SAP Business Network, enabled by the Cloud Integration capability in SAP Integration Suite, simplifies the integration process between SAP ERP and SAP Ariba. It specializes in supply chain and procurement processes with a defined set of message types and SAP Ariba interface-specific mappings. To do this, SAP ERP needs to have the SAP Integration Suite, managed gateway for spend management and SAP Business Network add-on installed in the system. The add-on enables SAP ERP to integrate the procure-to-pay solution with SAP Ariba to enable collaboration with suppliers via SAP Business Network.

                    

                

            

            	
                SAP Build Process Automation
SAP Build Process Automation uses the automation recorder to capture daily prices from all supplier platforms through the browser screen. This daily repetitive task can be automated through a scheduled, time-based job. 

            

            	
                SAP AI Core machine learning content
Supplier data from the SAP HANA Cloud database will be used to train the model using clustering algorithms to better group suppliers based on certain attributes. Once the model is trained, it will be exposed as a REST API for inference. 

            

            	
                SAP Cloud Application Programming Model
For the procurement supplier analysis solution, SAP Cloud Application Programming Model is used to access information from SAP Datasphere and B2C platforms through the available API. The first scenario is to access supplier information from B2C platforms so that it can be processed and persisted into the SAP HANA Cloud database. The second scenario is to get supplier grouping information from SAP Datasphere and expose it as an OData service so that it can be consumed by SAP Analytics Cloud.

            

            	
                SAP Analytics Cloud
SAP Analytics Cloud is a cloud-based analytics solution for enterprise-scale analytics. SAP provides interactive reports, live connectivity with operational data, and cutting-edge modern user experiences (UXs) for analytical charts. In the context of BayView, we need an analytics dashboard not only to analyze the operational data from supply chain platforms such as SAP Ariba, but also to gain deeper insights such as machine learning-based predictive analysis as well as insight to action. SAP Analytics Cloud is the right fit for all these enterprise-grade analytical capabilities.

            

            	
                SAP Build Process Automation Intelligent RPA desktop agent
Desktop agent is a component from SAP Build Process Automation that enables the automation of repetitive tasks to collect daily price data from all supplier platforms. It can be installed locally to a user desktop, and the user can set up unattended jobs at any time.

            

            	
                SAP HANA Cloud database
SAP HANA Cloud is used to persist the daily pricing data and supplier information. The data will be further processed by PAL and machine learning models in SAP HANA and SAP Datasphere, respectively. 

            

        

    


                    
                        
        15.4    Implementation

        In Section 15.3, we explained all the SAP BTP services that are used in this use case. Next, we’ll justify why these services are used while implementing the solution. 

        BayView aims to spend intelligently by making decisions based on facts and data. SAP Analytics Cloud will be used for dashboard creation to assist the procurement department to make better decisions. Because data will feed into SAP Analytics Cloud from SAP HANA Cloud, it simplifies the integration process as most SAP BTP services have tight integration with SAP HANA Cloud.

        
            15.4.1    Connect

            We need the SAP BTP connectivity and destination services to connect SAP BTP to the backend system like the on-premise enterprise core or the cloud SaaS such as SAP Ariba. 

            For our BayView use case, we’re trying to leverage the core supply chain functionality from SAP Ariba. BayView will manage suppliers, collaborate with supplier networks, manage indirect and direct spends, and, most importantly, manage procurement to ensure a smoother supply chain. During procurement operations, procurement managers will go through the SAP Ariba punchout catalogs that will list the products, pricing, and buying options. However, in our solution, BayView wants to extend this functionality to widen their search base and do a comprehensive price trend analysis. So, as a prerequisite, we need to have configurations on SAP Ariba for its standard punchout catalogs. These catalogs are one of the main sources that SAP Build Process Automation bots will go through periodically to gather vital price trend information, along with the other third-party sources. 

            All the necessary services on SAP BTP, such as SAP Build Process Automation and SAP Cloud Application Programming Model, would connect to the backend services via the SAP Connectivity service. We need to configure the destination on SAP BTP to the API endpoints. For on-premise systems though, the endpoints need to be allowlisted via the cloud connector, and only the virtual host and virtual port that are published through the cloud connector need to be configured on the SAP Destination service.

            In addition, on the SAP Datasphere front, we need to connect an SAP Datasphere pipeline to the various data sources. The primary reason for this is to connect to the centralized database so that the pipeline can source data from the SAP HANA Cloud database and feed that to the machine learning model for training and testing purposes. 

        
        
            15.4.2    Build

            Now, let’s move on to the build phase. For our BayView use case, the following are the build implementations in SAP BTP:

            
                	
                    SAP Build Process Automation
In this solution, we need to get pricing data periodically for various commodities from various external sources. This is a repetitive task, so to automate it, we would like to use SAP Build Process Automation. 

                    The primary task to configure the SAP Build Process Automation bot is to configure the agent on your desktop and to design the task flow. In this case, the task flow will train the bot to open the browser, go to the predefined website, search for a designated commodity product, and then grab the price of the product. Lastly, the bot needs to save the price list. On a basic level, the bot can simply save the price list in a Microsoft Excel file. However, we may need to have the bot call an API service to post the price data to a centralized database. In Section 15.4.4, we’ll cover the development for the service that is required for the SAP Build Process Automation bot.

                    Next, we need to enable the SAP HANA Cloud service on SAP BTP. This is the centralized service that will hold the consolidated data collected by the bot. We also need to enable the SAP HANA Deployment Infrastructure (HDI) container, which will be tied up to the actual database.

                    We’ll use the same HDI container and wrap the SAP Cloud Application Programming Model service around it. In that way, we can expose the data model as an OData entity and can provide a set of services for all create, read, update, delete (CRUD) operations. When the SAP Build Process Automation bot tries to put the data into the consolidated database, it can use this SAP Cloud Application Programming Model exposed OData service to post the collected data.

                

                	
                    SAP AI Core machine learning content
We can leverage SAP AI Core to build and fine-tune a machine learning model for our purposes. For supplier segmentation, we need to use a clustering algorithm. 

                    During the discovery phase, when we’re not sure which algorithm might fit best, we can use the machine learning functionality of SAP AI Core under its predictive AI portfolio. You can train various machine learning models, ingest data, preprocess and post-process data, and make production-ready machine learning models with this service. During discovery, we can try out various machine learning models and compare summary statistics and performance scores. Based on the scores, we can decide which machine learning model might be the best fit for the solution.

                    Once we decide on the algorithm, we can determine how to implement this. SAP HANA Cloud comes with some predefined and preconfigured machine learning models. If any of these algorithms fits our purpose, we can opt to call SAP HANA machine learning via the PAL. Another alternative is to use the set of machine learning algorithms available in SAP HANA Cloud. SAP HANA Cloud comes with a set of predefined algorithms, and we can add them in the pipeline to leverage them to their full extent. 

                

            

        
        
            15.4.3    Add Channel

            Next, let’s move on to the add channel phase. For our BayView use case, we’ll add channels through SAP Analytics Cloud.

            In this use case, dashboards and visibility into KPIs through data exploration and visualization is what resonates most with decision-makers. SAP Analytics Cloud has a live data connection with the SAP HANA Cloud database, which eliminates the need for data replication. Now that our system connectivity is set, and the required development to do the groundwork is done, we need to consume the results and bring the value to the end users. SAP Analytics Cloud provides cutting-edge analytics that connect to various data sources, get data from SAP HANA systems with a live connection, and provide interactive analytics such as drilldown reports, filtering, and so on. SAP Analytics Cloud will get operational data from an SAP HANA live connection and also get the predictive and clustering data from the machine learning inference API provided by SAP Datasphere.

            The dashboards for procurement price and supplier analysis are built in SAP Analytics Cloud using a time series trend chart and correlation scatterplot chart, respectively. Smart features such as smart grouping allows users to instantly visualize clusters of data as a bubble chart. Mock diagrams for both charts are shown in Figure 15.7 and Figure 15.8.
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                Figure 15.7    
            Price Trend Analysis Mock Diagram

            
            
                [image: Supplier Segmentation Mock Diagram]

                Figure 15.8    
            Supplier Segmentation Mock Diagram

            
        
        
            15.4.4    Deploy and Operate

            As the travel industry is trying to bounce back and operate on lower margins, BayView was under immense financial pressure to revamp their operations. The global smart OPEX program brings immediate value to the organization by providing key insights on how the commodity price trends are going around and helps managers put forth intelligent procurement strategies to ensure the supply chain and lower operating expenses. Because the entire solution is on public cloud-based SAP offerings, BayView need not spend from its stringent CAPEX budget to fund such a project. Rather, the company can run the solution on a subscription-based OPEX model.

            As we envisioned, the solution will provide data to value and insights to the operational data via analytical visualization and interactive charts. SAP Analytics Cloud will be in the forefront of this role-based, interactive, and intuitive UX. However, the real firepower of the solution is how we acquire, ingest, and analyze the data. For that, we must keep operating the SAP Build Process Automation bot in an operational infrastructure. In a productive landscape, this could be a set of dedicated machines where the SAP Build Process Automation bots need to be operational. 

            The other critical piece that needs extra attention is the SAP HANA Cloud database. We’re not only ingesting and placing that data in this centralized database, but we’re also taking care to have a strategy for archiving and managing the data volume. The sizing of the SAP HANA database needs to be determined accordingly.

            Lastly, we need to have an SAP BTP, Cloud Foundry runtime, which will act as the well-oiled machine to bridge the gaps and provide continuous service to ensure smoother operations. The SAP BTP, Cloud Foundry runtime, will host the SAP Cloud Application Programming Model services that will enable the SAP Build Process Automation bots to post the data as well as help consume data on SAP Analytics Cloud for some critical pieces.

        
    


                    
                        
        15.5    Summary

        In this chapter, we’ve explored the use case for using SAP Analytics Cloud for data exploration and visualization. On top of that, we leveraged the PAL for future price prediction and trained a machine learning model using SAP Datasphere for supplier cluster grouping based on certain data points. Using the lean enterprise architecture, we detailed the use case scenario from a high-level overview to a detailed solution realization diagram. Next, we also explained and justified all the services being used in the implementation. However, note that this isn’t the recommendation for a real-world use case, as you always need to evaluate the scenario individually. 

        In the next chapter, we’ll use the same approach to drill down into the use case for improving employee onboarding processes and ensuring higher employee engagement within the organization.

    


                    
                        16    Curating a Guided Prehire Experience by Extending SAP SuccessFactors
In this chapter, we’ll describe how Aceme Inc. leveraged SAP BTP to provide a prospective employee a prehire guided experience. The solution was then extended to increase employee engagement throughout the organization. 
In this use case, a fictitious aerospace and defense company (Aceme Inc.), headquartered in San Diego, CA, has recently secured a lucrative contract worth $10 billion to supply aircraft to the US Department of Defense. The contract entails a 30% initial payment, and the remainder disbursed through milestone payments over three years. Aceme recognizes that any lapses or delay in delivery will jeopardize their opportunity for future contract awards. Therefore, it’s vital for Aceme to ensure they are equipped with every resource necessary to execute and deliver on their commitments. Aceme’s leadership has identified the following as the most pressing needs to sustain their trajectory of success:

        	
            Increase company-owned inventory for all stock materials essential for production.

        

        	
            Secure leases and acquisitions of additional spaces for manufacturing and storage purposes. 

        

        	
            Invest in additional machinery to enhance productivity.

        

        	
            Embrace technological advancements and automation to optimize the existing supply chain infrastructure, accommodating the increasing demand.

        

        	
            Ensure alignment of every single process with regulatory compliance standards.

        

    
To accomplish these objectives, immediate expansion and scaling up of the workforce are necessary across all departments, with particular emphasis on the manufacturing department for optimizing productivity, the IT department for system implementation and operation, and the legal department for ensuring compliance. While hiring may seem straightforward, hiring effectively requires careful consideration. 
We’ll explore the architecture, relevant SAP BTP tools and services, and implementation processes for Aceme in this chapter. First, we’ll take a closer look at our use case. 

        16.1    Description

        Sarah, the head of the human resources (HR) department, recognizes that the existing onboarding process is insufficient to meet the hiring demands expected over the next 18 months. Given that the HR department holds primary responsibility for employee recruitment, Sarah is committed to ensuring her team can perform optimally. She has conveyed the following concerns to the leadership: 

        
            	
                Ineffective communication with prehire employees prior to their actual onboarding day 
Currently, there is no systematic solution in place for communicating and engaging with prehire employees. All communication occurs via email or phone calls. Continuous email correspondence with prehire employees is used to track pending tasks required for their onboarding day.

            

            	
                Low employee engagement between departments where each department works in their own silo 
There is currently no unified platform or incentive to foster employee engagement. If this approach persists, it could lead to a siloed culture, diminishing organizational efficiency and potentially damaging the working environment.

            

        

        Given the significant ramifications for the organization and the criticality of successful contract execution, it’s imperative to address these issues promptly. The leadership has urged all employees to actively participate and collaborate with the HR department to resolve them. Currently, the HR department relies on SAP SuccessFactors as their HR management system, which doesn’t offer a solution to the aforementioned issues. Sarah is confident that SAP SuccessFactors provides them with the necessary tools for daily HR functions, but additional technologies and extensions are required to enhance the hiring process and bridge existing gaps among employees.

        Following lean enterprise architecture principles, we’ll commence with the initial step, which involves creating a strategy map. By using a strategy map, we can visualize Aceme’s strategic intentions and organize information systematically, as outlined in Table 16.1.

        
            
                
                    	
                        Vision

                    
                    	
                        Empower the future of the aerospace and defense industry by fostering collaboration among all industrial stakeholders, driving continuous exploration and innovation through technology.

                    
                

                
                    	
                        Driver

                    
                    	
                        Bring the company’s patented technology to the market. 

                    
                

                
                    	
                        Goals

                    
                    	
                        Continue to innovate and expand the manufacturing capacity to meet the highly demanding industry.

                    
                

                
                    	
                        First Strategic Goal

                    
                    	
                        Standardize and streamline prehire employee onboarding processes.

                    
                

                
                    	
                        Objective

                    
                    	
                        Implement a guided experience for prehire employee onboarding, enabling systematic monitoring of progress by managers and the HR department, thereby reducing reliance on email and phone call communication.

                    
                

                
                    	
                        Project and Initiative

                    
                    	
                        Prehire employee onboarding process.

                    
                

                
                    	
                        Second Strategic Goal

                    
                    	
                        Provide a unified platform for employee engagement.

                    
                

                
                    	
                        Objective

                    
                    	
                        Enable employee communications within teams and across departments. Additionally, enable the HR department to efficiently communicate with employees and gather periodic feedback.

                    
                

                
                    	
                        Project and Initiative

                    
                    	
                        Employee engagement.

                    
                

            
        

        Table 16.1    
            Strategy Map for Aceme

        Based on the information from the strategy map, our next step is to develop a solution context diagram. This diagram will offer a high-level overview of the desired solution in a format that is easily comprehensible for the business. It will comprise three key components to depict the relationships, as shown in Figure 16.1:

        
            	
                User groups

                
                    	
                        Prehire employee: Enable prehire employees to fulfill the necessary onboarding checklist and undergo a guided onboarding experience. In addition, grant prehire access to company information ahead of their official onboarding day.

                    

                    	
                        Employee: Empower employees to publish department-specific content and facilitate seamless information sharing and collaboration across departments. 

                    

                    	
                        HR department: Enable the HR department to monitor the progress of prehire employee onboarding, gather feedback, and share content to employees.

                    

                

            

            	
                Backend system

                
                    	
                        SAP SuccessFactors: Aceme’s cloud-based human capital management (HCM) software application, used for day-to-day core HR functions, including payroll, recruitment, employee performance management, and learning experiences.

                    

                    	
                        SAP BTP: A platform as a service (PaaS) provided by SAP, allowing Aceme to develop extensions and innovations on top of SAP SuccessFactors to address specific business requirements and enhance functionality.

                    

                

            

            	
                Desired solution

                
                    	
                        Prehire employee onboarding: Enhance and streamline the prehire employee onboarding process by transitioning from email or phone call communications to system applications. Prehire employees will have access to a guided onboarding experience complete with a checklist, while the HR department can systematically monitor the progress of prehire onboarding.

                    

                    	
                        Employee engagement: Establish a unified platform for employee communication and interaction, facilitating engagement within their respective teams and across departments. Additionally, the HR department can use the same platform for general announcements, sharing content (e.g., annual benefit enrollment), and, crucially, gathering employee feedback.
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                            Figure 16.1    
            Solution Context Diagram

                        
                    

                

            

        

    


                    
                        
        16.2    Architecture

        In this section, we’ll use various architecture diagrams based on the lean enterprise architecture to place the solution context into a meaningful diagram. We’ll start with the foundation baseline solution architecture and use it to further break down the solution concept diagram by incorporating the solution we’re aspiring to. Then, we’ll finalize the design with the solution realization diagram showing all the details for the technical implementation. Lastly, we’ll provide the environment and location information for the data center and cloud provider.

        Let’s begin by illustrating the baseline solution architecture to provide clarity on the existing infrastructure, cloud provider (if applicable), and user groups. This activity helps in constructing building blocks to comprehend the relationships and dependencies among existing system components, as shown in Figure 16.2.

        At Aceme, SAP SuccessFactors serves as the backend system, supporting core HR functions. Presently, SAP SuccessFactors offers a robust and intelligent employee onboarding solution aligned with industry standards. However, there exists a gap in the process to accommodate prehire employee onboarding scenarios. The HR department is compelled to manually track and communicate with prehire employees via email or phone calls to ensure their readiness for their first day of employment. Initially manageable when hiring occurred at a steady rate, this process becomes untenable with the prospect of large-scale recruitment and hiring over an extended period. Consequently, it creates bottlenecks in the employee onboarding process, resulting in delays of employee onboarding.
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            Figure 16.2    
            Baseline Solution Architecture

        
        Based on the baseline architecture diagram and the identified gap in the onboarding process for prehire employees, we can further refine the design to create a high-level representation of the desired solution, known as the solution concept diagram. This diagram will outline the key building blocks for the desired solutions, including the prehire employee onboarding process and employee engagement.

        In the solution concept diagram shown in Figure 16.3, we’ll introduce new extensions to be built and deployed into SAP Build Work Zone, advanced edition aimed at enhancing the HR department’s management of the overall employee onboarding process for prehire employees. Additionally, the HR department will leverage other SAP BTP services to promote and facilitate employee engagement within the organization:

        
            	
                Prehire employee onboarding process
To ensure a smooth transition for prehire employees, they will have access to an onboarding checklist before their actual onboarding day. By completing this checklist in advance, prehire employees can prepare themselves for their new roles and responsibilities. Meanwhile, the HR department will have the capability to monitor the progress of prehire employees and take proactive measures as the onboarding day approaches. This proactive approach helps mitigate any potential issues and ensures a seamless onboarding experience for new employee.

            

            	
                Employee engagement
Employees will have the ability to publish content tailored to their teams or share information across different departments. Additionally, the HR department can use this common platform to effectively communicate with employees, make announcements, share vital information, and leverage additional services such as Qualtrics to gather employee feedback through surveys.
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                    Figure 16.3    
            Solution Concept Diagram

                
            

        

        In the solution realization diagram as shown in Figure 16.4, we’ll outline all the necessary tools and services required to build the desired solutions: prehire employee onboarding process and employee engagement. Both solutions will leverage SAP Build Work Zone, advanced edition as a common platform for accessing the application. Due to its integration flexibility with external applications, additional services can be seamlessly incorporated to enhance organizational value. Let’s delve into how these solutions function with both building blocks: 

        
            	
                Prehire employee onboarding process
To address the gap in the onboarding process for prehire employees, we’ll develop and deploy a to-do list application within SAP Build Work Zone, advanced edition. This application will guide prehire employees through the onboarding process prior to their actual start date. We’ll use services within SAP Build Process Automation, including process, decisions, and process visibility, to construct the onboarding process for prehire employees.
For instance, decisions will determine whether the onboarding should be conducted virtually or on-site. When prehire employees complete the checklist, the process will continue to advance to the next stage of the process until completion. With the prehire onboarding process now handled systematically, the HR department can leverage the process visibility service to monitor progress without the need for manual tracking via email or phone calls. This approach ensures a more efficient and streamlined onboarding experience for prehire employees while providing the HR department with real-time visibility into the process’s progress.

            

            	
                Employee engagement
SAP Build Work Zone, advanced edition will serve as Aceme’s central platform, accessible to all employees across departments. Through a guided experience application, employees can seamlessly navigate complex, end-to-end processes spanning the organization. Leveraging SAP’s HR guided experience applications, such as Spot Award and Return to Work, various HR-related transactions are consolidated into one accessible location, enhancing user convenience by eliminating the need to perform transaction across multiple applications. 

                Furthermore, employees will have the capability to create and publish content tailored for their team’s utilization and improve collaboration and knowledge sharing within the organization. For the HR department, SAP Build Work Zone, advanced edition presents an ideal platform for conducting surveys to gather valuable employee feedback using tools such as Qualtrics to enhance the employee engagement and feedback collection process.
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                    Figure 16.4    
            Solution Realization Diagram

                
            

        

        In the environment and location diagram as shown in Figure 16.5, we provide details on where the solution building blocks are deployed and their respective locations. Aceme has made strategic decisions regarding hosting locations based on factors such as security compliance, performance optimization, and service availability. Aceme decides to host their SAP SuccessFactors system at the Chandler, AZ, data center and to host SAP BTP in Quincy, WA, which is near their headquarters in San Diego, CA. This proximity enhances connectivity and minimizes latency for operational efficiency.
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            Figure 16.5    
            Environment and Location Diagram for Aceme

        
    


                    
                        
        16.3    Selecting SAP BTP Services

        In this section, we’ll outline all SAP BTP services that are used in the solution realization diagram discussed in Section 16.2. We’ll explain the functionality of each service and how it contributes to the overall solution. The following tools and services will be relevant for our Aceme use case:

        
            	
                SAP SuccessFactors Work Zone
A modern digital workplace solution that prioritizes user productivity and engagement through an intuitive digital experience solution. It achieves this by offering central access to applications, streamlined processes, and crucial information. SAP SuccessFactors Work Zone, in particular, specializes in providing HR-focused templatized content, seamlessly integrating with the SAP SuccessFactors Human Experience Management (HXM) Suite on SAP Build Work Zone, advanced edition:

                
                    	
                        UI integration card: SAP SuccessFactors application and information can be conveniently represented through preconfigured cards, including list cards, object cards, table cards, timeline cards, and more. These cards offer a user-friendly interface for accessing and interacting with HR-related data and functionalities. 

                    

                    	
                        Guided experiences: Content packages and guided experiences tailored for specific lines of business or industries such as the Spot Award and Return to Workplace apps, which streamline complex processes by consolidating them into a single platform. This approach eliminates the need to navigate across multiple systems, enhancing user efficiency and experience. 

                    

                    	
                        Workspace templates: Configurable workspace templates equipped with predefined cards, providing users with a variety of options to customize their workspaces. These templates enable users to create personalized workspaces tailored to their specific needs and preferences.

                    

                

            

            	
                SAP Build Process Automation
The following services are crucial for digitizing process, managing decisions, and obtaining end-to-end process visibility, forming the backbone of the overall solution:

                
                    	
                        Decisions: Enables the system to determine whether employee orientation should be conducted virtually or on-site based on the employee’s onboarding date.

                    

                    	
                        Process: Build the entire prehire onboarding process within the process. It facilitates the automation and orchestration of tasks, ensuring that each step in the onboarding process is executed seamlessly and in the correct sequence.

                    

                    	
                        Process visibility: Translates process information into meaningful key performance indicators (KPIs), enabling users to monitor and identify system bottlenecks.

                    

                

            

            	
                SAPUI5
SAP recommends SAPUI5 for SAP Fiori web application development, ensuring consistent user interfaces (UIs) within SAP BTP. In this scenario, guided onboarding process applications can be developed and seamlessly deployed into SAP Build Work Zone, advanced edition. This approach promotes innovation within organizations by facilitating the creation of additional applications aimed at enhancing productivity and improving business process efficiency. 

            

            	
                SAP HANA Cloud database
SAP offers three options for persistency in SAP BTP: SQLite, PostgreSQL, and the SAP HANA Cloud database. SQLite is primarily used for local application testing, while PostgreSQL serves as a cost-effective alternative to the SAP HANA Cloud database. However, SAP has made substantial investments in the SAP HANA Cloud database, concentrating much of its innovation efforts in this area. Furthermore, development experience is significantly streamlined in SAP BTP due to its seamless integration with SAP HANA Cloud database. 

            

        

    


                    
                        
        16.4    Implementation

        In Section 16.3, we elaborated on the SAP BTP services used in this use case. Aceme relies on SAP SuccessFactors to facilitate their core HR functions and seeks to enhance and extend their existing onboarding process. SAP BTP emerges as the ideal platform for creating a side-by-side extension. A pivotal component of this use case is SAP SuccessFactors Work Zone, and the integration of other services with SAP SuccessFactors Work Zone is important for achieving strategic objectives.

        We’ll delve into the implementation process, leveraging key tools and services to realize the desired enhancements and extensions to Aceme’s onboarding process.

        
            Note

            During the build phase in Section 16.4.2, SAP Build Process Automation’s process incorporates a feature that wasn’t available at the time of writing. The intermediate message event, crucial for this functionality, is currently slated for delivery in Q3 2024 per the road map. To work around this limitation, the only viable solution is to construct the workflow module using SAP Business Application Studio and subsequently deploy it to SAP Build Process Automation.

        

        
            16.4.1    Connect

            In the connect phase of our implementation process for Aceme, we’ll focus on establishing connectivity between SAP SuccessFactors Work Zone and SAP BTP. This connection is crucial for enabling users to access SAP SuccessFactors applications and perform complex transactions seamlessly through SAP SuccessFactors Work Zone, eliminating the need to navigate through multiple applications in SAP SuccessFactors directly. 

            To work with HR content within the SAP SuccessFactors Work Zone solution, several prerequisite steps need to be completed. These steps include configuring the Identity Authentication service and Identity Provisioning service, as well as creating SAP SuccessFactors destinations. These actions lay the groundwork, ensuring smooth access to HR-related functionalities and content within the SAP SuccessFactors system.

            
                Further Resources

                Detailed steps on how to configure and use SAP SuccessFactors Work Zone can be found in http://s-prs.co/v544048.

            

        
        
            16.4.2    Build

            In the build phase of our implementation for Aceme, we’ll focus on the following key tasks within SAP BTP:

            
                	
                    Building the prehire onboarding solution with SAP Build Process Automation
In our Aceme use case, SAP Build Process Automation is used to streamline and automate the prehire employee onboarding process. Figure 16.6 illustrates a prehire onboarding scenario leveraging the process within SAP Build Process Automation. Note that the highlighted boxes represent intermediate message events, which were not available at the time of writing (but should be released in Q3 2024). By digitizing the onboarding process, Aceme ensures a seamless and efficient onboarding experience for prehire employees, enhancing engagement and expediting the integration of new hires into the organization:

                    
                        	
                            Welcome email with logon URL: Upon the prehire employee’s acceptance of the offer, a welcome email containing login URL is automatically generated and sent. Subsequently, the process instance enters an idle state, awaiting confirmation that the employee has completed the assigned to-do list.

                        

                        	
                            Orientation scheduling task: The process proceeds with a task to schedule the prehire employee’s orientation. Before sending out the orientation details, the decision is invoked to determine whether the orientation should be conducted virtually or on-site, based on the employment date.

                        

                        	
                            Orientation reminder email: An email reminder regarding the orientation schedule is sent to the employee, ensuring they are informed and prepared for the upcoming orientation session.

                        

                        	
                            Orientation completion: Following the employee’s attendance at the orientation, the HR department records their participation, signifying the successful completion of the prehire onboarding process.
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                        Figure 16.6    
            Process for Prehire Employee Onboarding Process

                    
                    
                        Note

                        This process only serves as an example for the use case. It doesn’t represent the prehire onboarding solution. 

                    

                    In our use case, decision with text rule type as depicted in Figure 16.7, is used to determine the employee onboarding type. Specifically, if the onboarding date precedes February 5th, 2021, the orientation will be conducted virtually. 
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                        Figure 16.7    
            Decisions to Determine the Onboarding Type

                    
                    Once the process is deployed, it can be imported into the process visibility scenario for dashboard creation. 

                    
                        Further Resources

                        You can refer to https://developers.sap.com/tutorials/spa-create-process-visibility.html for the steps on how to create a visibility scenario for a deployed process. 

                    

                

                	
                    Building the OData service for the onboarding to-do list
SAP Cloud Application Programming Model is used to build an OData service for the onboarding to-do list. This development will take place within SAP Business Application Studio. Additionally, the OData service is designed to update the to-do list as users process through and completes individual tasks, as shown in Figure 16.8.

                

            

        
        
            16.4.3    Add Channel

            In the add channel phase for our Aceme use case, the objective is to develop the to-do list application using SAP Fiori and subsequently deploy it into SAP BTP.

            SAP Fiori uses the SAPUI5 frontend framework to provide a modern user experience for SAP software, replacing traditional SAP GUI transactions or Web Dynpro. When building the SAPUI5 application, it’s essential to use the managed app router instead of the standalone app router. This ensures visibility of the application in SAP Build Work Zone, advanced edition once it’s deployed into Cloud Foundry.

            To begin, the setup of SAP Business Application Studio for SAP Fiori development is necessary. Following this, the project can be initiated using the UI integration card template. The OData service previously built can then be used to display the onboarding to-do list, as illustrated in Figure 16.8.

            Upon clicking an item in the list, a POST call is initiated to the OData service to mark the task as completed. Subsequently, upon completion of all tasks, a message is sent to the process instance to resume the onboarding process.
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                Figure 16.8    
            Onboarding To-Do List UI Integration Card

            
            
                Further Resources

                Go to http://s-prs.co/v544051 to learn how to add the SAPUI5 integration card to SAP Build Work Zone, advanced edition.

            

        
        
            16.4.4    Deploy and Operate

            In the deploy and operate phase, we’ll walk through the end-to-end processing for both the prehire employee onboarding process and employee engagement in our scenario.

            After successfully completing three rounds of extensive interviews with Aceme, Leonardo receives positive feedback and is offered a position within their engineering team. This position is senior level with competitive remuneration, and Leonardo gladly accepts the offer.

            Following Leonardo’s acceptance, the HR department initiates the onboarding process. The subsequent day, Leonardo receives a welcome prehire onboarding email from Aceme, which includes the login URL. Upon accessing the URL, Leonardo is prompted to create an account for himself. Upon successful login, Leonardo is directed to the onboarding page, as depicted in Figure 16.9. From this point onward, Leonardo will be systematically guided through his prehire onboarding tasks in preparation for his official start date on January 5th, 2021.
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                Figure 16.9    
            Guided Onboarding Process for Prehire Employee

            
            The HR department doesn’t need to manually track Leonardo’s onboarding progress on a daily basis. Instead, an automated reminder email notification is configured to be dispatched to both Leonardo and his hiring manager if a task remains incomplete beyond a specified duration. Additionally, both the hiring manager and the HR department have access to a prehire onboarding dashboard, illustrated in Figure 16.10. Through this dashboard, the hiring manager can readily observe that one hire, Leonardo, has yet to complete his task. 
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                Figure 16.10    
            Prehire Onboarding Visibility Scenario

            
            Once Leonardo completes his to-do list tasks, it will trigger the initiation of the next onboarding process. The HR department will receive a task to schedule Leonardo’s orientation on his official onboarding day, provided his documents and tasks have been verified. Upon scheduling the orientation, Leonardo will receive an email containing the orientation details. It has been decided that for any onboarding date preceding February 5th, the orientation will be conducted virtually. As such, Leonardo’s orientation will take place remotely. The orientation process is meticulously managed through email communications. Depending on the employee’s onboarding date, they will be promptly notified whether their orientation will be conducted remotely or on-site. 

            Fast-forwarding to January 5th, Leonardo’s actual employment day arrives. He attends his orientation virtually, and the HR department records his attendance, thereby concluding the prehire onboarding process.

            With this, Leonardo officially becomes a permanent employee of Aceme. He is granted access to the Aceme employee benefits enrollment site, depicted in Figure 16.11. Additionally, the hiring manager can include Leonardo in the team site, granting him access to information and content shared by his team members. 
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                Figure 16.11    
            Benefits Open Enrollment through SAP Build Work Zone, Advanced Edition

            
            Leonardo’s onboarding journey doesn’t end here. As depicted in Figure 16.12, Leonardo is presented with assignments and tasks to be completed on a weekly basis. All relevant information and instructions are conveniently accessible within the Aceme employee site. Additionally, Leonardo is encouraged to participate in surveys to provide valuable feedback to the management team.

            Using SAP Build Work Zone, advanced edition, Leonardo gains access to a centralized platform serving as a single point of entry for various activities, including accessing information, sharing content, completing administrative tasks, and more. This platform not only facilitates Leonardo’s engagement with the organization but also serves as an effective tool for the HR department to interact with employees, fostering collaboration and communication across the company. 

            SAP SuccessFactors Work Zone offers various functionalities and features specifically for administrators, as illustrated in Figure 16.13. Among these, a built-in dashboard is provided, enabling the system administrator to monitor user traffic, workspace activity, and other pertinent metrics. This data serves as valuable insights, allowing administrators to discern which content garners the most interest from users. Consequently, efforts can be redirected toward enhancing popular areas, while inactive pages can be substituted or removed altogether. 
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                Figure 16.12    
            Content Sharing and Qualtrics Survey
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                Figure 16.13    
            Administration Console in SAP Build Work Zone, Advanced Edition

            
            Furthermore, administrators have the capability to configure various aspects such as theming and branding, establish custom terms of service under compliance and security guidelines, facilitate UI integration, and enable external integration with platforms such as Microsoft Teams.

        
    


                    
                        
        16.5    Summary

        In this chapter, we’ve delved into the use case of leveraging SAP SuccessFactors Work Zone as a platform to extend and execute HR solutions. Based on the principle of lean enterprise architecture, we broke down the details into strategy maps and various architecture diagrams. This process produces an architecture diagram that serves as a blueprint for developers during technical implementation.

        Furthermore, we outlined all the SAP BTP services, explaining their roles in contributing to the overall solution across different development phases. By understanding the functionalities of these services, developers gain insights into their utilization for building and deploying HR solutions effectively.

        Lastly, we provided explanations and justifications for the selection of these services, explaining how they benefit Aceme. These rationales serve as valuable references for future decision-making, aiding in the selection of the most suitable services for specific scenarios.

        In the next chapter, we’ll adopt a similar approach to explore another use case: incorporating COVID-19 data into an employee’s travel destination. Through the same methodology, we’ll drill down into the details of this scenario, employing lean enterprise architecture principles to provide a comprehensive understanding of the implementation process.

    


                    
                        17    Integrating the COVID-19 Risk Index with SAP Concur
In this chapter, we’ll describe how Qitic Inc., a fictitious software consulting company, incorporates COVID-19 risk information into the employee travel booking itinerary to improve employee safety during the pandemic. 
Qitic Inc., a fictional software consulting firm based in Seattle, WA, offers professional services spanning various domains, including strategy consulting, technology implementation, and operations. Given the nature of its work, employees are typically required to be present at clients’ sites. The company uses SAP Concur for managing travel and expenses, which had been functioning seamlessly until March 11, 2020, when the World Health Organization (WHO) declared COVID-19 a global pandemic. As you know, this declaration led to widespread disruptions across industries, particularly impacting the airline sector. Many countries imposed restrictions on foreign entry, while others enforced total lockdowns with no travel permitted. Consequently, we witnessed a significant shift in working culture toward remote operations. This transformation is now imperative for many companies to embrace and adapt to. Notably, the transition to remote work has alleviated financial pressures for Qitic while maintaining business efficacy. 
Qitic’s technology implementation and operations division has embraced change by providing both remote and on-site services to clients, provided there are no travel restrictions in place. Unlike the technology sector, the strategy consulting domain faces challenges in delivering remote services, as it necessitates close collaboration between employees and the client’s leadership team to comprehend the entirety of the company. Compounding this issue, the demand for strategy consulting services is surging to unprecedented levels as clients strive to navigate successfully through the pandemic and emerge stronger. 
A year later, many countries had made significant progress in vaccinating their populations and had begun to relax travel restrictions. However, the threat of COVID-19 persists, with various variants emerging worldwide. Ensuring the safety of employees during travel is important, prompting Qitic’s management to seek a balance for consultants on the move. To achieve this, Qitic aims to integrate COVID-19 risk index information into employees’ travel itineraries, empowering them to make informed decisions based on their comfort levels. In the event of a lockdown or sudden emergence of high-risk destinations, managers should have visibility into their employees’ itineraries to take appropriate action.
To assist Qitic in implementing this solution, we’ll explore leveraging SAP Business Technology Platform (SAP BTP) solutions. This chapter will delve into the architecture, relevant tools, and services offered by SAP BTP, as well as the implementation process tailored specifically for Qitic. First, let’s make a detailed examination of our use case. 

        17.1    Description

        Following the onset of the COVID-19 pandemic, Qitic management found themselves in the continual task of monitoring and evaluating the risks associated with employee travel to client sites. This assessment is subject to frequent fluctuations based on daily reported COVID-19 cases and external events. Qitic aims to harness publicly available COVID-19 data to ascertain the risk index of each travel destination. A destination is deemed high-risk if more than 5% of its population has reported COVID-19 cases, coupled with a hospitalization rate of 50% or higher. With the emergence of variants Delta and Omicron, it’s evident that COVID-19 is an ever-evolving threat, necessitating vigilance and data-driven decision-making. 

        Once the risk index for a travel destination is determined, management can offer guidance to both managers and employees to tailor their travel plans accordingly, recognizing that individual risk tolerances vary. For instance, a vaccinated individual may have a higher risk tolerance compared to an employee with a medical history of illness. Furthermore, depending on the contagiousness or severity of a variant, Qitic seeks the flexibility to adjust the risk index, accordingly, ensuring that the appropriate level of risk is reflected for each destination.

        Per lean enterprise architecture guidance, the initial step involves crafting a strategy map. This map serves to visualize Qitic’s strategic intentions and compartmentalize pertinent information. Table 17.1 provides a representation of the strategy map.

        
            
                
                    	
                        Vision

                    
                    	
                        Ensure that employees feel safe and confident to travel to customer locations.

                    
                

                
                    	
                        Driver

                    
                    	
                        Provide risk factors on the employee travel itineraries.

                    
                

                
                    	
                        Goals

                    
                    	
                        Meet the demand of strategy consulting services to seize the opportunity during the pandemic.

                    
                

                
                    	
                        First Strategic Goal

                    
                    	
                        Construct a risk index based on COVID-19 data.

                    
                

                
                    	
                        Objective

                    
                    	
                        Provide employees the risk index of their travel itinerary based on COVID-19 data so that they can decide whether to travel depending on their risk tolerance.

                    
                

                
                    	
                        Project and Initiative

                    
                    	
                        Incorporate the COVID-19 travel risk index to employee travel itineraries.

                    
                

                
                    	
                        Second Strategic Goal

                    
                    	
                        Provide flexibility to change the risk index.

                    
                

                
                    	
                        Objective

                    
                    	
                        Enable the Qitic IT department to change the solution parameters that affect the risk index.

                    
                

                
                    	
                        Project and Initiative

                    
                    	
                        Flexibility to change the travel risk index.

                    
                

            
        

        Table 17.1    
            Strategy Map for Qitic

        Based on the information derived from the strategy map, we’ll now construct a solution context diagram to offer a high-level depiction of the desired solution that can be easily understood by the business. The diagram will comprise three primary components to illustrate the relationship, as shown in Figure 17.1:

        
            	
                User group

                
                    	
                        Travel employee: Allows employees to access their travel itinerary and view the associated risk index. Provides notifications when the risk index exceeds a predetermined threshold, enabling employees to make informed decisions about their travel plans.

                    

                    	
                        Manager: Grants managers visibility into employees’ travel itineraries, highlighting destinations categorized as high-risk zones. Notifies managers when an employee’s travel destination poses elevated risks, facilitating proactive communication and coordination.

                    

                    	
                        System analyst: Enables system analysts to modify solution parameters in response to guidance from authoritative sources such as the Centers for Disease Control and Prevention (CDC) or critical external events. Adjusts risk indexes accordingly to reflect changing circumstances and ensure the accuracy of risk assessments. 

                    

                

            

            	
                Backend system

                
                    	
                        SAP SuccessFactors: Qitic’s cloud-based human capital management (HCM) software application. Supports core HR functions and may integrate with other systems to manage employee data and risk assessment.

                    

                    	
                        SAP Concur: SAP’s cloud-based solution simplifying Qitic’s travel and expense management. Used predominantly by traveling consultants for managing travel itineraries and expenses.

                    

                    	
                        COVID-19 data: Aggregates publicly available COVID-19 data from application programming interfaces (APIs), including total positive cases and hospitalization rates. Uses this data to calculate risk indexes for travel destinations and provides real-time updates to employees and managers.

                    

                

            

            	
                Desired solution

                
                    	
                        Travel COVID-19 risk index: Provide a COVID-19 risk index for employee travel destinations using real-time COVID-19 data. Depending on the CDC travel health guidance or any external event, solution parameters can be changed to accurately reflect the current risk.

                        
                            [image: Solution Context Diagram]

                            Figure 17.1    
            Solution Context Diagram

                        
                    

                

            

        

        Table 17.2 outlines the criteria for categorizing travel destinations into different risk levels. If the reported cases exceed 15% of the total population and the hospitalization rate is greater than 40%, the destination is considered high risk. Otherwise, if the reported cases are between 10% and 15% of the total population and the hospitalization rate is less than or equal to 30%, the destination falls into the medium risk category. If there are no reported cases or the reported cases are less than or equal to 5% of the total population, the destination is classified as low risk.

        These criteria can be adjusted based on guidance from authoritative sources such as the CDC or in response to critical external events to ensure the risk index reflects the current situation accurately.

        
            
                
                    	
                        Reported Cases per Total Population (%)

                    
                    	
                        Hospitalization Rate (%)

                    
                    	
                        Risk Index

                    
                

            
            
                
                    	
                        15

                    
                    	
                        40

                    
                    	
                        High

                    
                

                
                    	
                        10

                    
                    	
                        30

                    
                    	
                        Medium

                    
                

                
                    	
                        5

                    
                    	
                        20

                    
                    	
                        Low

                    
                

            
        

        Table 17.2    
            Qitic COVID-19 Risk Index

    


                    
                        
        17.2    Architecture

        In this section, we’ll use various architecture diagrams, based on lean enterprise architecture principles, to establish a comprehensive understanding of the solution context. We’ll start with the foundational baseline solution architecture, which entails mapping the existing backend systems, cloud provider (if applicable), and user groups in a high-level architecture diagram. This activity helps in creating building blocks, as depicted in Figure 17.2, to understand the relationships and dependencies among all system components.

        This baseline solution architecture serves as a framework for further describing the solution concept diagram by incorporating the desired solution. Subsequently, we’ll finalize the design with the solution realization diagram, which will provide comprehensive details for the technical implementation. Finally, we’ll provide environment and location information for the data center and cloud provider.
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            Figure 17.2    
            Baseline Solution Architecture

        
        SAP SuccessFactors and SAP Concur are the backend systems for Qitic to support their core HR functions and expense and travel management system, respectively. However, due to the ongoing COVID-19 pandemic, employees are hesitant to travel for safety reasons, posing challenges for Qitic, whose revenue primarily relies on strategy consulting services. Currently, Qitic advises employees to monitor travel destinations using publicly available COVID-19 data, but outdated information or sudden outbreaks may jeopardize their safety. Management attempts to improve communication through managers but lacks visibility into employees’ travel itineraries.

        Based on the baseline architecture diagram, we can further refine the design to construct a high-level representation of the desired solution in the solution concept diagram. Key building blocks required for a travel COVID-19 risk index solution include leveraging existing data from SAP SuccessFactors for employee structure and extracting travel itineraries from SAP Concur. New applications will be developed to integrate COVID-19 data into travel itineraries, with essential metrics and rules stored in the Decisions service of SAP Build Process Automation. Figure 17.3 illustrates this solution’s building blocks with SAP BTP services: the travel COVID-19 risk index.

        Employees and managers can monitor and observe the COVID-19 risk index of their travel itinerary and be notified when the risk index has increased too high. Managers have visibility into employee travel destinations so that if any announcement or communication comes from leadership, it can be better communicated to employees.

        The travel COVID-19 risk index is calculated based on several COVID-19 data points, which can be adjusted by system analysts from the IT department to ensure accurate risk assessment. 
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            Figure 17.3    
            Solution Concept Diagram

        
        In the solution realization diagram, we can break down the design into more granular details by outlining all the necessary tools and services required to build the desired solution. The solution realization diagram shown in Figure 17.4 will cover the solution for the travel COVID-19 risk index. SAP BTP services will be used to develop an SAP Fiori app that provides a COVID-19 risk index against an employee’s travel destination. 

        Qitic aims to harness publicly available COVID-19 data to derive the risk index. This includes harmonizing information such as employee structure from SAP SuccessFactors, employee travel destinations from SAP Concur, and COVID-19 data within SAP BTP. One of the primary objectives is to establish flexibility in adjusting the risk index, achievable by persisting the threshold values (as outlined in Table 17.2) within the SAP Build Process Automation’s decision capability.

        The HTTP service in the SAP BTP, ABAP environment will compute the risk index using the threshold values from the decision against COVID-19 data, subsequently persisting this data into the SAP HANA database. Additionally, it will facilitate email notifications when the risk index escalates to a higher level.

        A Node.js application will consume the HTTP service from SAP BTP, ABAP environment, and deploy it into Cloud Foundry, leveraging the SAP Job Scheduling service for scheduling updates to the risk index. Qitic can customize the frequency of risk index updates using the SAP Job Scheduling service.

        To facilitate the creation of SAP Fiori apps, the OData V4 (UI) service generated by the ABAP RESTful application programming model will be consumed, allowing for the display of an employee’s travel itinerary alongside the risk index.

        For email notification in SAP BTP, ABAP environment, Simple Mail Transfer Protocol (SMTP) will be used, using the on-premise mail server for sending emails.

        This comprehensive solution realization diagram outlines the technical components and workflows involved in developing the travel COVID-19 risk index solution for Qitic
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            Figure 17.4    
            Travel COVID-19 Risk Index Solution Realization Diagram

        
        Figure 17.5 shows the environment and location diagram for the Qitic ecosystem. The location to host the data center can be based on security compliance, performance optimization, or service availability. Service availability is the main factor for Qitic to host their system near their headquarters. Hosting the system near their headquarters ensures continuous service operation, crucial for capturing the latest COVID-19 data and calculating an appropriate risk index around the clock.
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            Figure 17.5    
            Environment and Location Diagram for Qitic

        
    


                    
                        
        17.3    Selecting SAP BTP Services

        In this section, we’ll outline all the services that are used in the solution realization diagram discussed in Section 17.2. We’ll explain the functionality of each service and how it contributes to the overall solution.

        The following tools and services will be relevant for our Qitic use case: 

        
            	
                Cloud connector
Email is sent within the SAP BTP, ABAP environment, using an on-premise SMTP server. This process is facilitated through the use of the cloud connector, which establishes a connection between SAP BTP and an on-premise mail server via Transmission Control Protocol (TCP). Access control within the cloud connector can be configured to ensure secure communication between SAP BTP and the on-premise mail server. 

            

            	
                Destination
The SAP Destination service is a connectivity service available within the SAP BTP, Cloud Foundry environment. Its primary function is to store and manage technical information necessary for connecting SAP BTP applications to remote services. This information typically includes the URL of the remote service, authentication methods required for access, and user name and password credentials. By leveraging the SAP Destination service, developers can seamlessly establish connections between their applications hosted on SAP BTP and external resources, enabling efficient data exchange and integration. 

            

            	
                SAP BTP, ABAP environment 
One of the key application runtimes available in SAP BTP provides the flexibility to create extensions, develop new cloud applications independent of the digital core, and modernize existing ABAP-based code or extensions for cloud deployment. This environment supports the latest ABAP RESTful application programming model, facilitating efficient development of applications and APIs. Additionally, it seamlessly integrates with other SAP BTP services, enabling streamlined development processes within the SAP ecosystem. With this runtime, developers can leverage the power of ABAP while embracing cloud-native development practices, ensuring agility, scalability, and interoperability across their applications. 

            

            	
                SAP Build Process Automation  decision capability
This capability enables the digitization and automation of decision-making processes by encapsulating application decision logic within a service. It provides an intuitive web-based tool that empowers key business users to maintain and update rules effortlessly. With this solution, organizations can streamline decision-making processes, enhance operational efficiency, and adapt quickly to changing business requirements.

            

            	
                SAPUI5
The SAP Fiori elements framework is the recommended option by SAP for developing SAP Fiori web applications with a consistent user interface (UI) in SAP BTP. This framework provides a variety of templates, including list report, object page, and table or list, which accelerate development and ensure adherence to SAP Fiori design guidelines. By leveraging SAP Fiori elements, developers can rapidly create applications with consistent UI patterns, driving user experience (UX) consistency and compliance with SAP Fiori design standards. This approach enhances usability, simplifies maintenance, and promotes a cohesive and intuitive UX across applications within the SAP ecosystem.

            

            	
                SAP Job Scheduling service
In the Cloud Foundry environment, SAP provides a runtime-agnostic service specifically designed for defining and managing jobs. This service allows users to schedule jobs to run either ad hoc or on a recurring basis. It offers a comprehensive set of built-in REST APIs and a user-friendly web-based interface for managing various aspects of jobs, tasks, and job schedules. With this service, users can easily define, monitor, and control the execution of jobs within their applications, enhancing automation and operational efficiency.

            

            	
                SAP HANA Cloud database
In SAP BTP for persistency, users have three options: SQLite, PostgreSQL, and the SAP HANA Cloud database. However, when selecting the SAP BTP, ABAP environment, for application development, it’s important to note that only the SAP HANA Cloud database is supported for data storage. This means that the SAP HANA Cloud database is the recommended and sole choice for persisting data within the SAP BTP, ABAP environment. Fortunately, there is no additional configuration or activation required to use the SAP HANA Cloud database in this environment, simplifying the setup process for developers.

            

        

    


                    
                        
        17.4    Implementation

        In Section 17.3, we elaborated on all the SAP BTP services used in this use case. Now, we’ll justify the selection of these services during the solution implementation. We’ll discuss the implementation process using key tools and services in the following sections.

        
            17.4.1    Connect

            We’ll begin with the connect phase. For our Qitic use case, the following are the connectivity implementations: 

            
                	
                    Enable the SAP BTP, ABAP environment, and the developer onboarding
Enabling the SAP BTP, ABAP environment, is straightforward with the booster option, which automates several setup steps for setting up the ABAP environment. This process involves a guided, interactive workflow that simplifies the setup process significantly. Once the environment is enabled, developers can connect to the system by creating an ABAP cloud project in ABAP Development Tools (ADT), which is an integrated development environment for the SAP BTP, ABAP environment. 

                    
                        Further Resources

                        Go to http://s-prs.co/v544052 to see the steps for enabling the environment. 

                    

                    In terms of developer onboarding, you’ll be onboarded by default as a developer only in the SAP BTP trial account without admin access. Meaning, you won’t have the capability to perform administrative activities in the SAP BTP trial as the system is restricted for public access. For a customer account, you need to create an employee record for a new developer and assign the developer role via the Maintain Employees tile and Maintain Business Users tile, respectively, to onboard a new user. You can access these applications by logging on to the administration launchpad of the ABAP environment. The launchpad System URL can be found under the ABAP cloud project properties in ABAP Development, as shown in Figure 17.6.

                

                	
                    Connecting the on-premise mail server to SAP BTP
The cloud connector is required to connect the on-premise server with SAP BTP. Once the cloud connector is installed, you can configure the access control via TCP. Next, you’ll need to create a mail destination with proxy type OnPremise in SAP BTP, define a communication system in the ABAP environment, and point to the created mail destination. Then, create a communication arrangement for the SAP_COM_0548 communication scenario using the created communication system. Refer to the sample code in Section 17.4.2 on how to send email in the SAP BTP, ABAP environment. 

                

                	
                    Maintain the API destination
The destination service plays a critical role in facilitating communication between the ABAP HTTP service and remote services such as SAP SuccessFactors, SAP Concur, the decision capability in SAP Build Process Automation, and the COVID-19 data API. Therefore, it’s imperative to maintain API destination details, including the URL, authentication method, credentials, and other necessary parameters for each of these services within the SAP BTP. By maintaining these destination configurations centrally, the ABAP HTTP service can seamlessly access the remote services, ensuring secure and efficient data exchange between the solution components and external systems.
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                Figure 17.6    
            Administration Launchpad URL for the ABAP Environment

            
        
        
            17.4.2    Build

            Now, let’s move on to the build phase. For our Qitic use case, the build implementations are as follows:

            
                	
                    Building the HTTP service in the SAP BTP, ABAP environment
The first step in the process is to create an HTTP service in the SAP BTP, ABAP environment, via ADT to consume the following APIs: 

                    
                        	
                            OData APIs from SAP SuccessFactors for the employee’s manager information

                        

                        	
                            REST API from SAP Concur for employee’s travel itinerary

                        

                        	
                            REST API from the decision capability for COVID-19 metrics 

                        

                        	
                            REST API for COVID-19 data

                        

                    

                    The data will be processed to calculate the travel risk index. Next, we’ll create a custom communication scenario and link with the HTTP service. Then, we’ll create a communication arrangement using the created communication scenario, communication system, and user to expose the HTTP service for external consumption.

                    Refer to Chapter 7, Listing 7.1, on how to consume the REST API in the SAP BTP, ABAP environment. Note that you have to be precise with the data structure of the API’s payload (in this case, TY_PAYLOAD) and the return result from the API, which is TY_RESULT. The standard ABAP method can be used to convert the data from the ABAP structure to the JavaScript Object Notation (JSON) string, and vice versa.

                    Furthermore, a service consumption model can be employed to call the SAP SuccessFactors OData service in the SAP BTP, ABAP environment. This model simplifies the implementation code by generating proxies for the remote service. With this approach, developers can access the service in a strictly typed manner without the need to manually compile and parse responses, enhancing efficiency and code reliability. Figure 17.7 illustrates this process, showcasing how the implementation code is generated by the framework for accessing the service.
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                        Figure 17.7    
            Example of a Service Consumption Model to Read Business Partner Information

                    
                    The ultimate goal of the ABAP HTTP service is to compute the COVID-19 risk index for each employee travel destination. Once calculated, this information will be stored persistently in the database for future reference and analysis. Leveraging the ABAP RESTful application programming model, we can expedite the development process by swiftly constructing a list report application for SAP Fiori. This application will enable users to conveniently view and interact with the COVID-19 risk index data, providing valuable insights and facilitating informed decision-making regarding travel plans and risk mitigation strategies.

                

                	
                    Access the ABAP HTTP service within the Node.js service 
The SAP BTP, ABAP environment, also offers the Application Job app to schedule and monitor application-related jobs. However, for this use case, we’ll use the SAP Job Scheduling service for reoccurring jobs and also offers the standard REST API to perform the CRUD operations on jobs and schedules. To do that, you need to wrap the ABAP HTTP service into the Node.js application and deploy it into the SAP BTP, Cloud Foundry environment, to schedule the job using the SAP Job Scheduling service. The following tasks are included:

                    
                        	
                            Create service instances: Create service instances for both the SAP Job Scheduling service and the extended services for user account and authentication (XSUAA) service. When configuring the XSUAA service instance, ensure that the instance parameters are set in JSON format to grant access to the ABAP HTTP service URL.

                        

                        	
                            Develop Node.js service: Build a Node.js service that calls the ABAP HTTP service. This application acts as an intermediary between the SAP Job Scheduling service and the ABAP HTTP service.

                        

                        	
                            Update the manifest.yaml file: Modify the manifest.yaml file of your Node.js application to bind it with the SAP Job Scheduling service and the XSUAA service instance. This ensures that your application can access these services during runtime.

                        

                        	
                            Deployment: Deploy your Node.js application to the SAP BTP, Cloud Foundry environment. Once deployed, the application will become visible in SAP Job Scheduling, allowing you to schedule jobs efficiently.

                        

                    

                

                	
                    Send email in the SAP BTP, ABAP environment
SAP provides ABAP class CL_BSC_MAIL_MESSAGE to create and send emails. You can further add text and attachments to the email using class CL_BSC_MAIL_TEXTPART and CL_BSC_MAIL_BINARYPART, respectively, as shown in Listing 17.1.

                    TRY.
  data(lo_mail) = cl_bcs_mail_message=>create_instance( ).
  lo_mail->set_sender( ’noreply@yourcompany.com’ ).
  lo_mail->add_recipient( ’recipient1@yourcompany.com’ ).
  lo_mail->add_recipient( iv_address = ’recipient2@yourcompany.com’ 
 iv_copy = cl_bcs_mail_message=>cc ).
  lo_mail->set_subject( ’Test Mail’ ).
  lo_mail->set_main( cl_bcs_mail_textpart=>create_instance(
   iv_content   = ’<h1>Hello</h1><p>This is a test mail.</p>’
   iv_content_type = ’text/html’ ) ).
  lo_mail->add_attachment( cl_bcs_mail_textpart=>create_instance(
   iv_content   = ’This is a text attachment’
   iv_content_type = ’text/plain’
   iv_filename   = ’Text_Attachment.txt’ ) ).
  lo_mail->send( importing et_status = data(lt_status) ).
 catch cx_bcs_mail into data(lx_mail). 
  "handle exceptions here
ENDTRY.  


                    Listing 17.1    
            Sample Code to Send Email in the SAP BTP, ABAP Environment

                

                	
                    Maintain COVID-19 risk index using decisions
SAP offers a booster to enable SAP Build Process Automation within SAP BTP, which include the decision capability as part of the service suite. The decision capability is used to store the total reported cases and the hospitalization rate along with their corresponding COVID-19 risk index. Subsequently, this data can be made accessible and consumed by external applications via the decisions API. In this instance, the API is invoked by the ABAP HTTP service operating within the SAP BTP, ABAP environment.

                

            

        
        
            17.4.3    Add Channel

            Moving forward to the add channel phase for our Qitic use case, implementing the channel in SAP BTP involves the development of an SAP Fiori app using SAP Business Application Studio. This app will serve to showcase the employee travel itinerary alongside the risk index.

            SAP uses SAPUI5 frontend technology as a modern UX for SAP software, supplanting the traditional SAP GUI transaction or Web Dynpro. The OData UI service created earlier using the ABAP RESTful application programming model can now be seamlessly integrated into the SAP Fiori list report template to display the relevant data. This integration facilitates the visualization of employee travel itinerary and associated risk index, enhancing user interaction and decision-making capabilities, as depicted in Figure 17.8.
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                Figure 17.8    
            Employee Travel Itinerary with the COVID-19 Risk Index

            
            
                Further Resources

                Go to http://s-prs.co/v544054 for the steps to develop and run SAP Fiori apps with SAP Business Application Studio.

            

        
        
            17.4.4    Deploy and Operate

            In the deploy and operate phase, we’ll outline the end-to-end process for employees to monitor their travel destination risk index.

            When the CDC lowers the COVID-19 risk assessment level, Qitic decides to resume business travel to customer locations. Management feels confident with the decision as most employees are vaccinated. For instance, John, a principal strategy consultant, starts booking his weekly travel to customer locations in San Francisco, CA.

            However, by the end of December 2021, a sudden outbreak of the Omicron variant prompts the CDC to elevate the risk assessment to the highest level, causing fear and uncertainty nationwide. This situation leads to restaurant closures, mask mandates, flight cancellations, and so on. John checks his upcoming flight and finds the high-risk index for his travel destination. Conversely, one of John’s colleagues has a low-risk indicator for travel to Wyoming the following week. Recognizing the limitations of relying solely on COVID-19 data during the outbreak, Qitic decides, for safety reasons, to temporarily halt all business travel until further notice. Following this announcement, the IT team increases the risk index in the decision capability of SAP Build Process Automation to the highest for every category. Consequently, consultants attempting to book travel receive immediate notifications from the system indicating a high-risk travel itinerary, as depicted previously in Figure 17.8, irrespective of the destination. They are then required to seek exception approval from their manager.

            With this implementation, Qitic alleviates employee concerns when making travel decisions. Under normal circumstances, employees can plan their travel based on risk indicators. Conversely, during outbreaks or external events, Qitic has the flexibility to elevate all business travel to high risk, ensuring employee safety remains the highest priority.

        
    


                    
                        
        17.5    Summary

        In this chapter, we’ve considered a compelling use case demonstrating the utilization of various SAP BTP services to streamline data harmonization processes. We’ve centralized all development efforts within the SAP BTP, ABAP environment to effectively process information sourced from diverse systems, ultimately deriving the COVID-19 risk index. Leveraging this environment, we’ve harnessed capabilities to generate the OData UI service using the ABAP RESTful application programming model, construct HTTP services, and enable their consumption by external applications, such as the Node.js application for scheduling jobs within the SAP BTP, Cloud Foundry environment. This approach not only facilitates efficient data processing but also empowers in-house developers at Qitic to enhance their skills and proficiency in SAP BTP leveraging their existing ABAP knowledge. It underscores the seamless transition an ABAP developer can make to cloud development within SAP BTP. 

        In the upcoming chapter, we’ll consider another compelling use case focusing on the automation of customer interactions using generative AI.

    


                    
                        18    Automating Customer Interaction Using Generative AI
In this chapter, we’re going to see how a business scenario can leverage generative AI to boost productivity in its business outcome and take customer interaction to the next level. First, we’ll discuss why generative AI is a suitable solution in this case. Then, we’ll deep dive into the solution stack and see how SAP Business Technology Platform (SAP BTP) services can help you build a generative AI-based app.
My Home Products is a fictitious home improvement company in the United States. My Home Products is an established brand name in this space and has been in this business for the past 50 years. Over time, My Home Products expanded its operations in various product lines and managed its organization over several divisions. Under the leadership of Matt Harrold, the founder of the company, My Home Products thrived on its initial success. However, for the past 10 years, the company has been seeing a steady decline in sales in various product lines. Before the COVID-19 pandemic, My Home Products used to operate as a brick-and-mortar store, and potential customers visited their store physically. Product experts had the opportunity to talk to the customers in person and understand their requirements. During these in-person customer interactions, product experts and storefront executives gathered vital information from customers. This information was pivotal to My Home Products to do customer profiling and understand what product line customer would be interested in. However, post pandemic, My Home Products is seeing a steady decline of in-store traffic. On the other hand, other online platforms are steadily increasing market share as consumer trends are increasing toward the online shopping experience. While My Home Products launched an online portal a few years back and recently teamed up with e-commerce platform Amazing Corp. to sell their products online, a more nuanced buying experience led by the consultants isn’t gaining traction. 
On the ground, the major challenge is that not many customers are showing up in the stores. My Home Products has been forced to close 15% of their storefronts in the past five years. Though online sales are increasing, it’s hard to read potential customers’ mind, especially sophisticated customers who want custom solutions via expert consulting. Back in the day, even regular customers used to stop by the consulting pods and try out the free consultation on home improvement. During conversation, it was easier for consultants to assess a customer’s needs and propose the right solutions or products, resulting in an upsell. However, in the online world, My Home Products misses that opportunity. To thrive as a digital platform, recently My Home Products decided to hire a new chief technology officer (CTO): Bo Yang. Bo is an MIT graduate and was thrilled to get the opportunity to bring in new digital experience for My Home Products. To implement the vision to revamp the custom consulting division, Bo launched a new digital platform through which potential customers can prebook free consulting sessions with My Home Products experts. These sessions are run via online video conference platforms such as Microsoft Teams. Expert consultants are supposed to note down the conversations and create minutes of meetings to keep records for customer interactions. Senior experts then analyze the meeting notes and try to understand the customer’s sentiment on different product lines. The major challenge is this process is time-consuming and not scalable. On the flip side, My Home Products is recently seeing good traction for these free consulting sessions, and they are hoping to grow the business and increase upsell and cross sell. Bo is now looking for a solution to scale this operation.
We’ll explore the architecture, relevant SAP BTP tools and services, and implementation processes for My Home Products in this chapter. First, let’s dive deeper into our use case. 

        18.1    Description

        Bo’s approach to the problem is to use technology to speed up on gaining customer insights. For each customer interaction, there would be a conversation in natural language. It was a painstaking effort to make structured data extracting vital information from the conversation. In the present, process consultants are taking care of this task manually, taking meeting notes by hand. These notes are being reviewed and analyzed by senior consultants. After the analysis of the notes, sales reps can create a plan for sales play. 

        This is a classic marketing funnel problem. A marketing funnel, also known as a sales funnel, is a conceptual framework used to illustrate the stages a customer goes through before making a purchase decision, as shown in Figure 18.1. It’s called a “funnel” because, like the shape of a funnel, there are typically more people at the top (awareness stage) and fewer at the bottom (purchase stage), and, in each stage, people are filtered down further.

        The stages of a typical marketing funnel are as follows:

        
            	
                Awareness
This is the stage where potential customers become aware of your product or service. It can happen through various channels such as social media, search engines, word-of-mouth, advertising, or content marketing.

            

            	
                Interest
Once aware, potential customers move to the interest stage, where they show interest in learning more about your product or service. This could involve engaging with your content, visiting your website, or signing up for your email list.

            

            	
                Consideration
In this stage, potential customers are actively considering whether your product or service is the right solution for their needs. They might compare your offering with competitors, read reviews, or seek more detailed information.

            

            	
                Intent
At this stage, potential customers have decided to make a purchase and are showing clear intent to do so. They might add items to their shopping cart, request a quote, or sign up for a trial.

            

            	
                Evaluation
In some models, this stage is distinct from the intent stage. Here, potential customers thoroughly evaluate their options, considering factors such as pricing, features, and value proposition.

            

            	
                Purchase
This is the stage where the customer makes the decision to buy your product or service.
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            Figure 18.1    
            Stages of Marketing Funnel

        
        These stages aren't always linear, and customers might move back and forth between them depending on various factors such as their needs, preferences, and experiences. Additionally, the funnel can vary in complexity depending on the nature of the product or service, the industry, and the target audience.

        In case of custom solutions leads, My Home Products needs to engage with their prospects early in the game, and their consultants need to engage with detailed conversation to get details so that they can do prospect profiling. With the new digital platform and free consultation, My Home Products is already attracting many prospects, and their growing consulting team is busy having detailed meetings with the prospects. 

        However, the real challenge is to convert the prospects to sales. To do that in scale, Bo needs an innovative solution. As a techie, Bo was aware of what’s trending out in the technology world. He was on the outlook for new technologies such as machine learning and supervised learning, which he has already implemented to some extent in their supply chain and demand forecasting division. However, in Q4, 2022, OpenAI caught him by surprise. ChatGPT shook the world, and this is the first time generative AI came through as a legitimate option for business. 

        Bo has innovative ideas on how he can leverage this new tech to its marketing division that might help grow their custom solution business area. His idea was to run through the meeting notes via a large language model (LLM) and query the results to gain more insights. For example, which product lines is a prospect interested in and what are their sentiments. 

        Bo took a deeper look at the solution stack for LLM-based technologies. The more he got into it, the more he found issues. First, there are many LLMs in the market, and each one has its own license pricing model. In addition, although some of the LLMs are ahead of the game right now, this technology is evolving so fast that there might be other models that emerge as front-runners tomorrow. So, the solution should be LLM-agonistic so that My Home Products can switch to other LLMs as needed.

        More importantly, any standard foundation model is trained on some data set, which is based on generic data. As a result, the LLM won’t have any clue about the business-specific data of My Home Products.

        And last, the more concerning issue is hallucination. LLMs are probabilistic models. They are designed to generate answers even if it has little or no information on the context. In such cases, LLMs tend to generate creative answers that are technically labeled as hallucinations. This has a profound impact on an LLM’s reliability. Apart from that, bias and discrimination in responses are more alarming.

        In a nutshell, Bo is looking for an AI solution that is relevant, reliable, and responsible.

    


                    
                        
        18.2    Architecture

        Figure 18.2 depicts Bo’s overall solution idea. During customer interactions, the solution advisors would typically have multiple meetings to try to understand the real need of the customer or the product lines that customers are really interested in. Figure 18.2 shows the concept that uses generative AI to extract vital summaries and customer sentiments in each interaction in the customer journey on a sales conversion funnel when leads are narrowed down to business.
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            Figure 18.2    
            Generative AI Improves the Conversion Ratio from Prospect to Sales by Speeding Up Customer Insights

        
        The solution idea is laid out in the following stages:

        
            	
                Meeting transcripts will be machine generated
For each free consultation meeting, My Home Products will save the machine-generated meeting transcripts.

            

            	
                Transcripts will be fed to generative AI
These transcripts will provide vital contextual data to generative AI.

            

            	
                Generative AI will give customer insights
Upon getting the context, generative AI will provide more customer insights, for example, which product line customers might be interested in.

            

            	
                Customer insights  will help in multidimensional analysis faster
My Home Products uses lead-generation software that does multidimensional analysis on each meeting note. Earlier, this task was manual to generate the notes and extract vital analytics from them. With usage of generative AI, Bo is expecting to make this automated and faster.

            

            	
                Faster and better sales conversion from prospect
As a result, the response time in the lead-to-cash cycle will reduce drastically. This will result in more sales conversions in a faster way.

            

        

        Figure 18.3 shows the solution vision. The vision here is to use a standard digital platform such as Microsoft Teams or Zoom for free consulting advisory sessions with prospects 1. These platforms should be able to machine-generate transcripts 2. Then, these transcripts need to be downloaded and analyzed 3 using an LLM so that we get the structured data on customer insight stating which product line the customer would be interested in and their sentiment about it 4.
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            Figure 18.3    
            Solution Vision

        
        The solution for these issues, especially to tackle contextual data and hallucination, is called grounding techniques, which we introduced in Chapter 5. 

        In the context of LLMs such as GPT-3, grounding typically refers to the process of providing context or specific information to the model to improve its understanding and generation of text. Grounding helps ensure that the generated responses are relevant and accurate within a given context. Grounding can take various forms:

        
            	
                Prompt engineering
Providing a specific prompt or set of instructions to guide the model’s generation. The prompt sets the topic or context for the response. With prompt engineering, results can be fine-tuned greatly, but often there are limitations; for example, you can’t provide a huge set of data as context in the prompt. There are token size limitations as well, so increasing token numbers greatly increases the cost of LLM calls, making the solution prohibitively expensive. 

            

            	
                Conditional generation
Conditioning the model’s generation on certain input or context, such as providing keywords, phrases, or additional information alongside the prompt to guide the generation process. This is an additional technique to fine-tune prompt engineering. However, this also has the same pitfalls as prompt engineering.

            

            	
                Fine-tuning
Training the model on specific data sets related to a particular domain or task, which helps it learn the nuances and vocabulary of that domain. This is often a good technique and gives fine-tuned results. However, you need deep infrastructure and expertise to retrain and fine-tune a model, so the cost of implementation is high.

            

            	
                Contextual awareness
Incorporating previous parts of the conversation or interaction into the current response, allowing the model to maintain coherence and relevance over multiple turns of dialogue. This technique helps in a conversation for a session where you’re keeping the context live with the bot. However, in this business scenario, Bo is looking for a solution to provide the contextual data and get greater insight from it, so simple contextual session won’t help.

            

            	
                Retrieval-augmented generation (RAG)
RAG, as shown in Figure 18.4, is a technique where you give a multitude of documents/unstructured data as context. We need to retrieve the vector representation of these data chunks, which is called an embedding. Embeddings are the multidimensional vector representation of the unstructured data. While doing some analysis, the technique is to find the similar vectors and thus find the corresponding embeddings. These embeddings create the context in the runtime dynamically. When these embeddings are fed to the LLM, the LLM then generates more context-aware results in a more human-readable natural language.
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                    Figure 18.4    
            Basic Flow of RAG Architecture

                
            

        

        Evaluating the different techniques, Bo finds RAG and prompt engineering fascinating and a relatively low-cost, low-risk solution. To fulfill a RAG architecture, he needs the following:

        
            	
                An unstructured storage space where raw unstructured data can be stored

            

            	
                Some intelligent program that can convert the unstructured data to vector embeddings

            

            	
                A vector database where vector embeddings can be stored

            

            	
                Some intelligent program that can retrieve these embeddings from the vector database based on the query and feed that embedding to LLM in a context-aware way to get the relevant answer in a reliable way

            

        

    


                    
                        
        18.3    Selecting SAP BTP Services

        The strategic imperative for this project while choosing the right AI solution has three fundamental principles: relevant, reliable, and responsible. SAP’s approach with SAP Business AI fits all of these principles, as we discussed in Chapter 5. 

        The CTO of My Home Products, Bo Yang, was intrigued with SAP’s approach toward business AI. It not only provides choices of various LLMs, giving you the option to make your solution more flexible and devoid of vendor locking, but also provides all the technology components to implement a generative AI-based app that adhere to grounding technique such as RAG.

        Let’s see how SAP BTP provides the technology Bo needs to implement his application, as shown in Figure 18.5:

        
            	
                Object Store for unstructured storage
SAP BTP provides various solutions for storing unstructured data. The Object Store on SAP BTP is one of the popular services through which you can store unstructured data in an unstructured data bucket in a hyperscaler of your choice. For example, you can choose Amazon Web Services (AWS) AWS S3 buckets, Azure Blob containers, or Google Cloud Storage Buckets to physically store your unstructured data, such as files and PDFs, Microsoft Word documents, images, and so on, and can retrieve and manage them via Object Store application programming interfaces (APIs.)

            

            	
                SAP HANA Cloud vector database
SAP BTP provides a cutting-edge multimodal database solution via the SAP HANA Cloud service. SAP HANA Cloud also supports vector databases—an essential component to accomplish RAG.

            

            	
                Generative AI hub
SAP BTP provides a full-scale service to manage foundation models, in addition to software-development kits (SDKs) to develop applications and manage prompt engineering via the generative AI hub. To use these features through the generative AI hub, we need SAP AI Core and to subscribe to SAP AI Launchpad services on SAP BTP. 

            

            	
                SAP BTP, Cloud Foundry  runtime
For the intelligent programming component, the SAP BTP, Cloud Foundry runtime supports various programming languages and frameworks. For a RAG application, we need support for the LangChain framework. LangChain provides a set of libraries on Python or JavaScript. Via the SAP BTP, Cloud Foundry runtime, you can implement the solution either using JavaScript and SAP Cloud Application Programming Model, or if you’re more familiar with Python, then use the Cloud Foundry buildpack for Python to deploy the LangChain-based Python app. In this example, we chose the Python-based approach to show you the versatility of the platform.
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                    Figure 18.5    
            Different SAP BTP Services to Implement the RAG Architecture

                
            

        

    


                    
                        
        18.4    Implementation

        In this section, we’ll take a deeper look at the implementation of the solution and then examine the outcome of the innovation. As described previously, the vision was to scale up the marketing process to increase the reach for custom consultation and expedite the cycle time for conversion of prospects to confirmed sales. Bo Yang, the company CTO, had the idea to use generative AI in the lead-to-cash cycle to scale up and expedite the conversions. In the previous section, we’ve seen how we drilled down the path to choose the right AI-related technique that fits the solution (in this case, RAG) and how a solution architecture is shaped by leveraging the SAP AI Core and SAP HANA Cloud vector engine. Now we’re look closer at the application architecture.

        
            18.4.1    Store Meeting Transcripts

            For the consultation sessions, My Home Products consultants set up meetings with prospects using digital platforms such as Microsoft Teams or Zoom. In this example, shown in Figure 18.6, we’re going to show a Microsoft Teams meeting setup. 

            Microsoft Teams has an inherent feature to generate transcripts for the meetings 1 based on the speech of the participants during the meeting. This transcript file can be extracted from the meeting as a .docx file 2. A Microsoft Teams custom plug-in can be used to directly upload this transcript file to the Object Store on SAP BTP AWS S3 bucket 3. For simplicity, we’ll assume we can also manually download this file from Microsoft Teams and upload the file to the Object Store on SAP BTP AWS S3 bucket in a designated folder.
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                Figure 18.6    
            Microsoft Teams Generating the Meeting Transcripts to Upload to the AWS S3 via the Object Store on SAP BTP

            
        
        
            18.4.2    Generate and Store Embeddings as Vectors

            In this step, the app calls an API that helps get the raw file from the AWS S3 bucket via the Object Store on SAP BTP. The API endpoint/load helps to get the documents from the designated folder, convert them to vector embeddings, and store them in an SAP HANA Cloud vector engine database. The API is exposed over the HTTP endpoint/load. You need to pass on the folder name as a parameter in the service where you’re storing the raw transcript files. In the example shown in Figure 18.7, the folder name is MHPconsult. The API endpoint/load is called, passing the folder name as a parameter, as shown in the top screen. The API response is "message": "OK" in the bottom screen, meaning the data is loaded in the SAP HANA Cloud vector engine.
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                Figure 18.7    
            API Endpoint to Load the Vector Embedding from the Raw Data into the SAP HANA Cloud Vector Engine

            
            Next, you need to chunk the text contents in proper size and create vector embeddings based on the AI model you chose while setting up the AI proxy via SAP AI Core. 

            Listing 18.1 shows how the raw file is loaded from AWS S3 via the LangChain loader module and then chunked and converted to vector embeddings.

            def loadData(folderName):
    #Load Files from the Folder <folderName>
    loader = S3DirectoryLoader("hcp-b4d8c785-4fc5-4ee7-bb59-a01917f0488f",prefix=folderName)
    #Use Langchain Loader to load the documents on the folder
    document = loader.load()
    #Split text using Splitter with optimized chunk size and overlapping
    text_splitter = RecursiveCharacterTextSplitter(chunk_size=200, chunk_overlap=30)
    #Split Texts
    texts = text_splitter.split_documents(document)
    
    #Get AI Proxy Client
    proxy_client = get_proxy_client("gen-ai-hub")
    #Get embeddings
    embeddings = OpenAIEmbeddings(proxy_model_name="text-embedding-ada-002", proxy_client=proxy_client) 


            Listing 18.1    
            Coding Sample to Get Documents from AWS S3, Chunk Them, and Create Embeddings

            Next, this program creates a connection to the SAP HANA Cloud vector engine and stores the embeddings as a real vector, as shown in Listing 18.2.

                conn = dbapi.connect(
        address=os.environ.get("HANA_DB_ADDRESS"),
        port=os.environ.get("HANA_DB_PORT"),
        user=os.environ.get("HANA_DB_USER"),
        password=os.environ.get("HANA_DB_PASSWORD"),
        encrypt=True,
        sslValidateCertificate=False,
    )
    db = HanaDB(embedding=embeddings, connection=conn, table_name="RAG_DOCS")
    db.add_documents(texts) 


            Listing 18.2    
            Connecting to the SAP HANA Cloud Vector Engine Using the Python LangChain Framework

            Note that we opened the connection with SAP HANA Cloud and passed the parameter table name as "RAG_DOCS". This means that the LangChain library will open a connection to SAP HANA Cloud and create a table named RAG_DOCS. We’ll use the same table later.

            
                Further Resources

                This part of the solution was built using the LangChain framework on Python. You can refer to the sample code in the following Git repository: https://github.com/I304296/momgen/.

            

        
        
            18.4.3    Retrieve Customer Insights Using Prompt Engineering

            The next step in the flow is prompt engineering. Once the SAP HANA Cloud vector database is loaded with relevant vector embeddings, you can play around with your prompt engineering to generate content based on your relevant data.

            In this case, the relevant data is the corresponding meeting transcripts from the meetings conducted by the junior sales professionals. You can generate high-quality outputs by tweaking prompt engineering based on your requirements. To ease out the prompt engineering here, we built a service using LangChain (Python) and exposed it as an API endpoint over HTTP. This was purposefully decoupled from the core UX to give flexibility to the UX design from the core RAG logic. The API endpoint/prompt takes a prompt and gets a generated reply by LLM. The call is made over HTTP POST.

            Figure 18.8 shows how to call the API endpoint/prompt to pass on a prompt text that helps generate the generative AI-based replies. In our example, the prompt engineering is trying to understand if the customer (Smitha) is interested in a food processor. The API factors in the vector embedding created in the previous step and generates a contextual reply using LLM with the grounded data. 
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                Figure 18.8    
            RAG Functionality Exposed via HTTP API Endpoint to Use for Prompt Engineering

            
            Let’s have a look at the core logic. The Python script uses the LangChain framework to implement retrieval augmented generation. First, it creates a proxy for SAP AI Core and gets the LLM and embedding models, as shown in Listing 18.3.

            proxy_client = get_proxy_client("gen-ai-hub")
llm = ChatOpenAI(proxy_model_name="gpt-35-turbo", proxy_client=proxy_client)
embeddings = OpenAIEmbeddings(proxy_model_name="text-embedding-ada-002", proxy_client=proxy_client) 


            Listing 18.3    
            Retrieving the LLM and Embedding Model Using the LangChain API

            Note that in this case, GPT-3.5 Turbo is used as the LLM model. Different LLM models are purposed for different specialized jobs, and their cost models also vary. Check the best fit model for your purpose with the best fit cost model. In this case, the solution is using SAP AI Core, so you have flexibility at runtime to choose different foundation models per your requirements.

            Next, a connection to the SAP HANA Cloud database is established, as shown in Listing 18.4. 

            conn = dbapi.connect(
        address=os.environ.get("HANA_DB_ADDRESS"),
        port=os.environ.get("HANA_DB_PORT"),
        user=os.environ.get("HANA_DB_USER"),
        password=os.environ.get("HANA_DB_PASSWORD"),
        encrypt=True,
        sslValidateCertificate=False,
    )
    print("Connecting HANA VE...")
    db = HanaDB(embedding=embeddings, connection=conn, table_name="RAG_DOCS") 


            Listing 18.4    
            Connecting the SAP HANA Cloud Vector Database to Get the Stored Vector Embeddings

            Remember, we’ve already loaded our embeddings in table RAG_DOCS in the previous step where the documents were chunked, and corresponding vectors were inserted to the SAP HANA Cloud vector engine.

            Next, we need a retriever for the database, as follows:

            retriever = db.as_retriever(search_kwargs={"k": 2}) 


            Then, we need to create a prompt template for the actual call, as shown in Listing 18.5 Prompt templates are the structured constructs that provide a template for a prompt comprising of some instructional statement, providing context, and asking the question so that the LLM can answer in the intended way.

                prompt_template = """ 
    You are a helpful assistant. You have provided multiple context items that are related to the prompt you have to answer.
    Use the following pieces of context to answer the question at the end. If the answer is not in the context, reply exactly with "I don't know".
    ```
    {context}
    ```

    Question: {question}
    """
    PROMPT = PromptTemplate(template=prompt_template, input_variables=["context", "question"])
    chain_type_kwargs = {"prompt": PROMPT} 


            Listing 18.5    
            Designing the Prompt Template

            Notice here we’re passing the context and prompt as parameters. During the HTTP POST call, you can pass these parameters to do the prompt engineering. The parameters that you’re passing during the HTTP POST call comprise the question that you intend to ask the LLM. You can use prompt engineering techniques to try out different ways to construct the question. However, the same question is put as part of the prompt template that we designed in the previous section. Now, you need to use the retriever to create a conversational chain and get the answer based on the context from the LLM (in this case, GPT-3.5 Turbo), as shown in Listing 18.6.

               qa_chain = ConversationalRetrievalChain.from_llm(llm,retriever,return_source_documents=True,memory=memory,verbose=False,combine_docs_chain_kwargs=chain_type_kwargs,)
    print("Conversational retrieval chain created")
    answer = qa_chain.invoke({"question": question}) 


            Listing 18.6    
            Calling the Conversational Chain to Invoke LLM Answers

            Now we’re ready with the foundation component of our app, where we can gather meeting recordings as unstructured documents, create embeddings, and store and retrieve them to generate contextual answers using the LLM and generative AI.

        
        
            18.4.4    Present Customer Analytics

            Once the foundational components are ready, we can use the API endpoints to create an app for end users. In this case, we’re going to integrate the APIs with a nicer UX. We could also integrate the same insights into the customer experience software.

            We’re now going to tweak the prompt engineering to get a JavaScript Object Notation (JSON) object comprising not only the response from a customer for a product line but also the customer’s sentiment on that product line. Figure 18.9 shows how by tweaking the prompt (using the prompt engineering technique), we’re now retrieving the same response in a JSON format so that we can use the response to be plugged in to a calling app easily.
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                Figure 18.9    
            Prompt Engineering to Generate a JSON Response That Includes Sentiment

            
            The processed JSON response is shown in Listing 18.7. Note that the sentiment is Positive.

            {
   "Response":"Smitha is interested in the food processor. She mentions that it is what interests her. It can be inferred that she is keen on exploring and possibly purchasing a food processor.",
   "Sentiment":"Positive"
} 


            Listing 18.7    
            JSON Response Comprising the Generated Response and the Overall Sentiment

            At this stage, you can imagine that we can create a customer profile from such responses and align the future customer interactions accordingly. For example, as shown in Listing 18.8, during this interview, it was evident that the prospect was interested in some of the home appliances (i.e., food processors), and she was interested in home security. However, she wasn’t so excited about the plumbing products. Note that, in this example, the sentiment is Neutral.

            {
   "Response":"Smitha's view on Plumbing is unclear based on the given context. She asks about looking at the products and whether the home security system is a full package or individual products. There is no specific mention of Plumbing in her statements.",
   "Sentiment":"Neutral"
} 


            Listing 18.8    
            JSON Response Comprising the Generated Response and the Overall Sentiment

            Now imagine a dashboard like the one shown in Figure 18.10 that shows the customer interaction and customer interests, and aids in customer profiling.
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                Figure 18.10    
            UX Mockup of the Customer Insight App

            
            This shows the art of the possible for a customer insight app that not only shows the customer’s profile and buying interests but also helps with planning the sales cycle. For example, based on the customer’s sentiment on a product line, the consultant can schedule a product engineer visit to the potential customer’s home and gather more requirements for custom solutions. Alternatively, if the AI senses negative sentiment on any of the previous services, it can show that in the dashboard, and the sales rep can open a ticket to further probe the issue and help the customer proactively.

            With this solution, now My Home Products can scale up its operations on catering free consultation services to a wider number of prospects. But that’s not all—for each of the web meetings senior sales executives can further analyze the interactions and customer sentiments, and then build customer profiles and portfolios from that data. Most importantly, they can understand the customer’s needs and interests early in the sales cycle. 

        
    


                    
                        
        18.5    Summary

        This chapter described how cutting-edge technology such as generative AI can be leveraged in a real-life business case and get tangible benefit and faster outcome. Generative AI-based apps can be more than just a chatbot or help assistant; it can be powerfully used to get great insights and create enriched contents. Especially in this case, this helped to shape structured information from human natural language and helped build customer profiling. In addition, we saw how SAP BTP can help corporations architect such solutions to infuse the generative AI capability by leveraging different foundational models. Prompt engineering is emerging as a powerful technique that we saw here in action. We also saw some powerful grounding techniques, especially RAG, that helped apply generative AI in a particular business data context and get high-quality output that is reliable, relevant, and responsible.

        We’ll continue with another use case in the next chapter, but this time with a focus on using SAP Cloud Application Programming Model to build multitenant applications. 

    


                    
                        19    Building Multitenant Applications Using SAP Cloud Application Programming Model
So far, we’ve discussed use cases where a solution based on SAP Business Technology Platform (SAP BTP) is catering to a single customer requirement. In this chapter, we’ll investigate scenarios where you may need to provide solutions catering to multiple customers. We’ll see how efficiently we can build a multitenant application and what considerations we need to think about in such scenarios.
Unlike other use case chapters, this use case isn’t tied up with any existing line of business solution or process flow. Rather, we’ll see a business use case where we need to build a multitenant application. And then we’ll look deeper into the application architecture and see further on how we can build a multitenant app in SAP BTP using SAP Cloud Application Programming Model and the SAP BTP, ABAP environment.
In our fictitious use case, Nutri-formance is a leading company that provides dietary suggestions and health performance advisories to various professional players. As a major provider in this space, they sometimes go with larger contracts with team-level advisories. They are engaged with many professional NBA, NFL, and MLB teams. On top of that, they also provide highly customized individualized advisories for sports individuals. Nutri-formance has the goal to provide the best dietary and health advice to boost performance for these sports icons. 
Recently, they introduced a new service on gluten-free diets and would like to launch the service to many of its customers. However, each customer-specific advisory is highly secretive and shouldn’t be divulged to each other. They need a solution where each individual or team can access their own health statistics and dietary advisory and maintain performance data in their platform without being able to see the data of other users. If Nutri-formance can’t maintain this privacy, then there will be a huge impact on their professional image that may force them out of this highly competitive industry. Conversely, providing individualized solution hosting in separate instances would be too costly, and the business model won’t scale. 
We’ll explore the architecture, relevant SAP BTP tools and services, and implementation process for Nutri-formance in this chapter. First, we’ll take a closer look at our use case. 

        19.1    Description

        Nutri-formance’s goal is to provide a single solution that offers individual experiences for multiple users. To do this, they need to develop a multitenant application. Multitenancy is an architectural concept where each consumer of the app will be provided a separate URL through which they can access the application. Although all the consumers are catered essentially through the same codebase, the application will be tenant-aware, meaning at the server side, it will know which tenant is calling the application and then segregate data based on the tenant. That way, even though we can cater to different consumers with different data, we need not develop separate apps/codebases for each consumer/tenant, reducing the total cost of ownership (TCO) on a huge scale. In fact, the software as a service (SaaS) model is entirely dependent on this multitenant architecture.

        In this use case, we’re only focusing on one aspect of the solution: multitenancy. So, we won’t go into the full strategy map and solution context in this chapter. 

    


                    
                        
        19.2    Architecture

        A multitenant solution differs from a single tenant application in three ways:

        
            	
                Tenant awareness
First, the application needs to be tenant-aware, meaning the application should be able to recognize the calling tenant and behave likewise. 

            

            	
                Data isolation
Suppose Nutri-formance is providing advisories to some Golden State Warriors basketball players as well as some Cleveland Cavaliers players. The Cavaliers and Warriors are archrivals in the NBA, and it would be disastrous for Nutri-formance if one team’s data is leaked to another. So, data isolation is of utmost importance. Typically, there are three ways we can architect a solution so that it can isolate the data per tenant, as shown in Figure 19.1:

                
                    	
                        Column discriminator 
This is a simple solution where we store persistent structured data in the same database and schema. However, in each table, we have a column called tenant ID. This way, for all create, read, update, delete (CRUD) operations, we need to also provide the tenant ID to make the data operations isolated from one another. You can think of it as like having a MANDT (client) column in SAP ERP database tables. Though it’s very simple and easy to implement, this mechanism has some serious flaws. Because the data is residing essentially in a single database, tenant-specific back up, restore, maintenance, and so on aren’t possible. In addition, for a large multitenant application where there is a high number of tenants, maintenance and upgrade of the app becomes increasingly difficult.

                    

                    	
                        Schema separation 
In this solution, data is stored in separate schemas per tenant. This way, even though the data is residing in a single database physically, each datastore/table is completely and logically isolated per tenant. Initial implementation is a little complex compared to option 1, but in the long run, this provides a balanced way to maintain lower TCO as well as strict data isolation.

                    

                    	
                        Separate database instances 
From the data isolation and independence perspective, this is the optimum solution. However, in this case, for each tenant, we need to have a separate database instance that adds to the cost and complexity. Though from a database lifecycle perspective, this is a robust solution, often we find this defeats the purpose of having multitenant applications as a cost-effective solution. 

                    

                

            

            	
                Connectivity isolation
It may be a valid requirement that each tenant would like to connect to their corresponding backend systems for different integration purposes. For this, we need to make the app tenant-aware and code the logic so that remote calls are managed based on calling tenants. In a generic sense, if different tenants have different dependencies on different backend services, we need to manage the dependencies in the same way.

                
                    [image: Data Separation Options for Multitenant Apps]

                    Figure 19.1    
            Data Separation Options for Multitenant Apps

                
            

        

    


                    
                        
        19.3    Selecting SAP BTP Services

        We’ll discuss all the necessary tools and services for our Nutri-formance use case in this section. SAP BTP provides a service called SAP Software-as-a-Service Provisioning service (SAP SaaS Provisioning service), which helps manage subscriptions, onboarding, and offboarding. While developing a multitenant app, the app needs to set a binding to this service.

        Figure 19.2 shows how the SAP SaaS Provisioning service helps manage multitenancy. The provider subaccount hosts the main service. Notice that the consumer tenants are subscribing to the service from the provider subaccount without consuming any cloud resource.

        
            [image: SAP SaaS Provisioning Service: Managing Subscriptions]

            Figure 19.2    
            SAP SaaS Provisioning Service: Managing Subscriptions

        
        There are two implementation tools that this use case could use, which we’ll discuss in the following sections. 

        
            19.3.1    SAP Cloud Application Programming Model

            The SAP Cloud Application Programming framework provides multitenant support. Now we’ll see how SAP Cloud Application Programming Model supports all three fundamental principles: tenant awareness, data isolation, and connectivity isolation.

            The first principle, tenant awareness, says that the multitenant program should be able to provide the means to onboard, identify, and offboard different tenants. SAP Cloud Application Programming Model provides two callbacks for SaaS tenant registration:

            
                	
                    getDependencies
This provides dependencies to multitenant reuse services.

                

                	
                    onSubscription
This allows applications to perform the tenant setup in the application. The implementation depends on the approach to separation that you use for your application.

                

            

            After registering the tenants, you can proceed with onboarding, identification, and offboarding. Let’s take a high-level look at these processes: 

            
                	
                    Tenant onboarding
A subscription is initiated from the consumer’s subaccount to SAP BTP. The getDependencies() callback is called recursively, first for the application and then for all its dependent services and their dependencies. A complete dependency tree is built, and then the onSubscription() callback is called, starting from the lowest leaf until it reaches the application. Then, the configuration is created to onboard the tenant-specific database and dependencies. Lastly, the application returns the tenant-specific application URL that is provided in the SAP BTP cockpit.

                

                	
                    Tenant identification
Multitenant applications have tenant-specific URLs. This URL is constructed using the following rule: 

                    <tenant>-<app-name>.<CFapp-domain>  


                    The xs-security.json file should have set the tenant mode to Shared. The app router variable TENANT_HOST_PATTERN is required for tenant identification from the URL. Then, we need to map the tenant-specific route to the app.

                

                	
                    Tenant offboarding
When the subscription is unsubscribed, notification is sent to the SAP SaaS Provisioning service, which helps in cleanup jobs and tenant offboarding.

                

            

            To build a multitenant app in SAP BTP, the app needs to depend on some SAP BTP services. Figure 19.3 shows how this works. A multitenant application is hosted on a provider subaccount, but this can be consumed in multiple consumer subaccounts by subscription. The provider subaccount is responsible for managing multitenancy using the SAP SaaS Provisioning service, managing security using the extended services for user account and authentication (XSUAA) service, and managing routing using an app router. 

            Next, let’s discuss the second principle, data isolation, with SAP Cloud Application Programming Model. As discussed in the previous section, there are three techniques that we can follow to do data segregation. If you use SAP Cloud Application Programming Model on SAP HANA Cloud, the application layer is bound to the SAP HANA Deployment Infrastructure (HDI) container, which is equivalent to a logical schema-based segregation. With multitenancy, the core app on the producer side provides an app router instance that helps identify the tenant URLs. Then, the middle tier app logic performs the tenant segregation via tenant-aware code. At the persistent layer, the framework provides a separate HDI container for each tenant. Figure 19.4 shows the component architecture for the app. 

            
                [image: Service Instance Requirement for Multitenancy]

                Figure 19.3    
            Service Instance Requirement for Multitenancy

            
            Finally, let’s discuss how SAP Cloud Application Programming Model supports the connectivity isolation principle. Figure 19.4 also shows that the SAP Cloud Application Programming Model multitenant app segregates data not only via separate HDI containers but also via backend service dependencies. In this simple example, we have three tenants, that is, three different consumer subaccounts. The SAP Cloud Application Programming Model multitenant app is configured to provide separate HDI containers for each tenant as well as separate destination service instances for each tenant, providing the option to connect to separate backend systems. 

            
                Further Resources

                SAP Cloud Application Programming Model provides the CDS-MTX library to support this. For the full SAP Cloud Application Programming Model documentation, go to https://cap.cloud.sap/docs/guides/multitenancy.

            

            We’ll discuss implementation using SAP Cloud Application Programming Model in Section 19.4.1.
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                Figure 19.4    
            Service Component Architecture for a Multitenant SAP Cloud Application Programming Model App

            
        
        
            19.3.2    SAP BTP, ABAP Environment

            Alternatively, this use case could use the ABAP RESTful application programming model via the SAP BTP, ABAP environment, which also supports multitenancy. However, unlike SAP Cloud Application Programming Model, ABAP does the data isolation using the client segregation in data and code. 

            Fundamentally, ABAP multitenant apps rely on similar SAP BTP services for enabling and managing multitenancy as SAP Cloud Application Programming Model. The most important SAP BTP services that you need are as follows:

            
                	
                    ABAP solution service
This is the core service that defines the solution.

                

                	
                    XSUAA
This manages the security in SAP BTP.

                

                	
                    AppRouter
Like SAP Cloud Application Programming Model, an app router manages routes.

                

            

            
                Note

                Note that, for multitenant application development, you need an ABAP system on the saas_oem plan. The saas_oem plan is similar to the standard service plan of the ABAP service, but it’s used as a backing service for a partner-provided SaaS solution. Unlike the standard service plan, saas_oem makes it so that add-on products, which are installed during system provisioning, can be specified.

            

            It’s recommended to package the ABAP multitenant app in a multitarget application archive (MTAR) file. The multitarget application (MTA) should be structured with the following service dependencies:

            
                	
                    MTA modules:

                    
                        	
                            Modified app router (approuter)

                        

                    

                

                	
                    MTA resources:

                    
                        	
                            XSUAA (xsuaa)

                        

                        	
                            SaaS provisioning (saas-registry)

                        

                    

                

                	
                    ABAP solution (abap-solution)

                

            

            We’ll discuss implementation using the SAP BTP, ABAP environment in Section 19.4.2.

        
    


                    
                        
        19.4    Implementation

        Now, let’s see how our use case, Nutri-formance, uses SAP Cloud Application Programming Model or the SAP BTP, ABAP environment, to create a multitenant application. We’ll walk through both implementation processes in the following sections.

        
            19.4.1    SAP Cloud Application Programming Model

            Coming back to our example scenario of Nutri-formance, let’s assume they have contractual obligations to provide health advisories to players on two rival NBA teams—San Francisco Golden State Warriors and Cleveland Cavaliers. In addition, they have clients in the NFL as they provide services to the New England Patriots. However, there is no direct rivalry between the New England Patriots and the other two teams, so this architecture pattern provides a means to cleanly separate data, data management, and connectivity for each Nutri-formance customer. In this section, we’ll see in more detail how this is implemented using SAP Cloud Application Programming Model.

            
                Building a Multitenant Application

                First, we’ll see the application in action to understand how the same app is managing data segregation in different tenants. Then, we’ll discuss the different building blocks of the app.

                We have a single global account for Nutri-formance, where different consumer subaccounts are configured. Let’s say there are two customers, the Warriors and the Cavaliers, and we need to have two subaccounts corresponding to these two customers. Figure 19.5 shows the subaccount structure, including the two consumer accounts (c1 1 and c2 2) and the producer account (trial 3).

                
                    [image: Subaccount Setup for Multitenancy]

                    Figure 19.5    
            Subaccount Setup for Multitenancy

                
                Suppose the Golden State Warriors are assigned to consumer subaccount c1, and the Cleveland Cavaliers are assigned to consumer subaccount c2. If we go to the Instances and Subscriptions section of the consumer account, as shown in Figure 19.6, we can see there is a subscription for the Nutri-formance app, which is called Multi Tenant App.

                
                    [image: Subscription to Multitenant App]

                    Figure 19.6    
            Subscription to Multitenant App

                
                When we open the app, notice that the URLs for the app in subaccount c1 and subaccount c2 are different. For the Golden State Warriors, the app URL corresponds to subaccount c1, and for the Cleveland Cavaliers, the URL corresponds to subaccount c2. The beauty of SAP BTP’s multitenant framework is that this generates the tenant-based URLs automatically during the subscription onboarding process. The URL follows this rule:

                <tenant>-<app-name>.<CFapp-domain>

                Now, let’s navigate to the Golden State Warriors URL, and we’ll see the app data shown in Figure 19.7.

                
                    [image: Player List and Calorie Intake for Golden State Warriors]

                    Figure 19.7    
            Player List and Calorie Intake for Golden State Warriors

                
                Now when we move to the URL corresponding to the Cleveland Cavaliers, that is, the subaccount c2 URL, we find the same app is behaving differently, adapting to the Cleveland Cavaliers’ data, as shown in Figure 19.8.

                Now we’ve seen that the same app, Nutri-formance, is behaving differently for two different tenants by adapting to the Warriors’ data when accessed via the Warriors’ URL and adapting to the Cavaliers’ data when accessed through the Cavaliers’ URL.

                SAP Cloud Application Programming Model used the service manager of SAP HANA to manage the HDI containers corresponding to each subscription. If we look at the Instances tab in the provider subaccount, as shown in Figure 19.9, we’ll see the service manager has already created HDI containers corresponding to the subscription. The service manager creates two HDI containers for each subscription and keeps one HDI container for the metadata. So, in this case, as we have two subscriptions, there are five containers.

                
                    [image: Player List and Calorie Intake for Cleveland Cavaliers]

                    Figure 19.8    
            Player List and Calorie Intake for Cleveland Cavaliers

                
                
                    [image: HDI Container Management in an SAP Cloud Application Programming Model Multitenant Application]

                    Figure 19.9    
            HDI Container Management in an SAP Cloud Application Programming Model Multitenant Application

                
                In a real-life project, you may need to see how these HDI containers are managing data. In a nonproductive system, you can use developer tools to look into the details of the HDI containers and the tables. To do so, you need to install a cf plug-in for service management using the following command in the SAP Business Application Studio terminal: cf install-plugin service-management.

                Once this plug-in is installed, you need to configure the smsi tool using the following command: cf smsi -m -a. You can choose any specific container or choose all. 

                Once configured, you can view the containers and corresponding data in SAP Business Application Studio. Figure 19.10 shows how clean data segregation is achieved via separate HDI containers for two separate tenants. In the top screen, the HDI container for tenant 1 contains the table that corresponds to the Warriors data 1. In the bottom screen, the HDI container for tenant 2 contains the table that corresponds to the Cavaliers data 2.

                
                    [image: Separate HDI Containers per Tenant]

                    Figure 19.10    
            Separate HDI Containers per Tenant

                
                
                    Further Resources

                    The smsi tool is a command-line plug-in for the Cloud Foundry command-line interface (CLI) to make it easier when using service management on Cloud Foundry. You can find more details about the tool at https://github.com/SAP/cf-cli-smsi-plugin.

                

                The next question is whether a member of a rival team can get access to the opponent team’s URL and access their data. Not so easily! SAP BTP provides tenant segregation at the subaccount level. This means that each tenant can maintain their own corporate identity provider (IdP) and business users, which need to be set in the trust setup at the subaccount level. Then, the user needs to be assigned roles that are shipped as part of the provider app. In this example, shown in Figure 19.11, the default IdP is used, but individual consumers can configure their own corporate IdP. You can find whether the subaccount is setup with a default IdP or a customer-specific corporate IdP under Security • Trust Configuration in the SAP BTP cockpit. If you go to Security • Users and choose a user, under the Role Collection section, you’ll find that the provider app already provided a set of role collections that are available to assign to the user upon subscription to the app.

                
                    [image: Security Setup for a Multitenant App]

                    Figure 19.11    
            Security Setup for a Multitenant App

                
            
            
                Enabling Multitenancy

                Now let’s look under the hood. In this section, we’ll look at the important part of the code through which multitenancy in enabled: 

                
                    	
                        Bootstrap
First, we need to enable cds.mtx in SAP Cloud Application Programming Model. cds.mtx is the library for enabling multitenancy support in SAP Cloud Application Programming Model. As we know, SAP Cloud Application Programming Model provides a default implementation of the express server. We need to overwrite this using an explicit server.js file (srv • server.js). Within this, we need to invoke cds.mtx in the bootstrap of SAP Cloud Application Programming Model. The bootstrap is usually added on the server.js under your project root • srv folder. For our use case, we enter the code shown in Listing 19.1.

                        const cds = require('@sap/cds');


cds.on('bootstrap', app => {


    cds.mtx.in(app).then(async () => {
        const provisioning = await cds.connect.to('ProvisioningService');
        provisioning.impl(require('./provisioning'));
    });

});

module.exports = cds.server;   


                        Listing 19.1    
            Sample to Plug In Server.js in the Application Bootstrapping for Enabling Multitenancy

                    

                    	
                        Tenant awareness
Next, we need to enable tenant awareness in our code. The primary objective in tenant-aware code is to make the code enabled to onboard and offboard new tenants and also provide the tenant-aware URL. We need to have a file called provisioning.js under the srv folder, as shown in Listing 19.2. The provisioning.js (srv • provisioning.js) provides this code. 

                            service.on('UPDATE', 'tenant', async (req, next) => {
        let tenantHost = req.data.subscribedSubdomain + '-' + appEnv.app.space_name.toLowerCase().replace(/_/g, '-') + '-' + services.registry.appName.toLowerCase().replace(/_/g, '-');
        let tenantURL = 'https:\/\/' + tenantHost + /\.(.*)/gm.exec(appEnv.app.application_uris[0])[0];
        console.log('Subscribe: ', req.data.subscribedSubdomain, req.data.subscribedTenantId, tenantHost);
        await next();
        return tenantURL;
    });

    service.on('DELETE', 'tenant', async (req, next) => {
        let tenantHost = req.data.subscribedSubdomain + '-' + appEnv.app.space_name.toLowerCase().replace(/_/g, '-') + '-' + services.registry.appName.toLowerCase().replace(/_/g, '-');
        console.log('Unsubscribe: ', req.data.subscribedSubdomain, req.data.subscribedTenantId, tenantHost);
        await next();
        return req.data.subscribedTenantId;
    });   


                        Listing 19.2    
            Sample Provisioning.js File to Handle Tenant Awareness and Tenant Onboarding and Offboarding

                        The app provides two APIs for UPDATE and DELETE methods. The UPDATE method is implemented to onboard the new tenant. The req imported request object contains the subscription domain. With this, the app recognizes the new subscription domain and builds the dynamic URL. The DELETE method is for offboarding an existing tenant.

                    

                    	
                        Dynamic routing
When a new subscription is created, a new tenant URL is dynamically generated by the app. However, by default, there is no automatic way to assign this dynamic URL to a new route to the app. So, it’s also necessary to create a new route in the SAP BTP, Cloud Foundry environment cockpit, and map the route to the existing app in the provisioning subaccount, as shown in Figure 19.12.

                        
                            [image: Routes Management for Tenant URLs]

                            Figure 19.12    
            Routes Management for Tenant URLs

                        
                        Cloud Foundry APIs come in handy in this case. If you want to automate this process, you may want to use Cloud Foundry APIs to create the routes with a dynamic URL and assign it to the app. This code should be added right after the dynamic URL creation under the UPDATE method in Listing 19.2.

                    

                    	
                        App router setup
For a multitenant app, the app router must be set to shared mode. This can be set in the xs-security.json file, as shown in Listing 19.3.

                        {
    "xsappname": "appmtx1",
    "tenant-mode": "shared",
    "scopes": [
...  


                        Listing 19.3    
            Sample Code for App Router Setup

                    

                    	
                        Service binding
We’ve already discussed that SAP BTP apps need to be bound with some SAP BTP services to manage subscriptions, security, and data persistency. We need to configure the mta.yml file to manage this service binding, as shown in Listing 19.4. Alongside the service module, we’re also configuring the app router. Here, an important property to note is the TENANT_HOST_PATTERN, which determines the URL patterns of the different tenant URLs.

                          # ------------------ APPROUTER MODULE -----------------------
  - name: appmtx1
  # ------------------------------------------------------------
    type: AppRouter.nodejs
    path: app
    parameters:
      memory: 256M
      disk-quota: 1024M
    properties:
      TENANT_HOST_PATTERN: '^(.*)-${space}-${app-name}.${default-domain}'
    requires:
      - name: appmtx1-uaa
      - name: srv-api
        group: destinations
        properties:
          name: srv
          url: ~{srv-url}
          timeout: 60000
          forwardAuthToken: true
    provides:
     - name: app_api
       properties:
         url: ${default-url}
         application: ${app-name}   


                        Listing 19.4    
            Sample Configuration of mta.yml

                        In addition, under the Resources section of the mta.yml file, we have dependency on the user account and authentication (UAA) service instance, as shown in Listing 19.5. Remember, the provider subaccount is responsible for managing the security by binding the application with the necessary XSUAA service.

                         # ----------------------- UAA SERVICE ------------------------
  - name: appmtx1-uaa
  # ------------------------------------------------------------
    type: org.cloudfoundry.managed-service
    parameters:
      service: xsuaa
      service-plan: application
      path: ./xs-security.json
      xsuaa-app: ${space}-~{app_api/application}
      config:
        xsappname: ${xsuaa-app}
    properties:
      XSAPPNAME: ${xsuaa-app}
    requires: 
      - name: app_api   


                        Listing 19.5    
            Service Binding of the XSUAA Service to Manage Security

                        In addition, under the Resources section in the mta.yml file, we need an instance of service saas-registry, as shown in Listing 19.6. This is the registry that maintains the subscription entries.

                        # --------------------- REGISTRY SERVICE ---------------------
  - name: appmtx1-registry
  # ------------------------------------------------------------
    type: org.cloudfoundry.managed-service
    requires:
      - name: appmtx1-uaa
    parameters:
      service: saas-registry
      service-plan: application
      config:
        xsappname: ~{appmtx1-uaa/XSAPPNAME}
        appName: appmtx1
        displayName: 'Multi Tenant App'
        description: 'Business Application'
        category: 'SaaS Multitenant Apps'
        appUrls:
          onSubscription: https://${org}-${space}-appmtx1-srv.${default-domain}/mtx/v1/provisioning/tenant/{tenantId}   


                        Listing 19.6    
            Service Binding for the SaaS Registry Service

                        Finally, we need a dependency on an instance of service manager under the Resources section of the mta.yml file, as shown in Listing 19.7. This is important to manage the HDI containers for the tenants.

                          # ------------------- SERVICE MANAGER SERVICE ----------------
 - name: appmtx1-sm
 # ------------------------------------------------------------
     type: org.cloudfoundry.managed-service
     requires:
      - name: appmtx1-uaa
    parameters:
       service: service-manager
       service-plan: container
       polling_timeout_seconds: 240
       config:
         acquireTimeoutMillis: max
         polling_timeout_seconds: 480   


                        Listing 19.7    
            Service Binding for the Service Manager Service to Be Added in the mta.yml File

                    

                

            
        
        
            19.4.2    SAP BTP, ABAP Environment

            Starting in November 2020, the SAP BTP, ABAP environment, supports multitenancy via the ABAP RESTful application programming model. In comparison to achieving multitenancy with SAP Cloud Application Programming Model, which offers more flexibility in terms of data isolation using separate data containers, the SAP BTP, ABAP environment, and the ABAP RESTful application programming model provide a robust, enterprise-grade framework that can be leveraged. 

            There are some strict guidelines that must be followed to make a multitenant ABAP development:

            
                	
                    Table design
Database tables for tenant content must be client dependent; that is, the first field of the table must be of datatype CLNT. We recommend using the inline declaration abap.clnt, which is an ABAP reserve key word to declare a field as a client. We must classify them according to the table content. The following are the possible classifications: 

                    
                        	
                            Tenant configuration data (tables with delivery class C) for configuration data

                        

                        	
                            Tenant application data (tables with delivery class A) for application data

                        

                        	
                            Tenant temporary data (tables with delivery class L) for temporary data

                        

                    

                    The delivery classes E, G, and W aren’t supported.

                

                	
                    Table access
Tenant isolation should not be violated while accessing data using ABAP SQL. However, an SAP HANA database using ABAP-Managed Database Procedures (AMDP) isn’t controlled via the ABAP database interface. Make sure that the client is always passed via SY-MANDT, an ABAP reserve key word that gets the present client of the ABAP runtime. S tables that are classified to have system data aren’t allowed to be written in the provider system.

                

                	
                    Multitenant-aware programming
Make sure the cross-client locking is managed rationally. Tenant-specific date and time may not be possible as CL_ABAP_CONTEXT_INFO=>GET_SYSTEM_DATE, CL_ABAP_CONTEXT_INFO=>GET_SYSTEM_TIME is always based on the UTC time zone.
Storing SY-SYSID and SY-MANDT explicitly in database tables isn’t allowed. This may lead to issues in case of tenant copy or tenant move because both values aren’t unique, and they aren’t stable in the system landscape. 

                

                	
                    Communication
Outbound communication must be maintained via SAP BTP destinations and can’t be maintained via Transaction SM59.

                

            

            
                Note

                For further details on the SAP BTP, ABAP environment, refer to the following SAP help document: www.sap.com/products/technology-platform/abap.html.

            

            SAP BTP also provides a service called the Landscape Portal to manage consumer tenants for ABAP SaaS applications, as shown in Figure 19.13. It’s often very difficult to track all the tenants. The Landscape Portal allows service providers to perform lifecycle management operations such as performing add-on updates, provisioning new consumers, and many more. 

            You can manage some key functionalities for tenant management through the Landscape Portal:

            
                	
                    Get an overview of your systems and tenants.

                

                	
                    Perform version management for a system’s software.

                

                	
                    Support user management.

                

                	
                    Test tenant management.

                

                	
                    Update add-ons.

                

                	
                    Monitor the request log.

                

                	
                    Create a ticket with support context.

                

                	
                    Restore tenants.
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                Figure 19.13    
            SAP BTP: Landscape Portal

            
            For our Nutri-formance use case, when Nutri-formance caters their solution to multiple customers, there will be multiple tenants who are subscribing to their service. The Landscape Portal provides a central dashboard that allows Nutri-formance to manage all their tenants.

        
    


                    
                        
        19.5    Summary

        In this chapter, we looked at how SAP BTP-based multitenant applications can solve business problems for organizations such as our fictitious Nutri-formance, which is dealing with a large customer base with a footprint to rival organizations. Multitenant architecture enables these organizations to provide clean data isolation and tenant management while using shared computing to reduce the TCO for the whole solution. We also looked at how SAP BTP supports multitenancy in different programming frameworks such as SAP Cloud Application Programming Model or the SAP BTP, ABAP environment. (Although not covered here, you can also achieve multitenancy using the SAP BTP, Kyma runtime.) 

        We’re going to discuss the SAP BTP, Kyma runtime, and container-based development approach in the next chapter to see how to leverage the best of cloud-native development using SAP BTP.

    


                    
                        20    Building Cloud-Native Applications Using SAP BTP, Kyma Runtime
In this chapter, we’ll discuss a use case using an environment that helps us build cloud-native, container-based applications: the SAP BTP, Kyma runtime.
Samaritan is a fictitious global nongovernmental organization (NGO) that operates in more than 100 countries in the world. Apart from its philanthropic activities, Samaritan manages critical medical supplies such as bio-supplies as well as critical medicines and oxygen to the many hospitals and humanitarian organizations. Especially in Africa, the Middle East, and South Asia, Samaritan plays a major role to supply medical and aid supplies. As a result, they need to maintain strong supply chain management for various supplies. Typically, they have contracts with hospital networks and humanitarian organizations that are part of their value stream. Samaritan provides a business-to-business (B2B) portal where these organizations get access to supply data. In addition, these organizations and hospitals can post their requirements for medical supplies in Samaritan’s portal. Samaritan does the demand planning and orchestrates the supply chain liaising with various suppliers, ensuring the connection with the hospitals and the suppliers. So, Samaritan plays a major role in ensuring the supply chain for healthcare and humanitarian supplies, especially in the budgeted health-care space.
In 2020, when the COVID-19 pandemic hit the world, Dr. Ellison, the vice president of Samaritan, was worried. Within a few weeks, the hospitals started seeing an unprecedented number of critical patients. There was a surge in demand for medical supplies, especially respiratory medicines and oxygen, blood, plasma, and so on. Samaritan’s existing B2B portal was overwhelmed, and at this critical time, hospitals and organizations weren’t able to enter their requirements on the portal due to portal crashes resulting from its inability to handle the unprecedented spike in user accesses. Dr. Ellison called up the IT department to look for a solution that is scalable and elastic and that can handle such fluid situations. 
We’ll explore the architecture, relevant SAP BTP tools and services, and implementation process for Samaritan in this chapter. First, we’ll take a closer look at our use case.

        20.1    Description

        Like Samaritan, there are many enterprises that witnessed unprecedented situations during the global pandemic. Many industries are in a huge crunch with supply chain issues. Organizations are experiencing an unforeseen spike in demand for certain essential commodities. As a result, different software components need to be equipped to smooth horizontal scaling to cater to these uncertain business environments. So far, when we’ve discussed cloud software architecture in general, elasticity and scalability was the inherent quality that we discussed. For that matter, SAP BTP supports elasticity and scalability in various runtime offerings that are present in the platform. For example, the SAP BTP, Cloud Foundry environment, is good for developing enterprise-grade, cloud-native web apps that cater to business needs for medium-scale elasticity. However, when we need to focus on scaling out on a larger aspect, then it’s better to architect the solution in a cloud-native, container-based solution. If you recall, we gave a side-by-side comparison and detailed comparative review of different runtime choices in Chapter 7. Table 20.1 provides a quick refresher on these runtime choices and their pros and cons.

        
            
                
                    	
                    	
                        SAP BTP, Cloud Foundry 
Runtime

                    
                    	
                        SAP BTP, Kyma Runtime

                    
                    	
                        SAP BTP, ABAP Environment

                    
                

            
            
                
                    	
                        Pros

                    
                    	
                        
                            	
                                Platform-managed load balancing, routing, health checks, security updates

                            

                            	
                                Free choice of programming models (SAP Cloud Application Programming Model, Java, etc.)

                            

                            	
                                Built on industry-standard, open-source technology components

                            

                            	
                                Multicloud deployments and no infrastructure vendor lock-in

                            

                        

                    
                    	
                        
                            	
                                Free choice of programming languages (containerized deployments)

                            

                            	
                                Combines microservices and serverless functions

                            

                            	
                                Brings built-in managed service mesh

                            

                            	
                                Built on industry standards and open technology projects/components

                            

                            	
                                Out-of-the-box consumption of SAP and hyperscaler services

                            

                        

                    
                    	
                        
                            	
                                Integrated development lifecycle

                            

                            	
                                Fast prototyping with the ABAP RESTful application programming model

                            

                            	
                                Reuses existing on-premise ABAP assets

                            

                        

                    
                

                
                    	
                        Good For

                    
                    	
                        
                            	
                                Enterprise-grade business applications and services

                            

                            	
                                Cloud-native web applications

                            

                            	
                                Small to medium extension builds with SAP Cloud Application Programming Model/low-code tooling

                            

                        

                    
                    	
                        
                            	
                                Cloud-native development of apps and services

                            

                            	
                                Highly scalable, microservice-based apps

                            

                        

                    
                    	
                        
                            	
                                User-centric process extensions

                            

                            	
                                Robust, transactional cloud apps

                            

                            	
                                Migrates and adapts add-ons to the cloud

                            

                            	
                                Enables ABAP developers to go to the cloud

                            

                        

                    
                

                
                    	
                        Skills

                    
                    	
                        
                            	
                                Understanding of core data services (CDS)

                            

                            	
                                SAP Fiori/SAPUI5 and SAP HANA

                            

                            	
                                Expertise in Java/Node.js or in any major programming language

                            

                        

                    
                    	
                        
                            	
                                Kubernetes knowledge

                            

                            	
                                Docker

                            

                            	
                                Node.js for serverless functions

                            

                            	
                                Any major programming languages

                            

                        

                    
                    	
                        
                            	
                                Ability to write modern ABAP code

                            

                            	
                                CDS

                            

                            	
                                SAP Fiori and SAP HANA

                            

                        

                    
                

            
        

        Table 20.1    
            SAP BTP Runtime Choices

        Now, let’s focus on the business requirements in this scenario. Samaritan mainly acts as a broker liaising between the hospital and healthcare networks and the supply chain. In this unprecedented scenario, there is a high spike in demand, meaning the portal needs to handle many more requests than it was originally designed for. In a pure model view controller (MVC) architecture, the view is on the client side anyway, so the logic for client-side validation and user experience (UX) rendering doesn’t affect much on such a spike in demand. The main bottleneck would be the middle tier application programming interface (API) layer that is catering to the business logic and connectivity to the backend. Depending on the situation, the backend may need to scale as well; however, in this scenario, we see the main bottleneck is on the middle tier. Thus, we need to provide the cloud solution in such a way that the middle tier can horizontally scale on demand. 

        In this case, our obvious choice is SAP BTP, Kyma runtime, which supports cloud-native, container-based development and is focused on scalability and elasticity. 

        In this use case, we’re only focusing on one aspect of the solution: the runtime. So, we won’t go into the full strategy map and solution context here.

    


                    
                        
        20.2    Architecture

        If we look at the whole solution stack, there are two frontend solutions. The first is for external users and is going to be used by the hospital and healthcare networks. This portal will give users a place to enter their demand requisitions and check supply status. The second frontend is for internal stakeholders, for which we need an internal-facing web app that caters to the supply chain specialist to manage these demands and route for proper approvals. Subsequent approval and supply chain processes need to be integrated to get end-to-end traceability. In addition, we need to have backend logic developed at the server side that manages demand capture, queuing, and routing. We also need to persist the demand data and the updates based on the supply chain status.

        Moreover, because we want the solution to be used for high-demand critical supplies, we want to have holistic monitoring and exception management around the solution. Figure 20.1 shows the high-level depiction of the solution concept.

        
            [image: Solution Concept Diagram]

            Figure 20.1    
            Solution Concept Diagram

        
        If we look at the solution components based on the solution concept diagram, we need to understand which components need to scale up and what could be the potential bottlenecks. The server-side business logic block is a critical component that needs to be designed in a microservices architecture and made ready to scale up so that if we see an unprecedented spike on external portal activities, the backend can cater to the requests. Two fundamental mechanisms can be adapted in this situation:

        
            	
                Make the requests persist on a queue so that more requests can be catered on a first in, first out (FIFO) basis.

            

            	
                Equip the backend infrastructure with horizontal scalability.

            

        

        On a medium scale, the scalability can be achieved through the SAP BTP, Cloud Foundry runtime using its auto-scaling feature. However, if we need holistic scaling on a broader range, then we need to rely on a container-based, cloud-native solution.

        The SAP BTP, Kyma runtime enables customers to build net new cloud-native apps as well as bring in existing cloud-native apps with slight adjustments. This allows companies to use their existing investments and quickly turn a solution into a more scalable solution. While we’re perfectly okay to rebuild the solution for Samaritan in a brand-new cloud-native app, we’ll see how a major part of the solution can use a programming framework that works as is on the SAP BTP, Cloud Foundry environment as well. 

        In this case, we can build the solution using SAP Cloud Application Programming Model and make necessary adjustments to deploy it on the SAP BTP, Kyma runtime. This gives us flexibility and uses on existing investment. Let’s look at the solution realization diagram, as shown in Figure 20.2.
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            Figure 20.2    
            Solution Realization Diagram

        
        We can have the instances of the backing services on SAP BTP and bind them to the application running on the SAP BTP, Kyma runtime. Here, we have the core solution built on SAP Cloud Application Programming Model, which is bound to the backing services such as SAP HANA Cloud and SAP Event Mesh. We need to instantiate the corresponding services on SAP BTP and manage connectivity and security from Kyma, so that the SAP Cloud Application Programming Model application deployed on Kyma can have the dependencies on these SAP BTP backing services.

        The SAP Cloud Application Programming Model service will receive the requests, queue them on SAP Event Mesh, and eventually store them on cloud persistency in SAP HANA Cloud. In addition, the SAP Cloud Application Programming Model service will use functions to kick off other subsequent functionalities via SAP Build Process Automation, which in turn takes care of the downstream supply chain processes.

    


                    
                        
        20.3    Selecting SAP BTP Services

        In this section, we’ll outline all the services that are used in the solution realization diagram discussed in Section 20.2. We’ll explain the functionality of each service and how it contributes to the overall solution. 

        The following tools and services will be relevant for our Samaritan use case:

        
            	
                SAP BTP, Kyma runtime
The SAP BTP, Kyma runtime is the fully managed runtime to develop container-based, cloud-native applications. 

            

            	
                SAP Cloud Application Programming Model
SAP Cloud Application Programming Model is the de facto standard programming model that provides open-source language support such as Java or Node.js to develop enterprise-grade cloud applications.

            

            	
                SAP HANA Cloud
SAP HANA Cloud is the in-memory data persistency solution that allows you to manage your data efficiently in the cloud and build high-performance applications using its native capabilities.

            

            	
                SAP Event Mesh
SAP Event Mesh is the event bus in the SAP BTP-based enterprise landscape. This service enables applications to publish and subscribe to events, maintain event queues, and help applications to react to these events.

            

            	
                SAP Build Process Automation
SAP Build Process Automation is the fully managed flexible workflow service in the cloud that helps enterprises manage cross-component workflows.

            

            	
                SAP Continuous Integration and Delivery
SAP Continuous Integration and Delivery is a continuous integration and continuous delivery (CI/CD) service that automates application building and deployment.

            

        

    


                    
                        
        20.4    Implementation

        Although it’s not in the scope of this book to give detailed instructions on the steps for this development, this chapter will cover the fundamental concepts and high-level steps for Kyma-based development. In particular, we’ll cover deploying an SAP Cloud Application Programming Model application on Kyma. 

        
            Further Resources

            A sample baseline code and detailed how-to instructions are given at http://s-prs.co/v544056.

        

        
            Note

            The sample code in this section is adapted from SAP Tech Ed session DEV-261 and given for the purpose of a reference. The sample code doesn’t exactly cover the Samaritan scenario.

        

        
            20.4.1    Initial Setup and Dependencies

            SAP BTP comes with a few runtime choices; we’ve discussed these runtime choices in detail in Chapter 5 and in Section 20.2. Unlike the SAP BTP, Cloud Foundry runtime, for the SAP BTP, Kyma runtime, you need to do some initial setup to activate it.

            
                Note

                You need to check the pricing plan and service offerings in the SAP Discovery Center at http://s-prs.co/v544057.

            

            First, in the SAP BTP cockpit, you need to set the entitlement and assign a quota for the SAP BTP, Kyma runtime to the designated subaccount, as shown in Figure 20.3 1. You can see the Kyma runtime entitlement in the top screen and the subaccount assignment in the bottom screen.

            Once the entitlement and quota are set, you can view the SAP BTP, Kyma runtime, on the Overview page of the subaccount where the quota is assigned. However, the runtime needs to be activated. 

            Next, you can set the necessary roles to the designated users to enable them to perform admin activities: 

            
                	
                    Assign role KymaRuntimeNamespaceAdmin to give admin access.

                

                	
                    Assign role KymaRuntimeDeveloper to give developer access.
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                Figure 20.3    
            Entitlement and Quota Management for the Kyma Runtime

            
            You need to click the Enable Kyma button to activate the runtime. This is a one-time activity, and once the runtime is activated, you won’t see the Enable Kyma button again. Instead, you’ll see a link to the Kyma dashboard. Click the link to open the Kyma dashboard, as shown in Figure 20.4, and you’ll see Kyma-related artifacts that let you manage applications, pods, and services on Kyma. Typically, each application resides on a separate namespace.

            
                [image: Kyma Dashboard]

                Figure 20.4    
            Kyma Dashboard

            
            As we explained in the solution realization diagram earlier in Figure 20.2, the whole solution has dependencies on many SAP BTP services, so we also have to manage entitlement, quota, and service instances of those services within the SAP BTP subaccount. See Section 20.3 for more information about the relevant services.

            We also need the extended services for user account and authentication (XSUAA) service instance from within the SAP BTP, Kyma runtime, to handle the security mechanism. We need to create a .yaml file to define the necessary parameters for the XSUAA service. The code snippet shown in Listing 20.1 needs to be saved in that .yaml file. Let’s say the file is saved in location /resources/xsuaa/xsuaa-service.yaml.

            apiVersion: servicecatalog.k8s.io/v1beta1
kind: ServiceInstance
metadata:
  name: <xsuaa-instance-name>
spec:
  clusterServiceClassExternalName: xsuaa
  clusterServicePlanExternalName: application
  parameters:
    xsappname: <app-name>
    tenant-mode: dedicated
    scopes:
      - name: $XSAPPNAME.User
        description: user role
    role-templates:
      - name: User
        description: <description>
        scope-references:
          - $XSAPPNAME.User
    role-collections:
      - name: cap-orders-kyma-rc
        description: Kyma SAP Cloud Application Programming Model Sample
        role-template-references:
           - $XSAPPNAME.User

---
apiVersion: servicecatalog.k8s.io/v1beta1
kind: ServiceBinding
metadata:
  name: <xsuaa-binding-name>
spec:
  instanceRef:
    name: <xsuaa-instance-name>   


            Listing 20.1    
            Sample Code for xsuaa-sevice.yaml to Define the Security Scope

            Then, run the following command to create the XSUAA instance in the Kyma environment under the specified namespace, as shown in Figure 20.5:

            kubectl -n cap apply -f ./resources/xsuaa/xsuaa-service.yaml  


            We can get the credentials from the XSUAA instance for future use, for example, using them on the SAP Cloud Application Programming Model variable for other external service binding. 

            
                [image: XSUAA Instance Created on the SAP BTP, Kyma Runtime]

                Figure 20.5    
            XSUAA Instance Created on the SAP BTP, Kyma Runtime

            
        
        
            20.4.2    Deployment

            Generally, there is a bit more administrative overhead on managing application deployments on Kubernetes-based apps compared to Cloud Foundry. We need to manage Docker containers, Kubernetes clusters (given as Kyma clusters), credentials, and pods. Luckily, there are different sets of tools available for managing deployment: 

            
                	
                    kubectl
kubectl is the command-line tool for managing Kubernetes clusters. kubectl allows a wide range of operations that you can use via the command line for managing deployment tasks. 

                    
                        Further Resources

                        You can get the full reference for kubectl at http://s-prs.co/v544058.

                    

                    Although kubectl is very powerful, it’s not an automated tool. You need to know how the command-line interface (CLI) for kubectl works to harness its full power.

                

                	
                    helm
helm is another powerful tool to manage your Kubernetes-based application. This is essentially a package manager for Kubernetes. helm provides a CLI that you can use to script the deployment tasks. 

                    
                        Further Resources

                        You can refer to the full documentation for helm at https://helm.sh/docs/.

                    

                    Similar to kubectl, helm also provides the CLI but no automated tool. So, either you can build your own deployment script or use the CLI to use helm for deployment tasks. While kubectl is very powerful and has a wide range of operations for your Kubernetes cluster, you’ll need to organize many parts when it comes to deploying a productive app that has many parts and dependencies. On the other hand, as a package manager, helm helps you organize them neatly.

                

                	
                    SAP Continuous Integration and Delivery
As we explained, we can either use kubectl or helm for deployment tasks. However, these tools alone don’t provide a complete CI/CD setup. In many cases, you may have a CI server such as Jenkins or Travis CI, which is managing the whole CI/CD setup. You need to plug in the helm/kubectl scripts to make the automated deployment work. 

                    However, a custom CI/CD setup requires deep expertise and knowledge of DevOps and is often quite cumbersome. One step forward is to use the SAP-provided Project “Piper” libraries and build your deployment scripts on your custom CI/CD infrastructure. However, SAP BTP made this even easier. SAP BTP provides a managed CI/CD service, SAP Continuous Integration and Delivery. We briefly talked about this in Chapter 12. Now we can see the utility of the service in action.

                    With SAP Continuous Integration and Delivery, you need to simply prepare the deployment scripts, for example, helm charts and corresponding parameter values. SAP Continuous Integration and Delivery provides a managed continuous integration server and pipeline through which we can manage automated testing and deployments. This comes in handy in complex deployments such as Kyma-based applications. During the SAP Continuous Integration and Delivery setup, all we need to do is to point to the deployment script, and the rest will be taken care of by SAP Continuous Integration and Delivery. We need to supply the helm-chart values for the parameter values and the Docker image details to configure the build job. SAP Continuous Integration and Delivery will manage the build jobs and can be executed on demand or scheduled periodically. 

                    Figure 20.6 shows a sample SAP Continuous Integration and Delivery setup for Kyma deployment. You can see where to create jobs and repositories and maintain credentials 1, where to configure job parameters 2, and where to execute build jobs and see execution logs 3. 
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                        Figure 20.6    
            Build Job Execution via SAP Continuous Integration and Delivery

                    
                

            

            Primarily, we have the following tasks to execute to prepare and deploy the microservices and dependent services on the SAP BTP, Kyma runtime:

            
                	
                    Deploy the database.

                

                	
                    Deploy SAP Event Mesh.

                

                	
                    Deploy the microservice built on SAP Cloud Application Programming Model.

                

                	
                    Deploy the HTML5 app.

                

            

            Once the deployments are done, you should be able to see the deployment artifacts and the pods in the Kyma environment, as shown in Figure 20.7. Here, there are two deployments in the SAP BTP, Kyma runtime, with four pods running, as shown in the top screen. There is one deployment for the gateway and one deployment for the service, as shown in the middle screen. The pods are displayed in the bottom screen.
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                Figure 20.7    
            Pods and Deployments in the SAP BTP, Kyma Runtime

            
        
        
            20.4.3    SAP Build Work Zone, Standard Edition

            Once the HTML5 app is built and deployed by SAP Continuous Integration and Delivery, we need to configure SAP Build Work Zone, standard edition, which will be the central entry point of the web app. SAP Build Work Zone, standard edition is embedded in SAP Build Work Zone, advanced edition for external-facing users and will be given direct access to the internal users. 

            For the scope of this chapter, we won’t provide details for the SAP Build Work Zone, advanced edition part of the solution. Rather, we’ll describe, at a high level, the necessary steps for configuring the central launchpad and provisioning the app to the central launchpad. First, we need to refresh the content provider for HTML5 apps in SAP Build Work Zone, standard edition, as shown in Figure 20.8 1. Then, we need to add the app to the content manager from the content explorer 2. Lastly, we need to add the app to the group and role 3.
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                Figure 20.8    
            SAP Build Work Zone, Standard Edition Configuration

            
            Now if we go to the SAP Fiori launchpad, we’ll be able to see the app for placing requisitions and tracking orders for medical supplies, as shown in Figure 20.9.
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                Figure 20.9    
            SAP Fiori Apps for Medical Supplies

            
        
        
            20.4.4    API Connectivity

            So far, we’ve deployed the apps on the SAP BTP, Kyma runtime, and configured the launchpad where the SAP Fiori app is published. However, by default, the microservice that is deployed to the SAP BTP, Kyma runtime, won’t be exposed to the outside world. To get access to the APIs exposed via the microservices, the SAPUI5 app needs access to the microservice deployed to the SAP BTP, Kyma runtime. 

            So, we have to create an API rule in the SAP BTP, Kyma runtime, and expose the service endpoint with a proper security policy. You can see the API Rules in the Kyma console, as shown in Figure 20.10.
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                Figure 20.10    
            API Rule on the SAP BTP, Kyma Runtime

            
            For a productive app, it’s recommended to secure the API endpoint via OAuth 2.0. Therefore, we need to configure the API rules via the api-rules defined within /resources/service/apirule-external.yaml. Listing 20.2 shows a sample api-rule code snippet.

            apiVersion: gateway.kyma-project.io/v1alpha1
kind: APIRule
metadata:
  name: <service name>
spec:
  gateway: kyma-gateway.kyma-system.svc.cluster.local
  rules:
  - accessStrategies:
    - config: {}
      handler: noop
    methods:
    - GET
    - PUT
    - PATCH
    - DELETE
    - HEAD
    - POST
    path: /orders/.*
  - accessStrategies:
    - config:
        required_scope:
        - submitexternalorder
      handler: oauth2_introspection
    methods:
    - POST
    path: /external/.*
  - accessStrategies:
    - config: {}
      handler: noop
    methods:
    - GET
    - POST
    - PUT
    - PATCH
    - DELETE
    - HEAD
    path: /
  service:
    host: <host name>
    name: <service name>
    port: 4004   


            Listing 20.2    
            Sample api-rule

            In this context, the accessStrategy section is important. If we have to protect one API endpoint, we need to mention the related security mechanism in this section. The section for the external service path of the security handler is set to oauth2, as shown in Listing 20.3.

              - accessStrategies:
    - config:
        required_scope:
        - submitexternalorder
      handler: oauth2_introspection
    methods:
    - POST
    path: /external/.*   


            Listing 20.3    
            Sample Code to Protect the External Path of the API via OAuth2

            Now, we need to refer to this configuration file to apply the API rule change via kubectl:

            kubectl -n <namespace> apply -f ./path/to/apirule-external.yaml  


            In addition, we need to configure the OAuth client in the SAP BTP, Kyma runtime. You need to define the grant type scope in this configuration (see Chapter 11 for more information on security flows). Figure 20.11 shows the OAuth client configuration in the SAP BTP, Kyma runtime, where the Grant types option is set to Client credentials.

            
                [image: OAuth Client on the SAP BTP, Kyma Runtime]

                Figure 20.11    
            OAuth Client on the SAP BTP, Kyma Runtime

            
            Now, you can get the client ID and client secret, and then use these in the destination configuration corresponding to the connectivity of the microservice. In the SAP Destination service, as shown in Figure 20.12, you can see the URL field, which should be taken from the API rule 1; the client credentials, which should be taken from the OAuth client from Kyma 2; and the Token Service URL, which should be taken from the XSUAA service instance credentials from Kyma 3.

            
                [image: Destination Setup to Access APIs Exposed from the SAP BTP, Kyma Runtime]

                Figure 20.12    
            Destination Setup to Access APIs Exposed from the SAP BTP, Kyma Runtime

            
            Now that all components of the app are deployed, and the connectivity configurations are set, you can see the final app, as shown in Figure 20.13. 

            
                [image: Demand Requisition App on the SAP BTP Portal]

                Figure 20.13    
            Demand Requisition App on the SAP BTP Portal

            
        
        
            20.4.5    Scaling

            One of the fundamental benefits of using the SAP BTP, Kyma runtime, is to scale up or down efficiently. Especially in this use case where we see sudden spikes in demand, we’ll surely see much busier activities on the demand portals when the COVID-19 pandemic is on the peak of its wave. Again, with the reduction of infection, the demand shrinks rapidly, and the demand portal activity will scale down. In this case, we can scale up and scale down the service for the replica set and deploy additional pods for the service or dispose of additional pods as necessary. This way, elastic scaling can be achieved.

            You can control the number of pods for a deployment using the configuration parameter replicas under the deployment .yaml file. In our case, we chose to use SAP Continuous Integration and Delivery to deploy the microservice, and SAP Continuous Integration and Delivery is using helm as a deployment tool. Therefore, the corresponding configuration is defined to the deployment.yaml file under service/helm.

            
                Note

                By default, the replicas parameter is set to 1, which enables only one pod to be deployed. Therefore, at the initial deployment, there is only one pod for the microservice.

            

            You can change the replicas parameter in the deployment.yaml file under service/helm, as shown in Listing 20.4.

            apiVersion: apps/v1
kind: Deployment
metadata:
  name: {{ include "cap-orders-service.fullname" . }}
  labels:
    {{- include "cap-orders-service.labels" . | nindent 4 }}
spec:
  replicas: 2   


            Listing 20.4    
            Sample Code to Instruct Kyma to Spin Off More Replica Pods

            The next step is to push the change to the GitHub repository and run the build job on SAP Continuous Integration and Delivery again to deploy the microservice. Remember, in our automated deployment setup, the code needs to be pushed to the GitHub repository, and the code change will automatically trigger the build jobs in SAP Continuous Integration and Delivery. 

            Once deployment is complete, we can see now additional pods deployed for the SAP Cloud Application Programming Model service, as shown in Figure 20.14. If you click on … and then click Edit, you’ll get the configuration parameter shown in Figure 20.14 1.

            Similarly, when the peak wave is over, and demand plateaus, we need to scale down the service. We can set replicas to lower numbers to scale down the solution.
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                Figure 20.14    
            Scaling Up the Service with an Increased Number of Pods

            
            Now let’s reconfigure the replicas parameter to set it to 1, and rerun the deployment job, as shown in Listing 20.5.

            apiVersion: apps/v1
kind: Deployment
metadata:
  name: {{ include "cap-orders-service.fullname" . }}
  labels:
    {{- include "cap-orders-service.labels" . | nindent 4 }}
spec:
  replicas: 1   


            Listing 20.5    
            Sample Code to Change the Replica Number to Ramp Down the Pods

            After the deployment job is successful, there is only one pod deployed now, and the service is scaled down, as shown in Figure 20.15.
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                Figure 20.15    
            Scale Down the Service with a Reduced Number of Pods

            
        
    


                    
                        
        20.5    Summary

        This chapter discussed a situation where the customer needed flexibility and scalability in their application architecture. Throughout this book, we’ve laid out concepts and fundamentals on how you can leverage the wide range of SAP BTP services and enrich your value proposition in developing new applications, extensions, and integrations. In this chapter, we brought the concepts together, along with container-based, cloud-native development using the SAP BTP, Kyma runtime. As you saw, you can choose to develop solution components on the SAP BTP, Kyma runtime that need to be scalable while leveraging other standard SAP BTP services and integrating them with other solution components. In a larger scope, it’s also very common that different parts of the applications are built in different runtimes and different programming frameworks/languages. SAP BTP gives immense flexibility to harness the best of cloud-native development in a managed way as well as have an open and opinionated platform that supports both open-source technologies and SAP proprietary technologies such as ABAP. 

        In the next chapter, we’ll discuss a use case for automating the error handling process using SAP Build Process Automation.

    


                    
                        21    Automatic Error Handling Using SAP Build Process Automation
In this chapter, we’ll present a solution demonstrating how to enhance SAP Application Interface Framework, a standard monitoring tool in SAP S/4HANA, by integrating with SAP Build Process Automation. The integration aims to tackle business challenges by developing a side-by-side process extension in SAP Business Technology Platform (SAP BTP) to augment existing error management processes.
VeloATX, a fictitious leading oil and gas exploration company headquartered in Houston, Texas, has embarked on a strategic journey of expansion across the United States by acquiring numerous companies in the East Coast region. With a commitment to growth and innovation, VeloATX has continuously sought to expand its footprint and strengthen its position in the industry. This expansion has consistently driven the company’s growth, with annual increases in both profit and gross margin. As part of its operational infrastructure, VeloATX relies on the SAP S/4HANA Central Finance solution to efficiently manage its financial records. However, the integration of systems from acquired companies has presented notable challenges to the efficacy of their Central Finance solution, particularly in error handling. This challenge has manifested in the form of errors during financial postings, leading to delays in month-end closing processes.
To address these issues, VeloATX has implemented SAP Application Interface Framework, a standard monitoring tool in SAP S/4HANA systems to monitor and manage application interfaces. This comprehensive tool centralizes the management of all error messages generated within the Central Finance system. However, despite the implementation of SAP Application Interface Framework, the company continues to encounter escalating issues due to delays in resolving financial posting errors. Root cause analysis revealed that the existing manual error management process, overseen by the IT monitoring team, is not only inefficient but also prone to error.
In this chapter, we’ll examine the current manual error management process adopted by VeloATX and highlight its shortcomings. Building upon this assessment, we’ll propose enhancements to the process, relieving the burden on employees by allowing them to focus on exception cases. Leveraging SAP Build Process Automation, we’ll automate the error handling process in VeloATX.

        21.1    Description

        As part of VeloATX’s Central Finance implementation, operational tasks such as monitoring and error resolution are crucial. By leveraging the standard SAP Application Interface Framework, a structured monitoring process has been established to oversee error messages within the Central Finance domain, as shown in Figure 21.1. Subsequently, these messages are routed to the IT monitoring team for evaluation. The expectation is that the IT monitoring team can effectively analyze and categorize the error messages (e.g., "Document was already posted with XXX" (Message class: FINS_CFIN_AC_DOC, Message number: 160)) before assigning them to the appropriate teams. This process involves classifying errors into four distinct types: data errors, data mapping errors, configuration errors, and technical errors. Each error type is then assigned to a specific team responsible for resolution: the data team handles data and mapping issues, the functional team manages configuration-related tasks, and the technical team addresses issues such as database management, performance optimization, sizing adjustments, and others.
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            Figure 21.1    
            VeloATX’s Existing Error Handling Process

        
        Let’s review the current error management process, beginning with the IT monitoring team and then moving on to how these errors are handed over to other teams for resolution:

        
            	
                IT monitoring team 
Over the past six months, Chris, a member of the IT monitoring team, has been tasked with the critical responsibility of overseeing the detection and resolution of errors in financial postings through the SAP Application Interface Framework platform, as shown in Figure 21.1. On March 25th, 2024, Chris commenced his usual routine by initiating the SAP Application Interface Framework monitoring tools, only to discover a significant influx of financial posting errors within the Central Finance namespace. While this occurrence isn’t uncommon, especially nearing the month-end period when financial postings intensify in preparation for Q1 closing, the magnitude of errors warrants attention.
Chris promptly commenced the analysis of the errors and notified the relevant teams based on his accumulated expertise. He successfully analyzed and notified the teams for resolution of approximately 90% of the error list for that day. However, the volume of errors continued to escalate throughout the week, placing strain on the IT monitoring team. 

            

            	
                Data, functional and technical team 
Upon receiving notification from the IT monitoring team, a further triage process ensues to assign the task to the appropriate resource for resolution. However, during this triage process, the assigned team may reject the error distribution, citing that it falls outside their responsibility or capability to resolve the issue. This rejection introduces additional delays in the error resolution process, as the IT monitoring team must then reassign the error until it reaches the right team. Resolving errors often requires considerable time and effort, especially when dealing with errors encountered for the first time and those that are complex. Documentation and guidance from SAP Notes frequently prove invaluable in resolving errors. However, the manual process of researching SAP OSS Notes is time-consuming.
Once the team resolves the reported issue, they communicate back to the IT monitoring team for reprocessing of the error. Depending on the outcome of the error reprocessing, if it results in another error, the IT monitoring team must analyze the error and reassign it back to the team again. This iterative process, combined with the continuous accumulation of errors, poses a significant challenge for the team due to its time-consuming nature.

            

        

        The increasing workload has caught the attention of higher management, who are growing concerned about the potential impact on the month-end closing process. In response, the IT monitoring team extended their working hours for the week to address the distribution and reprocessing of financial posting errors. However, this measure doesn’t fully resolve the underlying process deficiency. Some errors were inadvertently distributed to the wrong team due to the IT monitoring team’s limited familiarity with the financial domain, which is understandable as part of their learning curve. Despite these challenges, with all relevant teams fully engaged, they managed to complete the month-end and Q1 closing, barely meeting deadlines.

        Recognizing the urgency of the situation, immediate action is required to alleviate the responsibility of the IT monitoring team and ensure the timely resolution of errors to prevent disruptions to critical financial processes. VeloATX has identified the following business challenges that need to be addressed promptly:

        
            	
                Time-based error routing
The current method of processing error messages relies solely on their chronological order, disregarding the urgency or impact of the issues at hand that require immediate attention for resolution. This manual approach is unsustainable, as it fails to prioritize critical errors efficiently. Consequently, resources are allocated ineffectively, resulting in delayed issue resolution.

            

            	
                Ineffective error resolution process
Significant time is dedicated to an additional triage process within the team for task assignment, followed by research efforts to resolve errors, which significantly prolongs the overall resolution process. Ultimately, the process concludes with another email communication to the IT team, requesting them to reprocess the error in the SAP Application Interface Framework platform. 

            

            	
                Ambiguity in error resolution
Certain error messages lack clarity, leading to misrouting and requiring multiple iterations for proper resolution, which often led to escalation from customers and business partners.

            

        

        VeloATX management is fully aware of the potential consequences if these business challenges aren’t promptly addressed. The delay in error resolution poses a significant risk, as critical errors may not be identified and resolved quickly, potentially leading to disruptions in financial processes and impacting overall business operations. Furthermore, the inefficiency in resource utilization, where IT team spend valuable time on manual tasks that could otherwise be automated, only worsens the problem. This inefficiency not only hampers productivity but also leads to suboptimal allocation of resources.

        The persistent errors and delays in resolution can escalate within the organization, resulting in frustration and dissatisfaction among stakeholders. This includes customers, business partners and investors, whose confidence in the company may be eroded due to perceived shortcomings in financial management and operational efficiency. Thus, addressing these challenges promptly is essential to safeguard VeloATX’s reputation and maintain stakeholder trust.

        Change is inevitable to improve, if not completely overhaul, VeloATX’s current manual error management process to align with VeloATX’s ambition to continue expansion through strategic acquisition. It’s evident that the current process isn’t sustainable in the long run. Therefore, the process transformation must be flexible and robust, aligning with VeloATX’s road map for the next five years. 

        While SAP Application Interface Framework has demonstrated effectiveness in addressing many monitoring and error handling needs, enhancing it with automated error distribution and prioritization could markedly improve the process. Prioritizing errors can sometimes be subjective, influenced by individual business needs and the clarity of error messages. Therefore, providing SAP OSS Note mapping to reported errors would prove advantageous, serving as reliable references and eliminating the necessity for manual research on the SAP OSS launchpad portal. For instance, referencing SAP Note 3194497 provides a guide for common errors in the Central Finance domain along with industry-proven recommended resolutions. VeloATX management strongly believe that implementing accountability will help minimize errors in financial posting, especially critical ones.

        In conclusion, the process transformation includes continuing to use SAP Application Interface Framework while seeking to complement the error management process by automating and enhancing efficiency in error routing, increasing precision in solution recommendation, and enforcing accountability through process transparency. Lastly, the transformation needs to be flexible for adaptation to business change and easy to incorporate new innovation to accommodate future automation initiatives. 

        Here’s an outline of the proposed transformation:

        
            	
                Automated error routing
Using a workflow automation tool capable of processing information from error messages and notifying the team responsible for error resolution is essential. The criteria for routing decisions should be flexible and easy to maintain to quickly adapt to changing business needs. Quick turnaround times for error resolution is crucial, ensuring that reminders are sent out or escalation processes are initiated as necessary.

            

            	
                Error classification and prioritization
Developing a configurable decision table for classifying and prioritizing errors based on severity and impact on business operations is crucial. Continuous feedback from the business can help refine the definitions of severity and business impact, leading to better error classification and prioritization. Additionally, establishing escalation procedures for critical errors that require immediate attention is essential. This ensures that relevant stakeholders are notified promptly when such errors occur, enabling proactive action to prevent future incidents.

            

            	
                Clarity on error message for resolution
Capability of documenting information to ensure clarity and comprehensiveness of error messages is crucial for error analysis and resolution. This effort will require collective input from all teams to keep the information updated, ensuring it can serve as a valuable future reference. Enhancing error messages with clear instructions and context would expedite the resolution process, reducing the likelihood of errors being mishandled or overlooked.

            

            	
                Process transparency  for accountability
Collecting the frequency of occurrences for each error message provides transparency to the overall financial posting process. This process involves aggregating the number of times each error has occurred over a specific period. With this, organizations gain insights into which errors are most common or recurring, enabling them to focus their resolution efforts effectively and enforce accountability.

            

            	
                Adaptability to business change
Ensuring flexibility to innovate and ease of maintenance is essential for adapting to business needs. This can be achieved by embracing new cloud technologies, especially low-code/no-code platforms, to enable rapid development and deployment. Adopting a cloud-first approach must be the guiding principle in VeloATX’s process transformation initiative.

            

        

        It’s worth noting that some of the proposed transformations can indeed be achieved through configuration within the SAP Application Interface Framework. For example, automation of error classification and routing can be accomplished through recipient assignment in Transaction /AIF/RECIPIENTS. Additionally, providing tooltips on error messages can greatly enhance clarity and serve as valuable references for future troubleshooting. However, relying solely on SAP Application Interface Framework may not suffice to address all the overarching business challenges. 

        After careful consideration of various factors, VeloATX has opted to implement the process transformation using SAP BTP. The primary rationale behind this decision is to secure flexibility for future enhancement and innovations, a feature that is constrained within the SAP Application Interface Framework. Additionally, VeloATX is committed to transitioning toward a cloud-first approach, seeking to minimize reliance on SAP GUI transactions. These decisions are in line with SAP’s clean core guidance, ensuring adherence to industry best practices.

    


                    
                        
        21.2    Architecture

        In this section, we’ll delve into existing system architecture and how it can be enhanced to improve the overall error management process in VeloATX. We’ll incorporate various SAP BTP services to embed automation and provide transparency into the new architecture design. 

        Figure 21.2 illustrate the shortcomings of existing system architecture design for VeloATX. Within this representation, two specific elements stand out as areas of weakness or shortcomings:

        
            	
                Lack of automation element within the process
The current process is designed to streamline the process to resolve errors generated from the Central Finance domain. It’s working as intended even if it’s not optimal due to too much human intervention. SAP Application Interface Framework offers visibility on error occurrences, which often requires manual efforts from the IT team to analyze and inform the corresponding team for resolution. Subsequently, the process involves an additional triage step for task assignment, resulting in a series of manual tasks that are inefficient for managing a large influx of errors requiring quick turnaround. 
Communication between the IT team and other teams is ineffective when immediate action can’t be taken due to the absence of email confirmations. Beyond being time-consuming, the approach is susceptible to human error in tasks such as error analysis, distribution, and resolution, which could benefit from automation.

            

            	
                Limited transparency to uphold accountability
To effectively reduce error occurrence and ensure accountability, understanding the root causes of errors and prioritizing areas with higher frequency and severity is essential. However, obtaining these metrics, such as error frequency and severity, demands tedious effort to compile the necessary data. 

                While the IT team can gather error frequency for each domain based on successful task assignments, they lack the expertise to determine criticality. Therefore, data provided by the IT team requires additional input from all teams. This complexity is evident even within a single Central Finance domain; envisioning similar transparency across all domains underscores the magnitude of the challenge.
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                    Figure 21.2    
            Existing System Architecture Design for VeloATX

                
            

        

        Now, let’s access the proposed system architecture design for VeloATX, as illustrated in Figure 21.3. The objectives are to introduce automation to eliminate manual and repetitive tasks and to enhance visibility throughout the overall process. In contrast to the existing architecture, SAP Application Interface Framework is configured to initiate a process instance in SAP BTP upon the occurrence of an error, eliminating the need for the IT team to manually notify the relevant teams. A decision table will be used to determine the appropriate team for task assignment based on critical data from SAP Application Interface Framework, such as namespace, message class, and message number. This approach ensures that an open task is promptly assigned to the team responsible for error resolution.

        Following task assignment, users will receive assistance with solution recommendations. Upon resolving the error within the source system, the user can complete the task in SAP Task Center, triggering a callback to notify the SAP Application Interface Framework to reprocess the error message. Throughout this process, the occurrence of the error can be used for dashboard creation in process visibility.
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            Figure 21.3    
            To-Be System Architecture Design for VeloATX

        
        The improved system architecture design promises to enhance effeciency in the overall error management process by significantly reducing human touchpoints. This allows the IT team to focus on monitoring tasks through process visibility and collaborating with the teams to refine error severity determinations and update routing requirements accordingly in the decision table. With processes being driven by workflow processes, data can be consumed for dashboard creation, providing insightful and actionable metrics. The increased visibility will empower VeloATX management to enforce accountability across departments, thereby ensuring the company’s continued success. 

    


                    
                        
        21.3    Selecting SAP BTP Services

        In this section, we’ll detail all the services integrated into the new system architecture, as depicted in Figure 21.3. As discussed in Section 21.2, our primary objectives center around automation and transparency. The following guiding principles will shape our selection of SAP BTP services and assess their impact on the overall solution:

        
            	
                The process should be automated to replace manual and repititive tasks.

            

            	
                The process should be configurable to accommodate business changes.

            

            	
                The process must provide transparency using standard out-of-the-box services or tooling.

            

            	
                The process should be flexible to allow for future innovation and changes.

            

            	
                The integration and connectivity must be secure, adhering to industry-standard security best practice.

            

        

        The following SAP BTP services align with the preceding principles and are essential for the overall solution implementation:

        
            	
                SAP Build Process Automation
SAP Build Process Automation, a component of the SAP Build portfolio, caters to both professional and citizen developers by offering low-code/no-code capabilities, eliminating the need for extensive technical expertise. For tasks involving automation or process streamlining, SAP Build Process Automation proves invaluable, harnessing the following features: 

                
                    	
                        Business processes: Digitize and design business processes using a range of process artifacts such as forms, approval forms, actions, automations, flow logic, subprocesses, emails, and decisions. The intuitive drag-and-drop interface allows users to configure each artifact seamlessly, without the need for coding. In this case, it facilitates the automation of error distribution to the corresponding team and error reprocessing.

                    

                    	
                        Decisions: Construct business rules using two methods: text rules, which resemble if-else statements, and decision tables, where rule conditions are organized in a tabular format. These decisions can then be seamlessly integrated within business processes to streamline decision-making. In this instance, the routing decision based on error information is determined via a decision table.

                    

                    	
                        Visibility scenario: Configure business process data presentation in various formats, including statuses, states, performance indicators, and more, providing real-time visibility into operational processes. Beyond data presentation, users can take actionable steps through navigation or initiating workflow actions. In this instance, error occurrence frequency along with severity can be easily visualized in a visibility dashboard.

                    

                

            

            	
                SAP Task Center
SAP Task Center is a solution designed to integrate tasks into a centralized location. It serves as a unified inbox for tasks spanning across SAP systems, eliminating the need for logging in to multiple systems to complete tasks. While SAP Build Process Automation comes with a built-in inbox for task management, it’s recommended to use SAP Task Center to centralize all tasks from various SAP systems. This approach provides a singular entry point for accessing tasks, thereby enhancing the efficiency of task management processes.

            

            	
                SAP Cloud Application Programming Model
A custom application is necessary to manage the recommended solution, whether it’s an SAP Note, a Knowledge Base Article (KBA), or a personally maintained Wiki page associated with the error. This information can then be used during error analysis and resolution. As outlined in Chapter 7, Section 7.3, SAP offers two distinct programming models for application development: SAP Cloud Application Programming Model and the ABAP RESTful application programming model.
The rationale for choosing SAP Cloud Application Programming Model, for instance, lies in the fact that it doesn’t require integration with ABAP-based systems. An SAP HANA Cloud database will be used for persistence, offering various innovations such as the latest vector engine, which could potentially support artificial intelligence (AI) use cases for error recommendation. This decision aligns with VeloATX’s objective of process transformation, aiming to enable flexibility to facilitate innovation and adaptability to evolving business requirements. 

            

            	
                SAP Cloud Identity Services
The Identity Authentication service, an integral component of the SAP Cloud Identity Services, will be employed for user authentication within SAP BTP. In this case, the Identity Authentication service acts as a proxy, facilitating the connection to VeloATX’s corporate identity provider, which is Azure Active Directory, where authentication takes place. 

            

        

    


                    
                        
        21.4    Implementation

        In this section, we’ll get into the implementation detail with the goal to ensure that when errors occur within the SAP S/4HANA system, they are promptly captured within the SAP Application Interface Framework. Simultaneously, a corresponding process instance will be initiated within SAP Build Process Automation. 

        
            21.4.1    Prerequisite Tasks

            Before diving into the specifics, it’s important to address the prerequisites that must be completed beforehand, which won’t be covered as part of the implementation. The following tasks much be performed:

            
                	
                    Subscribe to and enable SAP Build Process Automation in SAP BTP subaccount. Enable technical authentication for the workflow capability instance of SAP Build Process Automation.

                

                	
                    Ensure proper authorization in SAP BTP to administer both SAP BTP subaccount and SAP Build Process Automation.

                

                	
                    Enable the HTTPS protocol for the cloud connector connection linking SAP BTP with the SAP S/4HANA system. Ensure relevant resources are provisioned in the access control. 

                

                	
                    Establish a trusted connection between SAP BTP and the SAP S/4HANA system via Transaction STRUST.

                

                	
                    Create a destination in the SAP BTP subaccount to the SAP S/4HANA system.

                

                	
                    Obtain the SAP Build Process Automation service instance’s service key. The information within the service key will be used for the destination and OAuth 2.0 client profile setup in the SAP S/4HANA system.

                

            

            As our primary focus lies on SAP Build Process Automation and configuring the setup within the SAP S/4HANA system, our implementation efforts will concentrate solely on these two areas. Configuration activities such as task integration of SAP Build Process Automation with SAP Task Center, visibility scenario creation, and development and deployment of custom user interface (UI) forms and custom SAP Fiori apps using SAP Cloud Application Programming Model won’t be included in the implementation details. 

            
                Further Resources

                To learn more about task integration from SAP Build Process Automation to SAP Task Center, refer to http://s-prs.co/v591932.

                To learn more about creating the process visibility scenario, refer to the SAP developer tutorial at http://s-prs.co/v591933.

            

        
        
            21.4.2    Configuration in SAP S/4HANA

            To start, let’s discuss the SAP S/4HANA system configuration steps to establish connectivity between SAP Application Interface Framework and SAP Build Process Automation. You can find the list of configuration steps outlined in Figure 21.4 via the Transaction SPRO path: ABAP Platform • Application Server • Business Management • SAP Business Technology Platform Integration • SAP Build Process Automation Integration. 
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                Figure 21.4    
            Configuration Steps to Enable the Integration with SAP Build Process Automation

            
            Let’s walk through the configuration steps at a high level: 

            
                	
                    Create bgRFC Inbound
                                Destination (Transaction
                            SBGRFCCONF)
To ensure that events are published to the
                            connected workflow capabilities of SAP Build Process Automation on SAP
                            BTP, an asynchronous processing of background remote function calls
                                (bgRFC) is scheduled. It’s important to ensure that the bgRFC
                            inbound destination BC_CPPA_INBOUND_DEST is properly maintained under the
                                Define Inbound Dest tab. 

                

                	
                    Maintain Destination
                                to External Server
                            (Transaction
                            SM59)
Set up type G (HTTP Connection to
                                External Server) RFC destination where technical
                            information of SAP Build Process Automation is stored, as illustrated in
                                Figure 21.5. The details are
                            as follows:

                    
                        	
                            Technical Settings tab contains the following settings: 

                            
                                	
                                    Host: Available from $.endpoints.api of the SAP Build Process Automation service instance service key. Enter the value without https://.

                                

                                	
                                    Port: 443

                                

                                	
                                    Path Prefix: /public/workflow 

                                

                            

                        

                    

                    
                        Note

                        The Path Prefix value can be obtained from https://api.sap.com/api/SPA_Workflow_Runtime/overview under configuration details. Look for the production URL, and don’t include the /rest at the end as it will be added automatically by the SAP Application Interface Framework interface.

                    

                    
                        [image: RFC Destination That Contains the Technical Information of SAP Build Process Automation’s Workflow API]

                        Figure 21.5    
            RFC Destination That Contains the Technical Information of SAP Build Process Automation’s Workflow API

                    
                    In the Logon & Security tab, you can set up recommendation with active Secure Sockets Layer (SSL) for secure connectivity. Be sure to select an SSL client personal security environment (PSE) ID that contains the SSL certificate provided by the SAP BTP system, which is a prerequisite for establishing a trusted connection setup.

                

            

            
                	
                    Workflow Consumer Type Activation (Transaction SM30 , View V_SWF_CPWF_CNSMA)
Maintain entry AIF_ALERT and mark the Active checkbox, as shown in Figure 21.6. Completing these steps will effectively register SAP Application Interface Framework as a consumer and enable its use of the proxy API for seamless integration with the workflow capabilities of the SAP Build Process Automation service. 
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                        Figure 21.6    
            SAP Application Interface Framework Consumer Type Activation

                    
                

                	
                    Maintain OAuth 2.0 Client
                                (Transaction
                                OA2C_CONFIG)
The workflow REST API of SAP Build
                            Process Automation is secured with OAuth 2.0 authentication, using the
                            client credential type. To establish this authentication, create an
                            OAuth 2.0 client profile named SWF_CPWF_OAUTH_PROFILE, as shown in Figure 21.7. Obtain the details of the
                            client secret, client ID, and token URL from the service key of the SAP
                            Build Process Automation service instance.
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                        Figure 21.7    
            Configuration of the OAuth 2.0 Client Profile

                    
                

                	
                    Activate OData Services
                                (Transaction
                                /n/IWFND/MAINT_SERVICE)
Ensure service SWF_CPWF_NOTIFICATION_SRV is added
                            and activated in SAP S/4HANA system, as shown in Figure 21.8. 

                    Additionally, activate the service path /sap/opu/odata/sap/SWF_CPWF_NOTIFICATION_SRV through Transaction SICF. This activation enables the interaction of the SAP Build Process Automation service instance with process definitions and event maintenance in SAP S/4HANA.
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                        Figure 21.8    
            Service Activation for SWF_CPWF_NOTIFICATION_SRV

                    
                

                	
                    Publish OData V4
                                Service Group (Transaction
                                /n/IWFND/V4_ADMIN)
Ensure that the service group ID
                            API_WORKFLOW_NOTIFICATION is properly published to enable the
                            notification of completed processes initiated by the SAP S/4HANA system
                            from SAP Build Process Automation.

                

                	
                    Create Authorization
                                Role for Inbound Communication (Transaction
                            PFCG)
Create an authorization role to provide access to
                            the service SWF_CPWF_NOTIFICATION_SRV and the group ID
                            API_WORKFLOW_NOTIFICATION. Subsequently, assign this authorization role
                            to the system user used in the SAP BTP destination for connecting to the
                            SAP S/4HANA system.

                

                	
                    Maintain Connectivity for Workflow  Capability (Transaction SWF_CPWF_DEST)
Maintain the RFC destination and OAuth 2.0 client profile for consumer type AIF_ALERT, as shown in Figure 21.9. 
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                        Figure 21.9    
            Destination Maintenance for the AIF_ALERT Consumer Type

                    
                    This configuration enables the SAP Application Interface Framework to initiate process instances in SAP Build Process Automation via the BTP_NA_SPA destination, while authenticating using the SWF_CPWF_OAUTH_PROFILE OAuth 2.0 profile.

                

            

            Upon completing all configurations, the connectivity between SAP Application Interface Framework and SAP Build Process Automation has been successfully established. The final step in configuration entails linking SAP Application Interface Framework with the deployed process definition in SAP Build Process Automation. To accomplish this, follow these steps:

            
                	
                    Navigate to Transaction /n/AIF/CUST.

                

                	
                    Expand the path System Configuration • SAP Workflow Service Integration • Settings for Integration of SAP Workflow Service. You’ll arrive at the screen shown in Figure 21.10.

                

                	
                    Enable SAP Application Interface Framework alerting from messages under the namespace /FINCF, interface AC_DOC, and Interface Version 2 to instantiate a process instance using the deployed process definition; in this case, it’s us10.cfin-process-automation-zkxj0w1w.aiferrors.alerts in SAP Build Process Automation. It’s crucial to note the length limitation on the Ext Workflow ID field. Therefore, it’s important to control the length through the naming combination of the SAP BTP Subaccount, SAP Build Process Automation instance name, and process definition.

                

                	
                    To enable the restart or cancellation of messages in SAP Application Interface Framework, once the process instance is completed in SAP Build Process Automation, it’s essential to maintain the callback class. As of the time of writing, there’s no standard callback class to support this integration; however, SAP plans to provide one in the future. For now, you can copy the class from the ABAP class /AIF/CL_WORKFLOW_CALLBACK and adjust the code to ensure the payload structure of the OData service SWF_CPWF_NOTIFICATION_SRV/ProcessCompleted aligns with the data structure used for serialization within the callback class. 
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                Figure 21.10    
            SAP Application Interface Framework Alerting Configuration to Link with the Process Definition in SAP Build Process Automation

            
        
        
            21.4.3    Development with SAP Build Process Automation

            In terms of development effort in SAP Build Process Automation, it entails the creation of various artifacts such as data types, decisions, forms, and processes. As we progress through the series of actions and steps in the created business process artifacts, as illustrated in Figure 21.11, we’ll explain the purposes of each artifact. 
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                Figure 21.11    
            SAP Build Process Automation’s Process

            
            The following is the sequence of execution when process instantiation is triggered from SAP Application Interface Framework, along with the required development effort to achieve it:

            
                	
                    We’ll begin by creating two data types corresponding to the SAP Application Interface Framework data structure. These data types serve as output during the API trigger initiation, as shown in Figure 21.12.
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                        Figure 21.12    
            API Trigger Output for SAP Application Interface Framework Data Structure Using the Created Data Types

                    
                

                	
                    Proceed with creating a decision table to facilitate the determination of the email address for error routing based on the message details received from SAP Application Interface Framework (see Table 21.1). Furthermore, users have the flexibility to include additional attributes in the decision-making process. Specifically, we’ll include the severity level of the error message alongside the email address, allowing this information to be included in SAP Build Process Automation’s process instance during execution. 

                    
                        
                            
                                	
                                    Message Class

                                
                                	
                                    Message Number

                                
                                	
                                    Severity

                                
                                	
                                    Email Address

                                
                            

                        
                        
                            
                                	
                                    FINS_CFIN_BC_V

                                
                                	
                                    037

                                
                                	
                                    High

                                
                                	
                                    DataManager@veloatx.com

                                
                            

                            
                                	
                                    FINS_CFIN_BC_V

                                
                                	
                                    038

                                
                                	
                                    High

                                
                                	
                                    DataManager@veloatx.com

                                
                            

                            
                                	
                                    FINS_CFIN_CO_MESSAGE

                                
                                	
                                    002

                                
                                	
                                    Medium

                                
                                	
                                    DataAnalyst@veloatx.com

                                
                            

                            
                                	
                                    FINS_CFIN_CO_MESSAGE

                                
                                	
                                    005

                                
                                	
                                    Medium

                                
                                	
                                    DataAnalyst@veloatx.com

                                
                            

                        
                    

                    Table 21.1    
            Decision for Error Routing Based on Message Class and Number, Complementing the Severity Level

                

                	
                    After determining the email address, initiate a task to the recipient at SAP Task Center, as illustrated in Figure 21.13. This task will use a custom UI form to exhibit error message details sourced from SAP Application Interface Framework and provide a hyperlink URL for solution recommendations. Users manage these recommendations through the custom SAP Fiori app shown later in Figure 21.15. Upon error resolution, the user’s decision to either restart or cancel the error message is captured within the process instance and forwarded for subsequent processing. 
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                        Figure 21.13    
            Custom UI Form to Be Used as a Task in SAP Build Process Automation

                    
                

                	
                    Invoke a custom service to construct the required payload, generating an output aligns with the context data of the previously mentioned callback class. This output should include the user decision made in step 3 and include the payload for the process completion API call within the SAP S/4HANA system. The user decision in step 3 must correspond to the value pairs listed in Table 21.2. As of the time of writing (spring 2024), the callback class only supports the restart and cancellation process.

                    
                        
                            
                                	
                                    Value

                                
                                	
                                    Description

                                
                            

                        
                        
                            
                                	
                                    N

                                
                                	
                                    New

                                
                            

                            
                                	
                                    R

                                
                                	
                                    Restart

                                
                            

                            
                                	
                                    C

                                
                                	
                                    Cancel

                                
                            

                            
                                	
                                    D

                                
                                	
                                    Delete

                                
                            

                            
                                	
                                    A

                                
                                	
                                    Archive

                                
                            

                        
                    

                    Table 21.2    
            Value Pair for the SAP Application Interface Framework Processing Status

                

                	
                    Finally, invoke the SAP S/4HANA SWF_CPWF_NOTIFICATION_SRV/ProcessCompleted? workflowInstanceId=’${your workflow instance ID }’ service together with the process instance ID, to notify SAP Application Interface Framework that the process instance in SAP Build Process Automation has been completed. Embed the generated payload from step 4 to automatically trigger the corresponding action, either restart or cancel, in SAP Application Interface Framework based on the decision captured in step 3.

                

            

            When an error occurred in the SAP S/4HANA system, a corresponding SAP Build Process Automation process instance is initiated by SAP Application Interface Framework, triggering the assignment of the task to the responsible user for error resolution, as illustrated in Figure 21.14. 
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                Figure 21.14    
            Orchestration of Error Handling from SAP Application Interface Framework to SAP Build Process Automation

            
            The left-hand screen shows the list of error messages from the Central Finance domain, and the right-hand screen shows the corresponding process instance created in SAP Build Process Automation. Upon completion of the process instance, SAP Application Interface Framework enters its final phase. Here, depending on the user’s decision regarding the assigned task, SAP Application Interface Framework executes either a restart or cancellation of the message. This streamlined workflow ensures efficient error management from detection to resolution, integrating SAP Application Interface Framework and SAP Build Process Automation seamlessly for enhanced operational effectiveness.

            As shown in Figure 21.15, a custom SAP Fiori app is built using SAP Cloud Application Programming Model to maintain error resolution related to a specific error. The information is entered into the custom UI form, as shown earlier in Figure 21.13, allowing the user to conveniently access the proven solution that has successfully resolved similar issues in the past.
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                Figure 21.15    
            Custom SAP Fiori App to Maintain the SAP Application Interface Framework Error Resolution Recommendation

            
            
                Further Resources

                Table SWF_CPWF_INST in the SAP S/4HANA system can be referenced for workflow instance troubleshooting.

            

        
    


                    
                        
        21.5    Summary

        In this chapter, we observed the transformation of VeloATX’s error management process. Initially, the process relied heavily on manual intervention at every step. However, it has since undergone a complete automation overhaul. From detecting errors in SAP Application Interface Framework to efficiently routing them to the respective teams and promptly restarting error messages within SAP Application Interface Framework, the entire workflow now operates seamlessly.

        Thanks to process digitization, VeloATX now can gain a holistic view of their operations through a process visibility dashboard. The IT team can closely monitor metrics such as the turnaround time of process instances and the frequency of critical error occurrences. This functionality enables higher management to effectively assert accountability. 

        This marks not the conclusion but the inception of VeloATX’s process transformation journey. The selection of technologies for implementation opens doors for ongoing innovation and process enhancement. As the automation unfolds over several months, VeloATX will accumulate ample data to conduct in-depth analysis on the most frequently occurring errors. This analysis paves the way for the potential resolution of errors through API integration.

        For an example, error messages could be addressed without necessitating individual task assignments. Depending on business requirements, such errors may be deemed false positives, warranting a streamlined approach. In such cases, the automation process can be refined to bypass task assignments altogether and proceed directly to completion, accompanied by message cancellation to SAP Application Interface Framework. This iterative approach ensures that VeloATX continually refines its processes to align with evolving business needs and technological capabilities. 

        In the next chapter, we’ll explore another use case using SAP Build Process Automation together with other SAP BTP services.

    


                    
                        22    Process Transformation Using SAP Build Process Automation
In this chapter, we’ll see a business process that traditionally uses classic ABAP-based solutions. We’ll examine some of the challenges of the existing process and show how we can transform the process using SAP Build Process Automation and overcome some of the key business challenges.
Extreme Adventure is a fictitious adventure sports goods company that produces high-end adventure bikes such as mountain bikes. Over time, they have earned a good reputation for their wide range of mountain bikes that are durable, sturdy, and perform with excellence on rugged terrains. Extreme Adventure’s mountain bikes are very popular among adventure lovers and backpackers. One of the key features of Extreme Adventure is to offer custom solutions for biking via a make-to-order business process. During spring and summer, Extreme Adventure sees a surge in sales, and they often encounter issues in efficiently managing their order processing in the peak season. Recently, they have encountered issues such as increasing customer dissatisfaction over prolonged time to deliver bikes, and sometimes customers can’t get transparency about the order processing status, resulting in further frustrations in the customer experience during sales cycle.
In this chapter, we’ll assume that Extreme Adventure was managing the existing order processing using some custom solutions based on classic SAP technologies. Then, we’ll outline some of the shortcomings of the existing processes and give some pointers on how we can transform this business process to leverage more business values and solve some of the existing issues. After that, you’ll see how SAP Build Process Automation can come in handy to solve the business problem and transform the process for Extreme Adventure.

        22.1    Description

        For simplicity, we’re picking one storefront for Extreme Adventure located in Manhattan, a borough in New York City. Adeola, the store manager, is 29, mobile savvy, and spends much of her spare time on mobile and social media. The store opens at 9:00 am. Usually, Adeola is very punctual. However, depending on traffic, she sometimes gets in late and gets delayed on starting her daily tasks. One of the first tasks of the day she must complete is putting the order entries in the system for the regional sales operations manager’s approval. It takes her around 1.5–2 hours to complete the data entry tasks every morning. 

        Beth is the regional sales operations manager for the Northeast region, and she manages the sales operations and order fulfillment for this region. Usually, her mornings are busy until 12:00 pm, when she is busy with a series of operational calls. Once she gets free from her morning calls, she gets a chance to look at the make-to-order requests coming from the storefront. Adeola submits one such list every morning. Beth goes through the list carefully and then, depending on the inventory situation, supply chain, availability, and so on, approves these orders. Once she approves the order, it gets created on a system of record for further order fulfillment process.

        Ron is the vice president of Extreme Adventure’s sales division. He is 55, has been involved with Extreme Adventure for about 25 years, and is very passionate about his role and sales growth. Though he has many innovative ideas to revamp sales operations and increase visibility on the entire fulfillment process, he isn’t getting much visibility on real-time analysis in the existing system. On the other hand, recently, he has been hearing complaints from customers over Extreme Adventure’s increasing time to fulfill orders and not having transparency over the process states that often leads the customers to a frustrating experience. Ron is growing concerned over the situation and would like to see some process transparency.

        Overall, Extreme Adventures is facing the following key business challenges within their sales order process flow, as shown in Figure 22.1:

        
            	
                Accessibility
The storefront was using a point-of-sale application that was saving orders locally. The application is accessible though the desktop systems available on the stores only. These applications run through Extreme Adventure’s corporate network and can’t be accessed through mobile network or Wi-Fi. 

            

            	
                Process inefficiencies
Because store managers like Adeola take one to two hours in the morning to finish the order entry process, the list for order approvals isn’t ready before 11:00 am in the morning. On the other hand, Beth doesn’t have time to look at the list before noon, and she approves the list by 1:00 pm in the afternoon. On the backend, Extreme Adventure schedules an order fulfillment task at 11:00 am. This process can’t be delayed, ensuring daily manufacturing and supply chain process dependencies. As a result, often an order gets delayed by a day just to get approved and entered into the fulfillment process. This results in cascading delays in the order fulfillment, and eventually customers have to wait longer to get their ordered bikes.

            

            	
                Process transparency 
In the existing system, once the store manager sends the initial order list, they can’t get visibility on the entire order fulfillment process. This is because Extreme Adventure recruits many store managers as contractors, and, by policy, the contractors don’t have access to the backend ERP system (SAP S/4HANA). So, store managers like Adeola might not have the visibility on when the order will be fulfilled. However, as a customer-facing role, she needs to provide answers to such questions. 

            

            	
                Less flexibility
In the existing process, the store manager can access the order processing point-of-sales app only from the store, and sales operations managers like Beth needs to approve this. There is no option for delegation. As a result, if Beth is out of the office, the process gets delayed further.

            

            	
                Missing planning opportunities
The existing process is based on ABAP custom development, and the reporting is basic. So, there is no opportunity for someone in higher management like Ron to do what-if analysis and check out predictive trends on sales forecast. As a result, Extreme Adventure was missing planning opportunities.

                
                    [image: Existing Process Flow and the Challenges Extreme Adventure Is Facing]

                    Figure 22.1    
            Existing Process Flow and the Challenges Extreme Adventure Is Facing

                
            

        

        Let’s look at the existing system and user experience (UX) for the different personas in the use case:

        
            	
                Store manager
Figure 22.2 shows the UX for the store manager, Adeola, through the Order Entry Desktop app. First, when we see the store manager Adeola’s UX, there are two primary issues: 

                
                    	
                        The UX isn’t intuitive or responsive. 

                    

                    	
                        The application is restrictive to the desktop environment and so doesn’t have wider access in a device-agonistic way.

                        
                            [image: UX for the Store Manager]

                            Figure 22.2    
            UX for the Store Manager

                        
                    

                

            

            	
                Sales operations manager
Now look at the UX and process flow for sales operations manager Beth, as shown in Figure 22.3. She needs to log on to the SAP S/4HANA system and run through a series of applications.

                First, she needs to run the custom app to view the order entries and approve them on screen. Then, she goes to Transaction VA03 to make sure the entries got created in the system of record. She also runs the custom Sales Order report every month before she can send notification to Ron, the VP sales on sales reporting. Beth’s process flow is cumbersome, and the UX is accessible from her desktop only. As a result, she can’t access the applications from her meeting rooms.

                
                    [image: Beth’s Process Flow]

                    Figure 22.3    
            Beth’s Process Flow

                
            

            	
                VP of sales
For Ron, it’s very important to understand how different regions and market units are operating on sales performance on different products. He needs better forecasts and clear insights on daily sales operations. In the existing system, he can view the orders on the system of record via Transaction VA03 (left-hand screen in Figure 22.4). In addition, there is a custom sales performance report, as shown in the right-hand screen; however, the report lacks graphics and charts, transparency on the store order approval process, and insights on sales trends and predictions. In addition, the report isn’t interactive. Clearly, Ron needs a better tool to understand the sales situation.

                
                    [image: UX and Shortcomings of the Existing Functionalities Blinding the VP of Sales on Process Insights and Analytics]

                    Figure 22.4    
            UX and Shortcomings of the Existing Functionalities Blinding the VP of Sales on Process Insights and Analytics

                
            

        

        Ron sees these challenges and wants to improve Extreme Adventure’s processes for order fulfillment. He is now the executive sponsor of the Process Transformation project that Extreme Adventure is undertaking. To overcome the challenges described previously, the project steering committee outlines the following strategic imperatives for an improved sales order process flow, as shown in Figure 22.5:

        
            	
                Efficient process
Extreme Adventure must have processes that are flexible and efficient. There should be easy ways to tangibly measure process bottlenecks and mitigate solutions out of the box.

            

            	
                Extend reach
Extreme Adventure must revamp its solution so that edge users such as store managers get mobile-based access. This extends the reach, gives flexibility to the process, and allows the edge users more time to complete their work flexibly. In addition, each task notification should reach the corresponding stakeholders in real time.

            

            	
                Process flexibility
The process shouldn’t be rigid and should have the capability to change the workflow per requirements with a shorter development lifecycle. 

            

            	
                Modern UX
As Extreme Adventure is branding itself as a Gen Z brand, they are planning to recruit younger and enthusiastic sales reps who need more intuitive UXs for their operations.

            

            	
                Agile yet secured
Extreme Adventure needs an agile and nimble process, yet segregation of duties and system securities are of utmost importance.

            

            	
                Real-time analysis
From storefront to higher management, all users should have real-time analysis of the process flow, so that everyone has visibility and transparency on inflight processes.

            

            	
                Future ready
Extreme Adventure should have capabilities to become future ready by having the capability of planning and analytics on the sales operations.

                
                    [image: Strategic Imperatives for the Process Transformation Project]

                    Figure 22.5    
            Strategic Imperatives for the Process Transformation Project

                
            

        

    


                    
                        
        22.2    Architecture

        Let’s now look at the existing system architecture, and then look at the to-be architecture where services based on SAP Business Technology Platform (SAP BTP) will play an important role in the solution components. 

        In the existing landscape, the core processes are revolving around mainly two systems, as shown in Figure 22.6:

        
            	
                There are point-of-sale systems deployed to the storefront. These systems are desktop-based solutions, and the desktops are connected via the corporate network of Extreme Adventure. This means that anyone who needs to access the app needs to log on to the physical desktop device located in the storefront. The app can keep entries for the make-to-order products for both internal and external orders. Once the entries are submitted, the application sends the data to the backend SAP S/4HANA system.

            

            	
                The backend is a core enterprise resource planning (ERP) system, which has recently been upgraded to SAP S/4HANA. The SAP S/4HANA system has a Z table to stage the orders before they get approvals. A custom app was built for sales operations managers that shows the entries from this custom table and gives the UX control to approve entries on screen. Once the entries are approved, a sales order is created in the system of record in SAP S/4HANA, so users can see the orders via Transaction VA03.

                
                    [image: High-Level System Architecture of the As-Is Landscape]

                    Figure 22.6    
            High-Level System Architecture of the As-Is Landscape

                
            

        

        Now let’s look at the future landscape where we’ll introduce some of the SAP BTP services, which will play a pivotal role in the process transformation project.

        Figure 22.7 shows the solution architecture diagram for the new solution that will help Extreme Adventure transform its sales order fulfillment process. SAP Build Work Zone, standard edition will be the central entry point for the enterprise apps that can be accessed via role-based access using Security Assertion Markup Language (SAML) authentication. SAP Build Process Automation trigger forms can be used as the order entry form. This triggers the process workflow for approvals. Once the approvals are done, an application programming interface (API) is called via an action to create a sales order to the backend SAP S/4HANA system. Furthermore, SAP Analytics Cloud provides the analytics and planning layer for the sale operations. For inflight processes, the process visibility dashboard can be leveraged, which is provided by SAP Build Process Automation as an out-of-the-box solution.

        We’re now replacing the Order Entry app, which was deployed on the point-of-sale system. Instead, we’re introducing the Modern Order Entry Form app built on the SAP Build Process Automation low-code/no-code platform. The form will render in a responsive way in any device. In addition, the SAP S/4HANA backend isn’t directly attached to the Order Entry Form app; instead, a process workflow is developed on SAP Build Process Automation that keeps track of all in-flight processes and contextual data of the sales order. This eliminated the requirement of building custom tables and custom programs in the SAP S/4HANA stack and adheres to the clean core principle too.

        
            [image: High-Level System Architecture of the To-Be Landscape]

            Figure 22.7    
            High-Level System Architecture of the To-Be Landscape

        
    


                    
                        
        22.3    Selecting SAP BTP Services

        The solution approach for this project takes into consideration many modern technologies. We need the following:

        
            	
                Intuitive UX so that end users can easily adopt it without much training.

            

            	
                The UX should be responsive so that it renders in different devices such as mobile devices and tables easily.

            

            	
                The process should be developed on a platform that is easily maneuverable.

            

            	
                The platform must have a solid security mechanism and role-based access.

            

            	
                The solution should be integrated to the backend SAP S/4HANA system so that it integrates with the core process.

            

        

        In this case, several SAP BTP services can come in handy for Extreme Adventure. Solution design should consider SAP Build Process Automation for the main engine for the process flow. Alongside this, SAP Build Work Zone, standard edition would be a good fit to provide role-based access and intuitive, flexible, and responsive UX. Additionally, SAP Analytics Cloud can be leveraged for sales analytics, future trend, and planning exercise. Let’ s take a closer look at each key service:

        
            	
                UX 
SAP Build Process Automation provides out-of-the-box entry form that is responsive and mobile ready. End users like store manager Adeola can easily use the Entry Form app in her mobile device to input the order entries. For future scope, if Extreme Adventure wants more features on the UX, the company has the flexibility to choose a custom SAPUI5 app that can be integrated into the core SAP Build Process Automation process using the API-based trigger.

            

            	
                SAP Build Process Automation 
This service is under the SAP BTP Build portfolio and is a powerful service that provides users with the flexibility to create a process flow touching cross line of business (LoB) solutions in a low-code/no-code way. Because the process development is drag and drop and requires no coding effort, the development lifecycle is pretty short. The process editor is handy for making changes easily to create and edit process steps and add decision tables and business rules. Even citizen developers and process owners with no coding experience can develop the process and deploy the solution to SAP BTP. SAP Build Process Automation integrates well with SAP Build Work Zone—integrating with the My Inbox and SAP Task Center apps—for sending notifications in real time. 

            

            	
                SAP Build Process Automation – Action
This service enables us to integrate backend APIs with the SAP Build Process Automation core process. Just imagine on a classic platform how much coding effort was needed to integrate other platforms via APIs. Gone are those days because actions enable you to import the API metadata and provide you with the destination setup. You can configure the API to do create, read, update, and delete (CRUD) operations, and the best part is that you can do all of this without any coding effort. You can integrate the action into the process flow and thereby call an API to integrate backend system from within a process flow.

            

            	
                SAP Analytics Cloud 
SAP Analytics Cloud is a modern cloud-based analytics platform from SAP that enables you to provide cutting-edge analytics with responsive, intuitive controls, graphics, and charts. Not only this, but SAP Analytics Cloud also provides predictive and planning capabilities. 

            

        

    


                    
                        
        22.4    Implementation

        Notice that the solution adapts most of the SAP BTP standard service features, which provides flexibility in terms of developing processes, designing UX forms, building process logic, and workflow and business rules. All of these are achieved via adapting SAP Build Process Automation, which is a low-code/no-code platform. As a result, the implementation cycle is very fast, and Extreme Adventure can shorten the time to value for the project drastically. 

        Let’s take a look at how the transformation is implemented in the backend and then the frontend result. 

        
            22.4.1    Backend Transformation

            The main component of the solution and where it’s gravitating is SAP Build Process Automation. As explained earlier, SAP Build Process Automation helps to build process workflows, create decisions and the business rules framework, create automated tasks via robotic process automation (RPA) bots, and provides an out-of-the-box dashboard that provides the process insights. First, we’ll look at the process automation workflow part where the sales order approval process is maintained.

            You need to create a process automation project from the SAP Build Process Automation Lobby, as shown in Figure 22.8.

            
                [image: SAP Build Process Automation Lobby]

                Figure 22.8    
            SAP Build Process Automation Lobby

            
            When you open the project, you need to create artifacts such as process flow, process visibility, and so on, as shown in Figure 22.9. All steps are configurable, and no coding is necessary.

            
                [image: Different Artifacts of a Build Process Automation Project]

                Figure 22.9    
            Different Artifacts of a Build Process Automation Project

            
            Inside the project, we’re now going to take a deeper look at the process flow. A new vertical layout process flow editor shows the process steps clearly, as shown in Figure 22.10.

            
                [image: Different Steps and Substeps of the Process Flow]

                Figure 22.10    
            Different Steps and Substeps of the Process Flow

            
            Notice the initial step is called Order Processing Form. Click into this step, as shown in Figure 22.11, to allow the user to create a UI form in a simple drag-and-drop editor. 

            
                [image: WYSIWYG Form Editor That Allows Citizen Developers to Create a Process Trigger Form via Drag and Drop]

                Figure 22.11    
            WYSIWYG Form Editor That Allows Citizen Developers to Create a Process Trigger Form via Drag and Drop

            
            In addition, notice there is a step called Create Sales Order. This is the step where the process flow is calling API to the backend to create a sales order. For this, we had to complete a prerequisite step, that is, creating an action. Let’s look at the action from the SAP Build Process Automation Lobby • Connection • Actions, arriving at the screen shown in Figure 22.12. Here, you can see the action Create a sales order. You need to simply import the metadata of the target API, adjust the required fields, and configure the destination to make the connection work. Once the connection is tested, you need to release this action to make it available to be consumed on an SAP Build Process Automation process flow.

            
                [image: Action for Creating a Sales Order]

                Figure 22.12    
            Action for Creating a Sales Order

            
            In addition, we need a destination to be created in the SAP BTP cockpit that needs to be tied to the action. In this case, the destination is configured, as shown in Figure 22.13. For simplicity, we kept the connection with basic authentication. However, in productive use cases, update the authentication mechanism to better security standards.

            
                [image: Destination Configuration]

                Figure 22.13    
            Destination Configuration

            
            In this example, the process flow is very simple and only has one conditional operation to check whether the order is internal or external. However, in real business cases, there are more complex business rules that need to be taken care of, for example, receiver determination. For simplicity of the process flow, we’re not deep diving on the rule engine in this context.

            Now that we’ve seen the main components of the process flow, let’s take a deeper look at the process visibility part. Process visibility is part of SAP Build Process Automation where you can define process steps and key performance indicators (KPIs). Based on this configuration, you can produce a high-end dashboard that gives insights on a process flow. Figure 22.14 shows configurations for the process visibility dashboard. You need to import the context data from the process flow and configure the dashboard accordingly. You can do the following while designing a process visibility dashboard:

            
                	
                    Define phases of a process.

                

                	
                    Define different states of a process.

                

                	
                    Define attributes that are linked to KPIs.

                

                	
                    Define KPIs per your process execution priorities.

                    
                        [image: Process Visibility Dashboard Configuration]

                        Figure 22.14    
            Process Visibility Dashboard Configuration

                    
                

            

            In addition, you can define logical substeps on a bigger process and define KPIs for the dashboard.

        
        
            22.4.2    Frontend Transformation

            Let’s look at how the to-be process positively influences all the key stakeholders in this use case scenario and how the transformed process brings an additional value proposition to Extreme Adventure’s business. Figure 22.15 shows how Adeola’s experience is changing with this process transformation. She can now use her mobile device to access the Sales Order Entry app and can complete the entry task flexibly. In addition, she can track the sales order process and in-flight order status by checking the process visibility dashboard.

            
                [image: Adeola’s Transformed UX with the Sales Order Entry App]

                Figure 22.15    
            Adeola’s Transformed UX with the Sales Order Entry App

            
            The subsequent processes are also well integrated now. Because the workflow notification is now accessible via SAP Build Work Zone, standard edition, Beth can access the tasks via SAP Task Center from her iPad and approve the sales orders while attending the meetings in the morning. That way, now the sales order approval process is getting completed before 11:00 am and is ready to be picked up by the fulfillment job on that day itself. This helps Extreme Adventure resolve process bottlenecks and fulfill orders faster. SAP Task Center has delegation functionality out of the box. So, the process isn’t stuck while Beth is out of office, and now she can delegate the task automatically when out of office.

            Figure 22.16 gives the perspective on how Beth benefits from the process transformation. The left-hand side of the screen shows how Beth can access all the necessary apps from the Demo Sales Process screen, like the My Inbox app, from where she can view her task notifications. In addition, she can access backend SAP S/4HANA apps such as Monitor Workflows from the same launchpad. In addition, she can access the process visibility dashboard to track inflight processes (right-hand side of the screen).

            
                [image: Beth’s Transformed UX with SAP Build Work Zone, Standard Edition]

                Figure 22.16    
            Beth’s Transformed UX with SAP Build Work Zone, Standard Edition

            
            Now let’s look at how Ron benefits in his VP sales role. First of all, due to the flexibility and extent of reach now, the process is more efficient, and immediately Extreme Adventure sees tangible results in the reduction of delay in order fulfillment. This results in higher customer satisfaction, which Ron is happy about. In day-to-day operations, Ron now has clear visibility into every inflight process (shown on the top of Figure 22.17), the step-by-step status, which process step is taking a longer time, and more importantly, how many of the process flows are meeting KPIs. All of these are available via the process visibility dashboard that can be configured without any custom coding. Apart from this, Ron gets deeper insights into sales performance via the SAP Analytics Cloud dashboard (the bottom of Figure 22.17), which not only shows the past sales performances but also shows the predictive trendlines, which helps Ron plan for future. Figure 22.17 shows the view from Ron’s perspective.

            
                [image: Ron’s Transformed UX with Process Visibility and SAP Analytics Cloud]

                Figure 22.17    
            Ron’s Transformed UX with Process Visibility and SAP Analytics Cloud

            
        
    


                    
                        
        22.5    Summary

        This chapter described a customer use case where the organization had some existing business processes. There were bottlenecks and inefficiencies in the existing process and existing solutions. We saw how SAP Build Process Automation can spearhead such scenarios to revamp the business process to cultivate flexible, nimble processes that allow users to harness the power of a responsive modern UX, extend reach, and decrease process bottlenecks and inefficiencies. SAP Build Process Automation in conjunction with SAP Build Work Zone, standard edition provides a seamless single-entry point for all relevant apps to your corporate landscape and maintains segregation of duties via strict role-based access. Additionally, SAP Build Process Automation provides out-of-the-box analytics to measure your process efficiencies and KPIs. Together with SAP Analytics Cloud and SAP Build Process Automation, organizations like Extreme Adventure are now far more capable of transforming their processes to become future ready.

        With such openness and wide value offerings, SAP BTP is emerging as a true market leader in multiexperience development platforms. Hopefully, this book has helped you better understand the value offerings that SAP BTP brings in the market and encouraged you to build next-generation applications with only your imagination as the limit! 
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