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Public Key Cryptosystems

This book is a short book about public key cryptosystems, digital signature algorithms, and their basic cryptanalysis which are provided at a basic level so that it can be easy to understand for the undergraduate engineering students who can be defined as the core audience. To provide the necessary background, Chapters 1 and 2 are devoted to the selected fundamental concepts in cryptography mathematics and selected fundamental concepts in cryptography.

Chapter 3 is devoted to discrete logarithm problem (DLP), DLP-related public key cryptosystems, digital signature algorithms, and their cryptanalysis. In this chapter, the elliptic curve counterparts of the algorithms and the basic algorithms for the solution of DLP are also given. In Chapter 4, RSA public key cryptosystem, RSA digital signature algorithm, the basic cryptanalysis approaches, and the integer factorization methods are provided. Chapter 5 is devoted to GGH and NTRU public key cryptosystems, GGH and NTRU digital signature algorithms, and the basic cryptanalysis approaches, whereas Chapter 6 covers other topics including knapsack cryptosystems, identity-based public key cryptosystems, identity-based digital signature algorithms, Goldwasser-Micali probabilistic public key cryptosystem, and their cryptanalysis.

The book's distinctive features:


	The book provides some fundamental mathematical and conceptual preliminaries required to understand the core parts of the book.


	The book comprises the selected public key cryptosystems, digital signature algorithms, and the basic cryptanalysis approaches for these cryptosystems and algorithms.


	The cryptographic algorithms and most of the solutions of the examples are provided in a structured table format to support easy learning.


	The concepts and algorithms are illustrated with examples, some of which are revisited multiple times to present alternative approaches.


	The details of the topics covered in the book are intentionally not presented; however, several references are provided at the end of each chapter so that the reader can read those references for more details.
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1.1 INTRODUCTION

Public key cryptosystems are cryptosystems in which the encryption key is public, whereas the decryption key is private. This book is dedicated to the public key cryptosystems including digital signature algorithms, which have been developed based on mathematical fundamentals and the security of the public key cryptosystems is also based on the hardness of some mathematical problems. In Section 1.2, we first provide some basic properties of modular arithmetic since this operation is part of many public key cryptosystems. We also give the so-called fast powering algorithm related to modular arithmetic to be used for the solution of a fundamental mathematical problem in many public key cryptosystems. The “Chinese remainder theorem” is related to the solution of a set of linear congruences, and it is used in some public key cryptosystems to speed up the decryption process. Although the concepts “quadratic residue” and “quadratic nonresidue” are applicable only in some public key cryptosystems, it is still given in Section 1.2 to provide a mathematical background.

Since many public key cryptosystems work in groups, fields, or rings, Section 1.3 is devoted to the basic properties of groups, fields, and rings including some other topics such as “group homomorphism”, “polynomial ring”, “primitive root of a finite field”, and “ring of convolution polynomials”. Divisibility, greatest common divisors, and prime numbers are also critical in many public key cryptosystems; thus, Section 1.4 has been devoted to these topics including sub-topics “Fermat's little theorem”, “Euclidean algorithm”, and “extended Euclidean algorithm”. The “Euclidean algorithm” and “extended Euclidean algorithm” can also be extended to polynomials, which are provided in Section 1.5. The main reason for providing Section 1.5 is that some special public key cryptosystems use polynomials as part of encryption and decryption steps. The security of some public key cryptosystems is based on the hardness of factoring a large integer number into two prime numbers; thus, Section 1.6 includes basic selected topics related to “integer factorization related selected mathematical fundamentals”.

“Elliptic curve cryptography” is a distinctive area in cryptography and elliptic curve analogs of various public key cryptosystems and digital signature algorithms can be developed. Section 1.7 has been devoted to some selected basics of elliptic curves including some subtopics such as “elliptic curves as an Abelian group”, “point addition in elliptic curves”, and “bilinear pairings, Weil pairings, distortion maps, and modified Weil pairings on elliptic curves”. “Lattice-based cryptography” is also another distinctive area; thus, the basics of lattices will be given in Section 1.8 in comparison to vector spaces. Moreover, the lattice-related properties including fundamental domain, Hadamard's inequality, Hadamard ratio, and fundamental lattice problems will also be provided in this section. Finally, some selected basics of probability will be introduced in Section 1.9 since randomness is part of many public key cryptosystems to increase security. The topics provided in this chapter of the book are applicable in different parts of Chapters 3 to 6.



1.2 MODULAR ARITHMETIC AND RELATED TOPICS

One of the most important mathematical concepts in mathematical cryptography is the modular arithmetic, which is a fundamental operation in many cryptographic algorithms.


1.2.1 Modular arithmetic

Let x,y,m be integer numbers, where m is positive. Then x≡y mod m means that “x is congruent to y modulo m” which also means that (x-y) or (y-x) can be divided by m, where m is called the “modulus” (Forman & Rash, 2015). In the case of x≡0 mod m, x is divisible by m.


Example 1.1

341≡16 (mod 25) holds since 341-16=325 is divisible by 25. Additiona-lly, -16≡10 (mod 13) holds since -16-10=-26 is divisible by 13. Moreover, since 623 is divisible by 7, 623≡0 mod 7.




1.2.2 Basic properties in modular arithmetic

Let x1≡x2 (mod m), y1≡y2 (mod m) hold, where x1,x2,y1,y2 are integer numbers, and m is a positive integer number. Then the basic properties in Equations (1.1) and (1.2) will follow (Contini, Kaya Koç, & Walter, 2011; Hoffstein, Pipher, & Silverman, 2008; Rosenthal, Rosenthal, & Rosenthal, 2014):

x1±y1≡x2±y2 (mod m)(1.1)

x1·y1≡x2·y2 (mod m)(1.2)

The following basic property is extremely important which is used in some cryptographic algorithms including the RSA public key cryptosystem that will be provided in Chapter 4.

Let m be a positive integer, and let x,y be integer numbers that satisfy 0<x<m and 0<y<m. If x·y≡1 mod m holds, then y≡x-1 mod m is called the “multiplicative inverse” of the integer x modulo m. It is clear that x≡y-1 mod m is also the “multiplicative inverse” of the integer y modulo m. Note that not every integer 0<x<m has a multiplicative inverse modulo m. However, if an integer 0<x<m has a multiplicative inverse modulo m, then it is unique (Meijer, 2016). Note also that the multiplicative inverse of an integer y modulo m can be again the integer y itself.


Example 1.2

Since 227≡24 (mod 29), 445≡10 mod 29 hold, then 227 + 445 ≡ 24 + 10 ≡ 5 227+445≡24+10≡5 (mod 29) and 227·445≡24·10≡8 (mod 29) will result.


As another example, since 2·3≡1 mod 5 holds, 3 is the multiplicative inverse of 2 (or 2 is the multiplicative inverse of 3) modulo 5. As the final example, 3 is the multiplicative inverse of 3 modulo 4, since 3·3≡1 mod 4 holds.



1.2.3 Fast powering algorithm (fast exponentiation algorithm, square-and-multiply algorithm)

The problem gkmod m, where 0<g<m and k>0 are integer numbers, is a basic problem in number theory. This calculation is also required in some cryptographic algorithms including the Diffie–Hellman key exchange and ElGamal public key cryptosystem that will be provided in Chapter 3. The fast-powering algorithm given in Table 1.1 provides an efficient solution approach for this very basic problem. Please note that m does not have to be a prime number.


Table 1.1 The fast powering algorithm 


	The fast-powering algorithm to find gkmod m






	Step 1

	We write k as k=k0·20+k1·21+k2·22+k3·23+…+kr·2r, where




	 
	k0,k1,…,kr-1∈0, 1, kr=1.




	Step 2

	Let a0≡g (mod m). Then, we write the following:




	 
	a1≡a02≡g2 (mod m)




	 
	a2≡a12≡g22 (mod m)




	 
	a3≡a22≡g23 mod m




	 
	…




	 
	ar≡ar-12≡g2r mod m.




	Step 3

	We write




	 
	gk=gk0·20+k1·21+k2·22+k3·23+…+kr·2r




	 
	=(g20)k0.(g21)k1·(g22)k2·(g23)k3·…·(g2r)kr




	 
	≡a0k0·(a1)k1·(a2)k2·(a3)k3·…·arkr (mod m)




	
	where k0,k1,…,kr-1∈0, 1,kr=1.






	Source: Adapted from Hoffstein, Pipher, and Silverman (2008) and Knuth (1998).








Example 1.3

We would like to calculate 391mod 48 by using the fast-powering algorithm:


	Step 1: We write 91 as 91=20+21+23+24+26.


	Step 2: We let a0≡3 (mod 48). Then, the following modulus congruences will follow:




a1≡32≡9 (mod 48)

a2≡322≡9·9≡33 (mod 48)

a3≡323≡33·33≡33 (mod 48)

a4≡324≡33·33≡33 (mod 48)

a5≡325≡33·33≡33 (mod 48)

a6≡326≡33·33≡33 (mod 48)


	Step 3: By combining Steps 1 and 2, we obtain 391=320+21+23+24+26= 320 ·   321 ·  323·   324·  326≡3  ·  9  · 33  · 33  · 33≡27 mod   (48).







1.2.4 Chinese remainder theorem (CRT)

CRT is an old problem with different applications in number theory (Tilborg, 2011). This theorem is related to the solution of the set of the linear congruences given in Equation (1.3) to find x (Delfs & Knebl, 2015; Hoffstein et al., 2008; Schroeder, 2009)

x≡y1 (mod m1), x≡y2(mod m2), …,x≡yn (mod mn)(1.3)

In Equation (1.3), gcd⁡mi,mj=1 holds for all i≠j. (For the formal definition of the greatest common divisor (gcd) of two integer numbers, please see Section 1.4.) To find the solution x in Equation (1.3), the following steps can be considered by using the notations of Schroeder (2009):


	Step 1: We define M1=m2·…·mi-1·mi·mi+1·…·mn and Mi=m1·m2·…· mi−1·mi+1·…·mn  for i=2,.,n.


	Step 2: We find Ni for each i=1, 2,.,n that satisfies Ni·Mi≡1 mod mi.


	Step 3: Finally, the solution will be x≡y1·N1·M1+y2·N2·M2+…+yn·Nn·Mn (mod m1·m2·…·mn).




It can be shown that Equation (1.4) holds for two different solutions x1 and x2 of x (Childs, 2009; Delfs & Knebl, 2015; Hoffstein et al., 2008)

x1≡x2 (mod m1·m2.….mn)(1.4)

A special case can also be defined with only two linear congruences. CRT is particularly significant for the RSA public key cryptosystem to be provided in Chapter 4 since it can be used to speed up the decryption process in the RSA public key cryptosystem.


Example 1.4

We assume the problem of finding x by considering x≡3 (mod 17) and x≡4 (mod 19). We can use the following two approaches:

Approach 1: Following the approach of Schroeder (2009), we find M1=m2=19, M2=m1=17, and consider 19·N1≡1 mod 17,17·N2≡1 (mod 19) which yield N1=9,N2=9 .  Finally, we obtain x≡3·9·19+4·9·17≡156 (mod 17·19).

Approach 2: From the first congruence x≡3 (mod 17), we can write x=3+17k k∈Z, plug it into x≡4 (mod 19), and find 3+17k≡4 (mod 19) from which 17k≡1 (mod 19) will follow. Finally, we must solve for k and insert it into x=3+17k to find x. Please note that k is the multiplicative inverse of 17 modulo 19, which can be computed by using the “extended Euclidean algorithm” provided in Section 1.4.3. Approach 2 of this example will be revisited in Section 1.4.3 for the remaining part of the solution.




1.2.5 Quadratic residue and quadratic non-residue

Let y be an integer and m be a positive odd integer, where y and m are relatively prime. If there is a solution x that satisfies x2≡y (mod m), then y is called a “quadratic residue (QR)” modulo m, otherwise y is a “quadratic nonresidue (QN)” modulo m. It should be noted that m can be any positive odd integer or it can be an odd prime number p (Kaliski, 2011a). (Refer to Section 1.4 for the basic definitions of “relatively prime number” and “odd prime number”.)

The so-called “Legendre symbol” of QR and QN was introduced for an odd prime number p as in Equation (1.5) (Gómez Pardo, 2013; Hoffstein et al., 2008; Kaliski, 2011b)

(yp)={1 if y is a QR modulo p−1 if y is a QN modulo p0 if p divides y(1.5)

The “quadratic residuosity problem” is a special problem regarding whether yp=1 holds for a given y and p (Kaliski, 2011c). The notions of “quadratic residue” and “quadratic nonresidue” are used in some cryptographic algorithms including the Goldwasser–Micali probabilistic public key cryptosystem that will be provided in Chapter 6. There are different properties regarding the Legendre symbol of QR and QN (Gómez Pardo, 2013; Hoffstein et al., 2008; Kaliski, 2011b). However, in this section, we will provide one property that is related to the Goldwasser–Micali cryptosystem as follows:

Let y be an integer number and p,q be two odd prime numbers. Then, the equivalence in Equation (1.6) will hold (Gómez Pardo, 2013; Hoffstein et al., 2008; Kaliski, 2011b)

ypq=ypyq(1.6)

Note that in Equation (1.6), pq is an odd number which is not prime; thus, ypq is called the Jacobi symbol (Hoffstein et al., 2008).




1.3 RINGS, GROUPS, FIELDS

Rings, groups, and fields are of immense importance in mathematical cryptography. The distinction between these concepts is given comparatively in Table 1.2.


Table 1.2 Rings, groups, fields 


	Ring

	Group

	Field






	Let R be a non-empty set.

Every ring R,+,· is defined for the operations + and ·, where for every a,b∈R,

a+b∈R (Closed under +)

a·b∈R (Closed under ·).

	Let G be a non-empty set. Every group (G, ⋆) is defined for the operation ⋆, where for every a,b∈G, a⋆b∈G (Closed under ⋆).

	Let F be a non-empty set.

Every field (F,+,·) is defined for the operations + and ·, where for every a,b∈F,

a+b∈F (Closed under +)

a·b∈F (Closed under ·).




	Operation: +

	Operation: ⋆

	Operation: +




	Let a,-a,b,c∈R.

	Let a,a-1,b,c∈G.

	Let a,-a,b,c∈F.




	- Identity law

0+a=a+0=a holds for ∀a∈R, where 0∈R is the unique “identity element” for the operation +.

	- Identity law

e⋆a=a⋆e=a holds for ∀a∈G, where e∈G is the unique “identity element” for the operation ⋆.

	- Identity law

0+a=a+0=a holds for ∀a∈F, where 0∈F is the unique “identity element” for the operation +.




	- Inverse law

a+(-a)=(-a)+a=0

holds for ∀a∈R, where -a∈R is the unique “additive inverse” of a∈R.

	- Inverse law

a⋆a-1=a-1⋆a=e holds for ∀a∈G, where a-1∈G is the unique inverse of a∈G.

	- Inverse law

a+-a=(-a)+a=0 holds for ∀a∈F, where -a∈F is the unique “additive inverse” of a∈F.




	- Associative law

a+b+c=a+b+c holds for ∀a,b,c∈R.

	- Associative law

a⋆b⋆c=a⋆b⋆c holds for ∀a,b,c∈G.

	- Associative law

a+b+c=a+b+c holds for ∀a,b,c∈F.




	- Commutative law

a+b=b+a holds for ∀a,b∈R.

	- Commutative law

The group is called the “commutative (Abelian) group”, if a⋆b=b⋆a holds for ∀a,b∈G.

	- Commutative law

a+b=b+a holds for ∀a,b∈F.




	Operation: ·

	 
	Operation: ·




	Let a,b,c,u,u-1∈R

	 
	Let a,a-1,b,c∈F




	- If 1·a=a·1=a holds for ∀a∈R, then the ring is called the “ring with identity element (ring with unity)”, where 1∈R is the “identity element” for the operation “·”.

	 
	- 1·a=a·1=a holds for ∀a∈F, where 1∈F is the unique “identity element” for the operation “·”.




	- If a nonzero element u∈R has a “multiplicative inverse” u-1 such that u·u-1=u-1·u=1 holds, then it is called a “unit”.

	 
	- Inverse law

a·a-1=a-1·a=1 holds for each nonzero a∈F, where a-1 is the unique “multiplicative inverse” of a.




	- An element a∈R is “irreducible” if a∈R is not a “unit”, but for a=b·c, either b or c is a “unit”.

	 
	 



	- Associative law

a·b·c=a·b·c holds for ∀a,b,c∈R.

	 
	- Associative law

a·b·c=a·b·c holds for ∀a,b,c∈F.




	- Commutative law

If a·b=b·a holds for ∀a,b∈R, then the ring is called a “commutative ring”.

	 
	- Commutative law

a·b=b·a holds for ∀a,b∈F.




	Other basic properties of rings

	Other basic properties of groups

	Other basic properties of fields




	- Distributive law

a·b+c=a·b+a·c holds for ∀a,b,c∈R.

	 
	- Distributive law

a·b+c=a·b+a·c holds for ∀a,b,c∈F.




	- Finite ring: If R has a finite number of elements, then R is a “finite ring”.

	- Finite group: If G has a finite number of elements, then G is a “finite group”.

	- Finite field: If F has a finite number of elements, then F is a “finite field”. A finite field is also called the “Galois field (GF)”.




	- Order of R (denoted by R or #R): Number of elements in R, if R is a finite ring.

	- Order of G (denoted by G or #G): Number of elements in G, if G is a finite group.

	- Order of F (denoted by F or #F): Number of elements in F, if F is a finite field.




	- Order of a∈R: The smallest d∈Z+ that satisfies ad=1 is called the order of a∈R.

	- Order of a∈G: The smallest d∈Z+ that satisfies

ad=a⋆a⋆…⋆a=e is called the order of a∈G.

	- Order of a∈F: The smallest d∈Z+ that satisfies ad=1 is called the order of a∈F.






	Source: Adapted from Gouvêa (2012), Hall (1999), Hoffstein et al. (2008), and Vanstone and van Oorschot (1989).







A “field” can alternatively be defined as a “commutative ring” in which every element other than zero has a “multiplicative inverse”. A ring or field is also an “Abelian group” under (+). Moreover, a field is an “Abelian group” under (·) if we disconsider 0. Please note from Table 1.2 that not all elements of a ring have to have “multiplicative inverses”. Next, we provide some selected definitions related to rings, groups, and fields.


Definition 1.1

The set of polynomials Rx=a0+a1x+a2x2+⋯+anxn:n≥0, a0,a1,…,an∈R  is defined as a “polynomial ring” if they satisfy the properties of rings, where each polynomial has the degree n and the “leading coefficient” an≠0. If an=1 holds for a polynomial in Rx, then this polynomial is called a “monic polynomial” (adapted from Becker & Weispfenning, 1993; Hibbard & Levasseur, 1999; Hoffstein et al., 2008).



Definition 1.2

A “group homomorphism” is a function f:S⟶T, where (S, ⋆) and (T, ∘) are two different groups such that for all x,y∈S, fx⋆y=fx∘f(y) holds, which means that the group structure is preserved in the function f:S⟶T. In a “ring homomorphism”, the group homomorphism with respect to two operations +,· is satisfied (adapted from Kaliski, 2005). (Please see Figure 1.1 for the illustration of a group homomorphism.)

[image: Diagram showing a function f(.) between two sets S and T. Set S contains elements x,y, and x*y, which are mapped to elements in set T by function f(.). Mappings include f(x),f(y), and f(x).f(y).]
Figure 1.1 Group homomorphism.





Definition 1.3

An “ideal I of a ring R” is a subring of a ring R if the following conditions hold (Earl, 2018):


	I is an additive subgroup of the ring (R,+).


	For all i∈I and r∈R, ir∈I and ri∈I hold.





An “ideal I of a ring R” is a “principal ideal” if there exists a∈R such that I=a=ar  r∈R holds, where a means that a is the generator of the ideal I (adapted from Earl, 2018).


Definition 1.4

Let r∈R be a fixed element of the ring R. The “coset of an ideal I” of a ring is the set of elements that are found by adding the fixed element r∈R to each i∈I, i.e. r+i  i∈I is a “coset of the ideal” I formed by using the so-called “coset representative” r∈R (adapted from Earl, 2018).



Definition 1.5

The “quotient (factor) ring” is a ring that comprises all the “cosets of an ideal I” of a ring R denoted by R/I=r+I  r∈R (adapted from Earl, 2018).



Example 1.5

As a very typical example, we consider R=Z=.-3,-2,-1, 0,+1,+2,+3,…. We also consider I=4Z=.-12,-8,-4, 0,+4,+8,+12,… as the “principal ideal” of Z. (Please note that any integer number in Z will be a multiple of 4 when multiplied by any element of I=4Z, which means that the condition ii) in Definition 1.3 is satisfied.) It can be easily shown that the quotient ring Z/4Z=0+4Z,1+4Z,2+4Z,3+4Z can be defined, where 0+4Z,1+4Z,2+4Z,3+4Z are the four cosets formed by using the “principal ideal” I=4Z.


As a very important remark, Example 1.5 can be generalized for R=Z=.-3,-2,-1, 0,+1,+2,+3,… and I=mZ as the “principal ideal” of R=Z such that Z/mZ=0+mZ,1+mZ,2+mZ,…,m-1+mZ will hold.

In the following, we will perform the adaptations of Definitions 1.3, 1.4, and 1.5 to polynomial rings.


Definition 1.6

An “ideal f(x) of a polynomial ring” is a subgroup of a polynomial ring Rx obtained by multiplying f(x)∈f(x) by other polynomials in Rx. Analogous to Definition 1.3, the following conditions hold (adapted from Norman, 2012):


	f(x) is an additive subgroup of the polynomial ring Rx.


	For all fi(x)∈f(x) and r(x)∈R(x), fi(x)r(x)∈ f(x) and r(x)fi(x)∈ f(x) hold.






Definition 1.7

Let r(x)∈R[x] be a fixed element of the polynomial ring R[x]. The “coset of an ideal” of a polynomial ring is the set of elements that are found by adding the fixed polynomial r(x)∈R[x] to each fi(x)∈f(x), i.e. rx+fix  fix∈f(x) is a “coset of the ideal” f(x) formed by using the so-called “coset representative” rx∈Rx (adapted from Norman, 2012).



Definition 1.8

A “polynomial quotient (factor) ring” is a polynomial ring that comprises all the “cosets of an ideal” f(x) of a polynomial ring R[x] denoted by Rx/<f(x)>=rx+<fx>r(x)∈R[x]. It is clear that rx≡r1x(mod fx) holds for each r(x)∈R[x].



Example 1.6

We assume Rx=Z[x] and <fx>=<x2+1>, where x2+1p1x, x2+1p2x, x2+1p3x,…∈<x2+1> hold for p1x,p2x,p3x,…∈Z[x]. We consider the polynomial rx=3x4+5x3-6x2+x-2 in Z[x]. It is clear that 3x4+5x3-6x2+x-2=x2+13x2+5x-9+(-4x+7) can be obtained, which means that 3x4+5x3-6x2+x-2=<x2+1>+(-4x+7) holds. Accordingly, 3x4+5x3-6x2+x-2≡-4x+7 (mod x2+1) also holds. (For the formal definition of “polynomial modulo a polynomial”, please see Section 1.3.3.2.)



Definition 1.9

The “characteristic of a field” (F,+,·), shown as char (F), is the smallest k∈Z+ that satisfies k·x=0 for all x∈F. If this condition is not satisfied, then the “characteristic of the field” will be 0. The characteristic of a ring can also be defined analogously (adapted from Golan, 2012; Kaliski, 2011d; Khattar & Agrawal, 2023).



Definition 1.10

A “finite multiplicative group” G is “cyclic” if it can be generated by g∈G as G=<g>=gx,x∈0,G-1 or G=<g>=gx,x∈Z, where g is called the “generator” of the multiplicative group. Analogously, a “finite additive group” G is “cyclic” if it can be generated by G=<g>=gx,x∈Z, where g is called the “generator” of the additive group (adapted from Charpin, 2011; Childs, 1995; Kaliski, 2011e).



Example 1.7

(1) The set Q of rational numbers is an “infinite ring” and an infinite “Abelian group” under the operation +. If we disconsider 0, this set is also an “infinite field”, and an “Abelian group” under the operation ·.

(2) The set Z of integer numbers is an “infinite ring” but not an “infinite field”, since most integer numbers do not have “multiplicative inverses”. This set is also an infinite “Abelian group” under the operation +.



1.3.1 Ring of integers modulo m and multiplicative group of units modulo m

Please recall that Z/mZ=0+mZ,1+mZ,2+mZ,…,m-1+mZ as a special “quotient ring” from the remark after Example 1.5. Specifically, Z/mZ is called a “ring of integers modulo m” if we define Z/mZ=0, 1, 2,…,m-1 for modulo integer number m. On the other hand, Z/mZ* is a “multiplicative group of units modulo m” if we define Z/mZ*=a∈Z/mZ: a is a unit modulo m (Hoffstein et al., 2008; Kaliski, 2011f). Since the “set of units of a ring” is closed under multiplication, this set is also a “multiplicative group” (Childs, 2009). Thus, we can call the “set of units of a ring modulo m” as “multiplicative group of units modulo m”. The “Euler's phi (totient) function ϕm” is used to compute the number of elements in a “multiplicative group of units modulo m”, which is defined in Equation (1.7) (Kaliski, 2011g)

ϕm=#Z/mZ*=m1-1p11-1p2…1-1pr(1.7)

Note that for any integer m, m=p1e1·p2e2·…·prer is the unique factorization of m into the prime numbers p1,p2,…,pr, where e1,e2,…,er∈Z+. (See Section 1.6.1 for the topic “factorization”.)

Although Z/mZ and Z/mZ* can be defined for any integer number m, Z/pZ, and Z/pZ* for prime number p are much more important in mathematical cryptography, which are defined as in Equations (1.8) and (1.9)

Z/pZ=Fp=Zp=0, 1, 2,…,p-1(1.8)

Z/pZ*=Fp*=Zp*=1, 2,…,p-1 (1.9)

It is clear that ϕp=#Z/pZ*=p1-1p=p-1 always holds, and Z/pZ and Z/pZ* are finite fields (Stein, 2009; Vanstone & van Oorschot, 1989). (In Z/pZ, although 0 has no multiplicative inverse, Z/pZ is still assumed to be a finite field by definition.)


Example 1.8

For m=6, Z/6Z=0, 1, 2, 3, 4, 5 and Z/6Z*=1, 5 hold. Note that Z/6Z is a “ring” since it satisfies all the properties of a ring, but not a “finite field”, due to the reason that not every element of Z/6Z has a “multiplicative inverse” modulo 6. On the other hand, Z/6Z* is not a “ring” since it is not closed under (+), but it is a “multiplicative group”. Note also that 1, 5 are the units modulo 6, since they have the “multiplicative inverses” in Z/6Z*. We can verify that the number of units modulo 6 is 2 according to the “Euler's phi (totient) function” since ϕ6=#Z/6Z*=61-121-13=2 holds, where 6=2·3.


As another example, for p=11, Z/11Z=0, 1, 2, 3, …, 10 and (ℤ/11ℤ)*={ 1, 2, 3, …,10 } hold. We can also verify that the number of units modulo 11 is 10 according to the “Euler's phi (totient) function” since ϕ11=#Z/11Z*=11-1=10 holds.



1.3.2 Primitive root (element) of Fp (generator of Fp*)

The “primitive root (element)” of Fp is one of the key concepts in different public key cryptosystems and digital signature algorithms including the basic ElGamal digital signature algorithm to be provided in Chapter 3.


Definition 1.11

g∈Fp* is called a “primitive root (element)” of Fp (generator of Fp*) if the elements of Fp* can be constructed by using g∈Fp* as in Equation (1.10) (Hoffstein et al., 2008).

Fp*=1,g1,g2,…,gk,…,gp-2(1.10)

Please note that a finite field is a multiplicative group which is also cyclic (Kaliski, 2011e). Thus, the definition of the “multiplicative cyclic group” provided in Definition 1.10 can be adapted to Equation (1.10). Please note also that there is no unique primitive root of Fp. ϕ(p-1) in Equation (1.11) gives the number of primitive roots of Fp, where ϕ(p-1) is again “Euler's phi (totient) function” with p-1=p1e1p2e2·…·prer (Hoffstein et al., 2008; Kaliski, 2011g).

ϕp-1=p-11-1p11-1p2…1-1pr(1.11)



Example 1.9

g=3 is a primitive root of F7 as shown in Table 1.3.


Table 1.3 Primitive root g=3 for F7



	
	Primitive root g=3 for F7






	0

	30≡1 (mod 7)




	1

	31≡3 (mod 7)




	2

	32≡2 (mod 7)




	3

	33≡6 (mod 7)




	4

	34≡4 (mod 7)




	5

	35≡5 (mod 7)







As a result, 1, 3, 2, 6, 4, 5=1, 2, 3, 4, 5, 6=F7* holds. According to the “Euler's phi (totient) function”, there are ϕ7-1=ϕ6=61-121-13=2 primitive roots of F7. It can be identified that the second primitive root of F7 is 5.



1.3.3 Ring of convolution polynomials and selected properties

A “ring of convolution polynomials” is a special “polynomial quotient ring” that is used in the NTRU public cryptosystem to be provided in Chapter 5.


1.3.3.1 Ring of convolution polynomials (convolution polynomial ring)

The “ring of convolution polynomials” is a special “polynomial quotient ring” that is modulo a fixed polynomial, which is xN-1 in the standard of IEEE Std 1363.1–2008, where N is a fixed positive integer (Hoffstein et al., 2008). Accordingly, the “ring of convolution polynomials” of degree N-1 can be shown as R=Zx/(xN-1), where fx=a0+a1x+a2x2+…+aN-1xN-1 is an element of R with a0,a1,…,aN-1∈ZN (Hoffstein et al., 2008). On the other hand, the “ring of convolution polynomials modulo p” of degree N-1 can be defined as Rp=(Z/pZ)x/(xN-1), where gx=b0+b1x+b2x2+…+bN-1xN-1 is an element of Rp with b0,b1,…,bN-1∈(Z/pZ)N (Hoffstein et al., 2008).

We need Definition 1.12 for the NTRU public key cryptosystem to be provided in Chapter 5.


Definition 1.12

A “ternary (trinary) polynomial” is a special polynomial whose coefficients, including the constant term, can be -1, +1, or 0 (Hoffstein, Howgrave-Graham, Pipher, & Whyte, 2009). Specifically, a “ternary (trinary) polynomial” f(x)∈R or g(x)∈Rp of degree N-1, which is denoted as τ(d1,d2), is a polynomial in which the number of the coefficients +1 is d1 and the number of the coefficients -1 is d2 (adapted from Hoffstein et al., 2008).



Example 1.10

fx=-x6+x5+x4-x2+x∈R of degree 6 is a “ternary polynomial”, which can be denoted as τ3, 2. Please note that the constant term and the coefficient of x3 are zero.


In the following sections, we provide some selected properties of the rings of convolution polynomials, which are required to execute the NTRU public key cryptosystem.



1.3.3.2 Polynomial modulo a polynomial

For two polynomials fx and gx, fx≡rxmod gx holds if fx-r(x) can be divided by gx, where the result is again a polynomial hx, i.e. fx=rx+gxh(x) holds (Bini & Pan, 1994).


Example 1.11

As given in Example 1.6, 3x4+5x3−6x2+x−2≡−4x+7(mod (x2+1)) holds since 3x4+5x3-6x2+x-2=(x2+1)(3x2+5x-9)+-4x+7 can be written.




1.3.3.3 Addition and multiplication (product) of two polynomials in the ring of convolution polynomials

The addition and multiplication of two polynomials will be illustrated in Rp.

Let fx=a0+a1x+…+aixi+…+aN-1xN-1 and gx=b0+b1x+…+bjxj+…+bN-1xN-1 be two polynomials of degree N-1 in Rp. Then, the addition of these two polynomials in Rp will be as in Equation (1.12)

fx+gx=a0+b0mod p+a1+b1mod px+a2+b2mod px2+…+aN-1+bN-1mod pxN-1(1.12)

Let ⋆ be the multiplication operator. Then hx=fx⋆gx in Rp can be defined as hx=c0+c1x+c2x2+…+cN-1xN-1, where each coefficient can be calculated as in Equation (1.13) (Geddes, Czapor, & Labahn, 1992; Hoffstein et al., 2008).

ck=∑i+j≡k (mod N)aibj mod p, k=0, 1, 2,…,N-1(1.13)

The addition and multiplication (product) of two polynomials in R are analogous with the difference that mod p is not considered.


Example 1.12

Let fx=5+3x+6x2+4x3+5x4, gx=6+5x+3x2+6x3+4x4 be two polynomials in R7, where N=5. The addition of fx and gx will be fx+gx=4+x+2x2+3x3+2x4. The multiplication of fx and gx will be hx=fx⋆gx in R7 that can be defined as hx=c0+c1x+c2x2+c3x3+c4x4, where

c0=5⋅6+3·4+6·6+4·3+(5·5)=115≡3 (mod 7)

c1=5⋅5+3·6+6·4+4·6+5·3=106≡1 (mod 7)

c2=5⋅3+3·5+6·6+4·4+5·6=112≡0 (mod 7)

c3=5⋅6+3·3+6·5+4·6+(5·4)=113≡1 (mod 7)

c4=5⋅4+3·6+6·3+4·5+5·6=106≡1 (mod 7)

can be obtained by considering Equation (1.13). Finally, h(x)=3+x+x3+x4 in R7 will hold.




1.3.3.4 Center-lifting (centering lift)

A polynomial g(x) in Rp can be transformed (so-called center-lifted) to another polynomial f(x) in R by considering fx≡gx (mod p), where the coefficients of f(x) are chosen to be in the interval (-p2,p2] (Hoffstein et al., 2008; Huang, Kueh, & Tan, 2000).


Example 1.13

Let gx=6+7x2-9x3+x4+10x5 be chosen in R11. We want to center-lift gx in R11 to f(x) in R. As a result, we find f(x)=−5−4x2+2x3+x4−x5 in R, where the coefficients are in -112,112].






1.4 DIVISIBILITY, GREATEST COMMON DIVISORS, AND PRIME NUMBERS

For two integer numbers a and b, the notation b  a means that b divides a, otherwise the notation b∤a means that b does not divide a. For two integer numbers a,b, gcd⁡a,b=d means that the integer number d is the “greatest common divisor (gcd)” that satisfies d  a and d  b. An integer number p≥2 that satisfies 1  p, p  p, but k∤p for k∈Z∖1,p is called a “prime (number)”. If an integer number is not a “prime number”, then it is called a “composite number”. All prime numbers other than 2 are called the “odd prime numbers”. If gcd⁡a,b=1, then a and b are called the “relatively prime (coprime) numbers”.

Please recall the definition of the “multiplicative inverse” of an integer x modulo m from Section 1.2.2 and recall that not every integer 0<x<m has a multiplicative inverse modulo m. However, if gcd⁡x,m=1 holds, then the integer x has a “multiplicative inverse” modulo m, which is unique, i.e. there is an integer number y that satisfies x·y≡1 mod m (Delfs & Knebl, 2015; Gregory & Krishnamurthy, 1984; Hoffstein et al., 2008).


Example 1.8 (revisited)

Please recall Z/6Z*=1, 5 is the “multiplicative group of units” modulo 6, which can be verified since gcd⁡1, 6=gcd⁡5, 6=1 hold. Please recall also Z/11Z*=1, 2, 3, …,10 or generally Z/pZ*=1, 2, 3, …,p-1 holds since for each a∈Z/pZ* and prime number p, gcd⁡a,p=1 is always true.



1.4.1 Fermat's little theorem

The “Fermat's little theorem” is a fundamental theorem in mathematical cryptography which has different applications including the “primality testing” to be provided in Chapter 2. This theorem is defined for any a∈Z and any prime number p as in Equation (1.14) (Delfs & Knebl, 2015; Hoffstein et al., 2008; Liskov, 2011):

ap-1≡1 mod p if p∤a 0 mod p if p  a (1.14)

Alternatively, this theorem can be defined as a-1≡ap-2 mod p or ap≡a mod p if p∤a holds (Hoffstein et al., 2008). Please note that by using a-1≡ap-2 mod p, the multiplicative inverse of the integer a modulo p can be determined.

Specifically, let g be a “primitive root” of the finite field Fp. Due to the condition p∤g, gp-1≡1 (mod p) or g-1≡gp-2 (mod p) or gp≡g mod p always holds (Hoffstein et al., 2008).


Example 1.14

Let's consider the prime number p=176531. According to the Fermat's little theorem, 2176530≡1 mod 176531 holds, since 176531 cannot divide 2. However 176531176530≡0 mod 176531 holds, since 176531 can divide 176531.


Please see Chapter 2, Section 2.9 for more details about the “primality testing”.



1.4.2 Euclidean algorithm

Let a, b∈Z+ satisfying a≥b. The “Euclidean algorithm” solves the basic problem gcd⁡a,b in an efficient way. Table 1.4 provides the steps of the “Euclidean algorithm”, where we consider qi as the quotient i and ri as the remainder i.


Table 1.4 Euclidean algorithm 


	Euclidean algorithm

	​gcd⁡a,b=?






	 
	a=r0, b= r1≠0




	 
	r0=r1·q1+r2 0<r2<r1




	 
	r1=r2·q2+r3 0<r3<r2




	 
	r2=r3·q3+r4 0<r4<r3




	 
	r3=r4·q4+r5 0<r5<r4




	 
	…




	 
	rt-2=rt-1·qt-1+rt 0<rt<rt-1




	
	rt-1=rt·qt, where rt=gcd⁡(a,b)






	Source: Adapted from Bressoud (1989) and Hoffstein et al. (2008)








Example 1.15

Table 1.5 shows the steps of finding the gcd of 1048 and 246.


Table 1.5 An example for the Euclidean algorithm


	Euclidean algorithm

	​gcd1048, 246=?






	 
	1048=246·4+64




	 
	246=64·3+54




	 
	64=54·1+10




	 
	54=10·5+4




	 
	10=4·2+2




	
	4=2·2, where gcd⁡1048, 246=2









1.4.3 Extended Euclidean algorithm

Let a, b∈Z+ be given. According to number theory, there are always two integer numbers u,v that satisfy Equation (1.15), where both of u and v do not have to be positive (Delfs & Knebl, 2015; Hoffstein et al., 2008).

au+bv=gcd⁡(a,b)(1.15)

When we consider the case gcd⁡a,b=1, it is clear that solving Equation (1.16) for u und v gives u=a-1 (mod b) or v=b-1 (mod a).

au+bv=gcd⁡a,b=1 (1.16)

Please note that as a very special case, the integer number b can replaced by the prime number p, and the solution of au+pv=gcd⁡a,p=1 gives u=a-1 (mod p).

The extended Euclidean algorithm provided in Table 1.6 is very closely related to the Euclidean algorithm provided in Table 1.4. As given in Table 1.6, the extended Euclidean algorithm works in backward (starting from the last equation given in Table 1.4) to find an equation in the form au+bv=gcd⁡a,b=1 so that the values of u and v can be determined.


Table 1.6 Extended Euclidean algorithm to find u and v in au+bv=gcd⁡a,b=1



	 



	[image: ]






Example 1.4 (revisited)

Please recall the problem as: x≡3 (mod 17), x≡4 (mod 19), where x is to be found. Please recall also that according to Approach 2, x=3+17k, k∈Z, and 17k≡1 (mod 19) hold, where we should compute 17-1 (mod 19) to find k so that we can find the solution to x=3+17k. Since p=19 is a prime number, there exist two integer numbers u,v such that 17u+19v=1. When we solve for u and v, we find u=9,v=-8 from which we conclude that u=9=17-1=k (mod 19). Finally, the solution will be x=3+17k=3+17·9=156, which is the same result as in Approach 1. (Please see the steps of the extended Euclidean algorithm in Table 1.7 for the solution of 17u+19v=1.)


Table 1.7 Extended Euclidean algorithm for Example 1.4 (revisited)


	 




	[image: ]









1.5 EUCLIDEAN ALGORITHM AND EXTENDED EUCLIDEAN ALGORITHM FOR POLYNOMIALS

The Euclidean algorithm and extended Euclidean algorithm can also be adapted to the polynomials.


1.5.1 Euclidean algorithm for polynomials

The gcd of two polynomials f(x) and gx is a monic polynomial with the highest degree that can divide both f(x) and gx. The “Euclidean algorithm” given in Table 1.4 can be adapted to the polynomials to find the gcd of f(x) and gx as given in Table 1.8 (Klein, 2014).


Table 1.8 Euclidean algorithm for polynomials


	Euclidean algorithm for polynomials

	​gcd⁡f(x),g(x)=?
deg⁡(fx)≥deg⁡(gx)






	 
	f(x)=g(x)·q1(x)+r1(x) 0<deg⁡(r1x)<deg⁡(gx)




	 
	g(x)=r1(x)·q2(x)+r2(x) 0<deg⁡(r2x)<deg⁡(r1x)




	 
	r1(x)=r2(x)·q3(x)+r3(x) 0<deg⁡(r3x)<deg⁡(r2x)




	 
	…




	 
	rt-2(x)=rt-1(x)·qt(x)+rt(x) 0<deg⁡(rtx)<deg⁡(rt-1x)




	 
	rt-1(x)=rt(x)·qt+1(x), where rt(x)=gcd⁡f(x),g(x) if rt(x) is a monic polynomial.






	Source:(adapted from Hoffstein et al., 2008; Toth, 2021)








Example 1.16

Let f(x)=x3+3x2+4x+12 and gx=x2+x-6 be defined. Then we can find gcd⁡f(x),g(x) by considering the steps given in Table 1.9.


Table 1.9 Example for Euclidean algorithm for polynomials


	Euclidean algorithm for polynomials

	​gcd⁡f(x),g(x)=? f(x))=x3+3x2+4x+12 gx=x2+x-6






	 
	(x3+3x2+4x+12)=x2+x-6x+2+(8x+24)




	 
	x2+x-6=8x+2418x+(-2x-6)




	 
	8x+24=-2x-6-4=-2x+3-4=x+38, where (x+3) is a monic polynomial that is gcd of f(x)=x3+3x2+4x+12 and gx=x2+x-6.









1.5.2 Extended Euclidean algorithm for polynomials

The “multiplicative inverse of a polynomial” will be defined for a polynomial fx in Rp, which is also required for the NTRU public key cryptosystem to be provided in Chapter 5. There exists f-1x in Rp if gcd⁡fx,xN-1=1 in Fp[x] holds (Hoffstein et al., 2008). When we consider fxux+xN-1vx=1, where ux,v(x)∈Fp[x], then ux=f-1x in Rp holds (Hoffstein et al., 2008). The extended Euclidean algorithm's steps for polynomials will be analogous to the steps provided in Table 1.6.


Example 1.17

We consider fx=x4+3x2-x+5, N=5, p=7 and would like to find f-1x in R7. First we should show that gcd⁡x4+3x2-x+5, x5-1=1 holds by using the Euclidean algorithm's steps for polynomials as follows:


Please first note that since we work in F7, we can also write x5-1 as x5+6 and x4+3x2-x+5 as x4+3x2+6x+5. The following steps are made by considering the Euclidean algorithms steps in F7.

x5+6=x4+3x2+6x+5x+4x3+x2+2x+6

x4+3x2+6x+5=4x3+x2+2x+62x+3+3x2+2x+1

4x3+x2+2x+6=3x2+2x+16x+1+x+5

3x2+2x+1=x+53x+1+3

x+5=3(5x+4)

Since 3 is not a monic polynomial, gcd⁡x4+3x2-x+5, x5-1=1.

Next, we perform the following steps for the extended Euclidean algorithm to find ux=f-1(x) in (x4+3x2+6x+5) ux+x5+6vx=1 by considering the steps of the Euclidean algorithm in F7:

3x2+2x+1-x+53x+1=3

4x3+x2+2x+6-3x2+2x+16x+1=x+5

x4+3x2+6x+5-4x3+x2+2x+62x+3=3x2+2x+1

x5+6-x4+3x2+6x+5x=4x3+x2+2x+6

As the next step, we replace x+5 in 3x2+2x+1-x+53x+1=3 with 4x3+x2+2x+6-3x2+2x+16x+1:

3x2+2x+1-4x3+x2+2x+6-3x2+2x+16x+13x+1=3.

Next, we replace 3x2+2x+1 in 3x2+2x+1-4x3+x2+2x+6-3x2+2x+16x+13x+1=3 with x4+3x2+6x+5-4x3+x2+2x+62x+3,and obtain x4+3x2+6x+5-4x3+x2+2x+62x+3-4x3+x2+2x+6-(x4+3x2+6x+5-4x3+x2+2x+62x+3)6x+13x+1=3 as the first main equation.

For the extended Euclidean algorithm, we also consider x5+6-x4+3x2+6x+5x=4x3+x2+2x+6 as the second main equation.

Since there are various polynomials in the last two main equations, for the sake of clarity, we assume the following replacements for the polynomials:

A=x4+3x2+6x+5

B=x5+6

C=4x3+x2+2x+6

D=2x+3

E=6x+1

F=3x+1

G=x

Accordingly, the last two main equations will be formulated as follows:

A-CD-C-(A-CD)EF=3

B-AG=C

The first main equation A-CD-C-(A-CD)EF=3 will be A-CD-CF+AEF-CDEF=3, and thus A(1+EF)-C(D+F+DEF)=3 will hold. When we replace C in this equation with B-AG, we obtain A(1+EF)-(B-AG)(D+F+DEF)=3. After further steps, we have the following third main equation:

A1+EF+GD+GF+GDEF+B-D-F-DEF=3

We calculate 1+EF+GD+GF+GDEF=1+6x+13x+1+x2x+3+x3x+1+x2x+36x+13x+1=1+18x2+9x+1+2x2+3x+3x2+x+2x2+3x18x2+9x+1=36x4+72x3+52x2+16x+2. Since we work in F7, 36x4+72x3+52x2+16x+2 is equivalent to x4+2x3+3x2+2x+2 in F7. Please note that the right-hand side of the third main equation is 3, thus we multiply both sides of the third main equation by the multiplicative inverse of 3 in F7 so that the right-hand side will be 1. The multiplicative inverse of 3 is 5 in F7 and we multiply each coefficient in x4+2x3+3x2+2x+2 by 5 in F7, and obtain 5x4+3x3+x2+3x+3, which is finally the multiplicative inverse of fx=x4+3x2-x+5 in F7.




1.6 INTEGER FACTORIZATION RELATED SELECTED MATHEMATICAL FUNDAMENTALS

In this section, only the “fundamental theorem of arithmetic” and the definition of “B-smooth” will be provided regarding the integer factorization-related mathematical fundamentals. For more details about integer factorization, please see Chapter 4, Section 4.4.


1.6.1 Fundamental theorem of arithmetic

There is a unique factorization of an integer a≥2 into the prime numbers p1,p2,…,pr as a=p1e1·p2e2·…·prer, where e1,e2,⋯,er∈Z+ are called the exponents or orders (Delfs & Knebl, 2015; Hoffstein et al., 2008)


Example 1.18

1026 can be uniquely factored into the prime numbers as 1026=2·33·19.




1.6.2 B-smooth number


Definition 1.13

An integer number a=p1e1·p2e2·…·prer is “smooth” if all p1,p2,…,pr values are small. Specifically, an integer number a=p1e1·p2e2·…·prer is called B-smooth if p1,p2,…,pr≤B holds. The “factor base” of a B-smooth integer is the set of the prime factors p1,p2,…,pr (adapted from Hoffstein et al., 2008).



Example 1.19

20=22·5 (20 is a 5-smooth integer)

36=22⋅32 (36  is a 3-smooth integer)

42=2⋅3⋅7 (42  is a 7-smooth integer)





1.7 ELLIPTIC CURVES AND RELATED TOPICS

“Elliptic curve cryptography” (ECC) is a distinctive area in mathematical cryptography. Different public key cryptosystems such as the ElGamal public key cryptosystem to be provided in Chapter 3 have also elliptic curve counterparts.


1.7.1 Elliptic curve


Definition 1.14

An “elliptic curve over a field F”, E/F, can be defined based on the so-called “generalized Weierstrass equation” given in Equation (1.17), where a1,a2,a3,a4,a6∈F (adapted from Hankerson & Menezes, 2005; Silverman, 2009).

E/F:y2+a1xy+a3y=x3+a2x2+a4x+a6(1.17)

Δ is the discriminant of E/F, which is defined as in Equation (1.18), where d2=a12+4a2, d4=2a4+a1a3, d6=a32+4a6, and d8=a12a6+4a2a6-a1a3a4+a2a32-a42 (Hankerson & Menezes, 2005; Silverman, 2009).

Δ=-d22d8-8d43-27d62+9d2d4d6(1.18)

An elliptic curve E/F is generally required to be a “nonsingular curve”, which is ensured by Δ≠0 so that there exist no repeated roots (Hoffstein et al., 2008).


Rather than Equation (1.17), the “simplified Weierstrass equation” is generally used for ECC, which will be provided next.

Simplified Weierstrass equation (adapted from Hankerson & Menezes, 2005; Silverman, 2009)

If the “characteristic of F” is not equal to 2 or 3, then the “generalized Weierstrass equation” in Equation (1.17) can be reduced to the “simplified Weierstrass equation” E/F: y2=x3+ax+b; a,b∈F with the non-zero discriminant ∆=-16(4a3+27b2).

It should be noted that an “elliptic curve” and an “ellipse” are not the same. Figure 1.2 gives an example of the representation of an elliptic curve. However, several other representations are possible.

[image: Graph of a cubic non-self-intersecting function with two inflection points and with x and y axes. Relevant for mathematical functions and curves.]
Figure 1.2 A representation of an elliptic curve (elliptic curve has been drawn by using https://cplx.vm.uni-freiburg.de/storage/software/ellipticcurve/wasm/ellipticcurve.html, with permission from Prof. Dr. Stefan Kebekus.)





1.7.2 An elliptic curve as an Abelian group

An elliptic curve E/F (in the following we will just consider it as E) is an “Abelian group under the operation +” since all the following properties are satisfied (adapted from Ahlswede, 2016; Hoffstein et al., 2008; Silverman, 2006):


	Closed under +: For each P,Q∈E,P+Q∈E holds.


	Identity: O is the “identity element”. Then P+O=O+P=P holds for each P∈E.


	Inverse: For each P∈E, there exists –P∈E, which is the inverse of P∈E under the operation +, such that P+-P =O holds.


	Associative: For each P,Q,R∈E, P+Q+R=P+(Q+R) holds.


	Commutative: For each P,Q∈E, P+Q=Q+P holds.






1.7.3 Point addition in elliptic curves

The point addition in elliptic curves is a basic operation for ECC. First, we focus on the “geometric definition”, then we provide the “elliptic curve addition algorithm”.

Geometric definition: Let P,Q∈E/F be two distinctive points. Then the following cases hold (adapted from Hankerson, Vanstone, & Menezes, 2004; Hoffstein et al., 2008):

Case 1: P+Q=Q+P=−T=xT,−yT

In this case, T=xT,yT is the third point that intersects the elliptic curve E and the line that crosses through P and Q. Then a vertical line is drawn through the point T. The other point on this vertical line that passes through E/F will be –T, as shown in Figure 1.3.

[image: Graph of one cubic non-self-intersecting function and two lines that intersect with each other. Points P,Q, and T are on the intersection of the curve and the line with a positive slope. Point −T is on the intersection of the curve and the vertical line in the fourth quadrant. Point T is also on the intersection of the curve and two lines in the first quadrant. Relevant for mathematical functions and curves.]
Figure 1.3 Representation for P+Q=Q+P=-T (elliptic curve has been drawn by using https://cplx.vm.uni-freiburg.de/storage/software/ellipticcurve/wasm/ellipticcurve.html, with permission from Prof. Dr. Stefan Kebekus.)



Case 2: P+P=2P

In this case, we consider the tangent line that crosses through P at E to find the second point that intersects the elliptic curve E, and draw a vertical line through this second point as illustrated in Figure 1.4. The other point on the vertical line that crosses through the elliptic curve E will be 2P.

[image: Graph of one cubic non-self-intersecting function and two lines that intersect with each other. Point P is on the intersection of the curve and the tangent line with a positive slope. Point 2P is on the intersection of the curve and the vertical line in the fourth quadrant. Relevant for mathematical functions and curves.]
Figure 1.4 Representation for P+P=2P (elliptic curve has been drawn by using https://cplx.vm.uni-freiburg.de/storage/software/ellipticcurve/wasm/ellipticcurve.html, with permission from Prof. Dr. Stefan Kebekus.)



Case 3: P+−P=(−P)+P=O

In this case, there is no third point that intersects the elliptic curve E and the vertical line that passes through P and –P as illustrated in Figure 1.5. Then the total of P and -P will be the point O that is the “identity element” as introduced in Section 1.7.2. The “identity element” O is assumed to be on each vertical line of the elliptic curve infinitely, although it actually does not exist (Hoffstein et al., 2008).

[image: Graph of one cubic non-self-intersecting function and a vertical line that intersect with each other at two points. Point P is one the intersection of the curve and the line in the second quadrant. Point −P is on the intersection of the curve and the line in the third quadrant. Relevant for mathematical functions and curves.]
Figure 1.5 Representation for P+-P=(-P)+P=O (elliptic curve has been drawn by using https://cplx.vm.uni-freiburg.de/storage/software/ellipticcurve/wasm/ellipticcurve.html, with permission from Prof. Dr. Stefan Kebekus.)




Example 1.20

Let E/F:y2=x3-2x+4 be an elliptic curve for which ∆≠0 holds. Let also P=(0, 2) and Q=(3, 5) be two points of the elliptic curve E. We would like to find P+Q. The line that crosses through P and Q is y=x+2. In order to find the third point T=(xT,yT) that intersects the elliptic curve E/F and the line y=x+2, we consider the following steps:

y2=x3-2x+4

x+22=x3-2x+4

x2+4x+4=x3-2x+4

x3-x2-6x=0, where x3-x2-6x=xx-3x+2=0.

Please note that x=0 is the x-coordinate of P=(0, 2), x=3 is the x-coordinate of Q=(3, 5), thus xT=-2 will be the x-coordinate of the third point, and T=(-2, 0) will be the point which intersects the elliptic curve E and the line y=x+2. Finally, we conclude that P+Q=-T=(-2, 0).



1.7.3.1 Elliptic curve addition algorithm

Let P=xP,yP,Q=xQ,yQ∈E/F, where E/F: y2=x3+ax+b is an elliptic curve. Then the following equations hold (adapted from Hoffstein et al., 2008):


	P+Q=Q, if P=O.


	P+Q=P, if Q=O.


	If neither of (1) and (2) is satisfied, and if xP=xQ, yP=-yQ, then P+Q=O.


	If none of the conditions (1), (2), (3) hold, then P+Q=T=(xT,yT)∈E/F such that xT=λ2-xP-xQ, yT=λxP-xT-yP, where for P≠Q, λ=yQ-yPxQ-xP and for P=Q, λ=3xP2+a2yP.





Example 1.20 (revisited)

Please recall E/F:y2=x3-2x+4 with the points P=(0, 2) and Q=(3, 5). We would like to find P+Q by using the “elliptic curve addition algorithm”. Accordingly, we assume P+Q=T=(xT,yT). It is clear that Condition (4) holds, where P≠Q. Thus, we make the following calculations:

λ=5-23-0=1

xT=12-0-3=-2

yT=10-(-2)-2=0

Finally, we conclude again that P+Q=T=(-2, 0).





1.7.4 Elliptic curves over finite fields

The application of elliptic curves over finite fields is more important for ECC.


Definition 1.15

A nonsingular elliptic curve EFp over the finite field Fp can be defined as in Equation (1.19) (adapted from Enge, 1999; Hoffstein et al., 2008).


E(Fp)={ (x,y): y2=x3+ax+b; a,b∈Fp;p≥3;Δ =−16(4a3+27b2)≠0; x,y∈Fp }(1.19)

When we consider Fpk, then we obtain the elliptic curve EFpk over the field Fpk.


A special theorem, the so-called “Hasse theorem”, provides an inequality regarding the number of points on EFp and EFpk.


Theorem 1.1

Hasse theorem (adapted from Crandall & Pomerance, 2001; Enge, 1999; Hoffstein et al., 2008; Washington, 2008)

For a non-singular elliptic curve EFp over the finite field Fp, p+1-#EFp≤2p holds, where #EFp is the order of EFp, which can be assumed as #EFp≈p+1. Generally let EFpk be a nonsingular elliptic curve over the finite field Fpk. Then pk+1-#EFpk≤2pk holds.

Theorem 1.2 states about the “cyclic” property of the elliptic curves over finite fields.



Theorem 1.2

“Working over a finite field, the group of points E(Fp) is always either a cyclic group or the product of two cyclic groups” (Silverman, 2006).



Example 1.21

Let E(F5):y2=x3+x+2 be defined. The elements of this elliptic curve are given in Table 1.10.


Table 1.10 The elements of E(F5):y2=x3+x+2 


	​x

	​y

	Points of E(F5)






	 
	 
	 
	O




	0

	y2≡2 (mod 5)

	No solution

	 



	1

	y2≡4 (mod 5)

	y=2, 3

	(1, 2), (1, 3)




	2

	y2≡2 (mod 5)

	No solution

	 



	3

	y2≡2 (mod 5)

	No solution

	 



	4

	y2≡0 (mod 5)

	y=0

	(4, 0)







As a result, EF5=O, 1,2,1,3, (4,0). Please note that according to “Hasse theorem”, 5+1-4=2<25≈4.47 holds.



1.7.5 Bilinear pairings, Weil pairings, distortion maps, and modified Weil pairings on elliptic curves

In this section, we provide the fundamental properties of the “bilinear pairings on elliptic curves” and the related concepts including the “modified Weil pairing on elliptic curves”. The “pairing-based cryptography” is a distinctive area in cryptography. As one application of pairing-based cryptography, the “modified Weil pairing” is used in the “tripartite Diffie–Hellman key exchange” to be provided in Chapter 3. Moreover, the identity-based public key cryptosystem to be provided in Chapter 6 is mostly called pairing-based cryptography.


1.7.5.1 Bilinear pairings on elliptic curves

In any pairing, two values are taken as the inputs, and one value is obtained as the output. A “bilinear pairing” is a linear transformation (mapping) of two input values to one output value. A “bilinear pairing on an elliptic curve” is a special bilinear pairing, which is a linear transformation of two points of the elliptic curve as the input values to one point of the elliptic curve as the output value (Hoffstein et al., 2008). In the following, we define the “bilinear pairings” for general “cyclic groups”, which can also be adapted to the elliptic curves over finite fields.


Definition 1.16

Let G1,G2,GT be the “cylic groups” of the same prime order p, where G1,G2 are the additive groups, and GT is the multiplicative group. If the conditions in Equations (1.20)–(1.23) hold, then a map e:G1×G2→GT is called a “bilinear pairing” (adapted from Hankerson & Menezes, 2011; Kipkirui, 2018):

eaP,bQ=eP,Qab, ∀P∈G1, ∀Q∈G2,a,b∈Z(1.20)

eP+Q,R=eP,R·eQ,R, ∀P,Q∈G1, ∀R∈G2 (1.21)

eP,Q+R=eP,Q·eP,R, ∀P∈G1, ∀Q,R∈G2(1.22)

eg1,g2≠1, where g1 is the generator of G1, g2 is the generator of G2(1.23)

The conditions (1.20)–(1.22) refer to bilinearity conditions, while the condition (1.23) refers to non-degeneracy. In addition to the conditions (1.20)–(1.23), there should be an efficient algorithm to compute the bilinear pairing e:G1×G2→GT easily. Please note that if G1 and G2 are the same groups, i.e. if G1=G2, then the bilinear pairing is called a “symmetric bilinear pairing”, otherwise it is an “asymmetric bilinear pairing” (Hankerson & Menezes, 2011). Note also that G1,G2 can also be the multiplicative groups, in this case, Equations (1.20)–(1.22) will be generally replaced with Equation (1.24) (adapted from Hankerson & Menezes, 2011).


ePa,Qb=eP,Qab ∀P∈G1, ∀Q∈G2,a,b∈Z(1.24)

According to Hoffstein et al. (2008), “it is necessary to work with finite fields Fpk of prime power order for the application of the bilinear pairings in cryptography”.



1.7.5.2 Weil pairings on elliptic curves

The “Weil pairing on elliptic curves” is a special “bilinear pairing” defined on elliptic curves for the so-called “torsion points”, which will be defined next:


Definition 1.17

The “order of a point P∈E/F” is the smallest m∈Z+ that satisfies mP=O (Crandall & Pomerance, 2001). Em=P∈E/F:mP=O is the “set of points of order m” in E/F, where the points are called the “m-torsion points” (adapted from Hoffstein et al., 2008).

A Weil pairing is a special bilinear pairing which takes two points in Em as the inputs, and gives em·,· as the output. The conditions in Equations (1.25)–(1.30) hold for P,Q,R∈Em in case of Weil pairing (adapted from Boneh, Lynn, & Shacham, 2001; Hoffstein et al., 2008; Miller, 2004):

emP+Q,R=emP,R·emQ,R, ∀P,Q,R∈Em(1.25)

emP,Q+R=emP,Q·emP,R, ∀P,Q,R∈Em(1.26)

emP,Qm=1, ∀P,Q∈Em(1.27)

emP,P=1, ∀P∈Em(1.28)

If emP,Q=1 for all Q∈E[m], then P=O.(1.29)

emP,Q=emQ,P−1(1.30)

The Weil pairing can be efficiently calculated by using Miller's algorithm (Miller, 2004).




1.7.5.3 Distortion maps on elliptic curves

The “distortion maps” are also defined for the “torsion points”.


Definition 1.18

P∈E[l] is assumed to be a “l-torsion point” of prime order l≥3. ϕ:E→E is called an “l-distortion map” on E[l] for P if the conditions in Equations (1.31) and (1.32) hold, where el is the Weil pairing on E[l] (adapted from Hoffstein et al., 2008):

ϕnP=nϕ(P)​ for all n≥1(1.31)

eℓP,ϕPr=1, r=kℓ, k∈ℤ+(1.32)




1.7.5.4 Modified Weil pairings

The “modified Weil pairing” is also defined for the “torsion points”. P∈E[l], ϕ:E→E, and el are defined as in Section 1.7.5.3. The “modified Weil pairing” e^l on E[l] has the properties in Equations (1.33) and (1.34) for Q=sP,Q'=tP, where s∈Z,t∈Z (adapted from Hoffstein et al., 2008; Jao, 2010; Park, Kim, & Yung, 2005):

e^ℓQ,Q'=eℓQ,ϕQ'=eℓsP,ϕtP=eℓsP,tϕP=eℓP,ϕPst(1.33)

e^ℓQ,Q'=1  if and only if =O=O or Q′=O(1.34)

Please note that we consider Q=sP,Q'=tP in Equation (1.33) since they are used in cryptographic applications including the modified Weil pairing. For more details regarding bilinear pairings, Weil pairings, distortion maps, and modified Weil pairings on elliptic curves, please see Hoffstein et al. (2008).





1.8 VECTOR SPACES AND LATTICES

Vector spaces and lattices are interrelated concepts in linear algebra. Like the “elliptic curve cryptography”, the “lattice-based cryptography” is also a distinctive area in cryptography with hard problems. As an example, the lattice-based “GGH public key cryptosystem” will be provided in Chapter 5.


1.8.1 Vector spaces

In this part, we provide the basic properties of the vector spaces. For more information, the reader is recommended to read linear algebra books such as the book by Strang (2016).

A vector space V⊂Rm consists of the vectors vi, i=1, 2, 3, … with m components (coordinates) that take real numbers. For any k∈Z+, α1v1+α2v2+…+αkvk∈V holds, where v1,v2,…,vk∈V⊂Rm, α1,α2,…,αk∈R hold, and α1v1+α2v2+…+αkvk is called the “linear combination” of v1,v2,…,vk. If α1v1+α2v2+…+αkvk=0 holds only in case of α1=α2=…=αk=0, then v1,v2,…,vk are “linearly independent”, otherwise they are “linearly dependent”. If every vector w∈V can be written as w=α1b1+α2b2+…+αnbn by using the “linearly independent” vectors b1,b2,…,bn∈V⊂Rm for a unique choice of α1,α2,…,αn∈R, then B=b1,b2,…,bn is called a “basis of the vector space” V⊂Rm, which is a matrix with columns b1,b2,…,bn. A vector space possesses multiple bases and each basis has the same number of vectors n, where n is called the “rank of the basis” or “dimension” of the vector space V⊂Rm .

For any vectors u,v, w∈V, and any scalar α∈R, the “inner product of two vectors” <·,·>, has the properties of nonnegativity and commutativity. The additional properties of the inner product of two vectors are given in Equations (1.35)–(1.37) (Anton & Rorres, 2010; Larson, 2013)

<u,u>=0 for any u=0(1.35)

<u+v,w> = <u,w>+<v,w>(1.36)

<αu,v>=α<u,v>(1.37)

Please note that the “inner product of two vectors” is a “bilinear pairing” on the vector space V⊂Rm, where two vectors are mapped to a real number. The “dot product (Euclidean inner product)” is a special case of the inner product. Let u=x1, x2,…,xm, v=y1, y2,…,ym be two vectors in the vector space V⊂Rm. Then, the “dot product” of u and v can be defined as u·v=x1y1+x2y2+…+xmym. The “length” of u=x1, x2,…,xm can be measured by using the so-called “Euclidean norm” which is defined as u=x12+x22+…+xm2. The Euclidean distance between u and v can be calculated as u-v=(x1-y1)2+(x2-y2)2+…+(xm-ym)2. It should be noted that u·u=u also holds. An important inequality related to the vector spaces is the “Cauchy-Schwartz inequality” defined as u·v≤u·v. If for any u,v∈V⊂Rm, u·v=0 holds, then u and v are said to be “orthogonal” to one another. Additionally if u=1 and v=1 hold, i.e. if u and v are unit vectors, then u and v are “orthonormal” to one another.



1.8.2 Lattices

As mentioned before, the lattices and vector spaces are interrelated. However in a lattice, the vectors can only be multiplied by the integer numbers, not the real numbers as in the vector spaces, i.e. a lattice L⊂Rm consists of the vectors vj, j=1, 2, 3, … with m components (coordinates) that take real numbers, and the lattice will be L=LB={vj:vj=∑i=1nzibi:zi∈Z}, where z1,z2,…,zn∈Z are unique for any vj∈L, and the “linearly independent” vectors b1,b2,…,bn form a “basis” B=b1,b2,…,bn, which is again a matrix with the columns b1,b2,…,bn. As for the vector spaces, there is no unique basis of a lattice, and all bases of a lattice have the same number of vectors n, where n is again the dimension of L (Nguyen, 2011). The definitions for the “dot product” of two vectors in a lattice, “orthogonal”, “orthonormal” vectors, the “length” (Euclidean norm) of a vector in a lattice, and the “Euclidean distance” between two vectors in a lattice are the same as the definitions for the vectors in a vector space. The “orthogonality” of two vectors in a basis of a lattice is very crucial in “lattice-based cryptography”.


1.8.2.1 Fundamental domain, Hadamard's inequality, and Hadamard ratio

The fundamental domain, Hadamard's inequality, and Hadamard ratio are significant concepts in “lattice-based cryptography”, which will be considered in the “GGH public key cryptosystem” to be provided in Chapter 5.


Definition 1.19

The “fundamental domain” (fundamental parallelepiped) corresponding to the basis B=b1,b2,…,bn of a lattice L is the set given in Equation (1.38) (Hoffstein et al., 2008).

FB=Fb1,b2,…,bn=t1b1+t2b2+…+tnbn:0≤ti<1, i=1, 2, 3,…,n(1.38)

According to Nguyen and Regev (2009), in Equation (1.38), -12≤ti≤12 holds.



Definition 1.20

VolF(B) is the “n-dimensional volume of the fundamental domain F(B)” and it can be shown that Equation (1.39) holds (adapted from Hoffstein et al., 2008; Nguyen & Regev, 2009).

det(L)=det⁡(L(B))=det⁡(B)=det⁡F(B)=VolF(B)(1.39)

As clear from Equation (1.39), det(L) is independent of the basis B.



Definition 1.21

The “Hadamard's inequality” corresponding to the basis B=b1,b2,…,bn is defined as in Equation (1.40) (adapted from Hoffstein et al., 2008).

det(L)=det⁡(L(B))=det⁡(B)=det⁡F(B)=VolF(B)≤b1·b2·⋯·bn(1.40)



Definition 1.22

The “Hadamard ratio” corresponding to the basis B=b1,b2,…,bn is defined as in Equation (1.41) (adapted from Hoffstein et al., 2008):

ℋ(ℬ)=(det(L)b1·b2·⋯·bn)1/n=(det(L(ℬ))b1·b2·⋯·bn)1/n             =(| det(ℬ) |b1·b2·⋯·bn)1/n
(1.41)

Please note that 0<HB≤1 holds and a Hadamard ratio value closer to 1 shows a higher degree of orthogonality of the basis vectors (Hoffstein et al., 2008).




1.8.2.2 Fundamental lattice problems

There are some fundamental lattice problems with different applications in mathematics and “lattice-based cryptography” (IEEE Std 1363.1-2008, 2009). In the following, we provide the “shortest vector problem”, the “closest vector problem”, “approximate closest vector problem”, and “Babai's closest vertex algorithm” very briefly.


	Shortest vector problem (SVP): SVP is related to finding ushortest∈L(B)⊂Rm with the minimum length ushortest (Micciancio, 2016; Micciancio & Regev, 2009). It should be noted that there may be multiple shortest vectors. The “LLL algorithm” proposed by Lenstra, Lenstra, and Lovász (1982) is a very well-known polynomial time algorithm for finding an approximate solution to the SVP (Hoffstein et al., 2009).


	Closest vector problem (CVP) (Nearest vector problem): Let v∈Rm be a vector not in L(B). The CVP is related to finding a vector uclosest∈L(B)⊂Rm that minimizes v-u (Micciancio, 2011).


	Approximate closest vector problem (apprCVP): apprCVP is related to finding the approximate solution to CVP as uapprclosest (Hoffstein et al., 2008). The “Babai's closest vertex (round-off) algorithm” is an algorithm to solve the apprCVP, which is used in the “GGH public key cryptosystem” to be provided in Chapter 5.


	Babai's closest vertex (round-off) algorithm for solving the apprCVP: If the basis vectors B=b1,b2,…,bn of L(B)⊂Rm are “pairwise sufficiently orthogonal” to one another, then the following steps of the Babai's algorithm can be used for the solution of the apprCVP (adapted from Babai, 1986; Hoffstein et al., 2008):




We write v=x1b1+x2b2+…+xnbn with x1,x2,…,xn∈R, where v∈Rm is a vector not in L(B)⊂Rm.

We solve for xi for i=1, 2, 3, …,n.

We find yi=xi, for i=1, 2, 3, …,n, where xi means rounding of xi.

Finally we find uapprclosest=y1b1+y2b2+…+ynbn∈L⊂Rm.


Example 1.22

Let's consider a lattice L in R3 with dimension n=3 such that one basis is B=b1,b2,b3, where b1=347, b2=456, b3=3811 are linearly independent basis vectors. Let v=1035 be a vector not in lattice L. We consider the following steps to find uapprclosest∈L(B):



	We write v=x1b1+x2b2+x3b3, i.e. 1035=x1347+x2456+x33811 from which the following equations will follow:




3x1+4x2+3x3=10

4x1+5x2+8x3=3

7x1+6x2+11x3=5

In matrix notation, the above equations can be written as 3434587611·x1x2x3=1035.


	We solve

[ x1x2x3 ]=[ 3434587611 ]−1·[ 1035 ]=[ 7/36−13/1817/361/31/3−1/3−11/365/18−1/36 ]·[ 1035 ]=[ 77/368/3−85/36 ].


	We find

y1y2y3=x1x2x3=23-2.


	We determine uapprclosest=2b1+3b2-2b3=2347+3456-23811=12710, which is expected to be close to v=1035.




When we check v-u=(12-10)2+(7-3)2+(10-5)2=6.708, we can conclude that u and v are rather close to each other. If we apply the Hadamardratio HB=det⁡(L)b1·b2·b31/3=det⁡(B)b1·b2·b31/3, where B=3434587611,det⁡B=36, b1=8.60,b2=8.78, b3=13.93
, we find HB=36(8.60)·(8.78)·(13.93)1/3=0.325.Please note that although the “Hadamard ratio” is not fairly high in this example, the “Babai's algorithm” succeeded to yield a good result.





1.9 SELECTED BASICS OF PROBABILITY

Since the randomness is part of mathematical cryptography, some selected basics of probability will be provided in this section based on Bas (2019) and Ross (2014). Two basic concepts of probability are “random experiments” and “random variables”, which will be provided next.


1.9.1 Random experiment and the basic principle of counting

A “random experiment” is a process with well-defined possible results, but the real result cannot be predicted before each realization of the experiment. The “sample space” S is the set of the possible results of a random experiment, while an event E is a subset of a sample space. Two well-known random experiments are flipping a coin and tossing a die, whose sample spaces are S=H, T and S=1, 2, 3, 4, 5, 6, respectively, where H stands for Head, and T stands for Tail.

The “basic principle of counting” describes the number of possible results of executing more than one random experiment simultaneously, which can be computed by multiplying the number of the possible results of all considered random experiments.


Example 1.23

A fair coin is flipped and also a fair die is tossed. The total number of possible results will be 2·6=12 due to the basic principle of counting.



Example 1.24

A byte includes eight bits. Each bit takes the value of either 0 or 1. Then, there are 28=256 different bytes.




1.9.2 Random variables

A random variable (r.v.) X is a function with the domain of the sample space and the range of real values. As an example, if we flip two fair coins, then the sample space will be S=H,H,H,T,T,H,(T,T), and if we define X as the number of heads, then X=0, 1, 2 will be a random variable.

If the number of elements of a random variable is countable or the elements are discrete-valued, then it is a “discrete random variable”, otherwise it is a “continuous random variable”. In the example of flipping two coins, the number of heads is a discrete r.v. The discrete r.v.s. are identified by means of the “probability mass function (pmf)”, while the continuous r.v.s. are characterized with the (continuous) “probability density function” (pdf) fx. In the example of flipping two fair coins, the pmf of X will be PX=0=PX=2=14,PX=1=24, where ∑x∈XPX=x=1 always holds.

The probability of a continuous r.v. can only be considered in an interval (a,b) as ∫abf(x), where fx is pdf of the continuous r.v. Fa=PX≤a is the general formula for the “cumulative distribution function” (cdf) for both discrete and continuous r.v.s. The “expected value” EX is defined as EX=∑x∈Xx·PX=x  and E(X)= ∫xminxmaxxf(x) dx for the discrete and continuous r.v.s., respectively. The “variance” VarX and “standard deviation” SDX can generally be defined as VarX=EX2-EX2 and SDX=VarX for both r.v.s. A very special continuous r.v. that is important in cryptography is uniform r.v., which is defined for an interval a,b with fx=1b-a .




1.10 CONCLUSIONS

The basic structure of the public key cryptosystems is based on the mathematical fundamentals and the security of the public key cryptosystems depends on the hardness of solving some mathematical problems. Thus, this chapter covered selected fundamental mathematical concepts in cryptography including modular arithmetic, rings, groups, fields, divisibility, greatest common divisors and prime numbers, Euclidean algorithm and extended Euclidean algorithm for polynomials, integer factorization related selected mathematical fundamentals, elliptic curves, vector spaces and lattices, and the selected basics of probability. Several examples were provided in this chapter to illustrate the applicability of the concepts and algorithms. It should be noted that simple examples with small values were considered in this chapter, however in real-life cryptographic applications the values should be much larger.
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2.1 INTRODUCTION

This chapter is an introduction to the basic concepts and terms in public key cryptosystems. We start with very simple concepts such as plaintext and ciphertext as provided in Section 2.2. We continue with the basic properties of the encryption function and decryption function as given in Section 2.3. The concepts provided in Sections 2.2 and 2.3 are not only applicable for public key cryptosystems but also for all types of cryptosystems. However, Section 2.4 is about the distinction between public key and private key, both of which are used only in public key cryptosystems. Since the security of any cryptosystem, specifically public key cryptosystems, is of utmost importance, increasing the security by means of randomness has been a generally accepted approach, with this aim probabilistic encryption has been implemented in different public key cryptosystems. Thus, Section 2.5 provides deterministic encryption and probabilistic encryption in comparison to each other. Although they seem to be similar, encoding/decoding and encryption/decryption are not the same; thus, Section 2.6 is devoted to the explanation of the basic differences between these concepts.

Section 2.7 is one of the fundamental sections in this chapter since the basic features of public key cryptosystems are explained in comparison to private key cryptosystems in this section. Homomorphic encryption has been a well-known encryption method since the calculations on the ciphertext can be made as if the calculations were made on the plaintext. Section 2.8 provides the basic definition and basic requirements of homomorphic encryption that can be adapted to both private key cryptosystems and public key cryptosystems. In many public key cryptosystems, large prime numbers are used, thus determining whether a large number is a prime number is very crucial. Section 2.9 is devoted to the topic “primality testing” and subtopics “Fermat's little theorem”, “Miller-Rabin probabilistic primality testing”, and “Agrawal-Kayal-Saxena (AKS) primality testing”. The hash function is generally used for the uniform storage of data. The cryptographic hash functions that can be used both in public key cryptosystems and digital signature algorithms are given in Section 2.10. In this section, basic terms regarding hash functions, basic properties of cryptographic hash functions, and random oracle model are briefly explained. Digital signatures, which are analogous to the public key cryptosystems, are part of the book. Section 2.11 is devoted to digital signatures, and the basic parameters and basic structure of a digital signature algorithm are introduced in this section. Cryptanalysis is also part of the book. In Section 2.12, several definitions of cryptanalysis from the literature, basic types of cryptanalysis, classification of cryptographic attacks based on the knowledge of ciphertexts or plaintext/ciphertext pairs, and the basic terms regarding the attacks to the digital signature algorithms are provided as the fundamentals of cryptanalysis. Like Chapter 1, this chapter is also intended to provide some background for the remaining chapters of the book.



2.2 PLAINTEXT VS. CIPHERTEXT

A plaintext p∈P is the “original text” or message, whereas the corresponding ciphertext c∈C is the “hidden (scrambled)” form of the plaintext p∈P that is actually transmitted from the sender to the receiver(s) so that the plaintext can be recovered from the ciphertext by the receivers (allowed party or parties) who has (have) the “private (secret) key”. In this definition, P refers to the set of the possible plaintexts or plaintext space, and C refers to the set of the possible ciphertexts or ciphertext space.



2.3 ENCRYPTION FUNCTION VS. DECRYPTION FUNCTION

A plaintext should be encrypted (enciphered) into a ciphertext by one party by using an “encryption key”, whereas the ciphertext can be decrypted (deciphered) into the plaintext by the allowed party (parties) who has (have) the “private (secret) key” called the “decryption key”. Let K be the set of the possible keys (key space) defined with K=(Kenc,Kdec), where Kenc is the set of the encryption keys and Kdec is the set of the decryption keys. Accordingly, Table 2.1 depicts the distinction between the “encryption function” and the “decryption function” very basically.


Table 2.1 Encryption function vs. decryption function


	Encryption function

	Decryption function






	e:Kenc×P→C is an encryption function

	d:Kdec×C→P is a decryption function




	or

	or




	ekencp=c, kenc∈Kenc, p∈P, c∈C

	dkdecc=p, kdec∈Kdec, c∈C, p∈P








2.4 PUBLIC KEY VS. PRIVATE (SECRET) KEY

The distinction between the public key kpub and the private (secret) key kpriv is crucial for the “public key cryptosystems” (public key encryption, asymmetric key cryptosystem, asymmetric key cipher, and asymmetric cryptography). In a “public key cryptosystem”, the public key kpub is made publicly available and used for the encryption function, that is, kpub=kenc, while the private (secret) key kpriv is known by the allowed party or parties and used for the decryption function, that is, kpriv=kdec. On the other hand, in a “private key cryptosystem” (symmetric key cryptosystem, symmetric key cipher, and symmetric cryptography), kpriv=kenc=kdec holds. (See Section 2.7 for more details regarding the distinction between private key cryptosystems and public key cryptosystems.)

The Kerckhoff's principle is a fundamental assumption in mathematical cryptography. According to Kerckhoff's principle, the security of a cryptosystem should only depend on the knowledge of the private (secret) key, not on the encryption/decryption algorithm or any other public information (Paar & Pelzl, 2010; Petitcolas, 2011).



2.5 DETERMINISTIC ENCRYPTION VS. PROBABILISTIC ENCRYPTION

The deterministic encryption works basically as shown in Table 2.1. In probabilistic encryption, a “random string of data” r∈R is considered, which is called the “number used once (nonce)” that is used only for one execution of the algorithm, where R is the set of the random string of data (Barker & Barker, 2019; Fuchsbauer, 2006; Smart, 2016). If the nonce is short-lived, then it is called an “ephemeral key”. Note that a nonce in other contexts does not have to be randomly generated (Smart, 2016). Table 2.2 provides the basic distinction between the encryption function and the decryption function in case of the probabilistic encryption.


Table 2.2 Encryption function vs. decryption function in case of the probabilistic encryption


	Encryption function for the probabilistic encryption

	Decryption function corresponding to the probabilistic encryption






	e:Kenc ×R×P→C

	d:Kdec ×C→P




	or

	or




	ekenc,rp=c, kenc∈Kenc, r∈R,p∈P,

	dkdecc=p, kdec∈Kdec, c∈C, p∈P




	c∈C

	 





	Source: Adapted from Fuchsbauer (2006).







As evident from Table 2.2, the random string of data is needed only for the encryption function. The “ElGamal public key cryptosystem” provided in Chapter 3 and the “Goldwasser-Micali probabilistic public key cryptosystem” provided in Chapter 6 are two examples of public key cryptosystems based on the probabilistic encryption. Note that for any r1∈R,r2∈R, r1≠r2 and for any p∈P, ekenc,r1p=c1 and ekenc,r2p=c2 hold, where c1≠c2, although the same plaintext will be recovered during the decryption process.



2.6 ENCODING/DECODING VS. ENCRYPTION/DECRYPTION

Although they seem very similar, encoding/decoding and encryption/decryption have different purposes as explained very briefly in Table 2.3.


Table 2.3 Encoding/decoding vs. encryption/decryption


	Encoding/decoding

	Encryption/decryption






	The encoding is a method of “converting” one sort of data into another sort of data. A typical example of encoding is “text encoding” (character encoding) which includes converting the text characters into a sequence of numbers.

	The encryption is a method of “hiding (concealing)” information from anyone who is not allowed, that is, who does not possess the private decryption key.




	The decoding can be done by anyone.

	The decryption can only be made by the allowed party (parties) who has (have) the private decryption key.






	Source: Adapted from Jo (2019).







There are different types of “text encoding” schemes. American Standard Code for Information Interchange (ASCII) is a text encoding scheme for the English alphabet and it is used to map each of the 94 characters to any of 27=128 different values ranging from 0 to 127 (Fortner, 1995; Nugues, 2014). Note that in ASCII each character is actually encoded as a block of seven bits, although a block of eight bits (byte) is considered, where the initial (top) bit is not used (Fortner, 1995). Since ASCII is restricted to the English alphabet, another text coding scheme, the so-called Unicode was developed by the Unicode Consortium to be the universal standard for text encoding. It considers all the characters of the languages of the world and also the technical symbols, punctuations, and many other characters (Nugues, 2014; Piotrowski, 2012; Unicode, 2024).



2.7 PRIVATE KEY CRYPTOSYSTEMS VS. PUBLIC KEY CRYPTOSYSTEMS

Although this book is dedicated to the public key cryptosystems, a basic distinction between the private key cryptosystems and public key cryptosystems will be given in this section. It has been a convention to use “Alice” and “Bob” as the names of two individuals who want to communicate through a network by means of encryption/decryption, and “Eve” as the name of the “adversary (eavesdropper)” who tries to monitor the communication, intervene with the communication, or recover some secret information such as the plaintext or secret key during the communication between “Alice” and “Bob”. The “eavesdropping” is a term used for the unauthorized monitoring or intervention of a communication session. In “passive eavesdropping”, there is only monitoring of communication without any intervention, but in “active eavesdropping”, there is also the intervention to the communication contents (Sherr, 2011). We will also keep the “Alice-Bob-Eve setting” throughout the book. Table 2.4 provides the basic distinction between the private key cryptosystems and public key cryptosystems by considering this convention without the involvement of Eve.


Table 2.4 Private key cryptosystems vs. public key cryptosystems


	Private key cryptosystems

	Public key cryptosystems






	Alice and Bob should share the common private (secret) key k∈K, where k=kenc=kdec.

	Alice creates kpriv∈Kpriv, computes kpub∈Kpub from kpriv∈Kpriv, and sends kpub∈Kpub to Bob.




	Encryption function (used by Bob)

	Encryption function (used by Bob)




	e:K ×P→C

	e:Kpub ×P→C




	or

	or




	ekp=c; k∈K,p∈P,c∈C

	ekpubp=c;kpub∈Kpub, p∈P,c∈C




	Decryption function (used by Alice)

	Decryption function (used by Alice)




	d:K ×C→P

	d:Kpriv ×C→P




	or

	or




	dkc=p; k∈K, c∈C,p∈P

	dkprivc=p;kpriv∈Kpriv,c∈C, p∈P






Shannon was the first to give a formal definition of the private key cryptosystems in 1949 and defined ek(p) as a one-to-one mapping (Shannon, 1949; van Tilborg, 2011). In a private key cryptosystem, a “key generation algorithm” is needed. A secure network is also required to share the common private key. The stream ciphers, block ciphers, and message authentication codes (MACs) are three examples of private key cryptosystems.

As provided in Table 2.4, in a public key cryptosystem, kpub∈Kpub is computed from kpriv∈Kpriv and shared through an “insecure network”. Many public key cryptosystem algorithms use the following structure, which can also be adapted to the private key cryptosystems (adapted from Gómez Pardo, 2013a):

Let ε= (KeyGen, Enc, Dec) be a set of polynomial-time algorithms, where


	KeyGen: Probabilistic algorithm with the security parameter k as the input, the private key, and the public key as the outputs.


	Enc: Possibly probabilistic algorithm with the public key, plaintext as the inputs, and the ciphertext as the output.


	Dec: Deterministic algorithm with the ciphertext, private key as the inputs, and the plaintext as the output.




There is also the so-called “hybrid cryptosystem” (hybrid cipher), which is a combination of the public key cryptosystem and private key cryptosystem. In a hybrid cryptosystem, a public key cryptosystem is used to share a private key, while a private key cryptosystem is used to encrypt the plaintext (and decrypt the ciphertext) with the shared private key (Kurosawa, 2011; Smart, 2016).



2.8 HOMOMORPHIC ENCRYPTION

Homomorphic encryption is a special type of encryption which allows a third party to make some computations on the ciphertext without knowing the plaintext, where the computations made on the ciphertext correspond to the similar computations on the plaintext (Gómez Pardo, 2013a; Li, 2009). Thus, in addition to the encryption and decryption, there is the so-called “evaluation procedure” in a homomorphic encryption, where the evaluation function f(c) with an “evaluation key” corresponds to f(p) (Albrecht et al., 2021; Halevi, 2017). Analogous to the structure considered for public key cryptosystems given in Section 2.7, the basic structure of a homomorphic encryption can be defined as ε= (KeyGen, Enc, Dec, Evaluate) (Halevi, 2017).

Note that the homomorphic encryption can be adapted to both public key cryptosystems and private key cryptosystems. The basic requirements of the homomorphic encryption are listed as follows (adapted from Hoffstein, 2015):


	Given the plaintexts p1,p2,… and the encryption key kenc, it should be easy to compute the ciphertexts ekencp1=c1,ekencp2=c2,…


	Given the ciphertexts ekencp1=c1,ekencp2=c2,…, and the decryption key kdec, it should be easy to compute the plaintexts dkdecc1=p1,dkdecc2=p2,…


	Without kdec, it must be hard to recover the plaintexts dkdecc1=p1,dkdecc2=p2,…


	Given an arbitrarily long sequence (p1,ekencp1), (p2,ekencp2), (p3,ekenc(p3)),…it must be very hard to obtain information about a new p, given ekenc(p).


	In case of the “fully homomorphic encryption”, for all p1,p2∈P, Equations (2.1) and (2.2) should hold:




ekencp1+p2=ekencp1+ekencp2(2.1)

ekencp1·p2=ekencp1·ekencp2(2.2)

In a “fully homomorphic function”, the plaintext lies in the ring R, and the ciphertext lies in the ring S such that e:R⟶S and d:S⟶R must be the “ring homomorphisms”, that is, both Equations (2.1) and (2.2) should hold for all p1,p2∈P. In a “partially homomorphic encryption”, either the addition or multiplication is satisfied, that is, either Equation (2.1) or Equation (2.2) is possible (Li, 2009).

Regarding the public key cryptosystems, the ElGamal public key cryptosystem provided in Chapter 3, the Rivest, Shamir, Adleman (RSA) public key cryptosystem provided in Chapter 4, and the Goldwasser-Micali probabilistic public key cryptosystem provided in Chapter 6 are the examples of “partially homomorphic encryption” (see Tekin, 2023 for the details).



2.9 PRIMALITY TESTING

Since some public key cryptosystems such as the ElGamal public key cryptosystem provided in Chapter 3 and the RSA public key cryptosystem provided in Chapter 4 work by using very large prime numbers, it is of great importance to determine whether a very large number is a prime number. Before we explain some selected primality testing methods, we provide the following theorems.


Theorem 2.1 (Primality test by trial division)

Let n>1 be an integer number. If n has no prime factors less than or equal to n, then n is a prime number (adapted from Koç, Özdemir, & Ödemiş Özger, 2021; Yan, 2009).



Theorem 2.2 (Prime number theorem)

Let n>1 be a real number. According to the prime number theorem, the expected number of prime numbers in 2,n is approximately nln⁡n, and the probability of a randomly chosen number a to be a prime number is approximately 1/ln⁡(a) (adapted from Hoffstein, Pipher, & Silverman, 2008; Smart, 2016).



Example 2.1

As an example, the expected number of the prime numbers between 1000 and 100000 is 100000ln⁡100000-1000ln⁡1000=8541. As another example, the probability of 21456789342335 to be a prime number is 1/ln⁡(21456789342335)=0.0326 according to the prime number theorem.



2.9.1 Primality testing based on the Fermat’s little theorem

Recall from Section 1.4.1 in Chapter 1, according to the Fermat's little theorem, if p is a prime number, then ap≡a (mod p) holds for every integer a. However, this leads to the following conclusion for an integer number n (Fine & Rosenberger, 2016; Hoffstein et al., 2008; Koç et al., 2021):

It is possible that an≡a (mod n) does not hold for some integers a, thus it is possible that n is not a prime number, that is, n is a composite number.

Based on this conclusion, the “witness for the compositeness of an odd number n” can be defined based on the Fermat's little theorem as in Definition 2.1 (adapted from Hoffstein et al., 2008; Koç et al., 2021).


Definition 2.1

An integer a is called a “witness for the compositeness of an odd number n” based on the Fermat's little theorem if an≢a (mod n) holds.


Note that one witness a is sufficient to conclude that n is a composite number.


Example 2.2

We would like to find a witness for the compositeness of 247 based on the Fermat's little theorem. Let's try for a=2. It is clear that 2247 ≡193≢2 (mod 247). Thus, 2 is a witness for the compositeness of the odd number 247 based on the Fermat's little theorem.


We would also like to find a witness for the compositeness of 725 based on the Fermat's little theorem. Let's try for a=3. Since 3725 ≡43≢3 (mod 725) holds, 3 is a witness for the compositeness of 725 based on the Fermat's little theorem.

Although some positive odd numbers are composite numbers, they satisfy the Fermat's little theorem. These numbers are called the “Fermat pseudoprime numbers” or “Carmichael numbers”. 561 is the smallest Carmichael number. We provide Definition 2.2 and Theorem 2.3 related to the Carmichael numbers.


Definition 2.2

A composite number n is a “Carmichael number” if it satisfies an≡ a (mod n) for every positive integer a such that gcd⁡a,n=1 holds (adapted from Gómez Pardo, 2013b; Yan, 2009).



Theorem 2.3

A composite number n>2 is a “Carmichael number” if and only if n=∏i=1kpi, k≥3 holds for distinct odd prime numbers pi such that pi-1  n-1 for all i=1, 2,…,k hold (adapted from Yan, 2009).


Note that the smallest Carmichael number 561 can be written as 561=3·11·17. Note also that 2  560, 10  560, and 16  560 hold.



2.9.2 Miller-Rabin probabilistic primality testing

There is another witness for the compositeness of an odd number n that is called the “Miller-Rabin witness”, which will be defined next.


Definition 2.3

Let n be an odd number, which can be written as n=1+2kq, where k∈Z+ and q is an odd integer number. A positive integer a satisfying gcd⁡a,n=1 is called a “Miller-Rabin witness” for the compositeness of the odd number n if both of the following conditions hold (adapted from Gómez Pardo, 2013b; Hoffstein et al., 2008):


	aq≢1 (mod n)


	a2iq≢-1 mod n for all i=0, 1, 2,…,k-1




Again, one witness a is sufficient to conclude that n is a composite number.



Example 2.2 (revisited)

We would like to find a “Miller-Rabin witness” for the compositeness of 247. We write 247 as 247=1+21·123, where k=1 and q=123 is an odd number. As an example, we check for a=2 as follows:


	2123≡164≠1 (mod 247)

Note that since k=1, we consider only i=0.


	220·123≡2123≡164≠-1 (mod 247)





Accordingly, 2 is a Miller-Rabin witness for the compositeness of 247.

We would also like to find a Miller-Rabin witness for the compositeness of 725. We write 725 as 725 =1+22·181, where k=2 and q=181 is an odd number. As an example, we check for a=3 as follows:


	3181≡628≠1 (mod 725)




Note that since k=2, we consider i=0, 1 as follows:


	320·181≡3181≡628≠-1 (mod 725)


	321·181≡3362≡709≠-1 (mod 725)




As a result, 3 is a Miller-Rabin witness for the compositeness of 725.

The Miller-Rabin primality test (Miller-Selfridge-Rabin test, strong pseudoprimality test) is a “probabilistic primality test”, which was developed based on the Miller-Rabin witness with the steps as follows (adapted from Liskov, 2011; Pun, 2024; Yan, 2009):


	If n=2, then n is prime, and if n>2 and even, then n is composite. Otherwise, write

n=1+2kq, where q is an odd number for the possible maximum value of k∈Z+.


	Select 2≤a≤n-1 randomly that satisfies gcd⁡a,n=1.


	For i=0 do b=aq (mod n)

If b=1 or b=n-1, then output “n is probably prime”.


	For i=1, 2,…,k-1 do




b = b2(mod n)

If b=n-1, then output “n is probably prime”.

Otherwise output “n is definitely composite”.


Example 2.3

We would like to apply the Miller-Rabin probabilistic primality test for the odd number 787. We write 787 as 787=1+2·393, where k=1 and q=393 is an odd number. We select a=2 randomly. We set i=0 and calculate b=2393≡786 (mod 787). Since i=0 and b=786=787-1 hold, we output “787 is probably prime”. Indeed 787 is a prime number.



Example 2.4

Let's also consider the application of the Miller-Rabin test for the odd number 27553. We write 27553=1+25·861, where k=5,q=861. We select a=7 randomly. We set i=0 and calculate b=7861≡14539 (mod 27553). Since 14539≠1 or 14539≠27552, we go on with i=1, and calculate b=145392≡23458 (mod 27553). Since 23458≠27552, we go on with i=2, and calculate b=234582≡16801 (mod 27553). In the same manner, we set i=3 and b=168012≡20669 (mod 27553). Finally, we set i=4 and find b=206692≡25849 (mod 27553). Since none of the results yield 27552, then we output “27553 is definitely composite”. Indeed 27553 is a composite number.




2.9.3 Agrawal-Kayal-Saxena (AKS) primality testing

The AKS primality testing is a deterministic, polynomial-time algorithm, which has been developed based on Lemma 2.1 (adapted from Agrawal, Kayal, & Saxena, 2004; Yan, 2009):


Lemma 2.1:

Let a∈Z, n∈Z+, n≥2, where gcd⁡a,n=1. Then n is a prime number if and only if the polynomial equation

(x+a)n≡xn+a (mod n) over the polynomial ring Z[x] or

(x-a)n≡xn-a (mod n) over the polynomial ring Zx

can be solved, which is equivalent to

(x+a)n≡xn+a (mod xr-1,n) or

(x-a)n≡xn-a (mod xr-1,n).


In Lemma 2.1, x is an indeterminate and (mod xr-1,n) means that both sides of the congruences are evaluated modulo xr-1 over the polynomial ring (Z/nZ)x for an appropriately chosen small value of r (Agrawal et al., 2004).

In the following we provide the original algorithm for the AKS primality testing (Agrawal et al., 2004):

Input: Integer n>1


	If n=ab for some a∈N and b>1, then output “n is composite”.


	Find the smallest r such that d>log2n holds, where d is the smallest integer that satisfies ad≡1 (mod r).


	If 1<gcd⁡a,n<n for some a≤r, then output “n is composite”.


	If n≤r, then output “n is prime”.


	For a=1 to ϕ(r)log⁡n do




if (x+a)n≢xn+a mod (xr-1,n), then output “n is composite”.

Otherwise, output “n is prime”.

Note that ϕ(r) is Euler's phi (totient) function as defined in Section 1.3.1 of Chapter 1, and x is the floor function which gives the greatest integer less than or equal to x.


Example 2.5

We would like to apply the AKS primality testing for the odd number 19.


	Since there are no a∈N and b>1 values that satisfy 19=ab, we cannot output “n is composite”.


	Since d>log219=1.63521, holds, we set d=2. We also set a=2. Then 22≡1 (mod r) holds and we find r=3.


	Since gcd⁡1, 19=gcd⁡2, 19=gcd⁡3, 19=1 holds, we cannot output “19 is composite”.


	Since 19>3, we cannot also output “19 is prime”.


	For a=1 to ϕ(3) log19=1.8084=1, that is, for a=1, we expand the polynomial equation (x+1)19-(x19+1) as follows:




(x+1)19-x19+1=19x18+171x17+969x16+3876x15+11628x14+27132x13+50388x12+75582x11+92378x10+92378x9+75582x8+50388x7+27132x6+11628x5+3876x4+969x3+171x2+19x

Since all the coefficients of the expansion are divided by 19, we output “19 is prime”.





2.10 CRYPTOGRAPHIC HASH FUNCTIONS

The cryptographic hash function is an important term in cryptography that allows the uniform storage of the data. They have implementations in various public key cryptosystems and digital signature algorithms.


2.10.1 Basic terms regarding hash functions

In the following, we provide some basic definitions related to hash functions:


Definition 2.4

A “one-way function (irreversible function)” is a function which is easy to compute in one direction but hard to compute in the reverse direction, that is, hard to invert. In other words, in a “one-way function” f(x), it is easy to find y=f(x) for all x values but hard to compute f-1y=x for all y values (adapted from Antunes, Matos, Pinto, Souto, & Teixeira, 2012; Robshaw, 2011a).



Definition 2.5

A “trapdoor one-way function” is a special “one-way function” which is easy to invert if an additional secret value called the “trapdoor” is available (adapted from Robshaw, 2011b; Rompel, 1990).



Definition 2.6

A “compression function” is defined as h:0,1m→0,1n; m,n∈Z+, m>n, where m is the number of the bits of the input string, and n is the number of the bits of the output string (adapted from Buchmann, 2004). It can be usually assumed that m≥2n holds (Stinson, 2006).



Definition 2.7

A “hash function” is a function defined as h:0,1*→0,1n n∈Z+, where * is the number of the bits of the input string with arbitrary length, while n is the number of the bits of the output string with fixed length (adapted from Blanton, 2018; Buchmann, 2004; Preneel, 2011).


The output of the hash function, that is, 0,1n is called the hash value (hash, digest). There are various ways of generating the hash functions such as generating from the compression functions (Buchmann, 2004). Note that a generic hash function does not have to be a “one-way function” or a “trapdoor one-way function”, although a hash function can be a “one-way function” or a “trapdoor one-way function”.

Cryptographic hash functions are special hash functions, which will be provided in the next section.



2.10.2 Basic properties of cryptographic hash functions

A cryptographic hash function is a special hash function that should be easy-and-efficient-to-compute, in which a finite and sequential series of the substitutions and transformations of the input message may be required to produce the hash value (Buchmann, 2004; Garewal, 2020). The basic properties of the cryptographic hash functions are provided in Table 2.5.


Table 2.5 Basic properties of the cryptographic hash functions 


	Preimage resistance

	Second preimage resistance

	Collision resistance






	It is computationally infeasible to find x value that satisfies hx=y.

	It is computationally infeasible to find for any x value, an x' value such that

	It is computationally infeasible to find two values x,x' such that




	 
	x'≠x, hx'=h(x) holds.

	x'≠x, hx'=h(x) holds.






	Source: Adapted from Gauravaram & Knudsen (2010) and Stinson (2006).







If hx=y=0 holds, then the “preimage resistance” provided in the first column of Table 2.5 is called the “zero preimage” (Stinson, 2006).


Definition 2.8

A “one-way hash function (OWHF)” is a hash function with the properties “preimage resistance” and “second preimage resistance” (Preneel, 2011).



Definition 2.9

A “collision-resistant hash function (CRHF)” is a hash function with the properties “preimage resistance”, “second preimage resistance”, and “collision resistance” (Preneel, 2011).


One of the most common applications of the cryptographic hash functions is digital signature algorithms (Preneel, 2011). There are different cryptographic hash functions. As an example, secure hash algorithm (SHA) is a family of cryptographic hash functions published by the American National Institute of Standards and Technology (NIST). There were basically three versions of SHA including SHA-0, SHA-1, and SHA-2 (Handschuh, 2011). However, since they have been vulnerable to attacks, NIST announced a competition for SHA-3 in 2007, ended the competition in 2012, and announced KECCAK as the “winning algorithm to be standardized as the new SHA-3” (National Institute of Standards and Technology, 2024a). Some other selected cryptographic hash functions are MD (message digest), BLAKE, and RACE Integrity Primitives Evaluation Message Digest (RIPEMD) (see Aumasson, Meier, Phan, & Henzen, 2014; Bosselaers & Preneel, 1995; Furht, 2008).



2.10.3 Random oracle model

The random oracle model is an idealized model. In a random oracle model, it is assumed that there exists a “public function” managed by an “oracle”, which can be generally a “hash function” that outputs a “truly random output” for each input. The private queries are sent to the oracle. As the first step, the oracle checks from the memory whether the queried input and the corresponding output exist. If they exist, the oracle returns the output corresponding to that input. Otherwise, the oracle generates a random string of the appropriate length as the output, returns the result, and stores it in the memory as the output of the corresponding input to be used later (see Bleumer, 2011a; Katz, 2010; Preneel, 2011).




2.11 DIGITAL SIGNATURES

A digital signature is the substitute for a conventional signature, and it is always accompanied by a digital document which is digitally signed. Digital signatures are in the scope of this book since they can also be considered under the topic “public key cryptosystems” due to the fact that there is a “private signing key” and a “public verification key” in a digital signature algorithm. Analogous to the names “Alice”, “Bob”, and “Eve” for the public key cryptosystems, the names “Samantha”, “Victor”, and “Eve” can be used for the digital signature algorithms due to Hoffstein et al. (2008). In this setting, “Samantha” is responsible for signing the digital documents by using her “private signing key”, “Victor” is responsible for verifying the digital signature of the digital document signed by Samantha by using the “public verification key”, and “Eve” is the adversary who can perform passive or active eavesdropping. We will also keep “Samantha-Victor-Eve setting” while explaining the digital signature algorithms in Chapters 3–6.

In the following, we merely provide the basic parameters and basic structure of a digital signature algorithm.

Basic parameters of a digital signature algorithm (adapted from Hoffstein et al., 2008):


	D: Digital document of Samantha


	h(D): Hash value of the digital document D


	Dsig: Digital signature of the digital document D signed by Samantha


	s: Private signing key of Samantha


	v: Public verification key to be used by Victor




Basic structure of a digital signature algorithm (adapted from Hoffstein et al., 2008)

As mentioned previously, a digital signature is always accompanied by the corresponding digital document (message) similar to a conventional signature. In a digital signature algorithm, there are two basic parts: (1) Signing algorithm (Sign) and (2) Verification algorithm (Verify), which can be briefly explained as follows:


	Sign: Samantha takes as the inputs D (or h(D)) and s, and returns Dsig for D (or h(D)).


	Verify: Victor takes D (or h(D)), Dsig and v as the inputs, and checks if Dsig is a digital signature for D (or h(D)) associated to s.






2.12 CRYPTANALYSIS

The basic cryptanalysis approaches to the public key cryptosystems and digital signature algorithms are also in the scope of this book. There are several definitions of cryptanalysis in the literature, some of which will be provided directly as follows:


Cryptanalysis is the discipline of deciphering a ciphertext without having access to the keytext usually by recovering more or less directly the plaintext or even the keytext used, in cases favorable for the attacker by reconstructing the whole cryptosystem used. This being the worst case possible for the attacked side, an acceptable level of security should rest completely in the key.

(Bauer, 2005)




Cryptanalysis is the study of secret code systems in order to obtain secret information.

(Cambridge Dictionary, 2024)




Cryptanalysis is the analysis of information systems in order to gain information about potential hidden sets of data in these systems.

(Ciesla, 2020)




Cryptanalysis is a formal process whereby one applies specific techniques in an attempt to crack cryptography.

(Easttom, 2021)




Cryptanalysis is the process of studying cryptographic systems to look for weaknesses or leaks of information.

(Edgar & Manz, 2017)




Cryptanalysis is the art of decrypting messages without previous knowledge of the key.

(Hoffstein et al., 2008)




Cryptanalysis is the study of mathematical techniques for attempting to defeat cryptographic techniques and/or information systems security. This includes the process of looking for errors or weaknesses in the implementation of an algorithm or of the algorithm itself.

(National Institute of Standards and Technology, 2024b)




Cryptanalysis is the science and sometimes art of breaking cryptosystems.

(Paar & Pelzl, 2010)




Cryptanalysis is breaking of secret codes. It implies an attack of some sort to read the messages.

(Stamp & Low, 2007)




Cryptanalysis is the opposite of cryptography. The field deals with the uncovering of encrypted messages without initial knowledge of the key used in the encryption process.

(Z’aba & Maarof, 2006)



As a summary of the provided definitions, cryptanalysis is used to deduce some secret (hidden) information such as the private key, plaintext, or some other secret information by searching for the weaknesses and information leakages in the cryptographic system with the help of different techniques including mathematical techniques.

In the following, we also provide the definition of “semantically secure cryptosystem”, which is a crucial term in cryptanalysis.


Definition 2.10

“An encryption scheme is semantically secure, if an adversary cannot guess with better probability than 1/2 whether the given ciphertext is an encryption of one of the two messages” (Sako, 2011).


There is a special area in cryptography called “post-quantum cryptography” which includes the cryptographic algorithms that are resistant to attacks made by using the quantum computers, which are believed to be able to solve various problems in cryptography including integer factoring. Some examples of the “post-quantum cryptography” are code-based cryptography, lattice-based cryptography, multivariate cryptography, and DNA biological cryptography (Bernstein, 2011; Yan, 2019). In Chapter 5, the Goldreich, Goldwasser, Halevi (GGH) public key cryptosystem and Nth Degree Truncated Polynomial Ring Units (NTRU) public key cryptosystem, which are two examples of the lattice-based cryptography, will be provided. For more information regarding the post-quantum cryptography, see references including Easttom (2022) and Yan (2019).


2.12.1 Basic types of cryptanalysis

According to Paar and Pelzl (2010), there are three basic types of cryptanalysis:


	Classical cryptanalysis: It is the science of recovering the plaintext or private key from the ciphertext by using different techniques including mathematical techniques.


	Implementation attacks: Implementation attacks are related to the physical attacks applied to the system. There are two basic subclassifications of implementation attacks which are “side-channel attacks” and “fault attacks” (Krämer, 2015).


	Social engineering: This type of cryptanalysis is different from “classical cryptanalysis” and “implementation attacks”. It is the use of some psychological tricks to get computer users to assist attackers in their attack, which means that it is totally related to the techniques based on human behavior to deduce some secret information (Abraham & Chengalur-Smith, 2010).




As part of the “implementation attacks”, the “side-channel attack” is an attack against the physical system without making any modification. It includes the measurement of the physical leakages during the actual implementation, such as the measurement of the “timing” and “power consumption”. More specifically, a “timing attack” is a type of side-channel attack by considering the variations in the running times of the algorithms. The “power analysis attack” is a special side-channel attack based on the analysis of power consumption. There are two subtypes of “power analysis attack”: in the “simple power analysis (SPA) attack”, the power consumption of the device is merely interpreted, while in the “differential power analysis (DPA) attack”, the differences and variations in the power consumption are considered to be used for the statistical analysis (Caddy, 2011; Standaert, 2010).

The “fault attack” is an “implementation attack” applied by making modifications to the physical electronic device. The fault attack has two main steps: (1) “Fault injection”, which is physical perturbation such as electrical perturbation applied to the physical system. (2) “Fault exploitation”, which is exploiting the erroneous result obtained as a result of “fault injection”. The targets of the fault attack can be several including the operating system and cryptographic algorithm (Benot, 2011).



2.12.2 Classification of cryptographic attacks based on the knowledge of ciphertexts or plaintext/ciphertext pairs

In this section, we provide the basic classification of cryptographic attacks based on the knowledge of only ciphertext or plaintext/ciphertext pairs:


	Ciphertext-only attack: It is an attack in which the attacker only knows the ciphertexts, but not the corresponding plaintexts (Biryukov, 2011a; Ciesla, 2020).


	Known plaintext attack (Known message attack): It is an attack in which the attacker knows some plaintexts and their corresponding ciphertexts or at least some parts of some plaintexts, and their corresponding ciphertexts (Biryukov, 2011b; Ciesla, 2020). The “meet-in-the-middle attack” is a special “known plaintext attack” to estimate the private key in which the attacker proceeds from both ends of a cryptosystem to meet in the middle. If the calculations made from both sides do not match in the middle, then the key to be considered as the private key estimate can be discarded (Biryukov, 2005).


	Chosen plaintext attack (Chosen message attack): It is an attack in which the attacker can choose (randomly) some plaintexts and view their corresponding ciphertexts (Biryukov, 2011c; Ciesla, 2020).


	Chosen ciphertext attack: It is an attack in which the attacker can choose (randomly) some ciphertexts and view their corresponding plaintexts (Biryukov, 2011d; Ciesla, 2020).


	Chosen plaintext and chosen ciphertext attack: It is an attack in which the attacker is allowed to apply the “chosen plaintext attack” and the “chosen ciphertext attack” simultaneously (Biryukov, 2011e; Ciesla, 2020).


	Adaptive chosen plaintext attack (Adaptively chosen plaintext attack): It is a special “chosen plaintext attack” in which the attacker can choose the plaintexts by considering the previously chosen plaintexts and view their corresponding ciphertexts (Biryukov, 2011f; Ciesla, 2020).


	Adaptive chosen ciphertext attack (Adaptively chosen ciphertext attack): It is a special “chosen ciphertext attack” in which the attacker can choose the ciphertexts by considering the previously chosen ciphertexts and view their corresponding plaintexts (Biryukov, 2011g; Ciesla, 2020).


	Adaptive chosen plaintext and chosen ciphertext attack: It is a special attack in which the attacker can apply the “adaptive chosen plaintext attack” and “adaptive chosen ciphertext attack” simultaneously (Biryukov, 2011h; Ciesla, 2020).






2.12.3 Basic terms regarding the attacks on digital signature algorithms

There are several terms regarding the attacks on the digital signature algorithms, some of which will be explained in this section.

The forgery usually describes a document-related attack against a digital signature algorithm by generating the digital signature without knowing the private signing key. The following forgery types against the digital signature algorithms have been defined in the literature (Bleumer, 2011b; Paar & Pelzl, 2010; Pointcheval & Stern, 1996; Vaudenay, 2006):


	Total break: It is the most serious attack which involves recovering the private signing key from the public verification key. This private signing key can be used to forge all digital signatures.


	Universal forgery: This is also a serious attack in which the attacker derives an efficient signing algorithm from the public verification key. By using this signing algorithm, the attacker can again forge all digital signatures.


	Selective forgery: It is a document-related forgery. First, the attacker selects a document D, and then (s)he gets the knowledge of the public verification key. Finally, the attacker forges the signature Dsig for D with respect to the public verification key.


	Existential forgery: The attacker forges a valid signature Dsig for at least one new document D such that Dsig is valid for D with respect to the public verification key.




The existential forgery, which is the weakest attack, is used to define formally the security requirements of the digital signature algorithms (Bleumer, 2011b; Vaudenay, 2006).

There are also some other classifications of attacks defined for the digital signature algorithms in the literature such as active vs. passive attacks, sequential vs. concurrent attacks, no-document vs. known-document attacks, and generic chosen-document attacks (see Bleumer, 2011b; Goldwasser, Micali, & Rivest, 1985; Pointcheval & Stern, 1996).




2.13 CONCLUSIONS

This chapter provided fundamental concepts related to cryptography and public key cryptosystems including plaintext and ciphertext, encryption function and decryption function, public key and private key, deterministic encryption and probabilistic encryption, the distinction between encoding/decoding and encryption/decryption, the distinction between private key cryptosystems and public key cryptosystems, homomorphic encryption, primality testing, cryptographic hash functions, digital signatures, and cryptanalysis. The basic objective of this chapter was to provide the fundamental concepts related to cryptography and public key cryptosystems in comparison to each other. The primality testing approaches and algorithms were also provided in this chapter and illustrated with simple examples. As discussed in Section 1.10 of Chapter 1, the values should be actually much larger since the public key cryptosystems work with large prime numbers.
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Chapter 3Discrete logarithm problem, elliptic curve discrete logarithm problem, and the related public key cryptosystems and digital signature algorithms
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3.1 INTRODUCTION

All public key cryptosystems are based on the hardness of some mathematical problems. This chapter is devoted to the discrete logarithm problem (DLP), elliptic curve DLP (ECDLP), and the related public key cryptosystems including digital signature algorithms. The DLP and ECDLP are hard in case of appropriate selection of parameters and the security of the related public key cryptosystems, including digital signature algorithms is fundamentally based on the hardness of solving DLP and ECDLP. Section 3.2 provides the basic protocols, while Section 3.3 gives the elliptic curve analogs of the protocols provided in Section 3.2. In Section 3.2.1, we define the DLP by considering three versions, illustrate it with an example, and introduce the Diffie-Hellman key exchange in Section 3.2.2, which is the first protocol based on the DLP. The Diffie-Hellman key exchange has been a breakthrough in the history of public key cryptosystems, and the basic objective of the basic Diffie-Hellman key exchange is the mutual creation of a common private key by considering the public values communicated in an insecure network. We also provide the “decisional Diffie-Hellman problem”, “computational Diffie-Hellman problem”, and some cryptanalysis approaches proposed for the basic Diffie-Hellman key exchange in Section 3.2.2. In Section 3.2.3, we introduce the basic ElGamal public key cryptosystem, which is the first public key cryptosystem based on DLP. We also provide the basic ElGamal digital signature algorithm which is analogous to the ElGamal public key cryptosystem and DSA which is an extension of the ElGamal digital signature algorithm, although DSA is no longer approved in the Federal Information Processing Standard (FIPS) 186-5, which is published in 2023. In this section, some selected cryptanalysis approaches are also provided briefly for the ElGamal public key cryptosystem, ElGamal digital signature algorithm, and DSA.

In Section 3.3.1, the ECDLP is defined analogous to the definition of the DLP. Afterward, the elliptic curve Diffie-Hellman key exchange is introduced in Section 3.3.2. In this section, the “tripartite Diffie-Hellman key exchange developed based on the modified Weil pairing” is also provided as an extension of the elliptic curve Diffie-Hellman key exchange with two parties. The remaining subtopics of Section 3.3 are the elliptic curve ElGamal public key cryptosystem, ECDSA, and some selected cryptanalysis approaches for the elliptic curve Diffie-Hellman key exchange, elliptic curve ElGamal public key cryptosystem, and ECDSA. Since the security of the DLP-based and ECDLP-based public key cryptosystems and digital signature algorithms is based on the solution of the DLP and ECDLP, Section 3.4 is devoted to some selected basic algorithms for the solution of the DLP and ECDLP including Shanks’ baby-step giant-step algorithm for the basic DLP and ECDLP, Pohlig-Hellman algorithm for the basic DLP, and index calculus method for the basic DLP. All public key cryptosystems, digital signature algorithms, and the basic algorithms for the solution of DLP are illustrated with examples to show their practicality.



3.2 BASIC DISCRETE LOGARITHM PROBLEM AND THE RELATED PUBLIC KEY CRYPTOSYSTEMS

The DLP (also called “index problem”) and the related algorithms are of immense importance in the public key cryptosystems. Note that by using the word “basic”, we mean “not elliptic” in all subsections of Section 3.2.


3.2.1 Basic discrete logarithm problem (DLP)

As provided in Table 3.1, there are three versions of the basic DLP.


Table 3.1 Three versions of the basic DLP 


	Basic DLP (Version 1)

	Basic DLP (Version 2)

	Basic DLP (Version 3)






	g is a primitive root of Fp, where p is a large prime number, and h∈Fp*.

	g∈Fp*, where p is a large prime number, and h∈Fp*.

	g∈G, where g is the generator of the cyclic group (G, ⋆), and h∈G.




	gx≡h (mod p) or

	gx≡h (mod p) or

	g⋆g⋆g⋆…⋆g⏟x times=h




	x≡loggh (mod p)

	x≡loggh (mod p)

	 



	x=?

	x=?

	x=?






	Source: Adapted from Gordon (2011), Hoffstein, Pipher, & Silverman (2008), and van Tilborg (1988).







For the basic DLP (Version 1) and the basic DLP (Version 2), if there is one solution x, it can be shown that there are infinitely many solutions in the form of x+kp-1 for every k∈Z due to the Fermat's little theorem provided in Section 1.4.1 of Chapter 1. Thus, the basic DLP provided in the first two columns of Table 3.1 is actually equivalent to Equation (3.1) (Hoffstein et al., 2008).

gx≡h mod (p-1)(3.1)


Example 3.1

We consider the values p=347, g=2∈F347*, h=270, and the basic DLP 2x≡270 mod 347, x=? Table 3.2 provides the steps of the solution for this simple example by using the “trial-and-error method”.


Table 3.2 An example for the basic DLP


	​x

	2x (mod 347)






	  0

	  1




	  1

	  2




	  2

	  4




	  3

	  8




	…

	  …




	16

	300




	17

	253




	…

	…




	42

	270







As a result of the “trial-and-error method” given in Table 3.2, we find the solution x=42. Note that in Example 3.1, small numbers are used for illustrating the solution of the DLP by using the “trial-and-error method”. The values should actually be much larger in real-life cryptographic applications.



3.2.2 Basic Diffie-Hellman key exchange and its cryptanalysis


3.2.2.1 Basic Diffie-Hellman key exchange

The basic Diffie-Hellman key exchange has been a breakthrough in the history of the public key cryptography. It was defined by Whitfield Diffie and Martin Hellman in 1976 for “two parties” to create their “common private (secret) key” by communicating through an “insecure network” (Diffie & Hellman, 1976). First, we provide the basic steps of the basic Diffie-Hellman key exchange in Table 3.3 and then the basic parameters.


Table 3.3 Basic Diffie-Hellman key exchange 


	
	Alice

	Bob






	Private: a,b

	- Chooses a.

	- Chooses b.




	Public: p,g∈Fp*,A,B

	- Computes

	- Computes




	 
	A≡ga (mod p).

	B≡gb (mod p).




	 
	- Sends A to Bob.

	- Sends B to Alice.




	 
	- Computes

	- Computes 




	 
	Ba≡gba(mod p)

	Ab≡gab (mod p)




	 
	≡gba (mod p).

	≡gab (mod p).




	Result: Common private (secret) key

	gab (mod p)






	Source: Adapted from Hoffstein et al. (2008).







Basic parameters for the basic Diffie-Hellman key exchange (adapted from Diffie & Hellman, 1976; Hoffstein et al., 2008):


	p: A large prime number (p≅21000) (chosen by Alice or Bob or a trusted third party)


	g∈Fp* such that N is the prime order of g∈Fp* satisfying N≈p/2 (chosen by Alice or Bob or a trusted third party)


	a,b: Private (secret) integers of Alice and Bob, respectively that satisfy 1≤a≤p-1 and 1≤b≤p-1




Note that Alice and Bob exchange the values A and B through an insecure network; thus, A and B are the public values. Note also that the private (secret) integers a and b do not have to be prime numbers. If Eve can solve either the basic DLP A≡ga mod p to find the private (secret) integer a of Alice or the basic DLP B≡gb mod p to find the private (secret) integer b of Bob, then she can recover the common private (secret) key by making either the calculation Ba(mod p) or the calculation Ab (mod p). Eve can also consider the “decisional Diffie-Hellman problem” and “computational Diffie-Hellman problem” to be provided following Example 3.2.


Example 3.2

We use again small numbers to illustrate the Diffie-Hellman key exchange. Let p=347 and g=2 be chosen by Alice or Bob or a trusted third party. We assume that Alice and Bob choose a=25 and b=18 as the private (secret) integers, respectively. Table 3.4 shows the steps of the basic Diffie-Hellman key exchange for this simple example.


Table 3.4 An example for the basic Diffie-Hellman key exchange


	
	Alice

	Bob






	Public: p=347,g=2

	- Chooses a=25.

	- Chooses b=18.




	 
	- Computes

	- Computes




	 
	A≡225≡226 (mod 347).

	B≡218≡ 159 (mod 347).




	 
	- Sends A=226 to Bob.

	- Sends B=159 to Alice.




	 
	- Computes

	- Computes




	 
	15925≡342 (mod 347).

	22618≡342 (mod 347).




	Result: Common private (secret) key

	342








3.2.2.1.1 Decisional Diffie-Hellman problem vs. computational Diffie-Hellman problem

Related to the security of the basic Diffie-Hellman key exchange, the “decisional Diffie-Hellman problem” and the “computational Diffie-Hellman problem” have been defined in the literature. Table 3.5 provides these problems for the DLP (Version 3).


Table 3.5 Decisional vs. computational Diffie-Hellman problem 


	Decisional Diffie-Hellman problem (DDHP)

	Computational Diffie-Hellman problem (CDHP)






	g: Generator of the finite cyclic group G

	g: Generator of the finite cyclic group G




	Decide whether a,b exist such that

	Compute gab∈G given ga∈G, gb∈G.




	ga∈G, gb∈G, gab∈G hold.

	 





	Source: Adapted from Canetti & Varia (2011) and Shparlinski (2011).







The decisional and computational Diffie-Hellman problems defined in Table 3.5 can also be extended to the basic DLP (Version 1) and the basic DLP (Version 2). Regarding the “computational Diffie-Hellman problem”, the finite cyclic group G should be chosen such that it is hard to compute gab∈G only by considering ga∈G and gb∈G. In the DLP (Version 1) and (Version 2), the prime number p should be chosen so large that it will be hard to compute gab (mod p) only by considering ga (mod p) and gb (mod p).




3.2.2.2 Cryptanalysis of the basic Diffie-Hellman exchange

Raymond and Stiglic (2002) provided a list of the basic attacks targeted at the Diffie-Hellman key exchange. One important attack is called the “man (woman)-in-the-middle attack”, which is briefly explained in Table 3.6. Accordingly, Alice and Bob do not actually exchange A and B values with each other, but take the value E=ge computed by Eve, thus the algorithm results in two different keys.


Table 3.6 Woman in-the-middle attack for the Diffie-Hellman key exchange 


	
	Alice

	Eve

	Bob






	Private: a,e, b

	- Chooses a.

	- Chooses e.

	- Chooses b.




	 
		- Computes



		- Computes



		- Computes






	 
	A≡ga (mod p).

	E=ge (mod p).

	B≡gb (mod p).




	Public: p, g∈Fp*, A,E,B

	- Intends to send A to Bob; however, A cannot be sent.

	- Succeeds to send E to both Alice and Bob.

	- Intends to send B to Alice; however, B cannot be sent.




	 
	- Computes


	 
	
- Computes





	 
	Ea=(ge)a≡gea (mod p).

	 
	Eb=(ge)b≡geb (mod p).




	Result: Two different private keys

	gea (mod p)≠geb (mod p)






	Source: Adapted from Raymond & Stiglic (2002).







Another attack mentioned in Raymond and Stiglic (2002) is the so-called “degenerate message attack”, which considers some degenerate cases in which the Diffie-Hellman key can be broken very easily. One such case is A=ga≡1 (mod p) or B=gb≡1 (mod p) if a=p-1 or b=p-1 holds. However, this attack can be prevented when a,b are chosen in 1, 2,…,p-2. Some other attacks against the Diffie-Hellman key exchange are the so-called “insider attacks”, “outsider attacks”, “message replay attacks”, “message redirection attacks”, and “timing attacks” whose details can be found in Raymond and Stiglic (2002). As per selected security guidelines, the Diffie-Hellman secret key should be modified before using for the respective cryptographic algorithm, and it should be changed frequently. Moreover, different Diffie-Hellman secret keys should be independent of each other (Raymond & Stiglic, 2002).

Two more examples from the literature about the cryptanalysis of the basic Diffie-Hellman key exchange are Phan and Goi (2006) and Sharma and Purushothama (2023) in which the cryptanalysis of the group key agreement Diffie-Hellman key exchange was considered (see Phan and Goi (2006) and Sharma and Purushothama (2023) for more details).




3.2.3 Basic ElGamal public key cryptosystem, basic ElGamal digital signature algorithm, basic digital signature algorithm (DSA), and their cryptanalysis


3.2.3.1 Basic ElGamal public key cryptosystem

The basic ElGamal public key cryptosystem is the first public key cryptosystem developed based on the basic DLP. It was proposed by Taher ElGamal in 1985 as the adaptation of the Diffie-Hellman key exchange to a public key cryptosystem (ElGamal, 1985). In the following, we define the basic parameters for the basic ElGamal public key cryptosystem by considering the case of the finite field. The ElGamal public key cryptosystem can also be defined for the case of the finite group as provided in Gómez Pardo (2013).

Basic parameters for the basic ElGamal public key cryptosystem (adapted from ElGamal, 1985; Hoffstein et al., 2008):


	p: A large prime number (chosen by Alice or Bob or a trusted third party)


	g∈Fp* (chosen by Alice or Bob or a trusted third party)


	a: Private (secret) key of Alice satisfying 1≤a≤p-1 (or 0≤a≤p-1 according to ElGamal, 1985)


	r∈Fp*: Ephemeral key (chosen by Bob)


	m: Plaintext chosen by Bob satisfying 2≤m≤p-1 (or 0≤m≤p-1 according to ElGamal, 1985)




We assume that Bob makes the encryption, whereas Alice makes the decryption. Accordingly, the basic ElGamal public key cryptosystem is outlined in Table 3.7.


Table 3.7 Basic ElGamal public key cryptosystem 


	
	Alice

	Bob






	Private: a

	- Chooses a.

	 



	Public: A,g,p

	- Computes A≡ga (mod p).

	 



	 
	- Sends A to Bob.

	 



	Encryption

	 
	- Chooses m.




	Private: m,r

	 
	- Chooses (randomly) r∈Fp*.




	 
	 
	- Computes




	Public: (c1,c2)

	 
	c1≡gr mod p and




	 
	 
	c2≡m·Ar mod p.




	 
	 
	- Sends (c1,c2) to Alice.




	Decryption

	- Recovers m from

	 



	 
	c1a -1·c2≡m (mod p).

	 





	Source:Adapted from ElGamal (1985) and Hoffstein et al. (2008).







As provided in Section 2.5 of Chapter 2, the ephemeral key r is a short-lived random private key to be used just for one encryption. Since r is random, the ElGamal public key cryptosystem can be interpreted as a probabilistic encryption that is provided in Section 2.5 of Chapter 2. As provided in Section 2.7 of Chapter 2, the public key is computed from the private key as clear from Table 3.7; that is, the public key A is computed from the private key a of Alice. Note that the ciphertext in the basic ElGamal public key cryptosystem is not a single value, but rather a vector with the values c1 and c2. As in the Diffie-Hellman key exchange, if Eve can solve the hard DLP A≡ga (mod p) to find the private (secret) key a, then she can recover the plaintext m.


Example 3.3

Let p=347 and g=2 be chosen by Alice or Bob or a trusted third party. We assume that Alice chooses a=25, Bob chooses r=16 and m=9. Then, the steps of the basic ElGamal public key cryptosystem for this example are provided in Table 3.8.


Table 3.8 An example of the basic ElGamal public key cryptosystem


	
	Alice

	Bob






	p=347,g=2

	- Chooses a=25.

	 



	 
	- Computes A≡225 ≡226 (mod 347).

	 



	 
	- Sends A=226 to Bob.

	 



	Encryption

	 
	- Chooses m=9.




	 
	 
	- Chooses (randomly) r=16.




	 
	 
	- Computes




	 
	 
	c1≡216 ≡300 mod 347,




	 
	 
	c2≡9·22616≡279 mod 347.




	 
	 
	- Sends (300, 279) to Alice.




	Decryption

	- Recovers m from

	 



	 
	(30025)-1·279 (mod 347)

	 



	 
	≡31-1·279 (mod 347)

	 



	 
	≡56·279 (mod 347)

	 



	 
	≡9≡m (mod 347).

	 








3.2.3.2 Basic ElGamal digital signature algorithm

The ElGamal digital signature algorithm has been developed analogous to the ElGamal public key cryptosystem. Next, we provide the basic parameters of the ElGamal digital signature algorithm.

Basic parameters of the ElGamal digital signature algorithm (adapted from Hoffstein et al., 2008):


	p: Large prime number (chosen by Samantha or Victor or a trusted third party)


	g: A primitive root of Fp (chosen by Samantha or Victor or a trusted third party)


	s: Private signing key of Samantha satisfying 1≤s≤p-1 (or 1≤s≤p-2 according to Buchmann (2004))


	v: Public verification key to be used by Victor


	D: Digital document of Samantha satisfying 1<D≤p-1 (or 0≤D≤p-1 according to ElGamal (1985))


	r: Ephemeral key chosen by Samantha satisfying 1<r≤p-1 and gcd⁡(r,p-1))=1 (or 0≤r≤p-1 according to ElGamal (1985) or 1<r≤p-2 according to Buchmann (2004))


	Dsig=S1,S2: Digital signature of the digital document D signed by Samantha




In Table 3.9, the basic steps of the ElGamal digital signature algorithm are given.


Table 3.9 ElGamal digital signature algorithm 


	
	Samantha

	Victor






	Private: s

	- Chooses s.

	 



	Public: g, p,v

	- Computes v≡gs (mod p).

	 



	Signing

	- Chooses D.

	 



	 
	- Chooses (randomly) r.

	 



	Private: r

	- Computes S1≡gr (mod p) and

	 



	 
	S2≡(D-s·S1)·r-1 (mod (p-1)).

	 



	Public: D,Dsig=S1,S2 

	- Sends D and Dsig=S1,S2 to Victor.

	 



	Verification

	 
	- Checks 1≤S1≤p-1.




	 
	 
	- Computes and verifies




	 
	 
	vS1·S1S2≡gD(mod p).






	Source: Adapted from Hoffstein et al. (2008).







Instead of D, the hash value h(D) can also be considered during signing and verification. Analogous to the ElGamal public key cryptosystem, if Eve can solve the basic DLP v≡gs (mod p), then she can recover the private signing key s of Samantha and forge all digital signatures of Samantha. Note the similarities (and dissimilarities) between the ElGamal public key cryptosystem and the ElGamal digital signature algorithm, as provided in Table 3.10.


Table 3.10 Comparison of the basic ElGamal public key cryptosystem and the basic ElGamal digital signature algorithm


	Basic ElGamal public key cryptosystem

	Basic ElGamal digital signature algorithm






	A≡ga (mod p)

	v≡gs (mod p)




	g∈Fp*

	g is a primitive root of Fp.




	a: Private decryption key

	s: Private signing key




	A: Public encryption key

	v: Public verification key




	c1≡gr mod p

	S1≡gr (mod p)




	r: Ephemeral key

	r: Ephemeral key




	c2≡m·Ar mod p

	S2≡(D-s·S1)·r-1 (mod (p-1))




	(c1,c2): Ciphertext

	S1,S2: Digital signature







Example 3.4

Let p=347 be chosen and let g=2 be a primitive root of F347. We assume that Samantha selects s=25, D=9, and r=17. Accordingly, the steps of the ElGamal digital signature algorithm can be viewed in Table 3.11.


Table 3.11 An example for the ElGamal digital signature algorithm


	
	Samantha

	Victor






	p=347,g=2

	- Chooses s=25.

	 



	 
	- Computes v≡225≡226 (mod 347).

	 



	Signing

	- Chooses D=9.

	 



	 
	- Chooses (randomly) r=17.

	 



	 
	- Computes S1≡217≡253 (mod 347) and

S2≡(9-25·253)·17-1 mod 346≡9-25·253·285 mod 346≡178 (mod 346).

	 



	 
	 



	 
	- Sends D=9 and Dsig=253, 178 to Victor.

	 



	Verification

	 
	- Checks 1<253<346.




	 
	 
	- Computes and verifies




	 
	 
	226253·253178≡165≡29mod 347, where D=9.









3.2.3.3 Basic digital signature algorithm (DSA)

The basic DSA, which is an extension of the ElGamal digital signature algorithm, was an FIPS 186-4 (National Institute of Standards and Technology, 2013). As provided on the web page of the American National Institute of Standards and Technology, “FIPS 186-4 has been superseded with the publication of FIPS 186-5 (February 3, 2023)” (National Institute of Standards and Technology, 2023a). FIPS 186-5 “no longer approves the DSA for digital signature generation. However, the DSA may be used to verify signatures generated prior to the implementation date of this standard” (National Institute of Standards and Technology, 2023b). Nevertheless, we will provide the basic parameters for the DSA in the following and the basic steps of the DSA in Table 3.12.


Table 3.12 DSA 


	
	Samantha

	Victor






	Private: s

	- Chooses 1≤s≤q-1.

	 



	Public: p,g,v

	- Computes v≡gs (mod p).

	 



	 
	- Sends v to Victor.

	 



	Signing

	- Chooses 1≤D≤q-1.

	 



	Private: r

	- Chooses (randomly) 1≤r≤q-1.

	 



	 
	- Computes

	 



	 
	S1≡(gr (mod p)) (mod q) and

	 



	Public: q,D,

	S2≡D+s·S1·r-1 mod q.

	 



	Dsig=S1,S2

	- Sends D and Dsig=S1,S2 to Victor.

	 



	Verification

	 
	- Checks




	 
	 
	1≤S1≤q-1 and




	 
	 
	1≤S2≤q-1.




	 
	 
	- Computes




	 
	 
	V1≡D·S2-1(mod q) and




	 
	 
	V2≡S1·S2-1(mod q).




	 
	 
	- Computes and verifies




	 
	 
	gV1·vV2 (mod p)(mod q)≡S1.






	Source: Adapted from Buchmann (2004), Hoffstein et al. (2008), and National Institute of Standards and Technology (2013).







Basic parameters for DSA (adapted from Hoffstein et al., 2008):


	p,q: Large prime numbers satisfying p≡1 (mod q), 21000<p<22000 and 2160<q<2320 (chosen by Samantha or Victor or a trusted third party)


	g∈Fp* of order q (chosen by Samantha or Victor or a trusted third party)


	s: Private signing key of Samantha satisfying 1≤s≤q-1


	v: Public verification key to be used by Victor


	D: Digital document of Samantha satisfying 1≤D≤q-1


	r: Ephemeral key chosen by Samantha satisfying 1≤r≤q-1


	Dsig=S1,S2: Digital signature of the digital document D signed by Samantha




Other conditions for p,q have also been proposed in the literature as follows:


	2511+64t<p<2512+64t t=0, 1, 2,…,8 (Buchmann, 2004)


	2L-1<p<2L, where L is the bit length of p (National Institute of Standards and Technology, 2013)


	2159<q<2160 (Buchmann, 2004)


	2N-1<q<2N, where N is the bit length of q (National Institute of Standards and Technology, 2013)




As in the ElGamal digital signature algorithm, instead of D, the hash value h(D) can also be considered during signing and verification. As in the ElGamal digital signature algorithm, Eve must solve the basic DLP v≡gs (mod p) to recover the private signing key s of Samantha. Note the high similarity between the ElGamal digital signature algorithm and the DSA during some steps with a basic exception that the DSA involves additional modulo q to increase security.


Example 3.5

We consider the values p=59 and q=29 such that p=59≡1 (mod 29) holds. Let g=36∈F59* be chosen of order q=29, that is, q=29 is the smallest integer satisfying 3629≡1 (mod 59). We assume that Samantha chooses s=25, D=9, and r=17, which are smaller than q-1=28. Accordingly, the steps of the DSA for this simple example are given in Table 3.13.


Table 3.13 An example for the DSA


	
	Samantha

	Victor






	Public: p=59,g=36

	- Chooses s=25.

	 



	 
	- Computes v≡3625≡15 (mod 59).

	 



	 
	- Sends v=15 to Victor.

	 



	Signing

	- Chooses D=9.

	 



	Public: q=29

	- Chooses (randomly) r=17.

	 



	 
	- Computes

	 



	 
	S1≡(3617 mod 59)(mod 29)≡12 and

	 



	 
	S2≡9+25·12·17-1mod 29

	 



	 
	≡9+25·12·12 mod 29

	 



	 
	≡25 mod 29.

	 



	 
	- Sends D=9 and Dsig=12, 25 to Victor.

	 



	Verification

	 
	- Checks




	 
	 
	1<S1=12<28




	 
	 
	1<S2=25<28.




	 
	 
	- Computes




	 
	 
	V1≡9·25-1(mod 29)≡ 9·7≡5 (mod 29) and




	 
	 
	V2≡12·25-1≡ 12·7≡26 (mod 29).




	 
	 
	- Computes and verifies




	 
	 
	365·1526 mod 59mod 29 ≡12=S1 .







Note that rather small values were considered in Example 3.5 for the illustration of the steps of the DSA. Actually, the conditions given before should be satisfied for real- life cryptographic applications.



3.2.3.4 Cryptanalysis of the basic ElGamal public key cryptosystem, basic ElGamal digital signature algorithm, and basic DSA


3.2.3.4.1 Cryptanalysis of the basic ElGamal public key cryptosystem

In this section, some selected parts of the well-known approach by Boneh, Joux, and Nguyen (2000) will be explained very briefly. For more details, the reader is strongly recommended to read all the details in Boneh et al. (2000).

Boneh et al. (2000) proposed a modified version of the ElGamal public key cryptosystem, in which there existed the so-called “blinding process”. Table 3.14 provides the encryption steps of the original and modified ElGamal public key cryptosystem.


Table 3.14 Encryption in the original and modified ElGamal public key cryptosystem 


	Encryption in the original ElGamal public key cryptosystem

	Encryption in the modified ElGamal public key cryptosystem






	Let g∈Fp* be of order q, where q≪p.

	Let g∈Fp* be of order q, where q≪p.




	- Bob chooses a plaintext m.

	- Bob chooses a short plaintext m of bit length n, which is smaller than log2(p/q)-bits




	- Chooses (randomly) r.

	- Chooses (randomly) r.




	- Computes

	- Computes




	c1≡gr mod p and

	c1≡gr mod p and




	c2≡m·Ar mod p.

	c2≡m+Ar mod p (Blinding process).




	(c1,c2): Ciphertext

	(c1,c2): Ciphertext






	Source: Adapted from Boneh et al. (2000).







As evident from Table 3.14, in the encryption of the original ElGamal public key cryptosystem, the calculation of c2 includes multiplication, whereas it includes addition in the modified ElGamal public key cryptosystem. Boneh et al. (2000) proposed an attack based on the so-called “subgroup rounding problems”, which is described very briefly in Table 3.15.


Table 3.15 Additive vs. multiplicative subgroup rounding problem 


	Additive subgroup rounding problem

	Multiplicative subgroup rounding problem






	Modified ElGamal public key cryptosystem

	Original ElGamal public key cryptosystem




	Finding z satisfying c2=z+△(mod p), where △<2n is an integer number, n is the bit length of the plaintext m that is sufficiently small, and z∈Gq, where Gq, generated by g, is the subgroup of Fp*.

	Finding z satisfying c2=z·△mod p, where △<2n is an integer number, n is the bit length of the plaintext m that is sufficiently small, and z∈Gq, where Gq, generated by g, is the subgroup of Fp*.






	Source: Adapted from Boneh et al. (2000).







When n is sufficiently small, z is uniquely determined in the “additive subgroup rounding problem” and “multiplicative subgroup rounding problem” (Boneh et al., 2000). According to Boneh et al. (2000), “an efficient solution to additive or multiplicative subgroup rounding problem would imply that the corresponding plain ElGamal encryption scheme is insecure”. As an example, based on the multiplicative subgroup rounding problem, the so-called “meet-in-the-middle attack” can be developed, as given in Table 3.16.


Table 3.16 Meet-in-the-middle attack based in the multiplicative subgroup rounding problem 


	Meet-in-the-middle attack






	△=△1·△2 is assumed where △1≤2n1, △2≤2n2 are not necessarily prime numbers.




	(As an example, n1=n2=n/2 holds.)




	Then c2=z·△=z·△1·△2 (mod p) and (c2/△2)q=zq·△1q=△1q (mod p) hold.






	Source: Adapted from Boneh et al. (2000).







Boneh et al. (2000) proposed to build a table of size 2n1 containing the values △1q (mod p) for all △1=0, 1, 2,…,2n1. They proposed to check whether (c2/△2)q is present for any △2=0, 1, 2,…,2n2 in this table. If so, △=△1·△2 would be a candidate value for △. Boneh et al. (2000) proposed also an attack for the ElGamal public key cryptosystem by using a generator of Fp*. The basic recommendation given by Boneh et al. (2000) for increasing the security of the basic ElGamal public key cryptosystem is to make preprocessing to the plaintext before the encryption.

As two examples from the recent literature regarding the cryptanalysis of the basic ElGamal public key cryptosystem, Das and Chakraborty (2022) applied statistical cryptanalysis including entropy analysis, floating frequency analysis, histogram, N-gram, autocorrelation, and periodicity analysis for the ElGamal public key cryptosystem. Jia, Wang, Zhang, Wang, and Liu (2019) proposed the cryptanalysis of the ElGamal-like cryptosystem proposed by Inam and Ali (2018) that is based on matrices over group ring.



3.2.3.4.2 Cryptanalysis of the basic ElGamal digital signature algorithm

Pointcheval and Stern (1996) discussed that the basic ElGamal digital signature algorithm is existentially forgeable; that is, the attacker can forge a valid ElGamal signature Dsig for at least one new document D such that Dsig is valid for D with respect to the public verification key. There have been some basic attacks and cryptanalysis approaches against the ElGamal digital signature algorithm. In this section, we provide some selected approaches from the literature.

Vaudenay (2006) presented a forgery against the ElGamal digital signature algorithm, which can be described very briefly with the following steps (adapted from Vaudenay, 2006):


	The attacker's goal is to find S1,S2 that satisfy vS1·S1S2≡gD(mod p) for given p,g,D,v, which is the verification step in Table 3.9.


	The attacker selects the values α∈Fp-1, β∈Fp-1* randomly.


	The attacker defines S1,p≡vα·gβ (mod p), S2≡D/β (mod p-1), and S1,p-1≡-S2·α (mod p-1).


	Finally, the attacker solves S1≡S1,p (mod p) and S1≡S1,p-1 (mod (p-1)) by using the Chinese Remainder Theorem (CRT) to generate S1.




Bleichenbacher (1996) proposed to forge the EIGamal signatures without knowing the secret key based on the idea of the weak generator g. According to Bleichenbacher (1996), if some information about the generator g is available, then the ElGamal signatures can be forged based on Theorem 1 provided inBleichenbacher (1996). Accordingly, if the following conditions hold, then a valid ElGamal signature Dsig=S1,S2 for the digital document h(D) can be generated (adapted from Bleichenbacher, 1996):


Condition 1

p-1=bw is assumed, where b is smooth.



Condition 2

g* is a primitive root of Fp* that satisfies g*=cw, 0<c<b. (Note that the primitive root g* in this condition is different from the primitive root g to be used in the ElGamal digital signature algorithm.)



Condition 3

k is an integer such that g*k≡g (mod p) holds.


For more details regarding the proof of Theorem 1, as well as regarding the cryptanalysis, and some countermeasures for the basic ElGamal digital signature algorithm, see Bleichenbacher (1996).

As another selected example regarding the cryptanalysis of the ElGamal digital signature algorithm, Giraud and Knudsen (2004) proposed the extension of the “bit-fault attacks” proposed by Bao et al. (1997) applied for the digital signature algorithms including the ElGamal digital signature algorithm. Specifically, Giraud and Knudsen (2004) applied the “byte-fault attack” to the private signing key of the ElGamal digital signature algorithm. Recall from Section 2.12.1 of Chapter 1 that “fault attack” is a type of “implementation attack” applied by making modifications to the physical electronic device. The details are available in Giraud and Knudsen (2004).



3.2.3.4.3 Cryptanalysis of the basic DSA

According to Gómez Pardo (2013), the security concerns of the basic DSA are mainly related to the parameter size, especially the size of the prime number p. According to Johnson, Menezes, and Vanstone (2001), two primary security parameters of the DSA are the prime numbers p and q, whose sizes should be simultaneously increased for more DSA security. The attacks on the hash functions are also possible for the DSA according to Gómez Pardo (2013).

Vaudenay (2003) analyzed the security of the DSA and ECDSA, specifically providing the “Bleichenbacher attack against the pseudorandom generator” for the random ephemeral key r, and “restart attack” for the DSA. As an example, in the “restart attack”, the ephemeral key r created for the digital document D1 is assumed to be reused for the digital document D2. Thus, the digital signatures for D1 and D2 will be (S1,S21) and (S1,S22), respectively. Finally, it can be shownthat the common private signing key s can be recovered as s=-S22D1-S21D2S1S22-S21 (mod q) (Vaudenay, 2003). In the “restart attack”, the hashed documents can also be considered. The details of the “Bleichenbacher attack against the pseudorandom generator” for r are available in Vaudenay (2003).

As another cryptanalysis approach for the DSA, Naccache, Nguyen, Tunstall, and Whelan (2005) applied the so-called “glitch attack” against the DSA, which is a type of “fault attack” that causes transient fault. After the attack, the system becomes functional again. The basic objective of this approach is to recover the private signing key (for details, see Naccache et al. (2005)).






3.3 ELLIPTIC CURVE DISCRETE LOGARITHM PROBLEM (ECDLP) AND THE RELATED PUBLIC KEY CRYPTOSYSTEMS

The ECDLP and the related algorithms are the extensions to the basic DLP and algorithms provided in Section 3.2.


3.3.1 ECDLP

Let EFp be an elliptic curve over the finite field Fp, and let P∈EFp be a point of order n. The ECDLP is the problem of finding l that satisfiesQ=P+P+P+…+P⏟l times=lP, 0≤l≤n-1 in EFp (Hankerson & Menezes, 2011;Hoffstein et al., 2008).



3.3.2 Elliptic curve Diffie-Hellman key exchange

Analogous to the basic Diffie-Hellman key exchange, the elliptic curve Diffie-Hellman key exchange has been developed with the following basic parameters and the basic steps provided in Table 3.17.


Table 3.17 Elliptic curve Diffie-Hellman key exchange 


	
	Alice

	Bob






	Private: a,b

	- Chooses a.

	- Chooses b.




	Public: p,EFp,P,Pa,Pb

	- Computes Pa=aP in EFp.

	- Computes Pb=bP in EFp.




	 
	- Sends Pa to Bob.

	- Sends Pb to Alice.




	 
	- Computes aPb=abP in EFp.

	- Computes bPa=baP in EFp.




	Result: Common private (secret) key

	abP in EFp






	Source: Adapted from Hankerson & Menezes (2011) and Hoffstein et al. (2008).







Basic parameters for the elliptic curve Diffie-Hellman key exchange (adapted from Hankerson & Menezes, 2011; Hoffstein et al., 2008):


	p: A large prime number (chosen by Alice or Bob or a trusted third party)


	E(Fp): Elliptic curve over the finite field Fp (chosen by Alice or Bob or a trusted third party)


	P∈E(Fp) of order n (chosen by Alice or Bob or a trusted third party)


	a,b: Private (secret) integers of Alice and Bob, respectively, that satisfy 1≤a≤n-1, 1≤b≤n-1




Normally, Alice and Bob should send two coordinates of Pa and Pb to each other. But since EFp is known publicly, it is sufficient for Alice and Bob to send only the x-coordinate of Pa and Pb to each other. Although they may compute y or -y value corresponding to the x-value, in the end, they can use only the x-value to find the common secret key (Hoffstein et al., 2008; Paar & Pelzl, 2010). The “decisional elliptic curve Diffie-Hellman key exchange” and “computational elliptic curve Diffie-Hellman key exchange” can be defined as analogous to those of the basic Diffie-Hellman key exchange provided in Table 3.5.

Note that the computations Pa=aP,Pb=bP, aPb, bPa must be made efficiently. Analogous to the “fast-powering algorithm” given in Section 1.2.3 of Chapter 1, the “double-and-add-algorithm” for the elliptic curve addition can be used with the steps provided in Table 3.18.


Table 3.18 Double-and-add algorithm 


	Double-and-add algorithm to solve Q=lP, P,Q∈EFp, 1≤l≤n-1






	Step 1

	- We write l as l=l0+l1·2+l2·22+l3·23+…+lr·2r, where l0, l1, l2, …,lr-1∈0, 1, lr=1.




	Step 2

	- We let Q0=P.




	 
	- We write




	 
	Q1=2Q0=2P




	 
	Q2=2Q1=22P




	 
	Q3=2Q2=23P




	 
	…




	 
	Qr=2Qr-1=2rP.




	Step 3

	- We write Q as Q=lP=l0P+l12P+l222P+l323P+…+lr2rP=l0Q0+l1Q1+l2Q2+…+lrQr.






	Source: Adapted from Hoffstein et al. (2008) and Knuth (1981).








Example 3.6

Let E(F409):y2=x3+253x+400 be an elliptic curve over the finite field F409. Let also P=(0, 20) be defined by a trusted third party. We assume that Alice chooses a=41 and Bob chooses b=85 as the private keys. Accordingly, Table 3.19 provides the basic steps of the elliptic curve Diffie-Hellman key exchange for this simple example.


Table 3.19 An example for the elliptic curve Diffie-Hellman key exchange


	
	Alice

	Bob






	 
	- Chooses a=41.

	- Chooses b=85.




	 
	- Computes

	- Computes




	Public: P=0,20

	Pa=410, 20=(257, 393) in EF409.

	Pb=85(0, 20)=(392, 100) in EF409.




	 
	- Sends

	- Sends




	 
	Pa=(257, 393) to Bob.

	Pb=(392, 100) to Alice.




	 
	- Computes

	- Computes




	 
	41392, 100=(380, 24) in EF409.

	85257, 393=(380, 24) in EF409.




	Result: Common private (secret) key

	(380, 24) in EF409







Some details of the double-and-add-algorithm to find Pa=41P=41(0, 20)= (257, 393) in EF409 are given as follows:


	We write 41 as 41=1+23+25.


	We let Q0=P=(0, 20).


	We find Q1=2Q0=2P=20, 20=XQ1,YQ1=(142, 43)∈F409, where we make the calculations modulo 409 as follows (recall the “elliptic curve addition algorithm” provided in Section 1.7.3 of Chapter 1):

λ=302+253220=25340≡253·317≡37 (mod 409)

XQ1=37·37-0-0≡142 (mod 409)

YQ1=370-142-20≡43 (mod 409)



	We make all other calculations in this manner, and find the following results:

Q2=2Q1=2142, 43=(76, 149)∈F409

Q3=2Q2=276,149=(378, 310)∈F409

Q4=2Q3=2378, 310=(190, 224)∈F409

Q5=2Q4=2190,224=(125, 56)∈F409

   Finally, we find Pa=41P=41(0, 20)=Q0+Q3+Q5=(0, 20)+ (378,310) +(125, 56)=(257, 393)∈F409.




Some details of the double-and-algorithm to find Pb=85P=85(0, 20)= (392, 100) in EF409 are as follows:


	We write 85 as 85=1+22+24+26.


	The calculations for Q1,Q2,Q3,Q4,Q5 were already made. We additionally need Q6 which we can find as Q6=2Q5=2125, 56=(204, 386)∈F409.


	Finally, we find Pb=85P=Q0+Q2+Q4+Q6=(0, 20)+(76, 149)+  (190, 224) +(204, 386)=(392, 100)∈F409.




The calculations for 41Pb and 85Pa can be made analogously.

In the following, an extension to the “elliptic curve Diffie-Hellman key exchange”, which is “tripartite Diffie-Hellman key exchange” that was developed based on the “modified Weil pairing” will be explained very briefly.


3.3.2.1 Tripartite Diffie-Hellman key exchange developed based on the modified Weil pairing

Recall that the basic and elliptic curve Diffie-Hellman key exchange algorithms have been defined for two parties to create a common private key. A tripartite Diffie-Hellman key exchange is a very special Diffie-Hellman key exchange since three parties (here Alice, Bob, and Carl due to the notations in Hoffstein et al., 2008) can create a common private key by considering the “modified Weil pairing”. We provide the basic parameters in the following, and the basic steps in Table 3.20.


Table 3.20 Tripartite Diffie-Hellman key exchange 


	
	Alice

	Bob

	Carl






	Private: a,b,c

	- Chooses a.

	- Chooses b.

	- Chooses c.




	 
	- Computes

	- Computes

	- Computes




	Public: p, EFp,

	Pa=aP in EFp.

	Pb=bP in EFp.

	Pc=cP in EFp.




	P∈EFp,

Pa,Pb,Pc,e^l

	- Sends Pa to Bob and Carl.

	- Sends Pb to Alice and Carl.

	Sends Pc to Alice and Bob.




	 
	- Computes

	- Computes

	- Computes




	 
	e^lPb,Pca

	e^l(Pa,Pc)b

	e^l(Pa,Pb)c




	 
	=e^l(bP,cP)a

	=e^l(aP,cP)b

	=e^l(aP,bP)c




	 
	=e^l(P,P)abc in EFp.

	=e^l(P,P)bac in EFp.

	=e^l(P,P)cab in EFp.




	Common private (secret) key

	 
	e^l(P,P)abc in Fp

	 





	Source: Adapted from Hoffstein et al. (2008), Joux (2000), and Joux (2004).







Basic parameters of the tripartite Diffie-Hellman key exchange (adapted from Hoffstein et al., 2008):


	p: A large prime number (chosen by Alice, Bob, Carl, or a trusted party)


	EFp: Elliptic curve over the finite field Fp (chosen by Alice, Bob, Carl, or a trusted party)


	P∈EFp: l-torsion point (chosen by Alice, Bob, Carl, or a trusted party)


	ϕ:l-distortion map for P∈EFp (chosen by Alice, Bob, Carl, or a trusted party)


	e^l: Modified Weil pairing on E[l] (chosen by Alice, Bob, Carl, or a trusted party)


	a,b,c: Private (secret) integers of Alice, Bob, and Carl, respectively, satisfying 1≤a≤l-1, 1≤b≤l-1, 1≤c≤l-1




As in the basic and elliptic curve Diffie-Hellman key exchange, Eve should solve at least one of the ECDLPs in EFp, that is, Pa=aP, Pb=bP or Pc=cP so that she can recover either a or b or c to compute the common secret key.




3.3.3 Elliptic curve ElGamal public key cryptosystem

The basic ElGamal public key cryptosystem has been extended to the elliptic curve ElGamal public key cryptosystem. The basic parameters will be given and the basic steps of the elliptic curve ElGamal public key cryptosystem are provided in Table 3.21.


Table 3.21 Elliptic curve ElGamal public key cryptosystem 


	
	Alice

	Bob






	Private: a

	- Chooses a∈Z+.

	 



	Public p,EFp,P,Pa

	- Computes Pa=aP in EFp.

	 



	 
	- Sends Pa to Bob.

	 



	Encryption

	 
	- Chooses M∈EFp.




	Private: M,r

	 
	- Chooses (randomly) r∈Z+.




	Public: (C1,C2)

	 
	- Computes C1=rP in EFp.




	 
	 
	- Computes C2=M+rPa in EFp.




	 
	 
	- Sends C1,C2 to Alice.




	Decryption

	- Computes

	 



	 
	C2-aC1=M in EFp.

	 





	Source: Adapted from Hoffstein et al. (2008) and Yan (2019).







Basic parameters for the elliptic curve ElGamal public key cryptosystem (adapted from Hoffstein et al., 2008; Koç, Özdemir, & Ödemiş Özger, 2021):


	p: A large prime number (chosen by Alice or Bob or a trusted third party)


	E(Fp): Elliptic curve over the finite field Fp (chosen by Alice or Bob or a trusted third party)


	P∈E(Fp) of order n (chosen by Alice or Bob or a trusted third party)


	a: Private (secret) integer of Alice satisfying 1≤a≤n-1


	r: Integer ephemeral key satisfying 1≤r≤n-1 (chosen by Bob)


	M=xM,yM∈EFp: Plaintext (chosen by Bob)


	(C1,C2): Ciphertext




Notice the similarities between the elliptic curve ElGamal public key cryptosystem and the basic ElGamal public key cryptosystem. Note also that in the elliptic curve ElGamal public key cryptosystem, the exponentiation is replaced with the multiplication, and the multiplication is replaced with the addition, that is, c1≡gr mod p in the basic ElGamal public key cryptosystem is replaced with C1=rP in EFp in the elliptic curve ElGamal public key cryptosystem, and c2≡m·Ar mod p in the basic ElGamal public key cryptosystem is replaced with C2=M+rPa in EFp in the elliptic curve ElGamal public key cryptosystem.


Example 3.7

We consider p=409, EF409:y2=x3+253x+400, and P=(0, 20) as in Example 3.6. Then the steps of the elliptic curve ElGamal public key cryptosystem will be as given in Table 3.22.


Table 3.22 Example for the elliptic curve ElGamal public key cryptosystem


	
	Alice

	Bob






	Public:

	- Chooses a=41.

	 



	P=0, 20

	- Computes

	 



	 
	Pa=410, 20

	 



	 
	=(257, 393) in EF409.

	 



	 
	- Sends Pa=(257, 393) to Bob.

	 



	Encryption

	 
	- Chooses M=(23, 18) in EF409.




	 
	 
	- Chooses (randomly) r=85.




	 
	 
	- Computes




	 
	 
	C1=850, 20=(392, 100) in EF409.




	 
	 
	- Computes




	 
	 
	C2=23, 18+85257, 393




	 
	 
	=23, 18+380, 24




	 
	 
	=(245, 102) in EF409.




	 
	 
	- Sends C1,C2 to Alice.




	Decryption

	- Computes

	 



	 
	245, 102-41392, 100

	 



	 
	=245, 102-380, 24

	 



	 
	=245, 102+380, -24

	 



	 
	=23, 18=M in EF409.

	 






Note that the calculations of 410, 20=(257, 393), 850, 20=(392, 100), and 85257, 393=(380, 24) in EF409 have already been made in Example 3.6. The calculations of 23, 18+380, 24=(245, 102) and (245, 102)+ (380, −24)=(23, 18) in EF409 can also be made analogously by using the “elliptic curve addition algorithm” provided in Section 1.7.3 of Chapter 1.



3.3.4 Elliptic curve DSA (ECDSA)

The ECDSA is the elliptic curve counterpart of the DSA. ECDSA was developed by the American National Standard for Financial Services. Table 3.23 provides the basic steps for the ECDSA after the basic parameters for the ECDSA (see American National Standard for Financial Services (2020) for the latest version).


Table 3.23 ECDSA 


	
	Samantha

	Victor






	Private: s

	- Chooses s.

	 



	Public: p,EFp,P,V

	- Computes V=sP in E(Fp).

	 



	 
	- Sends V to Victor.

	 



	Signing

	- Chooses D.

	 



	Private: r

	- Chooses (randomly) r.

	 



	 
	- Computes rP=x1,y1 in E(Fp).

	 



	 
	- Computes x1≡S1 (mod q).

	 



	 
	- Computes

	 



	 
	S2≡(D+s·S1)·r-1(mod q).

	 



	Public: D,Dsig=S1,S2

	- Sends D and Dsig=S1,S2 to Victor.

	 



	Verification

	 
	- Computes




	 
	 
	V1≡D·S2-1 mod q and




	 
	 
	V2≡S1·S2-1 (mod q).

- Computes




	 
	 
	V1P+V2V=x2,y2 in E(Fp).




	 
	 
	- Verifies




	 
	 
	x2≡S1 (mod q).






	Source: Adapted from Hoffstein et al. (2008), Liao & Shen (2006), and Vanstone (1992).







Basic parameters for the ECDSA (adapted from Hoffstein et al., 2008; Liao & Shen, 2006; Vanstone, 1992):


	p,q: Large prime numbers (chosen by Samantha or Victor or a trusted third party)


	E(Fp): Elliptic curve over the finite field Fp (chosen by Samantha or Victor or a trusted third party)


	P∈E(Fp): A point with large prime order q (chosen by Samantha or Victor or a trusted third party)


	D: Digital document of Samantha satisfying 1≤D≤q-1


	s: Private signing key of Samantha satisfying 1<s≤q-1


	V: Public verification key to be used by Victor


	r: Integer ephemeral key satisfying 1≤r≤q-1 (chosen by Samantha)


	Dsig=S1,S2: Digital signature of the digital document D signed by Samantha




Note very high similarity between the DSA and the ECDSA.


Example 3.8

We consider p=1777, EF1777:y2=x3+253x+400, and q=223. We assume P=(179, 76) is chosen which has a prime order 223. Then the steps of the ECDSA will be as given in Table 3.24.



Table 3.24 An example for the ECDSA 


	
	Samantha

	Victor






	Public: P=(179, 76)

	- Chooses s=91.

	 



	 
	- Computes

	 



	 
	V=91179, 76=(1652, 1235) in EF1777.

	 



	 
	- Sends V to Victor.

	 



	Signing

	- Chooses D=129.

	 



	 
	- Chooses (randomly) r=201.

	 



	 
	- Computes

	 



	 
	201179, 76=917, 1536=(x1,y1) in EF1777.

	 



	 
	- Computes

	 



	 
	x1=917≡25=S1 (mod 223).

	 



	 
	- Computes

	 



	 
	S2≡(129+91·25)·201−1≡174·152≡134 (mod 223).

	 



	 
	- Sends D=129 and Dsig=S1,S2=(25, 134) to Victor.


	 



	Verification

	 
	- Computes




	 
	 
	V1≡129·134-1≡129·5≡199 (mod 223) and




	 
	 
	V2≡25·134-1≡25·5≡125 (mod 223).

- Computes




	 
	 
	199(179, 76)+125(1652, 1235)=161, 629+427, 1019=917, 1536 in EF1777.




	 
	 
	- Verifies




	 
	 
	917≡25=S1 (mod 223).








3.3.5 Cryptanalysis of the elliptic curve Diffie-Hellman key exchange, elliptic curve ElGamal public key cryptosystem, and ECDSA

According to Yan (2019), there is no “efficient classical attack” against the ECDLP and ECDLP-based cryptography. However, the ECDLP and ECDLP-based cryptography are vulnerable to quantum attacks (Yan, 2019).


3.3.5.1 Cryptanalysis of the elliptic curve Diffie-Hellman key exchange and elliptic curve Elgamal public key cryptosystem

There have been some attacks and cryptanalysis approaches against the elliptic curve Diffie-Hellman key exchange and elliptic curve ElGamal public key cryptosystem. In this section, we provide the basic contributions of some selected approaches.

Boneh and Shparlinski (2001) showed that predicting the least significant bit (LSB) (rightmost bit) of the elliptic curve Diffie-Hellman secret key is as hard as discovering the entire secret key. Jao, Jetchev, and Venkatesan (2007) studied the security of the elliptic curve Diffie-Hellman key exchange in the presence of oracles that provided partial information on the value of the common secret key abP. Yan (2013) provided the quantum attacks on the ECDLP-based cryptosystems. The Eicher-Opoku's quantum attack on the ECDLP, Proos-Zalka's quantum attack on the ECDLP, and Eicher-Opoku's quantum attack on the elliptic curve Massey-Omura cryptosystem are some of these quantum attacks, which also hold for the elliptic curve ElGamal public key cryptosystem. Jacobson, Koblitz, and Silverman (2000) analyzed the so-called Xedni calculus attack proposed by Silverman (2000), which can also be applied against the elliptic curve ElGamal public key cryptosystem (see the respective references for more details).



3.3.5.2 Cryptanalysis of the ECDSA

There have also been some attacks and cryptanalysis approaches against the ECDSA. In this section, we provide the selected contributions of some selected references.

Johnson et al. (2001) classified the possible attacks on the ECDSA as attacks on the ECDLP, attacks on the hash function, and other attacks. Some selected attacks on the ECDLP are by using the Pohlig-Hellman algorithm, Pollard's rho algorithm, and Xedni calculus attacks. The attacks on the hash function differ according to whether the hash function has the preimage resistance/collision resistance or not. Some selected other attacks are related to the repeated use of some document-related secret parameters such as the ephemeral key, and implementation attacks. Nguyen and Shparlinski (2003) extended the approach of Nguyen and Shparlinski (2002) for the DSA to study the insecurity of the ECDSA with partially known nonces. For the details of the attack, see Nguyen and Shparlinski (2003).

Vaudenay (2003) proposed the signature manipulation in the ECDSA by replacing r with -r and replacing S2 with -S2. Finally, the signature (S1,S2) will be replaced with (S1,-S2), which will still be valid. As provided in Vaudenay (2003), it is possible to recover the private signing key s as s=-D1+D22S1 (mod q) by assuming that a valid signature can be created for two different documents D1,D2 simultaneously, where the hashed documents can also be considered (Stern, Pointcheval, Malone-Lee, & Smart, 2002). According to Vaudenay (2003), the “Bleichenbacher attack against the pseudorandom generator” for the random ephemeral key r and “restart attack” applied for the DSA can also be applied analogously for the ECDSA (see details in Vaudenay (2003)).





3.4 BASIC ALGORITHMS FOR THE SOLUTION OF THE DLP AND ECDLP

Note that the security of the algorithms provided in this chapter is basically based on the hardness of the DLP or ECDLP. The solution of the DLP or ECDLP enables the attacker to recover the private decryption (signing) key in the DLP or ECDLP-related public key cryptosystems and digital signature algorithms. Some basic algorithms have been proposed for the solution of the DLP and ECDLP, which will be explained in this section.


3.4.1 Shanks’ baby-step giant-step algorithm for the basic DLP and ECDLP

The Shanks’ baby-step giant-step algorithm has been defined for any groups, not just for the finite fields (Hoffstein et al., 2008). We consider the basic DLP (Version 3) in Table 3.1 defined for the groups and assume the order of g, which is N≥2 to be known. The original baby-step giant-step algorithm is available in Shanks (1969). The steps of the Shanks’ baby-step giant-step algorithm are provided in Table 3.25.


Table 3.25 Shanks’ baby-step giant-step algorithm for the DLP 


	Steps

	Shanks’ baby-step giant-step algorithm






	Step 1: We compute

	n=1+N, where N is the greatest integer less than or equal to N.




	Step 2: We prepare two lists

	List 1




	 
	e, g, g2,g3,…,gi,…, gn




	 
	List 2




	 
	h, h·g-n, h·g-2n,h·g-3n,…,h·g-jn,…, h·g-n2




	Step 3a

	If for any j*, we can find h·g-j*n=1 from List 2, then x*=j*n is the solution.




	Step 3b

	If Step 3a does not hold, we find at most two collisions from List 1 and List 2, that is, we find




	 
	gi1*=h·g-j1*n




	 
	gi2*=h·g-j2*n.




	 
	We also determine




	 
	j*=min⁡(j1*,j2*)




	 
	i*=i1* if j1*=min⁡(j1*,j2*)i2* if j2*=min⁡(j1*,j2*)




	 
	Finally, x*=i*+j*n is the solution.






	Source: Adapted from Buchmann (2004), Coron, Lefranc, & Poupard (2005), and Hoffstein et al. (2008).







The multiplication by g in List 1 of Table 3.25 is a baby step, whereas the multiplication by g-n in List 2 is a giant step.


Example 3.1 (revisited 1)

We reconsider the DLP 2x≡270 (mod 347), x=? This time, we would like to find x by using the Shanks’ baby-step giant-step algorithm. We should first find the order of 2 modulo 347, that is, the smallest integer N that satisfies 2N≡1 (mod 347). We find N=346 and consider the steps in Table 3.26 for the solution of the DLP. Note that this example is an application of the Shanks’ baby-step giant-step algorithm in finite field.


Table 3.26 An example for the Shanks’ baby-step giant-step algorithm 


	Steps

	Shanks’ baby-step giant-step algorithm






	Step 1

	n=1+346=1+18.601=1+18=19.




	Step 2

	List 1




	 
	1, 2, 22,23,…, 219 (mod 347)




	 
	List 2




	 
	270, 270·2-19, 270·2-2·19,270·2-3·19,…, 270·2-192(mod 347),

where 2-19≡335 (mod 347).




	Step 3a

	For any j*, we cannot find 270·2-j*19≡1 (mod 347).




	Step 3b

	We find only one collision:




	 
	24≡16 (mod 347) from List 1




	 
	270·2-2·19≡270·3352≡16 (mod 347) from List 2.




	 
	Finally, 24=270·2-2·19 and x=4+2·19=42 is the solution.







Coron et al. (2005) considered also the case of the unknown order of g for the Shanks’ baby-step giant-step algorithm.

The Shanks’ baby-step giant-step algorithm proposed for the solution of the DLP has also been adapted to the solution of the ECDLP.


3.4.1.1 Shanks’ baby-step giant-step algorithm for the ECDLP

Recall the definition of the ECDLP from Section 3.3.1. The steps of the Shanks’ baby-step giant-step algorithm for the ECDLP are given in Table 3.27.


Table 3.27 Shanks’ baby-step giant-step algorithm for the ECDLP 


	
	Shanks’ baby-step giant-step algorithm for the ECDLP






	Step 1: Compute

	m=p, where p is the greatest integer less than or equal to p.




	Step 2: Prepare two lists

	List 1




	 
	iP 1≤i≤m in EFp




	 
	List 2




	 
	Q-jmP 1≤j≤m-1 in EFp




	Step 3a

	If for any j*, we can find Q-j*mP=0 from List 2, then the solution will be l=j*m.




	Step 3b

	If Step 3a does not hold, we find at least one collision from List 1 and List 2, that is, we find




	 
	i*P=Q-j*mP in EFp.




	 
	Finally, the solution will be l=i*+j*m.






	Source: Adapted from Yan (2013).










3.4.2 Pohlig-Hellman algorithm for the basic DLP

The Pohlig-Hellman algorithm is also defined for any groups, not only for the finite fields (Hoffstein et al., 2008). The original algorithm is available in Pohlig and Hellman (1978). We reconsider the basic DLP (Version 3) in Table 3.1 defined for the groups and assume again that the order of g, which is N≥2 to be known as in Section 3.4.1. Table 3.28 provides the basic steps of the Pohlig-Hellman algorithm.


Table 3.28 Pohlig-Hellman algorithm 


	Steps

	Pohlig-Hellman algorithm






	Step 1: We factor N into prime numbers.

	N=p1e1·p2e2⋯piei⋯prer




	Step 2: We prepare two equation types for each 1≤i≤r.

	Equation type 1gi=gN/piei

	Equation type 2 hi=hN/piei




	Step 3: We find yi for each 1≤i≤r.

	giyi=hi




	Step 4: We find simultaneous solution of the congruences to find the solution of the DLP.

	x≡yi mod piei for 1≤i≤r






	Source: Adapted from Buchmann (2004) and Hoffstein et al. (2008).







Note that it is assumed that there is an efficient algorithm to solve the equations in Steps in Table 3.8. It is clear that the simultaneous solution of x≡yi mod piei for 1≤i≤r can be accomplished by using the CRT provided in Section 1.2.4 of Chapter 1. The Pohlig-Hellman algorithm tells us that if N is a product of powers of small prime numbers, then the DLP can be solved efficiently (Hoffstein et al., 2008).


Example 3.1 (revisited 2)

Recall the DLP 2x≡270 (mod 347) and N=346 as the order of 2 modulo 347 from Example 3.1 (revisited 1). Then we consider the solution steps in Table 3.29 by using the Pohlig-Hellman algorithm.



Table 3.29 An example for the Pohlig-Hellman algorithm


	Steps

	Pohlig-Hellman algorithm






	Step 1: We factor N=346 into prime numbers.

	346=2·173




	Step 2: We prepare two equation types for each 1≤i≤2.

	Equation type 1 g1=2346/2=2173≡346 (mod 347)

	Equation type 2 h1=270346/2=270173≡1 (mod 347)




	 
	g2=2346/173=22 ≡4 (mod 347)

	h2=270346/173=2702≡30 (mod 347)




	Step 3: We find yi for each 1≤i≤2.

	346y1≡1 mod 347, y1=0, 2

4y2≡30 mod 347 y2=42




	Step 4: We find simultaneous solution of the congruences to find x.

	x≡0 mod 2

x≡42 mod 173




	 
	Finally, x=42 is the solution.






Note that Example 3.1 (revisited 2) is an application of the Pohlig-Hellman algorithm in finite field. The simultaneous solution to the congruences in Step 4 of Table 3.29 is straightforward. However, it could also be found by considering the approach provided in Section 1.2.4 of Chapter 1 as follows: M1=173,M2=2, and 173N1≡1 (mod 2), 2N2≡1 (mod 173) hold, where N1=1,N2=87 can be found. Finally, we compute x=0·1·173+42·87·2≡42 (mod 346).



3.4.3 Index calculus method for the basic DLP

The index calculus method is defined for the finite field Fp (Hoffstein et al., 2008). We can consider either the basic DLP (Version 1) or the basic DLP (Version 2) provided in Table 3.1. In Table 3.30, the basic steps of the index calculus method are provided.


Table 3.30 Index calculus method 


	Steps

	Index calculus method






	Step 1

	We choose a positive integer B.




	Step 2

	We solve gy=l mod p for all prime numbers l≤B, that is, we find logg(l) mod p for each prime l≤B.




	Step 3

	We calculate h·g-k(mod p) for k=1, 2, … until we find a B-smooth number h·g-k* (mod p), and factor it into prime numbers as h·g-k*mod p=∏l≤Blel .




	Step 4: We combine Step 2 and Step 3 to find the solution.

	loggh≡k*+∑l≤Bel·loggl mod(p-1)≡x






	Source: Adapted from Hoffstein et al. (2008).






Recall from Section 1.6.2 of Chapter 1 that B-smooth number is an integer number whose prime factors are less than or equal to B. Note also that “mod p” in Step 3 of Table 3.30 reduces to “mod (p-1)” in Step 4 due to the reason provided in Equation (3.1).


Example 3.1 (revisited 3)

This time, we would like to solve the DLP 2x≡270 (mod 347) by using the index calculus method.


	Step 1 and Step 2: We assume that we choose B=10; thus, we should solve for all prime numbers l≤10, 2y≡l (mod 347), which means that we solve the following DLPs:

2y≡2 (mod 347) from which y=log22≡1 (mod 347) is ob-tained.

2y≡3 (mod 347) from which y=log23≡152 (mod 347) is ob-tained.

2y≡5 (mod 347) from which y=log25≡277 (mod 347) is obtained.

2y≡7 (mod 347) from which y=log27≡289 (mod 347) is obtained.


	Step 3: 270·2-1≡ 270·174≡135 (mod 347), where 135=33·5 is a 10-smooth number. Thus, we stop at k*=1.


	Step 4 (Combination of Step 2 and Step 3): log2(270)≡1+3·log2(3)+1·log2(5) (mod 346)= 1+3·152+1·277=734≡42 (mod 346).








3.5 CONCLUSIONS

This chapter was related to the DLP, ECDLP, and the related public key cryptosystems and digital signature algorithms. The Diffie-Hellman key exchange, ElGamal public key cryptosystem, ElGamal digital signature algorithm, and DSA were presented by considering the basic forms and elliptic curve analogs. The illustrative examples and some selected basic cryptanalysis approaches were also provided for these algorithms. Since the security of the DLP and ECDLP-related public key cryptosystems and digital signature algorithms depends basically on the hardness of the solution of the DLP and ECDLP, some selected basic algorithms to be used for the solution of the DLP and ECDLP were also given in the last section of the chapter. In this last section, a simple example that was solved by considering the trial-and-error method at the beginning of the chapter was revisited for the comparison of the algorithms. As mentioned in Chapters 1 and 2, it should be emphasized that the examples in this chapter are rather simple, and in real-life cryptographic applications, actually much larger values should be considered. The DLP- and ECDLP-related cryptographic algorithms have various real-life applications, including the application of the Diffie-Hellman key exchange for authentication in wireless mesh networks, wireless sensor networks, virtual private networks, openSSL, and the use of the DSA in virtual private networks, databases, and openSSL (see Chen, Blasco, & Kupwade Patil, 2019; Easttom, 2021, 2022; Roy & Khan, 2021; Xu, Thakur, Kamruzzaman, & Ali, 2021). Moreover, digital signature algorithms are used in blockchain technology, particularly ECDSA is the current digital signature algorithm used in Bitcoin transactions (Tanwar, 2022). More generally, elliptic curve cryptography is used in different applications such as wireless sensor networks, openSSL, and Financial Technology (Fin-Tech) including e-payment security (see Easttom, 2022; Khajuria & Tange, 2009; Othman, Trad, Alzaid, & Youssef, 2013; Thakur & Sharma, 2023; Vincent, Folorunso, & Akinde, 2010).
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4.1 INTRODUCTION

This chapter is devoted to the Rivest, Shamir, Adleman (RSA) public key cryptosystem, RSA digital signature algorithm, and integer factorization. The RSA public key cryptosystem is the first public key cryptosystem, and its security basically depends on the hardness of factoring a large integer number into two prime numbers. In Section 4.2, the RSA public key cryptosystem and RSA digital signature, which were introduced in the same paper, are provided. Regarding the RSA public key cryptosystem, RSA-Chinese Remainder Theorem (CRT), which is proposed to be used to speed up the decryption process, and multi-factor RSA including multi-prime RSA and multi-power RSA as the variations of the RSA public key cryptosystem are also presented in Section 4.2.1. The RSA digital signature algorithm given in Section 4.2.2 is directly analogous to the RSA public key cryptosystem. Regarding the RSA digital signature algorithm, the RSA-CRT digital signature algorithm and blind RSA digital signature are also provided as the variations of the RSA digital signature algorithm. If an attacker can factor the large modulus into two prime numbers, then (s)he can recover the private decryption key and plaintext. However, there are several other possible attacks against the RSA public key cryptosystem and RSA digital signature algorithm. Some of these attacks are explained briefly in Section 4.3, including the attacks due to the low public encryption key, Wiener's attack, Boneh-Durfee attack and May's attack, homomorphic attack, chosen ciphertext attack of Davida and chosen ciphertext attack of Bleichenbacher, and implementation attacks.

Since the basic security issue in RSA is related to factoring the large modulus into two prime numbers, Section 4.4 is devoted to the basic approaches and algorithms for factoring an integer number into two prime numbers. We first consider the basic classification of the approaches as (1) Trial division, (2) Factorization via difference of squares, and (3) Faster algorithms. We first provide the simplest approach “trial division” in Section 4.4.1 very briefly. Afterward, we provide “factorization via difference of squares” in Section 4.4.2, and “three-step factorization procedure” in Section 4.4.3 that is developed based on “factorization via difference of squares”. As faster algorithms, continued fraction factorization algorithm (CFRAC), quadratic sieve (QS), and the number field sieve (NFS) are explained briefly in Section 4.4.4. CFRAC is related to “three-step factorization procedure”, while QS is also based on CFRAC. On the other hand, NFS is much faster algorithm which considers polynomials and ring homomorphism. In addition to the basic classification for factoring a large integer number into two prime numbers, there are additional approaches proposed in the literature. The basic steps of Pollard's p-1 factorization algorithm, Lenstra's elliptic curve factorization algorithm, and Pollard's ρ (rho) algorithm are explained in Sections 4.4.5, 4.4.6, and 4.4.7, respectively, while the basic idea of the Shor's algorithm is given in Section 4.4.8. The RSA public key cryptosystem, RSA digital signature algorithm, and almost all integer factorization methods presented in this chapter are illustrated with examples to show their practicality.



4.2 RSA PUBLIC KEY CRYPTOSYSTEM AND RSA DIGITAL SIGNATURE ALGORITHM


4.2.1 RSA public key cryptosystem

RSA is the first public key cryptosystem developed by Ron Rivest, Adi Shamir, and Leonard Adleman in 1978, and its security is based on the hardness of integer factoring. After the basic parameters of the RSA public key cryptosystem, Table 4.1 provides the basic steps of the RSA public key cryptosystem.


Table 4.1 RSA public key cryptosystem 


	
	Alice

	Bob






	Private: p,q

	- Chooses p,q.

	 



	Public: N, e

	- Computes N=p·q.

	 



	 
	- Chooses e satisfying

	 



	 
	gcde, p-1·q-1=1.

	 



	 
	- Sends N and e to Bob.

	 



	Encryption

	 
	- Chooses m.




	Private: m

	 
	- Computes c≡me(mod N).




	Public: c

	 
	- Sends c to Alice.




	Decryption

Private: d

	- Computes d satisfying d·e≡1 (mod p-1·q-1).

	 



	 
	- Computes cd≡m (mod N).

	 





	Source: Adapted from Hoffstein et al. (2008) and Rivest et al. (1978).







Basic parameters of the RSA public key cryptosystem (adapted from Hoffstein, Pipher, & Silverman, 2008; Rivest, Shamir, & Adleman, 1978):


	p,q: Large prime numbers (chosen by Alice)


	N: Large integer number with about 200 digits long satisfying N=p·q (computed by Alice and sent to Bob by Alice)


	m: Plaintext satisfying 0<m≤N-1 (chosen by Bob)


	e: Public encryption key (exponent) of Bob


	d: Private decryption key (exponent) of Alice


	c: Ciphertext




The function c≡me(mod N) is called the “RSA function”, where two nominal values for the public encryption key (exponent) are e=3 and e=65537 (Boneh & Shacham, 2002; Rivest & Kaliski, 2011). Note that the “RSA function” has a multiplicative structure, which means that for the same modulus N and the same public encryption key e, it is possible to construct the ciphertext of m1·m2 from the ciphertexts of two plaintexts m1 and m2; that is, it is easy to generate m1·m2emod N=m1e·m2e mod N≡c1·c2, where c1≡m1e(mod N) and c2≡m2emod N.

The RSA public key cryptosystem is based on the hardness of factoring a large integer number N into two prime numbers p and q. If Eve can factor N into the prime numbers p and q, then she can calculate the private decryption key (exponent) d of Alice, and recover the plaintext m.

Note from Table 4.1 that Alice considers the congruence e·d≡1 mod (p-1·q-1) to determine the decryption key (exponent) d, where e is public, but d,p,q are private. Since N=p·q is known publicly and since p-1·q-1=pq-p-q+1=N-p+q+1 holds, it is actually sufficient for Eve to know only p+q to recover d (Hoffstein et al., 2008).

In the following section, a version of the RSA public cryptosystem, which is RSA-CRT, will be explained.


4.2.1.1 RSA-CRT

Instead of the decryption step given in Table 4.1, we can use the so-called RSA-CRT to speed up the decryption process with the steps given in Equations (4.1)–(4.6) (adapted from Quisquater & Couvreur, 1982):

d≡dp mod p-1(4.1)

d≡dq (mod q-1)(4.2)

cdp≡mp (mod p)(4.3)

cdq≡mq (mod q)(4.4)

Finally, by using the CRT, m can be recovered from the solution of the congruences (4.5) and (4.6):

m≡mp (mod p)(4.5)

m≡mq (mod q)(4.6)


Example 4.1

We assume that Alice chooses p=347,q=653 as two private prime numbers, and Bob chooses m=200821 as the plaintext. Table 4.2 illustrates the basic steps of the RSA public key cryptosystem for this simple example.


Table 4.2 An example for the RSA public key cryptosystem


	
	Alice

	Bob






	 
	- Chooses p=347,q=653.

	 



	 
	- Computes N=p·q=347·653=226591.

	 



	 
	- Chooses e satisfying

	 



	 
	gcde, 346·652=gcde, 225592=1 as e=213743.

	 



	 
	- Sends N=226591 and e=213743 to Bob.

	 



	Encryption

	 
	- Chooses m=200821.




	 
	 
	- Computes c≡200821213743≡189967 (mod 226591).




	 
	 
	- Sends c=189967 to Alice.




	Decryption

	- Computes d satisfying d·213743≡1 (mod 225592) as d=103743.

	 



	 
	- Computes 189967103743≡200821=m (mod 226591).

	 






We can also consider the RSA-CRT for the decryption step in Example 4.1. First we adapt the Equations (4.1)–(4.4) as follows:

103743≡289 (mod 346)

103743≡75 (mod 652)

189967289≡255 (mod 347)

18996775≡350 (mod 653)

Finally, we obtain the following two linear congruences to find m by adapting Equations (4.5) and (4.6):

m≡255 (mod 347)

m≡350 (mod 653)

The solution for m can be found by considering the approach given in Section 1.2.4 of Chapter 1. Finally, we recover the plaintext as follows:

m=255·110·653+350·446·347≡200821 (mod 226591)

As mentioned previously, the RSA-CRT can be used to speed up the decryption process in RSA; however, it is not the unique approach for speeding up the decryption process in RSA. There are also three variants of the RSA to be used for speeding up the decryption process, which are “batch RSA”, “multi-factor RSA”, and “rebalanced RSA” (Boneh & Shacham, 2002). In this section, the “multi-factor RSA” will be explained very briefly.



4.2.1.2 Multi-factor RSA

A multi-factor RSA public key cryptosystem can be either “multi-prime RSA” or “multi-power RSA”, which will be explained next (Boneh & Shacham, 2002).


4.2.1.2.1 Multi-prime RSA

The “multi-prime RSA” was proposed by Collins, Hopkins, Langford, and Sabin (1997) in a US patent (Boneh & Shacham, 2002). In this section, we will provide the details of the multi-prime RSA in Table 4.3 as presented by Boneh and Shacham (2002).


Table 4.3 Multi-prime RSA algorithm 


	
	Alice

	Bob






	Private: p1,p2⋯pb

	- Chooses p1,p2⋯pb.

	 



	 
	- Computes N=p1·p2·⋯·pb.

	 



	Public: N,e

	- Chooses e that satisfies

	 



	 
	gcde,p1-1·(p2-1)·⋯·(pb-1)=1.

	 



	 
	- Sends N and e to Bob.

	 



	Encryption

	 
	- Chooses m.




	 
	 
	- Computes




	 
	 
	c≡me(mod N).




	 
	 
	- Sends c to Alice.




	Decryption

	- Computes d satisfying

	 



	 
	d·e≡1 mod (p1-1·(p2-1)·⋯·(pb-1)).

	 



	 
	- Determines ≡di (mod (pi-1)) 1≤i≤b.

	 



	 
	- Computes cdi≡mi mod pi 1≤i≤b.

	 



	 
	- Computes m≡mi (mod pi) 1≤i≤b by using the CRT.

	 





	Source: Adapted from Boneh and Shacham (2002).







Basic parameters of the multi-prime RSA (adapted from Boneh & Shacham, 2002)


	b: Number of the prime factors, b>2 (chosen by Alice)


	p1,p2⋯pb: Large distinct prime numbers with n/b-bits long, where n is the security parameter (chosen by Alice)


	N: Large integer number satisfying N=p1·p2·⋯·pb (computed by Alice and sent to Bob by Alice)


	m: Plaintext satisfying 0<m≤N-1 (chosen by Bob)


	e: Public encryption key (exponent) of Bob


	d: Private decryption key (exponent) of Alice


	c: Ciphertext




As clear from Table 4.3, CRT is used during the decryption process in multi-prime RSA as in the RSA-CRT.



4.2.1.2.2 Multi-power RSA

In a multi-power RSA, N can be defined as N=pb-1·q, where b∈Z+, b≥3 hold, and p,q are the distinct prime numbers with n/b-bit long, where n is again the security parameter (Boneh & Shacham, 2002; Takagi & Naito, 1999). In a special case of the multi-power RSA, N=p2·q can be considered.





4.2.2 RSA digital signature algorithm

The RSA digital signature algorithm has been presented in the same paper in which the RSA public key cryptosystem was introduced. After the basic parameters for the RSA digital signature algorithm, Table 4.4 provides the basic steps of the RSA digital signature algorithm.


Table 4.4 RSA digital signature algorithm 


	
	Samantha

	Victor






	Private: p,q

	- Chooses p,q.

	 



	Public: N,v

	- Computes N=p·q.

	 



	 
	- Chooses v satisfying

	 



	 
	gcd⁡v,p-1·q-1=1.

	 



	 
	- Sends N and v to Victor.

	 



	Signing

	- Chooses D.

	 



	Private: s

	- Determines s satisfying

	 



	Public: D,Dsig=S

	s·v≡1 (mod p-1·q-1).

	 



	 
	- Computes S≡Ds (mod N).

	 



	 
	- Sends D and Dsig=S to Victor.

	 



	Verification

	 
	- Computes and verifies




	 
	 
	Sv≡D (mod N).






	Source: Adapted from Buchmann (2004), Hoffstein et al. (2008), and Rivest et al. (1978).







Basic parameters for the RSA digital signature algorithm (adapted from Buchmann, 2004; Hoffstein et al., 2008):


	p,q: Large prime numbers (chosen by Samantha)


	N: Integer number satisfying N=p·q (computed by Samantha and sent to Victor by Samantha)


	D: Digital document of Samantha satisfying 1<D≤N-1 (according to Buchmann (2004), 0≤D≤N-1)


	v: Public verification key (exponent) to be used by Victor satisfying 1<v<(p-1)·(q-1)


	s: Private signing key (exponent) of Samantha satisfying 1<s<(p-1)·(q-1)


	Dsig=S: Digital signature of the digital document D signed by Samantha




As in the other digital signature algorithms presented in Chapter 3, instead of D, the hash function h(D) can also be considered during signing and verification. As in the RSA public key cryptosystem, Eve must find p,q (or simply p+q) to recover the private signing key s of Samantha. Very high similarity between the steps of the RSA public key cryptosystem and the RSA digital signature algorithm is evident as provided in Table 4.5.


Table 4.5 Comparison of the RSA public key cryptosystem and RSA digital signature algorithm


	RSA public key cryptosystem

	RSA digital signature algorithm






	gcde, p-1·q-1=1

	gcd⁡v,p-1·q-1=1




	e: Public encryption key

	v: Public verification key




	d·e≡1 mod (p-1·q-1)

	s·v≡1 (mod p-1·q-1)




	d: Private decryption key

	s: Private signing key




	c≡me(mod N)

	S≡Ds (mod N)




	m: Plaintext, c: Ciphertext

	D: Digital document, S: Digital signature of D




	cd≡m (mod N)

	Sv≡D (mod N)







Example 4.2:

We consider the values p=59, q=29, and D=9 for the RSA digital signature algorithm. Then the steps in Table 4.6 will follow.


Table 4.6 An example for the RSA digital signature algorithm


	
	Samantha

	Victor






	 
	- Chooses p=59, q=29.

	 



	 
	- Computes N=59·29=1711.

	 



	 
	- Chooses v=729 since 729 satisfies gcd⁡729, 58·28=gcd⁡729, 1624=1.

	 



	 
	- Sends N=1711 and v=729 to Victor.

	 



	Signing

	- Chooses D=9.

	 



	 
	- Determines s=225 since 225·729≡1 mod 1624 is satisfied.

	 



	 
	- Computes S≡9225≡1169 (mod 1711).

	 



	 
	- Sends D=9 and S=1169 to Victor.

	 



	Verification

	 
	- Computes and verifies




	 
	 
	1169729≡9=D (mod 1711).







As in the public key cryptosystems and digital signature algorithms provided in Chapter 3, small values are used also in the examples of this chapter for illustration purposes. Actually, the values should be much larger.

ISO 9796 signature standards are a series of standards that specify three digital signature algorithms based on the hardness of integer factoring (ISO, 2024; Tibouchi, 2011). In these standards, μD is used as the “encoding function” instead of D which helps to avoid the so-called “homomorphic attacks” to be explained in Section 4.3 briefly (Tibouchi, 2011). ISO/IEC 9796-1 is the first international standard, which was initially published in 1991, while ISO/IEC 9796-2:1997 was published in 1997, which was updated by ISO/IEC 9796-2:2002 that was also updated by ISO/IEC 9796-2:2010 as the “last reviewed and confirmed” standard (ISO, 2024; Tibouchi, 2011).

Analogous to the RSA public key cryptosystem, speeding up the signing process can be a concern. Thus, instead of computing S≡Ds (mod N) as given in Table 4.4, we can use the RSA-CRT digital signature algorithm for signing, which will be provided next.


4.2.2.1 RSA-CRT digital signature algorithm

Note that only the signing step differs in the RSA-CRT digital signature algorithm. Other steps are as provided in Table 4.4. First, we consider the congruences in (4.7) and (4.8) (adapted from Brier, Naccache, Nguyen, & Tibouchi, 2011):

Sp≡Ds (modp-1) (mod p)(4.7)

Sq≡Ds (modq-1) (mod q)(4.8)

Then, by using the CRT, the digital signature S can be computed from the congruences (4.9) and (4.10) (adapted from Brier et al., 2011):

S≡Sp (mod p)(4.9)

S≡Sq (mod q)(4.10)

In congruences (4.7) and (4.8), instead of D, the encoded digital document μD can also be used to increase security.

Blind RSA digital signature algorithm is another variation of the RSA digital signature algorithm, which will be explained next.



4.2.2.2 Blind RSA digital signature algorithm

The blind signatures were generally introduced by David Chaum in 1982 (Chaum, 1983). The basic idea of the blind signatures is that the “sender” (Alice) sends a blinded version D' of the original digital document D to the “signer” (Samantha), the “signer” signs the document D' as S' without knowing D, and finally the “sender” can obtain the digital signature of the original document D as S through S' although the “sender” does not possess the private signing key of the “signer” (Atallah, 1999; Carminati, 2018; Chaum, 1983). Two examples of blinded signatures are the RSA blind digital signature algorithm and blind DSA (Carminati, 2018). The basic parameters for the blind RSA digital signature algorithm will be given, and the basic steps of the algorithm will be provided in Table 4.7.


Table 4.7 Blind RSA digital signature algorithm 


	
	Alice (Sender)

	Samantha (Signer)






	Private: p,q,D,r

	- Chooses v and sends v to Samantha.

	- Chooses p,q.




	Public: N,v

	- Chooses D.

	- Computes N=p·q.




	 
	- Chooses (randomly) r.

	- Sends N to Alice.




	Blinding D as D'

	- Computes D'≡D·rv(mod N).

	 



	Public: D'

	- Sends D' to Samantha.

	 



	Signing D'

	 
	- Chooses s satisfying




	Private: s

	 
	s·v≡1 (mod p-1·q-1).




	Public: S'

	 
	- Computes




	 
	 
	S'≡(D')s≡Ds·r (mod N).




	 
	 
	- Sends S' to Alice.




	Obtaining the digital

	- Computes

	 



	signature for D

	S'·r-1≡Ds=S (mod N).

	 



	Private: S

	 
	 





	Source: Adapted from Hoffstein et al. (2014).







Basic parameters for the blind RSA digital signature algorithm (adapted from Carminati, 2018; Hoffstein, Pipher, & Silverman, 2014):


	p,q: Large prime numbers (chosen by Samantha)


	N: Integer number satisfying N=p·q (computed by Samantha and sent to Alice by Samantha)


	r: Integer ephemeral key satisfying 1≤r≤N-1, gcd⁡N,r=1 (chosen by Alice)


	s: Private signing key (exponent) of Samantha satisfying 1<s<(p-1)(q-1)


	v: Public key for blinding the document and computing the private signing key (chosen by Alice and sent to Samantha by Alice)


	D: Original digital document of Alice satisfying 1<D≤N-1


	D': Blinded digital document (blinded by Alice)


	S: Digital signature of the original digital document D (obtained by Alice)


	S': Digital signature of the blinded digital document D' (signed by Samantha)




Note that the digital document D and the digital signature S of D are private for Alice, whereas the prime numbers p,q, and the signing key s are private for Samantha. Please note also that in Table 4.7, “obtaining the signature for D” is also called the “signature unblinding step” (Carminati, 2018).





4.3 CRYPTANALYSIS OF RSA PUBLIC KEY CRYPTOSYSTEM AND RSA DIGITAL SIGNATURE ALGORITHM

We first provide the definitions of the “RSA problem”, “RSA assumption”, and “strong RSA assumption”, which are the basic concepts regarding the security of the RSA public key cryptosystem.


Definition 4.1 (RSA problem)

Recall from Section 4.2.1 that the function c≡me(mod N) is called the “RSA function”. The “RSA problem” is a problem in which the adversary recovers m from the “RSA function” (adapted from Rivest & Kaliski, 2011).



Definition 4.2 (RSA assumption)

According to the “RSA assumption”, the “RSA problem” provided in Definition 4.1 is hard to solve when N is a sufficiently large random number, and the plaintext m (and the ciphertext c) is a random integer between 0 and N-1 (adapted from Rivest & Kaliski, 2011).



Definition 4.3 (Strong RSA assumption)

It is infeasible to find any pair (m,e) that satisfies c=me (mod N), if the factorization of the integer N into two prime numbers is not accomplished (adapted from Rivest & Kaliski, 2011).


There are several attacks and cryptanalysis approaches proposed for the RSA public key cryptosystem. In this section, some selected approaches will be provided very briefly.


4.3.1 Attacks related to factoring the modulus N

This is the basic attack against the RSA public key cryptosystem. In case of the efficient factoring algorithms, some of which will be provided very basically in Section 4.4, the modulus N can be factored into two prime numbers and the private decryption key can be recovered (Boneh, 1999; Dubey, Ratan, Verma, & Saxena, 2014; Jordan & Liu, 2018).



4.3.2 Attacks due to the low public encryption key

Recall from Section 4.2.1 that two nominal values for the public encryption key are e=3 and e=65537. If e is small (such as e=3) and m is very short, then m can be recovered from the RSA function c≡me(mod N) easily (Boneh, 1999; Coppersmith, Franklin, Patarin, & Reiter, 1996; Dubey et al., 2014; Rivest & Kaliski, 2011).



4.3.3 Wiener's attack, Boneh-Durfee attack, and May's attack

“Wiener's attack” is a very well-known attack against the RSA public key cryptosystem based on the “continued fractions method” to factor N when d is relatively small compared to N, where d<N4/3 and q<p<2q hold (Boneh, 1999; Dubey et al., 2014; Wiener, 1990). The “continued fractions method” is used to find the numerator and denominator of a fraction if a close estimate of the fraction is assumed to be known (Wiener, 1990). One countermeasure proposed by Wiener (1990) is to use a public encryption key e that is much larger than the modulus N (Durfee, 2011). The “Boneh-Durfee attack” proposed for the RSA public key cryptosystem presented in Boneh and Durfee (2000) is a lattice-based attack to recover the private decryption key d from the modulus N and public encryption key e if d<N0.292 holds. May (2002) proposed also lattice-based attacks for the RSA-CRT in case of small dp, dq values and unbalanced prime numbers p and q, where p is much larger than q. In their lattice-based attacks, both Boneh and Durfee (2000) and May (2002) used Coppersmith's technique presented in Coppersmith (1997) for the solution of modular polynomials with two variables. Coppersmith (1997) developed a technique to find “sufficiently small integer” solutions to a polynomial with a single variable modulo N, also to a polynomial with two variables modulo N that can be extended to multiple variables, and as an illustration applied his technique to the RSA public key cryptosystem to show that RSA is vulnerable in case of low public key exponent if there is partial information of the plaintext. For the details of the attacks, please see Boneh and Durfee (2000), Coppersmith (1997), May (2002), and Wiener (1990).



4.3.4 Homomorphic attack

Recall the “multiplicative structure” of the “RSA function” from Section 4.2.1. The homomorphic attack is based on the “multiplicative structure” of the RSA function. It is assumed that the adversary knows c1≡m1e (mod N) and c2≡m2e (mod N). Then the adversary can construct c=c1·c2≡m1e·m2e mod N=m1·m2e mod N=me (mod N) for the message m=m1·m2 very easily due to the “multiplicative structure” of the “RSA function” (Dubey et al., 2014).



4.3.5 Chosen ciphertext attack of Davida and chosen ciphertext attack of Bleichenbacher

Davida also exploited the “multiplicative structure” of the RSA and considered a “chosen ciphertext attack” with the steps as follows (adapted from Davida, 1982; Desmedt & Odlyzko, 1986; Rivest & Kaliski, 2011):


	The adversary considers c≡me(mod N), where (s)he is assumed to know c,e,N. The basic objective of the adversary is to recover the plaintext m.


	(S)he chooses a random integer r.


	(S)he computes c'≡c·re(mod N)


	(S)he considers (c')d≡cd·r≡m·r (mod N)


	(S)he requests a signer with the private signing key d to sign c', since it is assumed that there is a signer who has the same private signing key as the private decryption key d.


	(S)he recovers m from (c')d≡cd·r≡m·r (mod N) since (c')d,r,N are already known by the adversary.




Bleichenbacher (1998) proposed also the “chosen ciphertext attack” against the RSA public key cryptosystem and believed that the basic RSA public key cryptosystem is susceptible to the “chosen ciphertext attack”; thus, he recommended to “pad” a message with random bits. For the details of Bleichenbacher's attack, please see Bleichenbacher (1998).



4.3.6 Implementation attacks

Recall the “implementation attacks” from Section 2.12.1 of Chapter 2. The “implementation attacks” are also applicable for the RSA public key cryptosystem. Specifically, the RSA public key cryptosystem can be vulnerable to the “timing attacks”, “power analysis attacks”, particularly “differential power analysis attacks”, and “fault attacks” (Boneh, 1999; Dubey et al., 2014).

The attacks against the RSA public key cryptosystems are not limited to the abovementioned attacks. Some other attacks against the RSA public key cryptosystem are “Hastad's broadcasting attack”, “Franklin-Reiter's related-message attack”, “cyclic attack”, “short pad attack”, “common modulus attack”, and “partial key exposure attack”, whose details can be found in various references including Boneh, Durfee, and Frankel (1998), Boneh (1999), Coppersmith et al. (1996), Dubey et al. (2014), and Yan (2008). For more details about the cryptanalysis of the RSA and its variants, the interested reader is strongly recommended to read the book by Hinek (2009).

The recent literature regarding the cryptanalysis of the RSA public key cryptosystem is also very rich. We present here just three examples from the literature. Santosh Kumar, Prakash, and Krishna (2024) showed that even if the private decryption key is sufficiently large, the RSA public key cryptosystem can still be vulnerable to attacks if the private decryption key has a special structure. Alquié, Chassé, and Nitaj (2022) proposed the cryptanalysis of the multi-power RSA cryptosystem variant with the modulus N=pr·qs satisfying gcd⁡r,s=1 by using the Coppersmith's method and lattice reduction techniques. Cherkaoui-Semmouni, Nitaj, Susilo, and Tonien (2021) considered four variants of the RSA public key cryptosystem with the modulus N=p·q and with the special form e·d-k·p2-1·q2-1=1 and showed that if e and d share the most significant bits, then the equation e·d-k·p2-1·q2-1=1 can be solved for larger values of d. Please see the respective references for details.

Note that since the RSA public key cryptosystem and RSA digital signature algorithm are very similar as provided in Table 4.5, some attacks proposed for the RSA public key cryptosystem including “attacks related to factoring the modulus N”, “homomorphic attack”, and “fault attacks” can also be applied against the RSA digital signature algorithm (Coron, Joux, Kizhvatov, Naccache, & Paillier, 2009; de Jonge & Chaum, 1986; Seifert, 2005). Additional attacks including “attacks on the right-padded redundancy” and “attacks on the left-padded redundancy” have also been proposed in the literature for forging the RSA digital signature of a digital document (de Jonge & Chaum, 1986). Krämer, Nedospasov, and Seifert (2012) also showed that the RSA blind digital signature algorithm in case of the RSA-CRT is vulnerable against the side-channel attacks, specifically “simple power analysis attacks”.




4.4 BASIC APPROACHES AND ALGORITHMS FOR FACTORING AN INTEGER NUMBER INTO TWO PRIME NUMBERS

The security of the RSA public key cryptosystem and RSA digital signature algorithm is fundamentally based on the hardness of factoring the large modulus into two prime numbers. Some approaches and algorithms have been proposed in the literature for the factorization of an integer number into two prime numbers. These approaches can be classified into (1) Trial division, (2) Factorization via difference of squares, and (3) Faster algorithms. Faster algorithms include the CFRAC, QS, and NFS (Landquist, 2001).


4.4.1 Trial division

Let N be the integer number to be factored. The trial division is the process of checking all the prime numbers p≤B whether they divide N or not, and finding the smallest prime number which divides N. The value B is recommended to be less than 106 (Lenstra, 2011).



4.4.2 Factorization via difference of squares

One of the oldest methods for factoring an integer number into two prime numbers is “factorization via difference of squares” method proposed by Fermat. Let N be the integer number to be factored. Then it can be written as N+b2=a2 from which N=a2-b2=(a+b)(a-b) holds for a,b∈Z satisfying a≠±b (Hoffstein et al., 2008).


Example 4.3

The factorization of N=319 into two prime numbers can be “via difference of squares” by using the “trial-and-error method” with the steps given in Table 4.8.


Table 4.8 An example for the factorization via difference of squares


	Factorization of N= 319






	319+12=320

	320: Not integer




	319+22=323

	323: Not integer




	319+32=328

	328: Not integer




	319+42=335

	335: Not integer




	319+52=344

	344: Not integer




	319+62=355

	355: Not integer




	319+72=368

	368: Not integer




	319+82=383

	383: Not integer




	319+92=400

	400=20 Integer




	319+92=400

319+92=202




	319=202-92=20+920-9=29·11







An alternative approach for the basic “factorization via difference of squares” is to write kN+b2=a2 from which kN=a2-b2=(a+b)(a-b) holds for a,b∈Z satisfying a≠±b, and k∈Z+ (Hoffstein et al., 2008). Hopefully, gcd⁡N,a+b and gcd⁡N,a-b are two nontrivial prime factors of N. Please note that a nontrivial factor is a factor other than 1 or N.


Example 4.4

Let N=253 be the integer number to be factored. We assume that k=3 is chosen. Then after some trials, it can be found that 3·253+52=282 holds. Then we consider 3·253=282-52=28+528-5=33·23. Finally, gcd⁡253, 33=11 and gcd⁡253, 23=23 are two prime factors of 253.




4.4.3 Three-step factorization procedure

Note that kN=a2-b2 is equivalent to a2≡b2 (mod N) for a≢±b (mod N), where a and b should actually be found by using a systematic procedure instead of the “trial-and-error method” as applied in Example 4.4. The three-step factorization procedure with the steps given in Table 4.9 is a basic factorization procedure to find a and b efficiently (Hoffstein et al., 2008).


Table 4.9 Three-step factorization procedure 


	
	Three-step factorization procedure






	Step 1

	- We choose randomly many integers ai, i=1, 2,…,r.




	 
	- We compute bi≡ai2 mod N, i=1, 2,…,r.




	 
	- We choose bi values that have small prime factors. Let B* be the set of the selected bi values that have small prime factors.




	Step 2

	- We choose bi1,bi2,…,bis in B* that satisfy bi1·bi2·⋯·bis≡b2 (mod N).




	 
	- We compute a≡ai1·ai2·…·ais mod N.




	 
	- We obtain a2≡b2 (mod N).




	Step 3

	gcd (N,a-b) and gcd(N,a+b) are two nontrivial prime factors of N with high probability.






	Source: Adapted from Hoffstein et al. (2008).








Example 4.4 (revisited 1)

We reconsider the factorization of N=253 by using the “three-step factorization procedure”.


	Step 1: We choose randomly the integer numbers 8, 10, 12, 13, 25, 32, 44, 48, 84. Next, we calculate

b1≡82≡64=26 (mod 253)

b2≡102≡100=22·52 (mod 253)

b3≡122≡144=24·32 (mod 253)

b4≡132 (mod 253)

b5≡252≡119=7·17 (mod 253)

b6≡322≡12=22·3 (mod 253)

b7≡442≡165=3·5·11 (mod 253)

b8≡482≡27=33 (mod 253)

b9≡842≡225=32·52 (mod 253)

We only consider b1, b2, b3, b6,  b8, b9 since they have small prime factors, thus B*=b1, b2, b3, b6,  b8, b9 will be obtained.


	Step 2: When we consider all the elements in B*, we see that the multiplication gives a perfect square modulo 253, that is

b1·b2·b3·b6·b8·b9=26·22·52·24·32·22·3·33·32·52 ≡27·34·522≡1282=b2 (mod 253)

The multiplication of the corresponding ai values modulo 253 will be a=8·10·12·32·48·84=123863040≡59 (mod 253).

Finally 592≡1282 (mod 253) holds.


	Step 3: As a result, gcd253, 59-128=gcd253,-69=23 and gcd253, 59+128=gcd253, 187=11 are again two prime factors of 253.







4.4.4 Continued fraction factorization algorithm (CFRAC), quadratic sieve (QS), and the number field sieve (NFS)

According to Kaliski (2011), sieving refers to “a process for selecting candidates for further processing among a set of candidates, typically by employing arithmetic progressions to identify candidates to be filtered out”. The QS and the NFS are two faster algorithms based on sieving used for factoring an integer number into two prime numbers. Since the QS has been developed based on the CFRAC, in this section, the CFRAC will be explained first very briefly.


4.4.4.1 CFRAC

Recall again that in the method of “factorization via difference of squares”, N=a2-b2 and kN=a2-b2 are equivalent to a2≡b2 (mod N), where a≢±b (mod N). Recall also the steps of the “three-step factorization procedure” given in Table 4.9. According to Table 4.9, we need to find a list of numbers bi, compute bi≡ai2 mod N,i=1, 2,…,r, and choose bi values that have small prime factors more systematically, which can be accomplished by using the CFRAC. The basic steps of the CFRAC are provided as follows by considering the notations in Wagstaff and Smith (1987):

Basic step 1: Let Qn and An be two sequences that can be found by using the recursion formulae given in Wagstaff and Smith (1987) that satisfy An-12≡-1nQn (mod N), 0<Qn<2N, where N is the integer number to be factored.

Basic step 2: Let S be the set of the selected values of Qn and An from the sequences Qn and An such that ∏n∈SAn=a and ∏n∈S-1nQn=b2 hold, where the factoring of Qn can be made by using the “trial division”. (For details of the systematic trial division algorithm, please see Wagstaff and Smith (1987).)

Finally, as in the “three-step factorization procedure” given in Section 4.4.3, a2≡b2 (mod N) holds, and gcd⁡(N,a-b) and gcd⁡(N,a+b) are two nontrivial prime factors of N with high probability.



4.4.4.2 Quadratic sieve (QS)

The QS is based on the CFRAC, but the factoring of Qn is made by “sieving” not by the “trial division” as in the CFRAC. In this section, instead of Qn given in the CFRAC, we will use QX to consider different polynomials that can be used for the QS. Two basic polynomials as given in (4.11) and (4.12) have been proposed (Wagstaff & Smith, 1987):

X2≡QX mod N(4.11)

(X+N)2≡QX mod N, where QX<2NX+X2(4.12)

Crandall and Pomerance (2001) defined also the general case for the polynomial QX as follows:

Let QX=aX2+2bX+c be defined, where a,b,c are integers, a is square, 0≤b<a, and b2≡N (mod a) holds with b2-ac=N.

Then aQX=(aX)2+2abX+ac=aX+b2-N holds and consequently aX+b2≡aQX (mod N) is the general case for the polynomial.

Please note that for a=1,b=0, we obtain (4.11), and for a=1,b=N, we obtain (4.12).

The basic steps of the QS are provided in Table 4.10.


Table 4.10 Quadratic sieve 


	
	Basic steps of quadratic sieve method for factorization






	Step 1

	- We select a positive number B.




	 
	- We determine the factor base as FB=pi:ith prime number  pi≤B , where p1=2.




	Step 2: Sieving

	- We choose an appropriate positive value M for the sieve array over the interval X∈[-M,M].




	process

	- We choose the polynomial QX.




	 
	- We find the values of QX-N for all X.




	 
	- We do the following steps for each pi∈FB one by one:




	 
	- We solve QX≡N (mod pi) for pi∈FB.




	 
	- We find (at most) two solutions of QX≡N (mod pi) as αpi,βpi, where βpi=pi-αpi. (If there is no solution, then we discard this pi value.)




	 
	- We divide the following array of values by pi∈FB:




	 
	Qαpi-N,Qαpi±pi-N, Qαpi±2pi-N,…




	 
	Qβpi-N,Qβpi±pi-N, Qβpi±2pi-N,…




	Step 3

	- We determine which QX-N values are sieved away to 1.




	Step 4

	- We consider those X values, for which QX-N values are sieved away to 1, which satisfy ∏QX=Y2 as a (perfect) square.




	 
	- Finally, gcd⁡(N,X-Y) is hopefully a nontrivial factor of N.






	Source: Adapted from Buchmann (2004), Hoffstein et al. (2008), Kechlibar (2005), Silverman (1987), and Wagstaff and Smith (1987).







According to Hoffstein et al. (2008), [0,M] or even [M1,M2] for positive values M1,M2 can be considered in Step 2 so that QX-N will be non-negative. We can also consider the prime powers of pi∈FB in Step 2 (Hoffstein et al., 2008; Landquist, 2001). If the first trial does not work in Step 4, we should try for another set of X values that satisfy ∏QX=Y2 until gcd⁡(N,X-Y) is hopefully a nontrivial factor of N.


Example 4.4 (revisited 2)

We reconsider the factorization of N=253 by using the QS method.


	Step 1: We consider B=10, thus FB=2, 3, 5, 7 will be the factor base.


	Step 2: We consider the sieve array over the interval X∈[17, 35] and the polynomial in (4.11). Please note that the reason for starting with the value 17 is that we would like to start with a non-negative X2-253 value. The values of X and X2-253 by considering X∈[17, 35] are given in Table 4.11.





Table 4.11 The values of X and X2-253 for Example 4.4 (revisited 2)


	X

	X2 – 253






	17

	  36




	18

	  71




	19

	108




	20

	147




	21

	188




	22

	231




	23

	276




	24

	323




	25

	372




	26

	423




	27

	476




	28

	531




	29

	588




	30

	647




	31

	708




	32

	771




	33

	836




	34

	903




	35

	972







We start with p1=2 from FB and find X2≡253≡1 (mod 2). There is only one solution for this congruence, which is αp1=1. Then we would divide X2-253 values corresponding to X=1, 3, 5, 7, 9,…,17, 19, 21,…,35 by 2. However, since we start with X=17 as given in Table 4.11, we only divide X2-253 values corresponding to X=17, 19, 21,…,35 as provided in Table 4.12.


Table 4.12 Update of Table 4.11 by considering the division by p1=2



	​X

	​X2-253

	Results after the division by p1=2






	17

	        36→

	  18




	18

	  71

	  71




	19

	      108→

	  54




	20

	147

	147




	21

	      188→

	  94




	22

	231

	231




	23

	      276→

	138




	24

	323

	323




	25

	      372→

	186




	26

	423

	423




	27

	      476→

	238




	28

	531

	531




	29

	      588→

	294




	30

	647

	647




	31

	      708→

	354




	32

	771

	771




	33

	      836→

	418




	34

	903

	903




	  35

	      972→

	486






Next we consider p2=3 from FB and find also X2=253≡1 (mod 3). There are two solutions for this congruence, which are αp2=1, βp2=2. Then we would divide the updated X2-253 values in Table 4.12 corresponding to X=1, 4, 7, …,16, 19, 22,…,34 and also corresponding to X=2, 5, 8, …,17, 20, 23,…,35 by 3. However, since we start with X=17 as given in Tables 4.11 and 4.12, we only divide X2-253 values corresponding to X=19, 22, 25, 28, 31, 34 and X=17, 20, 23, 26, 29, 32, 35 by 3 as provided in Table 4.13.


Table 4.13 Update of Table 4.12 by considering the division by p2=3



	​X

	​X2-253

	Results after the division by p1=2

	Results after the division by p2=3






	17

	  36

	  18→

	    6




	18

	  71

	  71

	  71




	19

	108

	  54→

	  18




	20

	147

	147→

	  49




	21

	188

	  94

	  94




	22

	231

	231→

	  77




	23

	276

	138→

	  46




	24

	323

	323

	323




	25

	372

	186→

	  62




	26

	423

	423→

	141




	27

	476

	238

	238




	28

	531

	531→

	177




	29

	588

	294→

	  98




	30

	647

	647

	647




	31

	708

	354→

	118




	32

	771

	771→

	257




	33

	836

	418

	418




	34

	903

	903→

	301




	35

	972

	486→

	162






Next we consider p3=5 from FB and find X2=253≡3 (mod 5). However, there is no solution for this congruence, thus we discard p3=5.

As provided before, we can also consider the prime powers of pi∈FB in Step 2; thus, we consider 22=4 and find X2=253≡1 (mod 4). There are two solutions for this congruence, which are 1 and 3. Then we would divide the updated X2-253 values in Table 4.13 corresponding to X=1, 5, 9, …, 25, 29, 33 and also corresponding to X=3, 7, 11, …, 27, 31, 35. However, since we start with X=17 as given in Table 4.11, Table 4.12, Table 4.13, we only divide X2-253 values corresponding to X=17, 21, 25, 29, 33 and X=19, 23, 27, 31, 35 by 4 as provided in Table 4.14.


Table 4.14 Update of Table 4.13 by considering the division by 4



	​X

	​X2-253

	Results after the division by p1=2

	Results after the division by p2=3

	Results after the division by 4






	17

	  36

	  18

	  6→

	    3




	18

	  71

	  71

	    71

	  71




	19

	108

	54

	18→

	    9




	20

	147

	147

	    49

	  49




	21

	188

	  94

	94→

	  47




	22

	231

	231

	    77

	  77




	23

	276

	138

	46→

	  23




	24

	323

	323

	  323

	323




	25

	372

	186

	62→

	  31




	26

	423

	423

	  141

	141




	27

	476

	238

	238→

	119




	28

	531

	531

	   177

	177




	29

	588

	294

	98→

	  49




	30

	647

	647

	   647

	647




	31

	708

	354

	118→

	  59




	32

	771

	771

	   257

	257




	33

	836

	418

	418→

	209




	34

	903

	903

	   301

	301




	35

	972

	486

	162→

	  81






Note that since the X2-253 values corresponding to X=17, 21, 25, 29, 33 and X=19, 23, 27, 31, 35 were divided by 2 before (please see Table 4.12), the respective X2-253 values in the fourth column of Table 4.14 (the entries with arrows) are only divided by 2.

Next, we consider p4=7 from FB and find X2=253≡1 (mod 7). There are two solutions for this congruence, which are αp4=1, βp4=6. Then we would divide the updated X2-253 values in Table 4.14 corresponding to X=1, 8, 15, 22, 29 and also corresponding to X=6, 13, 20, 27, 34 by 7. However, since we start with X=17 as given in Table 4.11, Table 4.12, Table 4.13, Table 4.14, we only divide X2-253 values corresponding to X= 22, 29 and X=20, 27, 34 by 7 as provided in Table 4.15.


Table 4.15 Update of Table 4.14 by considering the division by p4=7



	​X

	​X2-253

	Results after the division by p1=2

	Results after the division by p2=3

	Results after the division by 4

	Results after the division by p4=7






	  17

	  36

	  18

	    6

	    3

	    3




	  18

	  71

	  71

	  71

	  71

	  71




	  19

	108

	  54

	  18

	    9

	    9




	  20

	147

	147

	  49

	         49→

	    7




	  21

	188

	  94

	  94

	  47

	  47




	  22

	231

	231

	  77

	        77→

	  11




	  23

	276

	138

	  46

	  23

	  23




	  24

	323

	323

	323

	323

	323




	  25

	372

	186

	  62

	  31

	  31




	  26

	423

	423

	141

	141

	141




	  27

	476

	238

	238

	      119→

	  17




	  28

	531

	531

	177

	177

	177




	  29

	588

	294

	  98

	        49→

	    7




	  30

	647

	647

	647

	647

	647




	  31

	708

	354

	118

	  59

	  59




	  32

	771

	771

	257

	257

	257




	  33

	836

	418

	418

	209

	209




	  34

	903

	903

	301

	      301→

	  43




	  35

	972

	486

	162

	  81

	  81






We can also consider 32=9 and find X2=253≡1 (mod 9). There are two solutions for this congruence, which are 1 and 8. Then we would divide the updated X2-253 values in Table 4.15 corresponding to X=1, 10, 19, 28, 37 and also corresponding to X=8, 17, 26, 35. However, since we start with X=17 and end with X=35 as given in Table 4.11, Table 4.12, Table 4.13, Table 4.14, Table 4.15, we only divide X2-253 values corresponding to X=19, 28 and X=17, 26, 35 by 9 as provided in Table 4.16.


Table 4.16 Update of Table 4.15 by considering the division by 9



	​X

	​X2-253

	Results after the division by p1=2

	Results after the division by p2=3

	Results after the division by 4

	Results after the division by p4=7

	Results after the division by 9






	17

	  36

	  18

	    6

	    3

	          3→

	    1




	18

	  71

	  71

	  71

	  71

	  71

	  71




	19

	108

	  54

	  18

	9

	          9→

	    3




	20

	147

	147

	  49

	  49

	    7

	    7




	21

	188

	  94

	  94

	  47

	  47

	  47




	22

	231

	231

	  77

	  77

	  11

	  11




	23

	276

	138

	  46

	  23

	  23

	  23




	24

	323

	323

	323

	323

	323

	323




	25

	372

	186

	  62

	  31

	  31

	  31




	26

	423

	423

	141

	141

	       141→

	  47




	27

	476

	238

	238

	119

	  17

	  17




	28

	531

	531

	177

	177

	     177→

	  59




	29

	588

	294

	  98

	  49

	    7

	    7




	30

	647

	647

	647

	647

	647

	647




	31

	708

	354

	118

	  59

	  59

	  59




	32

	771

	771

	257

	257

	257

	257




	33

	836

	418

	418

	209

	209

	209




	34

	903

	903

	301

	301

	  43

	  43




	  35

	972

	486

	162

	  81

	        81→

	  27






In this example, given FB=2, 3, 5, 7 from Step 1, there is only one X value, which is 17, for which X2-253 is sieved away to 1, as clear from Table 4.16. We can write 172≡22·32=(2·3)2 (mod 253) and calculate gcd⁡253, 17-2·3=gcd⁡253, 11=11, which is a nontrivial factor of 253. As a result, 253 can be factored as 253=11·23 as in Example 4.4 and Example 4.4 (revisited 1).



4.4.4.3 Number field sieve (NFS)

NFS has been first proposed by Pollard. There are two forms of NFS: (1) General NFS, where N is a general integer to be factored. (2) Special NFS, where N has an especially simple form to be factored (Kruppa & Leyland, 2011). As in the previous methods, the basic objective is to find a structure X2≡Y2 (mod N) such that gcd⁡(N,X-Y) will be hopefully a nontrivial factor of N. The general NFS is based on the idea of the “ring homomorphism” from a ring of algebraic integers to a ring of integers modulo N. We consider the following parameters for the general NFS and provide the basic steps in Table 4.17 (adapted from Briggs, 1998; Buhler, Lenstra, & Pomerance, 1993; Pomerance, 1994):


Table 4.17 The basic steps of NFS 


	
	Basic steps of NFS method for factorization






	Step 1

	If fα≡0 for α∈C in Z[α] and fm≡0 mod N for m∈Z hold, then φ:Z[α]→Z/NZ is a ring homomorphism; that is, there is a mapping φα≡m(mod N) or φg(α)≡g(m)(mod N) hold.




	Step 2

	We assume that the perfect squares β2=∏g∈Sg(α) in Zα and Y2=∏g∈Sg(m) mod N in Z/NZ exist.




	Step 3

	We assume also that there exists X satisfying φβ≡X (mod N).




	Step 4

	X2≡φβ2≡φ(β2)≡φ∏g∈Sg(α) ≡∏g∈Sg(m)≡Y2(mod N) holds by connecting Step 2 and Step 3.




	Step 5

	Finally, gcd⁡(N,X-Y) is hopefully a nontrivial factor of N.






	Source: Adapted from Buhler et al. (1993) and Pomerance (1994).








	Zα: Ring of algebraic integers, where an algebraic integer is a complex number that is a root of a monic polynomial with integer coefficients


	f(t): Monic irreducible polynomial over Zα


	S: A set of polynomials of g(t) over Zα




Note that φβ2≡φ(β2) holds in Step 4 of Table 4.17 due to ring homomorphism. For the details of the NFS, see references regarding the NFS including Buhler et al. (1993) and Pomerance (1994).

In addition to the classification given at the beginning of Section 4.4 for factoring a large integer number into two prime numbers, there are additional approaches proposed in the literature which will be provided next.




4.4.5 Pollard's p-1 factorization algorithm

Let N be the integer number to be factored as N=p·q. The Pollard's p-1 factorization algorithm is a factorization algorithm which is based on three assumptions and an observation of Pollard (adapted from Hoffstein et al., 2008; Koblitz, 1994; Pollard, 1974; Yan, 2002).


Assumption 1

(p-1) is assumed to have (many) small prime factors.



Assumption 2

It is assumed that there is a value l∈Z which is divided by p-1, but not divided by q-1, that is, for a value k∈Z, l=kp-1 holds, but for all k∈Z, l≠k(q-1) holds.



Assumption 3

Since l=kp-1 holds for a value k∈Z, but l≠k(q-1) holds for all k∈Z from Assumption 2, al≡1 (mod p) and al≢1 (mod q) will hold for all a∈Z due to the “Fermat's little theorem”, and it can be assumed that p=gcd⁡(al-1,N).


Pollard's observation and the final result: Please recall that, according to Assumption 2, p-1 is assumed to divide l. Then p-1 can also divide n!, where n is an integer number that is not too large. As a result, we can replace p=gcd⁡(al-1,N) from Assumption 3 with p=gcd⁡an!-1,N, 2≤a≤N-1.

Note that the first trial can be made with a=2. If it does not work, it can be continued with a=3, 4, 5,… We can also try for different n values until we find a nontrivial factor of N. Note also that in Assumption 1, p can be replaced with q; that is, it is sufficient that (p-1) or (q-1) has (many) small prime factors. For a practical Pollard's p-1 factorization algorithm, see Hoffstein et al. (2008) and Yan (2002).


Example 4.4 (revisited 3)

We reconsider the factorization of N=253 by using the Pollard's p-1 factorization algorithm.


	Trial 1: We choose a=2 and start with n=2. Then p=gcd⁡22!-1, 253=gcd⁡3, 253=1. Trial 1 did not work, so we can proceed with Trial 2.


	Trial 2: Let a=2, n=3 be chosen. Then p=gcd⁡23!-1,253=gcd⁡63, 253=1. Trial 2 did not work either, so we can proceed with Trial 3.


	Trial 3: Let a=3, n=2 be chosen. Then p=gcd⁡32!-1,253=gcd⁡8, 253=1. Trial 3 did not work either, so we can proceed with Trial 4.


	Trial 4: Let a=4, n=2 be chosen. Then p=gcd(42!−1,253)=gcd(15,253)=1. Trial 4 did not work either.




After several trials, we find for a=10 and n=2, p=gcd(102!−1,253)=gcd(99,253)=11. Indeed, 253 can be factored as 253=11·23 as in the previous approaches. Note that the Pollard's p-1 factorization algorithm worked for the factorization of N=253 since p-1=10 can be factored as 10=2·5 with small prime numbers.



Example 4.5

We want to factor N=763 by using the Pollard's p-1 factorization algorithm.


	Trial 1: We choose a=2 and start with n=2. Then p=gcd(22!−1,763)=gcd(3,763)=1. Trial 1 did not work, so we can proceed with Trial 2.


	Trial 2: Let a=2, n=3 be chosen. Then p=gcd(23!−1,763)=gcd(63,763)=7.




We found one of the factors of 763, which is p=7. The other factor should be 763/7=109. As a result, 763 can be factored as 763=7·109. Please note that the Pollard's p-1 factorization algorithm worked also for the factorization of N=763, since q-1=108 can be factored as 108=22·33 with small prime numbers.




4.4.6 Lenstra's elliptic curve factorization algorithm

The Lenstra's elliptic curve factorization algorithm has been inspired by the “Pollard's p-1 factorization algorithm” (Hoffstein et al., 2008; Lenstra, 1987). An elliptic curve modulo N, where the integer N is not a prime number, is considered in this algorithm so the ring Z/NZ is not a field. Then, it is possible to factor the integer number N by using the Lenstra's elliptic curve factorization algorithm with the steps given in Table 4.18.


Table 4.18 Lenstra's elliptic curve factorization algorithm 


	
	Lenstra's elliptic curve factorization algorithm to factor N






	Step 1

	- We choose the random values a,xP,yP modulo N.




	Step 2

	- We set P=(xP,yP).




	 
	- We compute b≡yP2 - xP3-a·xP (mod N), where 4a3+27b2≠0 and gcd⁡4a3+27b2,N=1 should be satisfied. Otherwise, we choose other random values for a,xP,yP.




	 
	- We determine the elliptic curve E:y2=x3+ax+b (mod N) by using a and b.




	Step 3

	We attempt to compute Qj≡jP mod N, j=2, 3, 4,… by using the elliptic curve addition algorithm, where we assume incremental additions as follows:




	 
	Let Q1=P. Then




	 
	Q2=2P=P+P=P+Q1 mod N




	 
	Q3=3P=P+2P=P+Q2 mod N




	 
	…




	 
	Qj=jP=P+j-1P=P+Qj-1 mod N




	Step 4

	If the computation in Step 3 fails for any j=2, 3, 4,…, that is, if the extended Euclidean algorithm fails to find the inverse during any addition, then there exists a nontrivial factor p of N if it is less than N. More specifically, let Qj* be the computation from Step 3 for which Qj*=j*P=P+Qj-1* (mod N) is not possible, where P=(xP,yP), Qj-1*=(xQj-1*,yQj-1*). Then, p=gcd⁡(xP-xQj-1*,N) is a nontrivial factor of N, if p<N.






	Source: Adapted from Hoffstein et al. (2008), Koblitz (1994), and Lenstra (1987).







According to Koblitz (1994), any other method can also be applied to generate the elliptic curve deterministically or randomly in Steps 1 and 2 of Table 4.18. An alternative approach for Step 3 has also been proposed by Koblitz (1994) (see details in Koblitz (1994)).


Example 4.4 (revisited 4)

We reconsider the factorization of N=253 by using the Lenstra's elliptic curve factorization algorithm.


	Step 1: We choose the random values a=2,xP=3,yP=4 modulo N=253.


	Step 2: We set P=(3, 4). We compute b≡42-33-2·3=-17 (mod 253) and check that 4·23+27·-172=7835≠0, gcd⁡7835, 253=1 hold. Thus, we can determine the elliptic curve E:y2=x3+2x-17 (mod 253).


	Step 3: We start with Q2=2P=P+P=(3,4)+(3,4)=(19,191) (mod 253) by applying the “elliptic curve addition algorithm” provided in Section 1.7.3 of Chapter 1. Other results are also given as follows:

Q3=3P=P+2P=3, 4+19, 191=165, 95 (mod 253)

Q4=4P=P+3P=3, 4+165, 95=86, 79 (mod 253)

Q5=5P=P+4P=3, 4+86, 79=213, 44 (mod 253)

Q6=6P=P+5P=3, 4+213, 44=64, 141 (mod 253)

Q7=7P=P+6P=3, 4+64, 141=11, 202 (mod 253)

Q8=8P=P+7P=3, 4+11, 202=140, 84 (mod 253)

Q9=9P=P+8P=3, 4+140, 84=47, 227 (mod 253)



	Step 4: Although the calculations given in Step 3 could be made, the calculation Q10=10P=P+9P=3, 4+47, 227 cannot be accomplished since in the calculation of λ=227-447-3=22344 (mod 253), there is no result for 44-1 (mod 253), that is, 44 has no multiplicative inverse modulo 253. Thus p=gcd⁡47-3, 253=gcd⁡(44, 253)=11 can be found, where 11 is a nontrivial factor of 253. As a result, 253 can be factored as 253=11·23 as in the previous approaches.







4.4.7 Pollard's ρ  (rho) algorithm

There are two main approaches for the Pollard's ρ (rho) algorithm in the literature.


Approach 1 (Based on true random number generator)

We assume that we pick some distinct random numbers x1,x2,…,xl uniformly distributed in [0,N-1], where l≈p is assumed. We also assume for 1≤i<j≤l there exists xi≡xj (mod p). Then p  (xi-xj) holds and p= gcd(xi-xj,N) is a nontrivial factor of N (adapted from Goemans, 2015).

Approach 2 (Based on pseudo-random number generator)

The steps in Table 4.19 are considered for the Pollard's ρ (rho) algorithm based on pseudo random number generator.


Table 4.19 Pollard's ρ (rho) algorithm 


	
	Pollard's ρ (rho) algorithm






	Step 1

	We consider a sequence of congruences xi+1=fxi(mod N) for i=0, 1, 2,…, where f:S⟶S, S is a finite set of cardinality N, and x0∈S is a starting random element.




	Step 2

	From Step 2, we find two values xj and xk such that fxj≡fxk (mod N) holds.




	Step 3

	As a result, p=gcd⁡(xj-xk, N) is hopefully a nontrivial factor of N.






	Source: Adapted from Menezes, van Oorschot, and Vanstone (1996) and Yan (2009).








An example for the function f:S⟶S to be used in Step 1 of Table 4.19 is f(xi)≡xi2±a (mod N) = gcd(125 − 59,253) = gcd (66,253) = 11 for a≠-2, 0. Note that the congruences in Step 1 of Table 4.19 will finally cycle since S is a finite set. Note also that xj≡xk (mod p), xj≢xk (mod N) will be satisfied in Step 3.


Example 4.4 (revisited 5)

We reconsider the factorization of N=253 by using the Pollard's ρ (rho) algorithm. We consider the approach based on pseudo-random number generator and assume xi+1=fxi≡xi2+1 (mod 253). x0=97 is assumed as a random starting value. Accordingly, we perform the following calculations:

x1≡x02+1=972+1=9410≡49 (mod 253)

x2≡x12+1=492+1=2402≡125 (mod 253)

x3≡x22+1=1252+1=15626≡193 (mod 253)

x4≡x32+1=1932+1=37250≡59 (mod 253)

x5≡x42+1=592+1=3482≡193 (mod 253)

Since x3=fx2=x5=fx4≡193 (mod 253), we calculate gcd⁡(x2-x4,N)=gcd⁡(125-59, 253)=gcd⁡66, 253=11 as a nontrivial factor of 253. As a result, 253 can be factored as 253=11·23 as in the previous approaches.




4.4.8 Shor's algorithm

Shor's algorithm, which was proposed by a mathematician named Peter Shor in 1994, has been a breakthrough in the history of cryptography since it is a polynomial-time quantum algorithm for factoring the integer numbers (LaPierre, 2021). In the following, we provide merely the basic idea of the Shor's algorithm (adapted from Yan, 2015):


	N: Integer to be factored


	G=ZN* (Finite multiplicative group)


	x∈G: Randomly chosen integer satisfying gcd⁡x,N=1, 2≤x≤N-2


	Order-finding problem: The smallest integer r satisfying xr≡1 (mod N), r=? (Please note that the order-finding problem is normally intractable, but it is tractable on quantum computers.)


	Nontrivial factors of N: p=gcd⁡(xr/2+1,N) and p=gcd⁡(xr/2-1,N)




The whole steps of Shor's algorithm are provided in various sources including Neuenschwander (2004), Pittenger (2001), and Yan (2015).




4.5 CONCLUSIONS

This chapter included the RSA public key cryptosystem, which is the first public key cryptosystem, RSA digital signature algorithm, basic cryptanalysis approaches, and the basic approaches and algorithms for factoring an integer number into two prime numbers. As in Chapter 3, simple examples were given for showing the practicality of the steps. Some selected variations of the RSA public key cryptosystem and RSA digital signature algorithm were also provided in this chapter. The security of both RSA public key cryptosystem and RSA digital signature algorithm depends basically on factoring the large modulus into two large prime numbers; thus, the last section was devoted to integer factoring and some examples were solved in this section some of which were revisited multiple times for the comparison of the methods. However, the security of RSA is not limited to integer factoring, several attacks have been proposed in the literature against RSA; thus, one section of the chapter was devoted to the selected attacks against RSA. Like the DLP- and ECDLP-based public key cryptosystems, the RSA public key cryptosystem and RSA digital signature algorithm are used in various real-life cryptographic applications including e-commerce security, wireless sensor networks, virtual private networks, secure sockets layer (SSL) and transport layer security (TLS), and databases (please see Chang, Lin, Sun, & Wu, 2012; Easttom, 2021; Li & Ying, 2012; Li, Wu, Zhou, & Chen, 2008; Martin, 2012; Singh, Kumar, & Kumar, 2015; Xu, Thakur, Kamruzzaman, & Ali, 2021).
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5.1 INTRODUCTION

This chapter is related to the Goldreich, Goldwasser, Halevi (GGH) public key cryptosystem, GGH digital signature algorithm, NTRUEncrypt, and NSS. The GGH public key cryptosystem given in Section 5.2.1 is an example of a lattice-based cryptography in which the “good basis” corresponds to the private decryption key, whereas the “bad basis” corresponds to the public encryption key. In a “good basis” the basis vectors are reasonably orthogonal to one another, while in a “bad basis” the basis vectors are not sufficiently orthogonal to one another. Like in the ElGamal public key cryptosystem provided in Chapter 3, the ephemeral key is used in the GGH public key cryptosystem; thus, GGH is also an example of probabilistic encryption. The decryption process of the GGH public key cryptosystem is based on the solution of apprCVP by using the Babai's closest vertex (round-off) algorithm provided in Chapter 1, Section 1.8.2.2.

The basic idea of the GGH public key cryptosystem has been adapted to the GGH digital signature algorithm, which is provided in Section 5.2.2. In the GGH digital signature algorithm, the “good basis” is used during signing as the private signing key, while the “bad basis” is considered during verification as the public verification key. Both the GGH public key cryptosystem and GGH digital signature algorithm are illustrated with examples. The basic cryptanalysis approaches for the GGH public key cryptosystem and GGH digital signature algorithm are provided in Section 5.2.3. Some basic flaws regarding the GGH public key cryptosystem are presented in this section, while the literature regarding some improvement suggestions and discussions of the improvement suggestions are also mentioned. The basic findings of a paper regarding the vulnerability of the GGH public key cryptosystem in case of the partial information of the plaintext and one approach for estimating the good basis used as the private signing key in the GGH digital signature algorithm are also explained briefly in this section.

The NTRU public key cryptosystem is based on either convolution polynomial rings or lattice problems, and we present the NTRU public key cryptosystem based on convolution polynomial rings in Section 5.3.1. An example is also given to show the steps of the NTRU public key cryptosystem clearly. There are three types of the NTRU digital signature scheme, which are NTRU signature scheme (NSS), R-NSS, and NTRUSign, and we provide the NSS in Section 5.3.2. We also illustrate the applicability of the NSS with an example in this section. Section 5.3.3 is about the cryptanalysis of the NTRU public key cryptosystem and NTRU digital signature algorithm. In this section, the “NTRU key recovery problem” is defined, which is a basic mathematical problem to break the NTRU public key cryptosystem. Some selected approaches for the cryptanalysis of the NTRU public key cryptosystem and NSS are also discussed in this section.



5.2 GGH PUBLIC KEY CRYPTOSYSTEM, GGH DIGITAL SIGNATURE ALGORITHM, AND CRYPTANALYSIS


5.2.1 GGH public key cryptosystem

The GGH public key cryptosystem is a lattice analog of the so-called McEliece cryptosystem, which is a code-based public key cryptosystem introduced in 1978 in which the public key is a random binary Goppa code, and the ciphertext is a codeword randomized with random errors (Micciancio & Regev, 2009; Overbeck & Sendrier, 2009). The GGH public key cryptosystem is based on the idea of using a “good basis” as the private decryption key and using a “bad basis” of a lattice as the public encryption key. A “good basis” of a lattice means that the vectors in the basis are reasonably orthogonal to one another, while in a “bad basis” of the same lattice the basis vectors are not reasonably orthogonal to one another (Goldreich, Goldwasser, & Halevi, 1997). We give the basic parameters of the GGH public key cryptosystem in the following and provide the basic steps of the GGH public key cryptosystem in Table 5.1.


Table 5.1 GGH public key cryptosystem 


	
	Alice

	Bob






	Private: V,U

	- Chooses v1,v2,…,vn.

	 



	Public: W

	- Determines V.

	 



	 
	- Generates the lattice L.

	 



	 
	- Chooses U.

	 



	 
	- Computes W=VU.

	 



	 
	- Sends W to Bob.

	 



	Encryption

	 
	- Chooses m.




	Private: m,r

	 
	- Chooses r.




	Public: c

	 
	- Computes c=Wm+r.




	 
	 
	- Sends c to Alice.




	Decryption

	- Finds Wm in L that is close to c (by using the good basis V and considering the Babai's algorithm).

	 



	 
	- Computes

	 



	 
	W-1·Wm=m.

	 





	Source: Adapted from Hoffstein et al. (2008).







Basic parameters of the GGH public key cryptosystem (adapted from Hoffstein, Pipher, & Silverman, 2008):


	v1,v2,…,vn∈Zn: Linearly independent vectors that are reasonably orthogonal to one another (chosen by Alice)


	V: An n × n matrix with the columns v1,v2,…,vn∈Zn (good basis to be used as the private decryption key by Alice)


	L: Lattice generated by the basis vectors v1,v2,…,vn∈Zn


	U: An n×n unimodular matrix (a square integer matrix with determinant +1 or -1) (chosen by Alice)


	w1,w2,…,wn∈Zn: Linearly independent vectors of L that are not reasonably orthogonal to one another


	W: An n × n matrix with the columns w1,w2,…,wn∈Zn (generated by Alice, bad basis to be used as the public encryption key by Bob)


	m: Plaintext as an n-dimensional vector (Binary vector is also possible.) (chosen by Bob)


	r: Ephemeral key as an n-dimensional vector (chosen by Bob)


	c: Ciphertext as an n-dimensional vector




Note that W is a “Hermite Normal Form (HNF)” of V if it is obtained by the multiplication of V by an unimodular matrix U, and if W is an upper triangular matrix, all its elements on the diagonal are strictly positive and any other element wij satisfies 0≤wij<wii (Micciancio, 2001; Micciancio & Regev, 2009). Micciancio (2001) and Micciancio and Regev (2009) proposed to use HNF of a good basis as a bad basis.

Some examples for the selection of the basic parameters are as follows (adapted from Lee & Hahn, 2010; Nguyen, 1999):


	m∈[-128, 127]n, where n=300 can be a typical value.


	r∈-σ,σn is uniformly distributed, where σ=3 can be a typical value.


	V=kIn+V', where k=ln+1 holds with typical values of l=4, n=300, In is an n × n identity matrix, and V'=(-l,l)n × n is a uniformly distributed n × n matrix. (Goldreich et al. (1997) proposed V=nIn+V' as another example of the good basis to be used as the private decryption key.)





Example 5.1

We assume the following steps as an example:

Alice chooses v1=-321, v2=-10-812, v3=-547 as the basis vectors and determines V=-3-10-52-841127 as the good basis which satisfies HB=252(3.74)·(17.55)·(9.49)1/3=0.74 in which det⁡V=252, v1=3.74, v2=17.55, and v3=9.49 hold.

Alice also chooses U=010110001, where det⁡U=-1.

Alice computes W=VU=-3-10-52-841127·010110001=-10-13-5-8-6412137

where w1=-10-812, w2=-13-613, w3=-547 are the vectors of the “bad basis”, and Alice sends W to Bob.


Encryption

We suppose that Bob chooses m=3-57 as the plaintext and choosesr=-213 as the ephemeral key.

Bob computes c=Wm+r=-10-13-5-8-6412137·3-57+-213=03420+-213=-23523, and sends the result c=-23523 to Alice as the ciphertext.

Decryption

Alice applies the Babai's algorithm with the following steps:

She writes c=t1v1+t2v2+t3v3 with t1,t2,t3∈R, i.e. -23523=t1-321+t2-10-812+t3-547 from which the following equations will follow:

-3t1-10t2-5t3=-2

2t1-8t2+4t3=35

t1+12t2+7t3=23

In matrix notation, these equations will be equivalent to

−3−10−52−841127⋅t1t2t3=−23523.

Accordingly

t1t2t3=−3−10−52−841127−1⋅−23523=−26/635/126−20/63−5/126−4/631/1268/6313/12611/63⋅−23523=−641/126−247/126929/126

will hold.

Alice sets ai=rounding of ti for i=1, 2, 3 such that a1a2a3=-5-27 will beobtained.

She computes Wm=-5v1-2v2+7v3=-5-321-2-10-812+7-547=03420

Finally, Alice computes W−1(Wm)=[ −10−13−5−8−6412137 ]−1·[ 03420 ]=[ 47/126−13/12641/126−26/635/126−20/638/6313/12611/63 ]· [ 03420 ]= [ 3−57 ]=m.

Note that in Example 5.1, the bad basis W is not an HNF of the good basis V, since it does not satisfy the properties of being a HNF. However, m could be recovered as part of decryption. Note also that if V is defined as an n × n matrix with the rows (instead of columns) v1,v2,…,vn∈Zn, and if W is defined as an n × n matrix with the rows (instead of columns) w1,w2,…,wn∈Zn, then some changes should be made in Table 5.1 as follows: W=UV, c=mW+r, and mW·W-1=m.



5.2.2 GGH digital signature algorithm

The basic idea of the GGH public key cryptosystem has been adapted to the GGH digital signature algorithm. The basic parameters for the GGH digital signature algorithm are given, and the basic steps of the algorithm are provided in Table 5.2.


Table 5.2 GGH digital signature algorithm 


	
	Samantha

	Victor






	Private: V

	- Chooses V=(v1,v2,…,vn).

	 



	Public: W

	- Chooses W=(w1,w2,…,wn).

	 



	 
	- Sends W to Victor.

	 



	Signing

	- Chooses d∈Zn.

	 



	 
	- Computes s∈L that is close to d∈Zn (by using the good basis V and considering the Babai's algorithm).

	 



	Public: d,

	- Writes s=x1w1+x2w2+…+xnwn.

	 



	x1,x2,…,xn

	- Sends d∈Zn and x1,x2,…,xn to Victor.

	 



	Verification

	 
	- Computes




	Public: ϵ

	 
	s=x1w1+x2w2+…+xnwn.




	 
	 
	- Verifies s-d≤ϵ.






	Source: Adapted from Hoffstein et al. (2008) and Nguyen & Regev (2009).







Basic parameters for the GGH digital signature algorithm (adapted from Hoffstein et al., 2008):


	v1,v2,…,vn∈Zn: Linearly independent vectors that are reasonably orthogonal to one another (chosen by Samantha)


	V: An n × n matrix matrix with the columns v1,v2,…,vn∈Zn (good basis to be used as the private signing key by Samantha)


	w1,w2,…,wn∈Zn: Linearly independent vectors that are not reasonably orthogonal to one another (chosen by Samantha)


	W: An n × n matrix with the columns w1,w2,…,wn∈Zn (bad basis to be used as the public verification key by Victor)


	d∈Zn: Digital document of Samantha


	s∈Zn: Digital signature of the digital document d∈Zn signed by Samantha


	ϵ: A predetermined small threshold value (chosen by Samantha, Victor or a trusted third-party)




Nguyen and Regev (2009) provided an example for the selection of the good basis as V=kIn+V', where k=4n+1+1, In is an n × n identity matrix, V' is an n × n matrix with entries uniformly distributed in -4,+3. As in the digital signature algorithms provided in Chapters 3 and 4, instead of considering the original document d∈Zn for signing, the “hash value” of d∈Zn can be considered for signing. As in the GGH public key cryptosystem, W=VU can be considered as the public verification key, where U is an n×n unimodular matrix (Hoffstein et al., 2008). The public verification key W can also be chosen by multiplying V by sufficiently many small U matrices or by using the HNF of L as in the GGH public key cryptosystem (Goldreich et al., 1997; Micciancio, 2001; Nguyen & Regev, 2009). According to Hoffstein et al. (2008), at each document signature, Samantha reveals some information about the good basis V of the lattice, thus changing the private signing key V after some number of digital signatures can be recommended.


Example 5.2

We will consider the same good basis and bad basis in Example 5.1.

Samantha chooses

V=-3-10-52-841127, where v1=-321, v2=-10-812, v3=-547 as the private signing key,

W=-10-13-5-8-6412137, where w1=-10-812, w2=-13-613, w3=-547 as the public verification key and sends W to Victor.


Signing

We assume that Samantha chooses d=527∈Z3. By using the Babai's algorithm with the following steps, Samantha finds s:

She writes d=t1v1+t2v2+t3v3 with t1,t2,t3∈R, i.e. 527=t1-321+t2-10-812+t3-547 from which the following equations will follow:

-3t1-10t2-5t3=5

2t1-8t2+4t3=2

t1+12t2+7t3=7

In matrix notation, these equations will be equivalent to

−3−10−52−841127⋅t1t2t3=527.

Accordingly

t1t2t3=-3-10-52-841127-1·527=-26/635/126-20/63-5/126-4/631/1268/6313/12611/63·527=-265/63-17/63130/63 will hold.

Samantha sets ai=rounding of ti for i=1, 2, 3 such that she obtains a1a2a3=-402.

She computes s=-4v1+0v2+2v3=-4-321+0-10-812+2-547=2010∈Las the digital signature that is supposed to be close to d∈Z3.

She writes s=x1w1+x2w2+x3w3, i.e. 2010=x1-10-812+x2-13-613+x3-547, finds

x1x2x3=-10-13-5-8-6412137-12010=47/126-13/12641/126-26/635/126-20/638/6313/12611/63·2010=4-42, and sends x1x2x3=4-42 to Victor.

Verification

Victor computes s=x1w1+x2w2+x3w3=-10-13-5-8-6412137·4-42=2010.

Victor is assumed to determine ϵ=5 as the predetermined threshold value. He computes and verifies that s-d=4.69<ϵ=5 holds, i.e. the digital signature s corresponds to the digital document d regarding the private signing key V of Samantha.



5.2.3 Cryptanalysis of the GGH public key cryptosystem and GGH digital signature algorithm

The security of the GGH public key cryptosystem and GGH digital signature algorithm is basically based on the hardness of the solution of apprCVP. However, two efficient cryptanalysis approaches were proposed by Nguyen (1999) and Lee and Hahn (2010) for the GGH public key cryptosystem, which will be presented in this section.

Nguyen (1999) made a cryptanalysis of the GGH public key cryptosystem, found that GGH public key cryptosystem has a basic flaw, and discussed that “GGH cannot provide sufficient security even for dimensions of ciphertext as high as 400.” Please recall from Table 5.1 that c=Wm+r holds, where m∈Zn, r∈Zn, and c∈Zn. Nguyen (1999) considered r∈-σ,σn to be selected uniformly, and (n,σ) as the security parameters with the typical values 300, 3. Nguyen (1999) showed that r disappeared by an appropriate choice of the modulus, as a result m could be recovered easily. Two cases that were considered in his cryptanalysis are given in Table 5.3.


Table 5.3 Two cases in the cryptanalysis of Nguyen (1999) for the GGH public key cryptosystem 


	Case 1: mod σ

	Case 2: mod 2σ






	Since each entry of the vector r is either σ or –σ, the following congruence is obtained:

	Another n-dimensional vector with entries σ is considered, and it is called s. It is clear that the following congruences hold:




	c≡Wm+r≡Wm (mod σ) 

	r+s≡0 mod 2σ and accordingly




	m can be recovered since c,W,σ are public.

	c+s≡Wm+r+s≡Wm (mod 2σ)




	 
	m can be recovered since c,s, W,σ are public.






	Source: Adapted from Nguyen (1999).







Nguyen (1999) also discussed how to solve m by considering Cases 1 and 2 given in Table 5.3, and found that with high probability there were a few solutions which were easy to compute. He also found that with a non-negligible probability, there was a single solution. All details of the cryptanalysis are available in Nguyen (1999). After the cryptanalysis of Nguyen (1999) for the GGH public key cryptosystem, Yoshino and Kunihiro (2012) proposed a modified version of the GGH public key cryptosystem, which was analyzed by de Barros and Schechter (2014). Please see Yoshino and Kunihiro (2012) and de Barros and Schechter (2014) for the details.

The basic finding of the cryptanalysis of Lee and Hahn (2010) for the GGH public key cryptosystem is that the partial information of the plaintext can simplify the decryption in the GGH public key cryptosystem. They assumed that the first k of n bits of the plaintext m were known such that m = m=m1m2 could be written, where m1 is the known k-bit part of the plaintext, and m2 is the unknown (n-k)-bit part of the plaintext. Lee andHahn (2010) also wrote W=W1W2, where W1 corresponds to m1 and W2 corresponds to m2. Then the ciphertext can be written as c=W1W2m1m2+r=W1m1+W2m2+r, which is equivalent to c-W1m1=W2m2+r, wherec-W1m1 is publicly known. Thus, only CVP related to the right-hand side for recovering m2 should be solved, which is expected to be simpler due to the smaller rank n-k (Lee & Hahn, 2010). Note that the cryptanalysis of Lee and Hahn (2010) is effective only if there is partial information about the plaintext. For the details, please see Lee and Hahn (2010).

Nguyen and Regev (2006) and Nguyen and Regev (2009) provided the cryptanalysis of the GGH digital signature algorithm and proposed an attack against the GGH digital signature algorithm based on the so-called “Hidden Parallelepiped Problem (HPP)” to find a good approximation of the rows of ±V. HPP is applicable if there is a list of document-signature pairs and the basic objective of the cryptanalysis is to recover the parallelepiped or an approximation of the parallelepiped, which can be transformed into a multivariate optimization model. Finally, a good approximation of the matrix ±V can be recovered (Nguyen & Regev, 2006; Nguyen & Regev, 2009). The details of this cryptanalysis are available in Nguyen and Regev (2006) and Nguyen and Regev (2009).




5.3 NTRU PUBLIC KEY CRYPTOSYSTEM (NTRUEncrypt), NTRU SIGNATURE SCHEME (NSS), AND CRYPTANALYSIS


5.3.1 NTRU public key cryptosystem

The NTRU public key cryptosystem can be based on the convolution polynomial rings or lattice problems like SVP and CVP (Hoffstein et al., 2008). In this section, the NTRU public key cryptosystem based on the convolution polynomial rings will be provided. Please see the basic parameters next and Table 5.4 for the steps of the NTRU public key cryptosystem.


Table 5.4 NTRU public key cryptosystem based on convolution polynomial rings 


	
	Alice

	Bob






	Private:

	- Chooses (randomly)

	 



	fx,gx

	fx∈Tdf+1,df

	 



	fpx,fqx

	g(x)∈T(dg,dg).

	 



	 
	- Computes

	 



	 
	fqx=f(x)-1 in Rq,

	 



	 
	fpx=f(x)-1 in Rp, and

	 



	Public:

	hx=fqx⋆g(x) in Rq.

	 



	df,dg, p,q,hx

	- Sends hx to Bob.

	 



	Encryption

	 
	- Chooses mx∈R.




	Private: mx, r(x)

	 
	- Chooses r(x)∈Td,d randomly.




	Public: d,cx

	 
	- Computes




	 
	 
	cx≡prx⋆hx+mx 

in Rq.




	 
	 
	- Sends cx to Alice.




	Decryption

	- Computes

	 



	 
	ax≡fx⋆cx in Rq.

	 



	 
	- Centerlifts ax in Rq to a'x in R.

	 



	 
	- Computes

	 



	 
	fpx⋆a'x ≡m'(x) in Rp.

	 



	 
	- Centerlifts m'x in Rp to mx in R.

	 





	Source: Adapted from Hoffstein et al. (2008) and Hoffstein, Pipher, & Silverman (1998).







Basic parameters of the NTRU public key cryptosystem (NTRUEncrypt) (adapted from Hoffstein et al., 2008; Jaulmes & Joux, 2000; Whyte & Hoffstein, 2011):


	df,dg,d: Positive integer numbers (chosen by Alice or Bob or a trusted third-party)


	N: A prime number (chosen by Alice or Bob or a trusted third-party)


	p: A small prime number (typically p=2 or p=3, chosen by Alice or Bob or a trusted third-party)


	q: A large prime number satisfying gcd⁡N,q=1, q>6d+1p (chosen by Alice or Bob or a trusted third-party)


	R=Z[x](xN-1), Rq=(Z/qZ)x(xN-1),Rp=(Z/pZ)x(xN-1): Convolution polynomial rings


	f(x)∈T(df+1,df) f(x)∈ Tdf,df-1): Randomly chosen ternary (trinary) polynomial from the distribution Df (chosen by Alice)


	g(x)∈T(dg,dg): Randomly chosen ternary (trinary) polynomial from the distribution Dg (chosen by Alice)


	m(x)∈R: Plaintext as a randomly chosen polynomial from the distribution Dm with coefficients between -12p and 12p (chosen by Bob)


	r(x)∈T(d,d): Ephemeral key as a randomly chosen ternary (trinary) polynomial from the distribution Dr (chosen by Bob)




According to Whyte and Hoffstein (2011), the public key hx, ciphertext cx, ax, and the plaintext m(x) can also be computed as in Equations (5.1)–(5.4):

hx=pgx⋆fqx  in Rq(5.1)

cx≡rx⋆hx+mx in Rq(5.2)

ax≡fx⋆c(x) in Rq (5.3)

fpx⋆ax ≡m(x) in​ Rp(5.4)


Example 5.3

We assume that that N=13 and df=dg=d=3 are chosen by Alice or Bob or a trusted third-party. Accordingly, fx∈T4,3, gx∈T3,3 are assumed to be chosen as fx=x12+x9-x8-x7+x6+x5-x3 and gx=x11-x7+x6+x5-x2-1, respectively by Alice. We also assume that p=7 and q=359>6d+1p=133 are chosen as two prime numbers.


Alice

Alice computes f359(x)=f(x)−1=135x12+277x11+73x10+347x9+241x8+319x7 +186x6+328x5+185x4+89x3+225x2+202x+266 in R359 and f7x=f(x)-1=x12+6x11+2x10+x9+3x8+2x7+3x6+3x5+x4+4x2+3x in R7.

Alice also computes h(x)=f359(x)⋆g(x)=171x12+330x11+245x10+19x9+117x8 +220x7+203x6+26x5+115x4+40x3+232x2+21x+56 in R359 as the public key, and sends hx to Bob.

Bob

Bob chooses mx=x10-3x8+2x7+x4-x3-1 in R and rx∈T3,3=x10-x7+x6+x5-x3-x randomly.

Bob computes c(x)≡pr(x)⋆h(x)+m(x)=165x12+206x11+145x10+213x9+188x8 +152x7+90x6+182x5+34x4+65x3+226x2+28x+100 in R359 and sends cx to Alice.

Alice

Alice computes a(x)≡f(x)⋆c(x)=337x12+17x11+7x10+349x7+348x6 +350x5+355x4+36x3+8x2+2x+344  in R359 .

Alice centerlifts ax  in R359  to a'x  in R  such that the entries of a'x  will be in (-3592,3592] , and determines a'x=-22x12+17x11+7x10-10x7-11x6-9x5-4x4+36x3+8x2+2x-15 .

Alice also computes f7x⋆a'x≡m'x=x10+4x8+2x7+x4+6x3+6  in R7  which she centerlifts to mx  in R  such that the entries of mx  will be in (-72,72] . Accordingly, she recovers mx=x10-3x8+2x7+x4-x3-1 .

Please note that we use the “extended Euclidean algorithm” (which was explained in Section 1.5.2 of Chapter 1) for the calculation of f359x=f(x)-1  in R359  and f7x=f(x)-1  in R7 . We also use the addition and multiplication (product) of two polynomials in the ring of convolution polynomials and center-lifting (which were explained in Sections 1.3.3.3 and 1.3.3.4 of Chapter 1) in various steps of the NTRU public key cryptosystem.



5.3.2 NTRU digital signature algorithm

There are three types of the NTRU digital signature schemes: The NTRU signature scheme (NSS), R-NSS, and the NTRUSign (Hoffstein, Howgrave-Graham, Pipher, Silverman, & Whyte, 2003; Hoffstein, Pipher, & Silverman, 2001). The NSS was the first attempt of a digital signature algorithm based on the principle of the NTRU public key cryptosystem. Due to some weaknesses of NSS, a revised version of NSS, which is R-NSS, and NTRUSign that is based on the NTRU lattice, have been proposed (Hoffstein, Howgrave-Graham, Pipher, & Whyte, 2009). In this section, we merely provide the unmodified version of NSS with the steps given in Table 5.5. We provide the details of the NSS in Table 5.5, and give a definition that is used during the signature verification step.


Table 5.5 NSS 


	
	Samantha

	Victor






	Private:

	- Chooses f1(x), g1(x).

	 



	f1(x), g1(x)

	- Computes

	 



	f(x),g(x)

	f(x)=f0(x)+pf1(x) and

	 



	 
	g(x)=g0(x)+pg1x in R.

	 



	Public: p,q, f0(x), g0x,h(x)

	- Finds h(x) satisfying f(x)⋆h(x)=g(x) in Rq.

	 



	 
	- Sends h(x) to Victor.

	 



	Signing

	- Chooses d(x).

	 



	Private: wx,

	- Chooses randomly w1(x),w2(x).

	 



	w1(x),w2(x)

Public:

	- Computes w(x)=d(x)+w1(x)+pw2(x) in R.

	 



	dx,s(x)

	- Computes s(x)≡f(x)*w(x) in Rq.

	 



	 
	- Sends d(x) and s(x) to Victor.

	 



	Verification

	 
	- Checks that s(x)≠0 holds.




	 
	 
	- Computes t(x)≡s(x)⋆h(x) in Rq.




	Public: Dmin,

	 
	- Checks and verifies




	Dmax

	 
	Dmin≤Dev(s(x),f0(x)⋆d(x))≤Dmax and




	 
	 
	Dmin≤Dev(t(x),g0(x)⋆d(x))≤Dmax.






	Source: Adapted from Gentry et al. (2001) and Hoffstein et al. (2001)








Definition 5.1

Given two polynomials f(x),g(x) of degree N-1, Dev(f(x),g(x)) gives the number of different coefficients in f(x)≡f-(x) mod q(mod p) and g(x)≡g-(x) mod q(mod p). More specifically, let f-(x)=a-0+…+a-N-1xN-1 and g-(x)=b-0+…+b-N-1xN-1 be considered. Then, we can define Dev(f(x),g(x))=#i  a-i≠b-i (adapted from Gentry, Jonsson, Stern, & Szydlo, 2001; Hoffstein et al., 2001).


Basic parameters for the NSS (adapted from Gentry et al., 2001; Hoffstein et al., 2001):


	df,dg,dd: Positive integer numbers (chosen by Samantha or Victor or a trusted third-party)


	N: Prime number (chosen by Samantha or Victor or a trusted third-party)


	p,q: Integer numbers (chosen by Samantha or Victor or a trusted third-party)


	R=Z[x](xN-1), Rq=(Z/qZ)x(xN-1): Convolution polynomial rings


	f0(x),g0(x): Fixed small polynomials (chosen by Samantha or Victor or a trusted third-party)


	f1(x)∈T(df,df),g1(x)∈T(dg,dg): Randomly chosen ternary (trinary) polynomials (chosen by Samantha)


	f(x),g(x): Private polynomials (computed by Samantha)


	h(x): Public verification key with a polynomial of degree N-1 (computed by Samantha and sent to Victor by Samantha)


	w1(x),w2(x): Two private polynomials with small coefficients generated randomly (chosen by Samantha)


	d(x)∈T(dd,dd): Digital document of Samantha as a randomly chosen ternary (trinary) polynomial


	Dmin,Dmax: Parameters for the verification (chosen by Alice or Bob or a trusted third-party)




The typical values of the parameters are p=3, q=128, df=70,dg=40, N=251, dd=32, Dmin=55, Dmax=87, and f0x=1, g0(x)=1-2x are typically chosen polynomials (Gentry et al., 2001; Hoffstein et al., 2001). For the selection of w1(x),w2(x), please see Hoffstein et al. (2001).

As previously mentioned for all digital signature algorithms, instead of dx, the hash value of dx can be considered for signing and verification.


Example 5.4

We assume that small values df=4, dg=3, dd=4, N=11,p=3,q=7, Dmin=3, Dmax=15, and also f0(x)=1, g0(x)=1-2x are chosen. Then following steps will follow for the NSS.


Samantha

She chooses f1(x)∈T(4,4)=x8+x7-x6-x5+x4-x3+x2-1.

She chooses g1(x)∈T(3,3)=x7-x5-x4+x3+x2-x.

She computes f(x)=f0(x)+pf1(x)=1+3(x8+x7-x6-x5+x4-x3+x2-1)=3x8+3x7-3x6-3x5+3x4-3x3+3x2-2 in R.

She computes gx=g0(x)+pg1(x)=1-2x+3x7-x5-x4+x3+x2-x=3x7-3x5-3x4+3x3+3x2-5x+1 in R.

For finding h(x) satisfying f(x)⋆h(x)=g(x) (mod 7), first she finds f-1(x)mod 7=4x10+4x8+3x7+3x6+2x5+5x4+4x3+4x2+3x+4.

Then she computes h(x)=f-1(x)⋆g(x) mod 7≡x10+3x9+4x7+4x6+x5+x4+2x3+3x2+x and sends h(x) to Victor.

Signing (Samantha)

Samantha chooses d(x)∈T(4,4)=x8+x7+x6-x5-x3+x2-x-1.

She also chooses w1(x)=2x+1 and w2(x)=x-1.

She computes w(x)=d(x)+w1(x)+pw2(x)=x8+x7+x6-x5-x3+x2-x-1+2x+1+3x-1=x8+x7+x6-x5-x3+x2+4x-3 in R.

She also computes the digital signature s(x)≡f(x)*w (x)(mod 7)≡6x10+x9+3x7+x6+6x5+2x4+5x3+4x2+3 and sends d(x), s(x) to Victor.

Verification (Victor)

Victor checks s(x)≠0.

He computes s(x) (mod 3)≡x9+x6+2x4+2x3+x2.

He computes f0(x)⋆d(x)=d(x)=x8+x7+x6-x5-x3+x2-x-1, where f0(x)=1. Then he computes dxmod 7≡x8+x7+x6+6x5+6x3+x2+6x+6 and finds dxmod 7mod 3≡x8+x7+x6+x2.

Finally, he determines Devs(x),f0(x)⋆d(x)=3 that satisfies 3≤7<15.

Victor computes t(x)≡s(x)⋆h(x) mod 7≡3x10+4x8+5x7+2x6+3x5+4x4+3x+1 and then he finds t(x) (mod 3)≡x8+2x7+2x6+x4+1.

He computes g0(x)⋆d(x) (mod 7)=5x9+6x8+6x7+3x6+6x5+2x4+4x3+3x2+x+4 and finds g0(x)⋆d(x) (mod 7)(mod 3)=2x9+2x4+x3+x+1.

Finally, he determines Devt(x),g0(x)⋆d(x)=7 that satisfies 3<7<15.

As in the NTRU public key cryptosystem, we again use the “extended Euclidean algorithm” to find the multiplicative inverse f-1xmod 7. We also use the addition and multiplication (product) of two polynomials in the ring of convolution polynomials for various steps of the NSS.



5.3.3 Cryptanalysis of the NTRU public key cryptosystem and NTRU digital signature algorithm


5.3.3.1 Cryptanalysis of the NTRU public key cryptosystem

There is a basic mathematical problem to break the NTRU public key cryptosystem, which is called the “NTRU key recovery problem” (Hoffstein et al., 1998). Note that Equation (5.5) holds from Table 5.4, which is equivalent to Equation (5.6).

hx=fqx⋆g(x) in Rq(5.5)

f(x)⋆h(x)=g(x) in Rq(5.6)

Please recall also that fx,gx are private, and hx is public. The “NTRU key recovery problem” is to recover f(x) and g(x) from Equation (5.6) given that hx is known publicly (Hoffstein et al., 1998). If the adversary can solve the “NTRU key recovery problem”, then (s)he can recover the private keys f(x) and g(x), and also the plaintext mx. Hoffstein et al. (1998) found that solving the “NTRU key recovery problem” is equivalent to solving SVP for a certain classes of lattices.

As provided in Easttom (2022), the basic security problem regarding the NTRU public key cryptosystem can be regarding the “implementation issues” rather than the fundamental mathematical structure of NTRU, which is found to be strong. However, there have been some attempts for the cryptanalysis of NTRUEncrypt in the literature. In the following, we will provide some basic contributions of the selected approaches.

Coppersmith and Shamir (1997) proposed a lattice-based attack on the NTRUEncrypt to find either the original private key f(x) or an alternative private key f'(x) which can be used as the original private key. Please recall the decryption steps of the NTRU public key cryptosystem from Table 5.4. Coppersmith and Shamir (1997) showed that if we assume the coefficients of ax as normally distributed with mean near 0 and standard deviation σ, then the decryption of the most plaintexts will be possible for σ=q/10, thus the parameters should be arranged to ensure σ<q/10 for higher reliability. As some other selected approaches from the literature, Jaulmes and Joux (2000) proposed a “chosen-ciphertext attack” against the NTRUEncrypt to recover the private decryption key. Gama and Nguyen (2007) proposed various chosen-ciphertext attacks on the NTRUEncrypt, which worked in case of the so-called “decryption failures”. Hoffstein et al. (2009) also found that the decryption failures can occur under certain parameter choices of the NTRUEncrypt, which can be exploited by the adversary to recover the private decryption key. Shparlinski (2003) studied the bit security of the NTRUEncrypt and showed that each coefficient of the encrypted plaintext m(x) is as secure as the whole plaintext m(x). Please see the respective references for the details of the attacks against the NTRU public key cryptosystem.



5.3.3.2 Cryptanalysis of the NSS

Hoffstein et al. (2001) have already made a cryptanalysis of the NSS in the paper in which they introduced the NSS. As an example, one attack would be to try to recover the private key f(x) or an imitation of f(x) from the public key h(x). Some of the possible attacks on the NSS mentioned in Hoffstein et al. (2001) are “random search for a valid signature on a given message”, “NTRU lattices and lattice attacks on the public key”, and “lattice attack on transcripts”, which can be avoided if the parameters are chosen properly according to Hoffstein et al. (2001). Please see details in Hoffstein et al. (2001).

As an example regarding the cryptanalysis of the NSS from the literature, Gentry et al. (2001) provided a cryptanalysis of the NSS and proposed the so-called “basic forgery attack”, “forgery attack with lattice reduction”, and “transcription attacks”. As an example, in the “basic forgery attack”, the attacker's objective is to find a pair of polynomials (s(x),t(x)) that satisfy the conditions in (5.7)–(5.9), which are the steps of the signature verification in Table 5.5, where Dmin=55 and Dmax=87 are assumed (adapted from Gentry et al., 2001).

t(x)≡s(x)⋆h(x) (mod q)(5.7)

55≤Dev(s(x),f0(x)⋆d(x))≤87(5.8)

55≤Dev(t(x),g0(x)⋆d(x))≤87(5.9)

Accordingly, the attacker sets (5.10) for N/2 coefficients of sx and (5.11) for N/2 coefficients of t(x) (adapted from Gentry et al., 2001).

si(x)≡f0(x)⋆d(x)i (mod p)(5.10)

tj(x)≡g0(x)⋆d(x)j (mod p)(5.11)

Note that the remaining coefficients of s(x) and t(x) are allowed to be random (Gentry et al., 2001). According to Gentry et al. (2001), if p=3 and Dmax≥13N, the “basic forgery attack” can generate signatures for any size of N. Please see Gentry et al. (2001) for the details of “basic forgery attack”, “forgery attack with lattice reduction”, and “transcription attacks”.





5.4 CONCLUSIONS

This chapter provided the GGH public key cryptosystem, GGH digital signature algorithm, NTRU public key cryptosystem, NSS, and some selected cryptanalysis approaches to these algorithms. The GGH public key cryptosystem and GGH digital signature algorithm are two examples of lattice-based cryptography in which a good basis of the lattice is considered as the private key, whereas a bad basis of the lattice corresponds to the public key. Some major weaknesses of the GGH public key cryptosystem were identified as given in the literature; however, some papers were also published regarding the improvement potentials of the GGH public key cryptosystem. The NTRU public key cryptosystem based on the convolution polynomial rings and the NSS as an NTRU digital signature algorithm were also presented in this chapter. The NTRU public key cryptosystem is considered to be an example of post-quantum cryptography. However, there have been also attacks against the NTRU public key cryptosystem and NSS, some of which were explained very briefly in this chapter. As in Chapters 3 and 4, simple examples were provided to clarify the steps of the algorithms.
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Chapter 6Other selected public key cryptosystems and digital signature algorithms

DOI: 10.1201/9781003514190-6



6.1 INTRODUCTION

This chapter is related to other selected public key cryptosystems and digital signature algorithms. Section 6.2 covers the knapsack cryptosystems. Since the security of the first knapsack cryptosystem, which is the “single-iterated Merkle-Hellman knapsack cryptosystem” as a type of “additive knapsack cryptosystems”, was based on the hardness of the “subset-sum problem” in case of the “superincreasing sequence of integers”, we first define the “subset-sum problem” and “superincreasing sequence of integers” in Sections 6.2.1 and 6.2.2, respectively. Afterwards, we introduce the basic structure of the “additive knapsack cryptosystems”, and the “single-iterated Merkle-Hellman knapsack cryptosystem” in Sections 6.2.3 and 6.2.4, respectively. An example is provided for the “single-iterated Merkle-Hellman knapsack cryptosystem” in Section 6.2.4. The single-iterated Merkle–Hellman public key cryptosystem was totally broken by Shamir and the basic approach of Shamir's attack is also included in Section 6.2.4. As another type of knapsack cryptosystem, Section 6.2.5 covers the “multiplicative knapsack cryptosystem” whose security is based on the factorization problem, not the “subset-sum problem”. An example is intended to show the steps of the “multiplicative knapsack cryptosystem” clearly.

Section 6.3 is related to the identity-based (ID-based) public key cryptosystems, ID-based digital signature algorithms, and their cryptanalysis. In Section 6.3.1, the basic structure of the ID-based public key cryptosystems is provided. In Section 6.3.2, the basic structure of the ID-based digital signature algorithm and the ID-based digital signature algorithm proposed by Shamir are also given. Basic cryptanalysis approaches for the ID-based public key cryptosystems and ID-based digital signature algorithms proposed in the literature are the topics in Section 6.3.3. Section 6.4 covers the Goldwasser–Micali public key cryptosystem, which is the first probabilistic public key cryptosystem. In this section, an example and a basic cryptanalysis are also included.



6.2 KNAPSACK CRYPTOSYSTEMS (SUBSET-SUM CRYPTOSYSTEMS)


6.2.1 Subset-sum problem (SSP)

Let a=a1a2…an be a vector of positive integer numbers. Let b be another positive integer number. The subset-sum problem is related to finding the subset of a whose elements’ sum is b such that b=∑i=1nai·xi holds, where xi=0, 1 for i=1, 2,…,n, and x=x1x2…xn is the solution to the subset-sum problem (adapted from van Tilborg, 1988).


Example 6.1

Let a=3768511 be a vector of positive integer numbers and let b=19 be another positive integer number. The sum of the elements 6, 8, 5 gives the sum b=19. Thus, the solution to this subset-sum problem will be x=001110.




6.2.2 Superincreasing sequence of integers

The subset-sum problem is easy to solve in the case of the superincreasing sequence of integers (Hoffstein, Pipher, & Silverman, 2008; van Tilborg, 1988). In this section, we provide two definitions of the superincreasing sequence of integers, and two solution approaches for the subset-sum problem by considering the superincreasing sequence of integers.


Definition 6.1

A superincreasing sequence of integers is a vector of positive integer numbers a=a1a2…an that satisfies ai≥2ai-1, 2≤i≤n (adapted from Hoffstein et al., 2008).

Definition 6.2

A superincreasing sequence of integers is a vector of positive integer numbers a=a1a2…an that satisfies ai>∑j=1i-1aj,2≤i≤n (adapted from van Tilborg, 1988).



Solution 6.1

Let I=ai:1≤i≤12n, J=aj:12n<j≤n, and let I0⊂I and J0⊂J be defined. Then, (I0,  J0) is the solution satisfying ∑ai∈I0ai+∑aj∈J0aj=b (adapted from Hoffstein et al., 2008).



Solution 6.2

We consider first xn, then xn-1, and so on in this solution. xn=1 holds if and only if an≤b, otherwise xn=0. For i=n-1,n-2, …,1, xi=1 holds if and only if ai≤b-∑j=i+1naj·xj otherwise xi=0 (adapted from van Tilborg, 1988).



Example 6.2

According to both Definitions 6.1 and 6.2, the sequence of integers a=a1a2a3a4a5a6=37143065137 is a superincreasing se-quence of integers. Let b=147. We find the solution for this subset-sum problem by using Solution 6.2 with the following steps:

x6=1 (Since 137 < 147)

x5=0 (Since 65 >(147−137 )=10)

x4=0 (Since 30 >10)

x3=0 (Since 14 >10)

x2=1 (Since 7 <10)

x1=1 (Since 3= (10−7)=3)

Thus, the solution to this subset-sum problem will be x=110001 .

If we consider Solution 6.1, then it is clear that I=a1, a2, a3,J=a4, a5, a6, and I0=a1, a2⊂I, J0=a6⊂J hold.




6.2.3 Additive knapsack cryptosystems

The basic structure of the encryption and decryption in the additive knapsack cryptosystems is given below (adapted from Desmedt, 2011):

Encryption

Alice's public encryption key is a=a1a2…an.

Bob's binary message is x=x1x2…xn.

Bob computes the ciphertext c=aT·x=∑i=1nai·xi and sends c to Alice. (Please note that the encryption function has to be a one-to-one function for a unique decryption.)

Decryption

It must be difficult to recover x from (a,c). The secret information used as the “trapdoor” is the private decryption key.



6.2.4 Single-iterated Merkle–Hellman knapsack cryptosystem

The single-iterated Merkle–Hellman knapsack cryptosystem with the basic parameters below and the basic steps in Table 6.1 is an additive knapsack cryptosystem proposed by Merkle and Hellman (1978). It was the first public key cryptosystem developed based on the subset-sum problem and superincreasing sequence of integers.


Table 6.1 Single-iterated Merkle–Hellman knapsack cryptosystem 


	
	Alice

	Bob






	Private: r,y,z

		- Chooses r=r1r2…rn.



	 



	Public: a


		- Chooses y,z.



	 



	 
		- Computes ai≡y·ri (mod z) for 1≤i≤n.



	 



	 
		- Sets a=a1a2…an and sends a to Bob.



	 



	Encryption

	 
		- Chooses x=x1x2…xn.






	Private: x

	 
		- Computes c=∑i=1nai·xi.






	Public: c

	 
		- Sends c to Alice.






	Decryption

		- Computes c'≡y-1·c mod z=∑i=1nri·xi.



	- Recovers x=x1x2…xn by finding the solution to the subset-sum problem c'=∑i=1nri·xi.



	 





	Source: Adapted from Hoffstein et al. (2008).







Basic parameters of the single-iterated Merkle–Hellman knapsack cryptosystem (adapted from Hoffstein et al., 2008)

r=r1r2…rn: A superincreasing sequence of integers (chosen by Alice)

y,z: Two private integers satisfying z>2rn, gcd⁡y,z=1 (chosen by Alice)

x=x1x2…xn: Plaintext as an n-dimensional binary vector (chosen by Bob)

c: Ciphertext


Example 6.3

We assume that y=23, z=82, and r= [1392040] are chosen by Alice. We also assume that Bob chooses the plaintext as x=11010. Table 6.2 provides the basic steps of the single-iterated Merkle–Hellman knapsack cryptosystem for this simple example.


Table 6.2 An example for the single-iterated Merkle–Hellman knapsack cryptosystem


	
	Alice

	Bob






	 
	- Chooses r= [1392040].

	 



	 
	- Chooses y=23, z=82.

	 



	 
	- Computes

	 



	 
	a1=23·1=23≡23 (mod 82),

	 



	 
	a2=23·3=69≡69 (mod 82),

	 



	 
	a3=23·9=207≡43 (mod 82),

	 



	 
	a4=23·20=460≡50 (mod 82), and

	 



	 
	a5=23·40=920≡18 mod 82.

	 



	 
	- Sets a=[a1a2a3a4a5] =

=2369435018 and sends a to Bob.

	 



	Encryption

	 
	- Chooses




	 
	 
	x=11010.




	 
	 
	- Computes




	 
	 
	c=2369435018T·11010=142




	 
	 
	- Sends c=142 to Alice.




	Decryption

	- Computes

	 



	 
	c'=23-1·142=25·142=3550

≡24 mod 82.

- Recovers x=x1x2x3x4x5 as x=11010 by considering  [1392040]T·x1x2x3x4x5=24.

	 






In addition to the “single-iterated Merkle-Hellman knapsack cryptosystem”, the “multiply-iterated Merkle-Hellman knapsack cryptosystem” has been proposed to increase security, where yj,zj, j=1, 2,…,k are considered for multiple iterations (Brickell, Lagarias, & Odlyzko, 1984; Odlyzko, 1990).

Cryptanalysis of the single-iterated Merkle–Hellman knapsack cryptosystem

Merkle & Hellman provided some conditions for the parameters y,z and n, ri, i=1, 2,…,n to increase security (Shamir & Zippel, 1980). However, the single-iterated Merkle-Hellman public key cryptosystem was totally broken by Shamir (1984). Shamir's attack is based on finding a trapdoor pair of (y,z) such that y·ai (mod z) for ∀i build a superincreasing sequence of integers and the sum of this superincreasing sequence of integers is smaller than z (Shamir, 1984). Please note that the trapdoor pair (y,z) found in Shamir's attack need not be the same as the real y,z values. Shamir (1984) finally showed that if the public key elements a=a1a2…an are modular multiples of a superincreasing sequence, i.e. if ai≡y·ri (mod z) holds for i=1, 2,…,n as presented in Table 6.2, then the plaintext can be easily recovered. Please see Shamir (1984) for the details. Shamir's attack has been analyzed later by Lagarias (1984). The reader is also strongly recommended to read Desmedt (1988) for the general evaluation of the knapsack cryptosystems.



6.2.5 Multiplicative knapsack cryptosystem

The multiplicative knapsack cryptosystem proposed by Naccache and Stern (1997) is a special knapsack cryptosystem in which the encryption and decryption are multiplicative.

Basic parameters of the multiplicative knapsack cryptosystem (adapted from Naccache, 2011)

pi: ith prime number

p: A large public prime number satisfying p>∏i=1npi (chosen by Alice)

s: A random private decryption key satisfying 1<s<p-1 and gcd⁡s,p-1=1 (chosen by Alice)

v1v2…vn: Public encryption key

x=x1x2…xn: Plaintext

The basic steps given in Table 6.3 can be considered for the multiplicative knapsack cryptosystem.


Table 6.3 Multiplicative knapsack cryptosystem 


	
	Alice

	Bob






	Private: s


		- Chooses a large prime number p satisfying p>∏i=1npi.



	 



	 
		- Chooses randomly 1<s<p-1.



	 



	Public: p1,p2,…,pn,p

v1v2…vn

		- Computes vi satisfying

- vis≡pi mod p, i=1, 2,..,n.



	 



	 
		- Sets v1v2…vn.



	 



	 
		- Sends p and v1v2…vn to Bob.



	 



	Encryption

	 
		- Chooses x=x1x2…xn.






	Private: x

	 
		- Computes c=∏i=1nvixi (mod p).






	Public: c

	 
	 



	Decryption

		- Computes



	 



	 
	u≡cs mod p≡∏i=1nvixi smod p≡∏i=1npixi .

	 



	 
		- Factors u and recovers



	 



	 
	x=x1x2…xn.

	 





	Source:Adapted from Naccache (2011) and Naccache and Stern (1997)







As apparent from Table 6.3, the security of the multiplicative knapsack cryptosystem does not depend on the hardness of the subset-sum problem, but on the hardness of the integer factoring problem.


Example 6.4

We assume that n=9. Then, the steps of the multiplicative knapsack cryptosystem will be as follows:


Alice


	Alice considers p1=2,  p2=3, p3=5, p4=7, p5=11, p6=13, p7=17, p8=19, p9=23, and calculates p1·p2·p3·p4·p5·p6·p7·p8·p9=2·3·5·7·11·13·17·19·23=223092870.


	Alice chooses a large prime number p=275992897>223092870.


	Alice chooses randomly s=236251<275992896 as her private key satisfying gcd⁡236251, 275992896=1.


	Alice considers the following congruences to find vi, i=1, 2, …,9:

v1236251 ≡2 mod 275992897

v2236251 ≡3 mod 275992897

v3236251 ≡5 mod 275992897

v4236251 ≡7 mod 275992897

v5236251 ≡11 mod 275992897

v6236251 ≡13 mod 275992897

v7236251 ≡17 mod 275992897

v8236251 ≡19 mod 275992897

v9236251 ≡23 mod 275992897



	Alice finds v1=225715704, v2=142094955, v3=131657371, v4=127092272, v5=229307670, v6=242809248, v7=232080003, v8=114868269, and v9=61537118.

( Note that Alice considers the following steps to compute v1:

She computes the multiplicative inverse of 236251 modulo 275992896 as 247837651. Then she calculates v1=2247837651≡225715704 (mod 275992897). Other vi, i=2, 3, …, 9 values can also be computed analogously.)


	Alice sends vi, i=1, 2, …,9 values to Bob.




Bob


	Bob chooses x=100101101.


	Bob computes c=v1x1·v2x2·v3x3·v4x4·v5x5·v6x6·v7x7·v8x8·v9x9= v1·v4·v6·v7·v9=225715704·127092272· 242809248·232080003·61537118≡181254061 (mod 275992897) and sends c=181254061 to Alice.




Alice


	Alice computes u≡181254061236251 ≡71162 (mod 275992897).


	Alice factors 71162 as 2·7·13·17·23, finds x1=1, x4=1, x6=1, x7=1, x9=1, and finally she recovers x=100101101.




There are some additional knapsack cryptosystems proposed in the literature. As an example, Chor and Rivest (1985) proposed a distinctive knapsack cryptosystem to encrypt the binary plaintexts. This knapsack cryptosystem is based on the arithmetic in finite field GF(ph), where p is a prime number that denotes the number of the bits of the plaintext, and h is the sum of 1 value in the plaintext. Scrambling of a sequence and a random value is used to create the public encryption key. A random irreducible monic polynomial of degree h is also used during the decryption step. The security of the Chor–Rivest knapsack cryptosystem does not depend on the hardness of any well-known computational problem (Chor & Rivest, 1985; Lenstra, 1991).




6.3 IDENTITY-BASED (ID-based) PUBLIC KEY CRYPTOSYSTEMS, ID-based DIGITAL SIGNATURE ALGORITHMS, AND CRYPTANALYSIS

The basic idea of the ID-based public key cryptosystems and ID-based digital signature algorithms was proposed by Shamir (1985).


6.3.1 Basic idea of the ID-based public key cryptosystems

As it became clear from the other public key cryptosystems provided so far, in a typical public key cryptosystem, Alice creates her own private decryption key, generates the public encryption key from her private decryption key, and sends the public encryption key to Bob. However, the basic idea of an ID-based public key cryptosystem is different. In an ID-based public key cryptosystem, there is a “private key generator” (PKG) who generates the public encryption key to be used by any sender, and creates the private decryption key for the recipient (decryptor) corresponding to his/her unique public identity. The basic structure of an ID-based public key cryptosystem is based on four algorithms, which are provided in Table 6.4 according to Shamir's approach.


Table 6.4 Four algorithms of an ID-based public key cryptosystem 


	Setup algorithm

	KeyGen

	Encrypt

	Decrypt






		- Run by the PKG.



		- Run by the PKG.



		- Run by any sender.



		- Run by the recipient with identity i who owns the private decryption key di.






		- Input: Security parameter.



		- Input: PKG's msk, the user's unique public identity i.



		- Input: Plaintext m, the recipient's identity i, PKG's mpk.



		- Input: Ciphertext c, private decryption di.






		- Output: Master public key (mpk), master secret key (msk) of the PKG.



		- Output: Private decryption key di of the user with identity i.



		- Output: Ciphertext c. (to be sent to the recipient with identity i.)



		- Output: Plaintext m.








	Source: Adapted from Libert and Quisquater (2011).







Although Shamir (1985) proposed the basic idea of an ID-based public key cryptosystem, he did not provide any specific algorithm, and the ID-based public key cryptosystem remained an open challenge for a long time. The “Boneh-Franklin public key cryptosystem” is the first practical and secure ID-based public key cryptosystem, which is based on the “Weil pairing” (Boneh & Franklin, 2001; Boneh & Franklin, 2003). The Boneh–Boyen (BB1) “hierarchical identity-based encryption” (HIBE) has also been proposed, which is based on the so-called “bilinear Diffie-Hellman (BDH)” assumption (Boneh & Boyen, 2004). Hoffstein et al. (2008) provided an ID-based public key cryptosystem based on the “modified Weil pairings” on elliptic curves. Cocks (2001) had a different approach and proposed an ID-based public key cryptosystem based on “quadratic residues”.

Boneh and Franklin (2001) provided two algorithms related to the ID-based public key cryptosystems, which are “BasicIdent” and “identity-based encryption with chosen ciphertext security”. The “BasicIdent” algorithm works on a bilinear map with the same two groups of prime order q as the inputs during the encryption and decryption steps. There are two hash functions in this algorithm. One hash function is used to hash the identity of the recipient, whereas the second hash function is used to hash the output of the bilinear map. The private decryption key of the recipient is created by multiplying the hash value of the identity by a secret random value in Fq*. An ephemeral key is also used during the encryption of the binary vector representing the plaintext. For more details, please see Boneh and Franklin (2001) and Boneh and Franklin (2003).



6.3.2 Basic idea of the ID-based digital signature algorithm

Like the ID-based public key cryptosystems, the basic structure of an ID-based digital signature algorithm is based on four algorithms, which are provided in Table 6.5.


Table 6.5 Four algorithms of an ID-based digital signature algorithm 


	Setup algorithm

	KeyGen

	Sign

	Verify






	- Run by the PKG.

	- Run by the PKG.

	- Run by the signer with identity i who owns the private signing key si.

	- Run by any verifier.




	- Input: Security parameter.

	- Input: PKG's msk, the user's unique public identity i.

	- Input: D,si.

	- Input: D,Dsig,i, PKG's mpk.




	- Output: mpk, msk of the PKG.

	- Output: Private signing key si of the signer with identity i.

	- Output: Dsig

	- Output: 0 or 1.






	Source:Adapted from Libert and Quisquater (2011).







As clear from Tables 6.4 and 6.5, an ID-based public key cryptosystem and an ID-based digital signature algorithm have almost the same structure. One basic difference between two is that the PKG's mpk is used during the encryption step in an ID-based public key cryptosystem, whereas it is used during the verification step in an ID-based digital signature algorithm.

Although Shamir (1985) did not propose any basic algorithm for an ID-based public key cryptosystem, he proposed a basic idea for an ID-based digital signature algorithm, which is provided in Table 6.6.


Table 6.6 ID-based digital signature algorithm 


	
	PKG

	Victor






	Private: p,q,si

	- Chooses two large prime numbers p and q.

	 



	 
	- Computes N=p·q.

	 



	Public: N, i, e,f·

	- Sends N to Samantha and Victor.

	 



	 
	- Chooses e and f·.

	 



	 
	- Sends e and f· to Samantha and Victor.

	 



	 
	- Computes the private signing key si for Samantha with identity i from the congruence sie≡i mod N.

	 



	 
	- Sends si to Samantha.

	 



	Signing

	Samantha

	 



	Private: r

	- Chooses D.

	 



	Public: D,

	- Chooses r.

	 



	Dsig=(S1,S2)

	- Computes S2≡re mod N and S1≡si·rfS2,Dmod N.

	 



	 
	- Sends D and Dsig=(S1,S2) to Victor.

	 



	Verification

	 
	- Verifies




	 
	 
	S1e≡i·S2fS2,D(mod N).






	Source: Adapted from Shamir (1985).







Basic parameters for the ID-based digital signature algorithm (adapted from Shamir, 1985):


	p,q: Two large prime numbers (chosen by the PKG)


	N=p·q (computed by the PKG)


	e: A large prime number satisfying gcd⁡e, p-1q-1=1 (chosen by the PKG)


	i: Unique public identity of Samantha


	si: Private signing key of Samantha who owns the identity i


	r: A random number satisfying 0<r<N-1 (chosen by Samantha)


	f(·): A one-way function (chosen by the PKG)


	D: Digital document of Samantha


	Dsig=(S1,S2): Digital signature of the digital document D signed by Samantha




Bellare, Namprempre, and Neven (2004) proposed that any digital signature algorithm can also be modified such that it can be converted to an ID-based digital signature algorithm. Two examples of the ID-based digital signature algorithms are Guillou–Quisquater digital signature algorithm and the Bellare–Namprempre–Neven digital signature algorithm, whose details can be found in Libert and Quisquater (2011).



6.3.3 Cryptanalysis of the ID-based public key cryptosystems and ID-based digital signature algorithms

Hoffstein et al. (2008) discussed some security issues regarding the security of the ID-based public key cryptosystems and digital signature algorithms. As provided in the second column of Tables 6.4 and 6.5, the “KeyGen” step is run by the PKG, which includes the creation of the user's private key by considering the PKG's master secret key msk and the user's unique public identity i. If the adversary Eve pretends the public unique identity i of Alice to be her own identity and requests the PKG to create the private decryption key di or the private signing key si, then she can recover the plaintexts by using the private key di of Alice or sign the documents by using the private signing key si of Alice, thus the PKG needs to keep track of the owners of the identities. Another much more dangerous possible attack mentioned in Hoffstein et al. (2008) is that Eve can send a lot of identities to the PKG and request the PKG to create the associated private keys. By using the knowledge of the private keys created by the PKG, Eve can recover the master secret key msk of the PKG.

Bellare et al. (2004) provided the security proofs for a large class of ID-based public key cryptosystems and digital signature algorithms. Please see Bellare et al. (2004) for details.




6.4 GOLDWASSER-MICALI PROBABILISTIC PUBLIC KEY CRYPTOSYSTEM AND ITS CRYPTANALYSIS


6.4.1 Goldwasser–Micali probabilistic public key cryptosystem

The Goldwasser–Micali public key cryptosystem is the first probabilistic public key cryptosystem. It is a “bit-by-bit encryption”, which is based on the idea that both the plaintext bit m and the ephemeral key r are encrypted. Since the ephemeral key r is random, then the pair (m,r) will also be random. However, as explained in Section 2.4 of Chapter 2, it is sufficient to decrypt only m during the decryption process. Table 6.7 provides the steps of this public key cryptosystem for the encryption of one bit.


Table 6.7 Goldwasser-Micali probabilistic public key cryptosystem 


	
	Alice

	Bob






	Private: p,q

	- Chooses a,p,q.

	 



	Public: N,a

	- Computes N=p·q.

	 



	 
	- Sends a and N to Bob.

	 



	Encryption

	 
	- Chooses b∈0,1.




	Private: b,r

	 
	- Chooses 1<r<N.




	Public: c

	 
	- Computes




	 
	 
	c=r2 (mod N) if b=0a·r2 (mod N) if b=1.




	 
	 
	- Sends c to Alice.




	Decryption

	- Determines b by considering

	 



	 
	b=0 if cp=cq=1 1 if cp=cq=-1 

	 





	Source: Adapted from Goldwasser and Micali (1984), Gómez Pardo (2013), and Hoffstein et al. (2008).







Basic parameters of Goldwasser-Micali probabilistic public key cryptosystem (adapted from Goldwasser & Micali, 1984; Gómez Pardo, 2013; Hoffstein et al., 2008; Sako, 2011a):


	p,q: (Random) prime numbers (of length k) (chosen by Alice)


	N: Integer number satisfying N=p·q (computed by Alice and sent to Bob by Alice)


	a: Integer number satisfying ap=aq=-1 (chosen by Alice)


	b: Plaintext bit (chosen by Bob)


	r: Ephemeral key satisfying 1<r<N (chosen by Bob)




Although the Goldwasser–Micali public key cryptosystem is based on the hardness of the “quadratic residuosity problem” provided in Section 1.2.5 of Chapter 1, it may not be practical due to the bit-by-bit encryption (Bellare & Rogaway, 1995; Hoffstein et al., 2008). Since the basic ElGamal, elliptic curve ElGamal, GGH, and NTRU public key cryptosystems use the ephemeral key during the encryption process, they may also be called the probabilistic public key cryptosystems.


Example 6.5

We assume that Alice chooses p=29,q=37, and a=14 such that 1429=1437=-1 holds, which means there are no c∈Z and d∈Z values that satisfy c2≡14 (mod 29) and d2≡14 (mod 37). We also assume that Bob chooses b=1 and r=18. Then, the steps of the Goldwasser–Micali probabilistic public key cryptosystem will be as given in Table 6.8.


Table 6.8 An example for the Goldwasser–Micali probabilistic public key cryptosystem


	
	Alice

	Bob






	 
	- Chooses a=14,p=29,q=37.

	 



	 
	- Computes N=29·37=1073.

	 



	 
	- Sends a=14 and N=1073 to Bob.

	 



	Encryption

	 
	- Chooses b=1.




	 
	 
	- Chooses r=18.




	 
	 
	- Computes




	 
	 
	c=14·182≡244 (mod 1073)




	 
	 
	- Sends c=244 to Alice.




	Decryption

	- Computes 24429=24437=-1

	 



	 
	- Determines b=1.

	 








6.4.2 Cryptanalysis of Goldwasser–Micali probabilistic public key cryptosystem

Please recall the definition of the “quadratic residuosity problem” from Section 1.2.5 of Chapter 1 and the definition of “semantic security” from Section 2.11 of Chapter 2. The Goldwasser–Micali probabilistic public key cryptosystem is the first cryptosystem that achieved the “semantic security” against a passive eavesdropper under the assumption that solving the “quadratic residuosity problem” is hard (Sako, 2011b; Yan, 2008).

Some other probabilistic public key cryptosystems have also been proposed. As an example, the “Paillier public key cryptosystem” is a probabilistic public key cryptosystem based on the “composite residuosity class problem” (Paillier, 1999).




6.5 CONCLUSIONS

This chapter was related to other selected public key cryptosystems and digital signature algorithms including knapsack cryptosystems, ID-based public key cryptosystems, ID-based digital signature algorithms, and Goldwasser–Micali probabilistic public key cryptosystem. The single-iterated Merkle–Hellman knapsack cryptosystem is the first knapsack cryptosystem, whereas the Goldwasser–Micali probabilistic public key cryptosystem is the first probabilistic public key cryptosystem. The single-iterated Merkle–Hellman knapsack cryptosystem was totally broken, while the Goldwasser–Micali cryptosystem is semantically secure; however, it is not practical due to the bit-by-bit encryption. In addition to the basic structure of the ID-based public key cryptosystem and ID-based digital signature algorithm, the digital signature algorithm of Shamir and the basic cryptanalysis approaches were also provided in this chapter. The examples related to the single-iterated Merkle–Hellman knapsack cryptosystem, multiplicative knapsack cryptosystem, and the Goldwasser–Micali probabilistic public key cryptosystem show the practicality of the algorithms.
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