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RISELab’s SkyPilot helps
optimise cloud costs
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SkyPilot, an open source framework for running machine learning workloads on
major cloud providers through a uniform interface, has been released by a group
of researchers at the RISELab at UC Berkeley. The project’s main objective is
cost optimisation, which involves automatically locating the availability zone,
area, and provider that is most affordable for the desired resources.

The system automatically decides which AWS, Azure, and Google Cloud regions
have the resources (CPU/GPU/TPU) needed to run the project, as well as which are
the most cheap. SkyPilot then completes three primary tasks: it controls job queueing
and execution, synchronises user code and files to the destination, and provisions the
cluster with automatic failover to other sites if there are capacity or quota difficulties.

SkyPilot is not RISELab’s first open source initiative aimed at reducing cloud
costs. The research centre earlier released SkyPlane, which speeds up and lowers
the cost of transferring huge data sets between cloud providers.

Developing multi-cloud applications, utilising best-in-class hardware, and
expanding the accessibility of limited resources like top-tier NVIDIA V100 or A100
GPUs, are a few advantages of SkyPilot.

The framework has two features: Managed Spot, a way to use less expensive
spot instances with automatic pre-emption recovery, and Autostop, which helps
automatically clear up unused clusters.

ClamAV finally releases version 1.0.0

Despite having a tiny changelog, ClamAYV recently published its most current
version, which can be regarded as historically significant. The achievement is
ClamAV’s arrival at version 1.0.0, which was released six months after the 20th
anniversary of the software.

On May 8, 2002, ClamAV'’s first version (0.10) was released by the program’s
original developer, Tomasz Kojm. Following the previously published version
0.105.1, ClamAYV 1.0.0 adds a useful new capability that allows users to scan and
decrypt read-only, OLE2-based.xls (Excel) files that are password-protected by
default. A revamped implementation of the all-match functionality, a better scanning
function in archives, a remedy for compiler warnings, and numerous other bug fixes

Stability Al picks AWS as
Its go-to cloud provider

The open source artificial intelligence
(AI) company Stability Al has chosen
Amazon Web Services, Inc. (AWS),
an Amazon.com, Inc. company,

as its preferred cloud provider to
build and scale its AI models for the
creation of image, language, audio,
video, and 3D content. Stability Al
accelerates its work on open source
generative Al models by utilising
Amazon SageMaker (AWS’s end-to-
end machine learning service), as well
as AWS’s established compute and
storage infrastructure. Additionally,
Stability Al will work with AWS to
make its open source tools and models
accessible to worldwide startups,
academics, and businesses.

Generative AI models from
Stability Al can generate text, images,
music, video, code, and more from
straightforward language instructions.
Models that are flexible to a range
of tasks in areas like language,
picture, audio, and video are known
as generative Al or fundamental
models. These models need a high-
performance computing cluster with
thousands of GPUs or AWS Trainium
chips, extensive knowledge, and
months of training. Stable Diffusion
Version 2.0, which includes open
source models for cutting-edge
picture synthesis and enables users
to produce new images from user-
supplied text and image inputs, was
recently released by the company.

When compared to self-managed
machine learning infrastructure,
Stability AI will save 58 per cent
on training time and costs by using
Amazon SageMaker to develop and test
machine learning models. The business
is leveraging Amazon Elastic Compute
Cloud (Amazon EC2) to set up one
of the biggest clusters of machine
learning instances to run its open source
models on AWS, making it simpler for
developers to access those models.
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Ransomware toolkit
Cryptonite’s variant
turns into a data wiper

Due to its “poor design and
programming,” a variant of the

open source Cryptonite ransomware
toolkit has been seen in the wild
with data wiper capabilities. The
original source code and its branches
were later removed. Cryptonite

was previously distributed for free
through a GitHub repository by an
individual going by the moniker of
CYBERDEVILZ. Written in Python,
it uses the Fernet module of the
cryptography package to encrypt
files with the ‘.cryptn8’ extension.

A fresh sample examined by
Fortinet FortiGuard Labs was
discovered to encrypt files and lock
them without allowing for their
decryption, basically acting as a
harmtul data wiper.

The program’s exception-
throwing behaviour also prevents
operators from ever receiving the
‘key’ that was used to encrypt
the files, denying them access to
their data. The discoveries are set
against a backdrop of a changing
ransomware landscape where wipers
disguising themselves as malware
that encrypt files are being used
more frequently to destroy data
without allowing for decryption.

“The problem with this flaw is
that due to the design simplicity
of the ransomware if the program
crashes — or is even closed — there
is no way to recover the encrypted
files,” Fortinet researcher Gergely
Revay said.

are also included in
the update.

ClamAYV is an
open source anti-
virus program that is
mostly used for mail
gateway scanning and
in Linux systems. The
application has been
ported to practically
every platform,
including macOS
server and FreeBSD
open source operating systems. Even though ClamAYV isn’t the most widely used anti-
virus program for any Microsoft operating system, it is now compatible with Windows
as of version 0.97.5.

ClamAYV has a number of sophisticated and complex anti-virus features,
including multi-threaded parallel scans, built-in support for all common mail file
formats, Elf (Linux) executables, and popular document formats, as well as the
ability to monitor specific folders and directories for changes.

Since ClamAYV is an open source project run by volunteers with a small team of
paid engineers, it is difficult to compare it to anti-virus software sold in stores.

Cl Fuzz CLI checks Java programs for vulnerabilities

Java developers can now simply integrate fuzz testing into their current JUnit
setup to uncover functional defects and security vulnerabilities at scale with Code
[ntelligence’s open source CI Fuzz CLI tool.
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The GitHub-hosted CI Fuzz CLI uses evolutionary techniques, automated
instrumentation, and millions of unique inputs to test Java programs for
unexpected behaviours that could result in crashes, denial-of-service attacks,
or zero-day exploits. The open source community is becoming more and more
interested in fuzz testing, which can be thought of as a complimentary method
to unit testing. Fuzz testing was used by Google’s Open-Source-Security
(OSS) team to find more than 40,500 problems in 650 open source projects.
The majority of developers outside the OSS and security communities are still
learning about fuzz testing, though.
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According to a recent study among Go developers, less than 12 per cent of
all participants use fuzz testing at work, with implementation issues and a lack
of knowledge among the main barriers to adoption. With its new open source
tool, Code Intelligence hopes to address these issues by enabling all developers
to use fuzz testing straight from their command line or IDE. CI Fuzz CLI
offers continuous application security testing directly in the CI/CD worktlow
by adding additional fuzzing features for Java. This is particularly helpful for
businesses that want to establish a robust DevSecOps pipeline and offer cloud
based goods and services.

“With the CI Fuzz CLI, Java developers can now improve the overall security
and robustness of their applications with confidence and ease. It takes just
three commands to set up and run a fuzz test. The tool comes with ready-to-use
integrations for Maven, Gradle and Bazel. With a JUnit setup in place, developers
can even run fuzz tests directly from their IDE,” said Werner Krahe, product
director at Code Intelligence.

Freelube, an open source private Youlube client

FreeTube is an open source, cross-platform YouTube client that offers increased
privacy and functionality. The free program is compatible with Windows, Linux,
and Mac computers. Users of Windows can download a portable version and run it
without installing it.

FreeTube is fundamentally built on Electron, which not everyone likes.
For those who don’t mind this, a well-designed YouTube client with more
functionality than the original is available without any advertisements.
The main benefits of FreeTube are an ad-free experience, lack of tracking,
the ability to follow channels and publishers without creating an account,
and a ton of customisability choices.
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By default, the program launches with a blank screen while loading
subscriptions, which are probably empty the first time. Without a Google account,
subscriptions can be added, and they can also be imported from YouTube. Videos
are displayed when you click on “Irending’ or ‘Most popular’, as well as when you
use the search bar at the top to find specific articles.

The playback of a video begins as soon as it is clicked. The page resembles
the original YouTube page a lot. The majority of the screen real estate is taken
up by the video, but you may also see the description, related videos, channel
information, and even comments, if you so want. Although it can be disabled,
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KasmVNC v1 is now
available

Kasm Technologies has announced
the release of KasmVNC v1.
KasmVNC streams desktop,
application, and web containers

to the browser. The VNC server is
now accessible with the release of
KasmVNC v1, which is the first
official, non-beta version.

KasmVNC was developed in
conjunction with Virtual GL and
Arm to support the next generation
of streaming services. In order
to accommodate contemporary
technology and improve security,
KasmVNC deviates significantly
from existing VINC flavours
by departing from the RFB
specification.

Web based and agentless,
KasmVNC is designed for remote
desktops that are web-native and
have a web server and sockets. The
new version will improve streaming
performance with a 150%+ frame
rate boost over earlier versions. It
also comes with enhanced security
with HTTPS transport. Quite OK
Image or QOI compression is used
in order to ensure complete image
accuracy while streaming at the
fastest frame rate.

“KasmVNC v1 represents
the culmination of a number
of performance, security, and
usability enhancements,” said Matt
McClaskey, Kasm Technologies
CTO. “These features, along with
additional platform support and the
documentation-as-code project, make
KasmVNC the most advanced VNC
server available and ready to take on
enterprise environments.”

www.OpenSourceForU.com | OPEN SOURCE FOR YOU | JANUARY 2023 | 9
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Google’s OSV Scanner
helps check for
vulnerabilities
A new tool from Google called ‘OSV
Scanner’ enables developers to check
for vulnerabilities in the open source
software dependencies they utilise in
their projects. To provide pertinent
information about known security
concerns atfecting open source code,
the scanner gets information from
OSV.dev, the distributed vulnerability
database for open source code that
Google released in February 2021.

The use of a variety of pre-existing
tools, libraries, and components by
open source software developers often
speeds up the development of more
complicated solutions. These open
source components can nevertheless
have security flaws, just like any other
type of code. These problems spread
when added to other software projects.
Tracking security concerns that
develop with each build and assessing
their possible effects on the program
itself becomes a challenging chore for
large projects that require numerous
dependencies.

Given the number of packages
that must be assessed from a security
standpoint, and the fact that many of

these dependencies have dependencies

of their own, tracking vulnerabilities
becomes a challenging task.

When a security upgrade is
required, Google’s new OSV
Scanner automatically matches code
across all dependencies for a given
software project, including transitive
dependencies, and notifies the
developers. The deployed package
version of the scanner leverages
publicly available advisories from
reputable, authoritative sources in
accordance with the OSV template for
vulnerability triage.

The Linux Kernel, Android,
Debian, Alpine, PyPI, npm, OSS-
Fuzz, and Maven are just a few of the
16 key coding ecosystems that the
OSV.dev service currently supports.

autoplay is supported. Videos can be shared, saved and downloaded, or their format
can be altered. You can switch between subtitles, picture-in-picture mode, ditferent

playing speeds, and different video resolutions.
Videos can be seen in FreeTube, but you can also choose to watch them on a

specific external player, an invidious instance, or YouTube.

Movetodon makes it easier to find Twitter
contacts on Mastodon

Movetodon, which was released recently, is quickly gaining popularity among
Twitter emigrants.

Following Elon Musk’s purchase of Twitter, open source Twitter competitor
Mastodon experienced rapid growth, surpassing the 1 million monthly active user
mark in less than a week. However, one of the many ditficulties for users joining
Mastodon for the first time is re-establishing their Twitter network of friends and
followers that they had amassed over the years. Movetodon attempts to ease the
transfer from Twitter to Mastodon by making it simple for users to locate and follow
their Twitter connections.

You’ll be able to follow certain users by clicking a button after the list
generation is finished, or you can decide to follow everyone at once. To make
new accounts stand out at the top of the list, you can also order the list by the
date that users joined Mastodon. The creator claims that his application analyses
pertinent variables on Twitter, such as a person’s bio, user name, location, URL,
or pinned post, where individuals frequently reveal information about their
Mastodon accounts.

Movetodon doesn’t store the data it accesses on its server. For instance,
Movetodon cannot publish or follow on Twitter; it can only consume information.

There are other tools too, such as Debirdify, Twitodon, and Fedifinder, for
finding Twitter pals on Mastodon. They are useful if you want to simply import all
your Twitter friends who have Mastodon accounts, but don’t allow you to easily
curate your network if you want a fresh start.

Kunlun Tech releases a complete set of AIGC algorithms

During an AIGC (AI generated content) technology conference held by Chinese
company Kunlun Tech in Beijing, CEO Fang Han announced an entire series of
open source AIGC algorithms and models.

The models, which cover multi-modal content generation capabilities such as
image, music, text, and programming, include SkyPaint, SkyMusic, SkyText, and

10 | JANUARY 2023 | OPEN SOURCE FORYOU | www.OpenSourceforU.com



SkyCode. Kunlun Tech has perhaps the most comprehensive layout in the AIGC
field in China, and is the first company to dedicate itself to the AIGC open source
community in that country.

SkyMusic is the first AI model for making music of a commercial calibre
in China. The model adds global information restrictions and chord implicit
representation. Chord accuracy reaches 92.5 per cent, significantly above the current
industry high of 64.7 per cent. It also supports a global multi-song style and 31
languages, including Chinese, English, Japanese, Korean, and French. Based on
the extensive collection of top-notch works available on Kunlun Tech’s StarMaker
platform, SkyMusic has the capacity to effectively deliver top-notch AIGC music,
including songs, soundtracks, and ambient music with ISRC copyright certification.

In terms of Al text, SkyText creates 100 billion high-quality data sets for
the Chinese domain, using the best open source GPT Chinese pre-training large
model. This is done using a high-performance A100-GPU cluster, training 200
graphics cards over the course of four weeks, and then optimising the model over
the course of two weeks to produce a 10 billion parametric GPT-3 generating
model that includes continuation, dialogue, Chinese-English translation, and
content style generation.

SkyCode’s Al programming uses the first multilingual open source
programming large model in the world and supports a number of popular code
languages. SkyCode can produce code in more than ten programming languages,
including PHP, Go, and Swift, in addition to the widely used Python, Java, C, etc, so
that users of various languages can benefit from its potent code creation abilities.

Open Source Risk Report: Vulnerabilities are on the rise
The Open Source Risk Report, released recently by Mend, exposes the

enormous risk posed by the continued rise in open source vulnerabilities and
software supply chain threats. The report states that the number of open source
vulnerabilities that Mend discovered and added to its vulnerability database
in the first nine months of 2022 was 33 per cent higher than the same period
in 2021, reflecting both the acceleration of vulnerabilities and the growth in
the number of published open source packages. This expanding vulnerability
is a significant problem as organisations continue to rely heavily on their
applications for success.

According to the report’s representative sample of 1,000 North American
organisations, studied from January to September 2022, just 13 per cent of
vulnerabilities were patched, compared to 40 per cent for those who used

www.0OpenSourceForU.com | OPEN SOURCE FOR YOU | JANUARY 2023 | 11

OpenShot 3.0 has new
features and major
enhancements

Over 1,000 fixes and improvements
have been made in OpenShot 3.0,
along with enhanced memory
management, stability, and the
introduction of intriguing new
export and performance features.
The non-linear video editor had not
received an update since 2021.

In a blog post describing
the modifications, OpenShot’s
developer Jonathan Thomas
wrote that he and the team
“worked tirelessly over the past
12 months to identify and fix as
many stability issues as possible.”
Due to persistent performance
concerns, those who are unfamiliar
with the program might not be
aware that it goes by the moniker
‘OpenShut’.

Additionally, the editor’s
video decoding engine has been
modified, which is supposed to
result in “smoother” real-time
video playback with “fewer
freezes and stops” during
preview. One of OpenShot 3.0’s
significant flaws is the inability to
consistently preview adjustments
as you make them. Of all the
improvements, this one could be
the most helpful to those who
intend to use the app frequently.
OpenShot 3.0 now supports
multi-threaded video formats
and codecs, such as AV1. It also
refactors video caching (making
incoming frames available before
they are required) and adds a new
‘clean’ cache option.

There are a number of
noteworthy timeline changes, such
as enhanced snapping precision,
quicker clip slicing, improved
keyframe icons, distinctive colours
for video effects, and transitions
that “define their own course” (e.g.,
fade-in at the start of a clip, fade
out at the end, etc).
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New ransomware
IS using a carefully
disquised payload

According to recent research by
Checkmarx and Phylum, an ongoing
ransomware campaign targets well-
known open source packages that
regularly see close to 15 million
installations every week and conceals
its payload in an unusual method.

The campaign, which includes
embedded malware, targets the
well-known ‘requests’ package on
Pypi and the ‘discord.js’ package on
NPM, according to a blog post by
Checkmarx researchers. When the
ransomware is run, it encrypts the
victim’s computer data and demands
US$ 100 in cryptocurrency to
decrypt them.

Alik Koldobsky, a security
researcher at Checkmarx, told SC
Media that the payload is hidden
in several key locations and only
executes when the victims use the
actual functions of the packages,
unlike most open source attacks
where malicious packages are run
immediately after installation. This
makes the campaign difficult to
detect by many security scanners.

Because the malware payload

is compatible with several different

operating systems, the campaign
can target a larger population.
Although a complete attribution
has not yet been made, researchers
have found evidence that suggests
the attacker is Russian -- the
Telegram user account linked
to the attack has a Russian
phone number, and the attacker
directly communicates with
researchers in Russian.

The perpetrator’s account is
still able to distribute potentially
dangerous packages on NPM and
PyPi, where software supply chain
assaults are common, even after
Checkmarx reported the attacks.
According to researchers, they will
keep an eye out for any new activity.

contemporary application security best practices. Today, 70 to 90 per cent of
applications employ open source code, making more businesses susceptible to
attacks as threat actors take advantage of the repair gap.

Even when businesses patch tens of thousands of vulnerabilities each month,
it takes contemporary remediation best practices to handle the constant stream of
new vulnerabilities discovered and stop the vulnerability backlog from increasing.
Open source software availability has grown by an estimated 25 per cent, yet
the rise of open source vulnerabilities has outpaced that growth. The use ot
prioritisation and remediation technologies, as well as routine application security
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scanning, is crucial because apps are the backbone of the global economy.

“As security debt continues to rise, it’s crucial to find a way to prioritise the
vulnerabilities that pose the highest risk to avoid falling victim to an attack,” said
Jetfrey Martin, VP product management at Mend. “Using remediation tools that
can assess and prioritise the vulnerabilities that can most heavily impact systems
is an important element to managing security debt. Organisations should not just
pay attention to severity details though; to ensure effective prioritisation and
remediation, they need to also look at the exploitation context of flaws on their
own and in conjunction with others.”

ActiveState Artifact Repository is available for
free for a limited period

ActiveState is providing the ActiveState Artifact Repository without charge in all
ActiveState Platform tiers (including its well-liked Free Tier) for a limited period.
In September 2022, the ActiveState Artifact Repository was made available,
making it the first tool in the market to let businesses use ActiveState’s secure
build service to safely generate Python open source dependencies from source
code. A closed-loop environment is thus created, maximising supply chain
security, whereby all produced code is immediately stored for distribution in the
company’s own private ActiveState Artifact Repository.

Since its introduction, the ActiveState Artifact Repository has proven useful
to ActiveState customers and interfaces with a number of other premier secure
supply chain capabilities that are pre-integrated into the ActiveState Platform,
such as curated collection of examined artefacts, functionality for resolving

vulnerabilities, a certification programme for open source products, and a
software bill of materials (SBOM).
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ActiveState makes it simpler than ever for enterprises to put security at the
centre of their open source supply chain by offering the ActiveState Artifact
Repository free of charge for all tiers of service and coupling it with other crucial

open source security capabilities.
- . Cybersecurity organisations in
Actlve State the UK and US have both recently
' provided recommendations to
help firms deal with the increased
threat as a result of the rise in supply chain assaults in recent years. The
National Institute of Standards and Technology (NIST) released comprehensive
guidelines in September 2022 to assist software businesses in fending off
supply chain threats. The National Cyber Security Centre (NCSC) of the United
Kingdom released similar advice in October 2022. It is anticipated that this
advice will soon become the industry norm.
Drupal introduces Drupal 10
Drupal stands out for being flexible, and modularity is one of its guiding principles.
Users will have access to even more fantastic tools with Drupal 10 to help create
the flexible, structured content that dynamic online experiences demand. With
a revamped backend appearance and a platform upgrade that the company says

is future-proof, this most recent edition elevates Drupal to a new level. The new
edition offers robust new features and a better user interface.

What to expect
In Drupal 107

Developers have been working to improve Drupal for the past two-and-a-half
years. The Claro administration theme, Olivero front-end theme, CKEditor 5, and
other new features support Drupal’s vision for the web’s future.

Drupal 10 is based on Symfony 6.2, the most recent release. Additionally,
the least-used parts of the core system are eliminated, streamlining the system
and enhancing its underlying strengths. With nearly all code changes automated
and three times as many contributed extensions available at launch time as with
the previous major update, the upgrade tools and procedures are the same as
with the previous major release.

Endor Labs’ report
highlights the risks

of using unmonitored
open source software to
develop applications
‘The State Of Dependency
Management’, a report from
Endor Labs, a startup committed
to securing open source

software reuse in application
development, provides insight
into the pervasive but frequently
unmonitored use of existing open
source software in application
development and the risks
associated with this practice.

For instance, according to
the report, 95 per cent of all
vulnerabilities are discovered
in open source code packages
with transitive dependencies
that are not explicitly chosen
by developers but instead are
unintentionally incorporated
into projects. This is the first
report from Station 9, a research
platform created by Endor Labs
that gathers experts from many
fields throughout the world.

The issue isn’t simply the
broad use of open source code
in new apps; rather, it’s the fact
that developers only choose a
small sample of these software
requirements. The remaining
dependencies are transitive or
indirect ones that the codebase
automatically incorporates.

This creates the conditions for
important, possible vulnerabilities
that could have an equal impact on
development and security.
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Coming Faster Than You Think

From cybersecurity to
drug discovery, there
are several challenges
that qguantum computing
can tackle better than
classical systems. With
Improving hardware, full-
stack solutions, better
algorithms, simulators,
and cloud offerings, the
technology is at present
IN ‘democratisation’
phase. Perhaps it is time
to make your quantum
plans too.

IBM Quantum Lab at the Thomas J. Watson
Research Center (Credit: Connie Zhou for IBM)

< lven a list of cities and
w2 the distances between
© each pair of cities, what
is the shortest possible route that visits
each city exactly once and returns to the
origin city?” First formulated in 1930,
this mathematical problem, known as
the ‘travelling salesman problem,’ is
one of the hardest to solve, yet one of
the most essential optimisation issues
for any logistics provider.

“Quantum computing has the
potential to blow classical computing
out of the water for certain types of
complicated problems. For example,
constrained optimisation challenges
like the famous travelling salesman
problem can have trillions of
equations and variables. The most
complex of these problems will
simply be unfeasible for classical
computers to tackle, but quantum
computers will be able to solve them
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in seconds. And these aren’t just
laboratory problems; constrained
optimisation challenges heavily
impact industries like supply chain
and retail, cybersecurity, life sciences
and pharmaceutical, and government
and applied research,” says Robert
Liscouski, CEO of Quantum
Computing Inc. (QCI).

Another great example involves
autonomous vehicles. QCI recently
solved a 3854-variable sensor
placement problem for BMW using
only quantum computing—and they did
it in six minutes. This is a clear example
of quantum computing’s ability to solve
actionable, real-world problems that
would take classical computers a much
longer time to solve.

“To clarify, sensor placement is
extremely challenging because of all
the variables that must be considered,
including wind resistance, weight




balancing, chassis design, potential
obstructions, and more. Our machine
found a way to provide 96% vehicle
coverage using only 15 sensors. So,
when you ask about potential, we’re
talking about saving autonomous vehicle
designers a tremendous amount of
money. This is compared to the solutions
provided by other quantum and classical
computers that suggested using well over
100 sensors,” explains Liscouski.
Mercedes-Benz, which hopes for
all its vehicles to be carbon-neutral by
2039, is working with IBM Quantum
to simulate the chemical reactions in
batteries more accurately. Basically,
they are trying to understand what
happens at a molecular level inside
the battery, while it is working. This
is a task that is practically impossible
for classical supercomputers, as it
involves a tremendous number of
electron interactions, each influencing
the other in complex ways. No wonder,
Dr Jeannette (Jamie) Garcia, Senior
Manager of Quantum Algorithms,
Applications and Theory at IBM,
remarks that, “It is chaos in there!”
“Most industries have their own big,
intractable challenges. And quantum
computers offer potential solutions.
For instance, quantum computing can
shed light on processes of molecular
and chemical interactions,” says L.
Venkata Subramaniam, Senior Manager
- Al Science and IBM Quantum
Ambassador, IBM Research India.
Mitsubishi Chemical, Keio University
and IBM are working together to model
and study the complex mechanism for
lithium superoxide rearrangement, a
key chemical step in lithium-oxygen
batteries. Using a quantum computing
setup enables them to more accurately
measure the reactant energy used to
produce electricity in a Li-air battery:.
So, is quantum computing only
for researchers and designers? No,
every large business house can use
it to optimise its running. “Quantum
computing is enabling ExxonMobil
to solve several computationally-

Quantum computer mixing chamber (Credit: IBM Research)

challenging problems such as optimising
natural gas supply and the discovery

of new materials for efficient carbon
capture,” says Subramaniam.

Efficient shipping of liquid natural
gas (LNG) is extremely critical,
because people could run out of power
without it! The global LNG industry
involves thousands of voyages across
the world. Optimising these, at the most
basic level, would involve millions
of discrete decisions. If you take into
consideration uncertainties like bad
weather and market fluctuation, it could
run into even trillions.

According to Dr Vijay Swarup,
Director of Technology at ExxonMobil,
this means that the number of
combinations they would need to consider
would be larger than the number of atoms
in the entire universe. ExxonMobil is
working on modelling maritime inventory
routing on IBM’s quantum setup.

Think quantum
“We tend to think of problems and
solutions in classical ways, for which
the existing classical computational
ecosystem is fast and powerful enough.
Most of the standard/classical problems
can be adequately addressed within
the existing infrastructure. However,
there exists a certain class of problems
that quantum computers can solve in
more effective ways,” explains Rahul
Mahajan, CTO, Nagarro.

“Drug discovery, security, and
search are a few domains where we
foresee some interesting applications

InSight

using quantum computers. Given
a sufficiently large quantum
computer, there exist a few
algorithms like Grover’s and
Shor’s, which can be deployed
on quantum machines to execute

ey the solution faster. For example,

a class of RSA algorithms use

S factorisation based encryption,

leveraging quantum parallelism
in qubits registers, and
simultaneous evaluation paths
can be traversed,” he says.

“Quantum computing makes
different types of seemingly intractable
optimisation problems, like routing of
delivery vehicles, more manageable.
Another class of problems comes from
chemical reactions. These are by nature
quantum mechanical. The best way to
understand them is via simulations on a
quantum computer. With enough qubits,
we could tackle problems in electric
battery design, find new molecules, and
aid drug discovery. The societal benefits
that would follow are immense,” says
Professor Anil Prabhakar, Department
of Electrical Engineering, IIT Madras.

In the last few years, there have
been significant developments in
this space—mergers, alliances,
stock launches and public-private
partnerships; better algorithms, full-
stack solutions, hardware upgrades
and concrete tech roadmaps; and an
expanding portfolio of applications.
We see people rethinking quantum
deployments, often opting for quantum
simulators, and hybrid systems with
quantum computers working hand-in-
hand with CPUs and GPUs. We see the
emergence of cloud ecosystems that
mask the complexity, enabling even
non-quantum experts in different fields
to use quantum computing to solve
stubborn problems.

We do not have to wait for
quantum computing to replace
classical systems, to finally agree that
quantum is here—because that will
probably never happen. We need to
understand that classical and quantum
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do not actually compete—the purpose
of a quantum computer is not simply
to solve classical computing problems
faster than a supercomputer. It is
fundamentally different, and ideally
suited to crunch complex problems that
require calculating a large number of
possible combinations.

The problems best left to quantum
computers are known as bounded-
error quantum polynomials (BQP),
that is, problems that can be solved by
a quantum computer in polynomial
time, such as factoring, searching an
unordered database, and solving systems
of linear equations. Problems like this
abound in fields like optimisation,
materials science, cryptography, artificial
intelligence, machine learning, sensing,
telecommunications, and finance.
Many processes in nature also involve
many-body quantum interactions. This
makes quantum computing an essential
tech to simulate natural processes like
protein folding, molecular formations,
photosynthesis, and superconductivity,
and use this understanding to develop
better nature-inspired technologies.

“Today I cannot see that there will
be something like a quantum PC,” quips
Professor Rainer Dumke, Principal
Investigator at the Centre for Quantum
Technologies, Professor at Nanyang
Technological University, Singapore,
and Lead for hardware at Singapore’s
National Quantum Computing Hub
(NQCH). “We will witness in the future
that more and more data centres will have
a quantum computer on the premises.
To give a meaningful timeframe for this
is very challenging, especially at this
early stage. However, we see already
that supercomputers and data centres
around the globe are adopting quantum
computers of the current generation.”

At the NQCH, they are working to
establish a Singapore-built quantum
computer, which can be accessed
by users remotely. They also hope
to develop an advanced quantum
processor test platform, along with
various components like chips, fast

Horizons of quantum growth

Horizon 1, also called now or near term, includes transactional use cases, such
as credit scoring, vehicle routing, chemical design, chemistry, and drug/protein

structure prediction.

Horizon 2, also called near term, follows with oil processing and shipping,

manufacturing and falbrication.

refining processes, drilling, livestock, disruption management and supply chain
ISsues, Investment risk analysis, clinical trial acceleration, and optimisation of

Horizon 3, also called future looking, consists of seismic imaging, consumer
recommendation with financial analysis, disease risk prediction, and structural

design for buildings.

(Credits: Paul Nashawaty, Senior Analyst at Enterprise Strategy Group, a division

of Techlarget)

electronics, and cryoelectronics for the
next generation of superconducting

quantum processors.

Overcoming the hardware
challenges

In an actual quantum computer, physical
systems, such as the spin of an electron
or the orientation of a photon, are

used to store qubits. These, as you can
imagine, are pretty fragile systems, and
are easily affected by various factors,
such as disturbances in the earth’s
magnetic field, radiation from devices in
the vicinity, heat, neighbouring qubits,
and so on. These factors, which atfect
the information in a qubit, are known

as ‘noise,” and since today’s quantum
computers are prone to their effects, they
are known as noisy intermediate-scale
quantum (NISQ) devices.

Unfortunately, even reading or
accessing a qubit amounts to noise! Noise
can cause the information in the qubits
to change, or even fade away! This is
known as decoherence—that is, the
information in the qubit is no longer
coherent. Noise and resulting decoherence
are two of the biggest hurdles in the way
of quantum computers.

Quantum computer makers try
to protect the qubits from noise by
using cooled silos, controlled pulses of
energy, etc. So, if you look at a quantum
processor, such as the one from IBM,
the wafer is just about the size of the
one in your laptop, but it is housed in
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a hardware system the size of a car,
made up of cooling systems to keep the
superconducting processor at its ultra-
cold operational temperature.

The task of mitigating the effect
of noise is known as quantum error
correction. Mostly, a lot of spare physical
qubits are used to store every logical qubit,
so that in case one loses its coherence
you can verify with another. Researchers
also use noise simulations to try and
understand the nature and effect of noise,
and develop noise-tolerant algorithms,
which will give fairly good results
despite the noise. Finnish company
Algorithmiq is working to develop
noise-resilient quantum algorithms for
drug discovery. Their strategy involves
using standard computers to ‘un-noise’
quantum computers!

“Techniques for error mitigation
and error correction are likely to be
the way forward on NISQ computers.
There is currently a trade-off between
the number of qubits we can use and
the depth of the quantum circuit. The
product of the two is referred to as
the quantum volume. Researchers are
finding ways to increase the quantum
volume, and demonstrate the advantage
of quantum algorithms. One such
approach is hybrid quantum computing,
where the computational task is
shared between classical and quantum
processors,” says Prof. Prabhakar.

“The research on quantum fault
tolerance is ongoing, and the initial
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research was done by Peter Shor. The
latest innovation is about generating
sufficient redundancy to maintain
information integrity. These redundancy
methods have negatively introduced
logarithmic downsizing on actual
logical qubits available for compute,
and as of today, we are barely in the
range of a few dozen logical qubits,”
explains Mahajan.

Subramaniam shares that, “At
IBM, we are developing bottom-up
approaches to the problem of noisy
qubits and incorporating error mitigation
techniques to realise this technology’s
true potential. Superconducting qubit
based systems have made tremendous
strides in device performance, from
improved coherences to lowered
single- and two-qubit gate errors, and
high-fidelity mid-circuit measurements
and qubit resets. In the future, we plan
to bring together advances in device
performance, software and error
correction to offer users a frictionless
experience and the ability to solve tough
computational problems.”

In 2021, IBM unveiled Eagle, IBM’s
first quantum processor developed and
deployed to contain more than 100
operational and connected qubits. “It
is the first IBM quantum processor
whose scale makes it impossible
for a classical computer to reliably
simulate,” says Subramaniam.

[IBM has the 433-qubit Osprey
processor slated for release later this year,
and the 1121-qubit Condor processor
slated for release next year. In 2024, IBM
plans to introduce longer-range quantum
communication between chips and create
clusters of quantum processors using
a long-range coupler for connecting
qubit chips through a cryogenic cable
of around a metre long. This will be
demonstrated by linking together at least
three 462-qubit processors, each called
Flamingo, into a 1386-qubit system.

IBM’s next quantum processor,
Kookaburra, is also slated for release in
2025. It will be a 1386-qubit multichip
processor with quantum communication

® layman’s terms, where other quantum
* computers try to avoid noise, our
system uses the noise,” he says.

As a result, QCI’s EQC does
not require any specialised or
| costly infrastructure, and needs

. | minimal calibration. It is stable

&% and maintains coherence at room

Quantum Communication Lab (Credit: IIT Madras)

link support for quantum parallelisation.
IBM also plans to connect three
Kookaburra chips into a 4158-qubit
system connected by quantum
communication.

Beyond superconducting qubits
Prof. Prabhakar remarks that
most people tend to think only
of superconducting qubits from
companies such as IBM or Google,
when considering quantum computers.
“There are other hardware platforms
also gaining traction, like ion-traps,
cold atoms, and photonic cluster states.
These are very different approaches and
[ expect that they will yield application-
specific quantum processing units
(QPUs) in the near term,” he says.

QCI has developed one such
system, which Liscouski describes to us.
“Natural quantum states interact freely,
influencing and impacting each other
as they evolve and change. This natural
interaction (or ‘noise’) significantly
impacts the accuracy and scale of first
generation NISQ computers. These
vendors painstakingly create hyper-
cooled, vacuum environments to house
their computers, but even this doesn’t
prevent them from making significant
errors, losing information, and suffering
from limited scale. Our photonics-
based Entropy Quantum Computer
(EQC), on the other hand, harnesses the
fundamentals of quantum physics to
overcome these limitations. It operates on
open quantum systems, carefully coupling
to an engineered environment, so that the
quantum state is collapsed to represent
a problem’s desirable solution. In
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"~ temperature, in any environment.

So, there is no restriction to where
and how it can be deployed.

Xanadu’s Borealis is also a photon
based quantum computer, where a
quantum light source, with adjustable
brightness, emits trains of up to 288
squeezed-state qubits.

Honeywell Quantum Solutions uses
trapped ions to achieve their quantum
goals. According to their documentation,
their systems ‘trap’ charged ytterbium
atoms (ions) with electromagnetic fields
so they can be manipulated and encoded
with information using microwave
signals and lasers. Their latest offering,
the System Model H1, promises high-
quality quantum operations (fidelities)
and longer coherence times than other
quantum computing technologies.

Honeywell has collaborated with
Cambridge Quantum, which makes Al
based quantum software and algorithms,
to form Quantinuum, to offer an
integrated end-to-end quantum platform
that is entirely platform agnostic.

Their first product, Quantum Origin,

is the world’s first cryptographic key
generation platform based on verifiable
quantum randomness. They are also
developing solutions for chemistry,
natural language processing, machine
learning, and more.

[onQ), the first quantum computing
startup to go public, uses individual
atoms as their qubits. According to
company literature, “At IonQ, we take
a different approach, and use a naturally
occurring quantum system: individual
atoms. These atoms are the heart of our
quantum processing units. We trap them
in 3D space, and then use lasers to do
everything from initial preparation to
final readout.”




From here and there

e Intel, together with collaborators, recently created the first silicon qubits
at scale at its D1 manufacturing factory In
IS a process that can fabricate more than

Hillsboro, Oregon. The result
10,000 arrays with several

silicon-spin qubits on a single wafer with greater than 95% vyield. The qubit
count and yield are much higher than the typical university and laboratory

processes used today.

e Scientists at the Harvard-MIT Center for Ultracold Atoms have demon-
strated a programmable quantum simulator capable of operating with 256
qubits. The system uses arrays of highly-focused laser beams, to trap
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tum computers with great applicabl

Despite all the advancements,
Prof. Dumke feels that, “Hardware
is and will be always the bottleneck.
This is true for any technology, and
for classical computers as well as for
quantum computers. The reason why
we do not have a universal quantum
computer yet is that the hardware is
not mature enough. I can foresee that
specific hardware solutions made from
noisy processors will be tailored to solve
special use-cases in the near future.”

Making quantum more accessible
More than pure quantum tech
advancements, what i1s more interesting
today are the different approaches being
taken to make quantum computing
accessible to more people. Two of the
most significant efforts in this direction
involve otfering hybrid solutions,
which combine quantum computing
with classical computing setups; and
full-stack cloud solutions that mask the
complexity and let more people tap the
benefits of quantum.

Liscouski says, “Our goal from the
beginning has been to make quantum
computing as available as possible so
that business users with no quantum
expertise can benefit from it. That’s
why we invented Qatalyst, a ready-to-
run quantum optimisation and machine
learning software that masks the massive
complexity and effort needed to solve even
basic problems on quantum computers.”

Through QUBT U, they also provide
the Qatalyst software to students,

qubits and drag them into desirable arrangements to perform

D to
ity, ir

build large-scale, practical guan-
the near future.

allowing them access to the world of
quantum computing without having to
be quantum programmers! “We believe
that workforce development is a key
component of our responsibility to our
society,” says Liscouski.

IBM'’s plans to build a 4,000+
qubit processor by 2023 goes hand-
in-hand with significant milestones to
build an intelligent quantum software
orchestration platform that will abstract
away the noise and complexity of
quantum machines, and allow large
and complicated problems to be easily
broken apart and solved across a network
of quantum and classical systems.
“There is an inherent strong coupling of
quantum and classical computers. Both
paradigms of computing—classical and
quantum—will work seamlessly together
to solve different parts of complex
computing problems that are best
suited for their respective strengths and
capabilities,” says Subramaniam.

IBM is integrating quantum
computing with high-performance
computing and hybrid cloud technologies
in serverless implementations that
remove the complexity of infrastructure
management, putting the focus on
coding only.

“It took 60 years to abstract software
in classical computing to the point
where users could input a simple line of
code into a templated program in order
to build an app or website. Quantum
computing is going through a similar
process—within the decade. IBM

InSight

released the Qiskit Optimization Module
2020 as a first step in making frictionless
quantum computing a reality by 2025.

“In the future, a program will be
handed off to the cloud and vast quantum
and classical resources will be employed,
and within the blink of an eye the solution
will be returned perfectly optimised. The
Qiskit Optimization Module enables
easy, efficient modelling of optimisation
problems for developers and optimisation
experts without quantum expertise. It uses
classical optimisation best practices and
masks complex quantum programming,”
says Subramaniam.

IBM has installed on-site quantum
systems in Germany and Japan, with
plans for installations in Korea, Canada,
and in the USA at the Cleveland Clinic.
They also have over 20 systems in their
Poughkeepsie and Yorktown locations
in the USA, which can be accessed over
the cloud.

In 2016, IBM became the first
company to put quantum computers
on the cloud. This was a turning point.
“Since then, we have actively built up an
active community of more than 400,000
users and 190+ organisations in the
[BM Quantum Network that are running
more than 4 billion circuits every day
and exploring practical applications to
realise the wide-ranging benefits of this
technology for business and society,” says
Subramaniam. From India, II'T Madras
became the first institution to join the IBM
Quantum Network, in September 2022.

“Companies such as IBM and
Microsoft have built many sophisticated
simulators and software stacks that
are interoperable with different QPUs.
There are also startups like D-Wave
and Xanadu, which have got their
own software platforms. Amazon Web
Services (AWS) is attempting to become
QPU-agnostic through its Braket portal.
Most recently, Nvidia has stepped into
this space. So, there are a lot of healthy
alternatives,” says Prof. Prabhakar.

Microsoft Azure Quantum is a
hardware-agnostic platform, which
brings together a range of quantum
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computing and optimisation solutions
into a single cloud service. You can
write code and run it on the quantum
hardware of your choice. QCI, IonQ,
and Quantinuum are some of those who
have partnered with Azure. NASA’s Jet
Propulsion Lab used Azure Quantum to
develop an optimisation solution that
helped reduce scheduling times from
hours to minutes. Ford and Microsoft
teamed up to use quantum methods

to figure out how to reduce traffic
congestion in Seattle.

Google’s Cirq is a Python software
library for writing, manipulating, and
optimising quantum circuits, and then
running them on quantum computers
and quantum simulators. Cirq provides
useful abstractions for dealing with NISQ
computers, where details of the hardware
are vital to achieving useful results.

Amazon Braket provides customers
access to quantum computing technologies
from multiple quantum hardware
providers, including D-Wave, IonQ), and
Xanadu. It also offers a consistent set of
development tools for you to build and test
quantum computing projects.

Prof. Prabhakar adds that most of the
software is built around an open source
effort. “These are still early days, and a
collaborative approach is likely to yield
higher dividends. However, there is a
danger of having too many alternatives
for a beginner to comprehend. It helps
that most platforms rely on Python
libraries, making them amenable to a
quick introduction,” he says.

Applications galore

Although quantum computing is quite
a few years away from becoming
mainstream, it is time for companies to
start exploring what it can do for them.
Liscouski lists out a few key industrial
applications, for us to understand the
potential of quantum computing to
transform businesses:

Supply chain and retail:

* (Quantum computing enables
users to improve multi-level

With simulators available, who needs quantum computers?

In 2019, Google researchers claimed they had achieved quantum supremacy

W
W

Recently, a group of scientists in Chi

nen their guantum computer Sycamore performed an abstruse calculation,
nich would take a supercomputer 10,000 years to solve, iIn 200 seconds.
na created waves by completing the same

computation in a few hours with ordinary processors. They recast the problem

as ad

multiplying all the tensors.
Quantum simulators are software programs that allow you to use a classi-

cal computer to run quantum circuits as if th
computer. There are several simulators like |
And the question often arises as to why we

D mathematical array called a tensor network, and ran the simulation by

ey were being run on a quantum
ntel-QS and NVIDIA cuQuantum.

need quantum computers when

these simulators are there. While simulators can probably solve some prob-

lems, solving actua
ageably

helpful Ir
ca

replenishment throughout the entire
supply chain from the manufacturer
to the distribution centres, right
down to local stores.

Users can accelerate warehouse
performance with highly optimised
pick order and path routing, while
accommodating the use of more
autonomous robots (as well as

the growing data complexity that
comes with them).

Quantum computing can perform
inter-modal optimisations (for
example, across long-haul and local
surface freight) that would be very
challenging for classical computers.

Cybersecurity:

Cybersecurity is a perfect application

for quantum computing because

of the complexity of unstructured
data that must be repetitively and
efficiently analysed to prevent
threats and respond quickly to
Intrusions.

Quantum computing enables the
real-time investigation of network
intrusion to disrupt and prevent data
exfiltration incidents.

[t also has the ability to detect
patterns of divergent network tratfic.

Quantum sensing:

Quantum light detection and ranging
(lidar) will extend the capabilities of
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quantum problems using them would require an unman-
nigh amount of computing resources. That said, simulators can be
developing quantum computing applications and algorithms, as they
N help debug code and test near-term systems.

existing lidar to provide enhanced
data acquisition and analysis.
Quantum sensing is also applicable
in the medical imaging field; imagine
being able to see below the skin
without high power such as X-ray.

Life sciences and pharmaceutical:

Quantum computers can assist in

a wide range of application areas
where understanding interrelatedness
of common attributes is key to
discovery. For example, identifying
patient attributes and subpopulations
in clinical trials.

Quantum computing can help
discover heterogeneous networks
of proteins and genes implicated

in human biological function

and disease states or in viral or
microbial life cycles.

It can also analyse networks to
compare molecular substructures

and analyse the larger molecules
necessary in pharmaceutical research.
“The early adopters are financial

institutions seeking an advantage

in wealth management, logistics
companies attempting to reduce

costs and improve efficiencies, and
pharma companies that need to tackle
the quantum chemistry of their new
molecules. We also expect telecom and
data security companies to be watchtul
of any breakthroughs in cryptography,
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Prof. Dr Anil Prabhakar,
Department of Electrical
Engineering, lIT Madras

L. Venkata Subramaniam, Senior
Manager - Al Science and IBM
Quantum Ambassador, IBM

Rahul Mahajan,
CTO, Nagarro

Research India

Prof. Rainer Dumke, Principal Investigator at the

Centre for Quantum Technologies, Professor at

Nanyang Technological University, Singapore,
and Lead for hardware at Singapore’s National

Quantum Computing Hub

and hence invest in quantum
communications and post quantum
cryptography,” says Prof. Prabhakar.
“II'T Madras has been an early mover
in quantum science and technology. We
had India’s first quantum key distribution
demonstration as early as 2008. Today, we
have about 20 faculty and their students
and statf looking at ditferent aspects of
quantum science and technology. This has
developed into a healthy interdisciplinary
ecosystem, and is formally known as
the Centre for Quantum Information,
Communication and Computing.
We continue to drive both basic and
translational research in collaboration
with start-ups and our partners in an
Industry-Academia Consortium model,
allowing members to leverage common
knowledge while pushing specific
applications of interest to them,” he adds.

A good gquantum of hope
“Hardware with 100+ logical qubits is

now available. Hardware with a few
1000s of qubits is not that far, and we

Robert Liscouski, CEOQ,
Quantum Computing Inc.
(QCl)

may see such machines in the next 2-3
years. On the software part, we will
continue to see improvements in the
quantum programming platforms,”
says Mahajan.

“With the current noisy systems,
we are only able to solve some artificial
toy models without practical relevance.
However, I am sure that in the next
generation of systems we will be able to
really realise quantum processors that
make an impact and can outperform
their classical counterparts on real

world problems,” remarks Prof. Dumke.

According to a recent NASSCOM
report, India too is gearing up for
the quantum era, with about 10-15
government agencies, 20-30 service

@ By: Janani G. Vikram

The author 1s a freelance writer based in Chennai, who loves to write on emerging
technologies and Indian culture. She believes in relishing every moment of life, as
happy memories are the best savings for the future.

providers, 15-20 startups and 40-50
academic institutions active in this
domain. It says that the industry would
add about $310 billion to the Indian
economy by 2030 and sectors such as
manufacturing, high-tech, banking,
and defence will likely lead the charge
of adopting quantum technologies for
critical and large-scale use cases.

Achyuta Ghosh, Research Head
at NASSCOM, said in an Economic
Times interview, that companies like
Tata Consultancy Services, HCL
Technologies, Infosys, Tech Mahindra,
Z.ensar, Mphasis, and Coforge were
creating use cases for quantum
technologies and proof-of-concept for
clients. There are also some interesting
startups in this space such as QNu Labs,
Tagbit Labs, QRDLab, and QpiAlI Tech.

There are around a 100 quantum
projects initiated in India, of which 92%
are funded by the government. In August
this year, the Ministry of Defence
announced that the Indian Army had
started the process of procurement of
Quantum Key Distribution (QKD)
technology developed by a Bengaluru
based cybersecurity company by issuing
a commercial request for proposal.

In a global survey of 750 companies
conducted by KPMG early this year, a
quarter of the business decision-makers
said they already had quantum computing
projects in place, one-third had either an
internal team or external advisers looking
into how they can use the technology,
and 31% of organisations said they were
discussing how they will leverage the
technology in the future. KPMG reported
that only 9% of the respondents said they
were not thinking at all about how they
can take advantage of quantum. We will

leave you thinking about that! EIIBO

The article was originally published in the November 2022 issue of Electronics For You.
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How to Create

Free and open
source software can
help you automate
document creation
IN the most popular
formats.

overnments, businesses and other organisations

create a lot of documents. When they automate their

systems, they purchase software components that
cost hundreds or even thousands of dollars per year or per
computer. It seems like a criminal waste.

I have self-published over two dozen books. They were all
created using only free and open source software (FOSS). I find
that other self-published authors have spent thousands of dollars
to publish just one book. This does not include marketing. I am
horrified when I read or hear about their expenses.

Why not pay some attention to free choices betore splurging
so much money on proprietary software? In this article, I will
describe how anyone can create PDF and DOCX files for free.
The entire toolchain will be FOSS. This process can be easily
automated and integrated with application servers.

Use CommonMark (Markdown) for the
source document

You can write your source documents in plain text, markup,
markdown or directly in rich text. HTML (HyperText Markup
Language) is markup. It is displayed as rich text. Rich text

is what you see in a browser or document editor such as
LibreOffice Writer. Markup is what you see when you do
View » Source on a web page. The ODT file that you create

in Writer is actually a renamed zip file with mostly XML files
(eXtended Markup Language).

DOCX

Markdown is the opposite of markup. It uses ordinary
plain-text enhancements to unobtrusively mark up text.
Before the World Wide Web came into existence, the
internet was mostly email. Email, BBS and Usenet
(newsgroups) users developed a plain-text style of
formatting for their messages. For example, bold type was
wrapped in **asterisks** and italicised text was wrapped
in underscores . When John Gruber and Aaron Swartz
created Markdown in 2004, they extended this style even
further. It is now the most popular form of markdown.
Markdown was released as a Perl script. Markdown
documents were usually saved with the extension .md. I
wrote my first book in Markdown and converted it like this:

perl markdown.pl jokebook.md > jokebook.html

Other implementations of Markdown were based on the
Perl script but there were some differences. Finally, in 2019,
Jeff Atwood and John MacFarlane published a standardised
implementation of Markdown called CommonMark. I
learned about it sometime in 2020 and earned the bragging
rights for the first book on CommonMark. It is called
‘CommonMark Ready Reference’. Its digital version is
available for free on almost all ebook stores (except Kindle).
However, I will give you a quick intro so that you have an
idea what it looks like.
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Chapter Tit

Subheading

**Bolded** text.

### Sub-subheading

*Ttalicizedx text.

. Ordered last 1tem 1
. Ordered list 1tem 2
. Ordered list 1tem 3

e R

. Ordered list 1tem 4

#### Sub-sub-subheading
*+*+=Bold and italicized++=+ text.

« Unordered list 1tem 1
« Unordered lList 1tem 2
« Unordered list 1tem 3

« Unordered lList 1tem 4

| [Image description] {image-11lename.png)

> Blockguoted text or a text guotation
}

» Usually indented on the left.

[www . V5ubhash.in] (http:/ /fwww.vsubhash.1n

Figure 1: Markdown uses plain-text enhancements to mark up text

Figure 1 shows how Markdown uses plain text
enhancements to mark-up text. A more comprehensive quick-
reference card for CommonMark/Markdown is available for
free from my website as a printable PDF.

CommonMark has a proper specification. It also has an
implementation written in C that is blisteringly fast. I have
compiled the source, and offer the Linux and Windows
executables from my website. You can find the build
instructions in the ebook.

After compilation or downloading the executable,
you can convert your Markdown/CommonMark source
documents like this:
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commonmark --unsafe --validate-utf8 jokebook.md > jokebook.
html

CommonMark can generate headings, paragraphs,
blockquotes, images, links, lists, code spans and blocks,
horizontal breaks and line breaks. That is about it. It cannot
generate tables and other fancy stuff. If you want those,
you can write raw HTML and use the -unsafe option.

By default, CommonMark omits raw HTML to protect
software systems from code injections.

The HTML that the CommonMark executable or the
Markdown Perl script generates is validation-safe and
well-structured. However, it will not have HTML, HEAD,
TITLE or BODY tags. The executable’s sole purpose is to
create HITML markup that can be straightaway used in a pre-
existing page or HITML template.

Imagine that this is the markdown source document:

Science Jokes

* **How many astronauts would 1t take to a screw a
lightbulb?**
One to turn the bulb and several to prevent the spacecraft

from spinning in the same direction.

* **What did one radio wave say to another?**
“You are interfering with my work.”

* **What's a radio engilneer’'s favourite food?**
A can of tuna...

CommonMark can be used to convert it like this:

echo ‘<IDOCTYPE html><html><title>2020 Jokebook</title></
head><body>" > jokebook.html

commonmark --unsafe --validate-utf8 jokebook.md >> jokebook.
html

echo ‘</body></html>" >> jokebook.html

The output HTML will look like this:

<IDOCTYPE html><html><title>2020 Jokebook</title></
head><body>

<h2>Science Jokes</h2>

<ul>

<li><strong>How many astronauts would it take to a screw a
lightbulb?</strong><br />

One to turn the bulb and several to prevent the spacecraft
from spinning 1n the same direction.</11>

<li><strong>What did one radio wave say to another?</
strong><br />

&quot;You are interfering with my work.&quot;</11>
<li><strong>What's a radio engineer’'s favourite food?</




strong><br />

A can of tuna.</l11>
</ul>
</body></html>

CommonMark-generated markup starts from <h2> and
ends in </ul>. The rest is the HTML template. Figure 2 shows
what the HTML looks like in a browser.

Use LibreOffice to create ODT, DOCX and PDFs
You already know that LibreOftfice is the FOSS alternative
to Microsoft Office. It has a word processor Writer (the
Word alternative), spreadsheet application Calc (the Excel
alternative), presentation slide maker Impress (the PowerPoint
alternative), and a few other applications. While LibreOftfice
hoots and toots like a regular GUI application, it also has a
demure command-line interface.

To convert the afore-mentioned HTML document to ODT
format, type:

libreoffice --convert-to “odt” jokebook.html
You can use the same HTML document and convert
it to DOCX so that Microsoft Office users can feel happy.
(Microsoft Word can edit ODT files just fine.)
libreoffice --convert-to “docx:MS Word 2007 XML" jokebook.html
You can use the ODT or DOCX file that you generated
and convert it to a PDF file:

libreoffice --convert-to “pdf” jokebook.odt

Why not convert to PDF straight from the HTML? Why
create the intermediate ODT or DOCX file? Because the
HTML document does not have any concept of page size,
margins, headers, footers and all that jazz.

Create documents with images
When you convert a HTML document containing images, the
resultant ODT or DOCX documents will show the images all
right. When you move the documents or mail them to someone,
the images will disappear. This is because the images in the
ODT or DOCX documents continue to be loaded from the
source image files. To fix this problem, you need to encode the
images as text. This is similar to how images and attachments
are encoded in email messages — using base64 encoding. View
the message source of an email containing an attachment; you
will find the file encoded as plain text.

Instead of using an image file like this:

<img src="lion-and-deer.png” />

How To

™ 2020 Jokebook - Pale Moon
File Edit View
¢l | % 2020 Jokebook x]

History Bookmarks Tools Help

Science Jokes

« How many astronauts would it take
to a screw a lightbulb?
One to turn the bulb and several to
prevent the spacecraft from spinning in
the same direction.

« What did one radio wave say to
another?
"You are interfering with my work."

« What's a radio engineer's favourite
food?
A can of tuna.

L

Figure 2: CommonMark generates HTML tags on a strictly as-needed basis. You
have to use that generated content in a pre-existing page or HTML template

Bs jokebook.odt - LibreOFffice Writer

File Edit View Insert Format Styles Table Form Tools Window X
Ll -3~ lo % ar AN »

v % &j Liberation Serif -

2

Heading 2

L

A L

Science Jokes

« How many astronauts would it take to a screw a li
One to turn the bulb and several to prevent the space:
What did one radio wave say to another?

"You are interfering with my work."
What's a radio engineer’s favourite food?

A can of wna.

.. Page 10of1 57 words, 303 characters HTML [ PP &P ©»r—m_——

Figure 3: The command-line interface of LibreOffice can be used to automate the
conversion of HTML documents to ODT, DOCX or PDF documents

... you can encode it as text like this ...
<img src="data:1mage/png;base64, 1VBORWOKGQOAAAA.." />

That is not all. I have truncated the actual text of the
encoded image. The full text is nearly 600 lines. If you are
curious, try a command like this:

base64 lion-and-deer.png

You do not have to dirty your hands with manual text-
encoding. LibreOffice will encode the images as text.
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echo ‘<!DOCTYPE html><html><title>2020 Jokebook</title></ Gl
head><body>" > jokebook.htm

commonmark --unsafe --validate-utf8 jokebook.md >> jokebook.htm
echo “</body></html>" >> jokebook.htm

libreoffice --convert-to “html:HTML:EmbedImages” jokebook.htm

Here, the .htm file (referring to an external image) was
created by CommonMark. LibreOffice consumed that .htm file  Figure 4: A text-encoded image is a huge chunk of unintelligible but plain text
and created a .html file with the text-encoded image. This sel-

contained HTML is now portable and not dependent on any 8806
external files. When you convert such an HTML document, TR RON: NN N (COMTNR (SR TEre DU TREER 1
the resultant ODT or DOCX file will also be self-contained LI~ i~3 - lo%lar -,
and portable. Even if you delete the image file, you will still be ||~/ ~ & . L i R
able to see it in the .html, .odt or .docx files. Animal Jokes
* Why di B jokebook.pdf — 2020 Jokebook X

Because File Edit View Go Bookmarks Help

Animal Jokes

* Why did the lion cross the road?
Because the buck stops here.

BUCK
‘- STOP

libreoffice --convert-to “html:HTML:EmbedImages” jokebook.htm

libreoffice --convert-to “odt™ jokebook.html
libreoffice --convert-to “docx:MS Word 2007 XML” jokebook.odt
libreoffice --convert-to “pdf” jokebook,odt

Enhanced document content

As mentioned earlier, CommonMark outputs only a limited set
of HTML tags. For creating content that it does not support,
you will have to add raw HTML in your markdown.

Pége 1of1 72

Animal Jokes

* **Why did the lion cross the road?*”

Because <span style="color: white; background-color: red; Figure 5: To make ODT and DOCX files self-contained or portable, images in the
border-radius: ©.5em; border: 2px dashed yellow; “>the buck source HTML files should be text-encoded. PDF files use self-contained images,
which makes them portable by definition

stops here</span>,
'[L1on and deer](lion-and-deer.png)

_ _ File Edit View GCo Bookmarks Help

Do not go overboard with this raw HTML content. -
LibreOffice has its own limited set of HITML tags and CSS |
styles that it can convert. Animal Jokes

What does the screenshot in Figure 6 say? LibreOtfice +  Why did the lion cross the road?
does not do rounded corners, among other things. So, temper Because e e o
your excitement. gt

This use of raw HTML is crude. It defeats the idea of ® 2020 Jokebook - Pale Moon
markdown. The purpose of CommonMark is to create a File Edit View History Bookmarks Tools Help
well-structured document. Special styling can be affected by . < | % 2020 Jokebook x|
including CSS styles in the HTML template. I leave that as

« Why did the lion cross the road?
homework for you or your developers. (Just brush up on CSS e & huck stons hered

pseudo-classes, selectors and attribute matching.) I gave the
above example to make the concept easy to understand.
Unlike styles, tables are not fancy stuff. They are the nuts
and bolts of financial documents. For those, you can use raw
HTML inline. LibreOffice will convert HTML tables all right. |
What about headers and footers? Does CommonMark support  Figure 6: LibreOffice supports a limited set of HTML tags and CSS styles that it wil
them? Can they be added to the HTML template similar to CSS convert to 0DT, DOCX or PDF. For more sophisticated documents, use wkhtmltopdf

BUCK
STOP
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styles? Unfortunately, no. This kind of toolchain is good for
one-page documents. Or, multi-page documents without headers
and footers. If you want those, then you have to use a different
tool called wkhtmltopdt. This is essentially a headless Firetox
browser that can convert heavily formatted HTML documents to
PDF. You can specity headers and footers using separate HTML
files. I created all 29 of my books using this tool. It supports
lots of CSS styles that LibreOffice does not support. My books
would not look so rich if I relied on LibreOffice. (wkhtmltopdt
is based on an old Firefox codebase that is not being updated.
A lone Indian is maintaining it. It has a few bugs. Read my
Unicode tricks article on how I fixed them.) Also, unlike
LibreOftfice, wkhtmltopdf can execute JavaScript. It has an
option for adding a few seconds of delay so that the JavaScript
can do its thing betfore wkhtmltopdt starts printing the document
to PDF. So, for simple documents, use LibreOffice. And, for
heavy-duty documents, use wkhtmltopdf. Both these programs
will use the headings in the source document to create the
bookmark tree in the PDF document. LibreOffice has one
advantage that wkhtmltopdf does not have — it can create
ePUB ebooks and several other types of documents.

Additional document features
[f you have to merge two ODT or DOCX documents, I do
not know of or care for any tool to do it. Do the merging
in the markdown source material and then create the
combined document.

For PDFs, there are lots of tools. For my books, I have to
combine some page-size images with the PDF of the interior
pages. For that, I use ImageMagick and pdftk.

magick title-page.png -resize 100% front.pdf
pdftk front.pdf jokes.pdf output book.pdf

pdftk is a very powertul tool and does more than merging
PDF pages or collating them from different documents. It can
also watermark and encrypt your PDF.

pdftk book.pdf output book-encrypted.pdf \
encrypt_128bit \
owner_pw RCHrDSTIMnA@12 \
user_pw FrSTTWrFnDtnA321

And, for a touch of class, add metadata to the PDF:

echo “InfoBegin” > meta.txt
echo “InfoKey: Title” >> meta.txt
echo “Infovalue: 2020 Jokebook by V. Subhash” >> meta.txt

echo “InfoBegin” >> meta.txt
echo “InfoKey: Subject” >> meta.txt
echo “InfoValue: Fresh Clean Jokes” >> meta.txt

@ By: V. Subhash

How To

echo “InfoBegin” >> meta.txt

echo “InfoKey: Author” >> meta.txt

echo “InfoValue: V. Subhash (&#169; 2022 V. Subhash. All
rights reserved.)” >> meta.txt

paftk “jokebook.pdf” update_info meta.txt output
2020-jokebook . paf

Whatever I cannot do with these free PDF tools, I go
ahead and write my own custom utility using iText Java. For
example, when I found that pdftk was unable to handle some
of my bigger books, I used a JAR file executable that I had
created using iText.

Use in online applications

Document creation requires a lot of heavy lifting in terms

of CPU usage, disk access and memory requirements. Do
not integrate these tools directly with web applications. Use
a deemon (background process or service) that is launched
by the OS on startup to do the document creation. Your web
applications should just queue document-creation jobs to this
deemon. When the documents are ready, the demon should
invoke an API routine in the web application to notify that
the job has been completed. Otherwise, your online users will
crash your system when their numbers build up.

Donate

If free software such as those mentioned in this article helped
you to reduce costs, then make it a point to donate some money
to their projects. If you are an independent software vendor
(ISV), then tell your client that you did not write all the code
and some part of the system relies on free tools. Tell the client
to make donations commensurate to the usage of the free
software in that system. The creator of iText has an incredible
story (check the Reference given at the end of this article) of
how Google refused to offer nothing more than a T-shirt and a
mug for using his PDF library in their products such as Google
Analytics, Google Docs and Google Calendar. Do not be like
that. Indian corporations have a statutory obligation to divert

a certain amount of their profits to charitable causes. Most of
them will be glad to route donations to open source projects as
CSR (corporate social responsibility) grants. El]ﬂ@

® https://entreprenerd.lowagie.com/chapters/c13.html

The author has written over two dozen books including Quick
Start Guide To FFmpeg (from Apress), Linux Command-Line
Tips & Tricks, CommonMark Ready Reference, Cool Electronic
Projects, How To Install Solar and Unlikely Stories.
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Al has been around for a very

long time, but the current wave
seems to be the biggest and most
distinctive because it has brought
with it tools that are readily usable.
Two of the most complex tasks for
a research scholar are to search
through volumes of literature and
understand the complex contents
of research papers. This article
presents two tools that make both
these tasks easier.

cademic research is a

challenging task and requires

considerable focus and
the ability to handle high levels of
cognitive load. There are various phases
in academic research that can benefit by
using specific tools. The application of
proper tools can reduce the academic
load manifold and help increase the
quality of output.

There are many software available
that can assist a scholar in the different
phases of research. This article focuses
on artificial intelligence or Al based
tools. An important part of academic
research is formulating the research
question. Once you find the right
question, things become much clearer.
To ask the right question the steps
researchers follow are:

Aid Research

» Search existing literature
» Understand the papers
* Find the research gaps
= (Construct the question

Searching through literature is
not as simple as searching a random
query in a search engine. It requires
specific skills. Two tools that can help
a scholar in surveying the literature
effectively and understanding its
contents easily are:
=  Elicit
= Explainpaper

Do remember, however, that these

;;huLﬂl'_a

Figure 1: Al for scholars -- Elicit and Explainpaper
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tools simply assist scholars, and do not
automate the research.

Elicit

Elicit is an Al based research

assistant, which is based on the GPT-3
(generative pre-trained transformer,
third generation) language model. It can
assist scholars in searching through the
literature and asking the right questions.
It has the ability to find answers from
175 million papers. You can run Elicit
on your own papers as well as by
uploading them.

Elicit is the product of Ought, a
non-profit research lab. It currently
focuses on machine learning, and
is funded by various organisations
including Open Philanthropy and
Future of Life Institute.



Elicit is capable of assisting the

research scholar in the following tasks:

Searching through the literature to
find relevant papers

Generating initial leads for

the paper

Answering specific questions with
the knowledge of papers

Though there are some traditional

literature search tools, Elicit is different
from them in many ways such as:

L.ocating the papers that didn’t
match with the exact keywords. It
can find the relevant papers based
on semantic search.

is the ability to customise

the fields in the search result.
You can also add columns

of your choice, and sort the
information in them.
Advanced filtering options are
provided based on study type.
[f you are interested in finding
research papers that belong to
a particular study type such

as randomized control trials,
systematic reviews, or meta-
analyses, you can simply do
that by applying such a filter.
Reference managers such

InSight

Semantic Search

Elicit Workflow
Features

Study Type based Filtering

Export to bib F csv

Figure 2: Elicit literature review workflow features

= Elicit has the capability to generate
summaries of the abstract. Reading Elicit 5 FAQ
and understanding the abstract of
all the papers returned in a search
result is a time-consuming, difficult
and demanding task. Elicit helps
here by providing an automatically
generated summary.

= Elicit enables the scholar to
navigate through the citation graph Q
in both forward and backward
directions. This means that you
can easily navigate to the papers
that are referenced (backward) in
the current paper and the citation
(forward) of the current paper.

* An interesting feature of Elicit

% Tasks (yStarred @

Ask a research question

Elicit will find answers from 175 million papers

Or run Elicit over your own papers

¢» Upload PDFs

Figure 3: Elicit home page

Elicit 1 ‘Wnat Is the Impact of Covid-19 on primary school education in ingia? @ FAQ B Tasks

Whatis the impact beta [
of Covid=18 on

primary school

Paper Uiie
education in India?

impact of Covid-10 on Education Sactor in india Tha sducation secior in india is facing many challanges due to COVID-10.

e — T
E1 & C. Shrvastava, Mohd. Ayub Ansar

2020 § Cumtscsng

Add information about all papers
Abstract summary -
imtervention

'ﬁi’ impact of Pandamic COVID-10 on Education in india The sducation sector has bean fighling 1o survive the COVID-19 pandamic with

1 P Jana . on s

Outcomes meaasured 2020 151 CHatonE  POF s

Mumibsgd Of parscipants

COVID- 19 and its. impact on education, soclal Ife and mental health of students: A survey The COVID-18 cutbreak affected the eaming experience by negatively mpacting

SRarch ol paper mformation -
ik students’ soclal lbves.

el Kunal Chaturyedl, Dinesh Kumar Vishwakarma, MNidhd Singh

1 What wat tha

4020 100 CRaticns

1:? A study on Covid -10 - impacting Indkan sducation
21 R Dhanalakshmi, Aloy Anuja Mary, D. Shrifith, M. Vayaraghavan

408 @ Citationn

Covid-10 has nagatively impaciad aducation in India by disrupting tha svallability
and acoessibility of education.

Figure 4: Elicit result page
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Add information about all papers
Abstract summary v
Intervention

Outcomes measured

Number of participants

Search for paper Information

Q What was the...
POPULATION STUDIED

Number of participants

Number of studies

Population
characteristics

Population summary

Age

Organism
Region

INTERVENTION STUDIED

Figure 5: Add information about all papers

Elicit What is the impact of Covid-18 on primary school egucation in India?

What is the impact beis
of Covid-18 on

:.-IIII' k) I':I : :I
education n India?

impact of Pandemic COVID=-18 on Education in indla

< PK Jena

Paper litle

SOED 151 Clationg

o COVID-19 and = impact on education, social §fe and mental
= health of students: A survey

IFit B nan

Out&oimas maasured

as Zotero are a great tool

for research scholars. The

results retrieved by Elicit

can be exported into various

formats such as CSV or .bib

(bibliography). These files can

be imported into reference

managers of your choice for
building your repository.

Let’s have a simple demo of Elicit.
You can access Elicit without requiring
to install anything in your system by
navigating to https.//elicit.org/.

The interface is very simple
and intuitive. You can simply ask
a research question to Elicit and
it will return the result page. In
the Elicit search box, I entered
the question “What is the impact
of Covid-19 on primary school
education in India?” Elicit
conducted the search and returned
the results as shown in Figure 4.

In Figure 4, notice the summary
of the abstract. It facilitates
scholars in deciding which papers
match better with their current
requirement. A salient feature of
Elicit is that it enables you to add
the following information about the
papers in the result list:

ADsiract surnmary

The education sector has been Nghting 1o swrvive the

= Abstract summary (already added
by default)
= [Intervention
*  (Qutcomes measured
= Number of participants
You can sort by any field, as
mentioned earlier. In Figure 6, the
results are sorted by Citation in a
decreasing order.

The results can be exported as a .bib

file or CSV file as shown in Figure 7.

Once you click a particular result,
the individual paper’s details will be
listed, which will include the following:
= Abstract summary
=  What outcomes did they measure
"=  Who were the participants
* (Can I trust this paper?

* Possible critiques
*  Other citations

One more interesting option
that Elicit provides is the ability to
ask Custom Questions. It finds the
answers and displays the results, as
shown in Figure 9.

If you are interested in learning
more about how Elicit works, navigate
to https://elicit.org/fag#appendix-how-
does-elicit-work.

Remember that Elicit works on
the basis of language models and

FAD Taske Starmed

Has POF Fifee 200 Dy Cliations -, Export as

Population summary

Students, parents, and Teachars i Indka

COWIC-10 pandemic with digital platfodma

Munal Chaturvedi, Dinesh Kumar Vishwakarma, Nidhi Singh

1 Chalgran and Youlh Sarnces Review

Numbar of participants

SO0 100 Cratiosr s

Population sumimary

Saarch for paper Ivlormation

" s
Y

ighreda Momanta, Hadibandhy Bahsra

020 TE Castens

21 Medurshesn Fafcar

IMPACT OF COVID-18 ON HIGHER EDUCATION 1N IMDIA

IMPACT OF COVID-10 ON EDUCATION M INDIA

i, DT MS OF DALy Bl Maddet

The COVID-19 putrean afTected the Hl'llflq SRR E
by Negativedy FMpaciing students’ social ves

COVID-T9 has had a catastrophic Fmpact on edwcaton n

The COVID-10 caused by COMGNIVIFUS & & COALBGgIOUS
disease that spread through wmal droplets from the

1182 stucents of tiffensent age groups from
varsys eoucationa mgtitutes it Daini Mationad
Capital Regeon (KCR], india

Students and educalors n India

SluOSnts, TeaChErs And PANCIDAIL In he Thana
M, Enidia region

FoR OF mouth when 3 person with COVID-19 coughs or
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Figure 6: Elicit results sorted by Citation
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+ te Export as
M elicit-results (1).bib .
{ Jena2020Impact,
author {Jena, Pravat Kumar},
year = {2020},
month {aug 26},
publisher = {Center for Open Scilence},
title = {Impact of {Pandemic} {COVID}-19 on {Education} in {India}},
url = {http://dx.doi.orqg/10.31235/osf.10/2kasu},
doi = {10.31235/0osf.i0/2kasu},
abstract {The impact of pandemic COVID-19 is observed in every sector around the prent age grn
world. The education sectors of India as well as world are badly affected by this. It has titutes in Delhi Nationa
enforced the world wide lock down creating very bad effect on the students\textquoteright{ ] , India
Life. Around 37 Learners ?tﬂﬁﬁﬁﬁi {0 move SE?HﬁﬁLHEEiTJlEGHE,ﬁﬁWﬂ all educational activities
halted 1n India. e outbreak of COVID taught us that change 1s i1nevitable. It WOr Kel
alyst Tor the educational institutions to grow and opt for platforms with technologies,
Wwhicl ; not been used before. The education sector has been fiuhjinq O ' ' '
With a different approach and digitising the challenges to wash away
This paper highlights some measures taken by Govt. of India to provide
country. Both the positive and negative impacts of COVID-19 on education lia
fruitful suggestions are also pointed to carry out educational activitie:
situation. },
(Chaturvedi2021COVID,
author {Chaturvedi, Kunal and Vishwakarma, Dinesh Kumar and Singh, Nidhi}, | F -

journal

{Children and Youth Services Review},
"F-" = — 11: 2 v : ] _] )
{

()
2)

u : 1'| f: -

Figure 7: Elicit export result list as .4/b file
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Figure 8: Elicit — Individual paper result details
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Figure 9: Elicit Custom Questions
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the tool is in an early stage

of development. It is the
responsibility of the scholar
to validate the results.
However, Elicit is a great tool
for researchers.

Explainpaper
Elicit helps you find relevant
literature documents. The next
challenge is to understand the
papers. Another web based
tool called Explainpaper
helps with this.

Explainpaper enables
the scholar to understand
the contents of a research
paper. The worktlow is very
simple here:
= Upload a paper
* Highlight a confusing text
= (Get an explanation

In the home page, you
can simply click on Upload
Paper and select the PDF
of a research paper. The
Explainpaper interface will
be ready in a few seconds.
In this interface you can



InSight WAL 3

Explainpaper [l My papers [l My papers & I.Ipl'-mlww .
b
EXPLANATION
Kincaid is a readability index used to measure the . . . and
is used 1o determine the grade level of a text.
A better way to read academic papers.
: " Upload a paper
Try out Explainpaper on the paper that started It alll
Ir e |
Attention Is All You Need
Offers a new simpée network @
architecture, the Transformer, '
Figure 10: Explainpaper home page Figure 12: Explainpaper - Follow up question
Explainpaper ] My papers & Upload a paper | o
Connect the dots: Accessibility, readability and site ranking - An @m
investigation with reference to top ranked websites of Government of |
India
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Figure 11: Explainpaper — Sample paper interaction

literature effectively and understand
papers easily. The friendly and
natural interaction both these tools
offer makes us feel like the future is
already here! EIE@

highlight any text and get explanations  to become a must-have tool in

for it in simple to understand terms, as  the near future.

shown in Figure 11. Both Elicit and Explainpaper
The best part here is that it allows provide powerful features. They

you to ask tollow-up questions. The help research scholars to navigate

screenshot in Figure 12 demonstrates

a follow up question and the answer

rendered by Explainpaper.
Explainpaper is also based on

GPT-3 and the initial reviews are

really good. It has the potential

@ By: Dr K.S. Kuppusamy

The author is associate professor of Computer Science, School of Engineering

and Technology, Pondicherry Central University, Pondicherry. He has 16+ years of
teaching and research experience in academia and industry. His research interests
iInclude accessible computing, web information retrieval, and mobile computing.
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Careers

The Best Way to

Learn Container and Cloud

Native Technologies

Companies are today looking for people skilled in container and cloud native technologies.

INn case you want to acquire these skills, make sure you do so the right way.

s he 10th Annual Open Source Job Report received
& from the Linux Foundation (https:/www.
linuxfoundation.org/research/the-10th-annual-open-
source-jobs-report) makes it evident that container and cloud
native skills are the most in demand (Figure 1). Let’s first try
to understand the scope of technologies covered under the
umbrella term cloud native.

The Cloud Native Computing Foundation (CNCF) defines
cloud native computing as the use of open source software,
as well as technologies such as containers, microservices and
service mesh, to develop and deploy scalable applications on
cloud computing platforms.

The topics covered under cloud native are hence very
vast, including the knowledge of ditferent cloud computing
platforms like AWS, Azure, Google Cloud, etc. If you want
a list of the different tools and projects that are used under
the hood of cloud native deployment, you can refer to https://
landscape.cncf.io/card-mode ?project=hosted.
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There is no way one can master all of these. Such
a breadth of topics overwhelms the learner, and creates
confusion on where and how to begin as well. At the same
time, if the basics are right, learning these topics does not
take much time.

So, before learning about containers and cloud native
technologies, one needs to make sure one’s foundation
is very strong. By this I mean one should have a sound
understanding of the following:
* QOperating system and networking concepts
=  Working knowledge of Linux
= Working knowledge ot Git and GitHub
* (General understanding of cloud and DevOps

One cannot skip or jump directly into advanced
topics. The topics listed above are generally taught in
colleges these days, but if you have not learned them
earlier, there are many resources available — both
online and offline.




In what areas of the job market do you believe open source skills are in the most demand? (Select up to three) and
What open source technologies are you seeking talent for? (Select all that apply)

Networking Technologies (5G, SDN, NFV, etc.)

Cloud/Container Technologies

Linux
DevOps/GitOps/DeviecOps
Cybersecurity

Artificial Intelligence/Machine Learning

Web Technologies

Blockchain

Edge Computing

Storage Technologies

10%

THE 10TH ANMUAL QFEN SOURCE JOBS REFORT

Figure 1: Technologies where open source skills are in demand

Once you have mastered these subjects, you are ready to

learn container and cloud native technologies. As these cover
many topics, I would like to specifically call out the topics
you must learn in order to become a cloud native engineer:

Container runtimes like containerd, Docker

Kubernetes

Helm

Working knowledge of any public cloud (Azure, AWS or
Google Cloud)

Prometheus

OpenTelemetry

Overview of service mesh

Every other topic after this is an add-on, to be

learnt on a need basis.

Now let us take a look at what are the different ways in

which you can learn these subjects.

YouTube

Al

10st everyone goes to YouTube first to learn about any new

topic. But this comes with its own challenges:

A lot to choose from, which is very confusing.

There is no defined path, and one can move in endless
cycles to watch some random videos.

Content is not up-to-date.

There is no mentor or instructor available to guide.
There are no hands-on labs available to practice while
watching the videos.

In my opinion YouTube is not for serious learners. One

can get a very good overview of a subject, which may be
sufficient in a few cases.

E1%

- 34%
28%

B Open Source Professionals
W Hiring Managers

Q33, OPEN SOURCE PROFESSIONALS, SAMPLE SIZE = 1,672, VALID CASES = 1,672, TOTAL MENTIONS = 4,629

Q55, HIRING MANAGERS,. SAMPLE SIZE = 559, VALID CASES = 559, TOTAL MENTIONS = 1,832

OTHELINUX FOUNDATICN ‘ Hesearch

Self-paced online training

Self-paced online training gives you the flexibility to go over
the content anytime you wish to. Most such online courses are
only video based but some of them now come with an in-built
lab environment. So choose the latter, whenever possible.

When you start looking for courses, I would suggest exploring
official free training, if available. CNCF has an introductory
course on Kubernetes on Edx called ‘Introduction to Kubernetes’
(https://www.edx.org/course/introduction-to-kubernetes). Just for
your information, I authored its initial version.

Once you have completed the official free courses, you can
explore other courses from different online training websites,
which offer some great content (refer to the box).

List of online resources for learning

cloud native technologies

https.//training.linuxfoundation.org
https.//cloudyuga.gquru
https.//7kodekloud.com
httos.//www.pluralsight.com
https.//cloudacademy.com
https://learnk8s.io/academy
https://www.udemy.com

Selt-paced mode of learning requires a lot of internal
motivation and discipline to finish the courses, as learners are
on their own. Active participation in local community events
like meetups, workshops and becoming a part of the online
communities is highly advisable in case you are pursuing this
kind of training.

Continued to page no...43
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FOCUS

Exploring Containers

Free Tools and
. Libraries that Help
o to Keep Docker and
a— . Containers Secure

Getting Started with Docker

Docker is a well-known term today, and we often hear of it in relation
to DevOps. This article is for those of you who want to learn about this

amazing virtualisation software but don’t know where to begin. It will tell :
you how to install and start using it. Read more on page................... 41 . Let’s take a quick look at the
. free tools and libraries thatare

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

available for the security of

Deploying aJava App Docker and containers.
In Kubernetes Read more on page........co.cuvun. 62
Podman: The Pod

Manager Tool

S
°S

This article will tell you how to install minikube and use it for deploying
a sample application. It will also tell you how to build a Docker image
and run it. Read more on page..................... 50

Podman (POD manager) is a
daemon-less and open source
Linux native tool by Red Hat for
developing, managing, and running

---------------------------------------------------------------------------------------------------------

The Log4) vulnerability and containers. It deploys applications
SolarWinds supply chain attack using the Open Containers Initiative
have made us realise that (OCI) container and container
software supply chains are at . Images. Podman manages pods,
great risk of being targeted by containers, container images, etc,
attackers. The Docker SBOM using the libpod library. Let’s learn a
helps detect these risks. . few more things about it.

Read more on page............couu.... 65 . Read more on page............cu..... 73




Docker is a well-known term today, and we often hear of it in relation to DevOps.
This article Is for those of you who want to learn about this amazing
virtualisation software but don’'t know where to begin. It will tell you

how to install and start using it.

“iniiis ocker is basically an operating eetiiett b
. . . File Edit View Search Terminal Help
SyStem IEVEI VlrtuallsathH jishnusaurav@jishnusaurav-L340-15IRH-GAMING:~S sudo apt update

”ﬁ.dgﬁg . - [sudo] password for jishnusaurav:
SOftWElre that IS USEd (o pI‘OVIdE‘ Get:1 http://packages.microsoft.com/repos/code stable InRelease [10.4 kB]

SOftWEle‘ applications 1n a ﬁle 1n the EEE:}; EE?}S;;‘MI.gr:_:r:g1egcozflinu;/éhr:meéc:jeb_ stable 'IERE]I-ESST [1,8%;881 -
o et: p://security.ubuntu.com/ubuntu bionic-security InRelease L
form of containers. Docker Inc., which Get:4 http://packages.microsoft.com/repos/code stable/main arm64 Packages [123 kB]
_ , Hit:5 https://packages.microsoft.com/repos/ms-teams stable InRelease
dEVEIDPEd [hlS S[}ft‘ia's.jf('zl['[l_‘J OffEI'S bO[_] Get:6 https://dl.google.com/linux/chrome/deb stable/main amd64 Packages [1,127 B]
. . Hit:7 http://in.archive.ubuntu.com/ubuntu bionic InRelease
pElld ElI]d f],"E'E' Services. Get:8 http://packages.microsoft.com/repos/code stable/main amd64 Packages [122 kB]
; i . Hit:9 http://ppa.launchpad.net/obsproject/obs-studio/ubuntu bionic InRelease
This apphcatl{]ﬂ based Get:10 http://packages.microsoft.com/repos/code stable/main armhf Packages [122 kB]
. . . . Get:11 http://in.archive.ubuntu.com/ubuntu bionic-updates InRelease [88.7 kB]
Vlrtuallsatlﬁn SOftWElTE’ 1S I"E'E:llly Hit:12 http://ppa.launchpad.net/strukturag/libheif/ubuntu bionic InRelease
i d b lk . 1 Hit:13 http://ppa.launchpad.net/uroni/urbackup/ubuntu bionic InRelease
HHPOHEIM (o HY, ecause uniike virtua Get:14 http://in.archive.ubuntu.com/ubuntu bionic-backports InRelease [83.3 kB]
. . Get:15 http://security.ubuntu.com/ubuntu bionic-security/main 1386 Packages [1,278 kB]
machlnes It dOES not HEEd H]UCh SPHCE Get:16 http://in.archive.ubuntu.com/ubuntu bionic-updates/main 1386 Packages [1,572 kB]
. Get:17 https://cloud.r-project.org/bin/Llinux/ubuntu bionic-cran4®/ InRelease [3,626 B]
Or pFOCESSng pOWEF. [t Oﬂly IlE‘E'dS the Get:18 http://in.archive.ubuntu.com/ubuntu bionic-updates/main amd64 Packages [2,810 kB]
- Get:19 http://security.ubuntu.com/ubuntu bionic-security/main amd64 Packages [2,472 kB]
DOCkE‘fI‘ SOftWElI'E (o run the COIltalIler, Get:20 http://security.ubuntu.com/ubuntu bionic-security/main Translation-en [428 kB]
and the Container therefore becomes GE‘tZ;l http:f/]:,ﬂ.EII'Ch:i.UE.UbUﬂtU.CGMKUbUﬂtU b?un?c—updates,ﬁma?n Traqﬂlatimn—en [517 kB]
Get:22 http://in.archive.ubuntu.com/ubuntu bionic-updates/main amd64 DEP-11 Metadata [297 kB]
Compatible Wlth aﬂy Operating Get:23 http:NSE‘cur?ty.uhuntu.cam/ubuntu b?on?c-gecur?ty;’ma?n amd64 D[EP—M Metadata [SS.ErkB]
Get:24 http://security.ubuntu.com/ubuntu bionic-security/universe amd64 DEP-11 Metadata [61.1 kB]
System or environment_ A]most a]] Get:25 http://security.ubuntu.com/ubuntu bionic-security/multiverse amd64 DEP-11 Metadata [2,464 B]
_ Get:26 http://in.archive.ubuntu.com/ubuntu bionic-updates/universe amd64 DEP-11 Metadata [302 kB]
1T COIHPE[HIE’S tOdﬂy Luse DOCkE[‘ f()]_" Get:27 http://in.archive.ubuntu.com/ubuntu bionic-updates/multiverse amd64 DEP-11 Metadata [2,468 B
_ _ _ Get:28 http://in.archive.ubuntu.com/ubuntu bionic-backports/main amd64 DEP-11 Metadata [8,092 B]
one service or aI][}thE'I', maklng 1T an Get:29 http://in.archive.ubuntu.com/ubuntu bionic-backports/universe amd64 DEP-11 Metadata [10.0 kB
) . . Fetched 10.5 MB in 9s (1,176 kB/s)
essential skill for software engineers Reading package lists... Done
; Building dependency tree
and open source enthusiasts. Reading state information... Done
i 25 packages can be upgraded. Run 'apt list --upgradable' to see them.
So let’s learn how to install bR el o G5
jishnusaurav@jishnusaurav-L340-15IRH-GAMING:~S
and set up Docker on our Ubuntu
machines, and then we will run our Figure 1: Package manager update
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first Docker container, which is like following command: the following command to check the

the ‘hello-world’ of the Docker/ version of Docker installed:

DevOps world; the container app is sudo apt upgrade

also called Hello-World! jishnusaurav@jishnusaurav-L340-15IRH-
To begin, update your package The next step is to install the docker.  GAMING:~$ docker --version

manager using the following command i0; you can use the following command

(as shown in Figure 1): (as shown in Figure 3): Docker version 20.10.12, build

20.10.12-0ubuntu2-18.04.1
sudo apt update sudo apt install docker.10

You have finished installing
Then, upgrade it to add any Now you can check if the Docker and the setup is complete. You
new packages required using the installation worked — you can use can now pull the first image and run it
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Figure 3: Installation
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Figure 4: Using the hello-world image on Docker
cool. Now go ahead and read the you use more and better application

(as shown in Figure 4). Docker documentation, which will help  containers on Docker. lf[C}

@ By: Jishnu Saurav Mittapalli

The author is a full stack Web developer, interested in modern technologies like
So, that is all! You have run your artificial intelligence and machine learning. He is currently working in the field of
natural language processing.

sudo docker run hello-world

first Docker container! That is pretty

Continued from page no...39

Instructor-led online training live interaction. Companies can schedule such training
Time bound learning opportunities are the best as you can easily for their employees.

complete them in a dedicated time frame with the help [t’s advisable to choose companies or institutes that

of an instructor, using hands-on labs. These trainings are specialise in cloud native and DevOps training rather than
scheduled more often than physical ones, as people can join generic ones. Also, do check for the industry experience of
them remotely as well. the trainer before signing up for courses.

You may not understand something fully during the

sessions, but there is always the content/recording to refer to, A note on advanced tOpiCS
in order to connect the dots. For advanced topics like setting up a hybrid Kubernetes
cluster, multi-cluster monitoring, security, etc, one should get
Websites that offer instructor-led online training trained only by a practitioner or professional trainer.
One need not pay from one’s own pocket for advanced
training, as this can be quite expensive, unless there is a real

https://training.linuxfoundation.org

httos.//cloudyuga.quru
httos://learnk8s.io/academy use case for which it is needed. In that case, your organisation
httos://www.edureka.co/ will be happy to sponsor it.
httos://www.simplilearn.com In a nutshell, one must first get the basics right and then
go for the advanced topics by choosing the right training
Make sure you look at the trainer protile before programme and method. O

attending such training, as a good trainer can make things
very simple to understand.

Z By: Neependra Khare

Offline trainin The author is the founder of and principal trainer at
L . g _ _ CloudYuga. He i1s a published author and has created many
This kind of training is the most expensive, but shoul<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>