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Preface

In an era in which data is the new gold, ensuring its security has never been more critical. The rapid growth of digital technologies and the explosion of data have opened up unprecedented opportunities and challenges. As we step into a new digital age, the need for robust and innovative encryption mechanisms has never been more important.

This book, Next Generation Mechanism for Data Encryption, is born out of a deep passion for cybersecurity and a commitment to making the digital world a safer place. It represents the culmination of years of research, countless hours of practical experimentation, and a vision for the future of data security.

My co-author (Dr Bishwajeet Pandey) and I (Keshav Kumar) started our journey into the world of encryption with a simple curiosity about how information could be protected. This curiosity grew into a lifelong mission to explore, understand, and advance the field of data encryption. Throughout this journey, we have been fortunate to collaborate with brilliant minds from academia, industry, and experts, whose insights and expertise have profoundly shaped the content of this book.

This book is designed for a wide audience, including cybersecurity professionals, researchers, students, and anyone with an interest in data security. It begins with an overview of traditional encryption methods, providing a foundation for understanding the principles and challenges that have shaped the field. From there, we dive into the next-generation encryption mechanisms, showcasing the key innovations and emerging trends that are redefining data security.

Each chapter is crafted to blend theoretical concepts with practical applications, offering readers a well-rounded perspective on current advancements and future directions. We explore a range of topics, including quantum cryptography, homomorphic encryption, hardware-based security solutions, and the role of FPGA devices in enhancing encryption methods.

Writing this book has been an incredibly rewarding experience. It has given me the opportunity to reflect on the progress we have made in data encryption and to envision the possibilities that lie ahead. I hope that this book not only educates but also inspires readers to think creatively and critically about the future of data security.

I would like to express my heartfelt gratitude to my family, friends, and colleagues, whose support and encouragement have been invaluable throughout this journey. Their patience and understanding have made this endeavour possible.

Welcome to the future of data encryption. I invite you to join me on this exciting journey, to explore new ideas, and to contribute to the ongoing quest for secure and trustworthy digital environments.



Keshav Kumar
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Chapter 1Opening the vault for securing the communicationAn introduction to cryptography

Atul Sharma and Nisha Sharma
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Abbreviations

AI Artificial intelligence

AES Advanced encryption standard

ML Machine learning

SMPC Secure multiparty computation

ZKPs Zero-knowledge proofs





1.1 Introduction

With advancements in technology, millions and trillions of data are shared from device to device on a regular basis. To prevent any unauthorised person from gaining access to this data, we must take certain measures, which is possible with the help of cryptography. Using cryptography techniques, information and communication is secured with the help of codes so that only intended users can access, understand, and process the information [1]. The word cryptography is divided into two parts, in which crypt means “hidden” and graphy means “writing.” In cryptography, some techniques are used to encode and decode the message [2]. As shown in Figure 1.1, using encryption, the plain or original text is converted to “ciphertext,” and using decryption, “ciphertext” is converted back to plain text [3, 4].


[image: It describes the conversion process of plaintext to ciphertext and vice-versa.]


Figure 1.1 Conversion of plaintext to ciphertext and vice-versa



The plain text is a readable form of data, while ciphertext is not.

Cryptography involves many algorithms and techniques to ensure the following security services.


	Confidentiality: Information can be accessed only by intended users It guarantees that only authorised parties can access and view the data communicated and stored in a computer system.

	Non-repudiation: The sender or receiver of the information cannot deny their intention at a later stage. The transmission cannot be denied by either the sender or the recipient.


	Integrity: The data is complete and cannot be altered during storage or transition by any unauthorised person. This guarantees that only authorised parties can modify the information. Messages can be modified through actions such as composing, altering their status, deleting, creating, delaying, or replaying them.

	Authentication: The identity of the sender and receiver is confirmed. It guarantees that the source of a message or electronic document is accurately identified and that the identity is authentic.

	Availability: It ensures that computer system assets are available to authorised parties when needed.

	Interoperability: It allows secure communication between different systems and platforms.



In the modern era, algorithms and keys are used to make messages secure from the sender to the intended recipient [5]. Cryptography is an essential element for maintaining digital trust between different users and devices [6]. In online transactions and digital communication, encryption and decryption are implemented to make the data secure and private.

Cryptography is a science of secure communication in the digital era. In cryptography, a cryptographic algorithm, which is a mathematical function, is used to perform encryption and decryption [7, 8]. A cryptographic algorithm works in combination with a key—a word, number, or phrase—to encrypt the plaintext. The same plaintext will produce different ciphertext when encrypted with different keys [9]. The security of encrypted data is based on the strength of cryptographic algorithms and secret keys.

Cryptography also embraces cryptanalysis. Hackers use cryptanalysis for analysing and breaking secure communication. The cryptosystem includes cryptographic algorithms and all the possible keys and protocols [10].

The strength of cryptography is measured on its ability to resist attacks and ensure the security of data. There are two types of cryptography: strong and weak. Strong cryptography provides high levels of security, but weak cryptography is vulnerable to various types of attacks. Table 1.1 describes the differences in strong and weak cryptography, providing users understanding to help them choose the appropriate method for securing data in the digital era.



Table 1.1 Difference between strong and weak cryptography


	Strong cryptography
	Weak cryptography





	
Strong cryptography provides a high level of security using complex and intensive algorithms.


	
Weak cryptography uses outdated and simple algorithms that are vulnerable to various attacks.





	
Strong cryptography uses longer key lengths, which are hard to break.


	
Weak cryptography uses shorter key lengths, which are easy to break





	
In cryptographic design and implementation, strong cryptography follows best practices for secure key management and avoids weak and outdated protocols.


	
Weak cryptography uses weak cryptographic practices that suffer from implementation issues, weak key management practices, or predictable keys.





	
Strong cryptography is resistant to cryptographic attacks such as quantum attacks, brute-force attacks, etc.


	
Weak cryptography is vulnerable to various types of attacks, including cryptanalysis, quantum attacks, brute-force attacks, etc.





	
Examples: AES-256, RSA-2048


	
Examples: DES, SHA-1









1.2 Types of cryptography


1.2.1 Symmetric key cryptography

Symmetric key cryptography is also called secret key cryptography. In this method, a single key is used for both encryption and decryption process, as shown in Figure 1.2. This method ensures that the key is known to both the sender and the receiver. This is the conventional method of encryption. The shared key is kept confidential between communicating parties. Symmetric key is used extensively for reasons such as efficiency and speed as well as being able to encrypt large amounts of data. Symmetric algorithms are generally fast and need less computational power than asymmetric algorithms [11]. Some symmetric algorithms, such as advanced encryption standard (AES), data encryption standard (DES), triple DES (3 DES), and Blowfish, are commonly used to secure data.


[image: It shows that there is only one key is required for the symmetric key encryption.]


Figure 1.2 Symmetric key cryptography [12]



In symmetric cryptography, secure key distribution and management is critical, as both the communication parties must have to access to the same secret key without exposing it to any unauthorised party.



1.2.2 Asymmetric key cryptography

Asymmetric key cryptography uses two different keys for encryption and decryption, named public key and private key, as shown in Figure 1.3. This method is also known as public key cryptography. The receiver’s public key is used to encrypt the information, and the receiver’s private key is used to decrypt the information. Although the receiver’s public key is known to everyone, only the intended user can decrypt the information because only they have the private key. This method enhances security in communication and uses more complex algorithms than symmetric key cryptography. The most popular asymmetric key cryptography algorithms are Rivest–Shamir–Adleman (RSA), elliptic curve cryptography (ECC), and digital signature algorithm.


[image: It shows that there are only two key is required for the asymmetric key encryption.]


Figure 1.3 Asymmetric key cryptography [13]



In large networks, asymmetric cryptography simplifies key management. Users must protect their private keys while distributing public keys widely. This is more scalable as compared to symmetric key cryptography.



1.2.3 Hash functions

This cryptography technique plays an integral role in cryptography. A hash function is a mathematical function that takes data or a message as input and converts it into an output of a fixed-length string of characters, as shown in Figure 1.4. The length of the input can vary, but the output generated is always a fixed length. A minor change in input generates a different output in hash function cryptography. These fixed-size numbers, sometimes referred to as hashes or hash values, have a number of uses, such as ensuring data integrity, enabling quick data retrieval, or providing security features. Cryptocurrency, password security, and communication security all use hash functions.


[image: It describes about the hash function in cryptography.]


Figure 1.4 Hash function cryptography [14]




1.2.3.1 Characteristics of hash functions


	Deterministic: The same input will consistently result in the same output

	Fixed-length output: Regardless of the size of the input, the output (hash) is always of a fixed length.

	Efficient: With any given input, the function can compute the hash value quickly.


	Preimage resistance: The original input should be impossible to find computationally, given a hash value.

	Second preimage resistance: It should be computationally impossible to locate another input with the same hash, given an input and its hash.

	Collision resistance: Finding two distinct inputs that result in the same hash should be computationally impossible.



Modern algorithms such as Secure Hash Algorithm 2 (SHA-2) and Secure Hash Algorithm 3 (SHA-3) continue to be reliable solutions for a variety of applications, even when older hash functions such as Message Digest 5 (MD5) and SHA-1 are no longer secure.





1.3 History of cryptography

Cryptography has a rich and varied history spanning a number of years. In ancient civilizations, people used simple methods such as hiding messages in the form of symbols or using special codes to keep information safe. At that time, cryptography was mostly used by rulers, military generals, and religious leaders when sending secret messages.

With the passage of time, cryptography became more advanced, and in the Middle Ages, some fancy techniques including homophonic ciphers were used to encrypt messages. Encryption has played a significant role in politics and diplomacy, with some tools such as the scytale being commonly used to send secure messages.

In the Middle Ages, cryptographers developed their code-breaking skills to obtain intelligence during times of conflict and political interest.

In the twentieth century, especially during World War I and World War II, cryptography played an important role in securing information and gaining strategic advantages. In World War I, both sides used complex codes, such as trench codes, to hide their communications. During World War II the use of cryptographic techniques increased, with the use of devices such as the Enigma and Purple machines to encrypt and decrypt messages.

After World War II, cryptography underwent a dramatic evolution. In order to facilitate secure communications without the need for a shared private key, Whitfield Diffie and Martin Hellman developed novel approaches such as public key cryptography during the Cold War era.

Today, cryptography has gained more significance, as it plays an integral role in securing online transactions, private information, and upholding digital standards. These days, secure communication across multiple platforms and the protection of sensitive data depend heavily on cryptography. In order to safeguard the privacy, accuracy, and legitimacy of data in a globalised society, the field of cryptography is always changing to counter new threats and making use of technological developments.



1.4 Applications of cryptography

Cryptography, the art of securing information and communications through the use of codes, has a broad spectrum of applications across different fields. Here are some of the primary uses.


	Secure communications: With the help of cryptography, secure communication, such as email encryption and instant messaging, can be possible. Email encryption is possible with the help of different tools, such as Pretty Good Privacy (PGP), that allow emails to be readable only by the receiver. Instant messaging applications, such as WhatsApp and Signal, use end-to-end encryption, ensuring that only the sender and receiver can read the messages [15, 16].

	Data protection: Data protection is one of the key applications of cryptography that protects sensitive information from unauthorised access. It also ensures that data cannot be altered during transmission by using techniques such as hash functions or message authentication codes (MACs), which combine security keys with hash functions. Cryptography also helps to protect stored data through full disk encryption and encrypted databases. Encryption also helps to protect data from unauthorised access and data recovery [17, 18].

	Network security: Cryptography helps protect network security by using security protocols such as hypertext transfer protocol secure (HTTPS). It ensures that data transmission between server and browser will be encrypted. Additionally, for network security, virtual private networks (VPNs) play a major role by enabling encrypted internet connections to protect data from unauthorised remote access.

	Secure storage solution: This technique is used in two ways. Cloud storage encryption secures cloud data with the help of encryption, and encrypted backup solutions protect the backup data from unauthorised access.

	Authentication and identity verification: Cryptography ensures the authenticity and integrity of documents, messages, or software through the use of digital signatures. It is also used with multifactor authentication, which uses cryptographic tokens or biometric data for enhanced security.

	Blockchain and cryptocurrencies: Cryptography is also used to secure Bitcoin and Ethereum transactions and to control the creation of new units. In blockchain technologies, smart contracts—self-executing contracts—have been used with the help of cryptography.

	Digital rights management (DRM) and electronic voting: Cryptography also helps to protect unauthorised copying and distribution of digital media such as movies, music, and software. It also ensures the confidentiality of votes cast in the system.


	Internet of Things (IoT) security: Cryptography is also used for device authentication and data encryption. Device authentication ensures that only authorised devices can access, or connect to, and communicate with the IoT network. It is also used for data encryption between IoT servers and devices [19].

	Privacy-enhancing technology and cybersecurity: Cryptography helps to create anonymous communication tools over the internet. Enabling one party to demonstrate the truth of a statement to another without disclosing any additional information is called zero-knowledge proofs (ZKPs). Cryptographic methods are also used to securely collect and examine digital evidence.

	Financial services and secure software development: Cryptography safeguards online payments and digital banking systems through encryption. It also facilitates the creation of digital wallets, ensuring the security of digital currencies and tokens. It helps to design and deploy secure communication protocols for software applications and ensures that software comes from trusted sources.

	
 
Figure 1.5 shows the different areas where cryptography plays vital role in terms of security and privacy.






[image: It shows the various applications of cryptography.]


Figure 1.5 Applications of cryptography





1.5 Future of cryptography

The future of cryptography will be influenced by several emerging trends and technological advancements, driven by the growing need for enhanced security and privacy in an increasingly digital world.


1.5.1 Post-quantum cryptography

Quantum-resistant algorithms are being developed in response to the emergence of quantum computing, which poses vulnerabilities to traditional cryptographic methods such as RSA and ECC. Standardization efforts by organizations such as the National Institute of Standards and Technology (NIST) aim to ensure widespread adoption and compatibility of these quantum-resistant algorithms.



1.5.2 Blockchain and distributed ledger technologies

Decentralised security, driven by blockchain’s features such as immutability and transparency, is fostering innovation in supply chain management, finance, and digital identity verification. Advancements in smart contract security and functionality are expanding their applications and enhancing reliability.



1.5.3 Homomorphic encryption

Homomorphic encryption enables secure data processing in cloud environments by allowing computations on encrypted data without needing to decrypt it. This technology is especially valuable in sensitive sectors such as healthcare and finance in which preserving data privacy is essential.



1.5.4 Secure multiparty computation (SMPC)

Collaborative security: SMPC enables multiple parties to compute a function using their inputs while maintaining input privacy, facilitating collaborative data analysis and secure voting. Federated learning enhances privacy in machine learning (ML) models by enabling decentralised training on encrypted data.



1.5.5 ZKPs

Privacy-enhanced verification: ZKPs allow for statements to be validated without revealing additional information, thus enhancing privacy in authentication processes.

Scalability solutions: ZKPs are being investigated to boost scalability in blockchain networks by enabling efficient and confidential transactions.



1.5.6 Integration with artificial intelligence (AI)

AI-enhanced security utilises AI to enhance cryptographic systems, such as improving anomaly detection and response in real-time encryption scenarios.

Protecting AI models: Cryptography serves to safeguard AI models and their data from adversarial attacks and tampering.



1.5.7 Advanced encryption techniques

Lightweight cryptography: With the proliferation of IoT devices, efficient cryptographic algorithms are needed to function on resource-limited hardware [20].

Adaptive cryptography: This involves creating algorithms that can dynamically adjust their security parameters according to the current threat landscape and available computational resources.




1.6 Regulatory and ethical considerations


1.6.1 Compliance

Meeting data protection regulations such as the General Data Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA) will spur advancements in cryptographic methods to ensure secure data management. Ethical use involves designing and applying cryptographic tools responsibly, balancing the need for security with respect for privacy and civil liberties.

The future of cryptography will hinge on adjusting to new technological advancements and emerging threats. Innovations such as quantum-resistant algorithms, homomorphic encryption, blockchain technology, and privacy-enhancing methods, such as ZKPs and SMPCs, will shape the evolution of cryptographic solutions. Safeguarding security and privacy as well as ensuring ethical usage of cryptography will be crucial as we navigate the intricacies of a progressively digital and interconnected global landscape.




1.7 Conclusion

In conclusion, cryptography has emerged as an indispensable tool in the digital era, providing robust mechanisms to secure communication and data transfer across various platforms. The evolution of cryptographic techniques—from ancient ciphers to modern encryption algorithms—highlights its critical role in ensuring confidentiality, integrity, authentication, and non-repudiation in information exchange. The application of symmetric and asymmetric key cryptography, along with hash functions, underpins many of today’s security protocols, safeguarding sensitive information against unauthorised access and cyberthreats.

The distinction between strong and weak cryptography underscores the importance of using advanced algorithms and longer key lengths to resist sophisticated attacks. Strong cryptography, such as AES-256 and RSA-2048, offers high security levels, while outdated methods, such as DES and SHA-1, remain vulnerable. The continuous development and implementation of secure cryptographic practices are essential for maintaining data protection and trust in digital communications.

The rich history of cryptography, from ancient techniques to its pivotal role in modern warfare and beyond, illustrates its enduring significance. In contemporary applications, cryptography secures everything from online transactions and network communications to blockchain technologies and IoT devices. As technology advances, so does the field of cryptography, adapting to new challenges and leveraging innovations such as post-quantum cryptography, homomorphic encryption, and SMPC.

Looking forward, the future of cryptography will be shaped by emerging trends and technological advancements. The development of quantum-resistant algorithms, the integration of AI for enhanced security, and the ethical considerations surrounding data protection will be paramount. As cryptographic methods evolve, they will continue to play a crucial role in safeguarding privacy, ensuring data integrity, and maintaining the trust necessary for a secure and interconnected digital world.



Glossary

Artificial intelligence (AI): A computer science branch focusing on creating intelligent machines that process data and take appropriate decisions by itself.

Autoregressive integrated moving average: A statistical analysis model utilised with time series data for the purposes of gaining a deeper insight into the dataset or making forecasts regarding future trends.

Graph neural networks: A type of neural network designed for direct application to graph data, offering a straightforward approach to perform predictions at the node, edge, and graph levels within the graph structure.

The Indian Council of Medical Research: 
The biomedical research body of India.

Long short-term memory: 
A type of recurrent neural network (RNN) architecture in artificial neural networks.

Machine Learning (ML): A branch of computer science that allows for software applications to accurately predict outcomes based on collected data.

Support Vector Machines: 
Particularly effective for binary classification but can also be extended to handle multiclass classification and regression problems.

Severe acute respiratory syndrome: 
Disease characterised by severe respiratory symptoms, including fever, cough, and difficulty breathing.
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AbbreviatioNS

RSA Rivest–Shamir–Adleman

DSA Digital signature algorithm

ECC Elliptical curve cryptography

PUb Public key

PRb Private key

AES Advanced encryption standard

DES Data encryption standard

3DES Triple DES

SSL Secure sockets layer

TLS Transport layer security

PGP Pretty Good Privacy

S/MIME Secure/Multipurpose internet mail extensions

SSH Secure shell

VPNs Virtual private networks

RNGs Random number generators

PRNGs Pseudo-random number generators

GNFS General number field sieve

NFS Number field sieve

HTTPS Hypertext transfer protocol secure

CRT Chinese remainder theorem

PQC Post-quantum cryptography

SMPC Secure multiparty computation

FHE Fully homomorphic encryption

NIST National Institute of Standards and Technology

RLWE Ring learning with errors problem

CVP Closest vector problem

LWE Learning with errors




2.1 Introduction

Public key cryptography, or asymmetric cryptography, has become a cornerstone of modern cybersecurity. Unlike older symmetric cryptography, which relies on a single key for both encrypting and decrypting information, public key cryptography uses two keys: A private key that remains secret and a public key that is shared openly as shown in Figure 2.1. This approach has transformed the way we handle digital security, enabling secure communication, digital signatures, and key exchange protocols. The shift to this method offers significant benefits, including improved protection of information integrity, confidentiality, and authenticity. This chapter highlights the basic ideas, computational rules, and advantages of public key cryptography, highlighting its essential role in safeguarding our digital world today. We investigate some of the most generally used algorithms such as RSA, DSA, and ECC. We will touch upon their theoretical foundation and the problems that they are currently used to solve. In addition, we also deal with sophisticated security questions as well as ongoing systems management concerns and relevant technology advancements. As the world gets more closely connected, the protection of data and communication channels can be greatly enhanced by learning the principles of public key cryptography. A detailed discussion of this subject has been covered in the chapter, bearing in mind its importance in digital communication security, data integrity assurance, and safe deal completion. Public key cryptography is still an essential technique for creating dependable and safe systems, even as technology advances [1].

These algorithms need to meet the following requirements:


	 Must be computationally simple for Party B to create a pair (PUb, PRb).

	 Must be computationally simple for Sender A to create the matching ciphertext if they are aware of the public key and the encrypted message.


	Recipient B must be able to easily decrypt the generated ciphertext with the private key and get the original message computationally.

	 An opponent with knowledge of the public key cannot computationally determine the private key.

	 An opponent with knowledge of the public key and ciphertext cannot computationally retrieve the original message.





2.1.1 Encryption


Encryption is the process of using a key to transform plaintext into ciphertext with the help of an encryption algorithm. The purpose of this is to protect the data against unwanted access. The following steps are usually involved in the encryption process.


	 Key generation: A shared, secret key is created and safely exchanged by the sender and the recipient in order to use symmetric encryption. A key pair made up of a public key and a private key is formed for asymmetric encryption.

	 Encryption: Using a key and an encryption technique, the plaintext data is encrypted. The result of this procedure is ciphertext, which is incomprehensible without the decryption key and seems to be random data [1].

	 Transmission: A communication channel, such as the internet or a network, is used to send the encrypted ciphertext.

	 Decryption: To decrypt the ciphertext and recover the original plaintext data, the recipient employs the appropriate decryption key, which is either the private key in asymmetric encryption or the shared, secret key in symmetric encryption.



There are two categories of encryption: Symmetric and asymmetric.


2.1.1.1 Symmetric encryption

In symmetric encryption, the encryption and decryption processes use the same key. This shared, secret key needs to be accessible to both the sender and the recipient. AES, DES, and 3DES are a few examples of symmetric encryption methods.



2.1.1.2 Asymmetric encryption

A pair of keys, a public key and a private key, is used for asymmetric encryption, which is referred to as public key encryption. While the private key is needed for decryption, the public key is used for encryption. Only the matching private key can be used to decrypt messages that have been encrypted using the public key. Asymmetric encryption algorithms include ECC and RSA [2].





2.1.2 Decryption

By applying a decryption method and the right decryption key, one can restore encrypted ciphertext to its original plaintext state through the process of decryption. It is necessary to access and comprehend encrypted data because it is the opposite of encryption.

The following steps are usually involved in the decryption process.


	 Key recovery: The recipient gets the decryption key needed to convert the encrypted text. The recipient’s private key is used in asymmetric encryption, whereas the sender and recipient normally share this key in symmetric encryption.

	 Decryption: Using the decryption key and the decryption method, the recipient decrypts the ciphertext. By doing this, the encryption transformation is reversed, and the ciphertext is returned to plaintext.

	 Recovery of original data: The recipient receives the original plaintext data that was encrypted after the decryption procedure is finished. Now, this data may be read and used.





2.1.3 Public key

As the name implies, the public key is available to the whole public and is used for encryption. It can be freely shared with anyone and is usually distributed widely. Nevertheless, the public key cannot be used to decrypt data that was encrypted with the same public key.



2.1.4 Private key

In asymmetric cryptography, a private key is one that its owner keeps confidential. It is employed to decrypt messages that have been encrypted using the relevant public key.



2.1.5 Hash function

The hash function is a function that accepts an input, also known as a “message,” and outputs a fixed-length byte string. Digital signatures, data integrity checks, and hash values for data storage and retrieval are all made possible by hash functions.



2.1.6 Digital signature

A digital signature is a cryptographic method for confirming the integrity and authenticity of a digital document or message. With the use of a private key, a unique digital signature (hash) of the message is generated, which, subsequently, can be validated by anybody in possession of the matching public key.



2.1.7 Key exchange

The process by which parties exchange cryptographic keys to allow for safe communication. This holds special significance in asymmetric cryptography.



2.1.8 Authentication

Verifying the identity of a user, system, or other entity is the process of authentication. Authentication protocols frequently use cryptography to make sure that only authorised parties can access particular services or data.




2.2 Applications for public key cryptography

Public key cryptography, also known as asymmetric cryptography, has numerous applications across various domains because of its unique properties. The following sections describe some of the common applications.


2.2.1 Secure communication

Confidentiality of messages is one of the main advantages of public key cryptography, which is used to send secure messages through an inconstant network, such as the internet. Public key cryptosystems, for example, can be leveraged through protocols such as SSL/TLS to protect browser and server connections. This ensures that all online activities such as purchases and conferences are safeguarded while ensuring both the data’s integrity and security.


2.2.1.1 Digital signatures

Public key cryptography is used for creating and verifying digital signatures. A sender can verify their identity and guarantee the integrity of the content by signing a message or document using their private key. By utilising the sender’s public key to validate the signature, recipients can ascertain the message’s integrity and the sender’s legitimacy.




2.2.2 Data encryption

Public key cryptography is used to encrypt sensitive data, particularly in scenarios in which secure key exchange between parties is challenging. For example, PGP and S/MIME use public key encryption to secure email communication by encrypting messages and attachments.



2.2.3 Key exchange

Parties who have never before shared a secret key can now safely exchange keys thanks to public key cryptography. Two parties can create a shared secret key over an unsecure channel using protocols such as the Diffie-Hellman key exchange. This key can then be used for symmetric encryption to create a secure communication channel.



2.2.4 Secure authentication

In many protocols and systems, public key cryptography is employed for secure authentication. For example, public key authentication is used by SSH to confirm users’ identities when they connect to remote servers. Similar to this, SSL/TLS connections use digital certificates, which are based on public key cryptography, to authenticate websites, servers, and people.



2.2.5 Blockchain technology

Blockchain technology is based on public key cryptography, which makes digital asset management and safe transactions possible. Public key cryptography is used by cryptocurrencies such as Bitcoin and Ethereum for digital signatures, wallet addresses, and transaction verification within their decentralised networks.



2.2.6 Secure access control

In computer networks and systems, secure access control procedures are implemented using public key cryptography. For instance, digital certificates are used for user authentication in workplace networks and VPNs, while SSH keys are used for secure remote access to servers.




2.3 Requirements for public key cryptography

Key generation is a critical aspect of public key cryptography, as it involves creating pairs of public and private keys for use in encryption, decryption, and digital signatures. The following sections provide an overview of the key generation process.


2.3.1 Randomness

Using high-quality randomness is essential to generating secure keys. Because of their randomness, the generated keys are both unpredictable and resistant to cryptographic attacks. Random data is frequently generated for key generation using hardware RNGs or PRNGs.



2.3.2 Key length

The length of the keys generated plays a crucial role in their security. Longer keys generally provide higher levels of security but may also result in slower cryptographic operations. The appropriate key length depends on the specific cryptographic algorithm being used and the desired level of security.



2.3.3 Algorithm selection

Different cryptographic algorithms may be employed for key creation, depending on the application and security requirements. RSA, DSA, ECC, and the Diffie-Hellman key exchange are examples of common algorithms. Every algorithm has unique parameters and a different key-generating method [3].



2.3.4 Prime number generation

Two large prime numbers are produced at random during the creation of an RSA key. These prime numbers are used to compute the modulus (n) for the public and private keys. The difficulty of factoring the modulus into its prime elements is the foundation of RSA’s security.



2.3.5 Key pair generation

The actual key pair is generated once the required parameters have been generated or chosen. A public key and matching private key make up the key pair for asymmetric algorithms such as RSA and ECC. While the private key is kept confidential by the key owner, the public key is shared with others.



2.3.6 Periodic key rotation

In some applications, it is advisable to periodically rotate keys to mitigate the risk of long-term key compromise. This involves generating new key pairs and updating cryptographic configurations accordingly.




2.4 Public key cryptanalysis

Public key cryptanalysis refers to the process of attempting to break or compromise cryptographic systems that rely on public key algorithms, such as RSA or ECC, by exploiting weaknesses or vulnerabilities in the algorithms or their implementations. Unlike symmetric key cryptanalysis, which typically focuses on brute-force attacks or analysing ciphertexts, public key cryptanalysis often involves more sophisticated mathematical techniques because of the inherent complexity of the algorithms [4].


2.4.1 Factorisation attacks

The inability to factor huge integers into prime factors is a critical component of several public key cryptosystems, including RSA. The goal of factorisation attacks is to extract the private key from the public key by taking advantage of flaws in the factorisation procedure. Factorisation attacks against RSA frequently employ methods such as the quadratic sieve, the GNFS, and Pollard’s rho algorithm.



2.4.2 Discrete logarithm attacks

Cryptosystems based on the discrete logarithm problem, such as the Diffie-Hellman key exchange and DSA, can be vulnerable to attacks that exploit the difficulty of computing discrete logarithms in certain mathematical groups. Algorithms such as Pollard’s rho algorithm, the index calculus method, and the NFS can be used in discrete logarithm attacks [5].



2.4.3 Side-channel attacks

As opposed to focusing on the underlying mathematical algorithms, side-channel attacks aim to compromise the physical implementation of cryptographic systems. Attackers may be able to retrieve private data, including secret keys, by examining side-channel data, such as power usage, electromagnetic emissions, or timing fluctuations.



2.4.4 Timing attacks

Depending on the input data, timing attacks take advantage of differences in how long cryptographic operations take to complete. Attackers might be able to infer details about the secret keys employed by the cryptography system by examining these time discrepancies.



2.4.5 Fault injection attacks

Fault injection attacks involve intentionally inducing faults or errors in the execution of cryptographic algorithms to compromise their security. By manipulating the input data or the execution environment, attackers may be able to extract sensitive information or bypass security measures.



2.4.6 Quantum attacks

With the advent of quantum computing, new types of attacks against public key cryptosystems have emerged. Algorithms such as Shor’s algorithm can efficiently factor large integers and solve the discrete logarithm problem, rendering RSA and certain elliptic curve cryptosystems vulnerable to quantum attacks.




2.5 The RSA algorithm


2.5.1 Overview

In 1977, three scientists—Ron Rivest, Adi Shamir, and Leonard Adleman—developed the RSA algorithm, a popular public key encryption technique. The challenge of factoring—the process of breaking down the product of two large prime numbers—is the basis of the RSA algorithm. It has become a key component of existing cryptographic design and is routinely employed for secure data transmission [1, 6].



2.5.2 Description of the algorithm

The RSA cryptosystem is peculiar, as the plaintext and ciphertext are integral numbers ranging from between 0 to n − 1. As one usually takes the length of n to be either 309 decimal digits or 1024 bits, the size of n is usually standardised.


[image: Working of public key encryption is shown in fig. 2.1. This fig describes how public key encryption works.]


Figure 2.1 Working of public key encryption




2.5.2.1 Key generation


	Choose two distinct prime numbers, p and q, randomly. These prime numbers should be large and roughly of equal size.

	 Compute their product, n = pq. This is used as the modulus for both the public and private keys.

	 Compute the totient of n, denoted as φ(n), which is equal to (p − 1)(q − 1) because p and q are prime.

	 Choose an integer e such that 1 < e < φ(n), and e is coprime with φ(n). In practice, e is often chosen as a small prime, such as 65537 (2^16 + 1), which has favourable properties.

	 Compute the modular multiplicative inverse of e modulo φ(n). This inverse can be calculated using the extended Euclidean algorithm. This inverse is denoted as d, and it serves as the private exponent.





2.5.2.2 Key formats


	Public key (e, n): The public exponent e and the modulus n.

	 Private key (d, n): The private exponent d and the modulus n.






2.5.2.3 The encryption process

Compute C ≡ M^e (mod n) to encrypt a message M, which needs to be an integer between 0 and n − 1. The ciphertext is the result C shown in Figure 2.2.


[image: Encryption process is shown in fig. 2.2. it shows how plain text will convert in cipher text.]


Figure 2.2 Encryption process





2.5.2.4 Decryption

To decrypt the ciphertext C, compute M ≡ C^d (mod n). The result M is the original message shown in Figure 2.3.


[image: Decryption process is shown in Fig: 2.3. it shows how cipher text will convert in plain text.]


Figure 2.3 Decryption process






2.5.3 Example of RSA algorithm

Question: Suppose we want to encrypt the message “HELLO.”

Solution:


	 We first convert each character to its ASCII representation: H = 72, E = 69, L = 76, O = 79.

	 To encrypt each character, we raise it to the power of the public exponent e and take the result modulo n.

	 Generate the public and private keys

	 Choose two distinct prime numbers, p = 61 and q = 53.

	 Compute n = pq, so n = 61 * 53 = 3233.

	 Calculate φ(n) = (p − 1)(q − 1), so φ(n) = (61 − 1)(53 − 1) = 3120.

	 Choose an integer e such that 1 < e < φ(n) and e is coprime with φ(n). Let’s choose e = 17.

	 Compute the modular multiplicative inverse of e modulo φ(n), which is d. By using the extended Euclidean algorithm or another method, we find that d = 2753.


	So, the public key is (e, n) = (17, 3233), and the private key is (d, n) = (2753, 3233).

	 Now encrypt the message. For example, to encrypt “H” we get:

	 Ciphertext = (72^17) mod 3233 = 3369

	 Similarly, encrypting E, L, and O, we get:

	 E ciphertext = (69^17) mod 3233 = 2465

	 L ciphertext = (76^17) mod 3233 = 2040

	 
O ciphertext = (79^17) mod 3233 = 1803

	 So, the encrypted message is 3369 2465 2040 2040 1803.

	 Now, decrypt the ciphertext using the private key.



To decrypt each ciphertext, we raise it to the power of the private exponent d and take the result modulo n.

For example, to decrypt the ciphertext 3369:




	1. Plaintext = (3369^2753) mod 3233 = 72 (ASCII value of H)

	1. Similarly, decrypting the other ciphertexts, we get:

	1. Plaintext for 2465 = 69 (E)

	2. Plaintext for 2040 = 76 (L)

	3. Plaintext for 1803 = 79 (O)

	2. The decrypted message is “HELLO.”





2.5.4 Another example of RSA

First, convert HELLO to ASCII representation: H = 72, E = 69, L = 76, O = 79, then convert text to ciphertext with help of public key. From plaintext to ciphertext, 72 will be converted to 3369. From ciphertext to plaintext, 3369 will be converted to 72 [7], as shown in Figure 2.4.


[image: Numerical example of RSA algorithm is shown in Fig 2.4.]


Figure 2.4 RSA process





2.5.5 Security considerations

The security of RSA relies on the difficulty of factoring the modulus n into its prime factors. As of current knowledge, factoring large numbers into their primes is computationally infeasible for sufficiently large primes, especially if they are generated properly.

Key sizes in RSA are chosen to be large enough to resist attacks using ­modern computational resources. Common key lengths are 2048 or 4096 bits.

RSA security also depends on the proper generation of random prime numbers, the secrecy of the private key, and protection against side-channel attacks.



2.5.6 Applications

RSA is widely used in securing communication over the internet, such as HTTPS, SSH, and SSL/TLS. It is also used in digital signatures to provide authenticity and integrity of messages. RSA key pairs are utilised in various authentication protocols and key exchange mechanisms [8].



2.5.7 Performance considerations

RSA encryption and decryption can be computationally intensive, especially for large messages and key sizes. This is why it is often used in hybrid cryptosystems alongside symmetric encryption algorithms. Encrypting data directly with RSA is generally avoided for performance reasons; instead, a symmetric encryption algorithm, such as AES, is used to encrypt the data and then the symmetric key is encrypted using RSA.


2.5.7.1 To speed up the operation of the RSA algorithm using the public key


	A specific choice of e is usually made.

	 The most often selected number is 65537 (216 + 1).

	 Two other well-liked options are e = 3 and e = 17.

	 Because there are only two 1 bits in each of these options, doing exponentiation requires minimal multiplications. RSA is also susceptible to a straightforward attack when its public key is relatively short, such as e = 3.5.6.2.





2.5.7.2 To speed up the operation of the RSA algorithm using the private key


	Decryption uses exponentiation to power d.

	 If d has a small value, it is vulnerable to a brute-force attack and to other forms of cryptanalysis.

	 The CRT can be used to speed up computation.

	 The quantities d mod (p – 1) and d mod (q – 1) can be precalculated.

	 The end result is that the calculation is approximately four times as fast as evaluating M = Cd mod n directly







2.5.8 Procedure for picking a prime number


	Pick an odd integer n at random.

	 Pick an integer a < n at random.

	 Perform the probabilistic primality test with a as a parameter. If n fails the test, reject the value n and go to Step 1

	 If n has passed a sufficient number of tests, accept n; otherwise, go to Step 2






2.6 Security of RSA

The foundation of RSA’s encryption and decryption processes is the practical difficulty of factoring the product of two large prime integers. This provides RSA with its security. The following sections discuss some important details of RSA’s security.


2.6.1 Factorisation problem

The foundation of RSA’s security is the belief that factoring the product of two large prime numbers into its component primes is computationally impractical. Finding p and q efficiently (i.e., without trying all possible possibilities) given a large composite number n that is the product of two primes, p and q, is thought to be challenging.



2.6.2 Key size

The size of the keys used determines the security of RSA. To preserve security, RSA keys’ size must grow as processing power does. To stay up with the advancements in cryptanalytic techniques and computational capabilities, the recommended key sizes have been gradually increasing. For instance, current standards state that RSA encryption typically uses a key length of 2048 bits or greater.



2.6.3 Public key security

RSA security relies on keeping the private key secret while distributing the public key freely. The strength of RSA lies in the difficulty of deducing the private key from the public key. The security of RSA is compromised if an attacker can derive the private key from the public key.



2.6.4 Randomness in key generation

Choosing big, random prime integers is necessary to create robust RSA keys. The security of RSA may be compromised if the primes are not sufficiently random or if there are patterns in their creation. Thus, in key creation, appropriate randomness is essential.



2.6.5 Security against attacks

RSA is vulnerable to various attacks, including brute-force, factorisation, and timing. Brute-force attacks involve trying all possible keys until the correct one is found, which is infeasible given sufficiently large key sizes. Factorisation attacks attempt to factorise the modulus n to derive the private key. Timing attacks exploit variations in execution times of cryptographic algorithms to infer information about the keys. RSA implementations must be designed to resist such attacks [9].



2.6.6 Cryptanalytic advances

Advances in mathematics and computing technology may lead to breakthroughs in factoring algorithms or other cryptanalytic techniques that could weaken the security of RSA. Therefore, ongoing research and scrutiny are essential to ensure the continued security of RSA and to develop alternative cryptographic primitives.




2.7 Next-generation mechanism for data encryption

The next generation of cryptography is probably going to incorporate multiple areas of improvement to handle new security and privacy concerns. The following sections discuss developments and possible paths that could influence the course of cryptography in the future


2.7.1 PQC

With the looming threat of quantum computers breaking current cryptographic schemes based on integer factorisation and discrete logarithm problems (e.g., RSA and ECC), PQC aims to develop algorithms that are secure against quantum attacks. Candidates include lattice-based cryptography, code-based cryptography, multivariate polynomial cryptography, and hash-based cryptography [10].



2.7.2 Homomorphic encryption

Homomorphic encryption allows computations to be performed on encrypted data without decrypting it first, preserving privacy. Advancements in this area could lead to more efficient and practical implementations, enabling secure computation in cloud environments and other scenarios in which privacy is paramount [11, 12].



2.7.3 SMPC

SMPC protocols enable multiple parties to jointly compute a function over their inputs while keeping those inputs private. Improvements in efficiency and scalability could make SMPC more practical for real-world applications, such as machine learning that preserves privacy and collaborative data analysis [3].



2.7.4 Zero-knowledge proofs

Zero-knowledge proofs allow one party (the prover) to prove to another party (the verifier) that they know a secret without revealing any information about the secret itself. Advances in zero-knowledge proof systems, such as zero-knowledge succinct non-interactive arguments of knowledge (zk-SNARKs), could lead to more efficient and scalable solutions for privacy-preserving authentication, digital identity, and blockchain technologies.



2.7.5 FHE

Unlike partially homomorphic encryption schemes, FHE allows for arbitrary computations to be performed on encrypted data. Research efforts are focused on improving the efficiency and practicality of FHE, potentially enabling secure and privacy-preserving computation on sensitive data in untrusted environments [7].



2.7.6 Blockchain and cryptocurrency

Cryptocurrencies rely on cryptographic primitives for security and consensus mechanisms. Ongoing research in blockchain technology involves improving scalability, privacy, and security through cryptographic techniques such as zero-knowledge proofs, ring signatures, and SMPCs.



2.7.7 Privacy-preserving technologies

As concerns about data privacy continue to grow, there is increasing ­interest in developing cryptographic techniques that enable data sharing and analysis while preserving individual privacy. Differential privacy, SMPC, and secure enclaves are some of the approaches being explored in this space.




2.8 Next-generation mechanism for public key data encryption

One promising next-generation mechanism for public key data encryption is lattice-based cryptography. Lattice-based cryptography relies on the mathematical properties of lattices, which are geometric structures formed by regularly repeating points in a multidimensional space. These cryptographic schemes offer several advantages over traditional methods such as RSA and ECC.


2.8.1 Post-quantum security

Lattice-based cryptography is believed to be resistant to attacks from quantum computers. With the advent of quantum computing, traditional public key cryptosystems, such as RSA and ECC, are vulnerable to quantum attacks because of Shor’s algorithm. Lattice-based cryptography offers a promising avenue for building encryption systems that are secure against quantum adversaries [13].



2.8.2 Efficiency and performance

Lattice-based schemes have shown significant improvements in efficiency and performance over time. Researchers have developed more efficient algorithms and techniques for implementing lattice-based cryptography, making it a viable alternative for practical applications.



2.8.3 Flexible security parameters

Lattice-based cryptography allows for adjusting security parameters to meet specific security requirements without changing the underlying algorithm. This flexibility is crucial for adapting to evolving threat landscapes and ensuring long-term security.



2.8.4 Resistance to side-channel attacks

Lattice-based schemes have inherent resistance to certain side-channel attacks, which can compromise the security of traditional cryptosystems. This property enhances the robustness of lattice-based encryption in real-world scenarios.



2.8.5 Standardisation efforts

There are ongoing standardisation efforts by organisations such as NIST to develop PQC standards, and lattice-based cryptography is a prominent candidate in these initiatives. Standardisation can foster interoperability, adoption, and confidence in the security of lattice-based schemes.




2.9 Lattice-based cryptography

Lattice-based cryptography is a cryptographic paradigm that relies on the mathematical properties of lattices [10]. The following sections break down lattice-based cryptography into its key components.


2.9.1 Lattices

A lattice is a set of points arranged in a regular, repeating pattern in n-dimensional space. Formally, a lattice can be defined as the set of all integer linear combinations of a set of basis vectors. In simpler terms, imagine a grid extending infinitely in all directions, in which each point is formed by adding multiples of basis vectors. For example, in two dimensions, a lattice might look like a grid of points forming squares.



2.9.2 Lattice problems

Lattice-based cryptography relies on the computational hardness of certain problems related to lattices. These problems are typically based on finding specific properties of lattices or their elements. One of the most well-known lattice problems is the shortest vector problem (SVP), which involves finding the shortest non-zero vector within a given lattice. Other lattice problems include the CVP, the LWE, and the RLWE problems.



2.9.3 Security

The security of lattice-based cryptography is based on the presumed difficulty of solving these lattice problems. For example, if an adversary could efficiently solve the SVP, it would break certain lattice-based cryptographic schemes. However, finding solutions to these lattice problems is believed to be computationally difficult, even for quantum computers, which makes lattice-based cryptography a promising candidate for PQC.



2.9.4 Cryptographic primitives

Lattice-based cryptography provides a framework for building various cryptographic primitives, including encryption schemes, digital signatures, key exchange protocols, and more [14, 15]. These primitives leverage the computational hardness of lattice problems to achieve security guarantees.



2.9.5 Efficiency and practicality

One of the challenges of lattice-based cryptography is achieving efficient implementations suitable for practical use. Over the years, researchers have developed more efficient algorithms and techniques for lattice-based cryptography, improving its practicality and performance. These efforts have made lattice-based cryptography a viable alternative for real-world cryptographic applications.



2.9.6 Example of lattice-based cryptography


	An example of lattice-based cryptography is the LWE problem.

	 In the LWE problem, a learner is given noisy samples of linear equations in which the coefficients are drawn from a distribution with some randomness added (errors).

	 The task is to recover the secret vector used to generate these equations.

	 LWE forms the basis for many lattice-based cryptographic constructions, including encryption schemes, digital signatures, and key exchange protocols.



For example, suppose we have a secret vector s = (2, 3, -1) ∈ ℤ³3 (integers modulo 3) and we generate some noisy linear equations of the form:


ai.s + ei = ci mod  3

Where:


	 
ai are randomly chosen vectors from ℤ³3 (integers modulo 3),

	 
ei are small random errors from ℤ3 (integers modulo 3), and

	 
ci are the resulting noisy constants.



We’re given a set of equations:


	2s1 + e1 = c1 mod 3 … (Equation 2.1)

	
s2 + e2 = c2 mod 3 … (Equation 2.2)

	−s1 + 2s2 + e3 = c3 mod 3 … (Equation 2.3)



And we’re also given the constants:


	 
c1 = 2

	 
c2 = 0

	 
c3 = 1



Problem: Given the noisy equations and constants, can an adversary recover the secret vector s?

Solution: Let’s solve these equations to find the values of s1, s2, and s3.


	 2s1 + e1 = c1 mod 3 … (Equation 2.4)

	 
s1 = 2 − e1 mod 3 … (Equation 2.4.1)

	 
s1 = (2 − e1) / 2 mod 3 … (Equation 2.4.2)

	 
s2 + e2 = c2 mod 3 … (Equation 2.5)

	 
s2 = 0 − e2 mod 3

	 
s2 = −e2 mod 3 … (Equation 2.5.2)

	 −s1 + 2s2 + e3 = c3 mod 3 … (Equation 2.6)

	 −((2 − e1) / 2) + 2 (−e2) + e3 = 1 mod 3 … (Equation 2.6.2)

	 −1 + e1 /2 + 2e2 + e3 = 1 mod 3 … (Equation 2.6.2)

	 
e1 / 2 + 2e2 + e3 = 2 mod 3



Given the constants c1, c2, and c3, we substitute them and simplify the equations to find the values of the errors e1, e2, and e3.


	From Equation 2.4: 2s1 = 2 − e1 mod 3, we find e1 = 2s1 − 2 mod 3.

	From Equation 2.5: s2 = −e2 mod 3, we find e2 = − s2 mod 3.

	From Equation 2.6: e1 /2 + 2e2 + e3 = 2 mod 3, we can use the values of e1 and e2 we found from the previous equations to solve for e3.



Finally, once we have the values of e1, e2, and e3, we can substitute them back into the equations to find the values of s1 and s2, thus recovering the secret vector s.



2.9.7 Advantages


	Post-quantum security: Lattice-based cryptography offers resistance against attacks from quantum computers.

	 Versatility: It supports various cryptographic primitives and can be adapted for different security requirements.

	 Efficiency improvements: Ongoing research aims to improve the efficiency of lattice-based schemes for practical use.





2.9.8 Challenges

Key size: Some lattice-based schemes may require larger key sizes compared to traditional cryptosystems.

Computational complexity: Certain lattice problems can be computationally intensive to solve, affecting the performance of lattice-based schemes.

Efficiency concerns: While efficiency improvements have been made, there are still challenges in achieving optimal performance in certain applications [10].




Glossary

Authentication: Protocols that frequently use cryptography to make sure that only authorised parties can access particular services or data.

Blockchain Technology: The technology is based on public key cryptography, which makes digital asset management and safe transactions possible.

Decryption: To decrypt the ciphertext and recover the original plaintext data, the recipient employs the appropriate decryption key, which is either the private key in asymmetric encryption or the shared secret key in symmetric encryption.

Digital signature: A cryptographic method for confirming the integrity and authenticity of a digital document or message.

Encryption: The process of transforming plaintext with a key into ciphertext with the help of an encryption algorithm.

Hash function: A function that accepts an input, also known as a “message,” and outputs a fixed-length byte string. Digital signatures, data integrity checks, and hash values for data storage and retrieval are all made possible by hash functions.

Homomorphic encryption: Allows computations to be performed on encrypted data without decrypting it first, preserving privacy.

Public key: Available to the whole public and is used for encryption.

Private key: Kept confidential by its owner. It is employed to decrypt messages that have been encrypted using the relevant public key.

Privacy-preserving technologies: As concerns about data privacy continue to grow, there is increasing interest in developing cryptographic techniques that enable data sharing and analysis while preserving individual privacy.

Lattice-based cryptography: Lattice-based cryptography is a cryptographic paradigm that relies on the mathematical properties of lattices.

Secure multiparty computation (SMPC): Protocols that enable multiple parties to jointly compute a function over their inputs while keeping those inputs private.

Transmission: A communication channel, such the internet or a network, that is used to send the encrypted ciphertext.

Zero-knowledge proofs: Allow one party (the prover) to prove to another party (the verifier) that they know a secret without revealing any information about the secret itself
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Abbreviations

PT Plaintext

CT Ciphertext

DoS Denial of service

DES Digital encryption standard

3 DES Triple digital encryption standard

IDEA International data encryption algorithm

AES Advanced encryption standard

RSA Rivest–Shamir–Adleman

ECC Elliptic curve cryptography

MD5 Message digest 5

SHA Secure hash algorithm

TLS Transport layer security

SSL Secure socket layer



3.1 Introduction

In today’s digital world, computer systems play a vital role in every aspect of life. Every sector, including banking, marketing, business, education, uses computing technology. Protecting data and maintaining privacy from outsiders is important. Cryptography provides a solution for securing data. Cryptography, a word with Greek origins, means “secret writing.” Developing a cryptosystem to provide information security is an art and a science [1, 2]. Modern cryptography relies on various mathematical concepts and rule-based calculations, known as algorithms, to transform original messages in a way that makes them difficult to decode. In cryptography, keys are used to encode the original data at the sender’s end and decode the encrypted data at the receiver’s end. It uses encryption and decryption techniques.



3.2 Cryptosystems

Cryptosystems, also known as cipher systems or cryptographic systems [3], are a set of algorithms that are used to encrypt and decrypt the data or original messages. The main purpose is to send the original messages to the intended users; no third party or unauthorised users can access the data. Figure 3.1 describes a simple model of cryptosystems.


[image: The overview of model of cryptosystem is shown in fig.3.1.This fig describes the components of the cryptosystem.]


Figure 3.1 Model of cryptosystem



Figure 3.1 shows how a sender sends sensitive data to the receiver over a network in such a way that a third party eavesdropping on the channel cannot access or intercept the data.


3.2.1 Components of cryptosystems

Cryptographic systems consist of the following components.


	PT: The original message sent by the sender. The PT is given to the encryption algorithm.

	Encryption algorithms: A mathematical process that takes the PT as input and generates the CT as output using the encryption key.

	Encryption key: A value that is known to the sender. This key is applied to the encryption algorithm to generate the CT.

	CT: The scrambled, unreadable version of the PT. The encryption algorithm converts the PT to the CT. It is passed from the sender to the receiver via a communication channel. Any person who has access to the channel can intercept the CT, as it is not guarded

	Decryption algorithms: A mathematical process that takes the CT as input and converts it to the PT as output. It is the reversal of the encryption algorithm.

	Decryption key: A value that is known to the receiver. The decryption algorithm uses the decryption key to compute the PT from the CT.







3.3 Various attacks in cryptography

A cryptographic attack [4] occurs when a hacker or unauthorised person attempts to uncover cryptographic elements, such as encryption or decryption keys, CT, etc. Their goal is to retrieve the original PT from the encrypted data. Attackers may also attempt to exploit weaknesses and flaws in the encryption–decryption algorithms or key management strategies of the cryptosystems. In cryptography there are two types of attacks: active and passive.


3.3.1 Active Attack

In an active attack, the attacker attempts to change the original data by making changes to the existing data, modifying data in transit, or adding extra data to the original. This type of attach threatens the integrity and availability of the data. Attackers damage system resources, and active attacks are typically detectable, with victims being informed of the breach. This is one type of cybersecurity attack [5]. Today, attackers use sophisticated techniques to access system information. They not only damage systems but also steal private information, funds, and hijack victims’ profiles. Figure 3.2 illustrates an active attack.


[image: The active attack is shown in fig 3.2. This fig shows how the active attacks takes place.]


Figure 3.2 Active attack



Different types of active attacks include masquerade, modification of messages, replay, and DoS attacks.


3.3.1.1 Masquerade attacks

In masquerade attacks [6], the attacker pretends to be the original sender to get access to the system or data. There are many types of masquerade attacks, including username and password, IP address, website, and email. In username and password masquerade attacks, the attacker steals the user’s login credentials to the system or to the application. In an email masquerade attack, the attacker sends email posing as a trusted source, such as a government agency, bank, or educational institution, to trick the user into providing sensitive information or downloading malware. Figure 3.3 describes a masquerade attack.


[image: The masquerade attack is shown in fig 3.3. This fig describes the masquerade attack in the system.]


Figure 3.3 Masquerade attack





3.3.1.2 Modification of messages attacks

In this type of attack, the attacker modifies some portion of the original message or injects malicious content to the original data. This attack changes the integrity of the original data. Figure 3.4 illustrates a modification of message attack.


[image: The modification of message attack is shown in fig 3.4. This fig shows how the message has been modified by the attacker.]


Figure 3.4 Modification of message attack





3.3.1.3 Replay attacks

The replay attack is a type of network attack in which the attacker ­captures the original message and retransmit it later. The main goal is to trick the system into accepting the retransmitted data as legitimate. Detecting a replay attack can be very challenging. Figure 3.5 describes a replay attack.


[image: The replay attack is shown in fig 3.5. This fig elaborates the replay attack.]


Figure 3.5 Replay attack





3.3.1.4 DoS attacks

The DoS attack is one kind of cybersecurity attack. The main goal is to make the system or network unavailable to the original user by overwhelming it with network traffic. This can occur in two ways: through flooding or by sending malformed data. In a flooding attack, the attacker generates multiple packets or requests to overwhelm the target system’s resources. In a malformed data attack, the attacker strategically sends corrupted or improper data that the target system cannot process. Figure 3.6 illustrates a DoS attack.


[image: The DoS attack is shown in fig 3.6. This fig shows how the Denial of Service attack takes place. ]


Figure 3.6 DoS attack





3.3.2 Passive attacks

In passive attacks [7], the attacker does not modify data or destroy system resources. Instead, the attacker focuses on eavesdropping or carefully monitoring transmissions. There are two types of passive attacks: release of message content and traffic analysis.



3.3.2.1 Release of message content attacks

Release of message content attacks are those in which the attacker monitors a communication medium, such as telephonic conversation or unencrypted email, that may contain confidential information. Figure 3.7 describes a release of message content attack


[image: The passive attack is shown in fig 3.7. This fig describes the passive attack release of message content to the attacker in the system.]


Figure 3.7 Passive attack





3.3.2.2 Traffic analysis attacks

In a traffic analysis attack, the attacker monitors a communication channel to get a range of information such as length of message, location of communicating host, or the type of encryption applied to the message. Figure 3.8 describes a traffic analysis attack.


[image: The Traffic Analysis is shown in fig 3.8. This fig describes the traffic analysis passive attack in the system.]


Figure 3.8 Traffic analysis







3.4 Features of cryptography

The four main features of cryptography are confidentiality, integrity, non-repudiation, and authentication.


	Confidentiality: Ensures that information is accessible only to the intended person, preventing third-party access.

	 Integrity: Guarantees that the information remains intact during transmission and that the message is not altered.

	 Non-repudiation: Ensures that the receiver can verify that the information came from the original sender, preventing the sender from denying it later.

	 Authentication: Confirms the identity of both the sender and the receiver.





3.5 Types of cryptography

There are generally three types of cryptographic algorithms:


	 Symmetric key cryptography or private key cryptography

	 Asymmetric key cryptography or public key cryptography

	 Hashing




3.5.1 Symmetric key cryptography

In symmetric key cryptography, the same key, or secret key, is used for both encryption and decryption. While this technique is fast and simple, the main challenge lies in securely exchanging the secret key between the sender and receiver. Popular symmetric key cryptography algorithms include DES [8], 3DES, IDEA, AES [9], and Blowfish. Figure 3.9 describes symmetric key cryptography.


[image: The Symmetric Key Cryptography algorithm is shown in fig 3.9. This fig describes the encryption and decryption technique in symmetric key cryptography.]


Figure 3.9 Symmetric key cryptography





3.5.2 Asymmetric key cryptography

In asymmetric key cryptography [10], two different keys are used for encryption and decryption: a public key and a private key. The receiver’s public key is used to encrypt the PT, while the receiver’s private key is used decrypt the CT. The most popular asymmetric key cryptography algorithms are RSA and ECC [11]. The process is shown in Figure 3.10.


[image:  The Asymmetric Key Cryptography algorithm is shown in fig 3.10. This fig describes the encryption and decryption technique in asymmetric key cryptography.]


Figure 3.10 Asymmetric key cryptography





3.5.3 Hashing

In hashing, no keys are required for encryption or decryption. Algorithms such as MD5 or SHA are used to create the message digest. The signed digest is then appended to the original message and sent to the receiver.




3.6 Need for asymmetric key cryptography

Security is a major concern in communication over computer networks worldwide. The symmetric key cryptography is useful for small messages and is relatively fast, but it faces challenges, particularly with key establishment and trust. If there are n number of people communicating, a total of n × (n – 1) / 2 number of secret keys, which is known as n

2 

problem. Key distribution is also a significant issue. These challenges can be addressed by using asymmetric key cryptography algorithms.



3.7 Advantages of asymmetric key cryptography

There are many advantages of using this algorithm, including:


	 Elimination of the key distribution problem.

	 Increased security, as the private key is never transmitted.

	 Use of digital signatures, allowing the receiver to easily verify whether the message is from the actual sender.

	 Suitability for long messages.






3.8 Disadvantages of asymmetric key cryptography


	This process is slower compared to symmetric key cryptography and can take longer to decrypt large volumes of data.

	 If the private key is lost, there is a risk of a man-in-the-middle attack, and the receiver cannot decrypt without the key.

	 Public keys are not inherently authenticated, making it difficult to verify that a public key belongs to the correct person.





3.9 Applications of asymmetric key cryptography

There are various fields where this algorithm is useful, such as digital currencies, secure web browsing, electronic signatures, cryptocurrencies, and encrypted email.


	 Digital currencies: Cryptographic keys and complex algorithms are used to prevent fraud and safeguard transactions in digital currencies, such as Bitcoin.

	 Secure web browsing: Asymmetric key cryptography is used for online browsing to protect against man-in-the-middle attacks and eavesdropping. It can be used in different protocols such as TLS and SSL [12] to establish secure communication channels between browsers and websites.

	 Electronic signatures: This is a type of digital signature that replicates the functionality of a handwritten signature for signing documents. Electronic signatures can be created or validated by using public key or asymmetric key cryptography.

	 Cryptocurrencies: Asymmetric key cryptography is also used in cryptocurrencies to prevent fraud, safeguard transactions, and maintain system integrity.

	 Encrypted email: Public keys can be used to encrypt email messages, while private keys are used to decrypt them, ensuring secure email communication.





3.10 RSA algorithm

The RSA algorithm is an asymmetric key algorithm [13] that was invented by Ron Rivest, Adi Shamir, and Len Adleman, and is named after its creators. The algorithm uses two pairs of keys: one public key pair (N, e) and one private key pair (N, d). Figure 3.10 describes the encryption and decryption technique in RSA algorithm. The process is shown in Figure 3.11.


[image: The RSA algorithm is shown in fig 3.11. This fig describes the encryption and decryption technique in RSA algorithm.]


Figure 3.11 RSA algorithm



The encryption formula to find the CT is 
C

 = 

P


e


 mod 

N
, where P is the PT, C is CT, and (N, e) is the public key pair.

The decryption formula to find the PT from the CT is 
P

 = 

C



d

 mod 

N
, where P is the PT, C is CT, and (N, d) is the private key pair [14].

For example, the sender wants to send Message AB to the receiver, and the public key pair (N, e) is (91, 5), and the private key pair (N, d) is (91, 29). Assume the numerical value of the PT (AB) is 12.

Encryption: CT (C) = 
P



e

 mod 

N

 = 12

5

 mod 91 = 248832 mod 91 = 38. The value 38 will be passed over the network to the receiver, and the receiver will apply the decryption formula to calculate the PT.

Decryption: PT (P) = C

d

 mod 

N
 =38

29

 mod 91 = 12. Now the receiver will get the actual value 12, which is the numeric value of the original Message AB.


3.10.1 Choosing public and private key pairs using the RSA algorithm


	Take two large prime numbers, p and q


	 Calculate N = p × q


	 Choose number e in such a way that it is greater than 1 and less than (p − 1)×(q − 1), and this (p − 1)×(q − 1) and N are co-prime to each other.

	 Choose number d in such a way that e × d mod (p − 1)×(q − 1) is equal to 1.





3.10.2 Issues with RSA

The major issue with the RSA algorithm is its vulnerability to being broken, particularly by quantum computers [15]. Additionally, due to its slow processing speed, RSA is not suitable for applications involving large amounts of data.



Disclaimer:

None




Glossary

AES: A symmetric key cryptography algorithm in which the same key is used for both encryption and decryption.

CT: Refers to the text obtained after applying an encryption technique to original message.

DoS: A form of active attack in the security.

DES: A symmetric key cryptography algorithm.

3 DES: A symmetric key cryptography algorithm that is stronger than DES.

ECC: A public key cryptography algorithm used to perform critical security functions.

IDEA: A symmetric key cryptography algorithm.

MD5: A hashing algorithm that creates a fixed length message digest.

PT: The original message before the encryption.

RSA: An asymmetric key cryptography algorithm that was named after its inventors: Rivest, Shamir, and Adleman.

SHA: A hashing algorithm that is used to create the message digest.

SSL: A TLS protocol.

TLS: A security protocol used to provide the security at transport layer.
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Abbreviations

HMAC Hash-based message authentication code

LSH Locality-sensitive hashing

MD5 Message digest algorithm 5

SHA-256  Secure hash algorithm 256-bit



4.1 Introduction

In this chapter, we study one of the most powerful and useful concepts/tools in the field of cryptology.


4.1.1 Definition of hash functions and message digests

A hash function stands as a pivotal element in the domain of cryptography, meticulously crafted to convert input data of diverse lengths into a standardised output of fixed length (ranging from 8 to 256 bits or beyond), known as a hash value or message digest. The fundamental purpose of a hash function is to produce a distinct identifier (message digest), thereby guaranteeing that any minute alteration in the input data yields a markedly distinct hash value. This characteristic is formally recognised as the avalanche effect [1].



4.1.2 Importance of hash functions and message digests in modern computing

Hash functions and message digests assume a pivotal role in modern computing, contributing significantly to security and data integrity. The ensuing discussion delineates the fundamental reasons underlying their critical importance:


	Data integrity: Hash functions generate fixed-size hash values to ensure data integrity. Any alteration in the data, irrespective of its extent, results in a distinct hash value. This expedites the identification of data corruption or tampering [2].

	 Digital signatures: Hash functions are essential for creating digital signatures. To sign a message, a private key is used to encrypt the hash value. Recipients verify the signature using the sender’s public key to ensure message integrity.

	 Password storage: Hash functions play a crucial role in storing passwords securely. Instead of retaining passwords in plain text, systems store their hashed value. During user authentication, the system hashes the password entered by the user, facilitating a comparison with the stored hash, thereby concealing actual passwords, even in the event of data compromise.

	 Data deduplication: Hash functions are instrumental in data deduplication efforts. By generating unique hash values for distinct data segments, systems can identify and eliminate redundancy, optimising storage utilisation and enhancing data management efficiency [2].

	 Cryptographic applications: Cryptographic protocols utilise hash functions for encryption, certificates, and secure communication to maintain data security.

	 Blockchain technology: Hash functions are crucial for block creation and linkage. Each block contains the hash of its predecessor, forming an immutable chain that underscores the integrity of the entire blockchain.

	 File verification: Hash functions contribute to file authenticity verification during downloads. Websites provide hash values for files, allowing users to validate downloaded files by comparing their hash against the provided value, ensuring the file’s integrity.

	 Randomisation and hash tables: Hash functions enhance data retrieval efficiency in data structures such as hash tables. They facilitate even data distribution across the table, mitigating collisions and optimising data lookup speed.





4.1.3 Overview of the chapter

The basics covered in Section 4.2 delve into the intricate workings of hash functions, emphasising their anatomy and distinguishing features from message digests. The significance of collision resistance in hash functions highlight the robustness required for secure cryptographic applications [3].

Section 4.3 illustrates the diverse applications of hash functions and message digests, showcasing their versatile utility in areas such as disk monitoring, password storage, cryptocurrencies, and file transfer. From proof of existence to optimising cache and enhancing recommender systems, these applications underscore the omnipresence and relevance of these cryptographic tools in our digital landscape.

The analysis and design of hash functions, as discussed in Section 4.4, illuminate the Merkle-Damgård construction and the critical importance of security analyses in crafting resilient cryptographic solutions.

Practical implementation, covered in Section 4.5, demonstrate the application of SHA-256 and MD5 in Python, offering a tangible understanding of their coding aspects.

Looking forward, Section 4.6 proposes future direction, emphasising the necessity for quantum-resistant hash functions, specialised hash functions for secure messaging, and the integration of hash functions in homomorphic encryption, showcasing the dynamic nature of this field.




4.2 Basics of hash functions and message digests


4.2.1 Working and anatomy of hash functions

The operational dynamics and structural composition of hash functions constitute a subject of paramount importance within computational paradigms, demanding a thorough comprehension of their functionality. A hash function, fundamentally characterised as a mathematical algorithm, serves the purpose of converting input data, regardless of its length, into a standardised output of fixed dimensions, commonly known as a hash value or digest. This transformation is orchestrated by a hashing algorithm designed to exhibit determinism, ensuring that identical inputs consistently yield identical hash outputs [4].

The structural constituents of a hash function encompass several pivotal elements. First in this process is the input, varying in length, which undergoes the transformative procedures of the hash function to yield an output of predetermined size. The resultant hash value is intentionally crafted to manifest apparent randomness and uniqueness, even within expansive input spaces.

One notable characteristic of hash functions is the avalanche effect, wherein minute alterations in the input yield substantially distinct hash values. This attribute assumes significance in applications such as data integrity verification and password storage, in which minimal changes necessitate discernibly disparate hash outputs.

Hash functions find versatile application across domains, inclusive of ensuring data integrity, formulating digital signatures, managing passwords securely, supporting data deduplication protocols, and contributing to the underpinnings of cryptographic methodologies. Their efficacy in these applications hinges upon properties such as collision resistance, positing computational impracticability for two distinct inputs to generate identical hash values.

Within the framework of data structures, hash functions play a foundational role in hash tables, facilitating expeditious data retrieval. By generating hash values that intricately map keys to specific locations within the table, hash functions contribute to the reduction of collisions, thereby optimising the efficiency of data retrieval processes.

A nuanced comprehension of the operative principles and architectural intricacies governing hash functions is indispensable for their judicious deployment in diverse computational contexts. This knowledge ensures that data security and integrity are upheld as well as the facilitation of efficient processing methodologies.



4.2.2 Difference between hash functions and message digests

The differentiation between a hash function and message digests resides in their inherent purposes and cryptographic applications.

A hash function represents a comprehensive term encompassing a mathematical algorithm tasked with receiving an input, commonly denoted as a “message,“ and generating a string having a fixed size of characters, typically identified as a hash value or digest. The primary objective of a hash function is to establish a deterministic mapping of data, irrespective of its size, to a standardised output, thereby creating a distinctive identifier for the input. Hash functions find diverse applications, including data integrity verification, password storage, and optimisation of data retrieval in hash tables.

Conversely, a message digest signifies a specific instantiation of a hash function, referring specifically to the output produced when a hash function operates on a message or input data. The term “digest” is frequently used interchangeably with the hash value generated by the hash function. Within the context of message digests, the focal aim is to fashion a succinct representation of the input data that is inherently unique to the content it encapsulates.

In essence, while a hash function encapsulates the overarching concept delineating the algorithmic procedure for mapping input data to a fixed-size output, a message digest specifically denotes the resultant hash value emanating from that computational process. Message digests assume particular relevance in scenarios necessitating data integrity, authentication, or the establishment of a singular identification for content, as they furnish a concise and distinctive representation of the original data [5].



4.2.3 Different types of hash functions


4.2.3.1 MD5

MD5 is the fifth iteration of a message digest algorithm created by R.L. Rivest from RSA Laboratories. The initial versions of this algorithm were disclosed before 1989, and the latest revision was released in 1991. The algorithm supports variable input lengths and generates a 128-bit digest [6]. Despite identified vulnerabilities in the algorithm, no collisions have been officially documented.


	 Output size 128 bits (16 bytes).

	 Commonly used for checksums and integrity verification.

	 Not recommended for cryptographic security due to vulnerabilities.





4.2.3.2 SHA-1

The inaugural iteration of the hashing algorithm, commonly recognised as Secure Hash Algorithm 1 (SHA-1), was formulated by the National Security Agency (NSA). Unveiled to the public in 1995, this algorithm possesses the capability to process messages with a length less than 2^64, resulting in a 160-bit digest. In the improbable scenario in which computation of the message digest surpasses 2^64 bits, the most straightforward method involves breaking down the extensive messages into smaller fragments. SHA-1, distinguished by the absence of known vulnerabilities, is generally regarded for its heightened security when compared to MD5. Additionally, SHA-1 features variations such as SHA-256 and SHA512, generating digests of 256 bits and 512 bits, respectively. Output size is 160 bits (20 bytes) and was used widely initially, but because of few vulnerabilities, it is now considered to be insecure for cryptographic purposes.



4.2.3.3 SHA-256


	Output size is 256 bits (32 bytes).

	 Part of the SHA-2 family, offering a higher level of security.

	 Commonly used in blockchain technology and secure communication protocols.



Both SHA1 and MD5 are deemed secure because of the absence of known collision-finding techniques, aside from brute force. In this type of attack, random inputs are attempted, and the results are stored until a collision is detected. Finding a collision for a specific message (without any constraints), one can expect a collision within 2^(n/2) computations, where n represents the number of bits in the digest. This concept is termed a birthday attack and is detailed in the Krawczyk reference. Consequently, computation of approximately 2^64 messages is required by an attacker to find a collision in the MD5 function and around 2^80 computations for SHA1. Although SHA1 offers enhanced security, the computational cost for digest generation is higher than MD5 [7]. If prioritising security concerns, SHA1 would be the preferred choice, while MD5 might provide faster performance at an acceptable level of security for most applications.

Around August 2001, IBM proposed one of the most powerful computers known to mankind, which was capable of achieving 13.6 trillion calculations per second. But even this sophisticated computing grid would take around 2800 years to find a collision in the SHA1 algorithm, assuming one computation of a digest per supercomputer calculation. In case a collision occurs, which is high improbable, security conscious individuals could opt for SHA algorithms with larger outputs, requiring even more time to find collisions.




4.2.4 Collision resistance in hash functions

Collision resistance denotes a characteristic of a hash function wherein the computational challenge of discovering two distinct inputs yielding identical output hash values is nearly impossible. In more straightforward terms, this property implies a high improbability of disparate sets of data resulting in a shared hash value.

The significance of collision resistance is paramount in cryptographic applications, serving as a pivotal safeguard for data integrity and security. The absence of collision resistance in a hash function introduces vulnerabilities such as susceptibility to data tampering and unauthorised access. Consequently, the incorporation of a hash function that is resilient to ­collisions becomes imperative for the preservation of data integrity and security.

Illustratively, the discourse on collision resistance underscores the pivotal role of robust, one-way hash functions in fortifying security against potential collisions. These functions assume a critical role in ensuring that diverse data inputs do not yield identical hash values, thereby upholding the integrity and security of the information under consideration [8].




4.3 Applications of hash functions and message digests

The utilisation of hash functions is within the domain of security, as the key reason behind this is the low probability of two different messages producing the same message digests. For this reason, the application of a hash function is for security reasons.


4.3.1 Disk monitoring

Digests can be utilised for monitoring changes in file systems. By saving the digest of a file, any future alterations can be identified by comparing the calculated digest to the saved one. Although checksums may seem just as effective initially, digests offer two significant advantages. They are broader than checksums, offering greater certainty when values match, and they offer improved security against intruders and viruses. A skilled intruder might be able to manipulate a file to maintain the same checksum as the original, but fooling a digest is practically impossible.


Figure 4.1 illustrates the process of monitoring data integrity on a disk. Initially, the file content is read from the disk, and a hash value (digest) is calculated. This digest is stored in a separate backup. After some time, the file content is read again, and a new digest is calculated. The new digest is compared with the stored digest. If they match, the file is considered genuine and unaltered; if not, the file is deemed corrupted.


[image: Monitoring data stored on disk: "Illustration showing the process of monitoring data changes on a disk using hash digests to detect alterations."]


Figure 4.1 Monitoring data stored on disk





4.3.2 Password storage

In multiuser computer systems, the necessity arises to maintain a password database for user authentication. However, it is deemed insecure to retain a file containing passwords within the computer system, as there exists a potential risk that an unauthorised party may gain access to segments of the file without compromising system security. For instance, an intruder might discover fragments of the file in a recycled block on the disk. To mitigate this vulnerability, the proposed solution involves not storing the passwords themselves but, rather, their digests. This approach allows the operating system to verify user passwords during the login process while thwarting the potential for an intruder, who chances upon the digests, to reconstruct the original passwords [9].


Figure 4.2 shows the process of password verification. A user inputs their password, which is then processed to generate a hash value (digest). This digest is compared with the stored hash value of the correct password. If the values match, the system unlocks and grants access; if not, access is denied, and the system remains locked.


[image: Password storage: "Diagram depicting a secure method of storing passwords by saving their digests instead of plain text passwords to enhance security."]


Figure 4.2 Password storage





4.3.3 Cryptocurrencies

Message digests are widely used in cryptographic protocols for ensuring data integrity and authenticity. They provide a condensed and unique representation of data, facilitating secure communication and storage as shown in Figure 4.3.


[image: Linking in Blocks using Hashing: "Visual representation of blockchain technology, demonstrating how blocks are linked using cryptographic hashing for secure data integrity."]


Figure 4.3 Linking in blocks using hashing





4.3.4 Proof of existence

Message digests are used to create proofs of data existence at a specific point in time. By generating a message digest for a document and timestamping it, individuals can later verify the document’s authenticity and existence at the recorded time [10].

For instance, Figure 4.4 illustrates the process by which a researcher can use hashing to protect their work from being stolen or tampered with. By generating a digest of the document and publishing it in a public medium, the researcher creates a verifiable proof of the document’s existence at a specific time. This process ensures that any later claims to the document can be validated against the published digest. This way the researcher is making his work known to the world without actually releasing it.


[image: Using Hashing to establish its proof: "Example illustrating the use of hashing to create a proof of existence for a document at a specific time by generating and timestamping its hash."]


Figure 4.4 Using hashing to establish its proof





4.3.5 File transfer

Digests do not possess a specialised application in the context of file transfer verification. Nevertheless, because of their broader scope compared to most checksums, digests afford a significantly heightened level of confidence in the integrity of the transfer, surpassing the assurance provided by conventional checksums. In scenarios in which the volume of transmitted packets across data networks experiences escalation, extant checksums may prove insufficient in ensuring a robust level of verification.

This will be better explained in the flowchart in Figure 4.5.


Figure 4.5 demonstrates how two parties can ensure the integrity of a file transmitted over an insecure medium using hashing. Person A generates a hash value from the file contents and sends both the file and hash value to Person B. Upon receiving the file, Person B generates a hash value from the received file and compares it with the hash value sent by Person A. If they match, the file is genuine; if not, it indicates corruption or tampering.


[image: Flow Chart of File Transfer using Hashing: "Flowchart explaining the steps involved in using hashing for file transfer verification to ensure data integrity during transmission."]


Figure 4.5 Flowchart of file transfer using hashing





4.3.6 Bloom filters

Hashing is a fundamental component in implementing Bloom filters, a probabilistic data structure used for efficient set membership tests. In artificial intelligence (AI) and machine learning (ML), Bloom filters find applications in tasks such as filtering irrelevant data and speeding up search operations.



4.3.7 Cache optimisation

Hashing is used for optimising cache usage in ML algorithms. It allows for quick indexing and retrieval of cached results, improving the efficiency of iterative processes [11].



4.3.8 Recommender systems

Hashing techniques are used in collaborative filtering and recommendation systems to efficiently handle large datasets and reduce memory requirements.



4.3.9 LSH

LSH is employed in AI and ML to efficiently approximate similarity measures between data points, enabling the quick identification of similar items or clustering of similar data.




4.4 Hash function design and analysis

Hash function design involves creating algorithms that simply transform the input data into fixed-size hash values, crucial for cryptographic security. A properly constructed hash function should demonstrate collision resistance, preimage resistance, second preimage resistance, and the avalanche effect to prevent manipulation and improve security. It is crucial to maintain input entropy, defend against birthday attacks, have strong cryptographic properties, and address algorithm vulnerabilities. The Random Oracle Model offers a theoretical basis for evaluating hash functions that behave like a random oracle. Continuous research by cryptographers aims to develop hash functions that can withstand new cryptographic threats, keeping up with advancements in computing power and changes in cryptographic methods.


4.4.1 Merkle-Damgård construction

The Merkle-Damgård framework, named after its developers Ralph Merkle and Ivan Damgård, is a frequently employed technique for crafting collision-resistant cryptographic hash functions. This construction offers a systematic methodology for converting fixed-length compression functions into variable-length hash functions, proving instrumental in diverse cryptographic applications.

Fundamentally, the Merkle-Damgård construction applies a compression function to sequentially process input data blocks. Initial steps involve padding to ensure the input length aligns with the compression function’s block size. Subsequent iterations process these padded blocks sequentially, with each output feeding into the next. This chaining mechanism produces a hash value dependent on the complete input message.

The Merkle-Damgård construction is noteworthy because of its adaptability to messages of varying lengths and its support for a fixed-size compression function, facilitating efficient implementation and analysis. While historically foundational, it faces scrutiny for potential vulnerabilities, leading to the preference for more contemporary constructions in modern cryptographic designs. Nevertheless, its significance endures in comprehending hash function design and analysis in contemporary cryptography [12]. Figure 4.6 outlines the process of generating a message digest. The message is divided into blocks, each of which is processed through a hash function, starting with an initialisation vector (IV). Additional length padding is added to the last block to ensure consistency. After all blocks are processed, the finalisation step produces the final hash value, which uniquely represents the entire message. This process ensures that any change in the message will result in a different hash value, thereby providing a means for verifying the integrity of the message.


[image: Merkle-Damgård Construction: "Diagram illustrating the Merkle-Damgård construction method for creating collision-resistant cryptographic hash functions from fixed-length compression functions."]


Figure 4.6 Merkle-Damgård construction





4.4.2 Analysis of hash function security

Evaluating the effectiveness of hash functions in cryptographic applications involves analysing their security aspects, including key properties and vulnerabilities [13].


	Collision resistance: A key job for a secure hash function is to make it really hard to find two different inputs that give the same hash value. If this happens (a collision), it could let unauthorised users with malicious intentions pretend to be someone else or alter data.

	Preimage resistance: A secure hash function should be tricky to figure out in reverse. It should not be easy to get back the original input from its hash value. This makes it tough for someone to rebuild the hashed data.

	Second preimage resistance: Making it tough to find another input that gives the same hash value for a specific input is important. This helps stop unauthorised users from creating different inputs that end up with the same hash value.

	Avalanche effect: A good hash function changes a lot, even when a little part of the input changes. This means small changes in the input will always give very different outputs, making it more secure.

	Resistance to birthday attacks: Hash functions should be strong against attacks in which two different inputs could give the same hash value. Strong hash functions have a large enough range of outputs to lessen the chance of this happening.

	Entropy preservation: A hash function should keep the unpredictability of the input data, ensuring that even if the input is not very unpredictable, the hashed result should be hard to guess.


	Cryptographic strength: Hash functions used for keeping things safe should be tough enough to handle different types of attacks. Being strong in cryptography means the hash function can stand up against tricky adversaries.

	Random Oracle Model: The Random Oracle Model is one way to think about hash functions. It pretends the hash function acts like a guessing game, giving out results in a way that is hard to predict and uniform for different inputs.

	Algorithmic vulnerabilities: Security analyses also look for potential problems in how the hash function is made. This includes checking for weak spots in its design, vulnerability to certain attacks, and how well it stands up against advanced attacks.






4.5 Implementing hash functions or message digests

Implementing hash functions or message digests in coding involves using a programming language to create algorithms that transform input data into fixed-size hash values.

In Java, the Message Digest class is used, and security package is used for hashing. In JavaScript (Node.js), the crypto module is used, which is a built-in module providing cryptographic functionality. In Python, the hashlib library is used for cryptographic hash functions


4.5.1 Implementing SHA-256 in Python algorithm


	Create a SHA-256 hash object.
	a. From the hashlib library, initialise an instance of the SHA-256 hashing algorithm.

	b. This object will be used to perform the hashing operation.





	Update the hash object with the input data encoded in UTF-8.
	a. Take the input data string.

	b. Encode the string into bytes using UTF-8 encoding.

	c. Update the SHA-256 hash object with the encoded bytes.

	d. This step incorporates the input data into the hashing process.





	Get the hexadecimal representation of the hash value using hex digest ().
	a. Obtain the hash value after processing the input data.

	b. Convert the hash value into a hexadecimal representation.

	c. This step results in a string of characters representing the hashed output.





	Return the hexadecimal hash value.
	a. The function concludes by returning the hexadecimal representation of the hash.

	b. This value can be used or displayed as needed.










4.5.2 Implementing MD5 in Python algorithm


	Create a new MD5 hash object.
	a. From the hashlib library, initialise an instance of the MD5 hashing algorithm.

	b. This object will be used to perform the MD5 hashing operation.





	Update the hash object with the input data encoded in UTF-8.
	a. Take the input data string.

	b. Encode the string into bytes using UTF-8 encoding.

	c. Update the MD5 hash object with the encoded bytes.

	d. This step incorporates the input data into the MD5 hashing process.





	Get the hexadecimal representation of the hash value using hex digest().
	a. Obtain the MD5 hash value after processing the input data.

	b. Convert the MD5 hash value into a hexadecimal representation.

	c. This step results in a string of characters representing the MD5 hashed output.





	Return the hexadecimal MD5 hash value.
	a. The function concludes by returning the hexadecimal representation of the MD5 hash.

	b. This value can be used or displayed as needed.










4.6 Future directions in hash functions and message digests

Future directions in hash functions and message digests are marked by critical advancements to address emerging challenges and enhance security in cryptographic applications.

Continued research and innovation in these areas are vital for addressing emerging challenges and ensuring the adaptability and effectiveness of hash functions and message digests in the dynamic landscape of information security. Some are mentioned in the following sections.


4.6.1 Quantum-resistant hash functions

As quantum computing technology advances, there is a growing need for hash functions that remain secure in the face of quantum algorithms. Future developments will focus on designing quantum-resistant hash functions to maintain the integrity and confidentiality of data in cryptographic applications



4.6.2 Hash functions for secure messaging

The evolution of secure communication systems calls for specialised hash functions tailored to messaging protocols. Future directions include the exploration and development of hash functions optimised for secure messaging applications. These advancements aim to enhance message authenticity and integrity in communication channels.



4.6.3 Hash functions in homomorphic encryption

Advancements in homomorphic encryption, enabling computation on encrypted data without decryption, present opportunities for innovative use of hash functions. Future research may explore the integration of hash functions within homomorphic encryption schemes, contributing to the security and efficiency of computations on encrypted data and promoting wider adoption of privacy-preserving cryptographic techniques.




4.7 Conclusion

In conclusion, the exploration of hash functions and message digests has provided invaluable insights into their fundamental role in modern computing. As defined in the introductory sections, hash functions and message digests serve as critical components in ensuring data integrity, security, and efficiency across various applications.

In essence, this chapter provided a comprehensive journey through the foundations, applications, design principles, and future trajectories of hash functions and message digests. As we navigate the evolving landscape of information security, the continual exploration and advancement of these cryptographic techniques remain integral to safeguarding the integrity and privacy of digital data.



Glossary

Avalanche effect: A property of cryptographic algorithms in which a small change in input causes significant change in output.

Birthday attack: A type of cryptographic attack that exploits the mathematics behind the birthday problem in probability theory.

Blockchain technology: A decentralised ledger technology used for recording transactions in a secure, immutable manner.

Collision resistance: A property of hash functions in which it is computationally impractical to find two different inputs that produce the same hash output.

Cryptography: The practice and study of techniques for securing communication and data in the presence of adversaries.

Cryptographic application: Applications that utilise cryptography to secure data, including encryption, digital signatures, and secure communication protocols.

Data deduplication: A process that eliminates redundant copies of data to optimise storage utilisation.

Data integrity: The assurance that data has not been altered or tampered with.

Digital signature: Cryptographic signatures that validate the authenticity and integrity of a message, software, or digital document.

Hash function: A mathematical algorithm that transforms input data of any size into a fixed-size hash value or digest.

Hash value: The output of a hash function; a fixed-size string of characters.

Locality-sensitive hashing: A method of hashing used for nearest neighbour search in high-dimensional spaces.

Message digest: A mathematical algorithm that transforms input data of any size into a fixed-size hash value or digest.

Message digest 5 (MD5): A widely used hash function that produces a 128-bit hash value that is known for its vulnerabilities.

Merkle-Damgård construction: A method used to build cryptographic hash functions from collision-resistant, one-way compression functions.

Quantum-resistant hash functions: Hash functions designed to be secure against attacks by quantum computers.

Secure hash algorithm 256-bit (SHA-256): A member of the SHA-2 family of cryptographic hash functions, producing a 256-bit hash value, widely used for its security.

Secure hash algorithm 512-bit (SHA-512): A member of the SHA-2 family of cryptographic hash functions, producing a 512-bit hash value.
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5.1 Introduction

In the age of digital information, safeguarding our data has become paramount. Imagine a world where your online transactions, confidential communications, and even medical records are completely unbreachable. This is the promise of quantum cryptography, a revolutionary field that harnesses the bizarre and fascinating laws of quantum mechanics to achieve unbreakable encryption.

While traditional encryption methods rely on complex mathematical algorithms, quantum cryptography takes a fundamentally different approach. It utilises the unique properties of quantum particles, such as photons, to establish a secure communication channel that is immutably safe against even the most powerful computers.


5.1.1 Background and motivation

The inception of utilising quantum properties for security endeavours traces back to the 1970s, with Wiesner’s pursuit to develop counterfeit-proof banknotes [1, 2, 3]. However, these concepts appeared impractical due to the necessity of preserving a single polarised photon for extended periods without losses, as photon polarisation was then the sole method of conveying quantum information.

A pivotal advancement emerged in 1983 when Bennett and Brassard recognised that photons are more adept at transmitting rather than storing quantum information. They realised that photons could serve as a means to convey a random secret key from a sender to a recipient, enabling encryption and decryption of sensitive messages. Shortly thereafter, Bennett and Brassard introduced the inaugural QKD protocol in 1984, known as the BB84 protocol [4]. This protocol facilitates the creation of a shared secret key between two parties via an unsecure quantum channel and an authenticated public classical channel. Subsequently, numerous new protocols have been proposed and put into practice, propelling QKD to the forefront of quantum cryptography and establishing it as a prominent application within quantum information science.

Driven by escalating concerns regarding data security and the potential for commercialisation, research in quantum cryptography has transcended academic boundaries and garnered attention from various companies, private institutions, and governments. Indeed, an increasing number of companies and startups across the globe are now offering quantum cryptographic solutions.



5.1.2 Keys terms and concepts

Quantum cryptography harnesses the unique properties of quantum mechanics to execute specific cryptographic tasks. The majority of quantum cryptographic protocols are theoretically secure, based on information theory, providing an exceptionally robust level of security. For readers who may be new to the concept of quantum cryptography, it is essential to define some key terms and concepts to provide a foundational understanding.


	a. Quantum mechanics: Quantum mechanics is a branch of physics that describes the behaviour of particles at the smallest scales, such as atoms and subatomic particles. It introduces principles such as superposition, entanglement, and uncertainty, which are fundamental to understanding quantum cryptography.

	b. Cryptography: Cryptography is the practice and study of techniques for secure communication in the presence of third parties, often referred to as adversaries. It involves encoding messages in a way that only authorised parties can decipher, ensuring confidentiality, integrity, and authenticity [2].

	c. Qubit: A qubit is the basic unit of information in quantum computing, analogous to the bit in classical computing. A qubit can exist in a superposition of two states, typically represented as 0 and 1, but also as any combination of them [5].

	d. Superposition: Superposition is a fundamental principle of quantum mechanics that states a quantum system can exist in multiple states simultaneously until measured. In the context of quantum cryptography, superposition enables the encoding of information in quantum bits (qubits) in multiple states simultaneously, enhancing security.

	e. Entanglement: Entanglement is another key principle of quantum mechanics in which the properties of two or more particles become correlated in such a way that the state of one particle instantly affects the state of the other, regardless of the distance between them. Entanglement plays a crucial role in quantum cryptography for secure key distribution.

	f. Quantum uncertainty: Quantum uncertainty, also known as Heisenberg’s uncertainty principle, states that certain pairs of physical properties, such as position and momentum, cannot be precisely measured simultaneously. This inherent uncertainty in quantum systems contributes to the security of quantum cryptographic protocols.

	g. QKD: QKD is a method used to establish a secure cryptographic key between two parties using quantum communication channels. It relies on the principles of quantum mechanics to generate and distribute cryptographic keys, offering a high level of security against eavesdropping.

	h. BB84 protocol: The BB84 protocol, proposed by Charles Bennett and Gilles Brassard in 1984, is one of the earliest and most well-known QKD protocols. It involves the transmission of quantum bits (qubits) over a quantum channel to establish a shared secret key between a sender and a receiver.



By understanding these key terms and concepts, readers can grasp the fundamental principles underlying quantum cryptography and appreciate its significance in securing communication channels in the digital age.



5.1.3 Traditional cryptography and quantum cryptography

Traditional cryptography and quantum cryptography are both methods used to secure communication, but they differ significantly in their underlying principles, mechanisms, and security guarantees [6, 7]. The key differences between the two are underlying principles, security guarantees, key distribution, resistance to quantum attacks, and principle implementations.


	
Underlying principles

	 
Traditional cryptography: Traditional cryptography relies on mathematical algorithms and computational complexity to secure communication. It typically involves techniques such as encryption, decryption, hashing, and digital signatures, based on classical computing principles.


	
Quantum cryptography: Quantum cryptography utilises the principles of quantum mechanics to secure communication. It exploits properties such as superposition and entanglement to perform cryptographic tasks, offering security based on the laws of quantum physics.





	
Security guarantees

	 
Traditional cryptography: Security in traditional cryptography is based on computational assumptions, such as the difficulty of factoring large numbers or solving discrete logarithm problems. While many traditional cryptographic algorithms are considered secure under these assumptions, they may become vulnerable to attacks as computing power increases.

	 
Quantum cryptography: Quantum cryptography offers information-theoretic security, also known as unconditional security or provable security. This means that its security is based on fundamental principles of physics rather than computational assumptions. Quantum cryptographic protocols, such as QKD, provide provable security against eavesdropping attacks, offering stronger guarantees than traditional cryptographic methods.





	
Key distribution

	 
Traditional cryptography: In traditional cryptography, cryptographic keys are typically distributed using classical channels, which may be susceptible to interception or manipulation by adversaries. Key exchange protocols such as Diffie-Hellman rely on computational hardness assumptions for security.

	 
Quantum cryptography: Quantum cryptography uses quantum communication channels to distribute cryptographic keys securely. QKD protocols enable two parties to establish a shared secret key with information-theoretic security, ensuring that any eavesdropping attempt is detectable.





	
Resistance to quantum attacks

	 
Traditional cryptography: Traditional cryptographic algorithms, such as Rivest-Shamir-Adleman (RSA) and Elliptic Curve Cryptography (ECC), are vulnerable to attacks from quantum computers. Shor’s algorithm, for example, can efficiently factor large numbers and solve discrete logarithm problems, compromising the security of many classical cryptographic schemes.

	 
Quantum cryptography: Quantum cryptography is resistant to attacks from quantum computers. QKD protocols offer security guarantees based on the laws of quantum mechanics, making them immune to quantum attacks such as Shor’s algorithm.





	
Practical implementations

	 
Traditional cryptography: Traditional cryptographic methods are widely implemented and deployed in various applications, including secure communication, digital signatures, and data encryption. They have been extensively studied and standardised by organisations such as NIST and ISO.

	 
Quantum cryptography: Quantum cryptography is still in the early stages of development and deployment. While several QKD systems have been demonstrated in research laboratories and commercial settings, practical challenges such as distance limitations, noise, and cost remain obstacles to widespread adoption.








Table 5.1 summarises some additional differences. In summary, while traditional cryptography relies on computational complexity assumptions for security, quantum cryptography leverages the principles of quantum mechanics to offer information-theoretic security. Quantum cryptography provides stronger security guarantees against quantum attacks and has the potential to revolutionise the field of secure communication in the future.



Table 5.1 Differences between traditional cryptography and quantum cryptography


	Point of comparison
	Traditional cryptography
	Quantum cryptography





	
Underlying principles


	
Mathematical computation


	
Quantum mechanics





	
Digital signature


	
Yes


	
No





	
Deployment


	
Deployed


	
Still in its early stages





	
Communication medium


	
Independent


	
Dependent





	
Bit rate


	
Relies on computational power


	
1 MBPS (average)










5.2 Fundamental principles of quantum mechanics for cryptography

Quantum cryptography leverages the counterintuitive and powerful principles of quantum mechanics to achieve unprecedented levels of security. To understand how these principles form the bedrock of cryptographic protocols in quantum communication, let’s delve into three key concepts [8].


	
Superposition: Imagine a coin. In our classical world, it can be heads or tails, but never both at the same time. However, quantum mechanics introduces the mind-bending notion of superposition, in which a particle can exist in multiple states simultaneously. In the context of cryptography, information is often encoded in the polarisation of a photon (light particle)—horizontal (0) or vertical (1). Crucially, a single photon can be in a superposition of both states until measured, making it impossible to predict its exact state, which thwarts attempts to copy the information.


	
Entanglement: This phenomenon describes the extraordinary connection between two quantum particles in which their fates are intertwined regardless of physical separation. Measuring the state of one entangled particle instantly determines the state of the other, even if they are miles apart. This “spooky action at a distance,” as Einstein called it, plays a vital role in quantum cryptography. Imagine two entangled coins. Flipping one and getting heads instantly determines the other as tails, no matter the distance. In cryptography, entangled photons are sent from Alice (sender) to Bob (receiver). By measuring their polarisation along different axes, they can establish a shared secret key. Any attempt by an eavesdropper (Eve) to intercept some photons disrupts the entanglement, alerting Alice and Bob to potential tampering [9].

	
Heisenberg uncertainty principle: This principle states that there is a fundamental limit to how precisely we can know both the position and momentum of a particle simultaneously. The more precisely you know one, the fuzzier the other becomes. This principle plays a crucial role in security. If Eve tries to eavesdrop by measuring the information encoded in a photon’s polarisation, she inevitably disturbs the state. This introduces errors in the received data, which Alice and Bob can detect through reconciliation (comparing a small portion of their keys). Eve cannot measure the state perfectly without introducing these telltale errors, ensuring the integrity of the communication.





5.3 QKD

QKD is a method used to securely distribute cryptographic keys between two parties, typically referred to as Alice (the sender) and Bob (the receiver), using the principles of quantum mechanics. The security of QKD protocols relies on fundamental quantum properties, such as superposition and entanglement, providing a theoretically secure method for key exchange [10].


5.3.1 QKD protocols

The following provides an overview of some important QKD protocols.


	BB84 protocol
	 Introduction: Proposed by Charles Bennett and Gilles Brassard in 1984, the BB84 protocol is one of the earliest and most well-known QKD protocols [5].

	 Principle: BB84 relies on the properties of quantum mechanics, specifically the polarisation of photons, to distribute cryptographic keys securely between a sender (Alice) and a receiver (Bob) [11, 12].


	Process:
	Alice prepares a random sequence of photons, each polarised in one of four possible bases—rectilinear (0° or 90°) or diagonal (45° or 135°).

	Alice sends these polarised photons to Bob over a quantum channel.

	Bob randomly chooses a measurement basis for each received photon (either rectilinear or diagonal).

	Bob measures the polarisation of each photon and records the measurement basis used.

	Alice and Bob publicly compare the bases they used for each photon transmission.

	They retain the photons for which they used the same measurement basis and discard the others.

	Finally, Alice and Bob share a subset of the remaining photons as their secret key, which they can use for encryption and decryption.









	E91 protocol
	 Introduction: Proposed by Artur Ekert in 1991, the E91 protocol is another notable QKD protocol.

	 Principle: The E91 protocol relies on the phenomenon of quantum entanglement to establish a shared secret key between Alice and Bob.

	 Process:
	Alice and Bob each generate a pair of entangled particles (e.g., photons) with opposite spin states.

	Alice and Bob randomly measure the spin states of their respective particles along one of two possible axes (e.g., x or y).

	They record their measurement choices but keep the results secret.

	After both parties have made their measurements, they compare a subset of their measurement choices (but not the results).

	If Alice and Bob chose the same measurement axis for a given pair of particles, they will obtain correlated measurement results.

	Alice and Bob use these correlated results to generate a shared secret key through classical communication channels.









	SARG04 protocol
	 Introduction: The SARG04 (Sarg04) protocol was proposed by Stefano Pirandola, Stefano Mancini, and Seth Lloyd in 2004 [13].

	 Principle: The SARG04 protocol utilises continuous variable quantum systems, such as the quadrature amplitudes of electromagnetic fields, for QKD.


	Process:
	Alice prepares a sequence of continuous variable quantum states, typically coherent states or squeezed states.

	Alice sends these states to Bob through a quantum channel.

	Bob randomly performs a homodyne measurement on each received state, measuring one of its quadrature amplitudes.

	After performing the measurements, Alice and Bob share a subset of the measurement outcomes.

	Based on the shared outcomes, Alice and Bob apply classical post-processing techniques, such as parameter estimation and error correction, to distil a secret key.











These three QKD protocols offer different approaches to achieving secure key distribution based on the principles of quantum mechanics. Each protocol has its advantages and limitations, depending on factors such as the physical implementation, security assumptions, and practical considerations. Table 5.2 provides a comparative overview of key quantum cryptographic protocols, including their main features, security guarantees, and practical implementations.



Table 5.2 Comparison of key quantum cryptographic protocols


	Protocol name
	Main features
	Security guarantees
	Practical implementations





	
BB84


	
-Based on photon polarisation

-Uses four possible bases (rectilinear and diagonal)

-QKD protocol


	
-Resistance to eavesdropping attacks based on quantum properties

-Provides information-theoretic security


	
-Implemented in quantum communication networks

-Demonstrated in research labs and commercial settings





	
E91


	
-Relies on quantum entanglement

-Measures spin states of entangled particles

-Generates shared secret key based on correlated results


	
-Leverages entanglement for secure key distribution

-Offers high level of security against quantum attacks


	
-Used in experimental quantum networks

-Demonstrated in quantum information labs





	
SARG04


	
-Utilises continuous variable quantum systems

-Measures quadrature amplitudes of electromagnetic fields

-Distils secret key through classical post-processing


	
-Provides secure key distribution using continuous variables

-Enables parameter estimation and error correction


	
-Demonstrated in quantum communication experiments

-Implemented in research environments









5.3.2 How QKD enables secure key distribution between two parties using quantum properties

QKD enables secure key distribution between two parties, typically referred to as Alice (the sender) and Bob (the receiver), using the principles of quantum mechanics. QKD relies on the inherent properties of quantum particles, such as photons, to establish a shared secret key that can be used for encryption and decryption of sensitive information [14]. The following provides a description of how QKD works to achieve secure key distribution.


	Quantum superposition and measurement
	 In QKD, Alice prepares a sequence of quantum particles (usually photons) with specific quantum properties. These properties can be encoded as bits of information, such as the polarisation state of photons.

	 Quantum particles exist in a state of superposition, meaning they can simultaneously occupy multiple states until measured. For example, a photon can be polarised in both vertical and horizontal directions simultaneously until its polarisation is measured.

	 Alice randomly chooses the quantum properties (e.g., polarisation basis) for each particle and prepares them accordingly.





	Transmission over a quantum channel
	 Alice sends the prepared quantum particles to Bob over a quantum communication channel, which could be implemented using optical fibres or free-space transmission.

	 During transmission, the quantum particles are susceptible to various disturbances, including noise and interference, which can affect their quantum states.





	Quantum measurement by Bob
	 Upon receiving the quantum particles, Bob performs measurements on each particle to determine its quantum properties, typically using detectors or measurement devices.

	 Bob randomly chooses the measurement basis (e.g., polarisation direction) for each particle, which may or may not match the basis chosen by Alice.





	quantum uncertainty and eavesdropping detection
	 Due to the principles of quantum mechanics, any attempt by an eavesdropper (Eve) to intercept or measure the quantum particles will disturb their quantum states.

	 If Eve attempts to gain information about the quantum key by intercepting and measuring the quantum particles, her actions will introduce errors or discrepancies in the measurement results obtained by Bob.

	 Alice and Bob can detect the presence of an eavesdropper by comparing a subset of their measurement results. Any discrepancies between their measurement outcomes indicate potential interference from an eavesdropper.





	Key agreement and privacy amplification
	 After verifying the integrity of the transmitted quantum key, Alice and Bob perform classical post-processing steps to distil a secure shared key from their measurement outcomes.

	 They apply techniques such as error correction and privacy amplification to reconcile any errors in the key and enhance its security against potential attacks.

	 The final shared key derived from the QKD process is then used for encryption and decryption of confidential messages between Alice and Bob.







In summary, QKD enables secure key distribution between two parties by leveraging the principles of quantum mechanics to encode, transmit, and measure quantum properties of particles. By exploiting the inherent uncertainty of quantum states and detecting eavesdropping attempts, QKD protocols provide a provably secure method for establishing cryptographic keys.



5.3.3 Practical implementations and real-world applications of QKD

Practical implementations and real-world applications of QKD have been the focus of significant research and development efforts in recent years. While QKD technology is still in its early stages, several promising implementations and applications have emerged, demonstrating the potential impact of quantum cryptography in various fields [15]. The followingare some practical implementations and real-world applications of QKD.


	Secure communication networks: QKD can be used to establish secure communication links between nodes in a network, such as between data centres, financial institutions, or government agencies. By integrating QKD into existing communication infrastructure, organisations can enhance the security of their data transmission, protecting against eavesdropping and interception by adversaries [16].

	Financial transactions: QKD can provide a high level of security for financial transactions, such as online banking, electronic payments, and stock trading. By encrypting transaction data with keys generated through QKD, financial institutions can safeguard sensitive information and prevent unauthorised access or tampering [17].

	Data encryption: QKD can be used to encrypt sensitive data stored in databases, cloud servers, or other digital repositories. By encrypting data with keys generated through QKD, organisations can ensure the confidentiality and integrity of their data, even in the event of a security breach or unauthorised access [18].

	Government and military communications: QKD has potential applications in government and military communications, in which secure and reliable communication is critical for national security. QKD can be used to protect classified information, coordinate military operations, and secure communication channels between government agencies and diplomatic missions [19].

	Critical infrastructure protection: QKD can play a role in securing critical infrastructure such as power grids, transportation networks, and telecommunications systems. By deploying QKD technology, organisations can mitigate the risk of cyberattacks and ensure the resilience and reliability of their infrastructure against malicious actors [20].

	Quantum internet: QKD is a key component in the development of a future quantum internet, which promises to revolutionise communication and computing. A quantum internet would enable secure communication and distributed quantum computing capabilities, facilitating applications such as quantum teleportation, QKD, and quantum secure multiparty computation [21].

	Commercialisation and standardisation: Several companies and research institutions are actively working on commercialising QKD technology and integrating it into commercial products and services. Standardisation efforts are underway to establish protocols and guidelines for QKD implementation and interoperability, paving the way for widespread adoption in various industries [22].




Table 5.3 provides some more examples of practical implementations of quantum cryptography in different sectors, highlighting the applications and security benefits of using quantum cryptography for secure communication and data protection. Overall, QKD holds tremendous potential for enhancing the security and privacy of communication systems and data transmission in the digital age. As QKD technology continues to mature and evolve, its practical implementations and real-world applications are expected to grow, contributing to the advancement of secure communication and information security.



Table 5.3 Practical implementations of quantum cryptography


	Sector
	Practical implementation
	Description and security benefits





	
Finance


	
Secure online banking Transactions


	
Using quantum cryptography for secure authentication and transaction encryption





	
Government


	
Secure military communications


	
Protecting classified information and coordinating operations securely





	
Healthcare


	
Secure medical records management


	
Ensuring confidentiality and integrity of sensitive patient data





	
Telecommunications


	
Quantum-secured communication networks


	
Establishing secure communication links between nodes in a network





	
Data storage


	
Quantum-secured data encryption


	
Encrypting sensitive data stored in databases or cloud servers





	
Critical infrastructure


	
Securing power grids and transportation networks


	
Protecting critical infrastructure from cyberattacks and tampering










5.4 Security analysis: quantum vs classical cryptography

This section delves into the security aspects of quantum cryptography, comparing it to classical methods and exploring its unique security guarantees.


5.4.1 Unbreakable Security with QKD

Traditional cryptography relies on the computational difficulty of factoring large numbers or breaking complex codes. However, with the potential advent of powerful quantum computers, these methods might become vulnerable. QKD offers a solution by exploiting the fundamental laws of quantum mechanics to establish provably secure communication.

The security of QKD protocols stems from the following principles.


	 Heisenberg uncertainty principle: It states that it’s impossible to perfectly know both the momentum and position of a quantum particle simultaneously. Attempts to eavesdrop on a quantum transmission inevitably disturb the qubit, alerting the legitimate parties.

	 No-cloning theorem: Quantum information cannot be perfectly copied. Any attempt to intercept a qubit will introduce errors detected by the sender and receiver.



These principles ensure that any eavesdropper attempting to intercept or tamper with the communication will be detected. This offers information-theoretic security, meaning the security is guaranteed by the laws of physics, not just computational difficulty.



5.4.2 Threats and vulnerabilities

Despite its advantages, quantum cryptography is not without its challenges.


	 Physical Security: Quantum communication channels are susceptible to physical attacks such as cable tampering. Robust infrastructure and security protocols are crucial.


	Side channel attacks: Information leakage through side channels, such as light pulses or electromagnetic waves, might compromise the key. Careful design and shielding of components can mitigate this risk.

	 Limited range: Qubits are fragile and prone to errors over long distances. Quantum repeaters are being developed to amplify the signal, but this technology is still under development.

	 Immaturity of technology: Quantum cryptography is a nascent field. Scalability and cost-effectiveness remain hurdles for widespread adoption.





5.4.3 Counter measures

Mitigating these vulnerabilities requires a multipronged approach.


	 Quantum error correction techniques: These methods can detect and correct errors introduced during transmission, improving the reliability of communication.

	 Advanced protocol design: Protocols that are more resistant to specific attack vectors are constantly being developed.

	 Hybrid quantum-classical systems: Integrating QKD for key distribution with classical cryptography for encryption can leverage the strengths of both approaches.

	 Continuous security monitoring: Monitoring for suspicious activity and implementing robust intrusion detection systems are essential for maintaining a secure communication channel.



By acknowledging these limitations and actively developing countermeasures, quantum cryptography holds immense potential for securing communication in the quantum age.




5.5 Existing implementations and case studies

Several pilot projects and research initiatives are demonstrating the potential of quantum cryptography in real-world scenarios.


	 SwissQuantum: This company offers secure communication solutions for banks and other financial institutions using QKD technology. They have established a quantum network connecting Geneva and Zurich, enabling secure data transfer [23].

	 The DARPA Quantum Network: The US Defence Advanced Research Projects Agency (DARPA) is funding research on building a national quantum network for secure military communication. This project explores long-distance QKD and integration with existing communication infrastructure [24].

	 The Delft-Rotterdam QKD Network: This network in the Netherlands connects research institutions and government agencies. It serves as a test bed for developing and deploying QKD technology in a real-world urban environment.



These examples showcase the growing interest and active development in applying quantum cryptography for practical security solutions. As the technology matures and becomes more cost-effective, we can expect wider adoption across various industries.

It is important to note that quantum cryptography is currently best suited for securing specific high-value communication links or establishing secure key distribution channels within classical cryptographic systems. Full-scale replacement of classical cryptography is not yet feasible because of limitations in scalability and cost.

However, the potential of quantum cryptography for securing communication in the quantum age is undeniable. With continued research and development, this technology holds the key to safeguarding our sensitive data and critical infrastructure in the future.



5.6 Challenges and future directions: bridging the gap to widespread adoption

Quantum cryptography offers a revolutionary approach to secure communication, but significant hurdles remain before it can reach its full potential. This section explores the current challenges and exciting future directions in this rapidly evolving field [24, 25].


5.6.1 Challenges and limitations

Despite its theoretical advantages, quantum cryptography faces several practical challenges.


	 Technological constraints: Current QKD systems are expensive and complex. Qubit manipulation and transmission technologies need further advancement to become more efficient and cost-effective.

	 Scalability issues: Quantum communication channels have limited range due to qubit fragility. Extending the reach of QKD networks requires robust quantum repeaters and advancements in error correction techniques.

	 Integration with existing infrastructure: Building entirely new quantum networks is a daunting task. Seamless integration of QKD with existing classical communication infrastructure is crucial for widespread adoption.

	 Standardisation: Establishing standardised protocols and interoperable equipment is essential for ensuring compatibility and fostering a robust quantum cryptography ecosystem.




Table 5.4 provides a concise overview of the advantages and challenges associated with quantum cryptography, covering aspects such as security, resistance to quantum attacks, key distribution methods, applications, research and development, and future prospects.



Table 5.4 Advantages and challenges of quantum cryptography


	Aspect
	Advantages of quantum cryptography
	Challenges of quantum cryptography





	
Security


	
-Information-theoretic security

-Provably secure against quantum attacks


	
-Technological constraints

-Limited scalability





	
Quantum resistance


	
-Resistant to attacks from quantum computers


	
-Integration with existing infrastructure





	
Key distribution


	
-Secure key distribution using quantum communication channels


	
-Quantum repeaters for long-distance communication





	
Applications


	
-Secure communication networks

-Financial transactions

-Government and military communications


	
-Limited practical implementations

-Cost and complexity of technology





	
Research and development


	
-Active research and development in quantum cryptography


	
-Standardisation of protocols and equipment





	
Future prospects


	
-Potential for revolutionising secure communication in the quantum age


	
-Overcoming challenges in scalability and cost-effectiveness









5.6.2 Ongoing research and future directions

Researchers are actively addressing these challenges through various efforts.


	 Material science advancements: Developing new materials that can sustain qubits for longer distances and at room temperature is a major focus. This will improve transmission efficiency and scalability.

	 Quantum error correction techniques: New methods for detecting and correcting errors during transmission are crucial for ensuring reliable communication over long distances.

	 Hybrid quantum-classical systems: Integrating QKD for key distribution with classical encryption for data protection leverages the strengths of both approaches. This is a promising near-term solution.


	Quantum network development: Building robust quantum networks with long-distance connectivity and efficient routing protocols is a key area of research.




Table 5.5 outlines specific challenges faced in implementing quantum cryptography, such as distance limitations, noise in quantum channels, high cost, vulnerability to physical attacks, limited scalability, and integration challenges. It also provides potential solutions or advancements to address these challenges, including the development of quantum repeaters, error correction techniques, advancements in quantum technology, enhanced physical security measures, research on scalable quantum communication networks, and the development of hybrid quantum-classical systems.



Table 5.5 Quantum cryptography challenges and solutions


	Challenge
	Solution or advancement





	
Distance imitations


	
Development of quantum repeaters





	
Noise in quantum channels


	
Implementation of error correction techniques





	
High cost of implementation


	
Advancements in quantum technology





	
Vulnerability to physical attacks


	
Enhanced physical security measures





	
Limited scalability


	
Research on scalable quantum communication networks





	
Integration challenges


	
Development of hybrid quantum-classical systems









5.6.3 Emerging trends and potential breakthroughs

The future of quantum cryptography is brimming with exciting possibilities.


	 Quantum cloud security: Integrating QKD with cloud-based storage and communication platforms can offer secure data access and collaboration in a quantum world.

	 Satellite-based QKD networks: utilising satellites for long-distance quantum communication could revolutionise global secure communication infrastructure.

	 Synergy with blockchain technology: Combining the tamper-proof nature of blockchain with the unbreakable security of QKD could create a new paradigm for secure data transactions.




Table 5.6 outlines various future prospects of quantum cryptography, including the development of a global quantum internet, satellite-based QKD, integration of QKD with cloud security platforms, synergy with blockchain technology, standardisation efforts for QKD protocols, advancements in material science for longer qubit preservation, improvements in quantum error correction techniques, hybrid systems combining QKD with classical cryptography, and the impact of quantum computing on cryptographic techniques.



Table 5.6 Future prospects of quantum cryptography


	Aspect
	Description





	
Quantum internet


	
Development of a global quantum communication network





	
Satellite-based QKD


	
Utilisation of satellites for long-distance QKD





	
Quantum cloud security


	
Integration of QKD with cloud-based security platforms





	
Synergy with blockchain


	
Combination of quantum cryptography with blockchain





	
Standardisation efforts


	
Establishing protocols and standards for QKD





	
Advancements in material science


	
Longer qubit preservation and room temperature QKD





	
Quantum error correction


	
Improved techniques for detecting and correcting errors





	
Hybrid systems


	
Integration of QKD with classical cryptography





	
Quantum computing


	
Impact of quantum computing on cryptographic techniques







These emerging trends, coupled with ongoing research efforts, hold immense promise for overcoming the current limitations and ushering in a new era of secure communication in the quantum age. Breakthroughs in materials science, error correction, and network development could pave the way for widespread adoption of quantum cryptography in the coming decades.




5.7 Conclusion

Quantum cryptography stands as a beacon of promise and innovation in securing sensitive information. The enigmatic laws of quantum mechanics offer unbreakable encryption that transcends traditional cryptographic methods’ limitations. The journey of quantum cryptography began with visionary thinkers like Wiesner, whose pursuit of counterfeit-proof banknotes sparked initial concepts. It evolved through pivotal contributions from Bennett, Brassard, and others, culminating in groundbreaking protocols such as BB84, propelling QKD to the forefront of secure communication. Quantum cryptography’s security stems from fundamental principles such as superposition, entanglement, and quantum uncertainty. Unlike classical cryptography’s reliance on computational complexity, quantum cryptography offers information-theoretic security, bolstered by principles such as the Heisenberg uncertainty principle and the no-cloning theorem, ensuring the detection of any eavesdropping attempts. While facing challenges such as technological constraints, scalability issues, and integration complexities, ongoing research promises breakthroughs in material science, error correction techniques, and hybrid quantum-classical systems, paving the way for wider adoption and real-world applications. Pilot projects such as SwissQuantum and initiatives by DARPA and global institutions exemplify practical implementations and growing interest. From securing financial transactions and critical infrastructure to enabling secure communication networks and a quantum internet, the potential applications are vast and transformative. As we navigate challenges and chart future directions, synergies with blockchain technology, satellite-based QKD networks, and quantum cloud security offer glimpses into a future in which secure communication in the quantum age is not just a possibility but a reality. The journey toward widespread adoption may be complex, but the promise of unbreakable security and data integrity fuels relentless innovation in quantum cryptography.



Glossary

Bits: The basic unit of information in classical computing. It can have a value of either 0 or 1. Bits are used to represent information in computers, and they are the building blocks of all digital data.

Continuous variable: A quantitative measure that can take on an infinite number of values within a specified range, such as time, temperature, or weight.

Cryptography: The practice and study of techniques for secure communication in the presence of third parties, often referred to as adversaries. It involves encoding messages in a way that only authorised parties can decipher them, ensuring confidentiality, integrity, and authenticity.

Data privacy: The right to control how personal information is collected, used, and disclosed.

Decryption: The process of transforming encrypted data back into its original form using a decryption key.

Eavesdropping: The act of secretly listening to a private conversation or communication.

Encryption: The process of transforming data into a scrambled form that only authorised parties can decrypt.

Entanglement: A key principle of quantum mechanics in which the properties of two or more particles become correlated in such a way that the state of one particle instantly affects the state of the other, regardless of the distance between them. Entanglement plays a crucial role in quantum cryptography for secure key distribution.

Error correction: Techniques used to identify and correct errors that may occur during the transmission of quantum bits or classical data. Error correction is crucial for ensuring the reliability of communication in QKD.

Homodyne measurement: A technique used in continuous variable QKD to determine the phase and amplitude of a light wave.

Information security: The practice of protecting information from unauthorised access, use, disclosure, disruption, modification, or destruction.

Privacy amplification: A process used in QKD to reduce the amount of information an eavesdropper (Eve) can learn about the shared secret key, even if they intercept some of the transmitted qubits.

Public classical channel: A traditional communication channel that is not guaranteed to be secure and can be intercepted by eavesdroppers. In QKD protocols, a public classical channel is often used to exchange information that is not secret, such as measurement bases used by Alice and Bob.

Quadrature amplitudes: Specific properties of light waves that can be exploited in continuous variable QKD protocols like SARG04.

QKD: A method used to establish a secure cryptographic key between two parties using quantum communication channels. It relies on the principles of quantum mechanics to generate and distribute cryptographic keys, offering a high level of security against eavesdropping.

Quantum mechanics: A branch of physics that describes the behaviour of particles at the smallest scales, such as atoms and subatomic particles. It introduces principles such as superposition, entanglement, and uncertainty, which are fundamental to understanding quantum cryptography.

Quantum uncertainty: Also known as Heisenberg’s uncertainty principle, it states that certain pairs of physical properties, such as position and momentum, cannot be precisely measured simultaneously. This inherent uncertainty in quantum systems contributes to the security of quantum cryptographic protocols.

Qubit: The basic unit of information in quantum computing, analogous to the bit in classical computing. A qubit can exist in a superposition of two states, typically represented as 0 and 1, but also as any combination of them.

Superposition: A fundamental principle of quantum mechanics, which states that a quantum system can exist in multiple states simultaneously until measured. In the context of quantum cryptography, superposition enables the encoding of information in quantum bits (qubits) in multiple states simultaneously, enhancing security.
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Abbreviations

AES Advanced encryption standards

CBC Cipher blockchaining

DES Data encryption standards

EDE Encrypt decrypt encrypt

DNA Deoxyribonucleic acid

ECB Electronic code book

ECC Elliptical curve cryptography

IDEA International data encryption algorithm

RC2 Ron’s code or Rivest cipher

RC4 Rivest cipher version 4

Gzip GNU Zip

MD5 Message digest method 5

SHA1 Secure hash algorithm 1

SHA256 Secure hash algorithm 256

RIPEMD RACE integrity primitives evaluation message digest

RSA Rivest–Shamir–Adleman



6.1 Introduction

In technical terms, cryptanalysis is the study and discovery of vulnerabilities within cryptographic algorithms that can be used to decrypt ciphertext without the secret key. In layman’s terms, cryptanalysis refers to analysing information systems to find hidden aspects of the systems. Linear cryptanalysis, integral cryptanalysis, and differential cryptanalysis are three different types of cryptanalysis, as shown in Figure 6.1. In linear cryptanalysis, we use a known plaintext attack that uses a linear approximation to describe the behaviour of the block cipher. The examination of differences in input and how this affects the resultant difference in the output is known as differential cryptanalysis. Integral cryptanalysis is an extension of differential cryptanalysis and is useful against block ciphers based on permutation substitution networks. With the advances in machine learning, researchers have started to use it for cryptanalysis [1]. Cryptanalysis becomes more complex for cryptographic systems with advanced functionalities, but it is comparatively easier for lightweight cryptography [2]. In So (2020) [3], researchers propose a deep learning-based cryptanalysis model. The proposed model attempts to find the key of block ciphers using known plaintext–ciphertext pairs. The security of well-known cryptosystems is interlinked with the hardness of classical problems. With the recent progress in quantum computation, some classical hard problems tend to be vulnerable when confronted with known quantum attacks [4]. Quantum computing will make cryptanalysis very easy, but the security of cryptographic systems will be at risk with quantum-based attacks. Cryptanalysis is an important branch of cryptography in which security evaluations of the studied cipher are performed [5]. Some DNA-based image encryption schemes have been found vulnerable to various attacks. For example, the DNA-based image cipher was insecure against a chosen plaintext attack [6].


[image: Liner cryptanalysis, Integral Cryptanalysis, and Differential cryptanalysis are three different types of Cryptanalyses as shown in Fig. 6.1.]


Figure 6.1 Types of cryptanalysis



In Section 6.2, we illustrate the example of encryption and decryption using CrypTool. CrypTool is a cryptographic analysis tool that includes widely used e-learning tools for cryptography and cryptanalysis. In Section 6.3, we demonstrate the example of encryption and decryption using AlphaPeeler. AlphaPeeler is a cryptoeducational tool. It includes frequency analysis, monoalphabetic substitution, Caesar, transposition, Vigenere, and Playfair cipher. Professional cryptographic algorithms such as DES, Gzip, MD5, SHA1, SHA256, RIPEMD, RSA, and secret share files are available in AlphaPeeler. It was developed by Abdul-Rahman Mahmood and Dr William Stalling. In Section 6.4, we conclude the chapter.



6.2 Cryptanalysis using CrypTool

The current release version (1.4.42) of CrypTool (released December 21, 2021), is available for download on the cryptool.org website. CrypTool is generally used to encrypt/decrypt using classical symmetric cryptographic algorithms, modern symmetric cryptography algorithms, and asymmetric cryptography algorithms, as shown in Figure 6.2.


[image: This CrypTool is generally used to encrypt/decrypt using classical Symmetric cryptographic algorithms, modern symmetric cryptography algorithms, and asymmetric cryptography algorithms as shown in Fig. 6.2. ]


Figure 6.2 Symmetric and asymmetric cryptography using CrypTool



RC2 is a symmetric key block cipher. It is a 64-bit block cipher with variable key size. In this demonstration, we use a key of 8 bits, as shown in Figure 6.3. DES has different versions such as ECB and CBC in CrypTool.


[image: RC2 is a symmetric key block cipher. It is a 64-bit block cipher and variable key size. In this demonstration, we are using a key of 8 bits as shown in Fig. 6.3.]


Figure 6.3 Encryption of plaintext file with 05 as an RC2 key



The plaintext written in the text file is encrypted and saved with a *.hex extension using the RC2 key, as shown in Figure 6.4. The file can be sent to anyone, and a key can be shared with the recipient, allowing them to open the encrypted file with the same key that was used for encryption.


[image: The plaintext written in the text file is encrypted and saved with a *.hex extension using the RC2 key as shown in Fig. 6.4.]


Figure 6.4 Encrypted file using RC2 symmetric



Both encryption and decryption using AES are performed in CrypTool, as shown in Figure 6.5. AES offers three different key sizes: 128-bit, 192-bit, and 256-bit. TripleDES (ECB) has a key size of 112 bits, while standard DES has a key size of 256 bits. Encryption and decryption with TripleDES, using a 112-bit key, are also performed in CrypTool, as shown in Figure 6.6.


[image: Encryption and decryption with AES is made using 128-bit, 192-bit, and 256-bit keys in CrypTool as shown in Fig. 6.5.]


Figure 6.5 AES symmetric cryptography with 128, 192, 256 bits key in CrypTool




[image: Similar encryption and decryption based on Triple DES using a 112-bit key is also performed using CrypTool as shown in Fig. 6.6.]


Figure 6.6 TripleDES symmetric cryptography with a 128-bit key in CrypTool





6.3 Cryptanalysis using AlphaPeeler

DES [8, 9] encryption algorithm is a symmetric key algorithm used for encrypting and decrypting digital data. However, its short key length of 56 bits makes it too insecure for modern applications. The contribution of DES in the development of cryptographic algorithms is remarkable. AlphaPeeler is a powerful, free software tool for learning cryptology. It may be applied to classical ciphers and a few modern ciphers, such as MD5, SHA -1, RSA key, and others [10]. The Professional Crypto menu in AlphaPeeler includes various options such as DES Crypto, RSA keys, Gzip/GunZip, message digests, RSA crypto, RSA sign file, and secret file sharing, as shown in Figure 6.7. Cryptanalysis also plays an important role in digital forensics [11].


[image: DES Crypto, RSA keys, Gzip/GunZip, Message digests, RSA crypto, RSA sign file, and secret share file are different options in the Professional Crypto menu in AlphaPeeler as shown in Fig. 6.7.]


Figure 6.7 Modern cryptographic algorithm in AlphaPeeler



DESCrypto in the Professional Crypto menu of AlphaPeeler is used to demonstrate the encryption of plaintext files and decryption of encrypted hex files, as shown in Figure 6.8. In Figure 6.8, DES and DES-EDE (CBC) symmetric algorithms are used.


[image: DESCrypto in the Professional Crypto Menu of AlphaPeeler is used to demonstrate the encryption of plain text files and decryption of encrypted hex files as shown in Fig. 6.8.]


Figure 6.8 Using AlphaPeeler for encryption and decryption using DES



AlphaPeeler is unique in comparison to other existing cryptanalysis tools because it has the support of classical encryption algorithms such as the Caesar, substitution, and transposition ciphers, as shown in Figure 6.9.


[image: The AlphaPeeler is unique in comparison to other existing cryptanalysis tools because it has the support of classical encryption algorithms such as Caesar cipher, Substitution cipher, and Transposition cipher as shown in Fig. 6.9. ]


Figure 6.9 Classical encryption algorithm in AlphaPeeler



AlphaPeeler supports classical decryption algorithms such as frequency analysis as well as the substitution and transposition methods, as shown in Figure 6.10.


[image: This alpha peeler tool has support for classical decryption algorithms such as Frequency analysis, substitution method, and transposition method as shown in Fig. 6.10. ]


Figure 6.10 Classical decryption algorithm in AlphaPeeler





6.4 CONCLUSION

CrypTool, AlphaPeeler, Crytptosense, Criptol, MSieve, and RSACTFTool are the most promising tools in cryptanalysis. In this chapter, we demonstrated encryption and decryption using RC2 in CrypTool and DES in AlphaPeeler. Quantum computing will make cryptanalysis very easy, but the security of cryptographic systems will be at risk with quantum-based attacks. The challenges that cryptographic systems will face with the advent of quantum computing will need to be addressed. Quantum computer also has the potential to significantly reduce the time required for cryptanalysis in the future. Crytptosense, Criptol, MSieve, and RSACTFTool will be explored for cryptoanalysis in the future.



Glossary

AES: A symmetric cryptography algorithm trusted by the US government to protect classified information. It has key sizes of 128, 192, and 256 bits.

Cipher Blockchaining: A mode of block cipher operation. Here, a cipher key is applied to the entire block.

DNA cryptography: In DNA computational cryptography, information is encrypted in a DNA sequence using molecular computation, whereas traditional cryptography uses complex mathematical formulas for encryption.

Electronic code book (ECB): The simplest and weakest form of DES. It uses no initialisation vector or chaining like CBC.

Rivest–Shamir–Adleman (RSA): Named for the its three inventors, Rivest, Shamir, and Adleman, it works with two keys. The public key comprises two numbers, in which one number is a result of the product of two large prime numbers. This key is provided to all users. The private key is derived from the two prime numbers used in the public key, and it always remains confidential.
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7.1 Introduction

In this digital world, information security plays an important and crucial role in protecting digital data ranging from personal information to banking details. Securing this range of digital information not only provides security, authentication, and confidentiality but also prevents many security threats such as fake identity, financial thefts, and privacy breaches. The usual way to deal with security/privacy breaches involves a set of foundational practices such as firewalls, antiviruses, encryption mechanisms, and access control mechanisms. Used collectively, these methods provide a security strategy to protect against various types of threats and vulnerabilities.

These traditional methods provide a baseline for information security, but they are insufficient to tackle the increased sophisticated security threats in the current digital landscape. Many traditional encryption algorithms, such as RSA, DES, and ECC, provide and address many security threats and vulnerabilities. But, in the generation of quantum computing, these traditional encryption algorithms have limitations in ensuring information security. Due to the high computational complexity, quantum computing can potentially break the widely used encryption algorithms and can weaken the cryptographic hash functions. Quantum computing development can lead to unauthorised access and can enhance fraudulent activities. Because of this, it is crucial to develop, adapt, and implement quantum-resistant cryptography techniques to mitigate the threats evolving from quantum computing. Moreover, these quantum-resistant techniques are important for combating evolving cybercrimes in a quantum-enabled future.

Quantum computing can be used in the field of cryptography to provide security, confidentiality, and reliability by making use of the basic principles of quantum mechanics [1]. It utilises the properties of quantum particles, such as superposition and entanglement, to provide encryption. In the field of cryptography, quantum computing is mainly used for providing a secure channel for QKD protocol. QKD allows two users or parties to generate and share a secret key via a secured channel. It also detects the presence of eavesdropping during transmission and ensures that the key transmitted is secure, and if the key is compromised, it will be discarded, and the communication is re-established with a new key.



7.2 Preliminaries

Quantum cryptography basically depends on the principles of quantum mechanics to provide a secure communication between two parties. It uses quantum particles such as photons to provide a secure communication channel.

The basic principles/properties of quantum particles are given as follows [2].


	 Quantum bits (qubits): Qubits are the basic representation of the information in quantum computing. Qubits use superposition to represent the data in multiple states at the same time. For example, qubits can be 0 or 1 along with any parts of 0 and 1 in superposition of both states. These qubits can be made of photons or artificial or real atoms.

	 Superposition: Quantum particles that can have multiple states at the same time.

	 Entanglement: The state of one quantum particle that is related to the state of another quantum particle.

	 HUP: States that if a property of one particle is measured, it affects the property of another particle.

	 No-cloning theorem: States that a copy of an unknown quantum particle state cannot be replicated.



Quantum computers process information differently than classical computers. Quantum computers use qubits to transmit information. They use various algorithms to measure qubits. Availing the quantum computing principles, a secure communication channel can be established for secret key communication. The keys used for encryption and decryption can be shared using the quantum communication channel.



7.3 Literature survey

BB84 is the main and fundamental QKD protocol commonly used in quantum cryptography. This protocol uses the principles of quantum mechanics such as superposition, entanglement, and no-cloning for a secure transmission of key from sender to receiver [3, 4]. The algorithm works mainly by having the sender transmit information bits along with the quantum states over the optical fibres via a secured communication channel. It also detects the presence of the eavesdropping during the transmission [5]. Recent research has focused mainly on enhancing the security of the BB84 protocol by including some modifications, including Bennett and Brassard in 1984 (BB84-Info-Z and CSLOE-2022). They proposed these modifications to increase the cryptographic strength [6]. Various researchers also addressed the security issues of the BB84 protocol, such as anonymity and ambiguity while choosing the quantum states and choosing the communication medium. These researchers also demonstrated the importance and relevance of the gap between the theory and the implementation of the QKD protocol [7]. The BB84 protocol remains a cornerstone in quantum cryptography, offering a promising avenue for secure communication in the quantum realm.

This literature review also includes research focusing on the BBM92 protocol in quantum cryptography. This protocol provides an added advantage for secure key distribution because of its linear connection between the extent of the Bell-Clauser, Horne, Shimony, and Holt (CHSH) inequality violation and the QBER, which enhances security [8]. BBM92 is a QKD protocol primarily based on entanglement, in which the state of one bit of information is entangled with another. This algorithm use case is focused on the field of satellite-based quantum communication. In this use case, the satellite is considered as an untrusted device, and the communication is carried out by ensuring enhanced security measures [9, 10]. Moreover, the BBM92 protocol has been tested alongside other protocols, such as BB84 and B92, showing its effectiveness in detecting eavesdropping in scenarios with lower error rates, further solidifying its importance in quantum communication systems [11]. Using the BBM92 protocol in scenarios involving atmospheric effects and long- distance transmission underscores its significance in achieving secure key distribution in quantum communication setups.

The B92 protocol is a significant QKD protocol used in quantum cryptography, aiming to establish secure communication channels. Research has shown that the B92 protocol is effective in detecting eavesdropping at lower error rates compared to other protocols such as BB84 and BBM92 [12]. Implementations of the B92 protocol have been developed and analysed, with a focus on reducing QBER through methods such as QBTT eavesdropper detection [13]. Moreover, the B92 protocol is implemented in novel ways such as a communication algorithm in which greyscale images are used to share the secret messages between the sender and the receiver. The authors also have demonstrated the versatility and applicability of the algorithm in secure data exchange scenarios [14]. In addition to that, FPGA-based simulations are carried out to test the performance of the B92 algorithm to showcase the practicality of its implementation in real-time [15].



7.4 Proposed methodology

Quantum computing is used effectively in the field of cryptography particularly via QKD channels [16]. The user prepares qubits in specific quantum states and transmits them through a secure quantum channel, and the receiver receives the qubits and measures them using randomly chosen bases. The step-by-step process of QKD is as follows.


	 Qubits preparation: The sender chooses a specific quantum state/base to encode the information and prepares the qubits [17]. The preparation of the qubits mainly depends on the QKD protocol chosen. The preparation of qubits in various QKD protocols is discussed in detail in the later sections.

	 Qubits transmission: The sender transmits the prepared qubits to the receiver via a quantum channel. The quantum channel preserves the states of the prepared qubits.

	 Qubits measurement: Once the information is received on the receiver’s side, the receiver uses random bases to measure the received qubits.

	 Key confirmation: Once the message is transmitted through the quantum channel, the sender and receiver communicate the bases used for measuring the qubits. They keep the bits only where the bases are matched. If the results are the same, then that is the secret key.

	 Error detection: After comparing both the bases and their corresponding qubits, eavesdropping is detected if discrepancies are found. In such cases, the key is discarded, and the entire process of qubit\s preparation and information transmission is repeated to establish a secret key for encryption.

	 Secret key generation: Once the sender and receiver confirm that no eavesdropping has occurred, they both share a common key to perform encryption on the data, allowing for a confidential and secure data exchange.



The QKD process is represented in Figure 7.1. The security of QKD mainly relies on quantum mechanics, which ensures the detection of any eavesdropping attempts. Any attempt to compromise the key can be identified and mitigated easily because of the principles of quantum computing, such as the uncertainty principle and the no-cloning theorem. QKD uses both quantum and classical channels for transmitting qubits and key exchange, respectively.



[image: The process of secret key exchange is shown in the figure. The figure has three phases. First phase shares qubits via quantum channel, second phase includes key comparison, third phase include key selection/generation.]


Figure 7.1 Proposed method of Quantum Key Distribution Protocol





7.5 QKD protocols

QKD protocols are cryptographic protocols used to ensure information security by making use of the principles of quantum mechanics [18]. These protocols identify eavesdropping attempts during key transmission between the sender and the receiver. QKD protocols are primarily used for highly secure key distribution between the sender and receiver.


7.5.1 BB84 protocol

The protocol was introduced in 1984, and it is based on the HUP principle [19]. All the protocols based on the HUP principles are considered to be versions of the BB84 protocol. Using this protocol, the sender uses a string of photons to share the secret key with the receiver. The no-cloning algorithm makes sure that the eavesdropper cannot measure these photons, and the information is transmitted to the receiver without disturbing the photon’s state.

According to the BB84 protocol, qubits are prepared by encoding the information into their respective quantum states, which are rectilinear, using horizontal and (|0⟩) and vertical (|1⟩) polarisation states, and diagonal, using uses +45° (|+⟩) and -45° (|−⟩) polarisation states [20]. The polarisation states are represented in Figure 7.2.


[image: Represents the polarization of rectilinear and diagonal basis. Rectilinear basis looks like a plus and diagonal basis looks like a X symbol having some polarized value on each axis. ]


Figure 7.2 Quantum States




7.5.1.1 Quantum state selection

The sender selects any of the two quantum states randomly for each qubit. The sender also selects a bit value (0 or 1) to encode using the quantum basis. For Qubit 0, if the rectilinear base is chosen, then the horizontal polarisation is chosen for Qubit 0, represented as |0⟩; if diagonal base is chosen, the positive degree polarisation is chosen and is represented as |+⟩. Similarly, Qubit 1 is represented with |1⟩ if vertical polarisation is chosen, or it is represented as |−⟩ if negative-degree polarisation is chosen. These quantum bits are sent over a quantum communication channel such as optical fibre. A detailed representation of the preparation of the quantum states for Qubits 0 and 1 is represented in Table 7.1.



Table 7.1 Quantum states of Qubits 0 and 1 in the BB84 protocol


	Quantum state
	Qubit
	Representation





	
Rectilinear base–horizontal polarisation


	
0


	
|0⟩





	
Rectilinear base–vertical polarisation


	
1


	
|1⟩





	
Diagonal base—positive 45-degree polarisation


	
0


	
|+⟩





	
Diagonal base—negative 45-degree polarisation


	
1


	
|-⟩







The crucial aspect of the quantum state selection lies in both the choice of the quantum state and the basis. Because the selection of the basis and bit values is random, it makes it difficult for an eavesdropper to predict the prepared qubits. Any attempt to measure the qubits will disturb their states and can be easily identified.

Once the quantum states and bits are chosen, the sender sends the information via photons and optical fibre over a quantum channel to the receiver. The length of the string of bits and the quantum states are equal [21]. The receiver chooses a quantum state for each photon to measure the polarisation. If the receiver selects the same quantum state as the sender, the bit will be identified correctly. If not, the receiver gets a random bit.

After communication via the quantum channel is complete, the sender and receiver communicate with each other using a traditional public channel to share the quantum states they chose to prepare the qubits [22]. The sender measures the qubits using the receiver’s quantum states, and the receiver does the same for the sender’s qubits. They then compare the bits obtains from measuring the qubits against the quantum states. The process of measuring the quantum bits is shown in Table 7.2. Identical bits are retained for the key, while the nonidentical ones are discarded [23].



Table 7.2 Quantum measurement and key generation process in the BB84 protocol


	
Sender’s bit


	
1


	
1


	
0


	
0


	
1





	
Sender’s quantum state


	
+


	
X


	
+


	
+


	
X





	
Receiver’s quantum state


	
+


	
+


	
X


	
+


	
X





	
Key comparison


	
1


	
0


	
0


	
1


	
1





	
Key selected


	
1


	
—


	
—


	
1


	
1







Eavesdropping can also be detected by comparing the bits generated after measurement. The identification of eavesdropping activity during the transmission is represented in Table 7.3.



Table 7.3 Quantum measurement and key generation process in the BB84 protocol


	
Sender’s bit


	
1


	
1


	
0


	
0


	
1





	
Sender’s quantum state


	
+


	
X


	
+


	
+


	
X





	
Eavesdropper state


	
X


	
+


	
+


	
+


	
+





	
Receiver’s quantum state


	
+


	
+


	
X


	
+


	
X





	
Key comparison


	
0


	
0


	
0


	
0


	
1





	
Key rejected


	
—


	
—


	
—


	
—


	
1







The eavesdropper’s quantum states will intercept the actual bits transmitted by the sender, which can be easily detected during quantum measurement. When interception is identified, the bits are discarded, and the process is restarted. The key is generated only when no interception occurs.




7.5.2 BBM92 protocol

In this version of the protocol, a pair of entangled photons are generated by a common source, and photons from each pair are sent to the sender and receiver. They choose a random quantum state, either rectilinear or diagonal, to measure the photons [24], and both the sender’s and receiver’s quantum states are shared using a traditional communication channel. The results or the bits that matched are considered for the key, and mismatched bits are discarded. The qubit preparation for the BBM92 protocol is shown in Table 7.4.



Table 7.4 Quantum states of Qubits 0 and 1 in the BBM92 protocol


	
Quantum state


	
Qubit


	
Representation





	
Rectilinear base—horizontal polarisation


	
0


	
|0⟩





	
Rectilinear base—vertical polarisation


	
1


	
|1⟩





	
Diagonal base—positive 45-degree polarisation


	
0


	
|+⟩





	
Diagonal base—negative 45-degree polarisation


	
1


	
|-⟩







The quantum state and qubit measurement of the BBM92 protocol is shown in Table 7.5. The photon pairs are generated by the source.



Table 7.5 Quantum measurement and key generation process in the BBM94 protocol


	
Sender’s quantum state


	
+


	
X


	
+


	
+


	
X





	
Receiver’s quantum state


	
+


	
+


	
X


	
+


	
X





	
Sender’s measurement


	
1


	
1


	
0


	
1


	
1





	
Receiver’s measurement


	
1


	
0


	
0


	
1


	
1





	
Key comparison


	
1


	
—


	
—


	
1


	
1





	
Key selected


	
1


	
—


	
—


	
1


	
1









7.5.3 B92 protocol

The B92 protocol is a modified version of BB84 protocol. The BB84 protocol uses four quantum states, whereas the B92 protocol uses any two states. The two states consist of either horizontal polarisation from the rectilinear basis and positive 45-degree polarisation from the diagonal basis, or a vertical polarisation from the rectilinear basis and negative 45-degree polarisation from the diagonal basis. The qubit preparation for this protocol is shown in Table 7.6.



Table 7.6 Quantum states Qubits 0 and 1 in the B92 protocol


	Quantum state
	Qubit
	Representation





	
Rectilinear base—horizontal polarisation


	
0


	
|0⟩





	
Diagonal base—positive 45-degree polarisation


	
0


	
|+⟩





	
Or


	
 


	
 





	

Quantum state


	

Qubit


	

Representation





	
Rectilinear base—vertical polarisation


	
1


	
|1⟩





	
Diagonal base—negative 45-degree polarisation


	
1


	
|-⟩







The sender sends a random qubit in one of the two quantum states to the receiver via the quantum channel. If the sender sends a |0⟩, the receiver detects it as |1⟩; similarly, if the sender sends a |+⟩, the receiver detects it as |−⟩, understanding that the sender has sent a |+⟩. If the receiver detects neither |1⟩ nor |−⟩, this indicates the presence of an eavesdropper, and the key is discarded. The verification can be done by publicly sharing the part of the generated bits and comparing their chosen quantum states. If more bits are not matching, then the key is discarded, and the procedure is restarted. The process of key measurement is shown in Table 7.7.



Table 7.7 Quantum measurement and key generation process in the B92 protocol


	
Sender’s bits


	
0


	
0


	
0


	
1


	
1





	
Sender’s quantum state


	
+


	
X


	
+


	
+


	
X





	
Receiver’s quantum state


	
+


	
+


	
X


	
+


	
X





	
Receiver’s measurement


	
1


	
1


	
1


	
1


	
1





	
Key comparison


	
1


	
—


	
—


	
1


	
1





	
Key selected


	
1


	
—


	
—


	
1


	
1







The comparison of all the protocols discussed above are given in Table 7.8.



Table 7.8 Comparison of QKD protocols


	Aspect
	BB84 protocol
	BBM92 protocol
	B92 protocol





	

Quantum states


	
Four


	
Entangled states


	
Two 





	

Qubit preparation


	
Sender prepares the qubits


	
External source prepares qubits


	
Sender prepares the qubit with two states





	

Key measurement


	
Receiver chooses a random quantum state


	
Sender and receiver choose random states


	
Sender uses a setup to measure





	

Traditional communication channel


	
Sender and receiver publicly share the quantum states used 


	
Sender and receiver publicly share the quantum states used 


	
Receiver shares the result instead of the states





	

Key generation


	
Consider bits as keys when the states are matched


	
Consider bits as keys when the states are matched


	
Consider the bits that are matching with the receiver’s quantum states





	

Security 



	
No-cloning, measuring for eavesdropping


	
Entanglement, measuring for eavesdropping


	
No-cloning, measuring for eavesdropping










7.6 Integration of quantum cryptography with traditional algorithms

The integration of quantum cryptography with traditional encryption algorithms can be done to provide a high level of security by leveraging the capabilities of the QKD. The crucial aspect of QKD is the secured key distribution. Once the keys are distributed securely over the quantum communication channel, the same keys can be used for encrypting or decrypting using the traditional encryption algorithms.

The benefits of integrating the QKD and traditional encryption algorithms results in enhanced, layered security and trust as well as protection from quantum attacks and detection of eavesdropping.


	 Enhances security: It provides unconditional security based on the principles of quantum computing for key distribution and provides robustness by implementing traditional encryption algorithms such as AES, DES, and 3DES, which are computationally secure.

	 Protects against quantum attacks: In this quantum computing age, traditional algorithms can be used for encryption, using symmetric or asymmetric keys. Quantum computers can break any traditional algorithm, but they cannot predict the key, as it is distributed via a quantum channel using QKD.

	 Detects eavesdropping: The presence of the eavesdropper during the key exchange process can be easily identified with the help of the QKD protocol. Thus, quantum-safe keys provide a resilient way to ensure the security and reliability of the key communication process.

	 Enhances trust: The presence of eavesdropping during a secure communication can be easily identified by the QKD protocol. If any presence is detected, the key will be discarded, and a new communication is initiated to exchange the keys securely. This process increases the overall trustworthiness of the keys that are exchanged between the sender and the receiver.

	 Layers of security: Using the integrated model of QKD and the traditional encryption algorithms not only provides layered security but also secures against different types of the cyberattacks.





7.7 Conclusion

Information security is of paramount importance in the current digital world. The standard methods of privacy and protection face significant challenges from the evolving and sophisticated capabilities of quantum computing. Quantum computing presents a major threat to the traditional encryption algorithms because of its high computational capability. To address the challenges posed by quantum computing, the QKD protocols, such as BB84, BBM92, and B92, are leveraged, as they offer a better way to provide security by making use of the principles of quantum mechanics. The QKD protocol not only provides a secure quantum channel for key distribution but also identifies the presence of eavesdroppers during communication. The main principles of quantum computing that enable secure communication are superposition, entanglement, and no-cloning property. This chapter provides a deep dive into understanding the basics of quantum cryptography and QKD protocols. This chapter also provides the benefits of integrating QKD with classical encryption algorithms, such as AES. In doing so, many organisations can enhance their communication security by combining the unconditional security of QKD with the robustness of classical encryption.



Glossary

Bennett and Brassard 1984 (BB84): A QKD scheme developed by Charles Bennett and Gilles Brassard in 1984. It allows two parties to securely share a cryptographic key, which can be used for encrypting and decrypting messages.

Bennett, Brassard, and Mermin 1992 (BBM92): A QKD protocol that builds on the principles of the BB84 protocol, utilising entangled photon pairs for key distribution. It incorporates quantum entanglement to enhance security and detect potential eavesdropping attempts.

Bennett 1992 (B92): A QKD protocol that uses two nonorthogonal quantum states for key distribution. It relies on the no-cloning theorem and measurement disturbance to detect eavesdropping attempts, making it a secure method for quantum key exchange.

Heisenberg’s uncertainty principle (HUP): A fundamental concept in quantum mechanics stating that it is impossible to simultaneously determine both the position and momentum of a particle with absolute precision.

Quantum key distribution (QKD): A cryptographic protocol that uses the principles of quantum mechanics to securely distribute cryptographic keys between two parties.
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8.1 Introduction

IoT integration has revolutionised patient care in today’s rapidly evolving healthcare landscape, providing unprecedented benefits in monitoring, diagnosis, and treatment. Wearable devices will monitor vital signs in real-time, smart sensors will adapt to patient’s needs, and remote care solutions will bring healthcare to remote locations. IoT devices transmit and store vast amounts of sensitive health data, making them prime targets for cyberattacks. Healthcare data breaches can result from identity theft, financial loss, and patient safety concerns. Protecting patient information is more than a technical requirement in the digital age. Healthcare data security is a major concern because sensitive medical information can be accessed by hackers [1, 2]. The digitalisation of medical data raises the risk of data breaches, which can result in fraud and exploitation. Large datasets in the healthcare industry are challenging to maintain and safeguard, leaving them open to theft and data breaches. For this reason, robust security measures such as encryption are required [3].


8.1.1 IoT challenges in healthcare

The IoT in healthcare has the potential to alter the industry, but it also presents significant obstacles. Figure 8.1 depicts the most major issues in data security and privacy as well as with merging different devices and protocols and dealing with data overload and accuracy.


[image: Fig 8.1 shows a central circle connecting four icons: a lock (Data Security and Privacy), a dollar symbol (Cost), database stacks (Data Overload and Accuracy), and documents (Data Management) with text beneath.]


Figure 8.1 IoT challenges in healthcare





8.1.1.1 Data security and privacy

Security of health data is crucial because, if breached, it may be exploited for identity theft, fraud, and unauthorised access to medical services. IoT devices usually have minimal computing power, which limits their ability to apply advanced security measures. This makes them a tempting target for fraudsters, who can exploit flaws to gain unauthorised access to the system [4, 5]. Attacks such as data breaches, ransomware, and DoS can disrupt healthcare systems and endanger patients’ safety.


8.1.1.2 Incorporating multiple devices and protocols

Each sort of gadget has unique features, data formats, and communication protocols. Ensuring interoperability among these disparate devices is crucial for developing a unified healthcare system. Integrating devices with many protocols may be difficult and necessitates a strong communication architecture that can handle several standards.



8.1.1.3 Data overload and accuracy

It takes significant computer power and advanced data management techniques to handle, store, and process this data. Real-time decisions must be taken in the healthcare industry. Rapid data processing and analysis is essential, especially for applications such as remote patient monitoring in which prompt action can literally save lives. High-performance computing infrastructure and effective algorithms are needed to process data in real-time.



8.1.1.4 Cost

A substantial investment in cloud services, data processing infrastructure, and data storage solutions is needed to store and handle the massive amounts of data produced by IoT devices. The cost is increased overall by securely and effectively managing this data.





8.2 Literature survey

The use of substitute encryption techniques can greatly improve the security of healthcare data. A number of research suggest novel techniques for safe transfer of medical information, such as the modified hill cipher with double encryption and nonlinear operations [6] and the 16 rectangle substitution cipher algorithm paired with steganography [7]. Encryption is essential for maintaining data integrity, secrecy, and authentication while safeguarding sensitive patient information [8, 9]. Furthermore, it has been proposed that telecare medical communication systems improve data security by utilising biometric keys generated from patients’ fingerprints in conjunction with sophisticated encryption standards (AES) [10]. In digital healthcare contexts, these encryption approaches help to preserve patient privacy and confidentiality by protecting healthcare data during transmission via networks.

Healthcare data security is a serious issue that is handled by a number of techniques, such as steganography, which improves confidentiality and integrity by hiding sensitive data in other media [11, 12, 13]. In order to protect patient privacy during remote diagnosis and data transfer, steganography algorithms safely embed patient information in medical pictures, such as magnetic resonance imaging (MRI) scans [14, 15]. Blockchain technology also improves data security in the healthcare industry by offering decentralised, tamper-proof storage options and protecting patient data from unwanted access and hostile assaults. Additionally, the adoption of steganography-based digital healthcare models improves hospital users’ management of medical picture information and guarantees the confidentiality and integrity of multimedia health information processed through specialised medical equipment. This helps to avoid unauthorised usage. In an increasingly digitised and networked healthcare environment, these creative solutions protect patient privacy and healthcare data.

A multilayered cryptographic approach significantly enhances the security of healthcare data transmitted via IoT devices by incorporating various encryption techniques and security measures. By utilising chaotic maps for generating highly random keys, shuffling algorithms based on logistic maps, and diffusion algorithms based on circle maps [16], the proposed algorithm’s effectiveness is analysed through metrics such as mean-square error (MSE), peak signal-to-noise ratio (PSNR), entropy, histograms, and correlation calculations. Hybrid cryptography algorithms combining the Caesar cipher with elliptic curve Diffie-Hellman and digital signature algorithms are proposed for early detection of keylogger attacks in healthcare’s IoT to preserve patient identity from cyberattacks through machine learning-based approaches, which machine learning models. The data is encrypted at different levels, making it extremely difficult for unauthorised access [17]. Additionally, the use of machine learning-based approaches for early detection of keylogger attacks in healthcare systems’ IoT [18], and the implementation of data integrity techniques using Taylor-based Border Collie Cat optimisation [19] further fortify the overall security posture, ensuring the confidentiality and integrity of sensitive patient information throughout the data transmission process.



8.3 Proposed method

Data security can be greatly improved by combining cryptographic techniques such as the Caesar cipher, columnar transposition, and the one-time pad [20, 21]. Columnar transpositions involve permuting the source text, whereas Caesar ciphers involve replacement [22]. However, by using replacement, a one-time pad can increase the security of encryption [23]. By combining these techniques, particularly with a deterministic CPRNG for random transpositions, a strong encryption system that safeguards information and thwarts attacks in the face of emerging cyberthreats may be established. By using many layers of encryption, this combination can make it more difficult for attackers to decode sensitive data.


Figure 8.2 illustrates how the proposed multilayered approach offers a strong defence against unauthorised access to sensitive information generated by IoT devices. Medical data is secured through a multilevel encryption process, ensuring its confidentiality. This encrypted data is then embedded within an image to create a stego-image, enhancing its security further. Only authorised users can access the patient information. With a secret key, authorised users can decrypt the data and access it.


[image: Fig 8.2 showing a medical data encryption process using a smart sensing device. Encrypted data is embedded into a cover image with LSB method, forming a stego-image. Decryption process reverses this]


Figure 8.2 Proposed architecture




Figure 8.3 shows the detailed, multilevel encryption and decryption process. A substitution cipher is used to first encrypt the patient data, which shifts characters in the plaintext by a specified key value. Key values are then transposed to produce an output based on the substitution cipher. Finally, a one-time pad cipher is applied to the transposed text. XORing the message with a key of the same length provides a highly secure encryption method, if the key is kept secret and used only once. The LSBs of the image’s pixels are modified to hide an encrypted message within an image. This steganographic method makes the message invisible to the naked eye. The modified image appears unchanged, so the data cannot be seen or intercepted. It is possible to extract the hidden data from the image and decrypt it using the same sequence of keys. In decryption, the encryption steps are reversed so that only authorised users can access the original message. With multiple encryption techniques and steganography, attackers cannot decrypt the message without all the keys.


[image: A flowchart illustrating an encryption and decryption process for medical information. The encryption process involves Caesar cipher, Columnar Transposition, and One-Time Pad, forming a multi-level encryption. This includes embedding the information in a cover image to produce a stego-image via LSB (Least Significant Bit) embedding. The decryption process reverses these steps and retrieves the medical information from the stego-image through LSB extraction.]


Figure 8.3 Multilevel encryption and decryption process





8.4 Results and discussion

This research study presents an integrated solution to multilevel encryption that combines various classical encryption techniques: one-time pads, columnar transposition, and Caesar ciphers. A text file is first encrypted using the Caesar cipher, followed by columnar transposition, and then a one-time pad. The encrypted text is concealed by a steganographic picture. We assess these algorithms’ performance in this study based on different text file sizes, accounting for temporal complexity, among other things. It is 
better than previous methods because it combines LSB steganography with multilayer encryption, which makes it extremely effective.


Figure 8.4 depicts the encryption time required for various file sizes; encryption time increases as the file size grows, suggesting a positive relationship between file size and encryption time.


[image: The graph shows a positive correlation between file size and encryption time.]


Figure 8.4 Encryption time




Figure 8.5 displays the decryption time for various file sizes. The time required to decode a file increases as the file size grows. The size of the file and the time required to decode it are strongly connected.


[image: Decryption Time with the x-axis as File size in KB and the y-axis as Decryption Time in seconds.]


Figure 8.5 Decryption time





8.5 Conclusion

Data security may be improved by combining encryption with steganography, leveraging each technique’s capabilities to give a complete solution. Data security increasingly becomes a necessity in the digital age, requiring rigorous solutions for safeguarding sensitive information from unauthorised access. The suggested technique protects data confidentiality and concealment during transmission or storage. We assess our algorithms’ performance over a wide range of text file sizes, taking into consideration elements such as time complexity. Our layered encryption, paired with LSB steganography, makes this method far more resistant to data theft than others.



Glossary

Encryption: The process of transforming plaintext or data into an unintelligible form, known as ciphertext, to secure it from unauthorised access. This transformation is typically accomplished using encryption algorithms and keys. The ciphertext can be decrypted back to its original form only using the corresponding decryption key, ensuring that only authorised parties can access and understand the sensitive information.

Decryption: The process of converting encrypted data or ciphertext back into its original plaintext or readable format. It is the reverse operation of encryption and requires the use of a decryption algorithm and the correct decryption key. The purpose of decryption is to restore encrypted data to its original form so that authorised users can access and understand the information.

Least Significant Bit (LSB): In the context of digital data and steganography, LSB refers to the lowest-order bit in a binary number representation of a byte (8 bits). The LSB is the bit that carries the least weight or significance in terms of the numerical value of the byte.

Steganography: The practice of concealing sensitive information or data within other nonsecret data, such as images, audio files, video files, or text messages, to avoid detection by unintended recipients. Unlike cryptography, which focuses on securing the contents of a message through encryption, steganography aims to hide the existence of the message itself.

Stego-image: Also known as a steganographic image, is an image file that has been modified to contain hidden or embedded information using steganography techniques. Unlike normal images, stego-images appear visually unchanged to the human eye but may contain additional data encoded within them.
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9.1 Introduction

QCR is a rapidly developing subset of encryption that uses QM to create unbreakable communication protocols. It uses HUP and ET to protect data and improve PS [1]. QKD, employing photons for shared secret key generation, stands as a prominent and widely embraced application [2]. Research in QCR is focused on developing QNs, encryption, and key distribution protocols. Key areas include PQC, homomorphic encryption, cryptographic agility, lightweight cryptography, and usable security [3]. QCR, a combination of QM and cryptography, offers a new level of secure communication [4]. According to a domain study [5], it can identify eavesdropping and prevent it. This chapter reviews the current state of QCR, introduces quantum computing and the QKD algorithm, and highlights the implementation and operation of the BB84 protocol. The chapter also discusses post-quantum algorithms and QKD networks, highlighting their advantages and disadvantages [6]. The chapter is part of the PON initiative. The “QUANCOM” initiative embarks on a visionary quest to forge a metropolitan quantum communication network, illuminating the path toward a new era of secure information exchange. This chapter also discusses the use of classical encryption methods, such as ECC, digital signatures, and RSA, in protecting data and communications. The discourse further delves into the ascension of high-performance computing, while also contemplating the prospective integration of quantum technology to revolutionise future game development.

QCR research combines TF, experimental trials, and practical applications to develop secure communication protocols [7]. It is applied in various communication channels such as satellite-based systems, fibre optic networks, and free-space communication lines. Despite challenges such as IC, mistake rates, and distance restrictions, QCR is rapidly developing and transitioning from research to industry use. Key features include security basis, DL, ER, KGR, EC, IC, and ML [8]. QCR leverages HUP and ET to create unbreakable communication through the application of QM. QKD, which uses photons to generate a shared secret key for encryption, is a popular application. Even in its early stages, it might safeguard our digital environment. Through the use of QM, QCR improves PS and secures interactions [8]. While bits are used in classical cryptography, it uses photons and cubits. The central focus of this study revolves around the evolution of QNs, encryption methodologies, and protocols for key distribution [9]. It uses fundamental laws of physics, such as ET and HUP, to protect data. QCR uses fibre optic lines to send photons to receivers, who then compare their measurements. It offers unbreakable security and tamper detection, making it theoretically unbreakable even with quantum computers. Research in QCR is constantly evolving, with key areas including PQC, homomorphic encryption, cryptographic agility, lightweight cryptography, and usable security [10].

A subset of encryption known as “QCR” makes use of the strange and amazing characteristics of QM to provide unbreakable communication. QCR utilises the laws of physics to protect your data, as opposed to classical cryptography, which depends on difficult arithmetic problems. Here’s a condensed explanation: Invoking the concepts of QM, QCR makes use of ET and HUP. According to authors [10], a quantum particle’s state is disturbed when it is measured, and entangled particles are linked and quickly affect one another regardless of distance. QKD is the most widely used application.

Secure key exchange, an essential component of encryption, is the focus of QKD. This is how it operates: Using fibre optic lines, the sender (Alice) sends photons, or random light particles, to the receiver (Bob). Bob uses various methods to measure the properties of the photons [11]. Then, using a standard channel, Alice and Bob compare their measurements in an open manner. The photons’ characteristics would be disturbed by any eavesdropper (Eve) attempting to intercept them, notifying Alice and Bob. Once a secure connection has been verified, the leftover photons are utilised to produce a shared secret key for encryption purposes.

Overall, QCR makes listening in on conversations dangerous. Traditional approaches cannot guarantee the same level of security as any attempt to tamper with the data will be detectable [12]. It is crucial to remember that QCR is still in its infancy. There are distance restrictions and specialised equipment needed to set up this infrastructure. However, scientists are working hard to find answers to these problems, which makes QCR a potential technology for the future that will keep our ever-expanding digital world safe.


Figure 9.1 illustrates the block diagram of QCR, featuring the QKD system, quantum channel, quantum source, quantum detectors, classical communication channel, classical processing unit, and key establishment. Each component plays a vital role in secure communication. QKD enables key distribution using quantum principles, while the quantum channel facilitates quantum information transfer. The quantum source generates quantum states, detected by quantum detectors. Classical communication allows classical data exchange, processed by the classical processing unit for key establishment. In QCR, three key entities are involved: Alice (sender), Bob (receiver), and Eve (eavesdropper). Alice encodes photon quantum states by generating a random sequence of bits, while Bob selects a measurement basis and conducts the measurement. Following this, they establish a secure communication channel and publicly compare results. Error correction techniques are then employed to reconcile any differences, ensuring the integrity of their communication [13]. The secret key generated through QKD is used for classical encryption using traditional cryptographic algorithms. QCR is a secure communication method that involves a QKD system, a quantum channel, a quantum source, quantum detectors, a classical communication channel, a classical processing unit, and key establishment. The QKD system allows Alice and Bob to exchange cryptographic keys using QMP. The quantum channel transmits quantum information through photons, while the quantum source generates the quantum states. The classical processing unit processes the information and communicates with Alice and Bob for operations such as error correction and key reconciliation [14].


[image: The illustration of the Quantum Cryptography System, as depicted in Fig 9.1, encompasses components such as Quantum Key Distribution (QKD), Quantum Channel, Source, Detectors, Classical Communication Channel, Processing Unit, and Key Establishment.]


Figure 9.1 A detailed block diagram of QCR with brief description





9.2 QCR exploration


Figure 9.2 depicts QKD, presenting a comprehensive overview of QCR. It encompasses TF, future challenges, ongoing research, and the differences between classical and QCR. Key concepts such as HUP, photon-based communication, QM, and cryptographic principles are included. Additionally, the diagram illustrates various aspects such as algorithms, ER, ET, qubit-based cryptography, CA, QKD, IC, KGR, EC, and ML. Overall, the diagram serves to highlight essential features and concepts in QCR, offering a detailed understanding of the field’s intricacies and advancements.


[image: The thorough exploration of Quantum Cryptography is depicted in Fig. 9.2, covering its theoretical underpinnings, practical applications, future challenges, ongoing research, key characteristics, and fundamental distinctions from classical cryptography.]


Figure 9.2 Exploration of QCR: Foundations, applications, future




9.2.1 TF

QCR relies on a solid theoretical foundation rooted in QM, QIT, and CA. Let’s explore each of these components in detail, along with block diagrams and mathematical formulations.


9.2.1.1 QMP

QM serves as the cornerstone for comprehending particle behaviour at the quantum level, with principles such as superposition, ET, and the uncertainty principle being pivotal in QCR research. Mathematical expressions, such as the Schrödinger equation, encapsulate the essence of QM, providing insights into the temporal evolution of quantum states. The time-dependent Schrödinger equation, as given by Equation 1, elucidates these dynamics, embodying the intricate interplay of quantum phenomena.
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Here, 
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 represents the quantum state of the system, 
ℏ
 is the reduced Planck constant, and 

H
^

 symbolises the Hamiltonian operator, capturing the system’s total energy.



9.2.1.2 QIT

QIT extends classical information theory to quantum systems, providing insights into the transmission and processing of quantum information. It encompasses concepts such as qubits, quantum gates, and quantum ­channels. QIT can be visualised through circuit diagrams representing quantum gates and circuits used for quantum computation and communication. Quantum gates are represented by unitary matrices acting on qubits. 
For example, the Pauli-X gate, which performs a bit-flip operation, is represented by the matrix shown in Equation 2.
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9.2.1.3 CA

CA theory analyses the efficiency of algorithms in solving computational problems. In the context of QCR, it evaluates the complexity of quantum cryptographic protocols and their resistance to attacks by quantum adversaries. CA theory can be illustrated through diagrams depicting the time and space complexity of algorithms as well as their relationship to problem instances. In the labyrinth of algorithmic scrutiny, quantum computations dance to the tune of Big O notation, an intricate melody orchestrating the upper echelons of temporal and spatial requisites vis-à-vis input magnitude. Behold Grover’s algorithm, a virtuoso of unstructured quests, its tempo harmonised to 

O



N



,

 where 

N
 

unveils the sprawling expanse of exploration realms.




9.2.2 Applications

The primary applications of QCR can be categorised into three main domains: QKD, QNC, and QCA. While there are numerous applications within the realm of QCR, these three domains are considered the cornerstone applications. They encompass various protocols, technologies, and algorithms that leverage quantum principles to enhance the security of communication systems and cryptographic protocols.


9.2.2.1 QKD

This category focuses on QKD protocols, which enable secure key exchange between parties using quantum principles. QKD protocols utilise quantum properties such as superposition and ET to establish secret keys that are immune to eavesdropping. One of the fundamental formulas used in QKD is the BB84 protocol, represented by Equation 3.
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9.2.2.2 QNC

In this category, we discuss the development of quantum communication networks, which leverage quantum technologies to enable secure and efficient communication over long distances. Quantum communication networks employ quantum repeaters and quantum teleportation to enhance the limit of quantum communication beyond the limitations of traditional methods. The concept of quantum teleportation is described by the following formula, represented by Equation 4.
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This represents the quantum state 
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3




 as a superposition of the basis states 



00



 and 
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,

 with each state having an equal probability amplitude of 
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9.2.2.3 QCA

This category explores the design and implementation of cryptographic algorithms that harness quantum properties for enhanced security. QCA includes algorithms such as quantum-resistant cryptography, PQC, and quantum key exchange protocols such as BB84 and E91. These algorithms leverage quantum principles to provide cryptographic primitives that are resilient against attacks perpetrated by quantum computers. One of the key formulas used in quantum key exchange protocols is the probability of successfully detecting an eavesdropper, which can be calculated using principles of QM.




9.2.3 Future Challenges and Ongoing Research

Within the realm of future challenges and ongoing research, a myriad of intricate facets beckons exploration, each intricately interwoven with the delicate tapestry of quantum cryptographic endeavours.


9.2.3.1 IC

This domain grapples with the labyrinthine intricacies inherent in weaving quantum cryptographic systems seamlessly into the fabric of existing infrastructural paradigms. It wrestles with the formidable challenge of harmonising the ethereal elegance of quantum phenomena with the stark rigidity of conventional communication frameworks, navigating through the labyrinth of interoperability, protocol standardisation, and hardware compatibility. The complexity of integration, 
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 can be expressed as shown in Equation 5.
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where 


I
n


 represents the IC of individual components.



9.2.3.2 ER

As the quantum communication landscape unfolds, the spectre of errors looms ominously, threatening to erode the bedrock of secure communication. Within this realm, savants labour tirelessly to devise ingenious stratagems aimed at assuaging the deleterious effects of noise [15], interference, and imperfections haunting the quantum realm. Strategies emerge, harnessing the potent alchemy of error correction codes, fault-tolerant protocols, and quantum error mitigation techniques, striving to carve a pathway toward pristine, error-free communication channels. The probability of error, 


P
e

,

 can be calculated using error correction techniques, as expressed by Equation 6.
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In this equation, 

E
 

signifies the count of erroneous bits transmitted, while 
T
 denotes the bits transmitted in whole (total).



9.2.3.3 DL

In the ethereal expanse of quantum communication, distance reigns supreme as an immutable arbiter, dictating the limits of secure communication channels. Here, luminaries delve into the far-reaching expanses of quantum space, probing the boundaries of ET and coherence to ascertain the maximum reach of secure quantum communication. The arcane dance of quantum particles unfolds, revealing tantalising insights into the prospect of long-distance quantum communication, while grappling with the ephemeral nature of quantum states over vast cosmic distances. The maximum secure communication distance, 
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,

 can be estimated using the attenuation coefficient, 

α
,

 and signal-to-noise ratio (SNR), as expressed in Equation 7.
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9.2.3.4 KGR

Amidst the ceaseless tumult of quantum cryptographic research, the quest for optimal KGR emerges as a lodestar guiding the trajectory of progress. Within this realm, scholars traverse the hallowed halls of quantum algorithms and cryptographic primitives, seeking to unlock the elusive secrets of rapid, efficient key generation. They delve into the esoteric realms of quantum randomness, entropy sources, and QKD protocols, endeavouring to bestow upon humanity the gift of boundless cryptographic prowess. The key generation rate, 
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,

 can be calculated as the ratio of the generated key length, 

L
,

 to the time taken for key generation, 

T
,

 as expressed in Equation 8.
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9.2.3.5 EC

In the crucible of technological advancement, the spectre of cost casts a long, foreboding shadow, shaping the trajectory of quantum cryptographic evolution. Here, visionaries grapple with the paradox of harnessing cutting-edge quantum technologies while navigating the treacherous shoals of budgetary constraints and resource allocation. They meticulously weigh the cost implications of deploying quantum cryptographic systems, charting a course toward democratising access to quantum security while safeguarding against the siren song of exorbitant expenditure. The total equipment cost, 
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 can be estimated by summing the costs of individual components, as expressed in Equation 9.
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9.2.3.6 ML

Within the crucible of quantum cryptographic innovation, the concept of maturity emerges as a beacon illuminating the path toward widespread adoption and integration. Here, scholars meticulously assess the state of quantum cryptographic technologies, gauging their readiness to transcend the confines of the laboratory and venture into the unforgiving crucible of real-world deployment. They cast a discerning eye upon the landscape of quantum cryptographic protocols, hardware implementations, and practical applications, endeavouring to distil the essence of maturity from the heady brew of scientific inquiry and technological innovation.




9.2.4 Key features of QCR

Within the key features of QCR domain, two foundational pillars stand tall, each wielding profound implications for the realm of secure communication: HUP and ET.


9.2.4.1 HUP

At the heart of QCR lies HUP, a cornerstone of QM that bestows upon quantum communication its unparalleled resilience against eavesdropping and interception. This principle dictates that the more precisely one knows a particle’s position, the less precisely one can determine its momentum, and vice versa. The mathematical representation is provided by Equation 10.
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Where 

Δ
x
 

represents the uncertainty in position, 

Δ
p
 

represents the uncertainty in momentum, and 
ℏ
 is the reduced Planck constant. In the context of QCR, HUP underpins the security guarantees provided by QKD protocols, rendering them impervious to surreptitious surveillance.



9.2.4.2 ET

Delving deeper into the intricate tapestry of quantum phenomena, we encounter the enigmatic phenomenon of ET—a phenomenon so profound that, in the realm of QCR, ET emerges as a powerful tool for forging secure communication channels that defy the limitations of classical cryptography, as Einstein famously described as “spooky action at a distance.” Through the entangled dance of quantum particles, disparate entities can forge an indelible bond, enabling the creation of cryptographic keys imbued with unprecedented levels of security.




9.2.5 Classical vs QCR

Classical or traditional cryptography and QCR represent two distinct paradigms for securing communication channels, each relying on fundamentally different principles. In this comparison, we’ll delve deeper into the differences between photon-based and qubit-based cryptography within the context of classical and quantum approaches.


9.2.5.1 Photon-based cryptography

Photon-based cryptography is a basis of QCR that relies on the properties of individual photons for secure communication. At its core, it employs QKD protocols such as the BB84, which leverages quantum states exchanged between partners to institute a shared secret key. The security of photon-based cryptography is mathematically grounded in principles such as the no-cloning theorem and HUP.



9.2.5.2 Qubit-based cryptography

In contrast to photon-based cryptography, qubit-based cryptography extends beyond photons to encompass a broader range of quantum systems. These include superconducting circuits, trapped ions, and defects in solids, leveraging quantum properties such as superposition and ET for cryptographic purposes. While sharing the overarching goal of secure communication, qubit-based cryptography enables more advanced protocols such as quantum homomorphic encryption and SMPC.





9.3 Quantum vs traditional encryption



9.3.1 Key differences

QCR offers unbreakable security based on physics, ensuring that communication is theoretically unbreakable even with quantum computers. It uses fundamental laws of physics, such as the uncertainty principle and ET, to detect potential security breaches. Traditional cryptography lacks this feature, making it vulnerable to eavesdropping and intercepting encrypted data [16]. There are two main ways that QCR differs from previous encryption techniques.



9.3.1.1 Unbreakable security based on physics

Conventional encryption relies on intricate mathematical puzzles that are challenging to solve with the capabilities of modern computers. But these issues might be solved with the development of quantum computers, making conventional encryption insecure [17]. Conversely, QCR makes use of fundamental physics principles such as ET and the uncertainty principle. These principles ensure that the communication is secure—so secure that even quantum computers cannot break it.



9.3.1.2 Tamper detection

Any attempt to intercept a quantum transmission will unavoidably cause the particles’ quantum states to change. Both the sender and the recipient can detect this disruption, warning them of a possible security breach. This tamper detection mechanism is typically absent from traditional cryptography. The encrypted data may be intercepted and copied covertly by an eavesdropper. Figure 9.3 shows the key differences between traditional and QCR [18].


[image: The comparison between traditional and quantum cryptography is showcased in Fig. 9.3. It evaluates their respective security basis, mathematical complexity, resilience against current and quantum computers, tamper detection, technology maturity, infrastructure costs, and distance limitations.]


Figure 9.3 Comparison of traditional and QCR: Security basis, complexity, and practical considerations






9.3.2 Emerging trends in cryptography

Cryptography research is constantly evolving, with new areas of exploration emerging as technology advances. Key areas include PQC that focuses on algorithms resistant to quantum computers, homomorphic encryption, cryptographic agility, lightweight cryptography, usable security, quantum-resistant key exchange, cryptography for blockchain technology, and SMPC. PQC aims to develop algorithms resistant to attacks by quantum computers, while homomorphic encryption holds potential for secure cloud computing and data analysis [19]. Cryptographic agility involves automating certificate management and integrating cryptography into software development lifecycles. Lightweight cryptography is needed for resource-constrained devices, while usable security aims to make cryptographic tools user-friendly. As new threats emerge, researchers will continue to develop innovative solutions to keep data safe and secure [20]. The study of cryptography is always changing, as new frontiers in technology are discovered [21]. The following are but a few instances of noteworthy opportunities and developments to watch in the dynamic study of cryptography.


9.3.2.1 PQC

With the impending threat of quantum computers, this is a key area of emphasis. PQC seeks to create new cryptographic algorithms that are immune to these potent machines’ attacks. Some interesting directions in PQC include multivariate, code-based, and lattice-based cryptography.



9.3.2.2 Homomorphic encryption

Envision being able to examine encrypted information without having to first decrypt it. There is a lot of promise for safe cloud computing and data analysis with homomorphic encryption. Researchers are working hard to develop more useful and effective applications in this area [22].



9.3.2.3 Cryptographic agility

It is becoming increasingly crucial to be able to swiftly modify and upgrade cryptographic systems. To improve security, researchers are looking into ways to automate the management of certificates, expedite the rotation of keys, and seamlessly integrate cryptography into software development lifecycles (DevSecOps).



9.3.2.4 Lightweight cryptography

Effective and lightweight cryptographic algorithms are required in view of the growing number of resource-constrained devices, such as wearables and IoT gadgets [23]. The goal of research is to create ciphers that are sufficiently secure with the least amount of processing power and memory.



9.3.2.5 Usable security

If an encryption is too complicated for users to handle correctly, no amount of strength will help. Without sacrificing security, research is being done to make cryptographic tools more approachable and how they can be integrated smoothly into regular programs.



9.3.2.6 Quantum-resistant key exchange

Although fully secure quantum communication may take some time to achieve, researchers are working on safe key exchange techniques that can be included into current conventional cryptography systems to significantly increase security.



9.3.2.7 Cryptography for blockchain technology

Cryptography plays a major role in the security and consensus processes of blockchains [24]. To increase scalability and efficiency, research is being done to create new cryptographic primitives [25] designed especially for blockchain applications.



9.3.2.8 SMPC

With this technique, different parties can compute their confidential information without disclosing the information itself. The goal of research is to create SMPC protocols that are more widely applicable across multiple domains that are both practical and efficient [26].





9.4 Research methodology


9.4.1 Background

Research on QCR employs a multifaceted approach that blends theoretical underpinnings, experimental trials, and practical applications. Secure communication protocols are provided by QIT, which forms the basis of QCR [27]. Mathematical proofs are developed by researchers to demonstrate the theoretical security of QKD protocols against a variety of assaults. Quantum light source creation, channel engineering, device characterisation, and security analysis are all part of experimental research [28]. Applications include creating, standardising, and integrating prototypes with existing networks and providing security across a range of communication channels [29]. The study also looks at how QCR might improve security in fibre-optic and satellite-based communication networks. QCR research has a multipronged methodology that blends TF, experimental trials, and real-world applications [30]. The following sections summarise the main approaches.


9.4.1.1 Foundations of theory

The foundation for comprehending the encoding, transmission, and manipulation of information in quantum systems is laid by the field of physics known as QIT. Researchers use this theory to create secure communication protocols that are grounded in the ideas of quantum physics.



9.4.1.2 Security proofs

Strict mathematical proofs are created to show that QKD protocols are theoretically secure from a variety of assaults, such as eavesdropper attacks (Eve). These arguments are based on quantum mechanical concepts such as the no-cloning principle and the uncertainty principle [30].




9.4.2 Experimental study


9.4.2.1 Creation of quantum light sources

QKD depends on the development of effective and dependable sources of single photons with distinct quantum states. To do this, researchers investigate several technologies including solid-state emitters and parametric down-conversion.



9.4.2.2 Quantum channel engineering

Signal deterioration occurs over long distances in quantum communication. To counteract these effects and increase the range of QKD systems, researchers are experimenting with methods such as quantum repeaters and error correction codes [31]. In the ethereal realm of QM, SPDC orchestrates the creation of entangled photon pairs through the cosmic ballet of the Hamiltonian operator 
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This equation encapsulates the interaction of a strong pump photon 
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 photons. The second-order susceptibility of the crystal 


χ


2




 influences the probability amplitude of this process.

Additionally, energy and momentum conservation laws dictate the relationship between the frequencies and wave vectors of the pump, signal, and idler photons.
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Equations 12 and 13 ensure that energy and momentum are conserved during the SPDC process, leading to the creation of entangled photon pairs with specific spectral and spatial properties. Practical implementation of single-photon sources involves optimising experimental parameters to achieve desired characteristics of the emitted photons.



9.4.2.3 Device characterisation

It is critical to evaluate and assess the functionality of QCR components such as modulators and single-photon detectors. Scientists use sophisticated measurement methods to assess mistake rates, noise levels, and gadget efficiency.

Lab tests are carried out to mimic actual attack situations and assess how vulnerable QKD systems are to various eavesdropping techniques. Device characterisation is crucial for evaluating and assessing the functionality of QCR components, such as modulators and single-photon detectors. Scientists employ sophisticated measurement methods to quantify parameters such as mistake rates, noise levels, and gadget efficiency. Mathematically, the performance of these components can be described using various metrics. For example, the mistake rate 
ϵ
 can be calculated as the ratio of incorrectly detected photons to the total number of photons transmitted, as expressed in Equation 14.
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9.4.2.4 Security analyses

Security analyses play a crucial role in assessing the robustness of QKD systems against potential eavesdropping attacks. Laboratory tests are conducted to simulate real-world attack scenarios and evaluate how vulnerable QKD systems are to various eavesdropping techniques. Mathematically, the security of QKD systems can be scrutinised through concepts such as the Holevo bound and information reconciliation protocols. The Holevo bound is mathematically defined in Equation 15.
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where 
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 represents the Holevo information, 
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Information reconciliation protocols, on the other hand, are mathematical algorithms used to reconcile discrepancies in shared key bits caused by noise or eavesdropping attempts. By subjecting QKD systems to rigorous security analyses in laboratory settings, researchers can gain insights into potential vulnerabilities and develop countermeasures to enhance the overall security of quantum communication networks.




9.4.3 Applications and system integration


9.4.3.1 Prototype development

In a controlled laboratory setting, researchers create and evaluate working prototypes of QKD systems. These prototypes show the viability of incorporating QCR into actual communication networks [32].



9.4.3.2 Standardisation

QKD protocols must be standardised in order to be adopted widely. Scholars engage in partnerships with government and business entities to establish technical guidelines and guarantee compatibility among diverse QKD systems.



9.4.3.3 Integration with current networks

For a realistic deployment, it is important to investigate methods of integrating QKD with the current classical communication infrastructure. Scholars have devised techniques for smooth incorporation and essential managerial approaches.



9.4.3.4 Applications for security

Research examines the potential of QCR to provide security for a range of communication channels, such as satellite-based communication systems, fibre-optic networks, and free-space communication lines. Researchers in QCR are expanding the capabilities of this technology and laying the groundwork for secure communication, even in the era of quantum computers, by merging these approaches.





9.5 Discussion and analysis

In order to keep a third party from reading or accessing private messages exchanged during a communication process, cryptography was developed. It appears that QCR, which combines the principles of QM with cryptography, will offer a new degree of secure communication. Such systems can identify eavesdropping and make sure that it does not happen at all [33]. The current state of QCR is reviewed in this chapter, along with an introduction to quantum computing and the QKD algorithm.

In Algorithm 1, we present the pseudocode for the BB84 QKD protocol, a cornerstone in the realm of QCR. Renowned for its widespread adoption, BB84 facilitates secure communication between two entities: Alice and Bob. The protocol orchestrates a series of intricate steps including state preparation, encoding, measurement, basis reconciliation, discrepancy checks, and key generation. Alice meticulously prepares qubits in random bases, embedding them with her data before transmitting them to Bob. In turn, Bob performs random measurements on each qubit. Following the exchange of basis information, they discard any qubits measured in mismatched bases. From the remnants emerges a shared key, meticulously derived to thwart any potential eavesdroppers, thus safeguarding the sanctity of their communication.




	

Algorithm 1: Pseudo-code of BB84 QKD protocol
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// Apply Hadamard gate
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// Apply Hadamard gate



# Measurement
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  else: // Random basis chosen
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# Discrepancy Check


Calculate error rate 
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# Key Generation


Apply error correction and privacy amplification on 
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end







The condition of data protection today is seriously threatened by recent developments in quantum computing and QIT. In this regard, post-quantum and unconditionally secure cryptographic systems, which include novel quantum-safe approaches, have become more prevalent in recent decades. The first approaches rely on computational issues that quantum computers are anticipated to find challenging as well. The second approaches, on the other hand, are independent of a computational problem’s difficulty and are, therefore, resistant to quantum power. QKD protocols, which use the quantum characteristics of light to communicate secret keys, are one example of an unconditionally safe approach.

In this work, we address post-quantum algorithms and QKD networks, weighing their advantages and disadvantages and demonstrating that a reconciliation between these two cryptographic orientations is both possible and essential for the quantum era. This study is part of the QUANCOM initiative under the PON project, aiming to build a metropolitan quantum communication network by bringing together academic institutions, research facilities, and businesses involved in the communication industry.

Since “data is the new oil,” protecting our data must be our top priority. The majority of our communications these days are either fabricated or recorded. To safeguard our data and communications, classical encryption uses a variety of methods, including ECC, digital signatures, RSA, and more. Nevertheless, QCR can be used to break these algorithms. Additionally, according to the fundamental law of physics, this technology offers the safest method of communication between beings [34]. This work aims to investigate the current state of knowledge regarding QCR and QKD, including their components and applications.

Additionally, the study describes the investigation of security flaws in IoT infrastructure as well as the use of existing classical cryptographic techniques.

In the past ten years, there has been an incredible and swift rise in high-performance computing. There has been an unheard-of increase in interest in the whole computing scene, including cloud and fog computing. Through the internet, cloud computing provides application, data, and storage services. It is a system made up of numerous interconnected components. On the other hand, quantum computing uses the amazing properties of quantum physics, such as superposition and ET, for computational needs. This chapter provides a thorough overview of the underlying ideas, development across time, and innovations in quantum computing while illuminating its uses in network and cryptography.

We will highlight the most recent advancements in cutting-edge fields, such as cognitive networking and cryptography in particular. Lastly, we will examine the ongoing research projects and unanswered concerns that call for more investigation in the dynamic field of quantum computing. An overview of graphic analysis and the main ideas behind QCR has been analysed in this section. Based on the fundamental principles of physics, QCR provides theoretically impenetrable communication. Quantum computers are able to crack these codes, in contrast to regular encryption, which depends on difficult mathematical puzzles. On the other hand, IC, mistake rates, and distance restrictions provide difficulties. Currently available QKD systems may use fibre-optic cables to provide secure communication up to 200 kilometres; however, further research on quantum repeaters may be able to increase this range. For the technology to function flawlessly, more development and specific equipment are also needed. Notwithstanding these obstacles, QCR is developing quickly and moving from research to industry use. In Table 9.1 and Figure 9.3 diverse features and analysis are described (Figure 9.4).



Table 9.1 Diverse features and analysis


	Feature
	Description
	Sample data/values





	
Security basis


	
Underlying principle for secure communication


	

	QM (unbreakable)

	 Traditional math (breakable by quantum computers)







	
DL


	
Maximum reach of secure communication


	

	Current: Up to 200 km (fibre)

	 Future (quantum repeaters): Potentially thousands of km







	
Error rate


	
Tolerance for errors during transmission


	

	Typical: < 5%

	 Lower ER improve security







	
Key generation rate


	
Speed of generating secure keys


	

	Current: Kilobits per second (kbps)

	 Research focus: Increase rate for real-time applications







	
Cost of equipment


	
Price of devices for QC implementation


	

	Higher than classical cryptography due to specialised hardware







	
IC


	
Ease of integrating QC with existing networks


	

	Ongoing research for seamless integration







	
ML


	
Stage of development


	

	Early stage, transitioning from research to commercialisation










[image: Visual exploration of quantum cryptography is presented in Fig. 9.4.]


Figure 9.4 Visual exploration of QCR



The major analysis which has been done in this chapter is shown in Figure 9.5.


[image: The major analysis of quantum cryptography's role in secure communication is presented in Figure 9.5. It encompasses the current state of quantum cryptography, quantum computing, the quantum key distribution algorithm, implementation and operation of the BB84 Protocol, post-quantum algorithms, QKD networks, classical encryption methods such as ECC, digital signatures, RSA, and the rise of high-performance computing.]


Figure 9.5 Major analysis of QCR role in secure communication




	 Quantum computers pose a threat to public key cryptography, as they can crack encryption methods. QCR offers a solution using QKD, transmitting keys using quantum particles for secure transmission. However, practical implementation faces challenges, such as high costs and limited range. Research is ongoing to overcome these limitations, with a hybrid approach combining classical encryption for bulk data with QKD for key security. Standardisation efforts are also underway to ensure interoperability. Beyond QCR, post-QCR involves developing algorithms resistant to quantum computers.

	 Quantum computing uses qubits, which can be 0, 1, or both simultaneously, and ET, which allows for instantaneous effects on each other. This technology has the potential to revolutionise fields such as drug discovery, finance, artificial intelligence [35, 36], and cryptography. Despite challenges, such as complexity, cost, and decoherence, research is progressing rapidly to build more powerful and stable quantum computers. The potential applications of quantum computing are vast, but ethical considerations and disruptions to existing industries must be addressed.

	 QKD is a protocol based on QM, involving two parties, Alice and Bob, who establish a communication channel. Alice transmits quantum particles in a special state, while Bob measures the photons. After transmission, they publicly reveal their bases and discard any differences, ensuring eavesdroppers cannot learn anything. Error correction and privacy amplification are used to create a secure key. QKD’s security relies on QMP, such as superposition and the no-cloning theorem. Despite its complexity, QKD systems are expensive and have limited range due to signal degradation in optical fibres. Research to improve transmission distances and develop quantum repeaters is ongoing.

	 BB84 is a QKD protocol that uses QMP to establish a secure key for communication. It involves Alice and Bob, who use a quantum light source and two bases to measure photon states. In the intricate dance of quantum communication, there lies a sequence: initialisation, transmission, sifting, measurement, error correction, and the crescendo of privacy augmentation. BB84’s fortress of security stands on the bedrock of QM, where superposition and the no-cloning theorem hold sway. However, implementation challenges include reliable transmission of single photons through optical fibres, signal degradation over long distances, and high-precision equipment for generating, manipulating, and measuring quantum states. Despite these challenges, the BB84 protocol offers a secure way to establish a secret key for communication, but its widespread adoption is currently hindered by practical limitations.

	 PQC and QKD networks are two approaches to secure communication in the era of quantum computing. PQC focuses on securing communication channels against quantum computer attacks using complex mathematical problems. It can be integrated into existing classical protocols and infrastructure, making it easy to adopt. QKD networks use QMP to distribute secret keys but require specialised hardware and are more complex and expensive to deploy [37]. A hybrid approach combining PQC and QKD is considered most effective. PQC offers immediate security against quantum computer threats, while QKD holds promise for ultra-secure communication in the long run.

	 QUANCOM may refer to various projects, including the National Institute of Metrological Research’s QKD project, a Chinese technology company, a Bangalore-based computer training institute, or a German company called QUANCOM Information’s systems GmbH. However, the exact meaning of QUANCOM is difficult to determine without more context.

	 Classical encryption methods, such as symmetric encryption and asymmetric encryption, are widely used for data security. They are efficient and secure, with algorithms such as AES and 3DES being common. Asymmetric encryption uses a public key/private key pair, allowing for verification of the sender’s identity. These methods are used to protect sensitive data on devices, secure data transmission over networks, and in secure messaging apps and VPNs. Asymmetric encryption is also used in digital signatures. Classical encryption is well-established, mature, computationally efficient, and interoperable. However, it is vulnerable to brute-force attacks as well as cryptanalysis and is not quantum-proof. Therefore, it is crucial to consider these limitations and potential threats from quantum computing before combining classical encryption with PQC or QKD.





9.6 Conclusion

As a final note, it is very clear that QCR, a secure communication protocol, is rapidly developing because of challenges including IC, mistake rates, and distance restrictions and is being applied in various communication channels. A new degree of secure communication is provided by QCR, which combines encryption and QM. A domain study claims that it can detect and stop eavesdropping. In addition to introducing quantum computing and the QKD algorithm and reviewing the state of QCR today, this chapter has highlighted the implementation and functionality of the BB84 protocol. In recent decades, post-quantum and unconditionally safe cryptographic systems—such as QKD protocols—have proliferated. Within the realm of establishing a metropolitan quantum communication network, the QUANCOM initiative under the PON program stands as a pivotal endeavour. It can be stated that QCR provides the most secure means of interbeing communication and can be utilised to crack traditional encryption techniques. Furthermore, we have initiated and delved into the exploration of QCR, encompassing theoretical frameworks, practical applications, challenges, future prospects, distinguishing characteristics, and the fundamental distinctions between classical and QCR.


Future Scopes

In the future, our focus will be on implementing and exploring practical applications of QCR, contributing to the development of PQC standards for enhanced data security. Additionally, we aim to investigate the integration of QCR into emerging technologies such as blockchain, IoT, and cloud computing, paving the way for a new era of secure and resilient digital infrastructure.




Glossary

Advanced Encryption Standard (AES): A symmetric encryption algorithm widely used to secure sensitive data. It operates on fixed block sizes and key lengths, providing a high level of security.

Bennett-Brassard 1984 (BB84): A QKD protocol proposed by Charles H. Bennett and Gilles Brassard in 1984. It is one of the earliest and most widely studied quantum cryptographic protocols.

Computational Complexity (CA): The study of the resources required to solve computational problems. It assesses the time and space complexity of algorithms and their efficiency.

Data Encryption Standard (DES): A symmetric key encryption algorithm used to encrypt and decrypt electronic data. While widely used in the past, it has been replaced by more secure algorithms due to vulnerabilities.

Distance Limitations (DL): The maximum distance over which secure communication can be established using QKD protocols. It is affected by factors such as signal attenuation and noise.

Equipment Costs (EC): The expenses associated with acquiring and maintaining hardware and software components necessary for implementing cryptographic systems.

Elliptic Curve Cryptography (ECC): A type of public key cryptography based on the algebraic structure of elliptic curves over finite fields. It offers stronger security with smaller key sizes compared to traditional cryptographic algorithms.

Error Rates (ER): The frequency of errors or inaccuracies in cryptographic systems, such as transmission errors or computational errors. Lower error rates are desirable for ensuring the reliability and security of communication.

Entanglement (ET): A phenomenon in QM in which the quantum states of two or more particles become correlated in such a way that the state of one particle instantaneously affects the state of the other, regardless of the distance between them.

Heisenberg’s Uncertainty Principle (HUP): States that it is impossible to simultaneously know the exact position and momentum of a particle with arbitrary precision. It has implications for the security of quantum cryptographic protocols.

Integration Complexity (IC): The level of difficulty in incorporating cryptographic systems into existing infrastructure or protocols. It includes factors such as interoperability, protocol standardisation, and hardware compatibility.

Internet of Things (IoT): Interconnected devices collecting, exchanging, and processing data for automation, monitoring, and control across various domains.

Information Technology (IT): Encompasses the use of computers, software, networks, and other electronic devices to store, retrieve, transmit, and manipulate data for various purposes.

Key Generation Rates (KGR): The speed at which cryptographic keys can be generated by a system. Higher KGR are desirable for efficient and timely establishment of secure communication channels.

Maturity Level (ML): Indicates the stage of development or readiness of a cryptographic technology or protocol for real-world deployment. Higher MLs signify greater stability, reliability, and practicality.

Passive Optical Network (PON): A telecommunications technology that uses fibre-optic cables and passive optical components to distribute data, voice, and video signals to multiple users.

Post-Quantum Cryptography (PQC): Cryptographic algorithms and protocols designed to remain secure against attacks by quantum computers, which are expected to break many traditional cryptographic schemes.

Prime Secrecy (PS): The security of cryptographic systems based on the difficulty of factoring large prime numbers or solving other mathematical problems considered hard for classical and quantum computers.

Quantum Cryptographic Algorithms (QCA): Mathematical techniques used in QCR to achieve various cryptographic tasks, such as key generation, encryption, and authentication.

Quantum Cryptography (QCR): A branch of cryptography that uses quantum mechanical properties to secure communication. It typically involves QKD and other protocols for secure key exchange.

Quantum Information Theory (QIT): The branch of information theory that deals with the representation, processing, and transmission of information encoded in quantum systems, such as qubits.

Quantum Key Distribution (QKD): A secure communication method that uses QM to generate and distribute cryptographic keys between two parties in a way that is theoretically secure against eavesdropping.

Quantum Mechanics (QM): The branch of physics that describes the behaviour of particles at the smallest scales, such as atoms and subatomic particles. It provides the theoretical foundation for QCR and other quantum technologies.

Quantum Mechanics Principles (QMP): The fundamental laws and principles governing the behaviour of particles at the quantum level. They are essential for understanding and implementing quantum cryptographic protocols.

Quantum Network Communication (QNC): The transmission of quantum information between different nodes in a network using quantum technologies. It enables secure and efficient communication over long distances.

Quantum Networks (QNs): Interconnected systems of quantum devices and communication channels that enable the transmission and processing of quantum information. They play a crucial role in quantum communication and computing.

Rivest–Shamir–Adleman (RSA): A public key encryption algorithm widely used for securing data transmission and digital signatures. It is based on the difficulty of factoring large composite numbers into their prime factors.

Secure multiparty computation (SMPC): A cryptographic technique that enables multiple parties to jointly compute a function over their inputs while keeping those inputs private from each other.

Spontaneous parametric down-conversion (SPDC): An intricate phenomenon, manifests in nonlinear optical crystals in which photons, obeying the laws of QM, split into entangled pairs through nonlinear interactions.

Theoretical foundations (TF): The underlying principles, concepts, and mathematical frameworks that form the basis of cryptographic systems and protocols.

Virtual private network (VPN): Extends a private network across a public network, allowing users to send and receive data securely over the internet. It provides encryption and anonymity for online communication.
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Abbreviations

APTs Advanced persistent threats

EHRs Electronic health records

GDPR General Data Protection Regulation

HIPAA Health Insurance Portability and Accountability Act

PKI Public key infrastructure

SSL/TLS Secure sockets layer/transport layer security



10.1 Introduction

Telecommunications companies utilise cryptography to encrypt sensitive communications, protect user privacy, and secure network infrastructure against cyberthreats. Moreover, emerging technologies, such as blockchain, leverage cryptographic mechanisms to establish trust, enable decentralised transactions, and facilitate smart contract execution [1].

The proliferation of quantum computing poses both challenges and opportunities for cryptographic systems within industries. While quantum computing threatens conventional cryptographic algorithms through its potential to solve complex mathematical problems at unprecedented speeds, it also engenders the development of quantum-resistant encryption techniques, ensuring the resilience of cryptographic systems against future threats [2].

As industries continue to navigate an increasingly digitised landscape, the demand for robust cryptographic solutions escalates, compelling organisations to adopt state-of-the-art encryption protocols, implement secure key management practices, and adhere to stringent regulatory standards. Furthermore, collaboration between industry stakeholders, academia, and government entities fosters innovation, propelling the evolution of cryptographic technologies and enhancing digital resilience against cyberthreats [3].

In conclusion, cryptography stands as an indispensable cornerstone of digital security within industries, safeguarding sensitive information, facilitating secure transactions, and upholding trust in the digital realm. As technological advancements and threat landscapes evolve, continued investment in cryptographic research, innovation, and implementation remains imperative to fortify digital infrastructures and preserve the integrity of global industries [4, 5, 6].



10.2 Cryptography’s role in the financial industry

Cryptography plays a crucial role in the financial industry for several reasons, including confidentiality, data integrity, authentication, non-repudiation, secure communication, compliance and regulations, secure access control, and fraud prevention.


	 
Confidentiality: Financial institutions deal with sensitive information such as personal identification details, account numbers, transaction details, and more. Cryptography ensures that this information remains confidential and is accessible only to authorised parties [7,8].

	 
Data integrity: Financial transactions need to be tamper-proof. Cryptographic techniques such as digital signatures and hash functions are used to ensure that data remains intact and unaltered during transmission and storage [9].

	 
Authentication: Cryptography helps in verifying the identities of parties involved in financial transactions. Techniques such as digital certificates and public key cryptography are used for authentication purposes [10].

	 
Non-repudiation: In financial transactions, it is important to prevent parties from denying their involvement or the authenticity of a transaction. Cryptographic techniques such as digital signatures provide non-repudiation by ensuring that the signer cannot deny their signature [11].

	 
Secure Communication: Financial institutions need secure channels for communication to protect sensitive information from eavesdropping and interception. Cryptography provides methods for secure communication channels, such as SSL/TLS protocols for secure web transactions [12].

	 
Compliance and regulations: Many regulatory bodies mandate the use of cryptography to protect sensitive financial data and ensure compliance with data protection laws and regulations such as General Data Protection Regulation (GDPR), Payment Card Industry Data Security Standard (PCI-DSS), and others [13].

	 
Secure Access Control: Cryptography is used to securely manage access to financial systems and data, ensuring that only authorised personnel can access sensitive information or perform certain transactions [14].


	
Fraud Prevention: Encryption and cryptographic techniques are used to detect and prevent fraudulent activities such as identity theft, unauthorised access, and data breaches [15].





10.3 Fundamental principles of cryptography

Cryptography plays a critical role in the healthcare industry because of the sensitivity and confidentiality of patient information. Some of the key requirements for cryptography in healthcare include patient privacy, HIPAA compliance, data integrity, authentication, secure communication, medical device security, research and clinical trials, and compliance with regulations [16, 17, 18].


Patient privacy: Protecting patient privacy is paramount in healthcare. Cryptography ensures that patient data, including personal information, medical history, and treatment records, remain confidential and secure from unauthorised access [19].


HIPAA compliance: In the United States, HIPAA mandates the protection of patient health information (PHI). Cryptography helps healthcare organisations comply with HIPAA regulations by encrypting PHI during transmission and storage [20].


Data Integrity: Cryptographic techniques such as hashing are used to maintain the integrity of healthcare data. Hash functions generate unique identifiers (hash values) for datasets, enabling healthcare providers to detect any unauthorised changes or tampering.


Authentication: Secure authentication mechanisms are crucial in healthcare systems to ensure that only authorised personnel can access patient records and medical systems. Cryptography provides methods for strong authentication, including digital certificates, biometrics, and multifactor authentication [21, 22, 23].


Secure communication: Healthcare professionals often need to exchange sensitive information over networks, including EHRs, medical images, and lab results. Cryptography ensures the confidentiality and integrity of data transmitted between healthcare providers, patients, and other stakeholders.


Medical device security: With the increasing use of connected medical devices, such as infusion pumps, pacemakers, and insulin pumps, ensuring the security of these devices is critical. Cryptography helps in securing communications between medical devices and back-end systems, preventing unauthorised access and tampering [24].


Research and clinical trials: Cryptography is essential for securing data collected during medical research and clinical trials. It protects the privacy of participants and ensures the integrity of research data, particularly in studies involving sensitive information or experimental treatments.


Compliance with regulations: Healthcare organisations must comply with various data protection regulations and standards, such as GDPR in Europe and the Health Information Technology for Economic and Clinical Health (HITECH) Act in the US. Cryptography is a fundamental component of compliance efforts to safeguard patient data and avoid regulatory penalties.



10.4 Applications of cryptography in industry sectors

Cryptography plays a crucial role in various aspects of the information technology (IT) industry, ensuring the security and integrity of data, communications, and systems. Some of the key uses of cryptography in IT industries include data encryption, secure communication, authentication, secure password storage, digital signatures, blockchain technology, PKI, and secure software development [25].


	 
Data encryption: Cryptography is widely used to encrypt sensitive data stored on computers, servers, databases, and other storage devices. Encryption algorithms such as advanced encryption standard (AES) are employed to scramble data, making it unreadable without the appropriate decryption key [26, 27, 28].

	 
Secure communication: Cryptography secures communication channels within IT systems, networks, and the internet. Techniques such as SSL/TLS encrypt data transmitted between clients and servers, protecting against eavesdropping and interception.

	 
Authentication: Cryptography is used for verifying the identities of users, devices, and systems in IT environments. Techniques such as digital signatures, public key cryptography, and cryptographic hash functions are employed for user authentication, access control, and ensuring the integrity of data.

	 
Secure password storage: Cryptography is utilised to securely store and manage passwords in IT systems and applications. Password hashing algorithms, combined with techniques, such as salt (random data) generation, protect user passwords from unauthorised access and brute-force attacks [29,30].

	 
Digital signatures: Cryptographic digital signatures are used to authenticate the origin and integrity of electronic documents, software updates, and communications. They provide non-repudiation, ensuring that the sender cannot deny their involvement or the authenticity of the signed content.

	 
Blockchain technology: Cryptography forms the foundation of blockchain technology, which underpins cryptocurrencies such as Bitcoin and Ethereum. Blockchain uses cryptographic techniques such as hashing, digital signatures, and consensus algorithms to secure transactions, verify data integrity, and prevent tampering.

	 
PKI: These systems rely on cryptography to manage digital certificates, public and private keys, and secure communication over networks. PKI enables secure authentication, data encryption, and digital signatures in IT environments, supporting activities such as secure email communication and online transactions

	 
Secure software development: Cryptography is integrated into software development practices to implement security features such as data encryption, secure authentication, and digital signatures.





10.5 Evolving trends in cryptographic techniques

Cryptographic libraries and application programming interfaces (APIs) provide developers with tools to incorporate encryption and security mechanisms into their applications.


Data integrity verification: Cryptographic hash functions are used to verify the integrity of files, documents, and software updates in IT systems. Hash values generated from the original data can be compared to ensure that the data has not been altered or tampered with.


Secure cloud computing: Cryptography helps to secure data storage, processing, and transmission in cloud computing environments. Encryption techniques protect data stored in the cloud, while secure communication protocols ensure the confidentiality and integrity of data exchanged between clients and cloud servers.

Cryptography plays a vital role in government and defence sectors due to the need for secure communication, data protection, and national security. Cryptography is a key aspect the following domains.


Secure communication: Government agencies and defence organisations rely on cryptography to secure sensitive communications between officials, military personnel, intelligence agencies, and diplomatic missions. Cryptographic protocols and encryption algorithms ensure that classified information remains confidential and protected from interception by adversaries.


Data protection: Cryptography is used to safeguard sensitive data stored in government databases, including personal information, intelligence reports, military strategies, and diplomatic communications. Encryption techniques protect data-at-rest, preventing unauthorised access and data breaches, both internally and externally.


Military communications: Cryptography is integral to securing military communication networks, including radio, satellite, and tactical communication systems. Advanced encryption algorithms and cryptographic protocols ensure that military messages and commands are transmitted securely, preventing interception, eavesdropping, and tampering by hostile entities.


Intelligence gathering: Cryptography plays a crucial role in intelligence gathering and surveillance activities conducted by government agencies and defence organisations. Cryptographic techniques enable secure data transmission, signal encryption, and code-breaking efforts aimed at deciphering encrypted communications of adversaries


National security: Cryptography contributes to national security by protecting critical infrastructure, securing government systems and networks, and defending against cyberthreats and attacks. Cryptographic protocols and security measures help to safeguard the integrity of government operations, preventing unauthorised access, sabotage, and espionage


Secure authentication: Cryptography is used for authentication and access control in government and defence systems, ensuring that only authorised personnel can access classified information, sensitive facilities, and command-and-control systems. Techniques such as digital certificates, biometrics, and multifactor authentication enhance security and prevent unauthorised access.


Electronic warfare: Cryptography is employed in electronic warfare operations to disrupt or intercept enemy communications, radar signals, and electronic systems. Techniques such as signal jamming, encryption, and frequency hopping protect military communications and electronic assets from detection and exploitation by adversaries.


Cyberdefence: Cryptography is a critical component of cybersecurity defences deployed by government agencies and defence organisations to protect against cyberthreats, including malware, phishing attacks, and APTs. Encryption, digital signatures, and cryptographic key management help to secure networks, systems, and data from cyberattacks and data breaches.


Diplomatic communications: Cryptography is used to secure diplomatic communications and negotiations between government officials, embassies, and foreign representatives. Encrypted diplomatic cables and secure communication channels ensure confidentiality, integrity, and discretion in diplomatic exchanges and negotiations.


Weapons systems security: Cryptography is integrated into weapon systems, military platforms, and defence technologies to prevent unauthorised access, tampering, and exploitation by adversaries. Secure communication protocols, encryption algorithms, and authentication mechanisms protect the integrity and confidentiality of weapon systems and defence capabilities.



10.6 Cryptography in telecommunications

To ensure the security, privacy, and integrity of communications transmitted over various networks, cryptography is essential. The following reasons highlight the necessity for cryptography in telecommunications.


Confidentiality: Cryptography helps to maintain the confidentiality of sensitive information transmitted over telecommunications networks. By encrypting data, including voice calls, text messages, and internet traffic, cryptography ensures that only authorised parties can access and understand the content, protecting it from eavesdropping and interception by adversaries.


Secure communication channels: Cryptography enables the establishment of secure communication channels between users, devices, and network infrastructure components. Techniques such as SSL/TLS encryption and virtual private network (VPN) tunnels ensure that data transmitted over telecommunications networks is encrypted and protected from unauthorised access or tampering.


Data integrity: Cryptography helps to verify the integrity of data transmitted over telecommunications networks. Hash functions and digital signatures are used to generate unique identifiers and authentication codes, enabling recipients to verify that the data has not been altered or tampered with during transmission.


Authentication and authorisation: Cryptography is used for authenticating and authorising users, devices, and network components in telecommunications systems. Public key cryptography, digital certificates, and cryptographic key exchanges facilitate secure authentication mechanisms, ensuring that only authorised parties can access network resources and services.


Mobile Security: Cryptography plays a crucial role in securing mobile telecommunications networks and devices. Encryption algorithms protect voice calls, text messages, and data transmitted over cellular networks, safeguarding user privacy and preventing unauthorised access to mobile communications.


Protection against cyberthreats: Cryptography helps to defend against cyberthreats targeting telecommunications networks, including interception, eavesdropping, and man-in-the-middle attacks.



10.7 Encryption techniques

Encryption techniques prevent attackers from accessing sensitive information or injecting malicious content into network traffic, enhancing the overall security posture of telecommunications infrastructure.


Compliance with regulatory requirements: Many regulatory bodies impose requirements for data protection and privacy in telecommunications, such as GDPR in Europe and the Telecommunications Act in the United States. Cryptography enables telecommunications providers to comply with these regulations by implementing encryption and security measures to protect customer data and privacy.


Securing telecommunications infrastructure: Cryptography is used to secure telecommunications infrastructure components, including routers, switches, and servers. Secure communication protocols and cryptographic algorithms help to protect against unauthorised access, tampering, and denial-of-service attacks targeting critical network infrastructure.


Secure voice over IP (VoIP) communication: Cryptography is employed to secure VoIP communication channels, ensuring the confidentiality and integrity of voice calls transmitted over IP networks. Encryption protocols such as secure real-time transport protocol (SRTP) encrypt voice traffic, protecting it from interception and eavesdropping.



10.8 Cryptography’s role in supply chain and logistics management

Cryptography plays a significant role in supply chain and logistics management, primarily focusing on ensuring the security, integrity, and efficiency of various processes. Cryptography is essential in this industry for the following reasons.


Data security: Supply chain and logistics involve the exchange of sensitive information such as product specifications, inventory levels, shipment details, and financial transactions. Cryptography ensures that this data remains confidential and protected from unauthorised access or tampering, whether it is stored in databases, transmitted over networks, or shared between partners.


Authentication and authorisation: Cryptography helps to verify the identities of participants in the supply chain, including manufacturers, suppliers, distributors, carriers, and customers. Digital signatures and cryptographic authentication mechanisms ensure that only authorised entities can access specific resources, initiate transactions, or modify critical information, thereby enhancing trust and accountability.


Product authenticity and counterfeit prevention: Cryptography enables the implementation of secure authentication and anti-counterfeiting measures to verify the authenticity of products throughout the supply chain. Techniques such as digital signatures, blockchain technology, and secure product labelling allow stakeholders to track and authenticate products, ensuring their origin, quality, and compliance with regulations.


Data integrity verification: Cryptographic hash functions are used to verify the integrity of data and documents exchanged within the supply chain. By generating unique hash values for files, records, and transactions, participants can detect any unauthorised modifications or tampering attempts, thereby maintaining the accuracy and reliability of supply chain data.


Secure communication and collaboration: Cryptography secures communication channels and collaboration platforms used by supply chain partners to exchange information, coordinate activities, and make decisions. Encryption protocols such as SSL/TLS and secure email encryption protect sensitive data transmitted over networks, preventing eavesdropping, interception, and data breaches.


Supply chain transparency and traceability: Cryptography supports the implementation of transparent and traceable supply chains by ensuring the secure recording and sharing of transactional data and product information. Blockchain technology, for example, enables immutable and auditable records of supply chain activities, facilitating transparency, accountability, and compliance with regulatory requirements.


Risk mitigation and compliance: Cryptography helps to mitigate risks associated with data breaches, cyberattacks, fraud, and non-compliance with regulations in the supply chain. By encrypting sensitive information, implementing access controls, and maintaining data integrity, organisations can reduce the likelihood of security incidents and regulatory violations, protecting their reputation and avoiding financial losses.


Smart contracts and automated transactions: Cryptography enables the implementation of smart contracts and automated transactions in supply chain operations. Smart contract platforms, powered by blockchain technology, execute predefined business rules and conditions automatically, eliminating the need for intermediaries, reducing transaction costs, and ensuring trust and transparency among parties.

Cryptography plays a crucial role in education and research across various domains, including computer science, mathematics, cybersecurity, and information technology. The following highlight several ways in which cryptography contributes to education and research.


Academic programs and courses: Cryptography is a fundamental topic in academic programs related to computer science, mathematics, cybersecurity, and information technology. Universities and educational institutions offer courses and research opportunities focusing on cryptographic algorithms, protocols, and applications, enabling students to gain theoretical knowledge and practical skills in the field.


Research and innovation: Cryptography is a fertile area for research and innovation, with ongoing advancements in cryptographic techniques, algorithms, and applications. Researchers explore new cryptographic primitives, encryption algorithms, cryptographic protocols, and security mechanisms to address emerging challenges, such as quantum computing threats, post-quantum cryptography, and blockchain technology.


10.8.1 Cryptographic protocols and systems



Education and research in cryptography encompass the design, analysis, and implementation of cryptographic protocols and systems for securing communication, data storage, authentication, and privacy. Researchers develop and analyse cryptographic protocols for secure messaging, digital signatures, authentication, key exchange, secure multiparty computation, and secure computation outsourcing.


Security and privacy technologies: Cryptography contributes to research efforts aimed at enhancing security and privacy technologies across various domains, including network security, cloud computing, Internet of Things, and mobile computing.



10.8.2 Internet of Things (IoT) and mobile computing


Post-quantum cryptography: With the advent of quantum computing, researchers focus on post-quantum cryptography, which aims to develop cryptographic algorithms resistant to attacks by quantum computers. Education and research efforts in post-quantum cryptography explore new cryptographic primitives, encryption schemes, digital signature algorithms, and cryptographic protocols capable of withstanding quantum attacks.



10.8.3 Cryptanalysis and Security Evaluation

Cryptography research involves cryptanalysis, which is the study of cryptographic algorithms and protocols to identify weaknesses, vulnerabilities, and potential security threats. Researchers analyse cryptographic primitives, encryption algorithms, and cryptographic protocols to assess their security properties, identify weaknesses, and propose countermeasures and improvements.



10.8.4 Blockchain and Distributed Ledger Technologies

Cryptography plays a central role in blockchain and distributed ledger technologies, which are the focus of extensive research and innovation. Researchers explore cryptographic techniques for consensus mechanisms, digital signatures, secure peer-to-peer communication, and smart contract execution, contributing to advancements in decentralised systems, cryptocurrencies, and decentralised applications (DApps).


Cybersecurity Education and Training: Cryptography is an integral part of cybersecurity education and training programs, providing students and professionals with essential knowledge and skills for securing information systems, networks, and applications. Education and research initiatives in cybersecurity leverage cryptography to address cybersecurity challenges, enhance threat detection and response capabilities, and promote cyberresilience.




10.9 Cryptography’s role in the media and entertainment industries

Cryptography plays several important roles in the media and entertainment industries, ensuring the protection of digital content, securing distribution channels, and enabling rights management. The following describe how cryptography is utilised in this sector.


Digital rights management (DRM): Cryptography is fundamental to DRM systems, which control access to and usage of digital content such as movies, music, e-books, and software. DRM solutions use encryption algorithms to protect content from unauthorised copying, distribution, and piracy, ensuring that only authorised users can access and consume the content.


Content encryption: Cryptography is employed to encrypt digital content during transmission and storage, safeguarding it from authorised access and piracy. Streaming platforms, digital storefronts, and content delivery networks (CDNs) use encryption techniques such as AES to protect video streams, audio files, and other digital media assets from interception and piracy


Secure distribution channels: Cryptography secures distribution channels used to deliver digital content to consumers, including online streaming platforms, digital marketplaces, and content delivery networks. Secure communication protocols such as SSL/TLS ensure the confidentiality and integrity of data exchanged between content providers, distributors, and end-users, protecting against interception and tampering.


Digital watermarking: Cryptographic techniques are used in digital watermarking solutions to embed and extract invisible identifiers or signatures within digital media content. Watermarking helps to trace the origin of content, deter piracy, and enforce copyright protection by allowing content owners to identify and track unauthorised copies or distribution of their intellectual property.


Authentication and authorisation: Cryptography enables authentication and authorisation mechanisms in media and entertainment platforms, ensuring that users are authenticated and authorised to access specific content based on their rights and permissions. Techniques such as digital signatures and token-based authentication help to verify the authenticity of users, devices, and content licenses, preventing unauthorised access and content piracy.


Secure payment transactions: Cryptography secures payment transactions and billing processes associated with the purchase or rental of digital media content. Encryption protocols such as SSL/TLS and secure payment gateways protect payment information, including credit card details and transaction data, during online purchases and transactions, safeguarding against fraud and unauthorised access.


Content integrity verification: Cryptographic hash functions are used to verify the integrity of digital media files and content packages, ensuring that they have not been tampered with or altered during transmission or storage. Content providers and distributors can calculate hash values of digital media files and compare them with precomputed hashes to detect any unauthorised modifications or corruption.


Blockchain for content distribution: Cryptography is integrated into blockchain-based platforms and decentralised CDNs to enable secure and transparent distribution of digital media content. Blockchain technology provides immutable records of content ownership, distribution rights, and transaction history, enhancing transparency, traceability, and trust in the media and entertainment ecosystem.



10.10 Cryptography’s role in legal compliance services

Cryptography plays a crucial role in legal compliance services by ensuring the security, integrity, and confidentiality of sensitive legal documents, communications, and transactions. The following discuss how cryptography is used in this context


Secure document storage and management: Legal compliance services deal with a vast amount of sensitive documents, including contracts, agreements, court filings, and client records. Cryptography is utilised to encrypt these documents stored in digital repositories or document management systems, ensuring that only authorised personnel can access and view the content.


Confidential communication: Legal compliance services often involve confidential communication between lawyers, clients, and regulatory authorities. Cryptography secures communication channels, including email, messaging platforms, and client portals, by encrypting messages and attachments, thereby protecting attorney–client privilege and sensitive information from interception and unauthorised access.


Digital signatures and authentication: Cryptographic digital signatures are used to authenticate the origin and integrity of legal documents and electronic filings. Digital signature technology ensures that documents have not been altered or tampered with since they were signed, providing non-repudiation and legal validity to electronic contracts, agreements, and court filings.


Compliance with data protection regulations: Legal compliance services must adhere to data protection regulations and privacy laws, such as GDPR in Europe and HIPAA in the United States. Cryptography helps organisations to comply with these regulations by encrypting sensitive personal data, protecting confidentiality, and preventing data breaches and unauthorised access.


Secure collaboration and case management: Cryptography facilitates secure collaboration and case management among legal teams, clients, and stakeholders involved in compliance matters. Encrypted collaboration platforms, case management systems, and virtual data rooms enable secure sharing and collaboration on legal documents, evidence, and case-related information while maintaining confidentiality and privacy.


Secure cloud storage and legal archives: Legal compliance services leverage cloud storage solutions for storing and archiving legal documents and records. Cryptography ensures the security of data stored in the cloud by encrypting files, folders, and databases, protecting against unauthorised access, data breaches, and insider threats.


Secure electronic discovery (e-Discovery): Cryptography is used in electronic discovery processes to ensure the confidentiality and integrity of electronically stored information (ESI) collected for legal investigations and litigation. Encryption techniques protect sensitive ESI during collection, processing, review, and production phases, safeguarding against data leaks and unauthorised disclosure.


Blockchain for legal contracts and records: Cryptography, combined with blockchain technology, is increasingly used for creating, managing, and verifying legal contracts, records, and transactions. Blockchain-based smart contracts leverage cryptographic techniques for secure execution and enforcement of contractual agreements, enhancing transparency, trust, and efficiency in legal compliance processes.



10.11 Links between blockchain and cryptography


Secure transactions: Cryptography is used to secure transactions on the blockchain network. Each transaction is cryptographically signed by the sender using their private key, ensuring that only the owner of the private key can initiate transactions.


Digital signatures: Cryptographic digital signatures are employed in blockchain to verify the authenticity and integrity of transactions. Each transaction is signed with the sender’s private key and can be verified by anyone using the sender’s public key, ensuring that transactions cannot be tampered with or forged.


Hash functions: Cryptographic hash functions are utilised in blockchain to create unique identifiers (hashes) for blocks of transactions. These hashes are used to link blocks together in a chain, ensuring the immutability and integrity of the blockchain. Any alteration to the data in a block would result in a completely different hash, alerting participants to tampering.


Public-key cryptography: Blockchain networks rely on public key cryptography for secure communication and authentication. Each participant in the network has a unique pair of cryptographic keys: a public key and a private key. Public keys are used to encrypt messages or verify signatures, while private keys are kept secret and used to decrypt messages or sign transactions.


Consensus mechanisms: Cryptographic algorithms and protocols are used in consensus mechanisms to reach agreement on the state of the blockchain. Algorithms such as proof of work (PoW) and proof of stake (PoS) use cryptographic puzzles and digital signatures to ensure that participants reach consensus on the validity of transactions and the order of blocks in the chain.


Privacy and confidentiality: Cryptography is used to provide privacy and confidentiality in blockchain networks. Techniques such as zero-knowledge proofs and homomorphic encryption allow participants to perform transactions and computations on encrypted data without revealing sensitive information, enhancing privacy and confidentiality.

Overall, cryptography forms the backbone of blockchain technology, providing the necessary security, integrity, and trust in decentralised networks. Without cryptography, the immutability, transparency, and decentralisation of blockchain networks would not be possible, highlighting the close link between blockchain and cryptography.



10.12 Cryptography in the future

The scope of cryptography in the future is vast and holds significant potential across various industries and domains. The following present several key aspects that highlight the scope of cryptography in the future.


Cybersecurity: With the increasing digitisation of businesses, governments, and society as a whole, the demand for robust cybersecurity solutions will continue to rise. Cryptography will play a central role in protecting sensitive data, securing communication channels, and mitigating cyberthreats such as data breaches, ransomware attacks, and identity theft.


Privacy protection: As concerns about data privacy and surveillance grow, cryptography will be crucial for preserving individual privacy rights and protecting personal data from unauthorised access and misuse. Encryption techniques will enable individuals to secure their communications, transactions, and online activities, ensuring privacy in an increasingly interconnected world.


Blockchain and cryptocurrencies: Blockchain technology, powered by cryptography, is expected to disrupt various industries, including finance, supply chain, healthcare, and more. Cryptocurrencies and DApps rely on cryptographic techniques for secure transactions, digital asset management, and consensus mechanisms, driving innovation in the financial and technology sectors.


Secure communications: Cryptography will continue to be essential for securing communication networks, both in traditional telecommunications and emerging technologies such as 5G, IoT, and smart devices. Secure communication protocols, encrypted messaging platforms, and end-to-end encryption will safeguard sensitive information and ensure confidentiality in digital communication channels.


Data integrity and authentication: Cryptography will be critical for verifying the integrity and authenticity of data in a world inundated with digital information. Digital signatures, cryptographic hashes, and authentication mechanisms will enable individuals and organisations to validate the origin, integrity, and ownership of digital assets, documents, and transactions


Artificial intelligence and machine learning: As artificial intelligence (AI) and machine learning (ML) become increasingly prevalent, cryptography will be used to ensure the security and privacy of AI models, training data, and predictions. Techniques such as homomorphic encryption and secure multiparty computation will enable secure and privacy-preserving AI applications in sensitive domains such as healthcare and finance.


Quantum cryptography: With the advent of quantum computing, the field of quantum cryptography holds promise for developing encryption algorithms resistant to quantum attacks. Quantum key distribution (QKD) protocols and post-quantum cryptography will provide a new paradigm for securing communications and data against future threats posed by quantum computers.


Regulatory compliance: Cryptography will play a crucial role in enabling compliance with data protection regulations and industry standards such as GDPR, HIPAA, PCI-DSS, and more. Organisations will need to implement cryptographic measures to protect sensitive data, ensure data integrity, and demonstrate compliance with regulatory requirements.


Emerging technologies: Cryptography will continue to evolve and adapt to support emerging technologies such as edge computing, the IoT, distributed ledger technology (DLT), and federated learning. Secure cryptographic solutions will be essential for securing the decentralised, interconnected, and data-driven systems of the future.



10.13 Conclusion: The growing importance of cryptography

In conclusion, this chapter has explored the profound impact of cryptography on various industries, elucidating its critical role in ensuring security, privacy, and trust in an increasingly digitised world. From finance to healthcare, supply chain to telecommunications, cryptography serves as the bedrock of secure communication, data protection, and compliance with regulatory standards.

Through a comprehensive review of the literature, we have highlighted the diverse applications of cryptography across different sectors, ranging from securing financial transactions and safeguarding sensitive healthcare data to enabling transparent supply chains and protecting critical infrastructure. Cryptographic techniques such as encryption, digital signatures, and secure authentication mechanisms have been shown to mitigate cyberthreats, safeguard privacy, and facilitate secure interactions among stakeholders.

Furthermore, the chapter has underscored the evolving landscape of cryptography, driven by advancements in technologies such as blockchain, quantum computing, and AI. These emerging technologies present both opportunities and challenges for cryptography, necessitating continuous research and innovation to address new threats and vulnerabilities.

As we look toward the future, the scope of cryptography in industries is poised to expand further, driven by the growing demand for secure digital solutions, regulatory compliance, and protection against cyberthreats.

Collaboration between academia, industry, and policymakers will be essential to harness the full potential of cryptography in addressing the evolving security challenges faced by industries worldwide.

In conclusion, this chapter underscores the paramount importance of cryptography as a foundational pillar of security and trust in industries, emphasising the need for ongoing research, innovation, and collaboration to safeguard digital assets, protect privacy, and uphold the integrity of critical systems in an ever-changing landscape of technology and threats.



Glossary

Advanced Persistent Threats (APTs): Sophisticated, prolonged cyberattacks that aim to steal data by remaining undetected within a network for an extended period. These threats can cause significant damage to industries by compromising sensitive information.

Electronic Health Records (EHRs): Digital versions of patients’ health records. Their security is critical to protecting sensitive medical information, requiring strong encryption and access controls to prevent unauthorised access and breaches.

General Data Protection Regulation (GDPR): An EU regulation that protects personal data. It imposes strict guidelines and hefty fines for non-compliance, ensuring that industries handling personal data implement robust security measures.

Health Insurance Portability and Accountability Act (HIPAA): A US law that mandates the protection of sensitive patient health information. It requires healthcare organisations to implement safeguards to ensure the confidentiality and integrity of electronic protected health information (ePHI).

Public Key Infrastructure (PKI): A framework that uses cryptographic keys to secure communications and transactions. It ensures data integrity, confidentiality, and authenticity, making it essential for secure online interactions.

Secure Sockets Layer/Transport Layer Security (SSL/TLS): Protocols that encrypt data transmitted over networks, such as between web servers and browsers. This encryption is vital for protecting sensitive information during digital transactions, ensuring data privacy and security.
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Abbreviations

AES-GCM Advanced encryption standard in Galois/counter mode

LAAC Lattice-based authentication and access control

LBAC Lattice-based access control

PQFC Post-quantum fuzzy commitment

CCA Chosen-ciphertext attack

QR Quick response

SMSH Secure surveillance mechanism on smart healthcare

PWLCM Piecewise linear chaotic map

RDHEI Reversible data hiding on encrypted images

ECC Elliptic curve cryptography

MPVCNet Privacy preserving recognition network for medical images

SPLEX Permutation and exclusive-OR algorithm based on the symmetric cipher for lightweight encryption

HMACs Hash-based message authentication codes

PDI Patient diagnosis information

PPSEB Post-quantum public key searchable encryption scheme on blockchain

BHMV Blockchain based healthcare management system with two-side verifiability



11.1 Introduction

Cryptography is the art of using mathematics to secure communication and protect messages. It primarily helps to ensure privacy and secrecy within overall security. Cryptography involves converting plaintext into ciphertext and vice versa, using a specific framework or procedure [1]. Today, cryptography has strengthened global security by enhancing privacy, secrecy, integrity, and other key pillars of protection. Cryptography has contributed to advancements across various sectors, including agriculture, education, healthcare, and many more. Further, it is integrated with other technologies to deliver more effective results and services to users. The main goal of cryptography is to secure all types of data being transmitted from one point to another. It relies on key services such as confidentiality, integrity, authentication, and non-repudiation [1]. It is fair to say that end-to-end encryption used in today’s mobile applications, such as WhatsApp, is one of the best examples of cryptography in action.

Technologies such as the Internet of Things (IoT), artificial intelligence, and blockchain are embedded in various cryptographic frameworks used to securely send data from source to destination. The IoT connects the internet with physical objects through the use of multiple frameworks [2]. The biggest challenge with IoT lies in the use of objects embedded with sensors. These sensors, like physical objects, can be compromised by an intruder at any moment, with or without an internet connection. IoT has seen exponential growth in unauthorised access, leading to breaches of sensitive data. IoT not only poses risks to data confidentiality but also includes vulnerabilities related to centralised systems and their respective network gateways. To mitigate these risks and challenges, developers have turned to cryptography. Cryptography encompasses various forms, including video, audio, text, and image encryption. The basic process of cryptography ensures the conversion of original data into encrypted text at the sender’s end, and the decryption of that data back to its original form at the receiver’s end [3]. This conversion is carried out using advanced mechanisms, such as symmetric and asymmetric keys [4, 5].

11.1.1 Organisation of the chapterUsing multiple parameters, this chapter will discuss lattice-based, quantum-based, and identity-based cryptography. Section 11.2 will discuss the main objectives of this chapter. In Section 11.3, a review of cryptographic techniques used in various fields, incorporating advanced technologies such as the IoT, blockchain, and artificial intelligence, will be conducted. Section 11.4 will provide a comparison of the reviewed cryptographic techniques, focusing on data security attacks, challenges, drawbacks, and advantages. In Section 11.5, the most effective cryptographic technique revealed through the results of the research discussed in the previous section will be analysed. Section 11.6 will offer possible solutions and future recommendations for improving data security.




11.2 Objectives of the chapter

The main objectives of this chapter are:


	 To review the cryptographic techniques utilised in various fields, incorporating advanced technologies.


	To compare the reviewed cryptographic techniques based on the proposed methodology, technology used, performance parameters, and related outcomes.

	 To analyse the best cryptographic technique proposed by researchers in the respective field, considering advanced technology.

	 To offer possible recommendations for future improvements to enhance data security.





11.3 Literature review

Cryptography is increasingly securing global data transmission by encrypting information sent from source to destination. However, public key cryptographic techniques are now seen as major vulnerabilities against quantum attacks. Lattice-, quantum-, and identity-based cryptography are considered the best alternatives for achieving optimal security and privacy of sensitive data.


11.3.1 Lattice-based cryptography

Lattice-based cryptography has developed novel standards to provide data security in the presence of quantum computers. It is regarded as one of the best cryptosystems in the modern digital world, surpassing conventional public key cryptosystems. Lattice-based cryptosystems are built on the concept of lattices, which are grids of infinite points and are rooted in the geometry of numbers. These systems include different variants and algebraic structures [6]. Due to the exponential growth of technology, quantum computers, which utilise the principles of quantum physics, are now widely used across the globe, creating a high demand for quantum-resistant alternatives. Lattice cryptography is considered one of the best and most highly advanced cryptosystems, offering security for data transmitted using quantum computers.

In Roy et al. [7], the researchers proposed a three-layered architecture based on lattice cryptosystems, including cloud, fog, and edge computing devices. It includes cipher suites entirely based on lattice-based cryptography. This cryptographic system has been shown to enhance authentication protocols, particularly with advancements in IoT technology. Moreover, it provides data security and privacy, protecting against most well-known security attacks.

In Mohinder Singh and Natarajan [8], a novel authentication protocol was proposed that combines both lattice-based and asymmetric cryptography. This combination of asymmetric and post-quantum cryptography, using AES-GCM and Kyber, enhanced data security during transmission from source to destination. This proposed technique was found to reduce computational costs while offering fast and updated security for healthcare records. However, the research falls short in providing authorised personnel access to eHealth records. Therefore, it is inaccurate to state that the researchers have introduced the best and efficient level of security for healthcare records.

In Gupta et al. [9], researchers proposed a technique called the LAAC protocol, which aims to mitigate quantum attacks on e-healthcare systems. The LAAC protocol provides a provable level of security for data transmission and consists of several phases, including setup, verification, and access control. However, it is inaccurate to say that this research fully addresses resource-limited environments in the face of quantum attacks. Overall, the LAAC protocol shows a 67% improvement in communication efficiency and a 34% reduction in computational cost. Nonetheless, further improvements are needed to achieve more promising results.

In Adeli et al. [10], researchers conducted an analysis of access control and authentication schemes used in e-healthcare systems. Based on this analysis, they proposed a novel scheme to address vulnerabilities, such as smart card theft, desynchronisation, and impersonation. The Saber algorithm, proposed by the researchers, enhances access control and authentication schemes in e-healthcare systems. However, it was found that this algorithm could be further improved to enhance performance, particularly in terms of communication overhead and computational cost.

In Haritha and Anitha [11], the researchers demonstrated interest in ensuring reliable access control to patient data without causing data breaches and loss. They proposed a framework with multilevel security, integrating a blockchain-based smart contract mechanism and the LBAC model, to provide a solution to authorised access control of patient data. The proposed framework was found to maintain data transparency, ensure multilevel access control, uphold data privacy and integrity, enhance the authentication process, and preserve privacy.

In Xu et al. [12], the researchers implemented a public key searchable encryption scheme based on blockchain technology to secure electronic healthcare records. They utilised lattice cryptography to ensure privacy and provide security during the search process. Additionally, this approach prevents compromising keys related to patient and healthcare practitioner data. It was found that this scheme effectively preserves security against public key guessing attacks in quantum environments.

In Al-saggaf et al. [13], the researchers presented a lightweight two-factor user authentication protocol using the PQFC scheme, which incorporates biometric protection within the healthcare ecosystem. The proposed protocol provides mutual authentication, user anonymity, and resistance to all types of tampering attacks without relying on memory or requiring user effort. This scheme was evaluated in terms of storage, communication overhead, and computational cost, and it was found to be completely compatible with IoT applications.



11.3.2 Identity-based cryptography

Identity-based cryptography uses a well-known public string, such as an IP address, domain name, or email address, as the public key for cryptographic operations.

In Farid et al. [14], researchers proposed a framework to introduce cloud computing and IoT into personalised healthcare systems. The framework manages the identity using multimodal encrypted biometric characteristics for authentication. It combines federated and centralised identity access techniques to ensure continuous authentication. The study found that patient data remains encrypted during analysis and processing in the cloud, using homomorphic encryption. This approach helps to ensure complete accuracy in maintaining data privacy and patient security.

In Zhang et al. [15], the researchers demonstrated the impact of identity-based cryptography. This study proposed a scheme using cryptography based on distributed identities, eliminating the need for private key reconstruction by a single party for decryption. The proposed scheme was also proven to be secure under the CCA. It enables patients to encrypt personal healthcare records using only the identity of a department or doctor, with decryption accessible only to associated doctors and departments. A major advantage is that data can be decrypted at the receiver’s end without requiring private key reconstruction.

In Tan et al. [16], researchers discussed how limited outsourcing in healthcare systems has slowed down information sharing and communication among entities. Over time, the introduction of cloud service providers has begun to address this issue. However, the security of e-healthcare records remains incomplete. To address this, the researchers proposed a searchable encryption scheme based on blockchain technology for improved updating and storage of the electronic healthcare records. This scheme ensures dynamic updates, storage immutability, server and user verification, keyword-based searchable functionalities, and confidentiality of outsourced electronic healthcare records. The proposed scheme was found to meet key performance parameters, particularly in immutability, verifiability, and confidentiality. While the results are promising, there is still a need to deploy functionalities such as elliptic curve digital signature verification and searchable encryption with blockchain technology in the healthcare sector soon.

In Bai et al. [17], researchers introduced a healthcare identity framework called Health-zkIDM, based on zero-knowledge proof and fabric blockchain, to resolve the issue of decentralised identity authentication. Previously, patients were unable to share data between two different branches or institutions within the healthcare sector. Health-zkIDM resolves this by securely and transparently verifying and identifying patients’ identities. The proposed system facilitates interaction between patients and healthcare providers and has demonstrated successful performance, particularly in terms of throughput.

In Javed et al. [18], researchers proposed a system inspired by the challenges faced by patients during the COVID-19 pandemic. During this time, telehealth frameworks became essential for supporting patients physically and mentally. However, these frameworks relied on centralised identity management systems that caused interoperability issue for patients. To address this, the researchers proposed a decentralised identity management healthcare system based on the blockchain technology that allows patients and healthcare practitioners to securely authenticate and identify their records across various healthcare domains without failure.

In Sutradhar et al. [19], researchers discussed a system for identity and access management that incorporated OAuth 2.0 and Hyperledger Fabric to facilitate secure user transactions while minimising the risks of unauthorised access and fraud. Hyperledge Fabric ensures scalability, security, and privacy for transmitted sensitive information, while OAuth 2.0 authorises only trusted third-party systems to access specific healthcare data. The main advantage of this proposed system is its ability to handle large volumes of data across the fabric network. Moreover, the system provides enhanced security through the role-based authorisation for both patients and healthcare practitioners.

In Rao and Naganjaneyulu [20], an investigation was conducted to discover key aspects of signcryption, an identity-based cryptosystem. The researchers discussed the security of electronic healthcare records during information exchange across different domains within a particular healthcare institution. The study ensured a secure information exchange by preserving the third-party trust over sensitive patient data. The performance of this study was measured in terms of transaction throughput, query transaction, transaction latency, and read latency.



11.3.3 Visual-based cryptography

Visual-based cryptography refers to a kind of cryptography that helps to provide effective solutions for problems related to the human senses. While cryptography is steadily advancing to build trust and secure services across the digital world, it still needs development to improve the security of interactions between machines and users [21]. Therefore, researchers are focused on leveraging human capabilities and enhanced senses in cryptographic processes, a field known as visual cryptography. Some of the key research related to visual-based cryptography is discussed below.

In Halunen and Latvala [22], the researchers proposed a secure system for medication administration to prevent errors that pose health risks to hospitals and patients. This system is entirely based on QR code scanners, allowing patients to retrieve their sensitive information without failure using just a QR code. A key advantage of this approach is that it does not require internet. The main objective of this study is to reduce the need for counter staff in hospitals while ensuring that the correct medication is administered to the right patient. It was found that this system can be easily implemented using basic smartphones with minimal computer power.

In Khan et al. [23], the study discussed and presented a framework called SMSH, which focuses on secure surveillance systems for healthcare by recording videos and encrypting images on servers, utilising IoT technology. The researchers proposed a system divided into two phases: detecting abnormalities and sending alerts to the relevant authorities, and encrypting data by extracting keyframes using encryption algorithms. The system’s performance was evaluated in terms of comparative image security with encryption algorithms, execution time, robustness, storage, timely analysis, transmission cost, and bandwidth.

In Salim et al. [24], the researchers implemented a block-based approach using watermarking based on visual cryptography for effective localisation and detection of image forgery. This study was able to successfully generate secret keys and features using watermarking. Image extraction is performed by creating equally sized blocks using the Walsh transform. The performance was evaluated against various types of geometric and image processing attacks. The proposed approach was found to deliver excellent results, including high image quality.

In Sarosh et al. [25], the study presented a framework to preserve confidentiality and security of images transmitted across multiple e-healthcare systems. In this framework, visual cryptography is implemented using PWLCM, which facilitates the diffusion of image pixels by generating the corresponding keys. The framework’s performance was evaluated based on differential analysis, statistical analysis, entropy analysis, histogram analysis.

In Horng et al. [26], researchers proposed a visual cryptography system that integrates reversible data hiding processes using blockchain technology. The system, named RDHEI, embeds private information into healthcare-related images. The main objectives of this study were to securely embed sensitive information into images and maintain image security using hash values. The system’s performance was evaluated based on embedding rate, timely evaluation of integrity, and integrity checks using hash values. However, it was noted that the system requires further improvements to address future vulnerabilities.

In Castro et al. [27], the proposed system, Secure Fingerprint-Based Authentication Transmission, embeds patients’ electronic healthcare records, encrypted physicians’ fingerprints, and encrypted images to ensure the confidentiality, authenticity, and integrity of sensitive data. The system utilises a hybrid asymmetric cryptography approach, including AES and ECC algorithms. The watermarking process enhances visual security by encrypting medical images using random mapping mechanisms. The system was found to be effective in defending against white-box attacks.

In Zhang et al. [28], the researchers designed a network named MPVCNet to address several issues, including breaches of medical images, privacy concerns related to medical data, and the burden of image transmission. The network utilises visual-based cryptography to share medical images. MPVCNet successfully transmitted data efficiently, ensuring privacy protection and a reduction in performance loss. Further, this research contributes significantly to future advancements and should incorporate more progressive approaches to enhance recognition performances within the network.

In Shah et al. [29], the researchers proposed an algorithm called SPLEX to secure sensitive data using HMACs. The algorithm incorporates an additional layer of blockchain to enhance immutability and transparency in authentication records. This decentralised algorithm enables secure surveillance systems, secure court procedures, secure communication channels, and other e-learning platforms. The researchers demonstrated the algorithm’s superiority by achieving faster processing and enhanced security for digital video content.

In Ping et al. [30], the researchers proposed a two-stage medical image hiding method for securing the healthcare industry. The first stage involves generating a QR code for patient information, followed by embedding the PDI into secret images. However, because reconstructing both the medical images and PDI is crucial, the researchers incorporated these capabilities using a lossless compression technique. This technique enables hiding sensitive medical images within other images, ensuring full retrieval at the receiver’s end. However, the study suggests that while the method shows promising performance, further are needed to enhance the security of medical data.




11.4 Comparative analysis among cryptography techniques


Table 11.1 provides a comparison of lattice, identity-based, and visual-based cryptography in the healthcare sector, based on various parameters such as proposed methodology, technology used, performance, and outcomes.



Table 11.1 Comparative analysis among lattice cryptography, identity-based cryptography, and visual-based cryptography


	Lattice cryptography



	Sr. No.
	Paper title
	Year
	Proposed methodology
	Technology utilised
	Performance parameters
	Output





	
1.


	
A novel secure authentication protocol for eHealth records in cloud with a new key generation method and minimized key exchange [8]


	
2023


	
Secure authentication protocol


	
Kyber network


	
0.3381 milliseconds of computational cost, 2816 bits (2.816 kb) of communication cost and 1162 bits of storage cost.


	
The proposed protocol showed an increase in

communication cost, a decrease in storage cost (10 bits fewer), and a decrease in computational costs (1.50%) as compared to previously existing protocols.





	
2.


	
A Post-Quantum Compliant Authentication Scheme for IoT Healthcare Systems [10]


	
2023


	
SKEBA scheme


	
IoT network


	
55μs (0.055ms) computational cost and 1568 bytes (12.544 kilobits) of communication cost 


	
Least computational cost and highest communication cost found





	
3.


	
Multi-Level Security in healthcare by Integrating Lattice-based access control and blockchain based smart contracts system [11]


	
2023


	
Multilevel security using LBAC model


	
Blockchain-based smart network


	
222.91 milliseconds computation cost in terms of execution time and 120 milliseconds of latency at 300 kbps of throughput


	
Less computational cost and communication overhead as compared to existing systems





	
4.


	
PPSEB: A Postquantum Public-Key Searchable Encryption Scheme on Blockchain for E-Healthcare Scenarios [12]


	
2022


	
PPSEB


	
Blockchain 


	
0.477 seconds (477ms) of computational cost and 300 bytes (2.4 kilobit) of communication cost


	
Least computational and communication cost according to datasets used





	

Identity-based cryptography





	
5.


	
Designing a Block Chain Based Network for the Secure Exchange of Medical Data in Healthcare Systems [20]


	
2024


	
Signcryption for secure exchange of medical information across healthcare institutions


	
Blockchain


	
Latency and throughput


	
Higher latency at 78ms and 85ms for reading and writing as per 100 transactions per second and 80 transactions per second arrival rate, respectively 





	
6.


	
Enhancing identity and access management using Hyperledger Fabric and OAuth 2.0: A block-chain-based approach for security and scalability for healthcare industry [19]


	
2023


	
Identity and access management scheme using OAuth 2.0 and Hyperledger Fabric 


	
Blockchain


	
Security, scalability, deployment complexity


	
High security, high scalability and moderate deployment complexity along with 54ms of average query time and 2272ms of average invoke time for each blockchain network entry





	
7.


	
Health-zkIDM: A Healthcare Identity System Based on Fabric Blockchain and Zero-Knowledge Proof [17]


	
2022


	
Health-zkIDM


	
Blockchain technology


	
Security, storage, and throughput


	
Improved security due to decentralised authentication system; storage depends on the code logic number of operations, and computational resources; and throughput improved by 3 to 5 times by improving communication time





	
8.


	
Blockchain-based healthcare management system with two-side verifiability [16]


	
2022


	
BHMV 


	
Blockchain 


	
Encryption, verifiability at server and user side; storage integrity and dynamic update 


	
Least encryption time, even with large datasets





	

Visual-based cryptography





	
9.


	
Collaborative Blockchain-based Crypto-Efficient Scheme for Protecting Visual Contents [29]


	
2024


	
SPEX (permutation and exclusive OR algorithm based on symmetric cipher)


	
Blockchain


	
Average encoding and verification time as well as storage and security 


	
Total response time is less than others compared to existing frameworks, i.e., 955ms ensuring 13–15 transactions per second, 11–13 seconds of latency along with better confidentiality, authenticity, traceability, integrity, and tamper protection 





	
10.


	
A Medical Image Encryption Scheme for Secure Fingerprint-Based Authenticated Transmission [27]


	
2023


	
Image encryption scheme


	
ECC and AES encryption networks


	
Quality of medical image reconstruction 


	
Quality of medical images are calculated considering peak signal to noise ratio values as 54.947 dB between reconstructed and original medical images along with enhanced security





	
11.


	
Blockchain-based reversible data hiding for securing medical images [26]


	
2021


	
RDHEI 


	
Blockchain technology


	
Image quality 


	
Recovered image quality is seen along with embedding rate of proposed technique is 0.8 bpp for better image encryption using symmetric key 





	
12.


	
SMSH: IoT System With Probabilistic Image Encryption [23]


	
2020


	
Secure surveillance mechanism


	
IoT network


	
Security, storage, transmission cost, bandwidth


	
Faster encryption time along with fewer computational tasks and highly enhanced security









11.5 Result analysis and discussion

In this section, the results from the comparative analysis performed in Section 11.4 are evaluated for all three techniques: lattice, identity-based, and visual-based cryptography. Table 11.2 presents an analysis of previously proposed methodologies using lattice cryptography [8, 10, 11, 12], focusing on computational cost (measured in milliseconds) and communication 



cost (measured in kilobits). A graphical analysis was conducted based on these results to identify gaps and determine the best methodology among those reviewed.



Table 11.2 Result analysis of proposed lattice cryptography frameworks in healthcare practice


	Proposed methodology
	Computation cost (milliseconds)
	Communication cost (kilobit)





	
[8]


	
0.3381


	
2.816





	
[10]


	
0.055


	
12.544





	
[11]


	
222.91


	
300





	
[12]


	
477


	
2.4








Figure 11.1 presents a graphical analysis indicating that Mohinder Singh’s and Natarajan’s [8] proposed methodology demonstrated the best performance, with the lowest computational cost of 0.3381 ms and a communication cost of 2.816 kb. The methodology proposed by Xu et al. [12] introduced a trade-off between computational cost and communication cost, showing an exponential increase in computational cost as communication overhead decreased. While the methodology proposed by Adeli et al. [10] also yielded good results, it did not outperform that of Mohinder Singh’s and Natarajan’s [8] methodology, as it exhibited moderate performance in both computational and communication costs. Further, Haritha and Anitha [11] performed the worst, showing higher computational cost alongside increased communication overhead.
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Figure 11.1 Graphical analysis of proposed lattice cryptography frameworks in the healthcare sector



In Table 11.3, the results for previously proposed identity-based cryptography methodologies [16, 17, 19, 20] are analysed based on communication time and security. The performance of identity-based cryptography is measured using a range of least, moderate, and high. To facilitate graphical analysis, values of −1, 0, and 1 are assigned to represent least, moderate and high performance levels, as shown in Figure 11.2.



Table 11.3 Result analysis of proposed identity-based cryptography frameworks in healthcare practice


	Proposed methodology
	Communication time
	Security





	
[20]


	
Least


	
Moderate 





	
[19]


	
High 


	
High





	
[17]


	
Moderate


	
Moderate





	
[16]


	
Least


	
Least
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Figure 11.2 Graphical analysis of proposed identity-based cryptography frameworks in the healthcare sector



Both the tabular and graphical analyses, presented in Table 11.3 and Figure 11.2, indicate that the methodology proposed by Sutradhar et al. [19] is the most effective among all the methodologies analysed. Further, the Bai et al. and Tan et al. methodologies [17, 16] were found to demonstrate similar performance, with no trade-off between communication time and security. These parameters increase simultaneously, with Bai et al. [17] showing moderate performance, while Tan et al. [16] exhibits the least efficiency.

In Table 11.4, the results of the previously proposed visual-based cryptography methodologies [25, 26, 27, 29] are analysed based on image quality and security. The performance of visual-based cryptography is measured using a scale of least, moderate, and high. Values of −1, 0, and 1 are assigned to represent least, moderate, and high performance, respectively, for graphical analysis, as shown in Figure 11.2.



Table 11.4 Result analysis of proposed visual-based cryptography frameworks in healthcare practice


	Proposed methodology
	Image quality
	Security





	
[29]


	
High


	
High





	
[27]


	
High


	
High





	
[26]


	
High


	
Moderate





	
[25]


	
Least


	
High







Both tabular and graphical analyses, presented in Table 11.4 and Figure 11.3, show that the methodologies presented by Shah et al. [29] and Castro et al. [27] are the most effective, demonstrating high image quality and security, as recognised by reviewers and associated users. Further, Sarosh et al. [25] introduced a trade-off between image quality and security, in which improvements in one led to compromises in the other. Moreover, researchers were unable to achieve improvements in both image quality and security using the methodologies proposed by Horng et al. [26] and Kumar et al. [31].
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Figure 11.3 Graphical analysis of proposed visual-based cryptography frameworks in the healthcare sector





11.6 Possible recommendations

Some possible recommendations regarding the use of cryptography in the healthcare sector are discussed below.


	 Regular quantum risk assessments must be performed to identify potential vulnerabilities that could lead to attacks on quantum computers used for storing patient data and other healthcare-related data.


	Algorithms must be developed and proposed based on the requirements, maintaining a balance between performance, low computational power, minimal memory consumption, and security [32].

	 The selection of appropriate parameters for the practical implementation of cryptographic algorithms should be carefully considered to prevent patient data loss, revenue loss, legal ramifications, and breaches of patient information.

	 Regular meetings must be initiated for stakeholders to keep them informed about vulnerabilities and potential exploitations related to the proposed cryptographic systems.

	 The reviewed cryptography techniques show that most attacks were carried out through the use of keys. Therefore, it is crucial to implement encrypted keys and enhanced access control mechanisms that function effectively on both cryptographic hardware and software [33, 34].

	 Cloud computing faces a critical challenge in ensuring the secure availability of patient data worldwide. Therefore, it is important to implement authentic, confidential, and secure cloud-based services to prevent data leaks or loss. Encryption of patient and healthcare practitioner data must be employed to ensure secure access through cloud services.

	 Advanced firewall systems should be implemented to protect healthcare networks by regularly monitoring suspicious activities, attempts to gain unauthorised access, and communication traffic.

	 Endpoint security measures, such as remote wipe functionalities, device encryption, and antivirus software, can be used to protect individuals, including healthcare practitioners and patients, from cyberthreats, ransomware, and malware.

	 Centralised identity and access management solutions can be deployed to enhance user security by tracking activities and enforcing access control policies.

	 Data redaction and masking techniques can also be used to ensure the privacy of healthcare data during transmission between medical institutions.





1.7 Conclusion

Cryptography ensures data security by encrypting the original data at sender’s end and decrypting it at the receiver’s end. This chapter provides a review and analysis of three types of cryptography: lattice, identity-based, and visual-based cryptography. The results from the reviewed comparisons offer a comprehensive analysis of existing methodologies in terms of computational cost, communication cost, security, communication time, and image quality. The findings suggest that lattice cryptography demonstrated promising performance, with the lowest computational and communication costs. However, identity-based cryptography falls short in in providing both enhanced security and minimal latency or communication time, highlighting a significant research gap in the development of secure identity-based cryptographic frameworks. Visual cryptography has shown that both image quality and security can be maintained simultaneously, offering strong and reliable solutions for securing the healthcare related data. In conclusion, some of the major issues or challenges in cryptographic systems can be feasibly addressed in the future to resolve vulnerabilities and bugs.



Glossary

Advanced encryption standard (AES): An symmetric block cipher algorithm (also known as the Rijndael algorithm), with a block size of 128 bits. It encrypts individual blocks using keys of 128, 192, and 256 bits, and then combines these blocks to form the ciphertext.

Artificial intelligence (AI): Technology that enables computers and machines to simulate human intelligence and problem-solving capabilities.

Chosen ciphertext attack (CCA): A scenario in which the attacker has the ability to choose ciphertexts (Ci) and view their corresponding plaintexts (Pi). This is similar to a chosen plaintext attack but applied to a decryption function instead of the encryption function.

Electronic health record (EHR): A digital version of a patient’s paper chart, providing real-time, patient-centred records that are available instantly and securely to authorised users.

Internet of Things (IoT): A network of interconnected devices and the technology that facilitates communication between these devices and the cloud, as well as between the devices themselves.

Lattice-based access control (LBAC): A complex access control model that governs the interaction between objects (such as resources, computers, and applications) and subjects (such as individuals, groups or organisations) based on predefined security levels and permissions.

Quick response (QR): A type of barcode that can be scanned by a digital device, storing information as a series of pixels arranged in a square grid.
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PUF Physical unclonable function
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JT Junction temperature

Effective TJA Theta junction to ambient

DP Dynamic power

RSA Rivest–Shamir–Adleman

SP Static power

TP Total power

TPC Total power consumption



12.1 Introduction

In today’s digital age, the demand for secure communication and data safety has skyrocketed. As we rely more on interconnected devices, from smartphones to smart home gadgets, ensuring the security of our digital interactions is more crucial than ever. This is where cryptographic systems come into play, providing the necessary tools to protect sensitive information. Among these systems, ECC has emerged as a standout choice because of its ability to offer robust security with relatively small key sizes [1]. This makes ECC an attractive option for a wide range of applications, from mobile devices to large-scale servers. ECC has become a key player in public key cryptography, thanks to its strong security features and efficiency. Unlike traditional cryptographic algorithms, such as RSA, which depend on the difficulty of factoring large numbers, ECC is based on the mathematical properties of elliptic curves over finite fields. This unique approach allows ECC to deliver the same level of security as RSA but with much smaller key sizes. The results reduce computational overhead and lower power consumption, which is a big win for devices for which resources are limited, such as IoT gadgets, smart cards, and mobile applications [2]. The strength of ECC lies in a mathematical challenge known as the ECDLP. Despite extensive research, no efficient method for solving this problem has been found, provided the curve parameters are chosen correctly. This ensures that ECC can offer secure encryption, digital signatures, and key exchange protocols, even as computational power continues to increase. While ECC offers significant advantages in terms of security and efficiency, implementing ECC algorithms on hardware platforms comes with its own set of challenges, particularly concerning power consumption [3]. As devices become smaller and more portable, the energy efficiency of cryptographic operations becomes a critical design consideration. High power consumption not only drains the batteries of mobile devices but also generates heat, which can affect the reliability and performance of the hardware. To address these challenges, researchers and engineers have been exploring various strategies for optimising the power efficiency of ECC implementations. One promising approach is output load capacitance scaling, a technique that leverages the characteristics of digital circuits to reduce power consumption without sacrificing performance or security. Output load capacitance scaling is a method used in digital circuit design to optimise power consumption by adjusting the load capacitance of circuit elements. In simple terms, the power consumed by a digital circuit is influenced by the capacitive load it drives and the square of the supply voltage. By reducing the load capacitance, significant power savings can be achieved. In the context of ECC, output load capacitance scaling can be applied to the various arithmetic operations that make up the cryptographic algorithm, such as point addition and scalar multiplication [4]. By optimising the capacitance associated with these operations, it is possible to lower the overall power consumption of the ECC algorithm, making it more suitable for devices in which energy is at a premium. In Zhao et al. [5], an ECC processor is proposed. The ECC processor has been designed based on Virtex-5 FPGA.



12.2 Existing works

As in Lin et al. [6], using the Virtex-6 FPGA to enhance security, we can employ the ECC algorithm with varying key lengths to encrypt the PUF response. The point multiplication operation is the most computationally intensive aspect of ECC because of its intricate calculations, which significantly impacts the efficiency of encrypting the PUF response. This work [7] focuses on reducing the operation time and the FPGA area of an ECC algorithm using interleaved modular multiplication. To implement an area-time-efficient ECC processor on a FPGA platform, we have developed a bottom-up approach consisting of three interconnected layers [8]. In Al-Khaleel et al. [9], they proposed a high-speed, low-area, simple power analysis (SPA)-resistant FPGA implementation of an ECC processor using unified point addition. In Kumar et al. [10], they made an overview of different strategies for the execution of different cryptography calculations on an FPGA gadget. In Kumar et al. [11], the researchers executed a near examination for the AES encryption process on the FPGA gadget. In Jindal et al. [12], the authors involved the seventh series of the FPGA gadget for the execution of AES encryption. Several implementation efforts are focused on various cryptographic algorithms to enhance security, while FPGA gadgets are used to minimise power consumption. No existing work has focused on minimising power consumption while implementing the ECC algorithm. The primary contribution of this work is the development of a low-power model of the ECC algorithm for hardware security purposes. The hardware used in this study is a Spartan-7 FPGA device, and power optimisation for DES is achieved through capacitance scaling techniques.



12.3 Implementation on Spartan-7

To design a power-efficient hardware model of ECC algorithm, it was implemented on a Spartan-7 FPGA. The implementation process utilises various FPGA resources, including LUT, FF, IO, and BUFG. The implementation process used 142 LUT, 138 FF, 116 IO, and 1 BUFG, as shown in Figure 12.1.


[image: Flowchart for Traditonal RSA]


Figure 12.1 Resource utilisation for ECC implementation





12.4 Power analysis

To calculate the device’s power, add SP and DP [TP = SP + DP]. The DP is further calculated by adding the IO, signals, and logic power. The power is calculated for various output load capacitance values. As the capacitance values change, the power as well as other parameters, such as TM and JT, also vary. There is no change observed in the effective TJA. It is constant for all the clock cycles (2.7 ̊C/W). With the increase in capacitance values, the JT increases while the TM decreases.


12.4.1 Power analysis at 0pf

When the capacitance value at output load is 0pf, the SP observed is 0.099 W, while the DP observed is 1.308 W. Adding SP and DP, the TP for 0pf is 1.408 W. The TPC for 0pf is shown in Figure 12.2.


[image: Tradtional RSA simulation results]


Figure 12.2 TPC at 0pf





12.4.2 Power analysis at 10pf

When the capacitance value at output load is 10pf, the SP observed is 0.100 W, while the DP observed is 1.521 W. Adding SP and DP, the TP for 0pf is 1.621 W. The TPC for 10pf is shown in Figure 12.3.


[image: Power consumption and tempratures results of Traditional RSA using Genesys board]


Figure 12.3 TPC at 10pf





12.4.3 Power analysis at 20pf

When the capacitance value at output load is 20pf, the SP observed is 0.100 W, while the DP observed is 1.734 W. Adding SP and DP, the TP for 20pf is 1.835 W. The TPC for 20pf is shown in Figure 12.4.


[image: Hardware Utilization results of Traditional RSA using Genesys board]


Figure 12.4 TPC at 20pf





12.4.4 Power analysis at 30pf

When the capacitance value at output load is 30pf, the SP observed is 0.101 W, while the DP observed is 1.948 W. Adding SP and DP, the TP for 30pf is 2.048 W. The TPC for 30pf is shown in Figure 12.5.


[image: Power consumption and tempratures results of Traditional RSA using Kintex Board]


Figure 12.5 TPC at 30pf





12.4.5 Power analysis at 50pf

When the capacitance value at output load is 50pf, the SP observed is 0.102 W, while the DP observed is 2.374 W. Adding SP and DP, the TP for 50pf is 2.475 W. The TPC for 50pf is shown in Figure 12.6.


[image: Hardware Utilization results of Traditional RSA using Kntex board]


Figure 12.6 TPC at 50pf





12.4.6 TP analysis

From 12.4.1–12.4.6, it is observed that as the output load capacitance increases, the TPC also increases. The SP does not change much, while the DP increases with the rise in capacitance value. Hence, the TP also increases. The total on-chips power analysis for the ECC implementation on Spartan-7 is described in Table 12.1 and Figure 12.7.



Table 12.1 Total on-chips power analysis


	Capacitance value
	SP (W)
	DP (W)
	TP(W)





	
0pf


	
0.099


	
1.308


	
1.408





	
10pf


	
0.100


	
1.521


	
1.621





	
20pf


	
0.100


	
1.734


	
1.835





	
30pf


	
0.101


	
1.948


	
2.048





	
50pf


	
0.102


	
2.374


	
2.475
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Figure 12.7 Total on-chips power analysis






12.5 Conclusion

At a time when new technologies are being developed on a daily basis, the need for data privacy and security is a major concern. By integrating cryptographic algorithms with the data, security can be provided. This chapter provides insight into hardware security methods for protecting data. The development of a low-power, data-secured model was discussed in this chapter. The ECC algorithm was implemented on a FPGA device for data security. A Spartan-7 device was used for the implementation. The power consumption was improved by using the output load capacitance method. It was observed that the hardware model’s power increases with the capacitance value. There is an increase of 75.78% of absolute power (TP) when the capacitance value rises from 0pf to 50pf.



12.6 Future Scope

In this work, we used a capacitance scaling technique to optimise the power of ECC implementation on a Spartan-7 FPGA device. There are several other power-efficient methodologies, such as voltage scaling, frequency scaling, and IO standards, that can also be used to promote the ethics of green communication. Also, with advancements in machine learning and artificial intelligence (AI) techniques, we can also design an AI-enabled power efficient encryption standard using FPGA devices.



Glossary

Capacitance scaling: A technique used to optimise power consumption in digital circuits by adjusting the load capacitance, which can lead to significant energy savings without compromising performance.

Dynamic power (DP): The power consumed during the active operation of a digital circuit caused by charging and discharging capacitive loads. Dynamic power is influenced by factors such as capacitance, voltage, and switching frequency.

Elliptic curve cryptography (ECC): A type of public key cryptography based on the algebraic structure of elliptic curves over finite fields, known for providing strong security with smaller key sizes compared to other cryptographic systems, such as RSA.

Field programmable gate array (FPGA): A reprogrammable silicon chip that allows designers to create custom hardware functionality. It is widely used in various applications for implementing complex algorithms, including cryptographic operations.

Physical unclonable function (PUF): A security feature that leverages the inherent manufacturing variability of semiconductor devices to produce a unique and tamper-evident response; often used for authentication and secure key storage.

Look-up table (LUT): A fundamental building block in FPGAs used to implement logical functions. LUTs store precomputed output values for all possible input combinations, enabling efficient digital logic design.

Scalar multiplication: The core operation in ECC, involving the repeated addition of a point on an elliptic curve, which is computationally intensive and crucial for ECC’s security.

Static power (SP): The power consumed by a digital circuit when it is idle, primarily due to leakage currents. Reducing static power is crucial for low-power applications, especially in portable devices.
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13.1 Introduction

As we move through the digital revolution, data security has become a top priority for people, companies, and nation–states. With technology permeating every aspect of our lives and data growing at an unprecedented rate, keeping our valuable information safe has become extremely difficult. To address these challenges, there is a need to intensify security robustness. Later in this chapter, we will explore this further by introducing the concept of grid cryptography.

Before that, let’s briefly understand how cyberthreats work, increasing in both complexity and surface damage.


13.1.1 Traditional threats for sophisticated malware

The emergence of cyberthreats can be traced back to the early days of computing, when viruses and worms propagated through networks. Over time, these relatively simple threats have evolved into highly sophisticated forms, with malware as the root cause. Traditional viruses have given way to polymorphic malware, which is able to change its code to avoid detection. Zero-day exploits, which target vulnerabilities unknown to software vendors, represent a constant threat and underscore the need for proactive defence strategies.



13.1.2 The rise of social engineering and phishing

As technological advances strengthen digital defences, cybercriminals have adapted by exploiting the human factor. Social engineering, a tactic that manipulates individuals into revealing confidential information, has become a prominent avenue for attackers. Often initiated through fraudulent emails or websites, phishing attacks use psychological manipulation to trick users into revealing sensitive data. The development of these tactics requires not only technological safeguards but also user education and awareness programs [1].



13.1.3 The menace of ransomware

In recent years, ransomware has emerged as a significant and lucrative cyberthreat. Cybercriminals deploy malicious applications to encrypt an individual’s or organisation’s data, demanding a ransom for its release. The advancement of ransomware attacks, including the use of RaaS models, has escalated the scale and impact of these incidents. The targeting of critical infrastructure, such as the healthcare sector, has raised worries about the probable widespread destruction and harm [2].



13.1.4 APTs

APTs represent a category of cyberthreats characterised by their sophistication, persistence, and often, nation–state sponsorship. APTs involve a prolonged and targeted approach, with attackers gaining unauthorised access to networks for intelligence gathering or sabotage. The evolution of APTs includes tactics such as lateral movement within networks, privilege escalation, and the use of custom-designed malware. Identifying and mitigating APTs requires advanced threat intelligence and proactive defence strategies.



13.1.5 Weaponisation of AI

As defensive technologies advance, cybercriminals are leveraging AI to enhance the effectiveness of their attacks [3]. Machine learning algorithms are employed to analyse patterns, adapt attack vectors, and evade conventional safety measures. The weaponisation of AI introduces a new dimension to cyberthreats, requiring cybersecurity professionals to develop AI-driven defences that can keep pace with evolving attack methodologies.

Information security researchers and hackers have been racing since the dawn of the information technology age. Cyberthreats are rapidly evolving alongside technological advancements. Malware has become more advanced, with APTs and AI-powered attacks posing significant challenges. To fight these threats, companies need to adopt a comprehensive and adaptable cybersecurity strategy. Collaboration, real-time threat intelligence, and proactive defence measures are crucial in this ongoing battle to guard against the ever-growing manoeuvres of hackers and cybercriminals.

Several encryption algorithms are widely used today to secure information networks. The selection of algorithms relies on considerations such as the extent of security needed, computational capability, and industry standards. The following are some of the prominent encryption algorithms in use [4, 5].


13.1.5.1 AES

AES, recognised as the standard by NIST, is a symmetric encryption algorithm designed to operate on fixed-size data blocks. It offers compatibility for key lengths of 192, or 256 bits. AES finds widespread usage in securing various applications such as data storage, VPNs, Wi-Fi networks, and secure communication protocols [6, 7].


13.1.5.1.1 General applications

AES is extensively used in numerous applications, including securing data at rest, VPNs, Wi-Fi networks, and secure communication protocols.




13.1.5.2 RSA

RSA is an asymmetric encryption algorithm rooted in prime number mathematics that uses a couple of related public and private keys for encryption and decryption purposes. Commonly employed for securing communication channels and digital signatures, RSA is often seen in securing email communication, digital signatures, and facilitating key exchange in secure communication protocols.



13.1.5.3 ECC

ECC another asymmetric encryption algorithm, harnesses elliptic curve mathematics over finite fields to deliver robust security with shorter key lengths in comparison to conventional asymmetric algorithms such as RSA. ECC is increasingly favoured in applications prioritising resource efficiency, such as in IoT devices and mobile communication.


13.1.5.3.1 General applications

ECC is gaining popularity in applications for which resource efficiency, such as bandwidth and computational power, is critical, such as in IoT devices and mobile communication. The representation of a two-dimensional lattice cryptography algorithm structure is shown in Figure 13.1.


[image: Depiction of 2-D Lattice; A visual representation of a 2-dimensional lattice structure used in lattice-based cryptography.]


Figure 13.1 Depiction of two-dimensional lattice






13.1.5.4 3DES

3DES is a symmetric encryption algorithm that applies DES to each data block three times. Although less efficient compared to AES, 3DES persists in legacy systems and certain applications, particularly in financial transactions and systems requiring backward compatibility.


13.1.5.4.1 General applications

3DES is employed in legacy systems for compatibility reasons and sometimes in financial transactions.




13.1.5.5 Blowfish and Twofish

Blowfish and its successor Twofish are symmetric block ciphers known for their rapid encryption and decryption capabilities. They are frequently utilised in various applications, including secure communications and file encryption.


13.1.5.5.1 General applications

Blowfish and Twofish are used in various applications, including secure communications and file encryption.




13.1.5.6 ChaCha20

ChaCha20, a symmetric encryption algorithm, prioritises security and performance, especially in software implementations, often serving as a stream cipher.


13.1.5.6.1 General applications

ChaCha20 is employed in various applications, including secure messaging protocols such as signal and in some VPN implementations.




13.1.5.7 Diffie-Hellman key exchange

Diffie-Hellman key exchange, facilitates secure key exchange over untrusted networks without the need to directly exchange the secret key.


13.1.5.7.1 General applications

Diffie-Hellman is extensively used in key exchange protocols, notably in establishing secure connections in HTTPS.




13.1.5.8 Quantum-safe cryptography

With the rise of quantum computing, ongoing research focuses on quantum safety. Algorithms such as lattice-based and hash-based cryptography are being explored to withstand attacks by quantum computers.


13.1.5.8.1 General applications

Quantum-safe cryptography emerges as a forward-looking area of research, ensuring security in a post-quantum computing era [3, 8].






13.2 Lattice-based cryptography


13.2.1 Lattice structures

Lattice structures are fundamentally mathematical objects at their core that play a major part in lattice-based cryptography. These structures are essentially sets of points in space arranged periodically and regularly. The lattice-based cryptographic systems leverage the hardness of certain problems associated with these structures, making them resistant to classical and quantum attacks. In this section, we will dive into the key concepts related to lattice structures, including lattice definitions, basis vectors, and lattice reduction algorithms [9]. A lattice can be explained as an infinite set of points in n-dimensional space [10] (A lattice Λ in Z
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Lattice problems serve an essential role in the domain of lattice-based cryptography, offering a rich source of computational complexity that forms the foundation for various cryptographic protocols. This section delves into two fundamental NP-hard problems relevant to lattices [10, 11] – the shortest vector problem (SVP) and the closest vector problem (CVP) – exploring their variants, algorithmic solutions, and implications in cryptographic applications.


13.2.1.1 SVP

The SVP seeks to solve for the shortest vector within a given lattice, and its significance lies in its complexity, especially for high-dimensional lattices. Variants of SVP include unique SVP and shortest independent vectors problem (SIVP) [11].
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13.2.1.2 Unique SVP

The unique short vector problem (USVP) is a fundamental challenge in lattice-based cryptography in which the objective is to find the shortest non- zero lattice vector that is unique within a certain distance.
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Unlike the closely related shortest vector problem (SVP), which concentrates on finding any shortest vector in a lattice, the USVP seeks a specific shortest vector within a given radius. This problem serves to be crucial in the security analysis of cryptographic schemes based on lattice assumptions, such as lattice-based encryption and digital signatures. Solving the USVP efficiently is essential for assessing the security of these schemes, as it directly impacts their resistance against known attacks. However, finding efficient algorithms to solve the USVP remains a significant research area in cryptography, as it poses computational challenges with consequences for the design of secure cryptographic systems.

Lemma 2.1, as articulated in ([GG00]), can be expressed as follows: Let v denote a vector in R

n
 such that ||v|| ≤ d


If w is a point selected at random from a ball of radius d√n centred at the origin, then there exists a probability δ > 0 such that |k−w|−|v| ≤ d√n. [12]



13.2.1.3 Babai’s closest vertex algorithm

Babai’s algorithm provides a practical solution to the CVP when lattice basis vectors are sufficiently orthogonal. The algorithm expresses a vector “w” as a combination of the lattice basis vectors, adjusting coefficients to the nearest integers [4].
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13.2.1.4 Approximation variants

Lattice-based cryptography introduces approximation variants denoted by an additional parameter representing the approximation factor. Examples include SVP, in which the target is to search and extract a vector v in the lattice such that its Euclidean norm is within a certain factor [13, 14].
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The NP-hard nature of lattice problems, combined with their diverse variations and algorithmic solutions, underscores their critical role in lattice-based cryptography. A comprehensive understanding of these challenges is essential for the development of secure cryptographic systems and is relevant in both classical and quantum computing environments.




13.2.2 Lattice-based encryption algorithms

One of the primary motivations behind exploring lattice-based systems is the necessity for cryptographic systems built upon diverse mathematical problems, offering resilience against potential attacks. Additionally, lattice-based encryption offers notable advantages over traditional factorisation or discrete logarithm-based systems. These advantages include resistance against quantum attacks, efficient key generation, and strong security guarantees based on well-established hardness assumptions in lattice theory. Furthermore, lattice-based systems exhibit faster performance compared to factorisation or discrete logarithm-based alternatives LWE [9].


13.2.2.1 LWE

LWE is a fundamental problem in cryptography pertaining to lattices, which forms the basis for various encryption schemes and cryptographic primitives. LWE encryption offers strong security guarantees relying on the complexity of solving specific lattice problems, making it resistant against both classical and quantum attacks. This section provides a detailed exploration of LWE encryption, including its underlying principles, security properties, and practical applications.


13.2.2.1.1 Principles of LWE encryption

At the core of LWE encryption lies the LWE problem, which involves finding a secret vector s given noisy linear equations of the form [13].

The secret key is “s,” “e” is a small noise term sampled from a discrete Gaussian distribution, and “b” is the result of the inner product modulo some integer “q”.

The challenge in LWE lies in recovering the secret s from a set of noisy equations (a
1
, b
1), (a
2
, b
2), . . . , (a

n

, b

n
), where n is the number of equations.



13.2.2.1.2 Typical problem based on LWE encryption

Consider the following scenario:

John wants to securely send a message to Jack over an insecure communication channel. To achieve this, they decide to use LWE encryption. Here’s how the encryption and decryption process works.


	a. Key generation: John generates a secret key s and a random matrix A whose rows are chosen constantly at random from a lattice.

	b. Encryption: To encrypt the message m, John computes the ciphertext c using Equation 6.





c = A · s + eq …(6)

where e is a noise vector taken from a discrete Gaussian distribution.


	c. Decryption: Upon receiving the ciphertext c, Jack uses his knowledge of the secret key s to recover the original message m.








13.3 Implementation of lattice-based ECC algorithm on FPGA

FPGAs [6, 7] represent a class of integrated circuits renowned for their post-manufacturing configurability. Unlike ASICs, which are tailored to specific applications during fabrication, FPGAs offer users the flexibility to define their logic functionality after production. At the core of an FPGA lies its architecture, comprising CLBs, programmable interconnects, and IOBs. CLBs serve as the fundamental building blocks, housing LEs, multiplexers, and flip-flops. LEs primarily consist of LUTs for implementing combinatorial logic functions and flip-flops for sequential logic. Multiplexers facilitate signal routing within CLBs, while flip-flops enable state storage and sequential operations. The programmable interconnect network forms the backbone of an FPGA, facilitating signal routing between CLBs and other components. This network comprises configurable switching matrices that enable users to establish connections dynamically, allowing for the flexible interconnection of LEs throughout the device. IOBs provide the interface between the FPGA and external devices, supporting various standards and protocols for data input and output. These blocks enable seamless integration of the FPGA into larger systems, facilitating communication with peripheral devices and external interfaces. Programming an FPGA typically involves using HDLs such as Verilog or VHDL. Designers describe the desired circuit response at a higher level of abstraction, which is then synthesised into a netlist representation optimised for the target FPGA architecture. The design flow includes steps such as design entry, synthesis, placement and routing, and configuration, culminating in the programming of the FPGA with the generated bitstream. FPGAs offer several advantages over traditional ASICs, including flexibility, performance, customisation, and time-to-market. Their reconfigurability enables rapid prototyping and iteration, while their high-speed operation and parallel processing capabilities make them suitable for real-time applications requiring low latency. Additionally, users have fine-grained control over logic implementation, allowing for optimisation tailored to specific requirements and accelerating development cycles. Applications of FPGAs span diverse domains, including signal processing, communication systems, embedded systems, high-performance computing, and networking. They find use in tasks such as digital signal processing, wireless communication, motor control, scientific computing, packet processing, and security acceleration [13, 14].

An overview of FPGA representation is shown in Figure 13.2. We selected Kintex Ultra Scale + 16nm. The Kintex UltraScale+ family is a series of FPGAs developed by Xilinx.


[image: Representation of FPGAs; A schematic diagram illustrating the architecture and components of Field Programmable Gate Arrays (FPGAs).]


Figure 13.2 Representation of FPGAs



Vivado is a comprehensive design environment developed by Xilinx for FPGA and system-on-chip (SoC) development. It serves as a powerful tool for designing, implementing, and verifying complex digital systems targeting Xilinx FPGAs and SoCs. Vivado packs a large number of features and extensions tailored to meet the needs of FPGA designers, from initial design entry to final implementation and optimisation. Vivado supports multiple HDLs, including Verilog, VHDL, and System Verilog, allowing designers to choose the language that best suits their needs. Design entry can be done either graphically using block diagrams and schematic editors or textually using code editors, providing flexibility and accommodating different design methodologies. We have chosen Verilog for our language requirements because of its properties including simulation support, concurrent execution, and structural modelling. Verilog is an HDL that is used extensively in the prototyping and verification of digital circuits and applications. Originally built by Gateway Design Automation in the 1980s, Verilog has become one of the most widely used languages in the field of electronic design automation (EDA) [15]. It is standardised as IEEE 1364 and has seen several revisions over the years, with Verilog-2001 and Verilog-2005 being significant updates.



13.4 Results and discussions


13.4.1 Resource utilisation

In our application of the ECC algorithm on the Kintex UltraScale+ 16nm FPGA, we observed resource utilisations as follows: Only 0.29% of the available LUTs and 0.14% of flip-flops (FF) were utilised. LUTs serve as basic LEs, while FFs are used for storing state information and implementing sequential logic. The FPGA resource utilisation is shown in Figure 13.3.


[image: Table and Graph of Resource Utilization; A table and accompanying graph detailing the resource utilization of the ECC algorithm on the Kintex UltraScale+ FPGA, showing percentages of utilized LUTs, FFs, IO resources, and BUFGs.]


Figure 13.3 Table and graph of resource utilisation



This indicates that the ECC algorithm does not heavily rely on complex logic or sequential operations within the FPGA fabric. However, a significant portion of input/output (IO) resources, comprising 34.42%, was utilised, suggesting a substantial need for interfacing with external devices or handling data input/output operations. Furthermore, 3.13% of the available BUFGs (clock buffers) were utilised, indicating the requirement for synchronous operation and proper clock signal management within the ECC algorithm implementation. Overall, these resource utilisation figures provide insights into the nature and characteristics of the ECC algorithm’s implementation on the Kintex UltraScale+ FPGA, highlighting its efficient utilisation of logic, state storage, IO, and clocking resources [9, 16].



13.4.2 Total power consumption

In conjunction with our exploration of resource utilisation, we meticulously monitored the power statistics during the execution of the ECC algorithm on the Kintex UltraScale+ 16nm FPGA. Our analysis yielded the following power consumption metrics [8, 11].


	 
Total on-chip power: Recorded at 1.408 W, this metric represents the aggregate power consumption of the FPGA during the operation of the ECC algorithm. It works as a fundamental signal of the energy utilisation profile within the device. The total power consumption is shown in Figure 13.4.

	 
Junction temperature: Registered at 28.8°C, this parameter denotes the temperature at the junction of the FPGA. It provides insights into the thermal behaviour of the device during operation.

	 
Thermal margin: With a value of 56.2°C (20.5 W), this metric indicates the thermal headroom available within the FPGA. It represents the difference between the current junction temperature and the maximum permissible temperature limit, providing a safety margin for thermal management.

	 
Effective OJA (JA): Calculated at 2.7°C/W, this parameter quantifies the thermal resistance of the FPGA package. It defines the rate at which heat dissipates from the junction to the ambient environment, influencing the device’s thermal performance.

	 
Power supplied to off-chip devices: Notably, no power was supplied to off-chip devices, indicating that all power consumption was confined within the FPGA itself.





[image: Total Power Consumption; A chart displaying the total power consumption metrics of the ECC algorithm on the Kintex UltraScale+ FPGA, including total on-chip power and junction temperature measurements.]


Figure 13.4 Total power consumption






13.5 Conclusion

Our work has delved into lattice-based encryption schemes, particularly focusing on the implementation of lattice-based ECC algorithms on FPGA. Through our research, we have contributed to the advancement of practical applications of lattice-based cryptography, specifically in the domain of hardware implementation. By implementing lattice-based ECC algorithms on FPGA, we have demonstrated the feasibility and efficiency of utilising these schemes in real-world scenarios. Our findings underscore the potential of lattice-based cryptography as a robust alternative for public key cryptography, especially in the context of post-quantum security concerns. Furthermore, our work adds to the growing body of literature exploring FPGA-based implementations of cryptographic algorithms, paving the way for future research and development in this field. As the NIST standardisation process progresses, our contributions stand poised to inform and potentially influence the adoption of lattice-based cryptographic solutions in practical systems.



Glossary

Triple data encryption standard (3DES): An encryption algorithm that applies the DES cipher three times to each data block. It enhances the security of DES by increasing the key length and the number of encryption steps.

Advanced encryption standard (AES): A symmetric encryption algorithm recognised as a standard by NIST. It is designed to operate on fixed-size data blocks and offers key lengths of 128, 192, or 256 bits. AES is widely used in data storage, VPNs, Wi-Fi networks, and secure communication protocols.

Artificial intelligence (AI): The simulation of human intelligence in machines. In cybersecurity, AI is leveraged by cybercriminals to enhance attack effectiveness and by defenders to develop AI-driven defences against evolving threats.

Advanced persistent threats (APTs): A category of cyberthreats characterised by their sophistication, persistence, and often nation–state sponsorship. APTs involve prolonged and targeted attacks aimed at intelligence gathering or sabotage, using tactics such as lateral movement within networks and privilege escalation.

Application-specific integrated circuits (ASICs): Integrated circuits tailored to specific applications during fabrication. Unlike FPGAs, which can be configured post-manufacturing, ASICs are fixed in their functionality once produced.

Configurable logic blocks (CLBs): The fundamental building blocks of an FPGA, housing LEs, multiplexers, and flip-flops. CLBs enable the implementation of combinatorial and sequential logic functions.

Digital signature algorithm (DSA): An algorithm used for generating a digital signature, which is a mathematical scheme for verifying the authenticity and integrity of a message or document.

Elliptic curve cryptography (ECC): An asymmetric encryption algorithm that uses elliptic curve mathematics over finite fields. ECC provides robust security with shorter key lengths compared to traditional algorithms such as RSA, making it suitable for IoT devices and mobile communication.

Field programmable gate array (FPGA): A class of integrated circuits known for their post-manufacturing configurability. FPGAs consist of CLBs, programmable interconnects, and IOBs. They are used in various applications for rapid prototyping, high-speed operation, and parallel processing.

Hardware description language (HDL): A specialised computer language used to describe the structure, design, and operation of electronic circuits and most commonly used for programmable logic devices such as FPGAs and ASICs.

Input/output blocks (IOBs): Components of an FPGA that interface with external devices, supporting various standards and protocols for data input and output. IOBs facilitate communication between the FPGA and peripheral devices or external interfaces.

Internet of Things (IoT): A network of interconnected devices embedded with sensors, software, and other technologies to connect and exchange data with other devices and systems over the internet.

Logic elements (LEs): Components within the CLBs of an FPGA, consisting of LUTs for combinatorial logic and flip-flops for sequential logic. LEs are essential for implementing logic functions in FPGAs.

Look-up tables (LUTs): Elements of logic within FPGAs used to implement combinatorial logic functions. LUTs are part of the LEs housed in CLBs.

Learning with errors (LWE): A problem in lattice-based cryptography that forms the basis for various encryption schemes and cryptographic primitives. LWE encryption offers strong security guarantees against classical and quantum attacks by relying on the complexity of solving specific lattice problems.

National Institute of Standards and Technology (NIST): A US federal agency that develops and promotes measurement standards, including cryptographic standards such as the AES.

Rivest–Shamir–Adleman (RSA): An asymmetric encryption algorithm based on prime number mathematics. RSA uses a pair of related public and private keys for encryption and decryption and is commonly used for secure communication and digital signatures.

Ransomware-as-a-service (RaaS): A business model in the cybercriminal ecosystem in which ransomware developers lease their malware to other criminals, who then deploy it in attacks. This model has escalated the scale and impact of ransomware incidents.

Virtual private network (VPN): A technology that creates a secure and encrypted connection over a less secure network, such as the internet. VPNs are commonly used to protect data transmission and maintain privacy online.
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Abbreviations

AEC Authenticated encryption cookies

AES Advanced encryption standards

AI Artificial intelligence

DES Data encryption standards

ECC Elliptic curve cryptography

FTK Forensic toolkit

HSID HTTP session identifier

NID Network identifier

RSA Rivest–Shamir–Adleman

SAPISID Secure authenticated persistent identifier session identifier

SID Session identifier

SSID Secure session identifier

SIDCC Secure identifier cookie code



14.1 Introduction

Simple cryptography techniques, such as AES, DES, RSA, ECC, and Blowfish, increase the cybersecurity of data by encrypting it. But, for cyberforensic investigators, it is easier to extract evidence from plaintext than from encrypted text. Therefore, cryptography techniques increase the complexity of digital forensics. Whether data is in transit at rest, it is encrypted with a user’s key, making it inaccessible to forensic investigation teams unless the key is broken [1]. Other forms of cryptographic techniques, including digital signatures and hashing algorithms, help to verify the integrity of digital evidence during cyberforensic investigation, acting as enablers. Other forms of cryptographic algorithms, such as TLS and SSL, protect digital evidence during transmission on networks. Cryptography enables cyberforensic investigators to secure and verify digital evidence through digital signatures, hashing, securing evidence transmission, securing chain of custody, and hiding. At the same time, cryptography challenges cyberforensic investigators who urgently need to crack hash and encryption keys and extract hidden messages. Cryptographic evidence has a legal admissibility in the jurisdiction of the court. This cryptographic evidence requires expert testimony to prove the decryption process was authentic. Detailed reports that include cryptographic analysis and findings are crucial for legal proceedings. The cyberforensic investigator uses multiple tools with cryptographic functionalities, such as EnCase, FTK, Hashcat, TrueCrypt, and VeraCrypt. EnCase supports the analysis of encrypted data. The FTK tool has features for both decryption and password cracking. Hashcat is one of the most popular password recovery tools. Both TrueCrypt and VeraCrypt have the power to decrypt. There are many other cryptography techniques used for forensics, including key recovery, secure chain of custody, secure transit of evidence, digital signatures, and hash cracking, as shown in Figure 14.1.


[image: There are many other applications of cryptography in Forensics like Key Recovery, Secure Chain of Custody, Secure Transit of Evidence, Digital Signature, and Hash Cracking as shown in Fig. 14.1. ]


Figure 14.1 Cryptography in digital forensics



In Section 14.2, we discuss encryption and decryption in digital forensics. In Section 14.3, we discuss the role of cryptography in authentication and data integrity during forensic investigation. In Section 14.4, we discuss cryptography in secure evidence collection and preserving chain of custody in digital forensics. In Section 14.5, we explore steganography. In Section 14.6, we conclude our findings. And in Section 14.7, we discuss the future scope of cryptography in digital forensics.



14.2 Encryption and decryption in forensics

The most popular method of protecting data across multiple devices and data storage solutions is encryption. The most challenging task of digital forensics is decrypting data. Cyberforensic investigators need to acquire specialised techniques or obtain legal permission to decrypt data. In Shin et al. [2], researchers proposed a certificate injection-based TLS traffic analysis forensic model to analyse the encrypted traffic between an AI speaker and the cloud. Forensic investigators use techniques such as brute-force attacks, cryptoanalysis, and key recovery to decrypt data to access evidence, as shown in Figure 14.2.


[image: Forensic investigators use techniques such as Brute-force attacks, cryptanalysis, and key recovery to decrypt data to access evidence as shown in Fig. 14.2.]


Figure 14.2 Techniques to decrypt to get digital evidence



The brute-force approach uses all possible keys or passphrases until the correct one is found. The cryptoanalysis approach uses weaknesses in encryption algorithms to break encryption. The most effective approach is key recovery, in which encryption keys are obtained by using a legal order, finding them stored on the device, or using vulnerabilities in hardware.



14.3 Cryptography in data integrity and authenticity during digital forensics

In Shankar et al. [3], researchers proposed a scheme that utilises an asymmetric key cryptosystem and the user’s biometric credentials to generate keys for digital signatures. These digital signatures are used to sign all documents, ensuring their authenticity and that they have not been tampered with. The cyberforensic investigator used these digital signatures to verify the authenticity and integrity of documents to be used as digital evidence. Hashing is a cryptographic method used to create a unique digital fingerprint of an entity, ensuring the integrity and authenticity of digital evidence during the collection and analysis phases of digital forensic investigation conducted by cyberforensic investigators [4]. The most commonly used tool for generating hashes is HashMyFiles. The hashes shown in Figure 14.3 were created using HashMyFiles.


[image: The most popular tool used to generate hash is HashMyFiles. Using this tool, we are generating the hash of Fig. 14.1 as shown in Fig. 14.3.]


Figure 14.3 Hash generation in HashMyFile





14.4 Cryptography in evidence collection and chain of custody

Handling digital evidence is a complex and multifaceted process, as it gives critical evidentiary information in an unquestionable way that is admissible to the court [5]. When digital evidence is transmitted over networks from the investigator’s device to the central repository of the investigation agency, cryptographic protocols, such as SSL or TLS, ensure that data is protected against tampering or alteration. To preserve the integrity of digital evidence, cryptographic methods help to maintain a chain of custody. In this case, we investigated our internet surfing. Specifically, we used Google Scholar in the Chrome browser to find relevant papers for a literature review and observed the following cookies in Chrome’s cookie manager: AEC, APISID, GSP, HSID, NID, SAPISID, SEARCH_SAMESITE, SID, SIDCC, and SSID. Values for all of these cookies are not in plaintext but in encrypted text or hash values, as shown in Figure 14.4. So, we may conclude that cryptography is omnipresent in today’s digital world. Whenever we investigate any digital event, we have to take care of cryptography in the digital forensic investigation.


[image: Figure 14.4, we have taken as a case study of the investigation of our internet surfing, today we explore only Google Scholar in Chrome Browser to find related papers for literature review and we see the following cookies in Chrome cookies manager as Authenticated Encryption Cookies (AEC), APISID, GSP, Hyper Text Transport Protocol (HTTP) Session Identifier (HSID), Network Identifier (NID), SAPISID(Secure Authenticated Persistent Identifier SID), SEARCH_SAMESITE, Session Identifier (SID), SIDCC (Secure Identifier Cookie Code) and Secure Session Identifier (SSID). Values of all these cookies are stored not in plain text but in encrypted form or hash value.]


Figure 14.4 Cookies in ciphertext





14.5 Steganography and password cracking in digital forensics

For cyberforensic experts, the detection of steganography used by criminals is a challenging task, as sometimes it is not obvious that two parties ever communicated with each other [6]. The criminal’s intent is to conceal secret data in cover data, while the investigator aims to extract this hidden information using cryptographic tools to gather it as digital evidence. The majority of passwords are stored in either hashed or salted hash format [7]. The cyberforensic investigator uses both traditional and advanced techniques to crack these hashes to gain original passwords. These passwords are needed to access digital evidence from protected data for forensic purposes. Advanced cryptographic techniques such as salting and key stretching are making password cracking nearly impossible, as shown in Figure 14.5. Salting adds random data to the input of a hash function, and key stretching applies the hash function multiple times.


[image: Advanced cryptography techniques like salting and key stretching are making password cracking nearly impossible as shown in Fig. 14.5. Salting adds random data to the input of a hash function and key stretching applies the hash function multiple times. ]


Figure 14.5 Techniques to make it impossible to crack a password



We conducted a case study to capture HTTP packets during the login process to the gaia.cs.umass.edu website, using “wireshark-students” as a username and “network” as a password [8]. The captured HTTP packet field authorisation is shown in the form of encoded text. The credentials were transmitted without encryption but were encoded using Base64. Wireshark decodes the Base64-encoded credentials and displays them in plaintext, as shown in Figure 14.6.


[image: The captured HTTP packet field authorization is shown in the form of encoded text. The credentials have been sent without encryption, but encoded with Base64. Wireshark decodes Base64 encoded credentials and shown in plain text as shown in Fig. 14.6.]


Figure 14.6 Encrypted password in captured HTTP packet



Various cryptographic algorithms [9], such as DES [10], have significant applications in email forensics, web forensics, and disk forensics [11].



14.6 Conclusion

Cryptography is omnipresent in today’s digital world. Whenever we investigate any digital event, we have to take care of cryptography in the digital forensic investigation. So, we conclude that cryptography is indispensable to digital forensics. Cryptography in digital forensics provides both challenges and solutions. Forensic investigators must be skilled in cryptographic techniques and tools to effectively extract and use digital evidence. Cryptography verifies the integrity and admissibility of digital evidence in legal contexts. Continuous advancements in cryptography require forensic practitioners to update their skills and knowledge and adapt their methodologies.



14.7 Future scope

Continuous advancements in cryptography require forensic practitioners to learn new techniques, skills, and knowledge continuously. The rise of quantum computing will be risky to traditional cryptographic algorithms. Forensic experts need to stay updated on quantum-resistant algorithms and techniques. Future cryptographic algorithms shall introduce newer challenges for digital forensics, requiring continuous education and adaptation of forensic techniques.



Glossary

Authenticated encryption cookies (AEC): Typically used for security purposes to ensure that requests made within a browser session are genuine.

Authenticated persistent identifier session identifier (APISID): Used by Google to store user preferences and information for personalised user experiences.

Digital forensics: The investigation and analysis of digital devices to uncover evidence related to criminal activities. Encryption makes the life of a cyberforensic investigator more complex and challenging, as investigators are required to decrypt the encrypted evidence to access it, whereas digital signature and hash functions increase the confidence of cyberforensic investigators by ensuring the integrity of digital evidence.

Google search provider (GSP): Part of Google’s cookie system used for managing user preferences and settings across Google services. Like other cookies, it helps in providing a more personalised experience by storing user preferences and other related information.

HTTP session identifier (HSID): Contains encrypted user account information and sign-in records to authenticate users.

Network identifier (NID): Used to store user preferences and information for Google services, ensuring a personalised experience.

Secure authenticated persistent identifier session identifier (SAPISID): Similar to APISID, it stores user preferences and profile information for a better user experience.

SEARCH_SAMESITE: Used to prevent cross-site request forgery (CSRF) attacks by ensuring that the cookie is sent only with requests originating from the same site.

Session identifier (SID): A security cookie to authenticate a user session.

Secure identifier cookie code (SIDCC): Provides additional security to protect user data against unauthorised access.

Secure session identifier (SSID): Stores user preferences and other information for Google services.
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Abbreviations

ASCII American Standard Code for Information Interchange

CV Curriculum vitae

HTML Hypertext Markup Language

IIS Internet information server

IoT Internet of Things

MD Message digest

peepdf Python exploit embedded PDF

PGP Pretty Good Privacy

SFX Self-extracting archive

SHA Secure hashing algorithm

S/MIME Secure multipurpose internet mail extensions

SMTP Simple mail transport protocol

SSL Secure socket layer

URI Uniform resource identifier

URL Uniform resource locator

UTF-8 Unicode transformation format - 8-bit



15.1 Introduction

Encryption, encoding, and hashing are three ways to protect data. If a hacker breaches the system, they will get data and use it for malicious purposes. But if the data is encrypted, encoded, or hashed, then it will be more difficult for hackers to get and read data. Encoding is a reversible process in which data is transformed into a new format and can be decoded back to the original format. Base64 and URL encoding [1] are the most common examples of encoding. Hashing is an irreversible process that converts data into a fixed-length alphanumeric string, known as a called hash or MD, which cannot be converted back to its original format. MD5 and SHA are common examples of hashing algorithms, as shown in Figure 15.1. If two identical sets of data are hashed using the same hashing algorithm, the resulting hashes will be identical. Conversely, if the data differs, the resulting hash will be unique. However, if a hacker obtains encoded data, they can easily retrieve the original information by decoding it within minutes. If a hacker obtains the hash, they will not be able to retrieve the original data. The only way to reverse a hash is to guess and generate hashes for those guesses and compare them to the original hash [2]. Encryption, on the other hand, is reversible, but only if the hacker gains access to both the encrypted data and the decryption key. If a hacker has only the encrypted data but does not have a key, the encrypted data remains inaccessible. Compared to encoding and hashing, encryption is a more widely used technology for safeguarding data from hackers [3] (Table 15.1). Tools Used to protect against hacking is described in Table 15.1.


[image: We have taken a PDF malware called malware1.pdf that has malicious code inside, encoded with base64 encoding as shown in Fig. 15.1.]


Figure 15.1 PowerShell malicious code in Base64 encoding





Table 15.1 Tools used to protect against hacking


	
Countermeasures against hacking


	
Tools used 





	
Encoding


	
Base64, percent-encoded URL 





	
Hashing


	
HashCalc, MD5 Calculator, HashMyFiles, peepdf, sha256sum 





	
Encryption


	
CryptoForge, Advanced Encryption Package, BCTextEncoder







In Section 15.2, we discuss two case studies in which malicious PowerShell and JavaScript code is hidden using Base64 encoding and URL percent-encoding. In Section 15.3, we discuss the generation of hashes using algorithms such as MD5, SHA1, SHA256, and others. In Section 15.3, we explore encryption methods using tools including CryptoForge, Advanced Encryption Package, and BCTextEncoder.


15.2 Encoding

Base64 encoding is better than hex-encoding to encode binary data into printable ASCII characters. It is commonly used in several serialisation protocols and web and logging applications [4]. Base64 encoding is a technique for transforming binary data into an ASCII text format. It uses a set of 64 letters (A–Z, a–z, 0–9, +, and /) to represent binary data, ensuring secure transmission over software systems [5]. We used a PDF malware file named malware1.pdf, which contains malicious code encoded with Base64, as shown in Figure 15.1.

We copied this Base64-encoded code into a text file called mal.txt, as shown in Figure 15.2.


[image: We are copying this encoded base64 code in a text file called mal.txt as shown in Fig. 15.2. ]


Figure 15.2 Pasting malicious code in Base64 encoding in a text file



We decoded that malicious code using the base64 -d command in the Remnux virtual machine, which is based on Ubuntu 20.04. Upon decoding it, it is evident that the PDF malware is attempting to download a file named awori.exe from the malicious website http://ncduganda.org. as shown in Figure 15.3.


[image: We are decoding that malicious code using the base64 -d command in the Remnux virtual machine based on the Ubuntu 20.4 version. From this code, it is visible that PDF malware is downloading a malware awori.exe from the malicious website http://ncduganda.org as shown in Fig. 15.3.]


Figure 15.3 Decoding of Base64 encoded text



The URL in the decoded text is flagged as a malicious website by VirusTotal.com, as shown in Figure 15.4.


[image: The website URL in decode-text is marked as a malicious website by VirusTotal.com as shown in Fig. 15.4. ]


Figure 15.4 URL hidden in Base64 encoding is malicious according to VirusTotal



URLs are links that lead to websites that contain malicious software, commonly known as malware. URL encoding, on the other hand, is often used to disguise this malicious intent [6]. URL encoding exploits are primarily used for hiding malicious code, and they are also used for injection attacks and server manipulation [7]. In percent-encoding, certain characters are not allowed, so spaces, punctuation marks, and non-ASCII characters are replaced with a percent sign (%) followed by two hexadecimal digits that represent the character’s ASCII or UTF-8 byte value. For example, a space is encoded as %20, as shown in Table 15.2.



Table 15.2 Decoding the percent-encoded string


	
%68 => h


	
%72 => r


	
%69 => i


	
%2e => .





	
%74 => t


	
%63 => c


	
%74 => t


	
%63 => c





	
%74 => t


	
%68 => h


	
%65 => e


	
%67 => g





	
%70 => p


	
%67 => g


	
%2e => .


	
%69 => i





	
%3a => :


	
%6c => l


	
%63 => c


	
%3f => ?





	
%2f => /


	
%6f => o


	
%6f => o


	
%31 => 1





	
%2f => /


	
%62 => b


	
%6d => m


	
%37 => 7





	
%73 => s


	
%61 => a


	
%2f => /


	
–





	
%65 => e


	
%6c => l


	
%69 => i


	
–





	
%61 => a


	
%73 => s


	
%6e => n


	
–







We used another PDF malware file called Malware2.pdf, which contains malicious JavaScript code encoded with percent-encoded URL encoding, as shown in Figure 15.5.


[image: We have taken another PDF malware called Malware2.pdf that has javascript malicious code encoded in Percent-Encoded-URL encoding as shown in Fig. 15.5. ]


Figure 15.5 JavaScript malicious code in percent-encoded URL



The script shown in Figure 15.6 uses JavaScript to decode a percent-encoded URL and write it to an HTML document. The decodeURIComponent function is used to convert the encoded URL into a format that can be ready by humans. The document.write function then writes the decoded URL to the HTML document, displaying it on the webpage, as shown in Figure 15.7.


[image: This script shown in Fig. 15.6 uses JavaScript to decode a percent-encoded URL and write it to the HTML (Hyper Text Markup Language) document.]


Figure 15.6 Saving malicious code in percent-encoded URL in an HTML file js.html




[image: DecodeURIComponent is a function used to get a human-readable URL. Document.write function writes the decoded URL to the HTML document, displaying it on the web page as shown in Fig. 15.7. ]


Figure 15.7 Decoded URL on the HTML document






15.3 Hashing

Peepdf [8] is a tool that provides a rich feature set, including an interactive shell for live modification, analysis, vulnerability identification, and hashing. This tool is used to generate MD5, SHA1, and SHA256 hashes, as shown in Figure 15.8.


[image: This PeePDF tool is used for the generation of MD5, SHA1, and SHA256 hash as shown in Fig. 15.8.]


Figure 15.8 Generation of MD5, SHA1, and SHA256 hash using peepdf tool



In the Ubuntu-based Remnux virtual machine, the sha256sum [9] command is used to compute and verify a SHA256-encrypted MD, as shown in Figure 15.9.


[image: In the Ubuntu-based Remnux virtual machine, the sha256sum [9] command computes and checks a SHA256 encrypted message digest as shown in Fig. 15.9. ]


Figure 15.9 Generation of SHA256 hash using sha256sum tool



We created two text files named MyFirstName.txt and MySurname.txt, as shown in Figure 15.10. Using HashCalc [10] we quickly retrieved the MD5 and SHA-1 hashes for these files, as shown in Figure 15.11.


[image: We have created a two text file called MyFirstName.txt and MySurname.txt as shown in Fig. 15.10. ]


Figure 15.10 Two text files with different content




[image: HashCalc is a tool that instantly retrieves the MD5 and SHA-1 hashes of the file as shown in Fig. 15.11.]


Figure 15.11 Different hashes of two text files with different content



The MD5 calculator is used to verify file integrity and detect any alterations, which is essential for ensuring security and data integrity. We generated the MD5 hash for a file containing the CV of the first author, as shown in Figure 15.12.



[image: The MD5 calculator is used to verify the integrity of files and detect any alteration, which is useful to ensure security and integrity. We have created an MD5 value of a file that is a Curriculum Vitae (CV) of the first author as shown in Fig. 15.12. ]


Figure 15.12 MD5 hash of CV of first author



HashMyFile is a small yet highly popular utility because of its size and its ability to calculate MD5 and SHA1 hash in very little time. It also allows users to copy the hash values for MD5, SHA, and cyclic redundancy check (CRC) by simply right-clicking on the file, as shown in Figure 15.13.


[image: HashMyFile is a small utility but the most popular due to its small size and ability to calculate MD5 and SHA1 hash in very little time. We are also able to copy the hash value in MD5, SHA, and CRC (Cyclic Redundancy Check) by simply right-clicking on it as shown in Fig. 15.13. ]


Figure 15.13 MD5, SHA1, CRC32, SHA256, SHA384, and SHA512 hash generation





15.4 Encryption

CryptoForge [11] is a Windows-based encryption tool designed to protect data anywhere it goes, both in transit and at rest. CryptoForge supports large files, such as those up to 16TB on new technology file system (NTFS) volumes. After downloading and installing CryptoForge, we selected a file named Dr. Bishwajeet Kumar Pandey.pdf, right-clicked on it, and chose the “Encrypt” option, as shown in Figure 15.14. Additionally, lightweight cryptography has been developed to manage encryption on small devices, particularly within the IoT [12].


[image: Then, we chose a file called Dr. Bishwajeet Kumar Pandey.pdf and right click on it and selected Encrypt as shown in Fig. 15.14.]


Figure 15.14 Encryption of PDF file



During the encryption process, CryptoForge asks for a passphrase, which serves as the key for encryption, as shown in Figure 15.15. If a hacker performs the encryption after an attack, the hacker may demand money in exchange for sharing the key. This type of attack is known as a ransomware attack.


[image: During encryption, asks for a passphrase that is a key to encrypt as shown in Fig. 15.15.]


Figure 15.15 Entering password or key for encryption



The CryptoForge tool generates an encrypted file, as shown in Figure 15.16. During a ransomware attack, all files on the system become encrypted, rendering them inaccessible. CyrptoForge and tools like it can be used to perform ransomware attacks on victim’s PCs, making it one of the simplest tools for such malicious activities.



[image: The CryptoForge tool generates an encrypted file as shown in Fig. 15.16.]


Figure 15.16 Encrypted file



Decrypting the encrypted file is very easy, requiring the user to right-click on the encrypted file and select “Decrypt,” as shown in Figure 15.17.


[image: Decrypting the encrypted file is very easy, we right-click on the encrypted file and select Decrypt it as shown in Fig. 15.17]


Figure 15.17 Decrypting file



Advance Encryption Package is also a Windows-based tool used to encrypt, decrypt, and create an SFX package, as shown in Figure 15.18.


[image: Advance Encryption package is also a Windows-based tool used to encrypt, decrypt, and create an SFX (Self-Extracting Archive) package as shown in Fig. 15.18. ]


Figure 15.18 Encrypt, decrypt, and create SFX using Advanced Encryption Package



To encrypt a file using the Advanced Encryption Package tool, a password or key must be provided and re-confirmed, as shown in Figure 15.19. Once encryption is complete, the file icon changes, and the encrypted file resembles the appearance of a file after a ransomware attack, as shown in Figure 15.20.


[image: To encrypt in the Advanced Encryption Package tool, we need to give a password/key and re-confirm it as shown in Fig. 15.19. ]


Figure 15.19 Entering the key to encrypt using Advanced Encryption Package




[image: Once encrypt is completed, our file icon changes, and the encrypted file looks like same as any file looks after any ransomware attack as shown in Fig. 15.20.]


Figure 15.20 Encrypted file



BCTextEncoder from Jetico is using the AES-256 [13, 14] encryption algorithm for to secure data. To encrypt the plaintext “Bishwajeet Kumar Pandey,” a key must be provided, as shown in Figure 15.21. The encoded text generated by BCTextEncoder, is shown in Figure 15.22.


[image: BCTextEconder from Jetico is using the AES-256 algorithm for encryption. We need to give the key to encrypt a plain text “Bishwajeet Kumar Pandey” as shown in Fig. 15.21. ]


Figure 15.21 Encrypting using BCTextEncoder tool using AES-256 session key algorithm




[image: Encode Text generated by BCTextEncoder is shown in Fig. 15.22. ]


Figure 15.22 Encoded text by BCTextEncoder



Other forms of encryption include email encryption, disk encryption, and data encryption using DES [15].


15.4.1 Certificate

Self-signed certificates are used to verify the identity of websites that do not have a trusted certificate. In Windows IIS, we can type “certificate” and click on “server certificate,” then we get options to create a domain certificate, create a self-signed certificate, and enable automatic rebinding of the renewed certificates. Hacker can create a self-signed certificate with a name like GoodWebsite, as shown in Figure 15.23, and then add this certificate to your browser for their malicious website. By clicking on “Sites” and then “Bindings,” entering the malicious website URL, and selecting the self-signed certificate, the malicious website would open in the browser with SSL, falsely appearing secure.


[image: We open the Internet Information Server (IIS) in Windows, type certificate, and click on server certificate then we get options to Create a Domain Certificate, create a self-signed certificate, and enable automatic rebinding of the renewed certificate. The hacker creates a certificate with the name GoodWebsite as shown in Fig. 15.24.]


Figure 15.23 Self-sign certificate created in IIS





15.4.2 Email encryption

Email encryption is the process of converting email messages into unreadable text to protect the content from being viewed by anyone other than the recipient. Technically, emails are text-based messages that follow the multipurpose internet mail extension (MIME) format and are sent using SMTP. For example, a single MIME email can contain HTML documents, style sheets, embedded images, and various attached files [16]. Two widely used end-to-end encryption technologies are PGP and S/MIME [17]. The rmail.com offers email encryption. After clicking on the free trial on rmail.com, an account activation email with the subject “Activate your RPostOne account!” is received. Once, the account is activated, the RMail dashboard opens, as shown in Figure 15.24.


[image: Once, we activate RPost One, RMail Dashword opens as shown in Fig. 15.24.]


Figure 15.24 RMail dashboard



After clicking “Send Now,” we enter the email subject, body, and recipient email address. Next, we chose the message encryption level, selecting the option to decrypt with a password. We set the key as “123456789,” as shown in Figure 15.25.


[image: When we click on send now, then we type our email subject and body and recipient email address. Then we chose the message level called decrypts with a password and made a key ‘123456789’ as shown in Fig. 15.25. ]


Figure 15.25 Message level encrypt



When the recipient receives the email, they must enter the key or password to decrypt the message, as shown in Figure 15.26.


[image: When the receiver receives an email message, they have to type the key/password to decrypt the message as shown in Fig. 15.26.]


Figure 15.26 Decrypted message with a key





15.4.3 Disk encryption

Disk encryption secures every bit and byte of data stored on a disk to protect it from unauthorised access. It uses block cipher techniques to encrypt data at rest, such as disk encryption technologies, which offer higher levels of security but may perform more slowly than stream ciphers [18]. One of the most popular tools for disk encryption is VeraCrypt, as shown in Figure 15.27.


[image: The tool VeraCrypt is one of the most popular tools for disk encryption as shown in Fig. 15.27.]


Figure 15.27 VeraCrypt is used to encrypt disk






15.5 Conclusion

This chapter emphasises the importance of understanding and utilising encoding, hashing, and encryption techniques for securing and analysing data within the field of cybersecurity. This chapter presents practical examples, such as converting PowerShell scripts into Base64 strings to obscure original content and using URL-encoded characters to hide commands and evade detection – both examples falling under web forensics [19]. Additionally, this chapter discussed the generation of hashes using MD5, SHA1, SHA256, and other hashing algorithms for data integrity and verification purposes. This chapter also demonstrates live encryption, using tools such as CryptoForge, Advanced Encryption Package, and BCTextEncoder. Readers are encouraged to further explore techniques such as email encryption, disk encryption, and the creation of self-signed certificates. However, due to space limitations, these topics could not be covered in this chapter.



Glossary

Cyclic redundancy check (CRC): A fixed-size checksum (hash value) is generated based on the data content, which can then be compared at the receiving end to check data integrity. CRC hashes are mainly used in networking protocols, digital storage systems, and communication interfaces in which data integrity is crucial.

CryptoForge: A Windows-based encryption tool used for protecting data anywhere it goes or data at rest. It has a large file support of up to 16TB on NTFS volumes.

Disk encryption: The encryption of every bit and byte of data stored on disk to protect against unauthorised access.

Email encryption: The process of converting email messages into unreadable text to protect the content from being viewed by anyone other than the recipient.

HashMyFile: A but popular because of its small size and ability to calculate MD5 and SHA1 hash in very little time.

MD5 Calculator: A tool used to verify the integrity of files and detect any alteration, which is useful to ensure security and integrity.

Self-extracting archive (SFX): A type of compressed file archive (.exe on Windows or .app on macOS) that contains both compressed data and a program to extract it, allowing it to “self-extract” without needing a separate extraction program.
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Abbreviations

MPC Multivariate polynomial cryptography

PQC Post-quantum cryptography

FHE Fully homomorphic encryption

NIST National Institute of Standards and Technology

RLWE Ring learning with errors

CVP Closest vector problem

LWE Learning with errors

QKD Quantum key distribution

CBC Code-based cryptography

SIDH Supersingular isogeny Diffie-Hellman

SIKE Supersingular isogeny key encapsulation

QNA Quantum network architectures

EPPC Enabling privacy-preserving computation

DLTs Distributed ledger technologies

BFT Byzantine fault tolerance

DeFi Decentralised finance



16.1 Introduction

Cryptography, the science of securing communication and information through the use of codes, has evolved significantly since its inception. In the digital era, its importance has grown exponentially, underpinning the security of modern technologies such as online banking, e-commerce, and secure communications. With the advent of quantum computing, new challenges and opportunities are emerging, necessitating the development of advanced cryptographic techniques. Future trends in cryptography are shaped by the need to address these challenges, including the rise of quantum-resistant algorithms, the practical implementation of homomorphic encryption, the integration of artificial intelligence in cryptographic processes, and the increasing relevance of privacy-enhancing technologies. Additionally, the convergence of cryptography with blockchain technology and biometric systems presents novel ways to secure information. As we move forward, the regulatory and ethical considerations surrounding these advancements will also play a crucial role in shaping the cryptographic landscape, ensuring that the benefits of these technologies are realised while mitigating potential risks.


16.1.1 Definition of cryptography

Cryptography, derived from the Greek words kryptos, meaning “hidden,” and graphein, meaning “writing,” is the practice and study of techniques for securing communication and data. It encompasses a wide range of methods, from classical ciphers to modern algorithms, designed to protect information from unauthorised access and ensure its confidentiality, integrity, and authenticity. In today’s interconnected world, cryptography is vital for securing data, ensuring privacy, and maintaining the integrity and authenticity of information. It underpins secure communication through protocols such as secure sockets layer (SSL) and transport layer security (TLS), protecting sensitive data from eavesdropping and tampering. Cryptographic hash functions and digital signatures ensure data integrity and authenticate the identities of senders and signers, crucial for verifying the authenticity of communications and documents. Encryption algorithms such as advanced encryption standard (AES) safeguard data at rest and in transit, protecting it from unauthorised access, which is essential in sectors handling sensitive information such as healthcare, finance, and government. Moreover, cryptography is fundamental to the security of financial transactions, enabling safe online banking, electronic payments, and underpinning blockchain technology, which offers decentralised and tamper-proof transaction records [1].



16.1.2 Importance of cryptography in modern technology

In today’s digital age, cryptography is foundational to securing information systems. It is integral to various applications, including secure communications, financial transactions, and identity verification. Cryptographic protocols such as SSL/TLS enable secure web browsing, while encryption algorithms protect sensitive data stored in databases and transmitted over networks [2].



16.1.3 Overview of current cryptographic methods

Current cryptographic methods can be broadly categorised into symmetric key algorithms, asymmetric key algorithms, and cryptographic hash functions. Symmetric key algorithms, such as the AES, use the same key for both encryption and decryption, making them efficient for encrypting large volumes of data. Asymmetric key algorithms, such as Rivest–Shamir–Adleman (RSA) and elliptic curve cryptography (ECC), use a pair of keys – a public key for encryption and a private key for decryption – and are primarily used for secure key exchange and digital signatures because of their computational intensity. Cryptographic hash functions, such as secure hash algorithm 256-bit (SHA-256), generate a fixed-size hash value from input data, ensuring data integrity by enabling the detection of any alterations to the original data. These methods form the backbone of modern cryptographic systems, ensuring the confidentiality, integrity, and authenticity of digital information [3].




16.2 The rise of quantum-resistant algorithms

As quantum computing advances, the cryptographic community faces the daunting challenge of ensuring data security against the unprecedented computational power of quantum machines. Traditional cryptographic algorithms, such as RSA and ECC, which rely heavily on the difficulty of factoring large integers or solving discrete logarithm problems, are vulnerable to quantum attacks, particularly Shor’s algorithm. In response, researchers have been developing quantum-resistant algorithms, also known as PQC. These algorithms are designed to withstand the capabilities of quantum computers by relying on complex mathematical problems that remain infeasible for quantum solutions, such as lattice-based, hash-based, code-based, and MPC. NIST has been spearheading efforts to standardise these quantum-resistant algorithms, with the goal of integrating them into existing security infrastructures before large-scale quantum computers become operational. The rise of PQC marks a significant shift in cryptographic practices, ensuring that future communications and data storage remain secure in a post-quantum world [4].



16.2.1 Introduction to quantum computing

Quantum computing represents a revolutionary leap in computation, leveraging the principles of quantum mechanics to process information in fundamentally new ways. Unlike classical computers, which use bits as the smallest unit of data (representing 0 or 1), quantum computers use quantum bits, or qubits, which can exist in multiple states simultaneously due to the phenomenon of superposition. This enables quantum computers to perform complex calculations at unprecedented speeds. Another key principle, entanglement, allows qubits that are entangled to instantaneously affect each other’s state, no matter the distance between them, further enhancing computational power. These unique properties make quantum computers particularly adept at solving problems that are intractable for classical computers, such as factoring large numbers, simulating molecular structures, and optimising complex systems. While still in the experimental stage, quantum computing promises to revolutionise fields ranging from cryptography to materials science, opening up new possibilities and challenges for the future of technology [5].



16.2.2 Threats posed by quantum computers

The advent of quantum computers presents significant threats to current cryptographic systems, potentially rendering many of the encryption methods that secure our digital communications and data obsolete. Traditional cryptographic algorithms, such as RSA and ECC, rely on the computational difficulty of problems such as integer factorisation and discrete logarithms – challenges that classical computers cannot solve efficiently. However, quantum algorithms, particularly Shor’s algorithm, can solve these problems exponentially faster, breaking these cryptographic schemes and compromising the confidentiality and integrity of sensitive information. This vulnerability extends to critical infrastructure, financial systems, and secure communications, posing a risk to national security and personal privacy. Additionally, quantum computers could undermine the authenticity of digital signatures, leading to widespread issues in verifying identities and ensuring data integrity. As the development of quantum technology accelerates, it is crucial for the cryptographic community to develop and implement quantum-resistant algorithms to safeguard against these emerging threats and protect our digital future [2].



16.2.3 Development of quantum-resistant cryptographic algorithms

In response to the looming threat posed by quantum computers, the cryptographic community is actively developing quantum-resistant cryptographic algorithms, also known as PQC. These algorithms are designed to secure data against the advanced computational capabilities of quantum machines by relying on mathematical problems that remain infeasible for quantum algorithms to solve efficiently. Leading approaches include lattice-based cryptography, which leverages the hardness of lattice problems; hash-based cryptography, which builds security on the strength of hash functions; CBC, which uses error-correcting codes; and MPC, which involves solving systems of multivariate equations. NIST is at the forefront of these efforts, conducting a multiphase process to evaluate, select, and standardise the most promising quantum-resistant algorithms. This proactive development and standardisation process aims to integrate PQC into existing security frameworks well before the arrival of practical quantum computers, ensuring that our digital infrastructure remains robust and secure in the face of future quantum advancements [1].



16.2.4 Case studies and research findings

The journey toward quantum-resistant cryptography is marked by numerous case studies and research findings that highlight both the progress and challenges in this field. One notable case study involves Google’s experiment with integrating PQC into its Chrome browser. In a real-world test, Google used a hybrid cryptosystem combining classical ECC with a post-quantum algorithm known as New Hope. This experiment demonstrated the feasibility of deploying post-quantum cryptographic protocols alongside existing systems, providing valuable insights into performance and interoperability [3].

Another significant research finding comes from NIST, which has been conducting an extensive process to evaluate and standardise quantum-resistant algorithms. NIST’s PQC standardisation project has progressed through multiple rounds of evaluation, with candidates such as Kyber, a lattice-based encryption algorithm, and Dilithium, a lattice-based digital signature scheme, emerging as strong contenders. These evaluations have provided crucial data on the security, efficiency, and implementation challenges of various post-quantum cryptographic algorithms.

In the academic sphere, researchers at IBM have made significant contributions with their work on lattice-based cryptography, particularly in developing the LWE problem, which underpins several quantum-resistant schemes. Their studies have shown that lattice-based algorithms can be both secure and efficient, making them viable candidates for future cryptographic standards.

Additionally, collaborations between industry and academia have led to advancements in hardware implementations of quantum-resistant algorithms. Companies such as Intel have been exploring the integration of post-quantum cryptographic primitives into hardware processors, addressing potential performance bottlenecks, and ensuring practical deployment.

These case studies and research findings underscore the collaborative and multidisciplinary efforts required to develop and implement quantum-resistant cryptography. They also highlight the importance of continued research, standardisation, and real-world testing to ensure a smooth transition to a secure post-quantum era [4].



16.2.5 Examples of quantum-resistant algorithms

Prominent examples of quantum-resistant algorithms include the following.


	 
Lattice-based cryptography: Uses lattice problems, such as LWE and RLWE, which are believed to be hard for quantum computers to solve.


	
Hash-based cryptography: Relies on the security of hash functions and includes schemes such as Merkle trees and the eXtended Merkle signature scheme (XMSS).

	 
CBC: Based on error-correcting codes, with McEliece and Niederreiter cryptosystems being notable examples.

	 
Multivariate quadratic (MQ) cryptography: Uses systems of multivariate quadratic equations, which are hard to solve.





16.2.6 Future directions

The future of quantum-resistant cryptography involves rigorous testing, standardisation, and widespread adoption. Organisations such as NIST are leading efforts to evaluate and standardise post-quantum cryptographic algorithms, ensuring that they meet security and performance requirements for practical use [4].




16.3 Homomorphic encryption

Homomorphic encryption represents a groundbreaking advancement in the field of cryptography, enabling computations on encrypted data without requiring decryption. This transformative approach ensures that data remains secure and private throughout the computation process. Homomorphic encryption is particularly beneficial for cloud computing and data analytics, in which sensitive information can be processed by third-party servers without exposing the underlying data.

There are different types of homomorphic encryption, including partially homomorphic encryption (PHE), which supports either addition or multiplication but not both; somewhat homomorphic encryption (SHE), which allows a limited number of both operations; and FHE, which enables unlimited additions and multiplications. The realisation of FHE was a significant milestone, achieved by Craig Gentry in 2009, and it has since opened up new possibilities for secure data processing.

Despite its potential, homomorphic encryption faces challenges, particularly in terms of computational overhead and efficiency. Performing operations on encrypted data is significantly more resource-intensive than on unencrypted data, making practical implementations difficult for many applications. However, ongoing research is focused on optimising algorithms and hardware to make homomorphic encryption more viable for widespread use [5].

The potential applications of homomorphic encryption are vast, ranging from secure voting systems and confidential financial transactions to privacy-preserving machine learning and secure data sharing in healthcare. As the technology matures, it promises to play a critical role in enhancing data privacy and security in an increasingly data-driven world.


16.3.1 Definition and principles of homomorphic encryption

Homomorphic encryption is a cryptographic technique that allows computations to be performed directly on encrypted data, producing an encrypted result that, when decrypted, matches the outcome of operations performed on the plaintext. This ensures data remains confidential during processing. The core principle involves a homomorphic property enabling specific operations, such as addition or multiplication, on ciphertexts. There are different types, including PHE, which supports either addition or multiplication, and FHE, which supports unlimited operations. Despite its potential, homomorphic encryption faces challenges in efficiency and computational overhead, but ongoing research aims to make it more practical for applications such as secure data analysis and privacy-preserving cloud computing [1].



16.3.2 Benefits and applications

Homomorphic encryption offers the significant benefit of enabling secure data processing without exposing the underlying information, ensuring privacy and confidentiality even when using third-party services. This capability is particularly advantageous for cloud computing, in which sensitive data can be processed and analysed without being decrypted. Applications include secure voting systems, in which votes can be counted without revealing individual choices; confidential financial transactions, ensuring the privacy of transaction details; privacy-preserving machine learning, allowing models to be trained on encrypted data; and secure data sharing in healthcare, enabling medical data analysis without compromising patient privacy. As the technology evolves, it holds the promise of enhancing data security across various sectors while maintaining the usability and functionality of encrypted data [3].



16.3.3 Challenges and current limitations

Despite its promise, homomorphic encryption faces several challenges. The primary issue is efficiency; FHE schemes are computationally intensive and require significant processing power. Current FHE schemes are impractical for many real-world applications because of their high computational overhead.



16.3.4 Recent advances and case studies

Recent research has focused on making homomorphic encryption more practical. Advances include the development of more efficient FHE schemes and the introduction of PHE and SHE schemes, which offer a trade-off between functionality and efficiency. Case studies demonstrate the feasibility of using homomorphic encryption in various applications, such as secure voting systems and privacy-preserving machine learning [5].



16.3.5 Future trends in homomorphic encryption

Future research in homomorphic encryption will likely focus on improving efficiency and scalability. This includes optimising existing schemes, developing hybrid approaches that combine different cryptographic techniques, and exploring new mathematical foundations. As these advancements materialise, homomorphic encryption is expected to become more practical for a wider range of applications [6].




16.4 Blockchain and decentralised cryptographic protocols

Blockchain technology and decentralised cryptographic protocols represent a transformative paradigm in digital trust and security. At its core, blockchain leverages cryptographic techniques to create a distributed ledger in which transactions are recorded across a network of computers, or nodes, rather than relying on a central authority. This decentralised approach enhances transparency, immutability, and resilience against tampering or fraud. Cryptographic protocols within blockchain systems secure data integrity and authenticate participants through mechanisms such as digital signatures and cryptographic hashing. By eliminating intermediaries and enabling peer-to-peer interactions, blockchain not only revolutionises sectors such as finance, supply chain management, and healthcare but also fosters new models of governance and collaboration that prioritise autonomy and verifiability in digital interactions [6].



16.4.1 Introduction to blockchain technology

Blockchain technology is a decentralised digital ledger that records transactions across a distributed network of computers. Each transaction is stored in a “block,” which is linked cryptographically to the previous block, forming a continuous chain of blocks – hence the name blockchain. This design ensures transparency, security, and immutability of data, as altering any information in a block would require changing all subsequent blocks, making tampering virtually impossible without consensus from the network participants.



16.4.2 Cryptographic principles in blockchain

Cryptographic principles form the foundation of blockchain technology, ensuring the security, integrity, and privacy of transactions and data within decentralised networks. Public key cryptography is pivotal, employing pairs of keys – a public key for encryption and a private key for decryption – to authenticate users and secure digital signatures, verifying the origin and authenticity of transactions. Hash functions play a crucial role by generating unique digital fingerprints (hashes) for each block, which are linked in a chain formation. This ensures data integrity, as any alteration to a block would change its hash, requiring consensus from the network to validate. Together, these cryptographic mechanisms underpin the trustworthiness of blockchain systems, enabling transparent, tamper-resistant record-keeping and facilitating secure peer-to-peer transactions without reliance on central authorities.



16.4.3 Evolution of decentralised cryptographic protocols

The evolution of decentralised cryptographic protocols has been transformative, marking a shift toward secure and trustless digital ecosystems. Beginning with the advent of cryptocurrencies, such as Bitcoin, decentralised protocols utilise advanced cryptographic techniques such as public key cryptography for secure user authentication and digital signatures. These protocols leverage consensus algorithms such as proof of work (PoW) and proof of stake (PoS) to achieve agreement among network participants on transaction validity, ensuring data integrity and mitigating the risks associated with centralisation. As blockchain technology matures, decentralised cryptographic protocols continue to evolve, expanding into applications beyond currency, including DeFi, supply chain transparency, and secure data sharing in sectors such as healthcare and governance, demonstrating their potential to revolutionise various industries by enhancing security, transparency, and autonomy in digital interactions [7].



16.4.4 Use cases beyond cryptocurrencies

Beyond cryptocurrencies, decentralised cryptographic protocols find diverse applications across industries, leveraging blockchain technology to enhance security, transparency, and efficiency in digital interactions. One prominent use case is in supply chain management, in which blockchain ensures traceability and authenticity by recording every transaction and movement of goods on an immutable ledger. This transparency helps to combat counterfeit products, streamline logistics, and improve accountability throughout the supply chain.

In healthcare, decentralised protocols enable secure and interoperable sharing of sensitive medical data among patients, healthcare providers, and researchers. By encrypting data and managing access through blockchain, patient privacy is preserved while facilitating more accurate diagnoses, efficient treatment coordination, and medical research advancements.

Additionally, DeFi platforms leverage blockchain’s decentralised nature and cryptographic security to offer financial services such as lending, borrowing, and trading without traditional intermediaries. Smart contracts, enabled by cryptographic protocols, automate these financial transactions, ensuring execution based on predefined conditions and reducing the risk of fraud or manipulation.

Moreover, decentralised protocols are being explored in voting systems to enhance election integrity and transparency. By storing votes on a tamper-proof blockchain ledger, these systems can prevent voter fraud, ensure anonymity, and provide verifiable election results.

Overall, decentralised cryptographic protocols extend blockchain technology beyond cryptocurrencies, revolutionising industries by improving data security, enabling new business models, and fostering trust in digital interactions across various sectors.



16.4.5 Future prospects and challenges

The future of decentralised cryptographic protocols holds significant promise for transforming industries through enhanced security, transparency, and efficiency in digital interactions. As blockchain technology continues to evolve, decentralised protocols are poised to revolutionise sectors beyond cryptocurrencies, such as supply chain management, healthcare, finance, and voting systems. These protocols offer robust solutions for secure data sharing, transparent transactions, and automated processes through smart contracts, reducing reliance on traditional intermediaries and improving trust among stakeholders.

However, several challenges must be addressed for widespread adoption and scalability. Scalability remains a critical issue, as blockchain networks often struggle to handle high transaction volumes and maintain efficiency. Improving scalability through consensus algorithm enhancements, layer 2 solutions such as sidechains and state channels, and advancements in network infrastructure is crucial for accommodating global demand.

Interoperability is another challenge, as different blockchain platforms and protocols may not seamlessly communicate or transfer assets across networks. Standardising protocols and developing interoperable solutions will facilitate the integration of blockchain technology into existing systems and promote widespread adoption.

Moreover, regulatory uncertainty and compliance requirements pose challenges for blockchain-based applications, especially in highly regulated industries such as finance and healthcare. Establishing clear regulatory frameworks that balance innovation with consumer protection and security will be essential for fostering trust and adoption among businesses, governments, and users.

Additionally, ensuring the security of decentralised protocols against evolving cyberthreats and vulnerabilities remains a constant concern. Continued research into robust cryptographic techniques, consensus mechanisms, and network governance models will be pivotal in enhancing security and resilience.




16.5 Privacy-enhancing technologies

Privacy-enhancing technologies (PETs) encompass a range of tools and techniques designed to protect individuals’ privacy in digital interactions and data processing. These technologies address growing concerns about data privacy in an increasingly connected and data-driven world. One prominent PET is end-to-end encryption (E2EE), which secures communications by encrypting messages in a way that only the communicating parties can decrypt, preventing intermediaries and unauthorised entities from accessing sensitive information. Another key PET is differential privacy, which adds noise to data queries or statistical analyses to protect individuals’ identities while still providing accurate aggregate results. Blockchain technology also plays a role in PETs by offering decentralised and immutable storage of data, enhancing transparency and control over personal information. Additionally, tools such as anonymous browsing, decentralised identity systems, and privacy-preserving algorithms contribute to safeguarding privacy in various digital contexts. Despite their effectiveness, PETs face challenges such as usability issues, regulatory complexities, and evolving threats. As technological advancements continue, the development and adoption of robust PETs will be crucial in balancing innovation with privacy protection, ensuring individuals maintain control over their personal data in the digital age [4].


16.5.1 Overview of PETs

PETs encompass a wide array of tools and methodologies designed to safeguard individuals’ privacy in digital environments. These technologies include encryption techniques such as E2EE to secure data during transmission and storage, anonymisation methods that transform personally identifiable information (PII) into non-identifying data for analysis and sharing, and differential privacy approaches that add noise to data queries to protect individual identities while allowing accurate aggregate results. Decentralised technologies such as blockchain provide transparent and secure data management, ensuring integrity and reducing reliance on centralised authorities. Privacy-preserving algorithms enable computations on encrypted data without revealing sensitive information, while regulatory compliance measures ensure adherence to privacy laws. Despite challenges in usability, scalability, and regulatory alignment, PETs continue to evolve to meet the growing demand for robust privacy protections in an increasingly interconnected digital landscape.



16.5.2 Zero-knowledge proofs

Zero-knowledge proofs (ZKPs) are cryptographic protocols that enable one party, the prover, to demonstrate knowledge of a statement’s truth to another party, the verifier, without revealing any information about the statement itself apart from its truthfulness. This powerful concept allows for the verification of data or transactions without exposing sensitive details, thereby preserving privacy and confidentiality. ZKPs work by demonstrating that the prover possesses knowledge of certain data or relationships, such as possession of a secret key or the correctness of a computation, without divulging any specifics that could compromise security. Applications of ZKPs range from ensuring data integrity in blockchain transactions and privacy-preserving authentication protocols to verifying compliance in financial transactions and enabling secure voting systems. While ZKPs offer substantial benefits in terms of privacy and security, their implementation requires careful consideration of computational efficiency and complexity, making ongoing research and development crucial for expanding their practical applications across various domains [5].



16.5.3 Secure multiparty computation

Secure multiparty computation (SMPC) is a cryptographic technique that enables multiple parties to jointly compute a function over their private inputs without revealing these inputs to each other. This approach ensures confidentiality and privacy, even when the parties involved do not fully trust each other or the intermediary handling the computation. MPC protocols allow computations to be performed in a distributed manner, in which each party contributes their data without disclosing it to others, and the final result is revealed without exposing individual inputs.

The core principles of MPC involve cryptographic techniques such as secret sharing, in which each party divides their private input into shares distributed among the participants. Through collaborative computation and the use of cryptographic protocols such as homomorphic encryption and secure function evaluation, MPC ensures that computations are performed securely without compromising data privacy. Applications of MPC range from financial calculations and data analytics to privacy-preserving machine learning and secure auctions.

Challenges in MPC implementation include balancing computational efficiency with the complexity of secure protocols, ensuring scalability for large-scale applications, and addressing potential vulnerabilities in protocol design. However, ongoing advancements in cryptographic research and computing technology continue to expand the practicality and adoption of MPC, offering robust solutions for collaborative data analysis and privacy-sensitive operations in diverse fields.



16.5.4 Differential privacy

Differential privacy is a sophisticated approach to protecting individuals’ privacy in data analysis by adding carefully calibrated noise to query results or statistical analyses. This technique ensures that individual data contributions remain confidential, even when the aggregate data is used to derive insights or make decisions. By quantifying and limiting the impact of any single individual’s data on the overall results, differential privacy maintains statistical accuracy while preventing unauthorised disclosure of sensitive information. This framework finds applications across diverse fields such as healthcare, finance, and social sciences, in which preserving privacy is crucial for ethical data handling and regulatory compliance. Challenges include optimising noise levels to balance privacy guarantees with data utility, as well as educating stakeholders about the benefits and trade-offs of differential privacy in fostering trust and transparency in data-driven environments. As advancements continue, differential privacy holds promise as a foundational tool for responsibly managing and leveraging sensitive data while respecting individuals’ privacy rights [5].



16.5.5 Recent developments and use cases

Recent advancements in differential privacy have focused on enhancing its applicability and effectiveness across various domains, addressing both technical challenges and expanding its practical use. One notable development is the refinement of algorithms and techniques to improve the trade-off between privacy guarantees and data utility. Researchers have made strides in optimising noise mechanisms and developing differential privacy-preserving algorithms that minimise information loss while ensuring robust privacy protections [6].



16.5.6 Future trends in PETs

Looking ahead, the future of PETs promises significant advancements driven by growing concerns over data privacy and security in a digital world. One key trend is the integration of PETs into mainstream technologies and platforms, making privacy a default setting rather than an optional feature. This includes enhancing user interfaces to simplify PETs’ adoption and ensuring seamless interoperability across different applications and devices.

Another trend is the development of more sophisticated PETs that balance strong privacy guarantees with minimal impact on data utility. Innovations in cryptography, such as advancements in homomorphic encryption and ZKPs, are expected to enable more secure and efficient data processing while preserving confidentiality. Additionally, improvements in differential privacy algorithms and mechanisms will enhance their scalability and applicability across diverse datasets and analytical tasks.




16.6 Artificial intelligence in cryptography

Artificial intelligence (AI) is increasingly intersecting with cryptography, reshaping how cryptographic techniques are developed, applied, and secured. AI’s ability to process vast amounts of data and detect complex patterns has accelerated cryptographic research, leading to the discovery of novel encryption algorithms and improved security protocols. Machine learning algorithms, for instance, are being leveraged to strengthen cryptographic key generation, in which AI models can predict and defend against potential vulnerabilities more effectively than traditional methods.

Moreover, AI plays a crucial role in enhancing cryptographic defences against cyberthreats. It aids in anomaly detection to identify suspicious activities or potential attacks, thereby fortifying cryptographic systems against emerging risks such as quantum computing threats. AI-driven approaches also optimise cryptographic operations, improving efficiency and reducing computational overhead in resource-intensive tasks such as homomorphic encryption and SMPC.

On the flip side, AI itself can be a beneficiary of cryptographic advancements, particularly in privacy-preserving machine learning. Techniques such as secure aggregation and federated learning use cryptographic protocols to enable collaborative model training across distributed datasets without compromising data privacy. These innovations are crucial for sectors requiring sensitive data analysis, such as healthcare and finance, in which maintaining confidentiality is paramount.

Looking forward, the synergy between AI and cryptography is expected to drive further innovation, with AI algorithms becoming integral to enhancing the resilience and efficiency of cryptographic systems. However, challenges such as ensuring the robustness of AI models against adversarial attacks and maintaining ethical considerations in AI-powered cryptography remain areas of ongoing research and development. As both fields continue to evolve, their convergence promises to advance data security, privacy, and the broader capabilities of digital technologies in an increasingly interconnected world.


16.6.1 Intersection of AI and cryptography

The intersection of AI and cryptography is reshaping the landscape of data security and privacy with profound implications across various domains. AI technologies are revolutionising cryptography by enhancing the development, analysis, and deployment of secure cryptographic systems. Machine learning algorithms, for instance, are increasingly employed to strengthen cryptographic protocols by identifying vulnerabilities and improving encryption methods. This proactive approach helps cryptographers to stay ahead of emerging threats, including those posed by quantum computing. Moreover, AI optimises cryptographic operations, making them more efficient and scalable for applications in cloud computing, Internet of Things (IoT), and secure communication networks.

On the other hand, cryptography empowers AI applications with privacy-preserving techniques such as federated learning and SMPC. These methods enable collaborative data analysis without compromising individual privacy, crucial for sectors such as healthcare and finance. AI also enhances encryption and authentication processes, improving the accuracy of anomaly detection and user verification. However, challenges persist, such as ensuring the robustness of AI models against adversarial attacks and addressing ethical considerations in AI-driven decision-making. Despite these challenges, the synergy between AI and cryptography promises to advance data security, privacy protection, and the capabilities of digital technologies in an increasingly interconnected world. Continued research and collaboration are essential to harnessing this convergence effectively and responsibly [7].



16.6.2 AI for enhancing cryptographic systems

AI is increasingly playing a transformative role in enhancing cryptographic systems, revolutionising how security and privacy are ensured in digital communications and data storage. AI-driven advancements are contributing to several critical areas within cryptography.

First, AI is enhancing the development and analysis of cryptographic algorithms and protocols. Machine learning techniques are used to detect patterns in large datasets, helping cryptographers to identify weaknesses in encryption schemes and predict potential vulnerabilities before they can be exploited. This proactive approach strengthens the resilience of cryptographic systems against attacks, including those posed by quantum computing.

Second, AI optimises cryptographic operations, improving efficiency and performance in key areas such as key generation, encryption, decryption, and authentication processes. AI algorithms can streamline these operations, making them faster and more scalable for real-world applications across diverse industries, from finance to healthcare and beyond.

Moreover, AI-powered anomaly detection and threat analysis systems bolster the security of cryptographic infrastructures. These systems can continuously monitor network activities, identify suspicious patterns, and respond in real-time to potential threats, thereby enhancing overall system resilience and reducing the likelihood of data breaches.

Furthermore, AI enables advancements in privacy-preserving techniques such as homomorphic encryption and SMPC. These methods allow sensitive data to be processed and analysed without exposing raw information, ensuring confidentiality while enabling collaborative data analysis across multiple parties.

However, integrating AI into cryptographic systems also presents challenges, such as ensuring the robustness and reliability of AI models in security-critical applications and addressing potential biases in AI algorithms that could impact security outcomes. Continued research, collaboration between AI experts and cryptographers, and adherence to best practices in data security and privacy are essential to realising the full potential of AI in enhancing cryptographic systems effectively and responsibly. As these technologies evolve, they hold promise for advancing the security, privacy, and trustworthiness of digital transactions and communications in an increasingly interconnected world.



16.6.3 AI-driven threat detection and response

AI-driven threat detection and response represents a cutting-edge approach to cybersecurity, leveraging AI to identify and mitigate potential threats in real-time. This technology is revolutionising how organisations protect their digital assets and sensitive information from a wide range of cyberattacks.

AI’s capability to analyse vast amounts of data and detect patterns enables proactive threat detection across multiple layers of information technology (IT) infrastructure. Machine learning algorithms can automatically identify anomalies in network traffic, user behaviour, and system activities that may indicate malicious intent or unauthorised access. By continuously learning from historical data and adapting to new threats, AI-driven systems enhance detection accuracy and reduce false positives, enabling security teams to prioritise and respond to genuine threats promptly.

Moreover, AI enhances incident response by automating and accelerating decision-making processes. AI-powered systems can suggest or execute responses to security incidents based on predefined rules and machine learning models. This capability is particularly valuable in mitigating the impact of fast-evolving threats such as ransomware, phishing attacks, and insider threats, in which immediate action can significantly reduce damage and downtime.

Additionally, AI-driven threat intelligence platforms aggregate and analyse threat data from various sources, providing security teams with actionable insights and predictive capabilities. These platforms enhance situational awareness, enabling proactive measures to strengthen defences and preempt potential attacks before they occur.

Despite these advancements, challenges remain, including the need for robust AI models that can adapt to evolving threats, ensuring the ethical use of AI in cybersecurity and addressing potential biases in AI algorithms. Collaboration between cybersecurity experts, AI researchers, and regulatory bodies is essential to overcome these challenges and maximise the effectiveness of AI-driven threat detection and response.

In conclusion, AI-driven threat detection and response represent a pivotal advancement in cybersecurity, empowering organisations to stay ahead of sophisticated cyberthreats and safeguard their critical assets effectively. As AI technologies continue to evolve, they promise to reshape the cybersecurity landscape by improving detection capabilities, enhancing incident response times, and strengthening overall resilience against cyberthreats in an increasingly interconnected digital world [7].



16.6.4 Challenges and ethical considerations

Challenges and ethical considerations surrounding AI-driven threat detection and response in cybersecurity are multifaceted. Technical challenges include ensuring the accuracy and reliability of AI models, which must continuously adapt to evolving threats and avoid false positives that can overwhelm security teams. Moreover, the complexity of integrating AI with existing security infrastructures and ensuring interoperability across diverse systems poses implementation challenges. Ethically, concerns revolve around transparency and accountability in AI decision-making, as automated systems may impact privacy, civil liberties, and the potential for unintended consequences. Addressing these challenges requires robust governance frameworks, collaboration between cybersecurity professionals and AI researchers, and adherence to ethical guidelines to ensure that AI-driven cybersecurity measures are deployed responsibly and uphold trustworthiness in digital security operations.



16.6.5 Future prospects and innovations

The future of AI-driven cybersecurity holds promising prospects for advancing threat detection, response capabilities, and overall resilience against evolving cyberthreats. Several key innovations and trends are expected to shape the landscape.




16.7 Biometric cryptography


16.7.1 Introduction to biometric cryptography

Biometric cryptography combines biometric authentication methods with cryptographic techniques to enhance security in digital systems. Unlike traditional authentication methods reliant on passwords or tokens, biometric cryptography uses unique biological characteristics such as fingerprints, iris scans, or facial recognition to verify identity. These biometric traits are converted into digital representations through mathematical algorithms, which are then used as cryptographic keys for securing data and transactions. By integrating biometrics with cryptography, this approach aims to provide robust authentication and authorisation mechanisms that are resistant to impersonation and unauthorised access, thereby enhancing overall system security and user convenience in digital environments.



16.7.2 Types of biometric data used

Various types of biometric data are utilised in biometric authentication systems to verify individuals’ identities. These include physiological traits such as fingerprints, which are unique to each person and widely used due to their reliability and ease of capture. Iris patterns, another physiological trait, are valued for their high accuracy in identification. Facial recognition utilises distinctive facial features and is increasingly popular due to advancements in image processing algorithms. Behavioural biometrics, such as typing patterns and voice recognition, analyse unique behavioural traits to authenticate users. These biometric modalities are chosen based on their accuracy, convenience, and resistance to spoofing, collectively contributing to robust and secure biometric authentication systems across various applications.



16.7.3 Security and privacy concerns

Security and privacy concerns regarding biometric data revolve around the sensitivity and permanence of biometric identifiers. Biometric data, such as fingerprints, iris scans, and facial features, uniquely identify individuals and, if compromised, can lead to irreversible privacy violations and identity theft. Risks include biometric data breaches, in which unauthorised access could exploit stored or transmitted data. Additionally, the challenge of biometric spoofing highlights vulnerabilities in authentication systems that rely solely on biometrics. Compliance with stringent regulatory frameworks, encryption of biometric data, and implementing robust authentication methods are crucial for mitigating these risks and ensuring responsible use of biometric technologies while safeguarding user privacy.



16.7.4 Recent advances and case studies

Recent advances in biometric technologies have focused on enhancing accuracy, security, and usability across various applications. Advances in deep learning and computer vision have significantly improved facial recognition systems, enabling more accurate and reliable identification, even in challenging conditions such as low light or partial occlusion. Iris recognition technologies have also seen advancements, with faster and more accurate algorithms for capturing and matching iris patterns, enhancing their reliability in high-security environments. Moreover, behavioural biometrics, such as keystroke dynamics and gait analysis, have gained traction for continuous authentication, providing seamless security without user interruption. Case studies demonstrate these technologies’ effectiveness in sectors ranging from financial services and healthcare to border control and smart cities, showcasing their role in enhancing security, efficiency, and user experience in diverse real-world applications. As biometric technologies continue to evolve, ongoing research and innovation promise to further improve their capabilities while addressing challenges related to security, privacy, and ethical considerations.



16.7.5 Future trends in biometric cryptography

Looking ahead, future trends in biometric cryptography are poised to advance the security and usability of authentication systems significantly. One key trend is the integration of multiple biometric modalities, such as combining fingerprint and facial recognition, to enhance accuracy and reliability. This multimodal approach not only strengthens authentication but also mitigates risks associated with spoofing and ensures robust identity verification in diverse environments.

Advancements in machine learning and AI will continue to drive improvements in biometric recognition algorithms, making them more adaptive to variations in biometric data and environmental conditions. These technologies will enable faster and more accurate authentication processes, enhancing user convenience while maintaining high levels of security.




16.8 PQC


16.8.1 Definition and need for PQC

PQC refers to cryptographic algorithms and protocols designed to resist attacks by quantum computers, which have the potential to break many traditional cryptographic schemes. Quantum computers leverage quantum mechanics to perform computations exponentially faster than classical computers, threatening the security of widely used encryption methods such as RSA and ECC. PQC aims to develop algorithms that remain secure even in the presence of quantum adversaries, ensuring the long-term confidentiality and integrity of sensitive information in a future in which quantum computing capabilities become more widespread. The need for PQC arises from the anticipated advancement of quantum technologies, necessitating preemptive measures to safeguard digital communications, financial transactions, and critical infrastructure against quantum-enabled threats.



16.8.2 Current research and development

Current research and development in PQC are focused on identifying and standardising new cryptographic algorithms that can withstand attacks from quantum computers. Researchers are exploring various approaches, including lattice-based cryptography, code-based cryptography, hash-based signatures, and multivariate cryptography, among others. The goal is to develop algorithms that offer sufficient security margins against quantum attacks while maintaining practicality in terms of computational efficiency and implementation feasibility across different platforms. Standardisation efforts, such as those by NIST, are crucial in evaluating candidate algorithms through rigorous testing and analysis to ensure their robustness and suitability for widespread adoption in future-proofing digital security infrastructures against quantum threats. As quantum technologies continue to advance, ongoing research and collaboration among academia, industry, and government agencies remain pivotal in shaping the future landscape of PQC and ensuring the resilience of cryptographic systems in the quantum era.



16.8.3 Adoption challenges and strategies

The adoption of PQC faces several challenges despite its critical importance in preparing for future quantum threats. One major challenge is the compatibility of PQC algorithms with existing systems and protocols, which may require significant updates or replacements of current cryptographic infrastructures. This transition is complex and costly, particularly for organisations with large-scale or legacy systems that rely heavily on traditional cryptographic methods.

Another challenge is the uncertainty surrounding quantum computing timelines and capabilities, which affects the urgency and prioritisation of PQC adoption. Organisations must balance between investing in PQC readiness without prematurely disrupting existing security practices.

Moreover, the diverse range of PQC algorithms under development complicates standardisation efforts and interoperability between different systems and platforms. Achieving consensus on standardised PQC algorithms and protocols is crucial for ensuring consistent and reliable security solutions across global networks.



16.8.4 Standardisation efforts

Standardisation efforts in PQC are crucial for establishing consistent and reliable cryptographic algorithms capable of resisting quantum computing attacks. Organisations such as NIST play a pivotal role by soliciting, evaluating, and standardising PQC algorithms through an open and transparent process. This involves rigorous scrutiny of candidate algorithms for security, efficiency, and practical implementation across various platforms and applications. Standardisation promotes confidence in PQC solutions, facilitating their adoption by industry, government, and academia worldwide. It also fosters interoperability among different systems, ensuring that cryptographic protocols can seamlessly transition to quantum-resistant alternatives as quantum computing capabilities continue to evolve.



16.8.5 Future directions and prospects

Future directions in PQC are poised to shape the next generation of secure digital communications in anticipation of quantum computing advancements. As quantum technologies progress, the focus will be on advancing and refining PQC algorithms to achieve stronger security guarantees while maintaining practicality and efficiency. Research efforts will likely continue to explore and develop new mathematical foundations and cryptographic techniques that are resilient against quantum attacks.

Moreover, standardisation efforts will play a crucial role in defining and adopting robust PQC standards globally, ensuring interoperability and compatibility across diverse systems and applications. Collaborative initiatives between industry, academia, and government agencies will be essential to drive consensus on standardised PQC solutions and accelerate their deployment in real-world scenarios.




16.9 Regulatory and ethical considerations


16.9.1 Overview of cryptographic regulations

Future directions in PQC are poised to shape the next generation of secure digital communications in anticipation of quantum computing advancements. As quantum technologies progress, the focus will be on advancing and refining PQC algorithms to achieve stronger security guarantees while maintaining practicality and efficiency. Research efforts will likely continue to explore and develop new mathematical foundations and cryptographic techniques that are resilient against quantum attacks.

Moreover, standardisation efforts will play a crucial role in defining and adopting robust PQC standards globally, ensuring interoperability and compatibility across diverse systems and applications. Collaborative initiatives between industry, academia, and government agencies will be essential to drive consensus on standardised PQC solutions and accelerate their deployment in real-world scenarios.

In parallel, ongoing advancements in quantum-resistant cryptography will likely lead to the integration of PQC into emerging technologies such as blockchain, IoT, and cloud computing, in which data security is paramount. This integration will bolster resilience against quantum threats and support the secure evolution of digital infrastructures.

Ethical considerations, including privacy protections and regulatory compliance, will also influence the future development and deployment of PQC. As organisations navigate these complexities, fostering public trust through transparent practices and robust security measures will be crucial in ensuring the widespread adoption and effectiveness of PQC solutions.



16.9.2 Ethical implications of cryptographic advances

The ethical implications of cryptographic advances are multifaceted and crucial in shaping the future of digital security and privacy. Cryptography, while essential for protecting sensitive information and ensuring confidentiality, raises ethical concerns related to privacy rights, surveillance, and the balance of power between individuals, governments, and corporations. Ensuring robust encryption practices is paramount to safeguarding personal data from breaches and unauthorised access, promoting trust in digital communications. Ethical debates also centre on the responsible use of cryptographic technologies, considering their dual-use nature for defensive and potentially offensive purposes. Accessibility and equity in cryptographic access further challenge ethical norms, requiring efforts to bridge digital divides and ensure inclusivity in security solutions. Moreover, ethical guidelines in cryptographic research and development emphasise transparency, accountability, and the fair dissemination of knowledge to foster innovation while safeguarding societal values and individual rights. As cryptographic technologies continue to evolve, addressing these ethical considerations will be crucial in shaping policies, practices, and regulatory frameworks that promote a secure, equitable, and ethical digital future.



16.9.3 Balancing security and privacy

Balancing security and privacy in the realm of cryptography is a delicate yet essential endeavour in today’s digital landscape. Cryptographic technologies are fundamental in safeguarding sensitive information and communications from unauthorised access and breaches, thereby ensuring security. However, these same technologies can potentially infringe on privacy if misapplied or used without appropriate safeguards.

Achieving this balance involves implementing strong encryption protocols that protect data confidentiality while respecting individuals’ rights to privacy. Ethical considerations come into play, requiring transparent practices in data handling, consent management, and adherence to regulatory frameworks such as the general data protection regulation (GDPR).





Glossary

Blockchain technology: Technology based on public key cryptography, which makes digital asset management and safe transactions possible.

Cryptography: The art of cryptocommunication, which dates back millennia, and has had highly various episodes in its story.

Decryption: The use of the appropriate key, which is either the private key in asymmetric encryption or the shared secret key in symmetric encryption, to recover the original plaintext data.

Digital signature: A cryptographic method for confirming the integrity and authenticity of a digital document or message.

Encryption: The process of transforming plaintext with a key into ciphertext with the help of an encryption algorithm.

Hash function: A function that accepts an input, also known as a “message,” and outputs a fixed-length byte string. Digital signatures, data integrity checks, and hash values for data storage and retrieval are all made possible by hash functions.

Homomorphic encryption: Allows computations to be performed on encrypted data without decrypting it first, preserving privacy.

Modern cryptography: The introduction of computers into cryptography in the twentieth century transformed this field from the traditional process into a new beginning.

Privacy-preserving technologies: Cryptographic techniques that enable data sharing and analysis while preserving individual privacy.

lattice-based cryptography: A cryptographic paradigm that relies on the mathematical properties of lattices.

Secure multiparty computation (MPC): Protocols that enable multiple parties to jointly compute a function over their inputs while keeping those inputs private.

Transmission: A communication channel, such as the internet or a network, that is used to send the encrypted ciphertext.

Quantum Key Distribution (QKD): A novel cryptography method entailing utilisation of principles of quantum mechanics as a means to help two parties exchange information in a safe manner.

Zero-knowledge proofs (ZKPs): Allow one party (the prover) to prove to another party (the verifier) that they know a secret without revealing any information about the secret itself
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17.1 Introduction to QC and cybersecurity

QC is a groundbreaking technology that leverages the principles of quantum mechanics to perform computational tasks that were previously thought to be impossible for classical computers [1]. Unlike classical computers, which use bits as the fundamental unit of information (either 0 or 1), quantum computers use qubits. These qubits can exist in multiple states simultaneously, thanks to the principle of superposition, allowing quantum computers to explore a vast number of possibilities in parallel. Furthermore, qubits can be entangled, meaning the state of one qubit is dependent on the state of another, even when separated by large distances. This property enables quantum computers to solve complex problems faster than classical counterparts through quantum parallelism and the exploitation of entanglement.

One of the most notable aspects of QC is its potential to revolutionise fields such as cryptography, optimisation, and scientific simulations [2]. Shor’s algorithm, for instance, threatens current encryption methods by efficiently factoring large numbers, which is a fundamental challenge for classical computers. Conversely, quantum computers could greatly enhance optimisation tasks, allowing for more efficient solutions in fields such as logistics and drug discovery. Additionally, quantum simulations have the potential to revolutionise our understanding of complex quantum systems, from material properties to chemical reactions.

However, the development of QC technology is not without its challenges. Qubits are notoriously delicate and susceptible to decoherence, meaning they can easily lose their quantum properties. Researchers are actively working on error correction techniques to mitigate this issue. Furthermore, building practical and scalable quantum computers remains a formidable engineering feat, with various approaches including superconducting qubits, trapped ions, and topological qubits.

QC has garnered considerable attention due to its potential to break current encryption methods, posing a significant challenge to the security of digital information. This threat primarily stems from Shor’s algorithm, a quantum algorithm developed by Peter Shor in 1994. Shor’s algorithm exploits the quantum computer’s ability to efficiently factor large integers, a task that forms the foundation of widely used encryption methods such as RSA. Classical computers struggle to factor large numbers with hundreds or thousands of digits, making RSA encryption secure for most practical purposes. However, quantum computers, with their inherent parallelism and computational advantages, could theoretically factor these large numbers exponentially faster [3].

The implications of Shor’s algorithm for encryption are profound. It would render much of the encrypted data currently in use vulnerable to decryption by quantum computers, including sensitive information such as financial transactions, personal records, and government communications. This potential threat has prompted a growing interest in developing post-quantum cryptography, which aims to create encryption algorithms resistant to quantum attacks [4].

As QC technology advances, the race to bolster digital security intensifies. Researchers are exploring encryption alternatives such as lattice-based cryptography, hash-based cryptography, and code-based cryptography, which are believed to be quantum-resistant. Moreover, quantum-resistant cryptographic standards are being developed and evaluated to ensure the security of digital communication in the quantum era.

The growing importance of cybersecurity in the quantum era cannot be overstated, as QC represents a transformative shift in the technology landscape with profound implications for digital security. Quantum computers have the potential to render many of our current cryptographic systems obsolete, thanks to algorithms such as Shor’s algorithm, which can efficiently factor large numbers – a task that underpins much of modern encryption.

This looming threat necessitates a fundamental reevaluation of our cybersecurity strategies. As quantum computers become more powerful and accessible, cybercriminals could leverage these machines to crack encrypted communications, access sensitive data, and potentially compromise the integrity of digital transactions. This threat extends beyond individuals and organisations to encompass national security concerns, as encrypted government communications, defence systems, and critical infrastructure are at risk.

The quantum era also ushers in new challenges in terms of securing sensitive data during transmission and storage. As classical encryption methods face obsolescence, the development and adoption of quantum-resistant cryptographic techniques become imperative. Furthermore, securing quantum communications, such as QKD, will be crucial to ensure the confidentiality and integrity of information exchanged in the quantum realm.

The quantum era compels governments, industries, and researchers to work collaboratively in establishing robust cybersecurity measures [5]. This includes developing and standardising quantum-resistant encryption standards, fostering research in post-quantum cryptography, and enhancing quantum-safe network infrastructure. Public awareness and education about quantum threats are equally essential to ensure that individuals and organisations are prepared for the cybersecurity challenges of the quantum era.



17.2 Current state of cybersecurity laws

A review of existing cybersecurity laws and regulations reveals the evolving and complex landscape that governments and organisations navigate to secure digital environments. In many countries, these laws have been established to protect critical infrastructure, personal data, and national security in an increasingly interconnected world. The specifics of these regulations vary from one jurisdiction to another, but they generally encompass several key areas.

First and foremost, data protection laws, such as the European Union’s GDPR and the California Consumer Privacy Act (CCPA), have gained prominence. These regulations grant individuals more control over their personal data and place obligations on organisations to safeguard this information. GDPR, in particular, has a global reach, affecting businesses worldwide that handle European citizens’ data.

Additionally, various countries have enacted laws related to breach notifications. These laws require organisations to promptly report data breaches to authorities and affected individuals. This not only serves to protect individuals’ rights but also fosters transparency and accountability in the event of a cyberincident.

On the national security front, governments have established regulations to protect critical infrastructure sectors such as energy, finance, and healthcare. These regulations often mandate cybersecurity standards and practices, requiring organisations in these sectors to implement robust security measures.

Furthermore, many jurisdictions have laws focused on cybercrime. These laws criminalise various forms of cyberattacks, including hacking, malware distribution, and identity theft [6]. They provide a legal framework for prosecuting cybercriminals and seeking justice for victims.

As technology advances, some governments are also introducing legislation to address emerging threats, such as those posed by QC and artificial intelligence. These laws aim to regulate research, development, and usage of technologies that could have significant cybersecurity implications.

The effectiveness of existing cybersecurity laws and regulations in addressing QC threats is a subject of concern and scrutiny, given the unique challenges posed by QC to encryption and data security. In their current form, most cybersecurity regulations are predominantly focused on addressing classical cyberthreats, leaving quantum-related vulnerabilities largely unaddressed.

One of the primary concerns is the potential inadequacy of current encryption standards in the face of quantum attacks. Regulations such as GDPR and CCPA mandate data protection and encryption, but they do not account for the specific vulnerabilities that QC introduces. This gap leaves personal and sensitive data vulnerable to decryption by powerful quantum computers, undermining the very purpose of these regulations.

Furthermore, breach notification requirements may not be sufficient when quantum attacks can go undetected for extended periods due to their stealthy nature. The timeline for detecting and responding to quantum-based breaches may be significantly longer, potentially leading to more extensive damage and theft of sensitive information.

While regulations aimed at critical infrastructure sectors exist, they often lack detailed provisions for securing against quantum threats. Quantum-resistant standards and practices, which are essential for securing critical systems, are not yet widely integrated into these regulations.

However, it is worth noting that some governments and international bodies are beginning to recognise the need for quantum-safe regulations. Initiatives to develop post-quantum cryptographic standards are underway, and discussions on the integration of quantum-resistant technologies into existing regulations are beginning to take place [9]. These developments are positive steps forward in addressing the unique challenges posed by QC.

Current cybersecurity laws and regulations, while essential for safeguarding digital environments, exhibit significant legal gaps and challenges when it comes to addressing the emerging threats posed by QC and related technologies.

One prominent legal gap is the lack of specific provisions addressing QC threats. Most existing regulations are designed to combat classical cyberthreats, and they do not comprehensively account for the unique vulnerabilities presented by QC. This gap leaves a considerable void in terms of legal guidance on how organisations should protect against quantum attacks, including quantum-resistant encryption and post-quantum cryptography measures.

Another challenge is the speed of technological advancement in QC. Legislation tends to evolve at a slower pace than technology, and QC is progressing rapidly. This misalignment poses a challenge in terms of keeping legal frameworks up-to-date and adaptable to the constantly evolving quantum threat landscape.

The international nature of QC adds complexity to the legal landscape. Cyberthreats can originate from anywhere in the world, and harmonising cybersecurity laws and regulations across different jurisdictions is a challenging endeavour. Coordinating international efforts to combat quantum threats, establish global standards, and facilitate cooperation among nations becomes crucial but is often hindered by differing legal systems and priorities.

Moreover, QC brings forth ethical and privacy considerations, which current laws may not adequately address. For example, the potential for more powerful decryption capabilities could infringe upon individuals’ privacy rights and raise questions about the balance between security and civil liberties.



17.3 Quantum threat landscape

Quantum-based cyberthreats and vulnerabilities represent a new frontier in the realm of cybersecurity, stemming from the unique properties of QC. One of the most concerning quantum-based threats is the potential to break widely used encryption methods. Quantum computers, through algorithms such as Shor’s algorithm, can factor large numbers exponentially faster than classical computers [11]. This means that cryptographic systems underpinning data protection, secure communications, and financial transactions today could be rendered ineffective in the quantum era. Consequently, sensitive data, including personal information and confidential communications, becomes vulnerable to decryption by powerful quantum computers.

Quantum computers can also introduce vulnerabilities through quantum attacks on cryptographic protocols. For instance, Grover’s algorithm allows quantum computers to perform brute-force searches significantly faster than classical computers, posing a threat to symmetric encryption and hashing algorithms. This could lead to the compromise of passwords and encryption keys, undermining the security of data and systems.

Furthermore, quantum-based vulnerabilities extend to the domain of digital signatures and authentication. Quantum computers may potentially break digital signatures, making it possible to forge digital identities and tamper with electronic documents, posing serious risks to the integrity of digital transactions and legal agreements. Additionally, quantum attacks can disrupt the security of quantum-resistant technologies, which are being developed as countermeasures. If adversaries can exploit quantum vulnerabilities in these emerging technologies, it could undermine the very defences being put in place to protect against quantum threats.

The timeline for the emergence of quantum threats is an evolving and somewhat speculative subject, as it depends on the advancement of QC technology and its adoption by malicious actors. However, we can outline a general trajectory for when quantum threats might start to become significant.

In the near term (0–5 years), the quantum threat landscape primarily consists of research and development. While quantum computers exist in experimental forms, they are not yet powerful enough to break widely used encryption methods. This period is crucial for preparing the groundwork for quantum-resistant cybersecurity, including research into post-quantum cryptographic standards [12].

In the medium term (5–10 years), quantum threats may begin to surface. Quantum computers are expected to advance, potentially reaching a level at which they can factor smaller RSA key sizes. Organisations and governments must accelerate their efforts to transition to quantum-resistant encryption standards during this phase to safeguard sensitive data.

In the long term (10 plus years), the quantum threat landscape could become highly concerning. As quantum computers become more powerful and accessible, they may have the capability to break current encryption methods on a larger scale, including those protecting critical infrastructure and sensitive government communications. This phase requires comprehensive cybersecurity measures, including the widespread adoption of quantum-resistant encryption and robust defence strategies against quantum attacks.

It is important to note that the exact timeline for quantum threats depends on numerous factors, including technological advancements, research breakthroughs, and the pace of QC development. However, it is clear that proactive measures, such as the development and implementation of quantum-resistant cybersecurity protocols and standards, are essential to mitigate the risks associated with the eventual emergence of quantum threats.



17.4 Legal framework for quantum cybersecurity

Updating and strengthening cybersecurity laws for the quantum era is essential to address the unique challenges posed by QC technology. Several proposals can guide the development of robust legal frameworks.


	
Quantum-resistant encryption standards: Governments should collaborate with industry experts to establish and mandate the use of quantum-resistant encryption standards. These standards should encompass both symmetric and asymmetric encryption methods to ensure the confidentiality of sensitive information remains intact in the face of quantum threats.

	
Mandatory data protection: Expanding data protection laws to include quantum-era considerations is vital. This includes requiring organisations to implement quantum-safe encryption for personal and sensitive data, ensuring that data remains confidential and secure in the quantum era [13].

	
Quantum cybersecurity audits: Implementing regular cybersecurity audits focused on quantum threats can help organisations to identify vulnerabilities and ensure compliance with quantum-era cybersecurity standards. Legal frameworks should outline the requirements and consequences of these audits.

	
Breach notification updates: Laws regarding breach notifications should be revised to accommodate quantum attacks, which may go undetected for longer periods. Mandatory reporting timelines should reflect the unique challenges of quantum-based breaches.

	
International collaboration: Given the global nature of cyberthreats, laws should encourage international cooperation in combating quantum cyberthreats. Bilateral and multilateral agreements and information-sharing mechanisms should be established to foster collective defence against quantum threats.

	
Research and development incentives: Governments can incentivise research and development efforts in quantum-resistant technologies by offering tax incentives or grants to organisations actively working on solutions. This can accelerate the availability of quantum-secure products and services.

	
Quantum forensics and law enforcement training: Legal frameworks should allocate resources for training law enforcement agencies and forensic experts in dealing with quantum-based cybercrimes, as investigations in the quantum era will require specialised knowledge and techniques.

	
Quantum-safe infrastructure: Critical infrastructure protection laws should mandate the use of quantum-resistant technologies in sectors such as energy, finance, and healthcare. Regulations should outline standards for securing quantum communications and ensuring the resilience of critical systems.

	
Public awareness and education: Laws should promote public awareness and education campaigns about quantum threats and cybersecurity best practices. These campaigns can empower individuals and businesses to take proactive steps in securing their digital assets.





17.4.1 International cooperation and agreements in quantum cybersecurity

International cooperation and agreements in the field of quantum cybersecurity are increasingly vital in addressing the global nature of quantum threats and the need for standardised approaches to protect digital environments in the quantum era [17]. As QC technology advances, it has the potential to disrupt not only individual nations’ cybersecurity but also global systems and infrastructure. Therefore, several key aspects of international cooperation are emerging.


	
Standardisation of quantum-resistant protocols: Nations are recognising the importance of developing and adopting quantum-resistant encryption and security standards on an international scale. Collaborative efforts aim to establish uniform protocols that can withstand quantum attacks. Such standards can facilitate secure cross-border communication and data protection.

	
Information sharing and threat intelligence: The sharing of quantum threat intelligence among nations and organisations is crucial to proactively defend against quantum attacks. International agreements can create frameworks for the responsible exchange of information regarding emerging threats, vulnerabilities, and attack techniques, enabling faster responses and mitigation.

	
Harmonisation of legal frameworks: Ensuring that laws and regulations related to quantum cybersecurity align across borders is essential. International agreements can promote consistency in legal approaches to prosecuting cybercriminals and addressing quantum-based cybercrimes, simplifying extradition and legal processes.

	
Joint research and development: Collaboration in research and development efforts related to quantum-resistant technologies can accelerate progress. Nations can pool resources, expertise, and investments to expedite the development of quantum-secure cryptographic methods and cybersecurity solutions.

	
Capacity building and training: International agreements can facilitate the exchange of knowledge and expertise, especially in nations with emerging quantum capabilities [18]. Capacity building programs and training initiatives can help nations develop the skills and infrastructure needed to defend against quantum threats effectively.

	
Cybersecurity diplomacy: Diplomacy plays a crucial role in shaping international norms and principles in quantum cybersecurity. Agreements can promote responsible behaviour in cyberspace, discourage cyberespionage, and establish rules of engagement concerning quantum attacks on critical infrastructure.

	
International organisations’ roles: Organisations such as the United Nations, the ITU, and INTERPOL can serve as platforms for discussions, agreements, and cooperation in quantum cybersecurity. These bodies can help to coordinate efforts and disseminate best practices globally.






17.5 Encryption and data protection

An examination of encryption algorithms resistant to quantum attacks is a critical aspect of preparing for the challenges posed by QC. Traditional encryption methods, designed to withstand attacks from classical computers, are vulnerable to the computational power of quantum computers. As a result, researchers and cryptographic experts have been actively developing encryption algorithms designed to resist quantum attacks, often referred to as post-quantum cryptography.

One category of post-quantum encryption algorithms is lattice-based cryptography. Lattice-based cryptography relies on the mathematical properties of lattices, which are geometric structures with many applications in mathematics. Lattice-based encryption schemes have shown promising resistance to quantum attacks, mainly because solving lattice problems is believed to be hard even for quantum computers. Another approach involves code-based cryptography, which relies on the hardness of certain coding problems to secure data. These codes are designed in such a way that decoding them is challenging for quantum computers. McEliece and NTRUEncrypt are examples of code-based encryption schemes that have garnered attention for their quantum resistance.

Hash-based cryptography is yet another avenue of research. Hash functions are used to create digital fingerprints of data, and hash-based signatures are considered secure against quantum attacks [25]. The concept behind hash-based cryptography is to make it computationally infeasible for a quantum computer to find collisions (different inputs that produce the same hash) or invert the hash function.

Additionally, multivariate polynomial cryptography, which relies on the difficulty of solving systems of multivariate polynomial equations, and hash-based digital signatures, such as Lamport signatures, are also being explored as quantum-resistant alternatives.

While these quantum-resistant encryption algorithms show promise, it is essential to continue research and testing to ensure their long-term security. The transition to post-quantum cryptography will require a gradual shift in cryptographic standards and practices across industries, as well as the development of tools and libraries that implement these new encryption schemes. As QC technology advances, staying ahead of the curve in quantum-resistant encryption remains a critical component of cybersecurity strategy.

The transition to post-quantum cryptography carries several significant legal implications, as it requires adapting existing legal frameworks and addressing emerging challenges to ensure the security and privacy of digital data in the quantum era.

First and foremost, there are legal obligations concerning data protection and privacy. Organisations, particularly those handling sensitive personal information, may face legal requirements to update their encryption methods to quantum-resistant standards. Failure to do so could result in breaches of data protection regulations, potentially leading to fines and legal liabilities.

Additionally, the legal landscape for intellectual property rights in post-quantum cryptography is evolving. As new cryptographic algorithms and techniques are developed, intellectual property rights and patents may come into play. Legal frameworks must provide clarity on licensing, usage rights, and potential disputes to encourage innovation while avoiding unnecessary legal battles that could impede progress.

Furthermore, international cooperation is critical in the transition to post-quantum cryptography. Legal agreements and standards must be harmonised globally to ensure a consistent approach to quantum-resistant encryption. This cooperation is essential not only for the interoperability of systems but also for addressing cross-border cyberthreats effectively.

On the law enforcement front, there may be challenges related to quantum-resistant encryption. While stronger encryption enhances data security, it can also hinder law enforcement agencies’ ability to access data for legitimate investigations. Striking a balance between privacy rights and law enforcement needs in the quantum era will likely require legal discussions and potential adjustments to existing laws.

Lastly, the issue of liability in the event of quantum cyberbreaches needs careful consideration. If an organisation has transitioned to post-quantum cryptography but still experiences a data breach due to a new form of quantum attack, questions regarding liability and responsibility may arise. Legal frameworks should provide clarity on the allocation of liability in such scenarios.

Data protection regulations in a QC world face unique challenges that demand careful consideration. As QC technology evolves, the security of data protected by traditional encryption methods is at risk. Data protection regulations, such as the GDPR and various national laws, need to adapt to the quantum era.

One critical aspect is the requirement for organisations to ensure the confidentiality and integrity of personal and sensitive data, even in a quantum-threat landscape. Regulations should mandate the transition to quantum-resistant encryption methods to safeguard data from quantum attacks. This transition should be well-documented and compliant with data protection laws to ensure that personal information remains private and secure. Additionally, data breach notification requirements may need to be updated to reflect the unique challenges posed by quantum attacks. Quantum breaches may go undetected for longer periods, as quantum computers can operate stealthily. Regulations should consider extending reporting timelines to accommodate these circumstances, ensuring that individuals are promptly informed about data breaches to protect their rights and interests.

Furthermore, the right to be forgotten and data erasure provisions in data protection regulations may require reevaluation. Quantum-resistant encryption methods may make it significantly harder to erase data permanently, raising questions about how to reconcile the right to erasure with quantum-resistant data storage technologies.



17.6 Law enforcement and quantum cybercrime

Law enforcement agencies face significant challenges when investigating quantum cybercrimes, primarily due to the unique nature of QC and its implications for digital forensics. One major challenge is the potential for quantum computers to undermine encryption, making it difficult to obtain critical evidence for investigations. If quantum computers can break widely used encryption methods, it becomes exceptionally challenging to access encrypted data and communications, even with court-authorised warrants. This can hinder criminal investigations and limit law enforcement’s ability to gather crucial evidence.

Another challenge lies in the detection and attribution of quantum-based cybercrimes. Quantum attacks may operate differently from classical attacks, and the quantum realm introduces entirely new methods for cybercriminals to exploit vulnerabilities. Law enforcement agencies need specialised knowledge and tools to recognise and investigate these quantum threats effectively. Detecting quantum cybercrimes may require quantum-aware digital forensics techniques that are not yet widely available or understood.

Furthermore, the international dimension of quantum cybercrimes complicates investigations. Cyberthreats often originate from different countries, and international cooperation is vital in tracing and prosecuting cybercriminals. Harmonising legal standards and extradition processes related to quantum cybercrimes becomes necessary, but it can be challenging due to varying legal systems and priorities among nations.

Additionally, quantum-resistant encryption technologies, which are crucial for cybersecurity in the quantum era, can also pose challenges for law enforcement. These technologies may make it harder to intercept communications and access data for legitimate investigative purposes, raising concerns about balancing privacy rights with national security and law enforcement needs.

Prosecuting quantum cybercriminals poses significant legal hurdles due to the unique characteristics of QC and the evolving nature of cybercrimes in the quantum era. One of the primary challenges is the difficulty in attributing quantum cyberattacks to specific individuals or groups. Quantum attacks may be more sophisticated, leaving fewer traditional digital footprints, making it harder to identify the perpetrators. Traditional methods of tracing digital evidence and establishing a chain of custody may not be as effective in quantum cybercrime cases [9].

Additionally, the legal landscape for prosecuting cybercrimes in a quantum world is still evolving. Many existing cybercrime laws were crafted with classical cyberthreats in mind and may not adequately cover quantum-based offenses. Legal frameworks need to adapt to define and classify quantum cybercrimes and establish appropriate penalties. This requires collaboration between lawmakers, cybersecurity experts, and legal scholars to create comprehensive legislation that addresses emerging threats.

International jurisdictional issues further complicate the prosecution of quantum cybercriminals. Cybercrimes are often transnational, and tracking down offenders across borders can be challenging. International agreements and treaties must be in place to facilitate cooperation among nations in apprehending and prosecuting quantum cybercriminals. Harmonising legal standards and extradition procedures is crucial in this regard.

Furthermore, quantum-resistant encryption, while essential for data security, can raise legal challenges. Quantum-resistant encryption may limit law enforcement’s ability to intercept communications or access encrypted data for legitimate investigative purposes, sparking debates around privacy rights and law enforcement needs. Striking the right balance between individual privacy and national security in the quantum era is an ongoing legal dilemma.

The advent of QC technology necessitates the development and implementation of advanced forensic techniques in the realm of cybersecurity. Traditional digital forensics, designed for classical computing environments, may fall short in investigating and mitigating quantum cybercrimes. QC introduces unique challenges that demand a more sophisticated approach.

One key aspect is the need for quantum-aware forensic tools and methodologies. Quantum attacks, with their potential to exploit vulnerabilities differently from classical attacks, require specialised techniques for detection, attribution, and evidence collection. These tools must be capable of identifying quantum-based threats, assessing the extent of cyberattacks, and preserving digital evidence in a quantum-safe manner.

Moreover, the increased complexity and scale of quantum cybercrimes necessitate advanced data analysis techniques. Quantum computers can process vast amounts of data simultaneously, making it crucial for forensic investigators to keep pace. This includes leveraging machine learning algorithms and data analytics to identify patterns and anomalies that may indicate quantum cyberattacks. Another critical area is quantum-safe data preservation and chain of custody. As quantum computers may have the capability to break existing encryption methods, preserving digital evidence securely is paramount. Advanced cryptographic techniques, including quantum-resistant encryption, are essential to ensure the integrity and confidentiality of digital evidence.

Furthermore, interdisciplinary collaboration between cybersecurity experts, quantum scientists, and legal professionals is crucial in developing advanced forensic techniques. These collaborations can help bridge the gap between the evolving quantum threat landscape and the capabilities required for effective cybercrime investigations. Forensic experts must be trained and equipped with the knowledge and tools to navigate the complexities of quantum cybercrimes successfully



17.7 Corporate responsibilities

Organisations have legal obligations to protect against quantum cyberthreats, as the security of digital data and systems becomes paramount in the quantum era. These obligations stem from various existing and evolving data protection, cybersecurity, and privacy laws, and they include the following key aspects.


	
Data protection laws: Organisations are often subject to data protection laws that mandate the safeguarding of personal and sensitive data [12]. In the context of quantum threats, these laws require organisations to adopt quantum-resistant encryption and security measures to protect data from potential quantum attacks. Non-compliance can result in significant fines and legal liabilities.

	
Data breach notification: Many jurisdictions have enacted data breach notification laws that compel organisations to inform individuals and authorities in the event of a data breach. In the quantum era, when breaches could involve sophisticated quantum attacks, organisations must adhere to these laws by promptly reporting quantum-related incidents and taking appropriate remedial actions.

	
Industry-specific regulations: Certain industries, such as finance and healthcare, are subject to sector-specific cybersecurity regulations. These regulations may include quantum-resistant security requirements to protect critical systems and sensitive data. Organisations must ensure compliance with these industry-specific laws to avoid penalties and reputational damage.

	
International data transfers: Organisations engaged in international data transfers must adhere to data protection laws and regulations in both their home country and the destination country. Ensuring quantum-resistant encryption and security measures is essential to comply with international data protection standards.


	
Contractual obligations: Organisations may have contractual obligations with customers, suppliers, or partners that include security and data protection clauses. Failure to implement quantum-resistant security measures may constitute a breach of contract, leading to legal disputes and liabilities.

	
Duty of care: Organisations often have a legal duty of care to their customers and stakeholders. Neglecting to implement adequate quantum-resistant cybersecurity measures could be seen as a breach of this duty, potentially resulting in lawsuits and financial consequences.

	
Regulatory evolvement: As the legal landscape evolves to address quantum threats, organisations must stay informed about new laws and regulations related to quantum cybersecurity. Compliance with emerging legal requirements is essential to mitigate legal risks.



Liability issues in the event of quantum cyberbreaches are complex and multifaceted, requiring careful consideration of the evolving technological and legal landscape. QC introduces a unique dimension to these challenges, and several key liability issues emerge.


	
Vendor liability: Organisations that provide quantum-resistant cybersecurity solutions and services may face liability if their products fail to protect against quantum attacks. Customers could hold vendors accountable for inadequate security, especially if the breach leads to data loss or financial damage. Liability clauses in contracts and service-level agreements (SLAs) will be critical in determining responsibility.

	
Legal compliance: Organisations have a legal obligation to protect sensitive data, and data protection regulations often stipulate stringent security requirements. If quantum cyberbreaches occur due to insufficient quantum-resistant safeguards, organisations may be liable for non-compliance with data protection laws, potentially resulting in fines and legal actions.

	
Third-party liability: Quantum cyberbreaches may not always originate within the breached organisation but could result from third-party vulnerabilities or failures. Determining liability in cases involving multiple parties, such as cloud service providers or software vendors, can be complex and may lead to disputes over responsibility.

	
Attribution challenges: Quantum attacks can be particularly challenging to attribute to specific perpetrators due to their unique characteristics. This attribution difficulty can impact liability, as organisations may struggle to identify and hold responsible parties accountable.

	
Insurance coverage: Organisations often carry cyberinsurance to mitigate financial losses resulting from cyberbreaches. However, the emergence of quantum threats may require the reassessment of insurance policies to ensure that they cover quantum-related breaches. Insurers and insured parties will need to negotiate and clarify the scope of coverage.

	
Contractual agreements: Liability in quantum cyberbreaches can be influenced by contractual agreements. Organisations must carefully draft contracts, SLAs, and service agreements to define liability terms, responsibilities, and remedies in the event of a quantum breach.

	
Government liability: In some cases, government agencies may be involved in quantum cyberbreaches, either as victims or as perpetrators (e.g., state-sponsored cyberattacks). Determining government liability can be politically and legally complex, raising questions about jurisdiction and diplomatic relations.





17.8 International collaboration

While international efforts to combat quantum cybercrime are still in their early stages, several initiatives and case studies offer insight into collaborative approaches to address this emerging threat.


	
The European Union’s Quantum Flagship Program: The European Union has launched the Quantum Flagship Program, a multibillion Euro initiative to accelerate the development and adoption of quantum technologies, including quantum-safe cryptography. This program involves collaboration among European countries, research institutions, and private companies to strengthen Europe’s cybersecurity resilience against quantum threats. It serves as a model for international cooperation in quantum technology and security.

	
The QSSWG: The US National Institute of Standards and Technology (NIST) established the QSSWG to develop quantum-resistant cryptographic standards. This initiative involves experts from around the world and aims to create international standards for quantum-safe encryption methods. It highlights the importance of global collaboration in addressing quantum cybersecurity challenges.

	
INTERPOL’s Cybercrime and Digital Forensics Program: INTERPOL, the international law enforcement organisation, has been actively involved in combating cybercrime. They conduct training programs, provide resources, and facilitate information sharing among law enforcement agencies worldwide. In the context of quantum cybercrime, INTERPOL plays a pivotal role in fostering international cooperation in investigations and cybersecurity practices.

	
Global public–private partnerships: Various global initiatives have emerged through public–private partnerships to address quantum cyberthreats. Organisations such as the World Economic Forum (WEF) and the WQI have facilitated discussions and collaboration among governments, businesses, and academic institutions on quantum technology’s security implications.

	
Bilateral agreements: Some countries have entered into bilateral agreements to cooperate on quantum cybersecurity. For example, the United States and the United Kingdom have established agreements to share information and expertise in quantum technology research and cybersecurity defence.



Global cooperation presents both challenges and opportunities in addressing complex and interconnected issues. Here are key considerations:


17.8.1 Challenges


	
Diverse interests: Nations have diverse interests, priorities, and perspectives, making it challenging to find common ground on global issues. Competing national interests can hinder cooperation.

	
Sovereignty concerns: Countries often prioritise national sovereignty and may resist international intervention or oversight, especially in sensitive areas such as security and governance.

	
Inequities: Global cooperation can perpetuate inequities. Powerful nations may dominate decision-making, leaving smaller or less developed countries with limited influence.

	
Complexity: Complex issues require complex solutions. Negotiating agreements that satisfy multiple stakeholders while addressing nuanced challenges is difficult.

	
Lack of Enforcement: International agreements may lack effective mechanisms for enforcement, making compliance voluntary and enforcement inconsistent [39].





17.8.2 Opportunities


	
Collective problem solving: Global cooperation enables the pooling of resources, expertise, and perspectives to tackle challenges that transcend national borders.

	
Peace and stability: Cooperation fosters diplomatic relations, reducing the likelihood of conflict. International norms and institutions can promote peaceful dispute resolution.

	
Resource sharing: Collaborative efforts can optimise the allocation of resources and help address global challenges such as poverty, disease, and climate change more effectively.

	
Knowledge and innovation: Sharing knowledge and technology across borders fuels innovation and scientific advancements that benefit humanity as a whole.


	
Multilateral agreements: Multilateral agreements set standards and rules that promote predictability and fairness in international relations.

	
Crisis response: Global cooperation can expedite crisis response efforts, such as disaster relief or pandemic containment, saving lives and resources.

	
Economic growth: Trade agreements and economic partnerships can stimulate economic growth and raise living standards.






17.9 Conclusion and recommendations

Key findings reveal that QC has the potential to disrupt current encryption methods, introducing unprecedented cybersecurity threats. Existing laws and regulations are ill-prepared for this quantum era, creating legal gaps and challenges. International cooperation and agreements are essential to address global quantum cyberthreats effectively.

Implications include the need for swift action to transition to quantum-resistant encryption methods and the development of comprehensive legal frameworks to adapt to evolving quantum challenges. Businesses must prioritise quantum-safe cybersecurity measures to protect data and operations, while policymakers should lead in crafting proactive quantum legislation.


17.9.1 Recommendations


	
Policymakers: Policymakers should expedite the development and enactment of laws and regulations that mandate quantum-resistant cybersecurity measures. Encourage international cooperation to harmonise standards and enhance information-sharing mechanisms to combat quantum threats effectively.

	
Businesses: Businesses should assess their cybersecurity postures and invest in quantum-resistant encryption and security solutions. Regularly update risk assessments and contingency plans to address quantum risks. Engage in public–private partnerships to stay ahead of emerging threats.

	
Individuals: Individuals should be aware of quantum cyberthreats and take steps to protect their digital assets, including using quantum-resistant encryption for sensitive data and staying informed about cybersecurity best practices.





17.9.2 The ongoing importance of law

The quantum era underscores the enduring significance of law in safeguarding the future. Legal frameworks must evolve rapidly to address the quantum threat landscape comprehensively. These laws are vital for protecting privacy, ensuring data security, and establishing norms for responsible behaviour in cyberspace. They play a pivotal role in bridging the gap between technological advancements and ethical, legal, and social considerations. Law remains a fundamental tool to ensure a secure and resilient digital future in the QC era.




17.10 Conclusion

In conclusion, the advent of QC presents a profound shift in the cybersecurity landscape, bringing both unprecedented opportunities and challenges. Quantum computers have the potential to break current encryption methods, posing significant risks to data security and privacy. However, international cooperation, the development of quantum-resistant encryption, and proactive legal measures offer a path forward to safeguarding the digital future.

The findings underscore the critical need for policymakers to act swiftly in crafting laws and regulations that mandate quantum-resistant cybersecurity measures. These legal frameworks should be adaptive, fostering international cooperation to harmonise standards and enhance information-sharing mechanisms. Simultaneously, businesses must prioritise quantum-safe cybersecurity practices, and individuals should be vigilant and proactive in protecting their digital assets.

The ongoing importance of law in this context cannot be overstated. As quantum technology advances, legal frameworks play a pivotal role in addressing the ethical, legal, and social implications of QC. They ensure privacy, data security, and responsible behaviour in cyberspace, providing the necessary foundation for a secure and resilient digital future in the QC era. Through collaboration, innovation, and adherence to evolving legal standards, we can harness the potential of QC while mitigating its associated risks, ushering in an era of secure and transformative technology.
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Abbreviations

DES Data encryption standard

FPGA Field programmable gate array

HSTL High-speed transceiver logic

IO Input/Output

IP Initial permutation

Func. Function

FP Final permutation

PT Plaintext

CT Ciphertext

TM Thermal margin

JT Junction temperature

Effective TJA Theta Junction to Ambient

DP Dynamic power

SP Static power

TP Total power



18.1 Introduction

In a period where data assumes an essential part in moulding the cutting-edge world, the security of information has turned into a fundamental concern. The DES algorithm, a foundation in the area of cryptography, remains as a demonstration of the continuous endeavours to shield delicate data. Initially created by IBM during the 1970s, DES has gone through long-term investigation and examination, demonstrating its strength against different cryptographic assaults. As the computerised scene advances, specialists consistently look for creative ways of improving the productivity and speed of cryptographic calculations, inciting the investigation of equipment-based executions. This chapter dives into the domain of FPGA implementation of the DES algorithm, aiming to bridge the gap between conventional programming-based cryptographic solutions and hardware-accelerated cryptographic processes. FPGAs offer an extraordinary benefit by permitting the customisation of equipment engineering to suit explicit calculations, bringing about a critical improvement in handling rates and, by and large, framework execution. In addition to meeting the demand for faster cryptographic processing, the FPGA implementation of DES opens up possibilities for investigating novel configurations and applications. Carrying out DES on a FPGA includes a careful course of planning the calculation’s tasks onto the programmable equipment. The balance between resource utilisation, power efficiency, and achieving a trade-off between speed and space constraints are some of the design considerations. To get the most out of the FPGA’s potential for cryptographic acceleration, tools such as pipelining, parallelism, and resource sharing become essential. Upgrading the DES algorithm for FPGA models requires careful consideration of the key schedule, stage capabilities, and the Feistel structure. Due to the parallel nature of FPGAs, multiple data blocks can be processed simultaneously, significantly reducing the time required for encryption and decryption. Also, taking advantage of the inborn parallelism can upgrade the calculation’s protection from particular kinds of assaults, adding to a general improvement in security. This chapter looks to assess the achievability, execution, and security ramifications of FPGA-based DES executions, giving bits of knowledge into the potential upgrades these executions can bring to information encryption frameworks. The DES algorithm is described in Figure 18.1.


[image: The various steps involved in the DES algorithm process is shown in fig 18.1]


Figure 18.1 DES algorithm process





18.2 Related work

Information security is an essential topic in today’s evolving landscape, as the need to protect data from various threats continues to grow. For security purposes, numerous algorithms are available in the field of cryptography. DES is one of the secure algorithms used for data encryption. A low-power design can be implemented on an FPGA using the HTML method [1], and security can also be improved [2]. Likewise, the low-power configuration can be executed applying a stub-series terminated logic (SSTL) input output (IO) standard for the DES algorithm [3]. In Thind et al. [4], the authors aimed to make the encryption process power-efficient by implementing the DES algorithm on a 28nm device. They used timing-constrained parameters on a high-performance device to enhance energy efficiency in the encryption process [5]. In Kumar et al. [6], high-performance FPGAs are highlighted as being in high demand due to their ability to optimise power consumption for the AES algorithm. In Aditya and Kumar [7], the researchers implemented a 128-bit AES algorithm on high-performance FPGA to enhance the power efficiency of the encryption process. Aditya and Kumar [8] utilized a high-performance device to create a low-power cryptoprocessor that employs the AES algorithm. In Kumar et al. [9], researchers employed a lightweight version of the AES algorithm for the voice encryption process on an Artix-7 device. In Kumar et al. [10], the authors used the Arix-7 device to implement a power-efficient AES algorithm. In Kumar et al. [11], the researchers conducted a survey of various methods for implementing different cryptographic algorithms on FPGA devices. In Kumar et al. [12], the researchers implemented and conducted a comparative analysis of the AES encryption process on an FPGA device. In Jindal et al. [13], the researchers used the seventh series FPGA device to implement the AES encryption algorithm. Many research efforts are focused on enhancing security through the use of AES and DES algorithms, with FPGA devices being employed to reduce power consumption. No prior work was found that specifically addressed power minimisation by implementing the DES algorithm at different clock cycles. The major contribution of this chapter is the development of a low-power model of the DES algorithm for hardware security purposes. The hardware used in this scenario is a 28 nm Artix-7 FPGA device, and the power optimisation for DES is achieved using the HSTL IO.



18.3 Methodology

This section discusses the methods used to implement the DES algorithm. The synthesis and implementation were performed on an Artix-7 28nm device. In the DES algorithm’s implementation on the 28 nm device, 1168 LUT and 184 IO resources of the FPGA device were utilised [14, 15]. The post-synthesis resource consumption is represented in Figure 18.2. To optimise the power consumption, HSTL IO was employed.


[image: The post synthesis resource consumption is represented in fig 18.2. For optimizing the power HSTL IO is used. ]


Figure 18.2 Post-synthesis resource consumption





18.4 Results and discussion

The power calculation of the device is the sum of SP and DP [TP = SP + DP]. DP is further calculated by adding the IO, signals, logic, and clocks power. The power consumption is calculated for different HSTL IO standards. As the IO standard changes, not only does the power consumption vary, but other parameters, such as TM and JT, also vary. However, no changes were observed in the effective TJA, which remained constant for all clock cycles (2.6 ̊C/W) [16, 17, 18].


18.4.1 Switching to HSTL_I IO

When using the HSTL_I IO standard for switching, the TP measured is 3.57 W, which is the sum of DP and SP. The DP contributes 97%, while the SP contributes 3%. The DP, which contributes 3.458 W, is composed of the power consumed by the clocks, signals, logic, and IO. The SP contributes 0.112 W. The breakdown of on-chip power is illustrated in Figure 18.3.


[image: The dynamic power contribution is 3.458 Watt while the static power contribution is 0.112 W. The on-chip power is described in fig 18.3. ]


Figure 18.3 On-chip power for HSTL_I IO standard





18.4.2 Switching to HSTL_II IO

When switching to the HSTL_II IO standard, the TP is 2.759 W. This TP is the sum of DP and the SP, with DP contributing 96% and SP contributing just 4%. The on-chip power consumption for the HSTL_II IO standard is shown in Figure 18.4.


[image: The on-chip power of HSTL_II IO standard is shown in figure 18.4. ]


Figure 18.4 On-chip power for HSTL_II IO standard





18.4.3 Switching to HSTL_I18 IO

When switching to the HSTL_I_18 IO standard, the TP consumption is 4.153 W, which is the sum of DP and SP. The DP contributes 97%, while the SP contributes 3%. The on-chip power consumption for the HSTL_I_18 IO standard is shown in Figure 18.5.


[image: The on-chip power of HSTL_I_18 IO standard is shown in Fig. 18.5. ]


Figure 18.5 On-chip power for HSTL_I_18 IO standard





18.4.4 Switching to HSTL_II_18 IO

When switching to the HSTL_II_18 IO standard, the TP consumption is 3.012 W, which is the sum of DP and SP. The DP contributes 96%, while the SP contributes 4%. The on-chip power consumption of the HSTL_II_18 IO standard is shown in Figure 18.6.


[image: The on-chip power of HSTL_II_18 IO standard is shown in fig 18.6.]


Figure 18.6 On-chip power for HSTL_II_18 IO standard





18.4.5 Total on-chips power analysis

As HSTL IO standard changes, the TP also changes. The maximum power consumption occurs with the HSTL_I_18 IO standard, while the least power consumption is observed with the HSTL_II IO standard. The total on-chip power analysis is shown in Table 18.1 and Figure 18.7.




Table 18.1 Total on-chip power analysis


	
IO standard


	
TP (W)





	
HSTL_I


	
3.57





	
HSTL_II


	
2.759





	
HSTL_I_18


	
4.153





	
HSTL_II_18


	
3.012








[image: The power is maximum for HSTL_I_18. The power is minimum for HSTL_II IO. The total on chip power analysis is shown in Fig. 18.7. ]


Figure 18.7 Total on-chip power analysis






18.5 Conclusion

The key goal of the IO standard is to match the impedance of the input and output ports with the FPGA device. During our research, we observed that different IO standards consume varying amounts of power, although the security functionality remains consistent across these standards. In this hardware security project, we used different HSTL IO standards available on the 7-series FPGA. We implemented the DES algorithm on a 7-series FPGA using HDL code, and found that the algorithm consume less power when using the HSTL_II IO standard.



18.6 Future scope

In this work, we use IO standard techniques to optimise power for the DES implementation on a 16nm FPGA. Additionally, there are several other power-efficient methodologies, such as voltage scaling, frequency scaling, various IO standards, that can also be used to make improve power efficiency, promoting the principles of green communication. With advancements in machine learning and artificial intelligence techniques, we can also design AI-enabled, power-efficient encryption standards using FPGA devices.



Glossary

Advanced encryption standard (AES): Description – A symmetric key block cipher algorithm that encrypts and decrypts data in fixed-size blocks of 128 bits using keys of 128, 192, or 256 bits. It is widely used because of its efficiency and security.

Usage: Commonly used in various applications such as secure communication protocols (e.g., HTTPS), file encryption, and secure data storage.

Artix-7: Description – A family of FPGAs developed by Xilinx, designed to deliver high performance and low power consumption. They are known for their small form factor, making them suitable for a wide range of applications, including communication systems, industrial automation, and medical devices.

Features: Includes features such as high-speed serial connectivity, digital signal processing capabilities, and robust security options.

Data encryption standard (DES): Description –A symmetric key block cipher that was once a widely adopted encryption standard. It encrypts data in 64-bit blocks using a 56-bit key. Due to its vulnerability to brute-force attacks, it has been largely replaced by AES.

Historical Context: DES was the official encryption standard of the US government from 1977 until it was replaced by AES in 2001.

Field-programmable gate array (FPGA): Description A type of integrated circuit that can be programmed and reprogrammed to perform a wide variety of digital logic functions. This reconfigurability makes FPGAs versatile and valuable in prototyping, testing, and deploying custom hardware solutions.

Applications: Used in areas such as digital signal processing, telecommunications, aerospace, and defence.

High-speed transceiver logic (HSTL): Description – An input/output (IO) standard used in FPGAs and other digital systems to enhance signal integrity and reduce power consumption, particularly in high-speed data communication applications.

Benefits: Provides better noise margins and lower power operation compared to traditional CMOS IO standards.

Input/Output (IO) standard: Description: Defines the electrical characteristics of IO signals in a digital system. This includes voltage levels, current drive capabilities, and timing specifications to ensure compatibility and reliable communication between different components.

Examples: Common IO standards include LVDS, CMOS, and HSTL.

Look-up table (LUT): Description A small memory block in an FPGA that is used to implement combinational logic functions. By storing precomputed values, LUTs enable the FPGA to perform specific operations quickly and efficiently.

Functionality: LUTs are fundamental building blocks in FPGAs and are used to create custom logic circuits by configuring them to perform various logical operations.

Theta junction to ambient (TJA): Description A thermal resistance parameter that measures the ability of a device to dissipate heat from the junction (the point where the transistor is located) to the ambient environment. It is expressed in degrees Celsius per watt (°C/W).

Importance: This parameter is critical for thermal management in electronic devices, ensuring that components do not overheat and fail.
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