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Praise for Restoring Our Sanity Online



Three and a half decades ago, when I invented the web, the intention was to allow for collaboration, foster compassion, and generate creativity. It was a tool to empower humanity. Yet in the past decade, instead of embodying these values, a few social media platforms have played a part in eroding them. Restoring Our Sanity Online reveals the web’s fascinating journey with powerful anecdotes. The book’s call to action for a human-centered web aligns with my original vision. Mark Weinstein presents a new paradigm for the web and social media that empowers users, reshapes data storage around user-controlled Solid Pods, protects democracy, and eliminates surveillance capitalism. Its vision, which I share, is a digital future that prioritizes human well-being. This is a vital read.

—Sir Tim Berners-Lee
Inventor of the Web

Technology has a purpose: to do good and to share. Restoring Our Sanity Online is a timely and essential read for those seeking an approach to social media that aligns with this. Mark Weinstein offers a refreshing vision—users are customers to serve, not products to sell. The book presents practical solutions for social media that doesn’t rely on tracking users or targeting them with ads. It provides a blueprint for sharing profits with users while championing privacy, mental health, and authentic connections. This is a must-read for anyone concerned with where we are today and looking for a better path forward.

—Steve Wozniak
Co-founder, Apple Inc.

Mark Weinstein has long been a leading voice advocating for the responsible use of social media. In this important book, he brings decades of wisdom to bear on one of the most consequential issues of our times—how we can deploy the extraordinary power of social media and AI in ways that align with our collective well-being over the long term. This is essential reading for business leaders, policy makers, and citizens at large.

—Raj Sisodia
Co-founder, Conscious Capitalism Inc.

Mark Weinstein’s Restoring Our Sanity Online is a compelling journey into the heart of the digital age, where the promises of social media collided with the stark realities of its influence on our lives. Combining personal anecdotes and a critical analysis of Big Tech’s evolution, Weinstein offers a hopeful narrative on how we reclaim the internet for its intended purpose–connection and community. This book is a must-read for anyone looking to understand the impact of social media and seeking practical solutions to create a healthier online environment.

—Dr. Marshall Goldsmith
Bestselling author, The Earned Life; Triggers; What Got You Here Won’t Get You There
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Introduction



I AM A passionate fan of social networking. I love its dazzling tech at our fingertips allowing us to share our lives anywhere, anytime. As one of the earliest founders in this remarkable communication revolution, I found it exhilarating to participate in the movement bringing it to life.

But my love comes with a caveat. The original vision and execution of social networking were based on an enchanting premise. Geographic distances and technology limits were eliminated. We stayed connected with friends and family in exciting and enriching new ways. An added bonus was the ability to expand our friend circles, join like-minded communities, and explore novel interests.

In its brilliant ascent, social media was leading us toward a more compassionate and connected world. Uh-oh—did we take a wrong turn somewhere?

Today, Big Tech is driving us, our kids, and society mad. The current genre of social media is a far cry from its birthright. We have a crisis on our hands, and most of us know it. We feel small and unprotected. Tech giants rule with impunity. We’re trapped in a distorted landscape, pawns of their overt and nefarious manipulations. Here’s a sobering stat: A Pew Research survey in 2024 found that “about two-thirds of Americans, 64%, said they think social media is bad for democracy.”1

It’s easy to think we’re in uncharted territory. But the perpetrations of Big Tech—manipulations, monopolies, and profits at all costs—aren’t necessarily new. There are striking parallels in Big Agriculture and Big Energy, and valuable lessons to glean.

Get ready for a fascinating read that will keep you jaw-dropped, incredulous, and chuckling along with the book’s reveals.

Together, we’ll embark on a journey to discover an authentic, uplifting, and achievable transformation of social media and Big Tech. This is the game plan for an epic reboot. What would social media look like if it nourished our critical thinking, mental health, privacy, civil discourse, and democracy? Is that even possible? Stay tuned.

This book is for all of us—from the curious and uninitiated, to casual and heavy users of social media, to parents and teachers, to techies and entrepreneurs, to investors and elected officials. Everyone is affected by Big Tech, and everyone is part of the solution.

It’s time for velocity. What we need is insight, understanding, and an implementable plan to catapult forward. How do we get there? By the end of this book, you’ll know the answers.

In your hands is the framework.






1
My Adventures in Web1 and Web2: The Rise of Surveillance Capitalism



I WAS EARLY, but I wasn’t the first. Social media was born in the late 1990s. A handful of Web entrepreneurs were tinkering, independent of each other. It was a classic hundredth-monkey effect.

In 1997, my family gathered from many points for a vacation in Stanley, Idaho—population, 110. It’s a beautiful place. The landscape near the Sawtooth Mountains is idyllic both for being together and for solitary enlightenment. Perfect for expansive thinking.

Hiking around pristine Redfish Lake, the conversation was completely unintended. My 10-year-old nephew, Justin, and I fell far behind our family members. We were chattering about using the still-newfangled Web to keep us all together. Over 25 years ago, email was already antiquated and notable for its visceral void. Web-based communication tech was in its infancy. It started like this: “Uncle Markie, wouldn’t it be great if we could …”

Ten minutes into our conversation, I was overtaken by a tingling sensation, an awareness. The words jumped off my tongue. “Justin, I am going to start a company to do this, and I’m going to give you 10% of whatever I own.”

Game on.

At dinner that night with our extended family, we imagineered, taking notes on a couple of napkins about what we wanted to share online: photo albums, chats, discussions, address books, recipes, a family newspaper, a calendar, wish lists, birthday reminders, and more.

This was Web1, as it is now known. There was plenty of capital available. The internet horse was out of the barn and everyone wanted to hitch a ride—designers, engineers, marketers, executives, you name it. Web1 had its own singularity—everyone was focused on serving the end users. No one was yet enamored with their data, or algorithmic manipulation of the ads they were served, or with their newsfeeds and purchases. Eyeballs were the valued commodity; revenue models and monetization would follow later. Web1 was labeled the “New Economy.”

It was classic entrepreneurialism. In those days, there was no LinkedIn or Indeed—I placed ads in the Albuquerque Journal’s help wanted section and interviewed candidates at my kitchen table. My 1,445-square-foot home became company headquarters. Today, software engineers are everywhere in the world. At that time, there were hardly any engineers or graphic designers experienced with Web applications. Salt that with the way people accessed the Web, via dial-up. Efficiency in programming was paramount, as most sites loaded slower than pouring molasses, and many not at all. The first graphic designer I hired was well established and highly regarded. His designs were beautiful. But his Web pages wouldn’t load.

In a stroke of luck, the State of New Mexico gave my just-birthed company a $300,000 grant to remain in the state. At the hearing to consider my grant request, they first denied it—then the chair, Mr. Garcia, pulled the committee into a back room. Moments later, they reemerged.

“Mr. Weinstein,” Mr. Garcia began, “several years ago, we rejected Bill Gates’s application and he left the state …”

Gates’s dad, I later learned, beckoned him to come home to Seattle for parental funding.

Mr. Garcia continued, “After reconsideration, we are approving your request for a $300,000 In-Plant Training Grant.”

Wow! Thank you, Mr. Gates. The state also provided and subsidized sweet offices in Albuquerque’s newly built Science and Technology Park and added a custom-built server room. We were off to the races.

We grew to about 70 team members in all. Along the way, we partnered with Sun Microsystems and Oracle to build the largest commercial installation of servers in New Mexico. Every weekend we ran a full-page print ad in USA Today, promoting this newfangled social Web experience. There were billboards touting our sites. In 1998, traditional marketing techniques were the best way to reach and attract users. Our flagships, Superfamily.com and SuperFriends.com, made PC Magazine’s “Top 100 Sites” list three years in a row.1 It was one of the most prestigious accolades for websites at the time. We were participating in a new paradigm, “Community Portals” (later to be called “Social Networks”).

Web1’s colossal fall from favor with investors in 2001 hailed its curtain call. Virtually overnight, what had been an easily accessible pot of investor capital, limited only by how much dilution was palatable, dried up. Understandably, Web1’s “New Economy,” based on a site’s number of users and their anticipated future monetization rather than the tried-and-true measurement of actual revenue, profit, and loss, fell from grace. Investors panicked before seeing their companies achieve financial success. The stampede was brutal. The sudden dearth of funding caused massive failures, though everyone had bought into the paradigm. A historical event, the dot-com bubble, burst, and I was caught in the middle.

Egg on my face, guilty as charged—as I had bought into the eyeballs-first mantra and believed it was the only way to encourage hesitant newbies to step into the Web. Paradoxically, the phoenix rising—Web2 —professed the same mantra, but with a new twist: Surveillance Capitalism. Personal data analytics and targeted marketing would resolve the revenue conundrum, manipulate those eyeballs, and make profits pop like never before.

Looking back, it’s both curious and foretelling. There was a purity of purpose in Web1, the dedicated focus on serving the customer, in this case the “user,” the leveraging of rapidly iterating communication technologies. What I and a handful of other entrepreneurs were creating in Web1 is now known as “personal social networking.” Today, over 5 billion people participate in this paradigm.2 In Web2, it would become one of the most successful business models in history.



Web2: The Rise of Surveillance Capitalism

“Privacy No Longer a Social Norm, Says Facebook Founder.”3 The headline in The Guardian blared on January 10, 2010.

My mouth opened, jaw-dropped, as I witnessed Mark Zuckerberg make this bold declaration at the Crunchie Awards in San Francisco, a ceremony then widely covered in the press. Social media was invented to serve people, not spy on them. His thought process and arrogance bewildered me. His wallet was more important than the fundamental human right to privacy?

Today and for most of the 21st century, we’ve been participating in the greatest socioeconomic experiment in human history. It’s called Surveillance Capitalism. This is the elephant in every room of our lives. Surveillance Capitalism is the modern-day business model in which everything we do—morning, day, and night—is tracked, analyzed, and monetized.

Our personal information is packaged into datasets shared and sold in a hidden ecosystem of massive data companies. These data brokers generate hundreds of billions of dollars per year by collecting our data from Web and social media companies, credit card networks, retailers, and other entities. They then provide access or sell it to whomever desires it.4 Our data is then used to target and manipulate us—by advertisers, marketers, social media companies, politicians, governments, and every other person or entity that aims their dart directly at us. Our independent thoughts, critical thinking, and privacy are becoming relics of the past.

In the past two decades, the rise of Big Tech has placed human beings under nearly constant surveillance. Our phones, computers, Alexa, the Web, and everything we do online, everywhere we go, is all being tracked. Our relationships, our purchases, our finances, our health issues, our politics, our religious beliefs, our diets—you name it. It’s estimated that, by the time we reach the age of 13, about 72 million data points on each of us have been collected.5 This number is stunning and hard to grasp, but true. This data is monetized by commercial interests, stolen by hackers, and shared with governments.

How the heck did we get here? Courtesy of the premise and promise of Web2. In the ashes of Web1, companies like Google and Facebook arose and discovered they could reap more profits by spying on us under the guise of serving us. This solved the conundrum of Web1, and suddenly revenue flowed handsomely from their new targeting business models. Other companies quickly followed suit, spreading the Surveillance Capitalism business model across the world.

Today, these entities know more about us than our own mothers do. They know everywhere we go, every friend and family member, every search, every website, every health issue, every financial transaction, every fantasy and fear that we research. All these private moments are broadcast directly into the global data ecosystem. As Yael Eisenstat, former CIA analyst, diplomat, and Facebook employee, said in 2019, “Facebook knows you better than the CIA ever will. Facebook knows more about you than you know about yourself.”6

So, somebody out there is collecting all your private information. Is that such a bad thing? Yes, it is. If you want to see where Surveillance Capitalism is headed, let’s take a look at what is going on right now in China.

China’s “social credit system” tracks its citizens and imposes punishments for what it deems to be undesirable behaviors, like playing too many video games, jaywalking, and “frivolous spending.”7 Penalties include blocking citizens from getting good jobs and preventing their kids from attending top schools. And Chinese citizens have even been thrown in jail for making jokes and sharing satirical memes8 about the authorities in “private” social media chat groups.

With the help of AI, Surveillance Capitalist companies employ psychologists and data scientists to analyze and covertly manipulate our emotions, thoughts, votes, and purchases. This is a good career path if you enjoy snooping—they’re always hiring. The companies then sell access to our eyes and newsfeeds to the highest bidder. They keep us addicted to our phones, iPads, laptops, … The more time we spend on their platforms, the more data they can extract from us, and the more they can invite any paying customer to take aim at us so they can win the game.

With their deep knowledge of our psyches and emotions, the social media giants even deliberately serve us polarizing content. Why? Because outrage keeps us glued to our screens.

At the time of Zuckerberg’s declaration, my life was cozy and bountiful, but I couldn’t ignore the nagging in my soul. This was bigger than all of us; it was about the future—ours, our kids’, and the world’s.

▄ ▄ ▄

I changed my life once more, relocating in 2011 to Mountain View, California, the heart of Silicon Valley. This time, Albuquerque would not suffice for fundraising; California investors and venture capitalists (VCs) were no longer keen to get on airplanes to vet a tantalizing proposition. Their funds and countless deals were now right in their neighborhoods.

What started with focus groups in my dining room in Albuquerque and then a multiyear beta project in Sunnyvale became the Facebook alternative, MeWe. Luminaries joined MeWe’s Advisory Board, including Tim Berners-Lee, the inventor of the Web;9 Raj Sisodia, cofounder of the Conscious Capitalism movement;10 Sherry Turkle, an MIT academic and leader in tech ethics;11 and Steve “Woz” Wozniak, cofounder of Apple.12

The site and app launched in 2016, built purposefully to solve the issues perpetrated by the Surveillance Capitalists dominating social media. MeWe provided the industry’s first Privacy Bill of Rights13 for its users. While carefully protecting civil discourse, under my leadership MeWe also had no ads, no targeting, no data harvesting, no boosted content, and no newsfeed manipulation. Deploying a customer-centric freemium model, revenue came from premium features, in-app purchases, and subscriptions.

Talk about another exhilarating ride! Curiously, the promise of VC funding failed to materialize—something about having landed in Facebook’s backyard with a clear message that MeWe intended to be a direct full-featured competitor. Apps that were getting funded were more discreet, and most were launched as one-trick ponies, like Snapchat, Twitter/X, WhatsApp, and Instagram. They had unique and slim features that went viral quickly, allowing their teams to raise millions while not encroaching on Facebook’s turf.

This freezeout caused plenty of consternation and challenges but a simultaneous freedom from VC oversight and their likely dilution of MeWe’s principles. Without large, eight-figure inflows, investment capital—millions of it—was provided by a myriad of qualified investors who understood MeWe’s raison d’être.

I traveled the globe—from the USA to Asia to Europe to Latin America—to secure the company’s funding. So much for my geographical location choice to avoid just that. Funds raised were consistently deployed to stay competitive with Facebook and with the constant flow of new features and fads (1:1 communication, private and open groups, disappearing content, stories, journals, custom memes, dual camera videos, live video calls, voice memos, encrypted chat, personal cloud, etc.).

During my time there, the company won numerous accolades including being named a 2016 Start-Up of the Year Finalist for “Innovative World Technology” at SXSW; a 2019 Best Entrepreneurial Company in America by Entrepreneur Magazine; and a 2020 Most Innovative Social Media Company by Fast Company.

It became a battle of the Goliaths versus the Davids (with Goliaths consistently winning) as mainstream networks peaked and new upstarts failed. Some gained outstanding traction, notably WhatsApp and Instagram. Facebook gobbled them up among countless acquisitions. All others failed and were squashed. In the same time window, the data industry became the King Kong of it all.

To my knowledge, MeWe is one of the only apps in Web history to achieve 20 million registered users and millions of dollars in revenue without influencers, a marketing budget, or VC funds. Perhaps the numbers would have been closer to 500 million users or more if Facebook hadn’t stifled the good word about MeWe.

In federal court on August 19, 2021, the United States Federal Trade Commission (FTC) filed its amended antitrust complaint,14 stating that Facebook (Meta’s flagship) had a monopoly on the “personal social networking” market. According to the definition in the brief, a personal social network is an online platform for users to stay in touch with “personal connections in a shared social space.”

As stated in the brief, MeWe and Snapchat were the only two direct competitors to Facebook left standing. All other personal social network upstarts had either gone out of business or been acquired by Meta. None of us had upended the emperor.

Surveillance Capitalism has overrun common sense. Fundamental human principles are in peril. In its current state, Web2 is not capable of alleviating its cancers.

I left my day job at MeWe on Independence Day, 2022. New investors and a new executive team there are focused on its success. MeWe is not the solution to this Gordian knot. My mission when I started MeWe was to restore the privacy protections, authenticity, and connectivity that social media was born with. In the past decade, the problems with social media have become much bigger than any single company can solve. The blossoming of issues around mental health, election interference, biased censorship, exploiting kids, boosting, bots, trolls, and much more necessitate a different path forward. A revolutionary framework is required.






2
Uncanny Parallels: Big Ag, Big Energy, Big Tech



TO WRAP OUR minds around the Web and its trajectory, it’s helpful to observe the patterns of other industries. For our purposes, let’s examine food, energy, and the Web. What do these three disparate categories have in common? Each has its own unique issues and peculiarities, but at a high level the parallels are striking, their patterns uncannily similar.

All three are essential in modern society and today are dominated by a handful of monopolistic corporations. Eerie and omnipresent, they have unprecedented power over our lives. Big Ag controls what foods we eat; Big Energy controls what energy we use; Big Tech controls what information we consume.



In the Beginning

One of the challenges in this era of Big Tech is the lightning pace at which innovation and new technologies are presented to us. This speed is historically unprecedented. In the past, a game-changing innovation such as the printing press lasted a few centuries before it was superseded. Social networking was invented in the 1990s and gained mainstream popularity in the 2000s. (Remember MySpace?) Today, over 90% of Americans1 and 60% of the entire human population2 actively use social media. In the blink of an eye, it has overtaken our lives and the world.

Concurrent with the tech revolution, there are promising grassroots movements afoot to rectify the problems of Big Ag and Big Energy. There are rapidly amplifying voices for a parallel movement to address the perils of Big Tech. Let’s take a closer look at these parallels. What are their foundations? And how did we get here?


Big Ag: The Seismic Shift

Around 10,000 years ago, humans first began to develop agriculture and animal domestication. This was a seismic shift from the nomadic hunter-gatherer lifestyle practiced by our ancestors since the dawn of humanity. From this inflection point emerged the first sedentary tribes, villages, cities, and advanced civilizations. Farming, agriculture, and animal domestication concurrently developed to feed and nourish these growing communities. Yet, over time, advances in technology and new economic models developed that distorted these practices.

For our purposes, let’s fast-forward to the mid-20th century. Prior to World War II, there was no widespread industrial farming, also known today as “factory farming.” Farms in America were small scale and usually family owned. The stores selling food produced by these farms were typically local mom-and-pops. After World War II, massive, industrialized farms (what became known as “Big Ag”) began to arise in tandem with major food retailers (“Big Food”).3 They evolved together to form today’s “seed-to-retail-sale” distribution lockstep.



Big Energy: Harnessing Earth’s Resources

For thousands of years, ancient people used coal, natural gas, and oil for heating, cooking, and lighting.4 More than 2,000 years ago, advancing civilizations then began using water wheels to harness the energy of flowing rivers (including the Roman Empire, ancient Egypt, India, and China). Believed to be the first method of mechanical energy to replace the work of people or animals, water wheels were used to irrigate crops, grind grain, and provide drinking water to villages.5 Next up, windmills came into play over 1,000 years ago. They were used in Europe, the Middle East, India, and China to pump water, grind grain, and assist with food production.6

That’s enough ancient history. Fast-forward to the Industrial Revolution of the 1800s, when the utilization of fossil fuels like coal and petroleum to power our societies first became widespread. Coal became a critical resource to power steam engines and other machinery. America’s first commercial natural gas well was drilled in New York in 1821,7 and the first commercial oil well was drilled in Pennsylvania in 1859.8 Since then, fossil fuels have become the primary source of energy across the world, providing us with heat, electricity, and fuel for transportation. While these power sources were originally intended to help us prosper, they’ve had the unintended consequence of devastating our environment, polluting the air we breathe and the water we drink.

During this period of expansion in the 1800s and early 1900s, there were some who sought alternative paths. In 1884, Charles Fritts, an American inventor, installed the world’s first rooftop solar array in New York.9 This was just two years after Thomas Edison launched the world’s first commercial coal plant. A couple decades later, in the early 1900s, visionary scientist and inventor Nikola Tesla made plans for the mass commercial utilization of renewable energy. He envisioned a world with electricity generated via solar, wind, and geothermal technologies.10

However, fossil fuels were much more accessible and affordable. They won the day and that early battle, and triggered an unrelenting domino effect. As the 20th century progressed, the energy sector became dominated by a small group of oil and gas conglomerates and utility giants, now known as “Big Energy.”



Big Tech: The Birth of the Web and Social Media

The Web and social media didn’t emerge until after Seinfeld was on the air, yet its precursors were born centuries earlier. Even before Shakespeare. The widespread distribution of targeted information informing and manipulating our philosophical and political thoughts, along with our snake oil purchase decisions, started 600 years ago. The invention of the printing press in 143611 was the sea change that launched the Information Revolution. This inflection point of innovation spread throughout the world over a few centuries. Its reign was joined by significantly advancing inventions in just the last 180 years. Examples abound, including photography, telegrams, telephones, film and video, fax machines, and cellphones.

Then came the Web in 1989, eclipsing all that came before. The world went from disjointed to utterly connected in a heartbeat. Like the printing press in its day, this technology is far ahead of any sense or sensibility we have regarding its impact on our lives, minds, and well-being. And hence, a conundrum for regulatory oversight.

While the Web was originally a bridge for communication between university scientists, Web inventor Tim Berners-Lee and his team saw far greater potential. They advocated for the underlying code of the Web to be available to all, free forever.12 What Berners-Lee didn’t realize was that his invention would become the most powerful medium for expanding communication and knowledge in the history of the world. For his unintended stroke of genius, he was knighted by Queen Elizabeth II in 2004.13

Inspired by the spirit of Berners-Lee’s vision for the Web, early social networks were designed to serve their users as cherished customers. Friends, family, and like-minded folks came together through the magic of this newfangled (and remarkable at the time) communication tech. The wrinkle is that today’s lightning pace of innovation partners perfectly with monopolistic capitalist forces. Uh-oh.




Monopolistic Consolidation

So, what has happened? The idealistic foundations of farming, energy, and the Web were overtaken by natural human greed. Over time, this avarice has led to powerful and destructive monopolies. The end results across these sectors bear uncanny similarities.


Big Ag: Factory Farming

Since World War II and the birth of industrialized factory farming, extreme consolidation has occurred across all parts of the food industry. The next time you buy steaks or hamburgers (if you’re a meat eater) at the grocery store in the United States, there’s more than a good chance they will come from JBS, Tyson, Marfrig, or Cargill. From 1982 to now, these four companies (including their subsidiaries) increased their market control of beef production from about 40% to over 80%.14 Just four conglomerates also control nearly 70% of all pork and over 50% of all poultry production in America.15 Similarly, the five largest seed suppliers increased their global market share from about 20% in 1994 to over 60% today.16

Giant conglomerates control virtually every aspect of the food production process, from selling feed to farmers to packaging meat and poultry for supermarkets. This situation has led to significantly lower pay for farmers, fewer choices and lower-quality foods for us consumers, and skyrocketing profits for Big Ag monopolies. Bill Bullard, CEO of the Ranchers-Cattlemen Action Legal Fund, stated, “We’ve never witnessed this level of concentration in the history of our industry. This situation is urgent.”17



Big Energy: Legal Monopolies

Big Energy includes the major oil and gas conglomerates that fuel most of our freight trains, trucks, ships, airplanes, and gas-powered cars. It also includes the utility giants that supply electricity to our offices, factories, homes, stores, and electric cars.

Let’s start with a glimpse at oil and gas. Hello, Model T, good-bye, horse and buggy. In the early 20th century, Standard Oil quickly rose to dominate the booming oil market, eventually owning 90% of all oil production in America.18 Standard Oil exploited its position by jacking up prices in areas with no competition while lowering prices where competition was active. Standard Oil’s executives must have been feeling slick until 1911, when the US Supreme Court ordered it to break up into several smaller companies.

Alas, there’s a catch. Many of the smaller companies that were created as a result of the breakup, such as Exxon and Chevron, remained major players and continued to dominate the market. These smaller companies often continued working together to coordinate their actions, which limited competition. In the end, the court-ordered breakup of Standard Oil failed to achieve its goal of promoting competition in the industry.

The industry’s consolidation continued unthwarted. In 1998, British Petroleum (BP) acquired fellow oil giant Amoco;19 in 1999, Exxon and Mobil merged to form ExxonMobil;20 in 2001, Chevron and Texaco merged to form ChevronTexaco;21 on and on it goes.

This model has led to us paying higher prices at the pump while having less choice. Additionally, it’s hampered innovation since the top companies have far less urgency to compete.

Let’s turn to the utility giants. In the early 20th century, the construction of a national power grid required massive investments. To incentivize companies to take on this daunting task, the government granted them the ability to operate in noncompetitive environments. In effect, the utility companies were handed legal monopolies.22 While this may have made sense in the early 1900s, giving rise to home freezers instead of ice delivery, it doesn’t anymore. A century later, we’re still saddled with an inbred infrastructure creating barriers to entry.



Big Tech: Enveloping Funding/Monopolistic Consolidation

Big Tech mimicked Big Ag and Big Energy in its transition to insatiable profiteering. In the Web and social media sphere, pioneering upstarts rapidly gave way to a small cluster of powerful conglomerates that quickly gobbled up market share. Following my and others’ foray into social networking in the 1990s, new social networks arrived in the early 2000s. These included Yahoo Groups in 2001, Friendster in 2002, and MySpace in 2003.

And then came Facebook in 2004. It’s a story with sordid details. Harvard students Divya Narendra and the Winklevoss twins had conceptualized its precursor, “Harvard Connection.”23 The idea was then heisted by their hired gun—fellow student and wunderkind coder Mark Zuckerberg.24 Shortly thereafter, Facebook was presented to the world as an altruistic platform connecting all of us.

As Facebook spread like wildfire, its true objectives became clear. Rather than serving its users, our favorite geeky villain, Mr. Z, shaped Facebook’s business strategy into one big spying eye. It tracked users to aggregate and exploit their personal data through targeting and manipulation, creating the newfangled business model that we now know as Surveillance Capitalism. Today, Meta (which includes Facebook) dominates the social media market with approximately 3.6 billion users across its platforms—nearly half the global population.25 This footprint is even more staggering considering Meta’s ban in huge population centers like China and Russia.

Google rose to dominate its own wedge of the Web along a similar trajectory. Founded in Silicon Valley in 1998, Google achieved stratospheric profits as an early pioneer of the same Surveillance Capitalist business model.26 The model proliferated across the tech landscape. Today, Google is the unrivaled king of the global search market. Over 92% of all Web searches made across all search providers worldwide are conducted using Google’s platform.27 As of 2024, Google has made 260 acquisitions for a total price tag of over $40 billion,28 including its purchase of video-sharing giant YouTube in 2006 for $1.65 billion.29

Amazon, founded in Seattle in 1994, is another member of the elite monarchy of Big Tech royalty. As of 2023, Amazon represents nearly 40% of the American online retail market.30 Its closest competitor, Walmart, owns a mere 6%, by comparison.31 Amazon is also dominant in the cloud infrastructure market—the backbone services of the Web, powering websites across the world. Amazon Web Services (AWS) controls 33% of this entire market.32 Microsoft Azure is the runner-up with 21% market share, and Google Cloud is in third place with 8%.33

How did these nascent Web2 elite of Big Tech afford their rise to power? Through windfalls of funding from venture capitalists and private equity firms. In total, Facebook raised over $24 billion in funding,34 including $16 billion raised from its initial public offering in 2012.35 Twitter—prior to Elon Musk’s purchase of the company for $44 billion in 2022—had raised approximately $13 billion from investors, including $1.8 billion raised from its IPO in 2013.36

These sky-high fundings built a bulwark around Big Tech giants, making them untouchable. Large investors became reluctant to fund smaller upstart competitors. Monopolies were born.




Monopoly Practice: Short-Term Profits, Short-Changed Customers

Big Ag, Big Energy, and Big Tech monopolies share a similar perspective. The consumers of their products—their end users—are not their true customers. These companies all have business models with upside-down incentive structures. In both the short and long term, they harm the very users who they are supposed to serve.
 

Big Ag: Profits Before People

Big Ag corporations are some of the wealthiest companies in the world. In 2023, Cargill earned revenue of $177 billion,37 JBS earned over $72 billion,38 and Tyson Foods earned over $52 billion.39 As Big Ag consolidated power, it realized it didn’t need to market directly to consumers. Instead, its true customers became massive Big Food distributors and retailers like Walmart and Kroger.

Rather than serving end users, Big Ag lines the pockets of its executives and shareholders. The rest of us are left with fewer choices, lower-quality and less-healthy foods, and environmental devastation that we, our children, and future generations will have to pay dearly for.



Big Energy: Profits over Users

Among oil and gas giants, in 2023, ExxonMobil earned revenues over $344 billion;40 Shell, over $323 billion;41 Chevron, over $200 billion;42 and BP, over $213 billion.43 Among utility giants, in 2023, Duke Energy earned revenues of $29 billion;44 Pacific Gas & Electric Company (PG&E), over $24 billion;45 and Exelon, over $21 billion.46

As just one example (among many) of Big Energy’s misalignment with its customers, let’s take a look at PG&E, the largest utility company in California. PG&E was found responsible for the 2018 Camp Fire disaster, the deadliest fire in California’s history, due to the company’s faulty and unmaintained equipment.47 Yet PG&E had more than enough funds to perform the maintenance needed. In the five years prior to the Camp Fire, the company distributed over $5 billion in dividends to its shareholders.48 This is what happens when soulless corporations put profits above all else.

Russell Gold, senior energy reporter at the Wall Street Journal, stated, “If PG&E was an individual and not a corporation, I think by now they would be in prison … The problem is you can’t take a corporation and put it into prison.”49

Failing to maintain vital equipment is endemic among utility giants, because they have little incentive to maintain it. Due to their monopoly status, their customers frequently have no choice to switch to another service.

 

Big Tech: Surveillance Capitalism, Users Are Products to Sell

Big Tech companies also put profits first, and there are plenty to be had. In 2023, five titans atop Big Tech’s Mount Olympus—Meta,50 Alphabet51 (Google’s parent company), Apple,52 Amazon,53 and Microsoft54—raked in a total of over $1.6 trillion in revenue. That’s more than the entire GDP of most countries. Data is the new oil, and Big Tech behemoths are the new barons in town.

Big Tech giants powered by the overlay of Web2’s Surveillance Capitalism have tossed user privacy and data protection by the wayside. In a curious twist, rather than being customers to serve, we’re attractively packaged and on the menu. For example, let’s say you’re a 25-year-old, love shoes, with a credit card ready to flash. Highest bidder gets to target you. You see, we’re the products sold by the network.

The true customers of Big Tech are the advertisers, marketers, massive data brokers, governments, politicians, and any person or entity who seeks to target us to influence our minds, opinions, purchase decisions, and votes.




Monopoly Practice: Turning off the Lights of Competitors

Look at the trails of these monopolies. Big Ag companies use their market power to put small farms and retailers out of business. Big Energy uses its ample resources to dissuade development of renewable energy alternatives. Big Tech uses its formidable heft to snuff out smaller tech upstarts. Behind each is an “out of business” sign in a dark window.


Big Ag’s Hollowing Out

Big Ag has put countless small and medium-size farms out of business, leaving a path of hollowed-out local economies across rural America. Unable to compete with Big Ag’s mass production machine and cheaper prices, smaller growers continue to wither away. In 1990, small and medium-size farms made up almost half of America’s agricultural production. Today, they’re less than a quarter.55

 

Big Energy’s Carpet Yanking

Big Energy has yanked the carpet out from under countless renewable energy companies, small businesses, and homeowners who want to generate their own energy with solar. Lobbying by utility giants and oil and gas conglomerates has led to significant policy barriers56 across America that block solar energy’s adoption. Big Energy lobbyists have even flooded social media with ads attacking policies that would help the solar industry.57



Big Tech’s Bulldozed Trail

There’s a similar bulldozed trail behind Big Tech. Following the competitive acquisition playbook that we saw in Big Ag and Big Energy, Meta has been on a buying spree for over a decade, including its purchases of Instagram in 2012 for $1 billion58 and WhatsApp in 2014 for $16 billion.59 In its pursuit to become social media’s Standard Oil baron, Meta even attempted to snap up Snapchat60 and Twitter/X.61 However, the CEOs of those companies declined Zuckerberg’s advances. In total, Meta has acquired over 100 companies,62 and likely undermined dozens more.

In 2019, Snap Inc. provided a dossier to the Federal Trade Commission63 documenting Meta’s anticompetitive behavior. Meta’s Facebook tentacle cloned Snapchat’s features, discouraged content creators from mentioning Snapchat, and blocked Snapchat content from trending on Facebook. MeWe, too, has documented reports from people whose Facebook posts mentioning MeWe were suppressed or flagged as spam. Meta’s playbook for wiping out potential threats has been coined “copy, acquire, or kill.”64

In 2021, the Federal Trade Commission (FTC) filed an amended complaint65 against Meta for its anticompetitive actions. FTC Bureau of Competition acting director Holly Vedova noted, “Facebook lacked the business acumen and technical talent to survive the transition to mobile. After failing to compete with new innovators, Facebook illegally bought or buried them when their popularity became an existential threat.”

A 2023 lawsuit by the US Department of Justice accused Google of illegally stifling competition by paying Apple and other business partners billions of dollars. The purpose was to ensure Google as the default search engine on our Web browsers and phones.66 A few years back, a 2021 lawsuit alleged that Google gave preferential ranking to YouTube (which Google owns) in its search results and in the Android operating system.67

Smaller (but still mighty) Big Tech companies engage in their own version of anticompetitive behavior. In 2022, Twitter/X, under its perpetually fearless new leader Elon Musk, announced its policy to ban links and promotion of Twitter/X alternatives on its platform. Caught in the crosshairs were small upstarts like Mastodon, Tribel, and Truth Social. The policy was later reversed after swift backlash68 from Twitter/X users. Never one to duck a controversy, Musk then authorized Twitter/X to delay link connections and block link-sharing posts to Substack and media entities like the New York Times and Reuters.69




Purposeful Misinformation and PR Spin

Big Ag, Big Energy, and Big Tech companies are well aware of the harms they cause. They have all been caught red-handed numerous times promoting false narratives to keep us misinformed about their misdeeds. In their press releases and public statements, Big Ag and Big Energy companies often paint themselves as benefactors of the environment—that’s like calling Godzilla a benefactor of Tokyo.


Big Ag’s Whitewash

When activists released videos exposing animal abuse in factory farms, Big Ag companies lobbied for new laws70 to punish those who distribute such images without the facility owner’s consent. Holy cow! Big Ag companies were also caught with their fingerprints behind numerous op-eds in major newspapers attacking organic food as an “expensive scam.”71 The US Department of Agriculture even caught Tyson Foods putting false labels on its chicken meat, labeling as “antibiotic free” chickens that were loaded with antibiotics.72 The deception and manipulation go on and on.



Big Energy’s Denial

Exxon (today ExxonMobil) knew about climate change as early as 1977, many years before the issue entered public discourse. Yet into the 2000s,73 the company vigorously denied its existence. The company reportedly spent over $30 million74 on purported think tanks that promoted climate denial theories to all of us. The oil giant even hired the same researchers and consultants75 that Big Tobacco companies used to deceive us about the harmful effects of smoking. Holy smokes!

A peer-reviewed study in 202276 showed that major oil corporations, including ExxonMobil, Chevron, Shell, and BP, have all failed to live up to “clean energy” rhetoric their PR and advertising agencies have been spouting for over a decade. These PR promises to become “net zero” have proven to be nothing more than a smokescreen.

Perhaps it’s a challenge of becoming too big. Mores fly out the proverbial window as the accountants whittle expenses to favor profits at all costs. The California Public Utilities Commission found that PG&E had falsified its records77 and committed safety violations for years while misleading the public and authorities. Tragically, in the aftermath of California’s Camp Fire in 2018, the company pled guilty to 84 counts of involuntary manslaughter—caused by the behemoth’s negligence.



Big Tech’s Spin Cycle

In a curiously similar parallel, Big Tech companies have massive teams of PR pros and communications experts that they deploy to skillfully shape and distort our thoughts and opinions. These companies publicly pat themselves on the backs as heroes of privacy while surreptitiously slurping up our data and selling it to the highest bidders.

Meta hired a PR firm to downplay and trivialize the significant scope and impact of Russian disinformation campaigns that infiltrated many of our newsfeeds during US elections.78 Google has repeatedly told us that it doesn’t collect our data from Gmail.79 It even promoted and fed us a brilliantly deceptive motto for years: “Don’t Be Evil.” This is just laughable. Google has spent years watching and targeting us based on our purchase histories, locations, searches, links we click, topics in our emails, and more. In a de facto confession, Google deep-sixed its “Don’t Be Evil” masquerade in 2018.

The tech giants’ PR spins are designed to continuously confuse us. They make us believe in an alternative reality where they are good citizens of the world who have our backs. The fact that media companies now rely on tech giants like Meta, Google, and Twitter/X for the distribution of their stories further complicates their symbiotic relationship.

Many news publishers receive most of their digital traffic from these tech giants.80 It’s unrealistic for a local publisher, like the Chicago Tribune or Houston Chronicle, to demand payment from Google or Meta in exchange for visibility in search results or users’ newsfeeds.

Today, over 70% of Americans81 say they get news from social media—you probably get some of your news there too. These media giants can pull the levers to decide which stories you see and which you don’t. This fact contributes to the manipulation of our thoughts and opinions from behind their flashy curated (based on our data) newsfeed curtains.

Here’s what tech journalist Jacob Silverman said82 about Meta’s entanglement with the media: “What Facebook has become is the press’s assignment editor, its distribution network, its great antagonist, devourer of its ad revenue, and, through corporate secrecy, a massive block to journalism’s core mission of democratic accountability.”




Armies of Lobbyists

You might be wondering why aren’t there stronger regulations to protect us from the rampant harms caused by these industries? Big Ag, Big Energy, and Big Tech companies all maintain their dominance by spending fortunes lobbying politicians and governments. Their goal? To neuter strong regulation and entrench their power further.

These companies have revolving doors between their executive boardrooms and the regulatory committees meant to rein them in. As just one example among many, take a look at Joshua Wright. Google funded his academic research at George Mason University before he became a commissioner at the FTC. Soon after his government tenure, he hopped right back onto Google’s payroll as a key advisor and attorney.83 This kind of double agent side-swapping belongs in a James Bond movie. Alas, welcome to the reality of Big Tech/Government incest.


Big Ag Spends Billions

Over the last two decades, Big Ag has spent over $2.5 billion on lobbying84 in the United States. In 2023 alone, the industry spent over $177 million.85 Additionally, in the last two decades, it’s estimated that Big Ag companies donated over $750 million to political candidates.86 Tyson Foods alone averages a donation of over $300,000 to political campaigns each election cycle. Big Ag companies like JBS and Cargill spend millions on lobbyists and political contributions as well.



Big Energy Bribes Public Officials

Since 2008, the oil and gas industry has also spent over $2.5 billion87 on lobbying in the United States. In 2023 alone, the industry spent over $132 million.88

As if spending millions on lobbying and political contributions weren’t enough, some Big Energy companies have even been caught bribing public officials outright. In 2020, Exelon subsidiary ComEd agreed to pay $200 million for its bribery of public officials in Illinois.89



Big Tech Spends Hundreds of Millions

Big Tech companies employ hundreds of lobbyists, overtaking the traditional top spenders, such as the oil and tobacco industries. In 2023 alone, Meta and Amazon each spent over $19 million on lobbying;90 Google spent over $14 million;91 and Microsoft and Apple each spent roughly $10 million.92 Between the 2020 and 2022 election cycles, these five Big Tech companies set new records by collectively spending over $150 million on lobbying and campaign contributions.93 Of congressional members with jurisdiction over privacy and antitrust matters, 94% have received contributions from a Big Tech political action committee or lobbyist.94




The Damaging Impacts of Big Ag, Big Energy, and Big Tech

The closed businesses and barren competitive landscape aren’t the only aftereffects of consolidation. The handful of monopolies that now dominate farming, energy, and social media are causing real-world harm. Looking at the impacts of each, their parallels again become clear.


Big Ag’s Unhealthy Side Effects

To be fair, there are bona fide benefits from industrial factory farming, including larger harvests per acre with less labor inputs. The overpopulated world can be fed. Farming in this manner can be more efficient and cost-effective and can offer cheaper prices. However, the side effects and unintended consequences of industrialized farming are also bountiful.

Today, a small group of powerful Big Ag corporations are decimating small farms and gutting rural America. These corporations destroy natural habitats, deplete natural resources, diminish biodiversity, degrade farmland, and accelerate climate change. Our food systems—largely dominated by Big Ag—account for more than one-third of all global greenhouse emissions.95



Big Energy: Inconsistent with Human Survival

Like Big Ag, Big Energy has its benefits. These companies provide a reliable source of energy that is abundant, affordable, and versatile. It is used to power everything from our cars and planes to factories and generators of electricity. Fossil fuels have also been an important source of revenue and economic development for many countries. Those countries make unholy deals with Big Energy to reap needed funds while ignoring the ensuing resource pillage. As our planet broils, the consequences are clear.

In a speech in 2023,96 Secretary-General of the United Nations Antonio Guterres said: “Today, fossil fuel producers and their enablers are still racing to expand production, knowing full well that this business model is inconsistent with human survival. Now, this insanity belongs in science-fiction, yet we know the ecosystem meltdown is cold, hard scientific fact.”



Big Tech’s Overarching Dark Side

Like the other giants, Big Tech companies such as Meta, Google, and Amazon have many benefits. They offer us a wide range of products and services that make it easy and convenient for us to access information, communicate with our friends and family, shop, and conduct business. Web and social media companies like Meta and Twitter/X have allowed us to connect in ways that were never before possible. Google has made information more accessible than ever. The Big Tech companies are often at the forefront of innovation, and they are major drivers of economic growth. Yet Big Tech has a dark side that would make Darth Vader blush.

Meta has allowed violent extremist groups,97 from Mexican drug cartels to ISIS to Hezbollah, to proliferate and recruit on Facebook. The social network has even been used to incite genocides in Myanmar.98 The Wall Street Journal revealed an internal Meta report showing that 64% of users who joined an extremist group on Facebook did so because Facebook’s algorithms recommended it to them.99 That’s crazy.

But there’s more. As reported by The Guardian in 2023, Meta (via Facebook) was responsible for nearly 95% of the 29 million reports of child sexual abuse material online in the prior year.100 No words …

Meanwhile, Twitter/X allows known terrorists to purchase verification checks on their profiles to boost their content across the platform, in potential violation of US sanctions, according to a 2024 report by the New York Times.101 The company is known to “trend” (boost to the top of user newsfeeds) inciting content—for example, trending “Hang Mike Pence” to millions of its users for several hours on January 6, 2021.102

Big Tech companies have assailed our privacy, squashed countless tech upstarts, decimated local news companies, engaged in biased censorship, disrupted our democracies, amplified hate and misinformation, and fomented a mental health crisis like the world has never known.




Fines Are Ineffective

Big Ag, Big Energy, and Big Tech companies get more fines than NBA players. Yet with pockets deeper than the Mariana Trench and vast armies of lobbyists and lawyers on the payroll, these fines are nothing more than parking tickets.


Big Ag’s Wrist Slap for Manipulating Prices

Big Ag has collectively been ordered to pay hundreds of millions of dollars in fines in just the last several years. For example, in 2021, Tyson Foods agreed to a $99 million settlement as part of a class-action lawsuit over chicken price-fixing.103 Accusations against Tyson include participating in a nationwide “Chicken Cartel” with America’s top chicken processors. They deliberately reduced supplies by culling flocks of breeder hens, and then jacked up chicken prices in the market. This was far from the first time the food giant has had egg on its face.

Similarly, Dairy Farmers of America (DFA) was forced to pay $50 million in 2016 due to allegations it conspired to limit competition and manipulate prices.104 Considering net sales that year were $13.5 billion,105 it was more than willing to pay this nominal fee—you won’t see DFA members crying over spilled milk.



Big Energy Fined Billions

Things look pretty much the same with Big Energy. The sector has accrued tens of billions of dollars in fines in just the last decade or so. Case in point: In 2015, BP agreed to a $20 billion settlement over its 2010 oil spill that ravaged the Gulf of Mexico.106 This was hardly BP’s first penalty for causing environmental disasters—the company knows the drill. Yet as it soaks up cash by the barrel, such fines are a drop in the well. In 2023, BP’s net profits were over $15 billion.107

PG&E has been fined nearly $3 billion for its laundry list of mishaps, including a whopping $2 billion fine for its role in Northern California’s catastrophic 2017 and 2018 wildfires.108 That amount might sound shocking, but PG&E’s legal monopoly over much of the state gives it money to burn. In 2023, the company saw net profits of over $2 billion.109



Big Tech Avoids Trillions

It’s certainly no surprise that Big Tech companies are fined frequently too. But these giants simply ignore the regulations and write off fines from the FTC and governments worldwide as costs of doing business. Meta was fined $5 billion by the FTC in 2019 for mishandling its users’ personal information in the wake of the Cambridge Analytica scandal.110 Yet the Washington Post estimated that since all American users may have had their data scraped, the maximum possible fine the FTC could have imposed on Meta was approximately $7.1 trillion.111 That’s a tad more than $5 billion. For reference, according to the Federal Reserve, there is just over $5.8 trillion US money in circulation, total.112 It’s telling that Meta (which had earned $15 billion in revenue in the previous quarter alone) saw its stock price surge immediately after the FTC’s fine was announced, a surge that more than covered the fine.113

Big Ag, Big Energy, and Big Tech are ablaze with examples of capitalism run amok. The Godzillas are on a shackle-free rampage. Can we save Tokyo? Efforts are afoot. Turn to Chapter 3 and check out the restorative movements going toe to toe with the reptiles.







3
Promising Movements Afoot



AMID THE PROFITEERING binge, promising grassroots movements are gaining traction to fix the reptilian problems of Big Ag and Big Energy. These movements provide a glimpse of what’s possible in a parallel movement to transform Big Tech.



Big Ag: Regenerative and Organic Farming

“Regenerative farming” is a term you might have heard before. This now-blossoming movement to fix the farming sector began with a few pioneer farmers in the early 1980s.

Regenerative farming is a holistic approach to farming that centers on the interdependence of farming systems and their ecologies. For example, plants such as grass and hay are grown locally on the farm to feed the livestock, then the manure produced by the livestock is used to fertilize the plants. Regenerative farms use techniques such as crop rotation, effective bed planning, and maximizing the benefits of natural processes, like microbial relationships with plants. This approach preserves the health of the soil and, unlike industrial Big Ag farms, most regenerative farms are either carbon-neutral or carbon-negative.

Gabe Brown, owner of the regenerative Brown Ranch in North Dakota, says, “Regenerative farming is getting the farmer or rancher closer to the consumer, and those consumers are willing to pay for that. So, it’s putting more money in the pockets of farmers and ranchers and putting a higher quality product onto our tables.”1

In tandem with the regenerative movement, the organic farming movement is blooming as well. Many regenerative farmers also use organic farming practices.

Worldwide, currently over 100 million acres of land are dedicated to regenerative agriculture. Based on current trends, climate database Project Drawdown estimates that number will grow to 1 billion acres by 2050. This transition would remove 23 gigatons of carbon dioxide from the Earth’s atmosphere.2



Big Energy: Renewables and Electric Cars

In parallel, there is a growing movement to fix the problems of Big Energy via renewable energy. People around the world are installing rooftop solar systems on their homes to reduce their energy bills. In doing so, they gain independence from the utility giants and support the environment by slashing their carbon output.

The first commercially available solar array was introduced in 1956,3 but the cost of $300 per watt made it inaccessible to the public. (Adjusting for inflation, that’s over $3,000 per watt in 2024 dollars.) Today, a solar array can cost as little as $0.50 per watt.4 This change showcases astonishing possibilities. Advances in battery storage and supportive government policies now make rooftop solar a viable option for millions of households.

One of the most important government policies aiding the rise of solar is called “net metering,” which allows residential and commercial customers who generate solar electricity to sell any excess back to the grid.

According to a 2023 report by the International Energy Agency, solar, wind, and other renewables are expected to account for 35% of the world’s electricity (and overtake coal) by 2025.5 The clean energy promised land is within our reach.

Instead of Big Energy conglomerates leading the way, the renewable energy movement was led by outsiders, including solar companies like First Solar, SunPower, and SolarCity (which was later acquired by Tesla).

Similarly, the electric car industry was led by entrepreneurs rather than established giants. General Motors took a stab with its launch of its electric car, EV1, in 1996. Despite its passionate owners, GM’s efforts were questionable at best, culminating with the company recalling all EV1s and crushing them.6

It took an outsider like Elon Musk and Tesla to fire up this opportunity. Electric vehicles sales have grown from next to nothing a decade ago, to 18% of global car sales in 2023.7 Major car companies are now putting electric vehicles at the center of their business plans, and many have signed pledges to eliminate sales of gas and diesel cars globally by 2040.8

Regenerative farming, renewable energy, and electric cars all began as niche movements embraced by small numbers of true believers. Were you one of them? It’s fun to be an early adopter … and challenging! In recent years, these movements have entered the mainstream. When tasked with solving big problems, new startups with entrepreneurial spirits step up to the plate in unprecedented ways.



Where Does This Leave Big Tech?

The good news starts with how fast tech evolves today. Moore’s9 and Koomey’s laws10 and other guideposts document this rapidity. Reflecting their technology chops, the regenerative and renewable movements disrupting Big Ag and Big Energy are also now iterating at unprecedented paces.

The time is ripe for a comparable movement to transform Big Tech and supersede Surveillance Capitalism. Swooping in to save the day, Web3 is the anointed superhero.

Has the Big Tech villain been vanquished?






4
Web3 Is Here: What the Heck Is It?



YOU’VE LIKELY HEARD the term “Web3.” But what the heck is it? It’s mystifying to most of us. Its missionaries dub it the next generation of the Web. They evangelize a digital utopia where all the problems of social media and the Web are resolved. How? Via blockchain and token-based technologies that herald a decentralized and open internet. They argue it will foster a democratic and equitable future. We as individuals will not be manipulated or targeted, and we will have total control of our data and online communities. Sounds lovely, eh?

But wait—what do we mean by centralized versus decentralized? Centralized platforms (like the Web2 social sites we use) each possess and maintain our content and data that we post there. They have complete access. Think of a tree. There can be lots of different branches, but they’re all rooted in one central trunk. In contrast, on decentralized platforms, our data is spread across numerous private, anonymized nodes.

Bertrand Perez, chief operating officer of the Web3 Foundation, shared the vision this way: “The idea of Web3 is to decentralize the data so no single organization will have full control. That will provide you more freedom because you don’t need to trust a single organization.”1

While the Web2 era transformed us into the products sold to advertisers, Web3 proclaims it flips this paradigm on its head by converting us regular users from “products” into “owners.” In this vision, you have ownership of the content and data you create and share online.

Right now, power over the Web is concentrated in the hands of a few giant corporations. It’s troubling that a small, elite group of Big Tech corporations, cemented in power by anticompetitive actions, have unchecked reign over the Web.

Web3 proponents say it will redistribute the power, taking it away from these megacorporations and into the hands of regular users like you. How did we arrive at the white sandy beaches of this purported promised land? What are the tangible differences among Webs 1, 2, and 3? Let’s revisit the past with a sharp lens to grasp how we arrived at Web3.



Web1

The year was 1989. Tim Berners-Lee, a brilliant computer scientist who I’m honored to call a friend and advisor, was working in a lab at CERN, the European Organization for Nuclear Research, in Geneva, Switzerland. It was there that he developed the first protocols for what would become the World Wide Web.2 His vision was to create open, decentralized protocols that enabled sharing information between computers from any location on the planet. This earth-shattering invention heralded Web1, the first era of the Web, lasting from its birth until the early to mid-2000s.

In early Web1, commonly dubbed the “read-only Web,” most websites were static and owned by companies. There was little interaction or contribution from users; it was much harder to produce content of your own. Web users were “consumers” who visited websites to consume information. If you or I visited the same site, we would see the same content, presented identically.

Piggybacking off Berners-Lee’s invention, the latter half of Web1 saw the invention of the world’s first social networks in the 1990s.3 Budding social media made it possible to stay connected with friends, family, coworkers, and like-minded people around the world. It was altruistic and idealistic.

This would all change in Web2.



Web2

In the early to mid-2000s, we entered Web2—the iteration we currently live in. The biggest evolution between Web1 and Web2 was interactivity. In this era, the Web transformed from mainly “read-only” into a “read-write” interface. While social media existed in Web1, it didn’t hit mainstream audiences until Web2. Companies were no longer the primary content providers; users could now generate and share content. New, highly interactive sites came on the scene, like Facebook, YouTube, and Twitter/X. Online platforms focused on facilitating these user-to-user interactions.

With increasing numbers of people accessing the Web, a small group of dominant companies quickly rose to claim a disproportionate share of the Web’s traffic and value. These centralized platforms started collecting data about you, under the guise of serving you better content. In this version of the Web, not only do you get information from websites, they also get information from you. Valuable information. These companies soon realized they could package the massive troves of data they had on you and sell access to any advertiser that wished to target you.

Web2’s business model is known as Surveillance Capitalism, and we are living under its unblinking eye.



Welcome to Web3

So here we are, on the frontiers of Web3. Web3’s foundations are in blockchain, tokens, and decentralization. It all starts with blockchain. You’ll learn more about tokens and decentralization as we progress.

But what exactly is blockchain? Let me give you the quick-and-dirty Cliff Notes.

A blockchain contains a peer-to-peer digital database—like a ledger on the Web—that is distributed across a network of computers. These computers are called “nodes.” Think of these nodes as the vertebrae and the network as the spine. This database is secured using cryptography, a method of concealing information using codes so that only people who are intended to can read it. Each transaction in this database is linked to the previous record. This creates a chain of records (which are called “blocks”). Hence, the blockchain.

On Halloween 2008, an anonymous person, or perhaps a group of people, acting under the pseudonym Satoshi Nakamoto, published a white paper online titled “Bitcoin: A Peer-to-Peer Electronic Cash System.”4 This document introduced and delineated the concept of Bitcoin, the world’s first blockchain and cryptocurrency. The idea was to establish a secure, decentralized, and transparent system for storing and transferring digital currency—Bitcoin in this case—without requiring a bank or centralized authority.

The purpose of our inquiry is not to assess the viability and value of cryptocurrencies. That’s not my expertise. Our Web3 undressing will focus on this new Web’s underpinnings.

While Bitcoin forged a path into Web3, it was built specifically for the narrow purpose of exchanging Bitcoin cryptocurrency. It could not be used as the foundation for Web3 apps and services. Consequently, numerous blockchains have popped up in Bitcoin’s wake to fill this void. These blockchain-based technologies are used for various applications beyond cryptocurrency, such as supply chain management, healthcare, decentralized finance (DeFi), real estate, digital art, games, and more.5

Gavin Wood, cofounder of Ethereum, the second largest blockchain and cryptocurrency behind Bitcoin, is said to have coined the term “Web3” in 2014.6 Ethereum is now the most popular blockchain platform on which Web3 apps and services are built.



The Promised Benefits of Web3 for Social Media

For several years, social media has been envisioned as a key beneficiary of Web3’s milk and honey. Imagine a decentralized and well-governed social network where you own and control your data, content, identity, and destiny. In this ecosystem, issues of targeting, bots/trolls, content ownership, portability, and moderation are resolved. Regular users like you oversee governance, moderation/censorship decisions, and oversight, incentivized by a foolproof crypto-based rewards system.

The list of purported benefits is long and dazzling, paving the way, it seems, out of the surveillance model of Web2. Let’s investigate some of the promised upsides of Web3’s social media platforms.


Single Sign-on

Today, many of us use our Facebook, Google, or Apple logins to easily sign into new apps and services across the Web. However, when you use these sign-in services, sometimes referred to as “Big Login,” you are unwittingly sharing your personal info across the Web. This makes it easier for Big Tech giants to target you.

Web3 promises an alternative solution, “Single sign-on” (sorry, it’s not a newfangled dating app). This allows users to log in to various Web3 applications using a single set of login credentials. Here is where their crypto wallets come in. (Don’t worry, we’ll dive deeper into wallets later.) For now, it’s helpful to know that these wallets serve as a user’s central authentication point. They hold the user’s private keys, which are like a digital signature used to log in to applications and services across the Web3 world.7 All without having to give up data to Big Tech.



Data Ownership and Portability

Web3 claims to give users complete ownership and control of their content and data. Users have full autonomy over their online presence, with the ability to own and transfer their content and data anywhere around the Web with ease. Ownership of virtual items—from social media posts and avatars to songs and digital artwork—are placed in the hands of users through nonfungible tokens (NFTs).

The next puzzle piece is an easy way to move your data and content between platforms. In 2024, if you want to migrate from Facebook to Twitter/X, TikTok, or elsewhere, you can’t take your content or your relationships with you. Web3 promises the ability to easily move from platform to platform and service to service, taking your content and contacts/followers with you.

A quick aside—true fact: Big Tech giants have feigned plans for data portability in the past. In 2018, Facebook, Google, Microsoft, and Twitter made waves by announcing the Data Transfer Project. Indeed. Their claim was that they would allow their users to seamlessly transfer photos, contacts, mail, and other data within their closed clique. This was a shameless attempt to pacify the antitrust eagles circling overhead. Of course, those companies weren’t direct competitors, and their plan would only build a moat against smaller upstarts. Ultimately, the only thing accomplished by their big announcement was a brief cycle of positive PR. Their pretend portability plan never materialized.8

Reed McGinley-Stempel, CEO of software development firm Stytch, says, “Data portability was an afterthought in Web2, but it’s a first-class citizen in Web3. There’s nearly no end-user friction involved in porting your data from one service to another in Web3.”9

 

Secure Data Storage

So, where exactly does your data reside in Web3? Whose server is the guardian of your family photos? According to Web3 development firm Moralis, files on Web3 “are stored on a network of computers rather than on a single server.”10

In Web2’s current storage landscape, nearly all apps and sites use just three companies to store our wealth of data: Amazon Web Services, Microsoft Azure, and Google Cloud. There our data is centrally controlled and accessible to the peering algorithms of the social sites we use.

Rather than having three megacompanies store your data in one or more of their massive data centers, Web3 entities prefer a different type of storage and fragmentation. Shards of your data are stored across numerous computers whose owners are monetarily incentivized with tokens to rent out free disk space on their drives to host it. With your data stored across numerous computers, or “nodes,” around the world, redundancies are provided so that there’s no single point of failure. If one server goes down, there will still be plenty of others with the same parcel. Web3 companies typically partner with third-party decentralized storage companies like Filecoin and Arweave.

How is your data kept secure when it’s hosted on the computers of strangers around the world? That’s where cryptography steps in. In decentralized storage, your data gets parsed into little pieces and encrypted. The data then is dispersed into secure, private vaults in various nodes across the globe. Each of these vaults has a key only its owners have access to. Even if hackers could make it into these vaults, they have access only to tiny pieces of your data, not your whole treasure trove, because your data is safeguarded across so many of these private vaults. For this reason, decentralized storage is difficult to hack.



Crypto Rewards and Democratized Moderation

One of the key features of Web3 social media platforms is the ability for you to earn cryptocurrency rewards for your contributions.11 Web3 networks typically have their own native cryptocurrency (while some use more established crypto such as Ethereum). You can earn the crypto by creating content, commenting, voting on other users’ posts, or by helping to moderate the platform. You can then use these tokens to pay for enhancements and bonus features on the site, and in some cases cash them in for fiat—government-issued money: dollars, pounds, pesos, and so on.

Imagine this scenario: You log in to Instagram. You’re scrolling through, and up pops a post from an old high school acquaintance. They take a stance on the latest hot-button political issue, and like being hooked on a slot machine, you load “more” to see the comments. There it is before you, humanity’s worst traits. The whole comments thread devolves into name calling and an ALL-CAPS shouting match. Like watching a car wreck, it’s horrible, but you have a hard time looking away.

Web3 promises to solve this. Its token rewards system purportedly incentivizes you to produce high-quality content and engage positively with others. In doing so, you receive crypto tokens from your peers—a reward system for humane online behavior. This is Web3’s solution to online moderation.



Eliminating Bots and Trolls

Web3 proponents proclaim that their new version of the Web helps eliminate bots and trolls. Many Web3 sites require a cryptocurrency transaction to interact with them, which can come with associated fees. It’s argued that these fees would prevent large-scale automated bot activity, since the purveyors of bot armies wouldn’t be willing to pay. Ned Scott, cofounder of Web3 platform Steemit, has described how on Steemit and similar Web3 platforms with token reward systems, “there’s an opportunity cost for trolling.”12



Data Privacy, Anonymity, Freedom from Targeting

With decentralized storage and cryptography, Web3 boasts that its users enjoy data privacy and anonymity par excellence. Platforms supposedly cannot exploit your data, target you themselves, or share/sell your data to advertisers and marketers who seek to target you.

So far, Web3 appears marvelously inviting. But is it really the paradigm-shifting Web revolution it’s cracked up to be? Let’s dig deeper.







5
A Healthy Dose of Web3 Reality



THE BENEFITS OF Web3 we discussed in Chapter 4 sound effervescent. But before we jump headfirst into those crystal, bubbly blue waters, let’s put magnifying goggles on. Single sign-on, data ownership/portability, and secure data storage are excellent upsides. Yet each of these can be readily achieved without Web3, as we’ll discover in upcoming chapters. So, what about all of Web3’s promises?




Tone Deaf: Crypto Rewards for Posts and Democratized Moderation

Let’s step back from the promised land of Web3 to what mainstream social media users are doing on Web2 platforms. Users of full-featured social networks use these sites for essential communication—interacting with friends and family, engaging in groups, following pages, chatting, and posting stories, disappearing content, and more. This is not transactional. Underneath the jazzy, ever-advancing tech features is simply human-to-human interaction.

Web3’s idea of monetizing our communications with a cryptocurrency rewards system for upvoting, downvoting, and moderating posts can work on sites like Reddit or YouTube. Those aren’t personal connection sites. But Web3 deploys this complex interactive financial-incentive model for personal social networking as well. Therein lies the rub.

While this idea might sound good on paper (who wouldn’t want free money for posting?), there is a disconnect between the inherent problems of social media and Web3’s solution.

Incentivized moderation in Web3 is a bit of a pickle too. Crypto rewards can be effective on a small scale, but pitfalls abound. For example, if a Web3 social media platform is an echo chamber of hate, violence, prejudice, and bullying, the moderation model collapses as everybody is in it for the same thing.

The decentralized nature of Web3 creates a double-edged sword. While it can allow for more freedom of expression compared to the Web2 Big Tech giants, it can also make it impossible to get rid of seriously toxic content. Eugen Rochko, founder of the decentralized social network Mastodon, told The Verge when asked about hateful and violent content on his platform: “It’s not actually possible to do anything platform-wide because it’s decentralized. I don’t have the control.”1

The permanence of the blockchain presents a real conundrum for content moderation. If someone encodes a text string with a URL for a website that has child pornography or any other kind of illegal activity, it cannot be removed or altered. The extraction of such data necessitates technical knowledge and effort. Even if the linked website is shut down, the text string persists forever.2 Additionally, it’s possible to engage in harassment on the blockchain via messages that cannot be edited or deleted.

Proponents of Web3 grip tightly to the notion of public governance—the idea that a community of users will self-moderate effectively at massive scale. But this idea seems naïve at best. There is no clear answer yet to how violence, bullying, harassment, and other toxic content can be dealt with effectively at scale on Web3.

Vili Lehdonvirta’s 2022 book, Cloud Empires, did a brilliant job illustrating the inherent flaws of this kind of decentralized governance decades ago. It highlighted the rise and fall of Usenet, a decentralized online community in the 1990s.







When the community was small and the membership stable, transactions functioned reasonably well without a centralizing authority … However, when the number of users increased, chaos gradually established itself within that community, generating distrust and ultimately the disintegration of that space.3








Déjà vu?

This approach reminds me of the problems inherent to direct democracy within politics, which often enables majority groups to discriminate against minorities. The United States and other democratic nations support representative democracy to solve this issue. In social media, as in our political affiliations, users choose the platforms that best represent their values. Direct democracy doesn’t work for nations, and it doesn’t work for moderating complex social networks at scale either.

Additionally, if a social app wants to achieve mainstream success, it needs to be available on the Apple and Google Play app stores. These app stores are the gatekeepers to global distribution and require more than a modicum of oversight.



Fat Chance: Eliminating Bots and Trolls

Winning the battle against bots is vital to fix social media on any version of the Web. How do Web3 platforms really fare in this fight? Since no Web3 platform has achieved scale on par with the current Web2 social media giants, no one can say for sure. Yet even without knowing their at-scale bot-fighting capabilities, Web3 platforms already have several troubling issues to contend with.

Bots are already running wild on Web3. In the gaming sphere, bots reportedly make up an average of 40% of the user base.4 The problem is endemic across Web3. For example, a report by Levan Kvirkvelia, cofounder of Jigger, an anti-bot protection software, found that bots make up 87% of the user base of Ariva Digital, a blockchain solution for tourism; 84% of AnRKey, a social crypto platform; and 65% of Voxels, a virtual world on the Ethereum blockchain.5

Kvirkvelia explained that “all services with a profit are flooded with bots.” His reporting shows how it’s surprisingly easy for one person to create multiple crypto wallets on a network. Web3 platforms are designed to reward users with monetary tokens for their activity are a perfect environment for bots to game the system.

Crypto newsletter Milk Road reports:







Web3 activity is significantly propped up by hordes of bots … Bots have been plaguing crypto projects for years, spamming the comments of leading figures in the space and spreading scams across the community. In the NFT [nonfungible token] market, bots are further used to automatically mint new NFTs, which are then flipped for a profit. Even in some major NFT auctions, so-called NFT sniper bots monitor auctions and submit last-moment bids, buying up limited-edition digital assets at a low price.6








Web3 fairs no better in deterring trolls and other bad actors either. Web3 platforms are frequently preyed on by hackers, scammers, and fraudsters. These malicious tricksters swindle billions of dollars from Web3 networks and users each year, including nearly $6 billion of cryptocurrency lost between 2022 and 2023, according to Chainalysis.7 Members of the Web3 community are working on remedying this ongoing problem, but it’s a significant hurdle that’s far from solved.

There’s another fly in the ice cream: boosted posts. On many Web3 social media platforms, users can stake their tokens to boost their posts or bump up their comments to the top of comment threads. For instance, before Voice pivoted from a social network into an NFT marketplace, Block.one chief technology officer Dan Larimer trumpeted the platform’s token-based system in which “users could stake Voice tokens to move to the top of a chain of comments.”8

This is exactly what happened on Twitter/X. Musk allowed any user to purchase a verification badge; with that, their posts received priority positioning in newsfeeds and comment threads.

This kind of tokenized boosting system is a gold mine for exploitation. Along with individual bad actors, bot and troll armies are often funded by foreign state entities seeking to disrupt civil discourse.9 (See Chapter 16.) In other words, these entities receive their own wallets and the ability to use tokens to feature their posts in front of a broad audience. Thus, they have even more power to amplify their disruption.

Paid boosting is one of the key ways bots and trolls spread their poison on Web2 giants like Facebook and Twitter/X. Anyone who wants to can buy their way into your feed. Today Web3 does not solve this problem; it amplifies it.

For example, Web3 and decentralized social networks like Minds, Steemit, and Mastodon all have “trending” posts and hashtags, served to you from users and entities you did not choose to follow.10 Bots, trolls, and other bad actors can exploit these features on Web3—just like they do on Web2.

 

Debunked: Data Privacy, Anonymity, Freedom from Targeting

How does Web3 handle privacy, anonymity, and targeting? There’s a great deal of mythology here that needs busting.

When data privacy is the objective, it’s a no-brainer to avoid Web2 Surveillance Capitalists. Along the same lines, it’s common sense to think twice before placing your personal data on a public blockchain (remember, they’re all public) that’s immutable and accessible to any person and entity on the planet.

Are there Web3 social networks that collect and share your data with advertisers, marketers, and other third parties? In short: yes. For instance, if you read the fine print of the privacy policy of Web3 YouTube alternative Odysee,11 you’ll find that they track your information when you do just about anything on their site. Their reasoning? To improve your experience—the same excuse Web2 companies give. As part of their “third-party disclosure” policy, Odysee writes that “non-personally identifiable visitor information may be provided to other parties for marketing, advertising, or other uses.” Many other Web3 and decentralized social sites have similar data collection policies. So much for data privacy on Web3!

What’s the skinny on anonymity? One of the primary functions of the blockchain is that it makes transactions transparent and trackable to guarantee trust for all parties involved. This visibility presents a significant conundrum for anonymity on Web3. Regulatory compliance attorney Jamilia Grier warned, “In a blockchain transaction, your data and information will be in the transaction. Transactions can be tracked down all the way to their sources.”12

If you can be connected to your posts and interactions in Web3, then there goes the whole promise of anonymity. As reported by Business Insider, “Bitcoin anonymity is just a big myth”;13 the same goes for other blockchains Web3 is built on.

Its supporters proclaim that even though data stored on a blockchain is both public and permanent, it is ostensibly protected through cryptography and pseudonymity. This means that transactions on a blockchain are linked to addresses or public keys rather than to real-world identities. However, experts warn that it’s possible to trace someone’s activities on the blockchain through pattern analysis or by linking their blockchain address to their real-world identity.

Blockchain expert Feng Hou, Maryville University’s digital transformation chief, said that when it comes to crypto, “Nobody can claim 100% anonymity … through forensics analysis, we can always get to the bottom of it.”14 According to Ben Weiss, CEO of crypto ATM operator CoinFlip, “Bitcoin transactions are more traceable than cash.”15

Research at MIT revealed that it often takes only four data points, specifically the dates and times of purchases, to determine someone’s real identity.16 In the MIT study, from a database of credit card transactions over 30 days by over a million people, the researchers were able to successfully identify 90% of the individuals. Think about that. Any personal transaction you make or interaction you have on the blockchain becomes permanently enshrined public data for all the world to see.

It all leads to the Holy Grail: targeting. If your social media data is on the blockchain, where it can be traced and tracked by third parties, what’s to stop advertisers, marketers, social media companies, data brokers, governments, and any other entity from accessing it and targeting you? Not a whole lot.

As we’ve noted, many Web3 social networks take an ad approach right out of the Web2 handbook, giving their users and advertisers the option to pay to boost posts. What’s the upshot? Users on these Web3 platforms are getting targeted by unsolicited ads in their newsfeeds that they didn’t choose to see. For all its attempts, Web3 is falling flat in creating an advertising model that protects and respects users.




Tectonic Trouble

While there are countless issues to resolve for a happily united marriage of Web3 with personal social networks, there are also deep ground-level problems. Disappointingly, it appears that, currently, both Web3’s engineering premise and economic foundations are flawed for social media applications. Here are a few of those flaws.


Nuts and Bolts: Serious Infrastructure Flaws

Web3 relies on your computer and mine for decentralized data storage. This data has to be called into action time and again. Can the decentralized data, blockchain-based Web3 provide seamless, instantaneous delight on par with the current options? Web2 glitters with a broad array of social features—photos, videos, stories, messaging, newsfeeds, music, disappearing content, pages, groups, music, livestream, and more.

Web2 social networks function at lightning speed and process majestic numbers of requests from hundreds of millions of users, simultaneously, in nanoseconds. There’s simply no evidence yet that blockchain-based Web3 can pull this off. Its infrastructure does not function nearly as well—or quickly enough—for vastly interactive social networking.

Notable detractors dismiss Web3 as a Silicon Valley fad flawed from the get-go. Some, like Elon Musk (Twitter/X’s owner since 2022), have toyed with the idea of creating their own versions of a decentralized network to rival the Web2 giants. These plans were abandoned when it was realized that such endeavors are bound to fail because of Web3’s inadequate and molasses-slow infrastructure.

During the 2022 Web Summit tech conference, Web inventor Tim Berners-Lee said, “Ignore the Web3 stuff. Blockchain protocols may be good for some things … but they’re too slow, too expensive, and too public. Personal data stores have to be fast, cheap, and private.”17 Berners-Lee came to this conclusion after a decade of attempting to crack the code of this intractable system.



Promise Unfulfilled: Implausible Revenue Models

Web3 social media isn’t new. Even though some speak of Web3 social media in futuristic terms, it’s actually been around for several years. A plethora of social media platforms already provide Web3 alternatives to the mainstream, centralized giants of Web2. Yet none have achieved mainstream success, and none have proven to have viable business models.

Web3’s revenue relies extensively on tokenomics (token economics) baked into a company’s platform. The cryptocurrency tokens used are most commonly Ethereum-related. Once a “coin” (another word for token or crypto) is selected, it is distributed to both the site’s owners and its users. The number of tokens provided to the site’s owners, employees, and users increases in tandem with user growth and engagement. Greater usage of the token/coin is expected to drive up its value. It’s quite a plan …

Steemit was the first Web3 social network, emerging in 2016.18 Somewhat of a combo between Facebook and Reddit, Steemit is a decentralized platform built on its own Steem blockchain. It enables users to earn cryptocurrency rewards for content creation and curation. Soon after Steemit’s launch, other Web3 social media platforms like Minds (built on the Ethereum blockchain as a Web3 alternative to Facebook) and Voice (on the EOS blockchain) came on to the scene. More Web3 alternatives continue to proliferate, including BitClout, an alternative to Twitter/X; Dtube, PeerTube, and Odysee, alternatives to YouTube; Towns and Commonwealth, group chat apps competing with Discord; Mirror, a publishing alternative to Medium or Substack; and Audius, a network competing with Spotify. Still others are popping up.

Web3 networks have received massive funding. According to Crunchbase, blockchain-based startups raised a total of over $33 billion in venture funding between 2022 and 2023.19 Despite geysers of funds and backing by major Silicon Valley venture capital, attempts to date have failed to gain mainstream traction. So why does the hype continue? Because Web3’s tokenomics promises remain intoxicating.

Let’s take a quick look at Web3’s intended revenue models. Remember those crypto rewards we talked about? The owners and venture capitalists behind Web3 companies have been known to hold a significant percentage of the network’s available native tokens for themselves.

Here’s an eye-opening example: Compound and Uniswap are Web3 trading platforms funded by Andreesen Horowitz. As reported by the New York Times, “More than 95 percent of the coins that are used for governance on those two platforms are owned by just 1 percent of token holders.”20

Unlike Web2, social entities in Web3 often charge their users transaction fees (with markup), also known as “gas fees,” for completing certain actions on their platform. These fees are due to the built-in expenses associated with cryptocurrency usage. These fees can occur when a user sends or receives cryptocurrencies or NFTs on the platform, or if they engage in other kinds of transactions on the platform, such as getting upgrades and add-ons or making purchases. These transaction fees do two main things: They reward the crypto miners and validators who contribute to the blockchain, and they generate revenue for the platform.

Changpeng Zhao, the discredited former CEO of Binance, one of the largest cryptocurrency exchange platforms, told TechCrunch (prior to his downfall) that Binance “generates 90% of its revenue from transaction fees.”21 We don’t need to delve into Binance’s law-breaking activities. The point here is that at scale, there will be a significant number of transactions on a Web3 network. This traffic pumps up the value of its tokens, making its owners and investors rich. That’s the master plan.

Here’s the catch: Basing a network’s value primarily on cryptocurrency is extremely risky. While many of crypto’s early adopters have gotten rich, countless others investing in subsequent years have lost their shirts (the gamble is multifold—picking the right coin and riding it out). Placing this bet puts a network at risk due to this unpredictability, yet it remains alluring.

Another chink in the armor—cryptocurrency is in the crosshairs of governments worldwide. As of 2024, nine countries have banned cryptocurrency entirely,22 and several others severely restrict its usage. The banning of crypto by more countries could potentially undermine Web3’s entire foundation and plans for global social networking. Whoops, out goes the currency, there goes the revenue model.

Some Web3 social networks recycle greenback revenue features from Web2 such as paid ads (using either fiat or crypto payments), paid boosting of posts, extra feature enhancements, and premium memberships. However, in Web3, those revenue streams are bit players. Web3’s chief revenue target typically is accruing profits from crypto.

Here’s the core revenue roadblock: Web3 social media’s failure to generate significant revenue is rooted in its lack of appeal to mainstream users. For its bundle of revenue schematics to work, critical mass must be generated, likely in the tens of millions to hundreds of millions of users.

Such numbers are not predictable at this juncture. As noted in a report by the market research company Forrester Research, “Many Web3 projects on offer run very well on PowerPoint”23 but don’t hold up in practice. The world doesn’t appear ready to adopt Web3 at any level of real scale.

 

Blockchain Is Useful, but Not Yet for Social Media

There are plenty of potential benefits to blockchain, particularly in applications where multiple parties are involved. Everyone needs to see the same data, and proof is required that the data hasn’t been tampered with. But currently, blockchain still is too cumbersome for the complexities of personal social networking.

Here’s a positive example. UNICEF, the international charity supporting impoverished children, is currently exploring blockchain technology using digital smart contracts to distribute funds to schools in need. Its intention is to facilitate “new systems of trust and exchange on which users can send value directly from one party to another without the need for intermediaries.”24 Donors get transparency while distributing their donations to those in need across various countries and jurisdictions where there are varying currencies, laws, and regulations.

Blockchain is also useful in several applications in healthcare, including securing patient data and managing the pharmaceutical supply chain. Other uses being explored (though yet to be proven successful) include supply chains for items like fair trade coffee,25 sustainably sourced palm oil,26 and conflict-free diamonds.27 This tech can potentially help customers trace and verify the sourcing of the items they purchase.28

Blockchain may be a workable solution for a spectrum of applications in finance, healthcare, charity, and supply chains. But it is mismatched for the assignment of personal social networking. Stephen Diehl, a software entrepreneur and Web3 critic, described the loss of computing power by switching from centralized platforms to decentralization: “We’ve gone from the world of abundance in [centralized] cloud computing where the cost of compute time per person was nearly at post-scarcity levels, to the reverse of trying to enforce artificial scarcity on the most abundant resource humanity has ever created. This is regression, not progress.”29

Can Web3’s slow and convoluted infrastructure support complex, full-featured, personal social media with hundreds of millions of users? Today, it’s not up to the task.







6
Meet Your New Boss, Same as the Old Boss



SILICON VALLEY INSIDERS and wealthy venture capitalists are clearly seeing dollar signs in Web3. The big boys are marching in. Indeed, the Web3 space appears to be led by an army of billionaires. A couple of examples: Jack Dorsey1 (Twitter/X’s original owner) has backed Nostr and Bluesky, two decentralized Twitter/X alternatives. (He’s since parted ways with the latter.) Venture capital all-star Andreessen Horowitz is backing several Web3 sites.2

Here’s the problem: A handful of venture capitalists (VCs) and tech investors already hold too much power over Web3’s development, which gives average users the short end of the stick. VCs are buying up the tokens of new blockchains at early stages through private sales. So, it’s much like traditional equity investments, just with investors owning significant slices of crypto tokens instead of shares. Later, the tokens are distributed more broadly to the public but at a far higher price tag. These investors stand to profit tremendously by Web3’s adoption. No wonder they’re such staunch believers.

In a system that’s “democratized” via token ownership, regular users of Web3 are put at an extreme disadvantage. In the Web3 world, where tokens give you more power to control a platform, you’ll now have governance driven and dominated by VCs and a handful of elite Silicon Valley insiders who are flush with tokens.

Coinbase noted in a blog post that this uneven system grants “majority control to a relatively small subset of people. As a result, the protocol is effectively more of a plutocracy than democracy.”3

The same venture firms that funded and profited from Web2 surveillance giants like Meta and Twitter/X are the ones funding and hyping Web3. The irony is palpable.

Of course, Zuckerberg and Meta were not going to sit back and let the decentralized marketplace exist without shoehorning in. In 2023, Meta entered the fray with its Twitter/X clone, Threads,4 built on Mastodon’s decentralized protocol, ActivityPub. The app is a simple platform for influencers and regular individuals to share text-based messages with their followers. Apart from Threads, there is no plan to move Facebook to decentralization or Web3. This is telling.

According to Apple’s App Privacy Details, Threads collects a plethora of your data including locations, contacts, purchases, browsing history, search history, financial info, health and fitness, and more.5 This all makes sense—if you’re Meta—masquerading while the data pipeline flows.

Vendors, too, who are involved in Web3 are also already showing monopolistic tendencies. It’s the great arc of Web2 all over again. Behind the backdrop of this new promised land, most players in Web3 are using only one or two companies for their important services. For example, Infura and Alchemy are the new big boys for data retrieval in Web3, and Opensea is the main squeeze for nonfungible token metadata.6 Holy smokes, Batman, Web3 is centralizing even faster than Web2 (which at least had a healthy variety of competing sites before Big Tech’s consolidation took over). This market domination undermines the entire principle of decentralization.

In a blog by Martha Bennett, VP, principal analyst at Forrester Research, quoted in the New York Times, she said, “At this point, Web 3.0 is exhibiting the same monopoly-building, rent-seeking and value-extracting tendencies that its proponents decry about Web 2.0.”7

By all appearances, the most likely outcome of Web3 is that the wealth and power of Web2 will merely shift from one set of tech billionaires to the next (and often to the very same billionaires as before). We appear to be running straight into the same smokescreen of Web2 Big Tech. Behind the smoke are not the arms of a new messiah but many of the people who created the Big Tech monster in the first place. Meet your new boss, same as the old boss.






7
Is There a Better Way?



I’M A CAPITALIST and a fervent believer in its fundamental economic premises. We have freedom to imagine, invent, and improve, to delight and serve people by providing a product or service that enhances their lives, honorably, with trust and respect. This is the elixir that drives me. In my mind, this is capitalism’s foundation. And it is certainly fair and just to reward entrepreneurs and all businesspeople who follow this simple recipe. There is no cakewalk to success—and I love the risk-taking entrepreneurial spirit that capitalism fosters.

Yet, somewhere along the line, capitalism lost its luster, misplaced its meaning, and has even become maligned and criticized in some social circles. The larger the enterprise, the greater the scorn. In a 2021 Gallup Poll, a mere 18% of Americans had confidence in big business,1 and just one in three Americans had a positive view of Big Tech.2 Hardly conducive to warm, fuzzy feelings.

Clearly, it’s time for a transformation and an ascension. I call it “Restoration Networking” (also referenced in the book as “Restoration Networks”). This new path for social media protects, respects, and empowers the regular users most of us are and the aspiring and successful content creators among us, all while rejecting surveillance, targeting, and manipulation as revenue sources. How can we pull this off? By shifting to the rapidly proliferating, ethical, and fruitful economic paradigm called Conscious Capitalism.

(Note to skeptics: In the wake of Sam Bankman-Fried and his misappropriation of “Effective Altruism,” we are correct to be wary of catchy buzzwords. But Conscious Capitalism is tried and true, with plenty of companies that have successfully adopted its principles. The proof is in the pudding.)



What Is Conscious Capitalism?

I’ve had extraordinary advisors in my social media odyssey. One of the most invaluable is my good friend Raj Sisodia, cofounder of the worldwide Conscious Capitalism movement. Raj wrote the bestselling book Conscious Capitalism with Whole Foods cofounder John Mackey.3 Like all of us, Raj is aghast at capitalism’s current distortion.

Raj has endeavored to bring forth an equitable future that fulfills the Conscious Capitalism credo: “We believe that business is good because it creates value, it is ethical because it is based on voluntary exchange, it is noble because it can elevate our existence and it is heroic because it lifts people out of poverty and creates prosperity.”4 To put it simply, Conscious Capitalism is doing well by doing good.

The philosophy of Conscious Capitalism combines profits and social responsibility. The Harvard Business Review has shown that companies practicing this modus operandi perform 10 times better than their peers.5

One of the core tenets of Conscious Capitalism is considering the best interests of everyone affected by the business. Everyone. In the case of Restoration Networking, that means a healthy alignment of revenue-sharing with all of us as social media users. This is not a Kumbaya sing-along. It’s practical and empowering.

Of course, like any significant movement, Conscious Capitalism has its detractors. Some believe that it redistributes too much power away from business owners and investors. Others believe it doesn’t redistribute enough. It’s a fine balance to be sure, and its success speaks for itself.

There are many examples of major companies succeeding today with Conscious Capitalism. One of the most well known is Whole Foods. Yes, it was perhaps an even better global Conscious Capitalist citizen prior to being acquired by Amazon. Nonetheless, it still maintains several important tenets of its prior self. Notably, the company works with the Global Animal Partnership to certify its producers follow the 5-Step Animal Welfare Rating standards. It also forbids the use of artificial colors, flavors, and high-fructose corn syrup in any products for sale in its stores.

We can also look to the blossoming Benefit Corporations (B Corps) movement as another example of thriving Conscious Capitalism. B Corps support sustainable and responsible business practices, considering the impact of their actions on a variety of stakeholders, including employees, customers, their community, and the environment. Successful B Corps include REI, Ben & Jerry’s, ButcherBox, Toms, Danone North America, Vital Farms, Clean Choice Energy, Warby Parker, and Patagonia. Each of these companies is highly successful and has excellent brand loyalty.

Perhaps you’re a Patagonia fan. The company has reaped the benefits of boosted sales growth and strong brand loyalty due to its Conscious Capitalist principles. In fact, Patagonia’s revenue has quadrupled over the past decade. In the words of former CEO Rose Marcario, “Doing good work for the planet creates new markets and makes [us] more money.”6

Salesforce, Trader Joe’s, The Container Store, and many others, while not B Corps, operate as fully declared Conscious Capitalist enterprises. They demonstrate that the world is ready to spend its dollars with companies that embrace business practices making the world better and healthier.

The tech space is already proving that companies can do well by doing good too—even if they’re not anointed “Conscious Capitalist.”

Take the search engine DuckDuckGo, for example. You might have used it, seen its billboards, or heard its ads. It competes with the Goliath known as Google via several differentiations—it doesn’t track users, personalize results, or send your information to advertisers. Has this resonated with users? Absolutely. In 2023, the company reportedly had 100 million users.7

Then there’s Apple, one of the largest companies in the world with a market cap in 2024 of over $2.8 trillion (that’s trillion with a t!).8 Apple makes products that many of us love, and—notwithstanding significant issues endemic to Big Tech, including anticompetitive practices—it successfully markets itself as a privacy-focused company that rejects Surveillance Capitalism. Maybe you’ve seen one of Apple’s billboards while driving—many of them say in giant letters “Privacy. That’s iPhone.”



Conscious Capitalism for Restoration Networking

The bottom line is that Conscious Capitalism (i.e., respecting customers, vendors, users, and employees as valued stakeholders), while highly effective on an uplifting, feel-good level, can also generate tremendous profits for practicing companies. It’s time for personal social networking to do the same. The next sections explain how.


Users Are Partners

Restoration Networking shatters the paradigm of conventional social media monetization. Its economic model serves and embraces users as a specific shareholder class of the company. Imagine this: We’re valued as partners instead of peons. How’s that for a reset?

Several Conscious Capitalism companies have already implemented revenue-sharing models to great success. Many B Corps also incorporate profit sharing into their business model, sharing a portion of profits with their employees and partners. For example, sustainable fashion brand Eileen Fisher is 40% employee-owned and shares a portion of its profits with employees.9 Patagonia shares 1% of its sales with environmental nonprofit organizations,10 in addition to profit sharing with its employees. And organic chocolate maker Alter Eco shares a portion of its profits with the farmers who grow its products and even funds their transition to regenerative farming.11



Profit Sharing via User Awards

Restoration Networks logically bake in profit sharing with their users via a User Awards program. After all, user activity and engagement are really the engines that drive revenue. Through the program, regular users earn a distributed share of the revenue generated by meeting certain criteria. In this paradigm, you’re not just a user of the social media platform—you’re a stakeholder. Criteria can include a user’s participation, followers, content creation, and overall site usage.

A certain percentage of the company’s net profits—let’s say 20%—is evenly distributed among all users who meet these qualifications. This includes revenue and profit sharing with:


	Active users

	Premium subscribers

	Content creators

	Influencers

	Page owners



There are additional ways to earn User Awards, Including bringing new active users to the platform or owning a page or group that surpasses a certain threshold of active followers or members. Users can also submit helpful bots or suggest updates to the site’s open-source code. These User Awards support the platform’s core philosophy of rewarding users who contribute to its financial success.

After all, if we as users are helping the platform make money, it only makes sense that we earn a fair slice of the revenue pie, right? It’s win-win, pure and simple.



Protecting and Respecting User Data

Right now, pretty much everybody on the Web has their data stored in a centrally controlled data infrastructure. There it is sliced, diced, and parsed among massive data aggregating companies and Surveillance Capitalist corporations like Meta, Google, and Amazon. Your data circulates through these arteries to advertisers, marketers, governments, and whomever wants it.

There’s a better way in perfect harmony with Conscious Capitalism’s principles. Aligning in partnership with its users, Restoration Networks by design will have two choices engineered to protect their data. One is a centralized data storage repository provided by the network that does not share user data with advertisers, marketers, or any other third parties except for those needed for essential functionality.

The second is the creation of Web inventor and privacy advocate Tim Berners-Lee. He has worked hard in recent years to revolutionize how we store, manage, and share our data and content—via Pods (Personal Online Data stores), which are part of his Solid protocol initiative.12 Imagine your personal data (your info, photos, documents, stories, videos, contacts, etc.) as valuable items that you keep in a digital safe. This safe (your Pod) is under your control, and only you have the key to open it. You decide what goes in and what goes out for others to see.

The centralized user data bank of Restoration Networks can be engineered to be compatible with Pods and their underlying Solid protocol. In this way, users have the option to upload and download their data/content to and from the network via their private Pod at any time. Optionally, Pods can automatically download your data, so you always have an up-to-date copy ready to port wherever you want. That’s data storage and posting management with true privacy protections. R-E-S-P-E-C-T!

Since all your data is stored in your own personal Pod, you can conveniently log in with a single ID to apps, sites, and services, anywhere across the Web. Thus you can enjoy the benefits of “single sign-on,” which we covered earlier in the promises of Web3. As an additional important bonus, Pods do not use blockchain, thus sidestepping its myriad drawbacks.

From Berners-Lee’s site, you can choose which Pod provider you wish to store your data with, or you even can learn how to self-host your own Pod. As an added benefit, you can move your data between Pod providers whenever you want. This is a pretty sweet solution—with plenty of provider choices already. In fact, it’s already catching on in Europe—Berners-Lee noted in 2024 that the Flanders region of Belgium has authorized Pods for all its citizens.13 Other high-quality vendors are sure to roll out their solutions as well.

Giving all of us control over our own data is a worthy sentiment and initiative. This solution can work for a minority of tech-savvy users, but not for the majority of ordinary folks online. But it also saddles people with responsibilities they may not wish to have or aren’t capable of fulfilling. That’s the beauty of the approach of Restoration Networks—you can let the network host and manage your data for you, or you can handle your data via Pods or other emerging privatized solutions. The choice is yours.



Positive Inevitabilities in Conscious Capitalism

One of the foundational drivers of the capitalist startup ecosystem is the ability for founders and investors to have a profitable “exit.” In the tech world, this exit is accomplished via an initial public offering (IPO) or, more commonly, an acquisition of the startup by a larger company.

Reddit’s IPO in 2024 is an interesting example in which the company gave its most active users the option to purchase shares at the offering price before the general public was able to acquire them.14 Of note, historically, these shares would have been reserved for insiders, such as Reddit’s investors and other large financial entities.

Conscious Capitalist companies transact just like other profitable companies. So, you might be asking yourself—can a Restoration Network be sold or acquired by another company? Yes, it’s inevitable that a successful company in any genre will have exit options that serve its founders and investors. That’s what incentivizes many of the best minds and developers in the world to devote their careers to these challenging endeavors in the first place. We can look to Whole Foods’ acquisition by Amazon, SolarCity’s acquisition by Tesla, or WhatsApp’s acquisition by Meta as examples.

But here’s what makes Restoration Networking unique in this regard. By design, via their engineering with data interoperability, Restoration Networks provide users with the option to easily move, along with all their data, content, social graphs, contacts, and so on, to another network at any time. As a user, you are not married to any particular network. If an exit of your favorite network is unsavory, you can seamlessly migrate elsewhere.

Additionally, since Restoration Networks are built with privacy by design, they don’t collect your personal data (beyond what’s needed for you to log in to your account), unless you opt to share it for monetary rewards. Therefore, you don’t need to worry that a sale or acquisition will mean that your personal info—your relationships, interests, political views, and others—will fall into the Surveillance Capitalism ecosystem. That information was never collected by the Restoration Network in the first place. Everybody wins.







8
Empowering You: Social Media User, Creator, Star



WHO WOULD HAVE thought that millions of people would become the fuel driving economic engines of countless social media companies? Yet this is the new reality we’re participating in, regardless of our roles. Today we all know someone—a friend, family member, classmate, or colleague—who is a current or aspiring content creator. Maybe you’re a parent with a child, niece, or nephew who wants to be a social media star. Perhaps you have dreams of becoming one yourself. CNBC reported in 20231 that 57% of Gen Zers want to become social media influencers.

A 2022 study by Adobe suggested that over 300 million people worldwide consider themselves to be content creators. Equally remarkable is that over half of them have joined the creator economy just since 2020.2



The Slog to Stardom

There are numerous inspirational examples of people who went from complete obscurity to fame with zero experience or connections in the entertainment industry, to diligently building up their followings and skyrocketing into social media stardom. Look at Jimmy Donaldson, better known as “MrBeast.” He started out as a 13-year-old kid making and uploading YouTube videos about video games from his bedroom in his parents’ house. Today, he has over 250 million subscribers on YouTube and reportedly earns over $80 million per year.3 Not a bad chunk of change for a former video game enthusiast.

Or take a look at “That Chick Angel,”4 who was a relatively unknown rapper and performer. After she recorded the song “One Margarita,” it went viral on TikTok and completely changed her life. Thanks to her song’s social media success, she ended up making an official music video with none other than former supermodel Cindy Crawford.

While it looks easy to the uninitiated, being a professional content creator with a strong following requires years of painstaking work and dedication. Just like those who aspire to careers as professional athletes, only a fraction will earn enough to eke out a living and just a handful will create extraordinary wealth. MrBeast acknowledged this reality in a post on Twitter/X in 2024: “For every person like me that makes it, thousands don’t.”5

Despite their hard work, most creators earn next to nothing. According to a 2023 report by Linktree,6 only 12% of full-time content creators earn $50,000 or more in annual revenue. Meanwhile, 46% of full-time creators earn less than $1,000 per year. When it comes to part-time creators (those who create content as a side hustle or passion project rather than their full-time career), only 3% earn more than $50,000 per year, and 68% earn less than $1,000 per year.



Sharing the Spoils

How is it possible that so many creators, including those who have tens of thousands or even hundreds of thousands of followers, so often struggle to make enough money to survive? The problem is that the spoils of their hard work are not being shared properly. The Big Tech social media companies are reaping nearly all the rewards while leaving creators—the breadwinners of their platforms—to nibble at the crumbs. Yet content creators are the backbones of any social network. The followers they attract and the content they create keep regular users returning, engaged, and entertained, which provides enormous value to social networks.

How can we change the economic model so that we’re all empowered? We all have skin in this game.

Right now, content creators (and all of us) are subject to the fickle whims of Big Tech companies, which are the true owners of our content, our audiences, and our destinies on social media. Big Tech’s opaque algorithms muzzle our reach, reducing our voices from powerful megaphones to faint whispers. For example, the average Facebook post only reaches 5% of its page followers.7 Perhaps you’ve noticed that, on Facebook or Instagram, you see fewer and fewer posts from your friends or the people and pages you follow. Instead, you see an endless parade of ads and promoted content.

That’s because Big Tech platforms are in the advertising business. They want creators to fork over their hard-earned cash just for the privilege of reaching their own followers, whom they’ve worked so diligently to cultivate over the years. Does that sound fair to you? Me neither.

Restoration Networking champions win-win relationships between a creator and the social networks they post on. For the creator inside you, here’s what the future can look like.


100% Follower Reach

Restoration Networks vaporize the Big Tech algorithms and unfasten the muzzles on all of us—creators and regular users alike. Using Restoration Networks, 100% of our posts reach 100% of our followers and connections. It’s our microphone, so let’s get blabbing without Big Brother.



True Portability/Interoperability

Web2 social giants are walled-in silos. If you want to move from site to site, you can’t. Web3 boasts about its data portability benefits, but as we saw in Chapter 5, Web3 is mired with so many drawbacks that currently the juice isn’t worth the squeeze.

Restoration Networking provides the regular users and creators among us with true portability in moving our content, contacts, and fans/followers from site to site, which guarantees we all have true freedom while supporting fair competition among social media companies. This is called “data interoperability.”8 Single sign-on makes this interoperability possible by allowing you to easily log in to any Restoration Network using a single ID. Expanding on this, if a Restoration Network is connected to Pods, you’ll have an additional universe of sites to seamlessly post to and engage with.

A Restoration Network can also be engineered so that user data is interoperable among protocols outside the Restoration Networking ecosystem. For instance, user data could be interoperable between a Restoration Network and applications using the Solid protocol we discussed in Chapter 7, or with ActivityPub,9 the social networking protocol used by sites such as Mastodon, which we mentioned in Chapter 5, as well as Threads, PeerTube, and WordPress. As a caveat, this structure will not be the standard default due to privacy concerns. Instead, you the user will have the choice to opt in, allowing your data to be interoperable with sites outside of Restoration Networks if you’d like.

To encourage a robust creator economy and free market, Restoration Networking supports new legislative regulations to limit content creator mobility lockups, thereby eliminating anticompetitive constraints. (See Appendix A.)



True Deletion

You might not realize this, but most Big Tech social media companies keep displaying the content you’ve created on their platforms, even after you delete your account. These sites apparently think they are the owners of your content, not you. Restoration Networks disagree. If you decide to abandon one site for another, all your content from the former site will be deleted.



Feed Curator: Newsfeed Customization

Restoration Networking empowers you, the user, by giving you robust options to design your own newsfeeds. With the help of AI tools available within the platform (don’t worry, we’ll dive deeper into AI in Chapter 15), you can customize and curate your newsfeeds for whatever topics or hobbies you like. For instance, you could create a feed that collects and spotlights content related to your passions. Perhaps it is content related to sports, food, photography, fitness, fashion, movies, or others. This is a healthy, enriching, and delightful use of AI.

Built-in AI tools enable you to become a newsfeed architect—no engineering/coding skills are required. You also select the AI filters to keep out content you deem distasteful. Optionally, you can then choose to make your curated feeds available for your friends, family, or anyone else on the platform to follow. Users can upvote their favorite user-curated feeds. You can even be monetarily rewarded by the platform for creating feeds that reach a certain threshold of popularity. This innovative feature makes “Feed Curator” a whole new category of influencer on Restoration Networks.



Show Me the Money

In the Conscious Capitalism spirit, users and creators among us are rewarded for our contributions. We all share in the revenue pie. Remember the User Awards we talked about in Chapter 7? Restoration Networks use a simple formula to determine a fair User Awards payout. It’s based on the percentage of site activity that each of us generates and participates in. There will be minimum thresholds. Users with minimal onsite activity won’t qualify, as otherwise the company will be logjammed with user verification paperwork, documentation, 1099 issuances, and the like.

This meritocratic system has two key benefits—one, it rewards us fairly for our contributions to the platform, and two, it provides an incentive to those of us who want to grow our audiences and enjoy posting engaging content.

Here’s an enticing example. Let’s say a company has a net revenue of $100 million for the year, and it pays 20% of that to its users. If you’re a creator generating 0.001% of the site’s activity (as defined in Chapter 7), you would earn $20,000. Here’s the asterisk (*): The site in tandem with its users and AI tools will monitor and weed out attempts to “game” its reward system. (More on AI later.)

In line with Restoration Networking’s pro-democracy principles, decisions regarding User Award distributions will be determined by the User Advisory Board, which we’ll dive into in Chapter 10. It’s all about creating a fair balance of revenue for the company’s owners, stakeholders, and users.

So, in Restoration Networking, users share in the monetization of the platforms they’re active on. Show me the money!
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Do I Need a Social Media Wallet: Is There Money in It?



YOU MIGHT HAVE heard about social media wallets, particularly in tandem with the crypto movement. We’ve heard big companies talking about them, and early crypto adopters seem to have them. Yet they still seem shrouded. What do they entail, and is there anything in there for you? Currently, most social media wallets live within their host app. Each user gets one. They let you receive, store, send, and trade digital assets, such as cryptocurrencies and nonfungible tokens (NFTs). Importantly, they also store the keys for single sign-on. Web3 is where they’re typically deployed. As an example, early Web3 social networks like Minds and Steemit have them. Their wallets are key components of the tokenized reward systems on those sites.



Restoration Networking Wallets

If you like to gamble or play the lottery, cryptocurrencies are perfect for you. They’re just not suitable for everyday transactions on a social media platform. Restoration Networks recognize these facts by sidestepping the crypto craze entirely. Instead, Restoration Networks have your back with greenbacks.
 

Forget Crypto as the Centerpiece

Here’s the most significant differentiator. All payments sent to your wallet by the company are made with fiat currency. That means real, cold hard cash, such as the US dollar or whichever national currency you use in your country. This is a major break from the Web3 model, which is entirely based on cryptocurrency.

Besides their schematic voodoo, the cryptocurrencies inside these wallets are extremely volatile—their prices fluctuate wildly.1 They’re about as a stable as a kayak in the middle of the sea during a typhoon. To be clear, I’m a crypto investor, but I don’t see it as the elixir for a Restoration Network. Fiat takes that role, front and center.

As an important caveat, while fiat currency is the default, Restoration Networks can also choose to include certain cryptocurrencies in the future if/as they become dominant, predictable, stable, and easily liquid.



Cashing Out

The best part? Restoration Networks allow you to cash out your credits on the platform for real money (transferred to your bank, PayPal, Stripe, etc.) anytime you’d like. This is a major departure from versions of this system such as Reddit gold, which you might be familiar with. On Reddit, you can punch in your credit card to buy Reddit gold, which you can use to buy enhanced features or digital gifts for other users. But you can never cash out—once you put your money into Reddit’s system, it stays there forever.

So, users like you are going to be earning money from other users and from the Restoration Networking company via User Awards. What’s the easiest way we can facilitate this?



Your Restoration Networking Wallet

To make it simple, upon joining a Restoration Network, all of us will automatically receive a wallet. All User Awards, as well as additional payments you receive, are deposited into your wallet. To keep it simple, once you’ve got your wallet, you can use it across Restoration Networks.

Restoration Networking rewards all active and qualifying users via their wallets, not just celebrities and influencers, with a share of the company’s annual profits. That’s a revolutionary upgrade from previous generations of social media. In this paradigm, we’re all stakeholders.

This stakeholder status raises the question: How can you as a user make your voice heard regarding the platform’s decisions and directions?
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How Do We Overcome C-Suite Tyranny?



EXECUTIVES LIKE TO consolidate their control of the companies they reside within. We’ve all seen it. Many of us are guilty as charged. Capitalism is not fundamentally democratic, especially in the entrepreneurial genre—it’s rather autocratic with founders and investors vying for domination. Societies function similarly when unshackled from the constraints of civility. Just as we all require speed limits and laws to buckle up, Restoration Networking ups the game with checks and balances intended to preempt power grabs and Surveillance Capitalists from roaring back.

As I mentioned earlier, I love capitalism, and I abhor overregulation. Yet with just a few simple self-regulatory structures, Restoration Networking ascends the Web1 and Web2 models in which all power resides under a single executive—think Mark Zuckerberg who rules as emperor over billions of voiceless users. At the same time, Restoration Networks carefully avoid the significant pitfalls of Web3. Here are a few ways that Restoration Networks promote true democracy in their social media experience. You can participate in these; we all can.



User Advisory Board

To ensure fairness and that all users have a strong voice, each Restoration Network has its own User Advisory Board. This board is composed of users nominated by their peers, tasked with suggesting User Award distributions, providing feedback, and suggesting new features and policies.

Several major companies have established user/customer advisory boards to obtain valuable feedback and insights from their users/customers. For example, Microsoft’s customer advisory boards offer feedback on product development,1 roadmaps, and user experiences. The boards also have access to early product builds and the ability to provide feedback to product teams. Airbnb has a community advisory board comprised of hosts from various countries.2 These hosts periodically meet with Airbnb leadership to discuss concerns and opportunities within the host community.

A Restoration Network’s small but representative User Advisory Board ensures that regular users play an active role in shaping its future, which preempts decision-making gridlock. That gridlock occurs in overdemocratized entities with too many cooks in the kitchen. Instead, the network maintains a dynamic equilibrium, allowing swift and effective management while empowering and remunerating users. The interests of owners, users, and stakeholders are all in play. The objective is a win-win-win balance of power. (For further details about the User Advisory Board and how it works, check out Appendix B.)



The Restoration Networking Institute

How do we hold Restoration Networking companies accountable to the movement’s principles? What are the best ways to prevent them from simply paying lip service? Once again, we can look to the established standards of the regenerative farming and renewable energy movements.

Here are two pretty awesome examples: The Rodale Institute and the Center for Resource Solutions. Both are nonprofit organizations, with about a dozen members on their boards. They’re composed of experts in relevant fields. Funding comes from a combination of grants, donations, consulting services, and collaborations with business partners in their industries. The Restoration Networking Institute can follow a similar path.

The Rodale Institute, which first coined the term “regenerative farming,” has similarly developed an official certification, “Regenerative Organic Certified,” defining how a farm may operate in compliance with regenerative principles.3

In the renewable energy sector, Green-e is an industry-trusted, third-party certification program from the Center for Resource Solutions that reviews renewable energy and carbon offset products.4

Similarly, Restoration Networking companies can be certified via an independent nonprofit entity comprised of diverse and respected leaders of technology and ethics. For our purposes, let’s call it the Restoration Networking Institute.

Bringing this Institute to life, the collective of Restoration Networks can, as they permeate, fund the Institute and establish its operating principles. Once extant, it is tasked with delineating criteria for its raison d’être—the Institute’s “Certified Restoration Network” verification. This certification ensures that anointed networks/apps have met the ethical and business practice standards and principles of Restoration Networking. A certification from the Institute signifies that a Restoration Network meets the gold standard of the movement.

As an aside, perhaps you’ve heard of Meta’s Oversight Board. This independent advisory group was established a few years ago to help Meta pass the buck on difficult moderation decisions. Notably, its first major task was to determine whether President Trump should be allowed back on Facebook after he was temporarily banned in 2021. The board’s big decision? It declined to decide and instead passed the buck right back to Mark Zuckerberg. So much for helpful “oversight”!5 Fast forward to 2024: The Oversight Board made better news when it called Meta’s policy to tackle deepfakes “incoherent.”6

The Restoration Networking Institute is entirely distinct from any single network—it serves to independently validate whether companies are upholding the movement’s principles, not to volley back and forth about moderation or policy decisions. (For more details, head to Appendix B.)



Changing of the Guard

As we’ve learned from Big Ag and Big Energy, real change comes from outsiders leading the charge. Transformation won’t come from Web2 social media giants like Meta, Google, or Twitter/X. Nor will it come from the same VC investors who got wealthy from those Web2 giants now funding the Web3 movement. We need new people, new platforms, new investors, and new paradigms to lead us toward a healthy social media future. Is that you?

▄ ▄ ▄

What about all the other elephants in the room—privacy, anonymity, protecting kids, mental health, AI, bots and trolls, free speech, and others? We’ll tackle them all. First, let’s start with privacy and anonymity.
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In the Crosshairs: Privacy and Anonymity


LET’S TALK ABOUT privacy. Believing in my right to privacy comes from my gut and my experience as an American. I think of privacy as an innate right as a human being. Here’s how I see it: I am allowed to think what I think, act as I choose, and associate as I wish, without being unnecessarily spied on or otherwise targeted, as long as I am law-abiding.

In the larger context, the right to privacy ensures that individuals are free to express themselves, make decisions about their own lives, and live without fear of discrimination or persecution based on their identity or beliefs.

A few years back, after an outbreak of revenge porn Down Under, Facebook asked its Australian users to upload naked photos of themselves.1 Their hare-brained plan was to scan the photos received into a special database for image matching on the site, thereby preventing bad actors from sharing them. You better get to a tanning salon.

Imagine the gold mine for hackers! Meta, a company infamous for its massive data leaks2 and privacy breaches, would have a database of nude photos of millions of its users. Fortunately, this experiment quickly failed due to the common sense of the requested users who refused such a comically absurd proposition. This vignette illustrates the challenges we face with Big Tech that is out of touch with the fundamentals of privacy and anonymity.

You know how we like to muse about the “good old days”—those simpler times in the past? It’s not just nostalgia over lost privacy; things truly have gone awry. Thirty years ago, privacy was a given in the United States. Sure, neighbors could be nosy, but folks generally minded their own business. They weren’t government agents paid to spy on everyone else. This situation starkly contrasted with nondemocratic countries and their citizens who routinely reported the conversations and movements of others, including friends and family members, to the authorities.

Now the world is different. The old ideals of privacy have been shredded. We don’t need our neighbors to be the secret police. Our personal computers, cellphones, cell towers, smart TVs, Alexa, and cameras everywhere (including our own) efficiently spy on us better than any human could. Yet, paradoxically, we’re also able to anonymously bully others, post and share outrageous content, and otherwise act online as derelict global citizens.

Today, privacy and anonymity are both endangered. Rightfully so? If we lose the privacy of our thoughts and circumstances (never mind our nude photos), what are the risks—and what are the benefits? Who will get to decide their fate—another Mark Zuckerberg, or the government? How do we balance the polarized objectives of protecting a user’s privacy while holding them accountable for actions violating the law or a site’s Terms of Service? How do we eliminate anonymously boosted content and the manipulation of our opinions/purchase decisions? How do we protect the rights of free speech and nurture civil discourse?

The answers to these questions have huge implications for the future of humankind along with the reach and influence of its governing structures. This is the gladiatorial clash between privacy and anonymity.


What Does Privacy Really Mean?

What is privacy, anyhow, and why is it so important? In broad terms, privacy is the right to be left alone, without having to worry about someone intruding into your life and personal affairs. Of course, the situation gets complicated in our ubiquitous digital age. Let’s add some color to this definition:


	The International Association of Privacy Professionals describes privacy as “the right to have some control over how your personal information is collected and used.”3

	Your personal information includes any data that can identify you as an individual: your name, address, date of birth, Social Security number, biometrics, and others.

	It also includes potentially sensitive details about you, such as your race, ethnicity, religious views, sexuality, mental well-being, finances, medical records, political views, opinions, personal relationships, and virtually everything about you.

	Privacy means that you have the right to decide what about you is revealed and what is not.

	It means you have the right to know what personal information is being collected about you, why it is being collected, and who it is being shared with.

	Privacy also means that you have the right to give or withhold consent for the collection, use, and disclosure of your personal info, and you have the right to withdraw your consent at any time.




Notable Quotes by Privacy Champions

While Surveillance Capitalists, authoritarian governments, and countless others try to downplay the importance of privacy, many luminaries still righteously defend its virtue. Here are a few notable quotes from contemporary privacy advocates:


Privacy, a core American value, is not a partisan thing. Democrats fight for it and Republicans fight for it, too.

—Tim Berners-Lee, inventor of the World Wide Web4



We believe that people have a fundamental right to privacy. The American people demand it, the Constitution demands it, morality demands it.

—Tim Cook, CEO of Apple5



Privacy knows no borders: we have to protect privacy globally or we protect it nowhere.

—Dr. Ann Cavoukian, former Privacy Commissioner of Ontario6





Privacy is not about having something to hide, it’s about the right to control what you want to keep to yourself.

—Edward Snowden, former NSA contractor and whistleblower7




Is Privacy Dead? Notable Quotes by Privacy Cynics

On the flip side, some people, especially those in the highly profitable business of Surveillance Capitalism, have a fundamentally different view. Perhaps in an attempt to weaken public demand for privacy, these folks argue that privacy is already deceased, and won’t be resurrected anytime soon. In their view, we should all just give up the ghost and accept that our privacy is kaput. Along with the tech titans, some tech journalists have embraced this perspective as well.

Let’s read their words, particularly chilling for anyone who has believed them and accepted privacy as a thing of the past—but without having any say in doing so:


If you have something that you don’t want anyone to know, maybe you shouldn’t be doing it in the first place.

—Eric Schmidt, former CEO of Google8



People have really gotten comfortable not only sharing more information and different kinds, but more openly and with more people. That social norm is just something that has evolved over time.

—Mark Zuckerberg, CEO of Meta9



You have zero privacy anyway. Get over it.

—Scott McNealy, former CEO of Sun Microsystems10



Privacy is dead, and social media holds the smoking gun.

—Pete Cashmore, founder of Mashable11



 

How Does Anonymity Differ from Privacy?

To put it simply, anonymity is when your identity is unknown. For instance, let’s say you share a post on a public platform like a social network, but no one can tell it was you who posted it. That’s anonymity.

Anonymity has the potential to let people express themselves more freely. Cloaked in secrecy, they can feel safeguarded from any possible pushback or discrimination. But anonymity has a dark side. It can be used to shield perpetrators of online abuse, bullying, hate, intimidation, and illegal activity. Read on—it’s time for a remedy.

Privacy is about having control over your personal information. In other words, you decide who knows what about you. For instance, your neighbors know that you live across the street. They (probably) know your name. They see you come and go. It’s the same thing at work. What you reveal about your personal life is up to you. The differentiator between anonymity and privacy is being known versus there being no awareness of your existence. For example, when you post anonymously, there’s awareness of a person (or a bot/troll), but no awareness of you per se.



A Brief History of Privacy

There is a misconception about the concept of privacy: that it is explicitly protected by the Constitution of the United States. It’s not. But the right to privacy has been established over the centuries in the Supreme Court’s interpretation of the Constitution. These concepts have evolved, shaped by a variety of factors, including technological advancements, legal and regulatory developments, and cultural and societal norms. Here’s a quick timeline to give us our bearings in the current privacy landscape.


The Enlightenment and the Birth of America

In the 17th and 18th centuries, Enlightenment thinkers such as John Locke and Jean-Jacques Rousseau began to articulate the concepts of individual rights to liberty and independence from the state and other powers. Their work helped pave the way for the individual rights to privacy that we cherish today. As Locke wrote in 1689, “The end of law is not to abolish or restrain, but to preserve and enlarge freedom,”12 and as Rousseau wrote in 1762, “To renounce liberty is to renounce being a man, to surrender the rights of humanity.”13

The Enlightenment inspired the authors of the US Constitution, which came into effect in 1789. Although it doesn’t cover privacy explicitly, the Supreme Court has determined that the First, Third, Fourth, and Fifth Amendments of the Constitution do encompass the right to privacy.14



The Industrial Revolution

In the 19th century, the rise of mass production and urbanization led to increased surveillance of workers by employers and governments. Along with new technological advances such as photography, concerns arose about the potential misuse of personal information and the need for privacy protections. In the 1890 Harvard Law Review, Supreme Court Justice Louis Brandeis and attorney Samuel Warren penned “The Right to Privacy” (or “the right to be let alone”).15

This remarkable article is recognized by many as America’s seminal text advocating for our rights to privacy. Brandeis and Warren wrote that “instantaneous photographs and newspaper enterprise have invaded the sacred precincts of private and domestic life,” and they proposed to “consider whether the existing law … can properly be invoked to protect the privacy of the individual.”16 Just making sure this sinks in: 130+ years ago, photos on the fly and posts (in newspapers) were already giving people the creeps.



World War II and the Cold War

In the mid-20th century, the rise of fascism and communism fostered an explosion of government surveillance and censorship of citizens.17 This monitoring led to hearty debates in the West and worldwide about the need for protections against government abuses.

In 1948, representatives of the United Nations drafted the UN Declaration of Human Rights. Article 12 of this breakthrough declaration states: “No one shall be subjected to arbitrary interference with his privacy, family, home, or correspondence … Everyone has the right to the protection of the law against such interference or attacks.”18

A year later, in 1949, George Orwell published his iconic dystopian novel 1984, which illustrated the perils of government power, censorship, and surveillance. In Orwell’s book, citizens of Oceania live with zero privacy. Their lives are constantly monitored by ubiquitous cameras and microphones. They’re punished for any whiff of “wrongthink,” thoughts or beliefs that question or contradict the ruling party. This novel inspired generations of readers worldwide, myself included, to advocate for the right to privacy. Again, what we’re dealing with is not new; 75 years later, Orwell is as relevant as ever.



The Civil Rights Era and Fighting “The Man”

In the 1960s, the Civil Rights movement promoted privacy as a vital tool for protecting vulnerable and marginalized communities from discrimination. During this period, several Supreme Court cases established important precedents for the right to privacy in the United States. These cases continue to influence privacy law and policy today.

For instance, in the 1965 case of Griswold v. Connecticut,19 the Supreme Court held that a state law prohibiting the use of contraceptives violated the right to privacy. Justice William O. Douglas pointed to the First, Third, Fourth, Fifth, and Ninth Amendments as foundational to the right to privacy, each iterating another aspect of our rights.

In the 1967 case of Katz v. United States, the Supreme Court determined that the Fourth Amendment protects people, not just places.20 The Court ruled that a warrant is required for electronic surveillance of private conversations, even if the conversation takes place in a public phone booth.

It was in the Civil Rights era that the term “The Man” became popularized. “The Man” refers to whatever person or entity has the position of authority, representing an oppressive force against us as individuals. It’s The Man who Rousseau, Locke, and Orwell stood up against. The Man always wants to spy on you. Protecting your privacy means opposing The Man. It’s easy to spot The Man today—just open your Meta app. Big Tech corporations are listening and watching.

 

The Digital Age: An Unwritten Future for Privacy

In the late 20th and early 21st centuries, the invention of the Web and social media opened a Pandora’s box. The rise of Surveillance Capitalism ushered in a worldwide erosion of privacy.

Tim Berners-Lee did not create the Web so that our privacy could be eradicated. Thankfully, Berners-Lee has been an outspoken privacy advocate.21 With initiatives like Pods and Solid22 (discussed in Chapter 7), he and like-minded luminaries are fighting to restore and advance the Web based on the original principles of his invention.

Other initiatives underway also promise privacy protection. Not all are in our best interests. Let’s be cautious with initiatives like Web3, which can undermine this promise by placing our personal interactions on a permanent and public blockchain.

The future of our privacy remains unwritten. The battle continues, but I’m optimistic that we can save the digital age from the abyss of a 1984-style dystopia. We can build a future where user privacy is restored, respected, and protected. And we must.




Laws Protecting Privacy

In tandem with the trailblazing court cases, several important privacy laws and regulations have been established over the years. They aim to protect individuals’ privacy rights by ensuring that entities are held accountable for how they handle personal information.

The Health Insurance Portability and Accountability Act (HIPAA), passed in 1996, regulates the use and disclosure of personal health information by healthcare providers and insurance companies.23 The Children’s Online Privacy Protection Act (COPPA), passed in 1998,24 requires websites and online services that collect personal information from children under the age of 13 to obtain parental consent and provide certain privacy protections. In Europe, the General Data Protection Regulation (GDPR), which went into effect in 2018,25 is a comprehensive privacy law that regulates the collection, use, and disclosure of personal data by organizations operating in the European Union (EU).

More recently there’s the American Privacy Rights Act (APRA), unveiled in 2024.26 We’ll see how that proposed act plays out.

While these and other laws take steps in the right direction, the reality is that regulations are famously slow in keeping up with technology. It’s an unfair race between high-tech cheetahs and bureaucratic tortoises.


Are There Laws Protecting Anonymity?

There are no specific “anonymity laws” per se in the United States or worldwide that protect a person’s right to anonymity in all situations. But there are laws and regulations that provide some level of protection for anonymity in certain contexts.

For instance, the Supreme Court has recognized that anonymity can be an important aspect of free speech enshrined by the First Amendment,27 allowing individuals to express themselves without fear of retaliation. The 1995 Supreme Court ruling in McIntyre v. Ohio Elections Commission states: “Anonymity is a shield from the tyranny of the majority…. It thus exemplifies the purpose behind the Bill of Rights, and of the First Amendment in particular: to protect unpopular individuals from retaliation … at the hand of an intolerant society.”28

There are also whistleblower laws, such as the Whistleblower Protection Act in the United States.29 These critical laws protect the anonymity of whistleblowers who report illegal or unethical behavior. Vitally, they encourage whistleblowers to come forward and speak truth to power without fear of retaliation. In this context, anonymity protection is crucial.




Privacy’s Stronghold: Encryption

America’s founders declared independence from Britain in 1776 in part to stop authorities from intruding into their private lives. While our privacy has been significantly eroded in today’s brave new digital world, there remains one last refuge: end-to-end encrypted messaging. Offered by services like Signal, Telegram, iMessage, and WhatsApp (either by default or via upgrades), end-to-end encryption is the final stronghold of personal privacy.

Collectively used by billions of people, along with companies, health organizations, and governments worldwide,30 encryption enables messages, images, videos, and other content to be viewed solely by the sender and the recipient. Even the service providers cannot access that content. Private, encrypted messaging is critical. It safeguards communications for journalists and their sources; doctors and their patients; governments; banks; whistleblowers; human rights activists; political dissidents; and all of us who wish to protect against surveillance and data breaches.

It is natural to have aspects of our lives that we prefer to keep private. There are things you might confide to your spouse, doctor, lawyer, or therapist that you would never want revealed to the world.

Even if most of us are not journalists, activists, or political dissidents risking the wrath of government authorities, we still all benefit from the work those people do. It’s essential that we collectively protect their efforts and their ability to communicate safely in private.


It’s Complicated

Some policymakers in the United States, Europe, and around the world are working overtime to conquer this final frontier of privacy. We are witnessing a global push for new laws that compel companies to monitor all user content, including encrypted private messages. The proposed implementation is via “client-side scanning.”31 In effect, this oversight would mean that all messages sent, encrypted or otherwise, by billions of users would be scanned and monitored by your phone, computer, tablet, etc. Anything flagged would be reported upstream to tech companies and authorities. Can you say “Adios, encryption, hello, Big Brother”?

One impetus behind this effort is wholly understandable. The National Center for Missing and Exploited Children received over 36 million reports of suspected child exploitation material online in 2023.32 Notably, Meta was responsible for nearly 95% of reports in 2022.33 In light of this horrifying track record and ensuing negative PR, Meta turned to encrypting all messaging on Messenger and Facebook. The purpose of this change? To better hide this material, a disgraceful response. This has understandably fanned the flames to ban encryption.

Efforts to ban encryption are clearly well intentioned, yet paradoxically a ban may cause greater harm to kids. As stated by Riana Pfefferkorn, a research scholar at the Stanford Internet Observatory,34 encryption “helps to protect people (children included) from the harms that happen when their personal information and private conversations fall into the wrong hands: data breaches, hacking, cybercrime, snooping by hostile foreign governments, stalkers and domestic abusers, and so on.”

Additionally, the scanning technology that would be mandated by anti-encryption laws is often problematic. For instance, a 2022 report by the New York Times35 showed that scanners for child sexual abuse material (CSAM) used by Google falsely accused two innocent fathers of sharing child pornography. Even after both men were exonerated, Google kept their accounts shut down.

In the United States, there’s also a question of whether such legislation is even constitutional. Academics at Stanford sent a letter to the US Senate36 expressing concerns that compelled scanning could infringe on the Fourth Amendment’s prohibition against unreasonable searches and seizures. There’s also the case of Bernstein v. the US Department of State,37 which advanced the idea that encryption is a form of free speech and thus protected by the First Amendment.

But we’ve got to protect kids worldwide. How can we best currently do this? Alternative approaches to encryption can be implemented faster and effectively. As reported by the Center for Internet and Society at Stanford Law School,38 when it comes to detecting online abuse of both kids and adults, “user reporting was deemed more useful than any other technique.” User reporting is already widespread. Many apps allow members who see problematic content to report it. The handling of those reports is where there’s room for improvement.

One good solution is to implement more robust in-app reporting systems for any post, encrypted or otherwise. For instance, if someone sees suspected CSAM within an encrypted chat, they will have the ability to flag and report the material easily. In a double-down, the report would also go to the site’s Trust and Safety Team and to the National Center for Missing & Exploited Children’s CyberTipline (a reputable reporting mechanism used by online platforms for such cases).39 This strengthened response ensures proper investigations and, when appropriate, bringing in law enforcement.

▄ ▄ ▄

So complicated, right? For privacy’s sake, we must keep encryption whole (no mandated back doors) and protect all kids. This is achievable.
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User ID Verification: Friend or Foe?



IN CHAPTER 11, WE discussed why anonymity is important for facilitating free expression in certain contexts. At the same time, the double-edged sword of anonymity on social media has led to the spread of misinformation, bullying, hate, violence, and illegal activity.

Christopher Wolf, chair of the Anti-Defamation League, wrote in the New York Times: “Online commenters who can hide behind anonymity are much more comfortable expressing repugnant views or harassing others, and the multiplying effect is widespread incivility.”1



Pitfalls of Anonymous Platforms

Anonymity is vital in some cases, but not for social networking. As examined by the Supreme Court, there are many circumstances where anonymity must be protected, such as for whistleblowers and others speaking truth to power. But when it comes to personal social networks, anonymity creates far more problems than it solves.

Online platforms that market themselves as anonymous, such as 4chan and 8kun, have enabled their users to engage in violent and sometimes illegal activities without fear of consequences. Similar dynamics play out on the larger, mainstream networks like Facebook and Twitter/X, where countless anonymous accounts routinely wreak havoc.2

 

Time for User ID Verification?

So, how do we solve this puzzle? Restoration Networking champions a nontracking User ID verification system, requiring social media users to verify their true identities to use a given platform.

Previously, I’ve been outspoken against verification systems. As a steering committee member of the National Strategy for Trusted Identities in Cyberspace and the Identity Ecosystem Steering Group during the Obama administration, I argued against the proposed “national identity system.”3 It was, I believed at the time, a violation of individual rights to privacy.

Fast-forward to today, and User ID verification has become a necessity. True verification is the only viable way for a social media platform to avoid the onslaught of bots, trolls, and manipulative forces hiding behind the curtain of anonymity. (See Chapter 16.) It’s also the only way to truly protect the kids who are too young to handle the dangers of social media. (See Chapter 13.) Right now, millions of kids under 13 are active on the Big Tech social media platforms because they can easily lie about their age. According to the US Surgeon General in 2023, “Although age 13 is commonly the required minimum age used by social media platforms in the U.S., nearly 40% of children ages 8–12 use social media.”4 At the same time, adults can pretend to be kids to deceitfully interact with and cause harm to children.



Big Tech Gets Verification Wrong

Since social media companies require users to be over 13, they have the perfect workaround: the “honor system.” Just check a box. Of course it doesn’t work—and they don’t want it to. They want all the users they can get. Remember, it’s all about revenue. More eyeballs = more greenbacks.

Conversely, in other applications, ID verification is gaining traction. Even Tinder is flirting with it. In 2024, the dating app introduced an identity verification model5 for its users in the United Kingdom. Now these users can know if their date really looks like Brad Pitt or Beyoncé, or if they’re just catfishing. (This identity verification is all voluntary.)

Twitter/X is making moves too, but the change is motivated by profit and ditches the “ID.” It launched a policy in 2023 offering users a verification badge on their profiles if they pay monthly for Twitter Blue (later called “X Premium”). Twitter/X’s requirements for verification were simply this: “You have a name and profile photo on your account. You have been active on Twitter over the last 30 days. You have had an account for at least 90 days.”6

As reported by the Washington Post,7 Twitter/X’s verification process was so lax that a journalist successfully obtained a verified blue checkmark posing as a US senator. Furthermore, since a verification badge on Twitter/X became a “pay-to-play” option, the vast majority of Twitter/X users (over 99.8%, according to TechCrunch in late 2023)8 chose to remain unverified rather than pony up the cash.

Twitter/X’s foray pushed Meta’s buttons, so it got frisky and launched a strikingly similar program. Like Twitter/X’s policy, verification on Meta is entirely optional. Meta’s requirement that users pay a monthly fee also means that only a small fraction of users will pay to be verified.



Reality Check—Our Data Abounds

Okay. So Big Tech appears most interested in verification as a revenue stream. Restoration Networks make verification mandatory to solve real problems. Hmmm, this raises important considerations. Will User ID verification be a data vacuum, Big Brother, or worse?

Here’s the reality check. Thanks to Big Tech, our data is already out there. These are a few of my favorite examples:


	The Edward Snowden revelations in 2013 exposed the US government’s mass surveillance practices.9 Not only were suspected terrorists and lawbreakers surveilled, but also millions of private individuals.

	Fast-forward from Snowden’s alert: The Foreign Intelligence Surveillance Act was reauthorized in 2024.10 While this surveillance authority is a tool for safeguarding national security against foreign targets, it also hoovers up Web and cellphone data on many American citizens.

	Here’s the icing: Let’s not forget the Facebook misstep exploited by Cambridge Analytica, the “breach of 2018.” An estimated 5,000 data points on each of 220 million Americans are circulating online. As we saw in Chapter 5, MIT research showed that a person’s real identity can be determined with just four data points—that’s a lot less than 5,000. Cambridge Analytica is just one among countless Big Tech data breaches. Personal data belonging to you, me, and everyone we know has already been slurped up, shared, reshared, and resold. It’s in the hands of marketing companies, data brokers, governments worldwide, and nefarious actors. Reach for your wallet; it’s also available for purchase on the Dark Web.





Putting What’s Known to Good Use

It’s time to end the charade and stop pretending that our true identities are a secret on the Web. Instead, let’s put what companies and authorities already know to good use, while protecting our privacy every way we can.

The key to Restoration Networking’s implementation of User ID verification is that its sole purpose is to verify legitimate users, not to track, monitor, or collect data on users.

As designed, the system won’t have the capability to collect additional data on users beyond the minimum necessary information for verification. Users still have control over what information they share publicly, such as their ages, jobs, and the like.

There are many effective means by which to deploy User ID verification. Advancing technology means that several biometric methods (eyes, face, fingerprints, voice, etc.) can be used as well as more traditional ones. No one need be left out for lack of a driver’s license or government ID, which makes the system much more effective.

The movement toward User ID verification is backed by many technologists and academics. According to a 2021 survey by the British Computer Society, “64 per-cent of those polled agreed that social media platforms such as Twitter and Facebook should require real ID from users in order to… be held accountable for what they post.”11

The world must have personal social media experiences where user IDs are connected to real humans. In turn, those real humans are then truly accountable for their posts and actions while simultaneously protected from malicious perps—not to mention from the peering eyes and manipulations of governments. Data privacy is critical and must be protected. Personal privacy won’t be sacrificed in Restoration Networking’s User ID verification.



Who Does the Verifying?

Rather than having verification systems solely within the government’s domain (does that remind you of a monopoly?), a better idea is for social media companies to create their own verification systems or for new third-party vendors to participate in User ID verification. Already a handful of independent companies provide this verification for financial services and other industries.

There need to be strict guardrails protecting our information in these systems, and the amount of information collected must be absolutely limited. Preemptively any such system must carefully discern true IDs from those attempting to game the system with falsely generated or stolen identities. Having said that, you might (correctly) judge this solution to be another potential “Meet the New Boss, Same as the Old Boss” scenario. Social media companies would get our data and then get hacked or share it with other entities. (Does this ring a bell?)

Proper implementation is the key—along with continuous improvement for safety and filtering protocols. This solution is better than putting all the data in the government’s hands (even though they already have it).



Pseudonyms to the Rescue

Of course, we must consider certain valid concerns. Restoration Networking will take precautions against the potential drawbacks of mandatory ID verification. These weak spots include marginalized groups and individuals who may feel uncomfortable revealing their identities online, and folks who feel restricted from posting unpopular opinions out of fear of retribution from their employers, governments, and others in power.

One potential way to resolve these issues is by allowing users to use pseudonyms on their accounts after they register with User ID verification. This way other users cannot trace their profiles back to their real identities. Pseudonymous accounts would be clearly labeled as such along with the user’s real age (e.g., you couldn’t be a 50-year-old pretending to be a 13-year-old). The real identities of anonymous accounts wouldn’t be traceable by other users, but the social media company’s operators would know and could take rapid action against abusive accounts.



Long Live Privacy; RIP Anonymity

No solution is perfect, but in weighing the benefits versus the risks, User ID verification is one of the best of the worst options we have. I believe that with the previously mentioned stipulations, User ID verification represents the best compromise. Despite its flaws, User ID verification is the only way to save kids from the dangers of social networking. As well, it would finally give social media platforms the upper hand in the battle against bots, trolls, and other bad actors creating fake accounts to disrupt the authentic communication of real human beings.

Social media was never meant to divide and categorize people. Its purpose is to unite people from all walks of life and give them a platform to communicate and share, like neighbors who watch out for each other—not neighbors who watch and report on each other.

We have reached the end of the battle between privacy and anonymity. Privacy is a fundamental human right; it must win the fight over the masked anonymity that robs us of the humane experiences social media can provide. In the online gladiator ring, anonymity is the unlucky loser. RIP.

This decisive victory for privacy is a critical step in enhancing safety for all of us. But there’s so much more. How can we best look after the most vulnerable among us?






13
Saving Our Kids from the Abyss



WE’VE ALL HEARD it. Countless articles, books, and documentaries have exposed the destructive impact of social media on our mental health and that of kids in particular. Journalists, pundits, authors, and experts assert that social media is eradicating critical thinking skills, ruining our relationships, and laying waste to an entire generation of young people.

According to Pew Research, over 97% of teens1 (ages 13–17) have a profile on social media. Correspondingly, a 2023 survey by Gallup found that teens spend four to six hours on social apps each day.2 Pew also reported that in 2024, the share of teens who report being online “almost constantly” nearly doubled (from 24% to 46%) over the past decade.3

Parents are rightly concerned about the impact of social media, whether their kids are 3 or 23. Parents of young children are worried about what will happen to their kids when they’re old enough to use social media sites without supervision. Parents of teens and college-age youth see the frequently enveloping and sometimes ruinous effects of social sites on their older children.

Parents with kids of all ages want to know how we can fix these problems. How do we eliminate the nefarious grip social media has on our children’s minds, self-esteem, self-images, attitudes, thoughts, and opinions?

These concerns are well founded. But there are many unsung benefits that social media can have for young people. As Jacqueline Nesi, PhD, a psychologist at Brown University, indicates: “There’s such a negative conversation happening around social media, and there is good reason for that. However, it’s important to realize there can be benefits for many teens.”4



Some Benefits of Social Media for Teens

Social media can offer real value—enriching young people’s relationships with their relatives, sports teams, classmates, and friends. Research backs this up. According to a survey by Pew Research,5 80% of teens reported that social media made them feel more connected to what’s going on in their friends’ lives; 71% said it gives them a place to show their creative side; 67% said it makes them feel like they have people who can support them; and 58% said it made them feel more accepted. Overall, teens were more than three times as likely to say social media had a mostly positive effect on them than a mostly negative effect.

The caveat, with youth and adults alike, is utilizing social media in a safe and healthy way. We’ll get to reducing harm next, but the good news comes first. Here are some benefits social media can offer younger users:


	Connection. Social media can be a great way for young people to connect with friends, classmates, peers, family members, and others, regardless of their location. It can help them build a community, maintain relationships, and reduce feelings of isolation.

	Self-expression. Social platforms can be a wonderful outlet for young people to express themselves. Sharing interests, creativity, opinions, and experiences with others can be highly fulfilling.

	Education. Young people can access educational resources, collaborate with classmates online, and stay up to date on current news and events.

	Job opportunities. Social media can be a hub for young people to network and even find internships and jobs.

	Support. Many young people use social media as a valuable source for support. They can find resources to help deal with mental health issues or other challenges they might face.



These advantages for young people, along with the inevitability of them using social media, suggest that we should be realistic with our expectations and precautions. Short of becoming Luddites, it’s in our collective best interest to embrace effective strategies that boost social media’s benefits and mitigate its harms.



Social Media’s Harms to Kids and Teens

While social media has the potential to provide real benefits, we can’t ignore the significant harms experienced by so many young people. The US Surgeon General’s 2023 advisory, “Social Media and Youth Mental Health,” stated that “adolescents who spent more than three hours per day on social media faced double the risk of experiencing poor mental health outcomes, such as symptoms of depression and anxiety.”6 Yet as just noted, teens (ages 13–17) on average spend nearly double that amount of time per day on social media.7 In 2024, this led the Surgeon General to call for warning labels to be put on social media platforms stating that “social media is associated with significant mental health harms for adolescents.”8

In a study tracking the online activity of 5.4 million children,9 Instagram was frequently flagged for “suicidal ideation, depression and body image concerns.” A separate study10 also found that frequently looking at selfies leads to “decreased self-esteem” and “decreased life satisfaction.” The amount of time spent on social media viewing photos is linked to higher levels of body-image dissatisfaction among girls.



Meta’s Purposeful Disregard

In stunning Congressional testimony in late 2023, Meta whistleblower Arturo Bejar alleged that “Meta leadership was aware of prevalent harms to its youngest users but declined to take adequate action to address it.” Bejar discussed an internal Meta survey of 13–15-year-olds on Instagram. The survey found that “13% of respondents had received unwanted sexual advances on Instagram in the last seven days alone, 26% had seen discrimination against people on Instagram based on various identities and 21% felt worse about themselves because of others’ posts on the platform.” Yet after he sent these shocking reports to Meta’s leadership, including Mark Zuckerberg, Bejar (and the reports) went completely ignored.11

Also in late 2023, reporters from the Wall Street Journal created new Instagram accounts and followed teen and preteen influencers. Their goal was to understand what kind of content Instagram’s algorithms might be serving kids who follow similar accounts. They reported that “Instagram’s system served jarring doses of salacious content to those test accounts, including risqué footage of children as well as overtly sexual adult videos—and ads for some of the biggest U.S. brands.”12 Reporters also documented how Instagram “helps connect and promote a vast network of accounts openly devoted to the commission and purchase of underage-sex content.”13

The Wall Street Journal has a track record of exposing Meta’s disregard for minor users. As reported in the paper’s 2021 “Facebook Files” exposé,14 Meta hired researchers to conduct years of internal research examining the impact of Instagram (which it owns) on its millions of young users. According to the leaked reports: “Thirty-two percent of teen girls said that when they felt bad about their bodies, Instagram made them feel worse.” Another slide summarized their research, stating: “We make body image issues worse for one in three teen girls.” An additional internal presentation revealed that among teens who expressed suicidal ideation, 13% of British users and 6% of American users attributed their desire to commit suicide to Instagram.

Despite all this, Meta publicly downplayed the negative impact of Instagram on teens. In May 2021, Adam Mosseri, head of Instagram, stated the app’s impact on the well-being of teenagers is “quite small.”15

As of 2024, about 3.6 billion people use Meta-owned products,16 including Facebook, Instagram, WhatsApp, Messenger, and Threads. That’s nearly half the human population. Despite the furor over the now temporarily “paused” Instagram Kids, Meta already targets children 6 to 12 with its Messenger Kids app.17 Meta’s plan is to keep everyone of all ages immersed in its products throughout their lifetimes. Some of these kids are still learning how to tie their shoes. How would they know they’re being indoctrinated into becoming lifetime Meta users? They’re just kids.



It’s Not Just Meta

Minors are being targeted and abused across Big Tech platforms. According to a Pew Research report,18 nearly half of all teens in the United States reported being bullied or harassed online.

In the United States, TikTok, currently owned by the Chinese company ByteDance, has approximately 170 million active users, and a third of those are 14 years old or younger. These statistics mean that TikTok is collecting deeply personal information, including biometric data such as “faceprints and voiceprints,” on 50 to 60 million young children in America.19 The situation is likely to continue regardless of the app’s “host country”—as a 2024 law passed by Congress mandated its sale to a country that is not a “foreign adversary.”20

In 2023, researchers from the Center for Countering Digital Hate downloaded TikTok. Within three minutes, TikTok’s algorithms served up content related to suicide. Within eight minutes, it displayed content from communities promoting eating disorders.21

As reported by 60 Minutes, the domestic version of TikTok in China is vastly different from the version shipped to the United States and the West.22 Douyin, ByteDance’s version of TikTok for China, promotes science, engineering, and educational clips to children in their feeds. And children are limited to using it just 40 minutes per day.

Meanwhile, in the West, TikTok’s trending videos are frequently vapid, superficial, and often blatantly sexual. Perhaps it’s no surprise that, when surveyed, the most popular career goal among kids in China is to be an astronaut, while in the United States, it’s to be a social media influencer.23 What does this portend for our kids’ futures, or for democracy?



Band-Aids on Gaping Wounds

In response to the public backlash, the social media giants have rolled out a handful of adjustments aimed at protecting kids. These are mere Band-Aids on gaping wounds. For instance, in recent years, Facebook, Instagram, Snapchat, and TikTok have all introduced parental monitoring tools that allow parents to oversee their children’s behavior. They’re not effective. A 2024 report by the Washington Post revealed24 that fewer than 10% of teens on Instagram had enabled the parental supervision setting. Among those, less than 10% of parents had adjusted their kids’ settings.

Humans are socialized. We are highly influenced by all the inputs presented to us. And as we all know, youth are especially impressionable. Social media essentially brainwashes our kids through its inputs. Kids are fed content that is presented and paid for by sources that don’t have their best interests in mind. Often those are in direct contradiction to the guidance of their parents, churches, teachers, or even peers. The implications for the future of humanity are deeply concerning. No one knows the long-term effects of introducing children to social media at such an early age.



Restoration Networking Solutions to Protect Kids and Teens

As both an early founder of global social networking and a father, I know well that social media is no place for young children. Every social media executive I know feels the same way; we are zealots at keeping our kids out of the arena, far more so than others.

US Surgeon General Dr. Vivek Murthy voiced his belief in 2023 that 13 is “too early” for kids to be using social media.25 I appreciate his sentiments. My refinement is that I believe that children under 13 should not be on social media. Sixteen might be a healthier entry point, but it is nearly impossible to impose. Plus, it would encourage countless workarounds. Thirteen is okay with certain guardrails. It’s also important to eliminate feeder systems like Facebook Messenger Kids, which targets kids ages 6 to 12, and hooks them to become Meta users for life.

In regard to his call for warning labels, the Surgeon General is well-intentioned. But warning labels are unlikely to make a significant difference alone. People are desensitized to them because they’re everywhere: on cigarettes, alcohol, prescription drugs, food, cars, power tools, and countless everyday products. “In general, warning labels by themselves [are] just not effective,” said Oriene Shin, policy counsel at Consumer Reports.26 Shin said that warning labels “really need to be coupled with safe design. [They’re] the icing on the cake rather than the end all be all." There is also some debate that warning labels can be counterproductive. Experiments published in Harvard Business Review revealed that in some cases “a warning label can increase a product’s appeal.”27 Slapping warning labels on social media platforms without significant protective actions is akin to putting icing on an exploding cake.

Restoration Networking, with its aim to humanize the social media experience, inspires us to protect our kids from the ills of Big Tech social media with new passion and urgency. It’s time for new rules and guidelines, specifically for kids on social media. These policies and frameworks are effective in keeping kids 12 and under off social media entirely while keeping young people ages 13 to 17 safe when they’re on it.


	Mandatory age verification. Age verification must be implemented, requiring users to provide proof of their age so that minors are not able to create accounts (if they’re under 13) or access inappropriate content (if they’re under 18). Current Big Tech social networks have nominal rules requiring users to be 13 or older to join, but they have no true protocol to verify this. Restoration Networking takes a critical step forward by requiring User ID verification for all users so that underage kids can’t simply lie about their birthdates. According to a 2023 Pew Research survey, requiring people to verify their ages before using social media is supported by over 70% of U.S. adults.28

	Parental permissions. For the youngest users (ages 13–15), a parent or guardian must grant them permission to join the platform. Pew Research found that over 80% of U.S. adults support requiring parental consent for minors to create a social media account.29 Parents/guardians can also set controls to adjust what kind of content their child can access, set time limits, and even revoke their child’s access to the platform.

	Separate gradients based on age. Utilizing User ID for age verification, users ages 13 to 17 will experience a separate and safer version of the social network specifically designed for people under 18. For example, nudity is banned for all users under 18.

	No targeting. Targeting is used by social media giants and their customers (advertisers, marketers, politicians, etc.) to manipulate people’s opinions and behaviors in ways that are not in their best interests. Kids are especially susceptible to manipulation. Restoration Networking eliminates targeting users of all ages.

	No ads. Advertising creates a myriad of issues for kids and teens: self-esteem, peer pressure, body image, mental health, and so on. Restoration Networking solves this problem by banning all ads for users ages 13 to 17.

	No data harvesting. This includes a total ban on collecting personal information of users of all ages, including their friends, contacts, interests, demographics, emotional states, politics, economics, geolocation data, browsing history, biometric data, and others.

	Mandatory “private mode.” All user profiles ages 13 to 17 are unchangeably set to “private.” This is the best solution to prevent kids from experiencing unwanted advances from all kinds of bad actors. In this scenario, their profile won’t be included in a site’s user directories, and no unknown users can tag them, message them, comment on their posts, or interact with their profiles. Making a profile private is currently optional on some Big Tech sites, such as Facebook and Instagram. This must be mandatory for all users under age 18.

	Screen time limitations. Many kids struggle with social media addiction. Institute daily time limits for users under 18. Two hours max—with parental controls to reduce it further. Pew Research found that nearly 70% of U.S. adults support setting limits on how much time minors can spend on social media.30 Users over 18 can stay on longer. The default setting for all users includes reminders to sign off or take a break after two hours logged in per day.

	Bedtime reminders. YouTube has a feature that sends users ages 13 to 17 a reminder to go to bed at 10 pm local time if they’re on the app. Restoration Networks can adopt a similar feature to help kids get a good night’s sleep.

	Nix addictive features. Current Big Tech social media apps are addictive by design. If you grew up or raised kids in the Snapchat era, you know about Snapstreaks,31 a feature that tracks how many days in a row you and a friend have exchanged messages, or “Snaps.” Your Snapstreak expires if a day goes by without a Snap. The feature is purposefully manipulative to define the connection of a friendship. This is the perfect example of a con—introducing a social more that serves the social media company. Kids often worry that if they break a streak, it shows that they aren’t a “real friend.” Restoration Networks encourage a nurturing, authentic environment and eschew deliberately addictive or manipulative features like Snapstreaks.

	No more “infinite scroll” for minors. Today, most of us take for granted that as we scroll down our newsfeeds, they will continuously load with new content forever. Actually, the concept of “infinite scroll” was invented in 2006 by tech designer Aza Raskin (who later came to regret his invention)32 and was quickly adopted by Twitter/X and eventually all major social apps. While infinite scroll is remarkably convenient, it can lead us to spend far more time passively scrolling our feeds than we might want to in retrospect. Restoration Networks help solve this for youngsters by removing infinite scroll for users ages 13 to 17. Instead, they will need to actively click to see each new page of content. It is simple enough to do, but makes their social media experiences more mindful rather than mindless.

	Chat and messaging filters. Implement filters for chat and messaging features to prevent minors from being exposed to inappropriate content or unwanted contact with strangers.

	Ban Google crawlers. Such bans prevent content on Restoration Networks from being findable via Google Search and prevent user data from being scraped/captured by other outside entities.

	Safety education. Front and center on the Restoration Networking site or app, safety education and resources are made available for kids, parents, and educators to help them understand and navigate the inherent risks of social networking.





How Parents Can Protect Their Kids Right Now

Parents are rightly concerned about social media’s immediate impact on their kids. I am not a child psychologist, but after all my years in the social media trenches, here’s a commonsense punch list of my recommendations:


	Restrict phones/social media late at night. Kids need more sleep than adults. Experts recommend that preteens and teens get 8 to 10 hours of sleep per night.33 Insufficient sleep can hinder their moods, mental health, ability to focus, and performance at school. Mitch Prinstein, chief science officer of the American Psychological Association, said that screen time at night is the “No. 1 reason for disrupted sleep, and we now have science to say disrupted sleep is literally affecting the size of teens’ brains.”34 Set clear rules against phone/screen usage past any time that might prevent a full night’s sleep (perhaps 8 pm or 9 pm). In tandem, set rules against phones in the bedroom overnight.

	Encourage critical thinking. As stated by Dr. Brian Wilcox, professor of psychology and director of the Center on Children, Families and the Law, “Because younger children do not understand persuasive intent in advertising, they are easy targets for commercial persuasion.”35 Kids can be manipulated by talking tigers peddling sugary cereals and cigarette-smoking camels in leather jackets. What hope do they have against highly targeted and sophisticated marketers on social media? That’s why it’s more important than ever to teach your kids the virtues of critical thinking. The American Philosophical Association suggests starting early, as soon as preschool.36 The association’s recommendations include encouraging kids to ask questions, considering alternative explanations and solutions, and talking about biases. The MIT Center for Advanced Virtuality offers online media literacy courses for college students and educators.37 Similar educational initiatives can help improve media literacy and critical thinking skills downstream with kids and teens.

	Promote balance. Encourage your kids to take frequent breaks from social media and to balance their usage with other hobbies, such as sports and other physical activities, reading, and spending time face to face with friends.

	Talk about mental health. Have candid and nonjudgmental conversations with your kids about the potential negative effects of social media on their mental health and well-being. Jeff Hancock, the founding director of the Stanford Social Media Lab, recommends asking your kids “Do you feel like you have control over social media, or do you feel like it’s controlling you?” This is a useful way to help you and your kids get a better sense of how social media might be impacting their well-being. He also recommends opening this conversation with something relatable, like “Hey, I sometimes have a hard time not being on my phone all the time. Do you ever struggle with that?”38

	Promote privacy. Help your kids understand the importance of privacy. Help them adjust their privacy settings to restrict who can view their posts and personal info.

	Monitor activity. Regularly check in on your child’s social media accounts to ensure they’re not participating in any risky behavior.

	Call out cyberbullying. Talk to your kids about cyberbullying and let them know to report any abuse to you. Teach your kids to not waste energy responding to bullies with anger and not to give bullies the satisfaction of the emotional reaction they seek.

	Use parental controls. Consider using parental control software or the parental supervision settings available within current social apps to supervise your child’s online activity and restrict their access to inappropriate content.

	Promote responsible digital citizenship. Show your kid how to be a responsible digital citizen. Teach them to be respectful to others online—there are real people with feelings on the other side of their screens, after all.

	Limit your kid’s phone when at school. Whenever appropriate, limit your kid’s phone access when they’re at school, perhaps by keeping it at home. Fortunately, schools are helping you by frequently implementing their own bans. As an example of a major move in the right direction, the Los Angeles Unified School District (the second largest school district in the United States) voted in 2024 to ban cellphones and social media use for its K-12 students during school days.39 When needed, your kids can ask a friend’s parent or teacher to contact you. If a phone is necessary, then keep it simple. A flip phone with calling and texting functionality is the perfect first phone. We can also help our kids learn the ins and outs of our (parents) smartphones. This exposure comes with supervision, discussions on content and critical thinking, and limits to their time and content choices. The inevitability awaits—they will have smartphones. Preparation for that moment is our responsibility.

	Wait to give your kids their own phones. Resist pressure to give your kid a phone too early. Do your best to wait until they’re at least 13. There’s plenty of evidence that giving your kid a smartphone too soon may inadvertently harm them.

	Set a good example. I know this may be hard for many of us whose work and personal lives are melded to our phones. But it’s crucial that we as parents are mindful of our own Web and social media usage. It’s important that we demonstrate to our kids how to use social media in a responsible and balanced manner. A 2024 survey by Pew Research found that nearly half of teens say their parents sometimes get distracted by their phones during conversations.40 If your kids see you spending all day on your phone, they’re likely to mimic your behavior—it’s our actions they will copy as they get older, regardless of our golden words.



▄ ▄ ▄

Legislative recommendations to institutionalize protections for kids and teens are in Appendix A.
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Surprise! Social Media Can Be Good for Your Mental Health



I KNOW, THIS chapter title is head scratcher. But you’ll see what I mean. We just talked about kids and their states of mind; now let’s talk about the rest of us. A key objective of social media’s reinvention is the restoration, support, and protection of mental health. It’s vital we insulate our malleable brains as best we can from the distortions and perpetrations that exist now.

Historically, the prevailing opinion has been that social media is corrosive to our mental health. In many cases, including some of the examples we examined in Chapter 13, this is fundamentally true. A 2022 study by MIT researchers backed this premise: It showed that “college-wide access to Facebook led to an increase in severe depression by 7% and anxiety disorder by 20%.”1

Refreshingly, it’s not all doom and gloom across the board. For instance, a 2023 study by researchers at Oxford University analyzed data from over 2 million people ages 15 to 89 in 168 countries between 2005 and 2022. There was no “smoking gun.” The researchers concluded that there was little evidence that increased social media usage was associated with negative (or positive) mental health effects.2

A study by researchers at Harvard University3 came to an even more positive, counterintuitive conclusion. Everyday use of a social network (for users without “strong emotional attachment”) correlated positively with social well-being, positive mental health, self-rated health, overcoming barriers of distance and time, expanding and strengthening offline networks and interactions, increased social support, access to information and resources. Conversely, the study showed that strong emotional attachment to social media, including excessively checking it due to fear of missing out (“FOMO”) or feeling disconnected from friends and family when logged out, correlated negatively.

What about for people with serious mental illnesses, such as schizophrenia and bipolar disorder? A study4 by academics at Dartmouth University found that the benefits of social media use outweigh the risks. According to the study, participants reported that engaging with peers on social media significantly increased feelings of belonging in a group. As a result, they built stronger social connections and received helpful tips and strategies for navigating the everyday challenges they faced due to their conditions.

The findings of the Oxford, Harvard, and Dartmouth studies go against what many of us assume. This is encouraging. Although in the aggregate, for several reasons, current Big Tech social media can be seriously harmful, there’s clearly a beacon of hope.

Let’s turn that light on. The authentic connectedness of the medium lit me up a quarter century ago and still does. The mission before us is to herald a new generation of social media that dissipates its harmfulness and rejuvenates its core positives. That’s Restoration Networking.



How to Protect Your Mental Health on Social Media Right Now

If you’re like the average American, you may be spending nearly seven hours per day on the Web,5 including two-and-a-half hours on social media.6 We all know this is too much time. We know it in those moments where we’re exhausted, mesmerized, addicted, and don’t turn it off. Here’s the prescription to take our power back, now—a punch list of actions to mitigate Big Tech’s grip on our amygdala. You can do this. Start with a week, and see how your life lightens up.


	Get more shut-eye. We talked in Chapter 13 about how important sleep is for kids, and for the rest of us paleo brains. A review by Western University7 of 36 correlational studies found significant associations of “excessive social media use to poor sleep quality” and “significant associations between poor sleep quality and negative mental health.” I know this may be a hard melatonin pill to swallow, but get an alarm clock and charge your phone in another room. Experts advise parking our phone out of our bedrooms when it’s time to go to sleep. Give WhatsApp and Instagram a break. All your messages/videos will still be there tomorrow—and you’ll break your “urgency” habit. This is truly liberating.

	Less is more. In a 2023 study published by the American Psychological Association,8 researchers recruited 230 participants and asked half of them to limit their social media usage to 30 minutes per day for two weeks. The study found that the participants who limited their usage “reported significantly higher positive affect and significantly lower levels of anxiety, depression, loneliness, and fear of missing out at the end of the experiment compared with the unlimited group.” Fortunately, both iPhones and Androids have built-in tools that make setting your daily usage limits easy. On iPhone, go to Settings, then select “Screen Time.”9 From there, you can see how many hours per day you currently spend on each app and then set daily limits. On Android, do this by going to Settings, then select “Digital Wellbeing.”10

	Short-term abstinence. A 2022 study at the University of Bath11 examined the mental health impact of taking a weeklong social media break. The results showed that one week away from social media improved participants’ overall well-being. Dr. Jeff Lambert, lead researcher from Bath’s Department for Health, said, “Many of our participants reported positive effects from being off social media with improved mood and less anxiety overall. This suggests that even just a small break can have an impact.” I feel your pain—taking a break even for a few days can be a challenge. If that’s true for you, start small. How about 24 hours without social media? Then see how you feel. Feeling bold? Try this: Temporarily uninstall your social apps from your phone. Tell your friends and family they can call or text. Enjoy the fresh air!

	Trim the fat. If you’ve been on social media for a while, you’ve probably built up a plethora of connections, likely many of whom aren’t making a positive impact on your life or mood. You know who they are. Do you really need to see their daily updates? It’s time to winnow. Unfollow and unfriend with abandon. Curate your timeline with the people, pages, and groups that are essential for your life and bring you joy.

	Personal boundaries. The rapid advent of our online social lives has blurred our personal perimeter. Yet protecting our privacy is paramount to our well-being. Time for the reset button. Use the available privacy features in Settings on your current apps. Regulate who can view or comment on your posts and who can interact with your account. Choose to cut down the amount of personal info you share with the world.

	Silence is golden. Buzz, buzz, vibrate, whoa. We get around 70 notifications per day on average—and some of us get hundreds.12 Our phones are buzzing like pocket-size beehives. What happens to us? We’re absolutely frazzled. It’s time to mitigate. Here’s how: Turn your notifications off for every unnecessary alert. You can also set them to annoy you only at specific times of the day. Or use Airplane Mode anytime to limit pesky distractions.

	Gray matter. Our eyes (and brains) love the color palette on our devices. It’s a conniving attraction, like a moth to a flame. Most phones let you turn off the color on your apps. You can find the display color controls by going to Settings on your device. From there, you can adjust the color scheme or turn on grayscale mode. By turning off the colors and “going gray,” apps become much less attractive. Maybe the content really doesn’t matter.

	Connect IRL (in real life). We’re all hiding. Are you avoiding visiting your Aunt Martha? Our devices are the perfect interference agents. And when we’re together in real life, everyone’s looking at their phones. Professor Sherry Turkle named it perfectly: “Alone Together.”13 She called it like it is, 14 years ago. It’s truer than ever. Take a deep breath, then take the plunge! Have coffee with your proverbial Aunt Martha. Inspire or strong-arm everyone to put their phones aside when you’re all hanging out (in person☺). It may take a bit of courage to park your phone, as response immediacy has become an expectation. Reset those expectations and practice letting go of that habit. Enjoy being present, even if it’s uncomfortable at first.

	Talk with a pro. My dad was proud that, at 80, he found a new therapist to discuss his confrontation with aging. There’s no shame in reaching out for the thoughts and ideas of a professional. So many people experience depression, anxiety, stress, self-image issues, and the like related to social media. Be bold, break the spell, take action. Get help from a mental health professional.



▄ ▄ ▄

At the intersection of mental health and social media, there’s a new kid in town: AI. How does this rapidly innovating tech fit into our mental health discussion? Read on.
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Is AI the High-Tech Tattletale in Your Social Experience?



THE MENTAL HEALTH conversation leads us directly to the intrusion of AI in our social world. AI has taken the world by storm, and, whether we like it or not, it is here to stay. Here we’re specifically discussing AI as it relates to social media. I’m not keen on this new “Friend” intrusion in my social circle, and you shouldn’t be either. I’ll explain shortly.

OpenAI’s ChatGPT became the fastest-growing app in the history of the Web upon its launch in November 2022. It rocketed past 100 million monthly active users in just two months.1 Fast-forward and we’re in the middle of an AI arms race among Microsoft (which invested billions in OpenAI), Google (which launched its ChatGPT rival, Gemini), Meta, and other tech giants vying for AI supremacy. These behemoths are all racing to inject AI into seemingly every social site and app we know and love.



AIIs Not New, But It Has Crossed the Rubicon

Let’s step back for a moment, look at AI’s history, and simplify its pros and cons. AI in various forms has been around for many years. Historically, an algorithm would be considered a type of AI, but it was completely programmed by a coder and had no capacity to operate independently of its programming. Behind the scenes, all Big Tech platforms have used AI tools for years in a variety of ways, including:


	Analyzing and predicting our moods, emotions, feelings, and insecurities.

	Accurately and presciently serving content in our newsfeeds that keeps us engaged and hooked.

	Determining which ads to target us with.

	Detecting porn or other prohibited content.

	And a whole host more.



Big Tech has now crossed the Rubicon in a whole new way—with its creation of AI “Friends.”

In 2023, Snapchat, which worldwide has over 300 million users ages 13 to 24, announced “My AI,” powered by ChatGPT.2 My AI is designed to be your new friend, assistant, and companion. According to Snapchat: “My AI can answer a burning trivia question, offer advice on the perfect gift for your BFF’s birthday, help plan a hiking trip for a long weekend, or suggest what to make for dinner.”3 Meta, the owner of Facebook, Instagram, WhatsApp, and Threads, followed Snap’s lead in 2024 with omnipresent AI “assistants.” Other social apps will surely do the same.

There is one honorable mention: An AI “Friend” can be helpful for reducing loneliness or even for mental health treatment.4 For example, AI potentially can aid in identifying disorders, recommending therapies, and creating tailored treatments. It can even be comforting. But wouldn’t we be better off consulting with a professional human who is bound by confidentiality laws? Maybe it’s not a good idea for AI to know too much.



AI Know-It-All: Friend or Creep?

Behind its cheerful façade, an AI “Friend” on social media is never truly our friend. Social media giants like Snap and Meta already know everything about us, including any mental health issues we may have. AI “Friends” are programmed to monetize our relationships under the guise of a trusted friend who will always be there for us, day or night, and who will never judge or criticize us.

All the while these “Friends” are purposely programmed to mine, record, and expertly analyze everything we say or type and—like a high-tech tattletale—feed it all into the master data ecosystem. That’s some “Friend.”

A journalist at the Washington Post reported that when he told Snapchat’s “My AI” that he was 15 and wanted to have an epic party for his birthday, the AI “gave me advice on how to mask the smell of alcohol and pot. When I told it I had an essay due for school, it wrote it for me.”5 I could have used a friend like that when I was 15.

But wait, it gets creepier. Researchers at the nonprofit Center for Humane Technology reported that when they told “My AI” they were 13 years old, the AI “offered advice about having sex for the first time with a partner who is 31,” including how to lie to their parents about it.6 The AI even suggested, “You could consider setting the mood with candles or music.” Sobering. The reality is that our kids are now the guinea pigs in a vast technological and emotional experiment that we as adults can’t even wrap our minds around.

AI’s insertion into our lives is daunting. A developer on GitHub in 2023 came up with a way to integrate ChatGPT into WhatsApp so that people can use the AI chatbot to respond to their friends’ texts.7 A Business Insider journalist reported that she used ChatGPT to generate texts and replies to her matches on dating apps.8 Soon it won’t be uncommon to have two chatbots chatting or flirting with each other on behalf of their human counterparts.

As these AI “Friends” become normalized on Big Tech social media, it’s likely that the emotional growth and interpersonal communications skills of future generations will be seriously stunted. Even basic conversational skills may be on the chopping block.

The human mind is fragile and vulnerable. A whole generation might end up like Joaquin Phoenix’s character in Her, giving up relationships with real humans to fall in love with astute, relentlessly manipulative AI chatbots instead. This is no longer far-fetched sci-fi.



The AI Roadmap for Restoration Networks

Coming back to Earth, we can tame this unruly know-it-all. With proper manners, it can be quite helpful—like the consummate butler. Remember “Ask Jeeves”? Here’s a prescription for AI optimism.
 

Unfriend AI

First and foremost, Restoration Networks will eschew the entire concept of an AI “Friend” à la Snap’s “My AI.” We’re restoring humanity to social networking. We won’t do that by substituting relationships and connections with real, living breathing human beings for interactions with creepy silicon-powered manipulative automatons. The first simple fix: Restoration Networks nix the AI “Friend.”



Label AI-Generated Content

Restoration Networks are cutting edge. This is not a Luddite movement. AI tools already exist with two caveats: one, everything they do is a data grab about you, fed into the data ecosystem aka the “AI Tattletale,” and two, they cause confusion regarding what content is made by AI and what is from you. Here’s how we fix these issues.

On a Restoration Network, AI-generation tools live as a tab near your post box. Based on your inputs, it will help you generate content9 including text, images, audio, and videos. You can customize this content to fit whatever themes or styles you choose. It can also help edit photos and videos, apply filters, recolor, or resize images, among other things.

But check this out: AI content generated on the network will include a nondistracting watermark identifying it as such. MIT has already demonstrated that this is possible.10 Granted, there’s no way to prevent someone from copy/pasting content they generate from an AI tool outside of the platform. Regardless, labeling what’s AI-generated within the platform will vastly reduce the amount of content falsely posturing as human-made.

In 2024, Meta announced that it is building tools to identify and label AI-generated images and videos produced by Google, OpenAI, Microsoft, and other major AI players that are posted on Facebook, Instagram, and Threads.11 Restoration Networks will utilize these and/or similar tools as they become available. Note: These tools cannot detect AI-generated images/videos “created without watermarks or metadata.” Identifying AI-generated content is a game of cat and mouse with no current silver bullet solutions.

 

AI-Assisted Search with No Tracking or Targeting

Restoration Networks utilize AI to improve your search results while staying true to their principles. You might be wondering, what’s so great about AI-assisted search anyway? This cutting-edge tech can be extraordinarily useful as your guide and concierge, helping you find exactly what you’re looking for on the platform. For instance, imagine typing into the search bar of a Restoration Network: “Show me a dozen groups for bicyclists, what’s unique about each group, and how many members each has.” And presto! An AI-powered search will instantly show you these groups with all the info you requested. (Users, groups, and page owners have the choice to opt out of appearing in search results, AI or otherwise.)

AI isn’t going away, so let’s embrace and enjoy its benefits while doing everything we can to mitigate its risks. Restoration Networking’s guardrails in this arena help neuter AI’s ability to negatively infringe on and harm our mental health. As AI relentlessly advances, Restoration Networks will evolve its uses and guardrails.

▄ ▄ ▄

AI may already be impacting your life in ways you don’t even realize. You’ve heard about bots and trolls, yes? Think about all the times you’ve been trolled, phished, or duped on a social media site (or in a text, email, etc.). We’ve all been tricked into clicking a link we shouldn’t have, or been hacked, or had a password compromised.

AI has come of age as a master key in the trickster toolbox of bots and trolls. It feigns friendliness, hopefulness, and camaraderie. And then POW! Most of us are just good, regular people—how can we keep AI-powered bots and trolls out of our hair?
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Lifting the Veil on Bots and Trolls



OY. LIKE DR. Jekyll and Mr. Hyde, even in its aphrodisiac technicolor, the Web has a villainous alter ego that undermines it at every turn. Its victims are all of us. We have been manipulated to mistrust and often hate each other. Overtly, subtly, and surely. This is beyond dastardly—it’s downright terrifying.

Where does this villain show itself? At our kitchen tables, during family reunions and hangouts with old friends, in private and public spaces alike. In the alienation and breakdown of those relationships, the political polarization we see in America today isn’t natural. Disagreement is the backbone of democracy, our bedrock. Today, it foments our disintegration.

How did this happen? Baked into our continuous scrolls and clicks, social media has inadvertently birthed and fostered the rise of bot and troll armies. It is these bots and trolls that wreak havoc, sow discord, and poison the well of civil discourse. Yet their unidentifiable “invisibility” prevents us from truly seeing them. They’re an integral part of the Web’s underworld—and of our daily experience. Our brains can’t even give us a picture. Let’s demystify the lot and put them on the screen.

 

What Exactly Are Bots and Trolls?

Bots are automated software programs that mimic and impersonate humans. Trolls are individual users who deliberately provoke and harass others. Both entities exploit the anonymity of the Web and social media to manipulate public opinion, spread falsehoods, and propagate chaos. Their mission is pure and simple: to cause trouble.

Bots and trolls often work hand in hand. Automated bots can amplify the impact of trolls through mass engagement, adding thousands of “likes” and comments on content generated by trolls. They are also able to autonomously post content of their own. Bots are created via computer programs, but bot farms (also known as “botnets”) and troll farms can have thousands of real people behind the controls. They get paid to pollute conversations on social media.

Bot and troll armies are the flamethrowers often funded by foreign governments like Russia and China to amplify disputes, exacerbate societal divisions, and interfere with democracies.1 Eye-popping capital is being poured into this arsenal. For instance, a 2023 report by the US State Department2 and a 2024 report by Ukraine’s military intelligence,3 respectively, found that the Chinese and Russian governments are investing billions of dollars on global disinformation campaigns, with bot and troll armies as key instruments.

Here’s their playbook: These bot and troll farms identify preexisting tensions in the United States and other democratic societies. Then they insert themselves into the discourse to intensify conflicts and exacerbate disputes. Instead of advocating a specific political ideology or agenda, these professional trolls typically heighten emotions around contentious topics. The usual suspects—gun control, immigration, police enforcement, public health, and racial divisions. Their aim is to sow distrust in institutions. They seek to blow up the very concept of “truth” itself. By pitting citizens against one another, they employ the classic wartime strategy: divide and conquer. Their ultimate purpose is the disruption and undermining of democracy itself. Ironic, isn’t it? Freedom of speech, with sources unchecked, becomes the annihilator.

The impact of bots and trolls on social media is remarkable. One audit found that nearly 50% of President Joe Biden’s Twitter/X followers were fake accounts and over 70% of Elon Musk’s Twitter/X followers were fake.4 In the run-up to his Twitter/X takeover, Musk even claimed that 90% of the comments on his Twitter/X posts were from bots.5 In 2023, Russian government operatives boasted that social networks detect only 1% of their fake accounts.6

Bad actors, even in relatively small numbers, can disseminate content via bots and trolls on a vast scale that causes mass disruption. For instance, Stanford researchers examining the role of trolls on social media found that 74% of all conflicts on Reddit were started by just 1% of accounts.7

By gaming the engagement-hungry algorithms of mainstream social media giants, bots and trolls can catapult their content to the top of the newsfeeds of millions of users. This has the effect of swaying opinions, manipulating minds, and stirring up mayhem. These misinformation perps even influence elections.

As reported by MIT Technology Review,8 leaked internal reports from Meta revealed that in the month before the 2020 US presidential election, “troll farms reached 140 million Americans.” And likely many more in 2024. Shockingly, the report found that 19 of the top 20 Facebook pages for American Christians were actually run by troll farms in Eastern Europe. Additionally, these troll farms ran the largest African American page on Facebook, the second-largest Native American page on Facebook, and the fifth-largest women’s page. Leading up to the election, these pages served their followers whatever content the troll farms deemed most inflammatory, best able to divide a house against itself.

In other words, nearly half of the entire US population saw this content not by choice but because Facebook’s engagement-seeking algorithms shoved it into their newsfeeds. In the run-up to the 2020 election, these troll farm pages reached 360 million global users every week.9 Bots don’t just spread false or inflammatory information; they also suppress information on real events. US cybersecurity firm Recorded Future reported that hundreds of thousands of coordinated bot accounts were deployed on various social networks worldwide to obscure genuine information about protests happening in China in 2022.10


How Bots and Trolls Secretly Fatten Big Tech’s Coffers

We can’t truly address the problem of bots and trolls without simultaneously addressing the manipulative algorithms of Big Tech’s newsfeeds. Those endless threads keep us tuned in, hooked on seeing the latest post, picture, video, laugh, update.

All the Big Tech social media behemoths have revenue models based on targeted advertising. Naturally, greater user engagement/site activity correlates directly to the ability to serve more ads. The result? Ballooning revenue. This revenue scheme incentivizes these networks to take a laissez-faire approach to moderating bots and trolls, particularly the legions that increase their engagement statistics. These nefarious entities, through their outrageous postings, are driving engagement through the roof on mainstream social media, and the dollars keep rolling in.

During Elon Musk’s Twitter/X takeover in 2022, Twitter/X relaunched Twitter Blue (now called “X Premium”), adding a new feature allowing any user to get a verification badge simply by paying a monthly fee. Musk claimed via tweet that verifying profiles was “the only way to defeat the bots & trolls.”11 Unfortunately, this move led to a bot/troll stampede of verified accounts impersonating public figures, companies, and organizations, wreaking mayhem on their brands. These accounts have their tweets “rocket to the top of replies, mentions and search” (as per the wording on Twitter/X’s website). Talk about influence peddling on the cheap! Hostile governments and other bad actors can now pay for verification and rocket to the top, granting them a whole new level of disruptive power. All the while Twitter/X’s bank accounts get fatter and fatter.

As an aside, in November 2022, I gave Musk some unsolicited advice in my Wall Street Journal op-ed, “Elon Musk Can Save Twitter—And Democracy.”12 Needless to say, it went unheeded.



Big Tech’s Faint-Hearted Battle

Meta, Twitter/X, and all major social media companies have certainly made attempts to fight back against these entities. For instance, they use machine learning algorithms and AI to detect and remove fake accounts, bots, and trolls. They analyze user behavior, posting patterns and other signals to identify suspicious activities. They partner with third-party security firms to help identify, analyze, and address threats, which include botnets, malicious campaigns, and other coordinated activities. And they also work with law enforcement and government agencies to deal with illegal activity. Let’s get real though. Their current strategies amount to the world’s biggest game of whack-a-mole in a rigged arcade. Why? Remember: Their engagement-based revenue structures are supercharged by incendiary bots and trolls. This payoff incentivizes a lackadaisical approach despite the legionnaires.



AI Supercharges Bot and Troll Armies

AI chatbots like ChatGPT can be incredibly useful and positive tools. The chatbots are also giving bots and trolls superpowers to spread misinformation and toxic content farther, faster, and more sophisticatedly than anything we’ve seen before. Why is this happening?

First, AI is becoming increasingly adept at generating realistic “deepfakes”—images, video, or audio that imitate a real person’s likeness and portray them doing or saying something they didn’t do or say. Deepfakes can spread like wildfire on social media, racking up millions of views before being detected for what they are.13 This duplicity presents an array of chilling consequences, especially during elections.

In 2024, Presidents Biden and Trump, along with Putin, Zelenskyy, and other political leaders worldwide were victims of AI-generated deepfakes falsely impersonating them.14 Advancing AI tech enables nearly anyone with a laptop or phone to create and spread sophisticated deepfakes. Powerful governments also are behind the deepfake phenomenon. A 2024 report by Microsoft revealed one of the first instances of China’s government using AI-generated images and videos, including deepfakes, to target and manipulate voters in the United States, Taiwan, and elsewhere on social media.15 One AI video depicted the Taiwanese pro-democracy candidate as having multiple mistresses and illegitimate kids. Just a new tool for classic old-school slander—in this case, revealed for what it was.

Second, tools like ChatGPT can be used to create beautifully convincing text that repeats conspiracy theories and misleading information. A shocking 2024 study by researchers at Georgetown and Stanford16 found that propaganda generated by ChatGPT was deemed “persuasive” by nearly half the people who viewed it.

AI expert Gary Marcus told the BBC in 2023,17 “People who spread spam around rely on the most gullible people to click on their links, using that spray and pray approach of reaching as many people as possible. But with AI, that squirt gun can become the biggest Super Soaker of all time.”

Managing bots and trolls on the social media giants before our current age of AI was already an uphill battle. Now it’s like scaling Mount Everest in flip-flops.




Restoration Networking Solutions on the Way

This is where Restoration Networking steps in. While it’s impossible to prevent every bot and troll, we can eliminate the vast majority and restore civil discourse and authentic communication on social media. We can drastically limit the reach of bots and trolls, curtail their influence, and cultivate a new, positive, and authentic social media atmosphere.

Restoration Networking’s vanquishment recipe sets the table. It’s a multipronged approach that you’ll enjoy. But let’s keep this story moving on here. (For the seven-point plan, see Appendix D.)



Tips for Defanging: What You Can Do Right Now

Here’s the good news. Today, we can elevate our game and become savvy at recognizing the discord bots and trolls perpetrate. It’s time for us to take a breath and a beat and give humanity the benefit of the doubt. How? By seeing the bot for what it is and does—and ignoring it. All the bot or troll wants to achieve is to hook us into their mindfrick game. You can counterattack with an elegant sidestep.

As AI tech grows increasingly sophisticated, identifying bots will get trickier. But there will always be telltale signs to look for. You don’t want to be manipulated by a bot or waste your precious time arguing with one. Let’s up our game and ignore the bait. Here are four ways to spot and sidestep a bot on social media:


	Check the Profile.
If you suspect an account may be a bot, take a look at its profile. If the account was created recently, in the last year or sooner, that’s a good clue it may be a bot. Basic bots often won’t have a photo, bio, or link in their profiles. Others may use an image stolen from the Web or an account name that was automatically generated. (If their username contains a series of random numbers like a Wi-Fi password, that’s a giveaway.) To see if their photo was stolen, you can take a screenshot and then do a reverse image search on Google. (This takes about 10 seconds.) Yep, Google’s scraping your data at the same time—as they do any time you google—but it’s pretty cool tech if you want to feel like an online detective cracking a case.


	Note Odd Timing.
You can learn a lot by looking at a profile’s posts over time. For instance, if it has been posting at an implausible frequency or during strange hours, often that means it’s a bot. Bots can also generate text much faster than humans can type, so if it responds to your replies at lightning speeds, it’s probably fake.


	Watch for Repetition, Repetition.
Bots often serve a specific purpose, leading them to be excessively fixated on particular topics, frequently reposting the same link or posting about the same topic exclusively. If you notice them persistently making the same points, regardless of your input, the account could be fake. A more obvious hint is when they repetitively use the same phrasing.


	Stump Them with Non Sequiturs.
If you think you might be talking to a bot, often you can throw them off with a non sequitur. Right in the middle of your convo, ask random questions that are completely off-topic: “So, how do you like your eggs?” Bots aren’t prepared for this kind of thing. Often they either will awkwardly try to revert to their original topic or will give you something generic, like “Sorry, I don’t understand.” In those cases, you can bet you’re dealing with a bot, sunny-side up. Block and report away.




▄ ▄ ▄

Our conversation about bots and trolls drops us at the footsteps of a kindred yet equally bewildering quandary. How do we—billions of us from around the world—balance on the narrow highwire between our desire for free speech and the necessity of moderation?






17
Balancing Act: Free Speech versus Moderation



BACK IN WEB1, moderation wasn’t a big deal. Typically, we were more polite online back then; Miss Manners would’ve been proud. For the most part, we were interacting with people we knew in real life or with like-minded online communities and hobbyists. There were no armies of bots and trolls fomenting chaos, funded by governments behind the curtains. There were no politicians, pundits, and rabble-rousers slinging digital daggers and arrows across our bows. How times have changed.

In the Web2 world, our newsfeeds are ablaze with fury. Bigotry, prejudice, unsavory language, images, and videos promenade before our eyes.

When it comes to political discourse, Web2 is a mess. A 2023 Pew Research study found that “nearly 80% of those in the U.S. said they believe social media has made people more divided in their political opinions, and roughly 70% said the platforms have made people less civil in how they talk about politics.”1

As we examined in Chapter 5, currently Web3 offers no respite—all too often its tokenized moderation scheme leads us to even darker echo chambers of doom.

Yet despite these hazards, we must have the freedom to express ourselves without Big Brother’s heavy-handed muzzle clamping our tongues. How do we solve this puzzle in a way that satisfies all sides?

Supporting free speech principles and civil discourse is vital to strengthening our republic. Open discussion is what fuels the democratic process. As I say often, disagreement is the backbone of a well-functioning democracy. As American abolitionist and statesman Frederick Douglass said in 1860, “To suppress free speech is a double wrong. It violates the rights of the hearer as well as those of the speaker.”2

Restoration Networking strives to resolve the core issues regarding content moderation, safeguarding civility while simultaneously supporting free speech tenets. Imagine our collective sigh of relief when this is achieved.

Here’s the dilemma we want to resolve. First, sites that forgo moderation altogether in the name of free speech absolutism are dead on arrival. They inevitably become overrun with spam, pornography, hate speech, bullying, harassment, doxxing, and incitement of violence. Not only is this environment dangerous; it also makes these sites unusable for most of us. This has already happened on “anything goes” sites like 8Chan, which was shut down and later relaunched as 8kun. Another site, Secret, was shut down by its founder, who was disgusted by its content. Investors of Secret were refunded their monies.3

Second, moderation as doled out by Meta, Twitter/X, and other mainstream giants remains flawed, biased, and untrustworthy, despite ongoing Band-Aids to fix it. A 2024 poll by Pew Research found that 83% of Americans—including majorities of conservatives and liberals alike—believe social media giants “censor political viewpoints they disagree with.”4



The Six-Point Action Plan for Authentic Civil Discourse

Restoration Networking forges a distinct new path to support authentic civil discourse, a key sweet spot for well-functioning democracies. There are a few simple rules for us as users, enforced by the site’s Trust and Safety team: no inciting violence, no bullying, no harassment, no spamming, no doxxing, and no hateful posts. That last rule will be clearly and narrowly defined by the site’s User Advisory Board (see Chapter 10) in a way that partisans on both sides of the political aisle can agree with.

These rules allow people of all viewpoints to engage in hearty conversations about politics, health issues, diets, science, and lifestyles. For one (perhaps controversial) example, what this means is that we can always have a lively conversation about the merits of vaccines. It also means that we will always have the freedom to sharply criticize our governments and political leaders. Web and social media companies in China offer a perfect example of where we don’t want to go: These companies outright ban all images and mentions of Winnie-the-Pooh, because some Chinese citizens have humorously used the honey-loving bear to mock leader Xi Jinping.5

The approach we’re taking isn’t conservative or liberal. It’s American and the foundation of Restoration Networking in the spirit of civil discourse. Consider the following prescription. How does it look to you?


1. No Boosting or Amplification

This book references the key functionality of no boosting or amplification in several places, because eliminating all boosted and amplified content has measurable impacts across the board. It’s a key tenet of Restoration Networking. Eliminating boosts and amplified content solves numerous core ailments currently impacting civil discourse on social media. It prevents users from seeing content from entities and individuals they haven’t chosen to connect with. No one can amplify or target you with extreme or polarizing content, which is woefully commonplace on Big Tech platforms.



2. Political Neutrality

We all have our own political opinions and biases—that’s part of being human! To earn public trust and appeal to a wide user base, the executives and employees of a Restoration Network must avoid letting their politics impact how their site is run.

Here are examples of what not to do: Meta deleted hundreds of conservative-leaning political Facebook pages that didn’t violate its Terms of Service6 shortly before a US election. Twitter/X under Elon Musk throttled back traffic to liberal-leaning news outlets such as the New York Times by adding delays when Twitter/X users clicked on their links.7 And as reported by The Guardian, TikTok censored videos “that mention Tiananmen Square, Tibetan independence, or the banned religious group Falun Gong.”8

There are so many examples of these shenanigans, if I listed them all, this book would be longer than War and Peace.

Restoration Networks will not engage in such political chicanery. Instead, they will operate under the principle of functional neutrality. Neutrality is paramount to a positive and sustainable social networking experience. To preserve the principle of neutrality, Restoration Networks will have integral systems of checks and balances we’ll detail further, including the User Advisory Board, User Juries, Peer Views, and more.



3. Build Trust with Open Source Code

For a variety of reasons, most of us have lost trust in mainstream social media giants, including the platforms’ moderation decisions. How do we know if our posts are really reaching our friends or followers? Or if the reach of our posts is being muzzled because of our political/ideological beliefs or backgrounds?

Restoration Networks change this paradigm via engineering with open source code that is publicly available for anyone to inspect and analyze. Maybe you’re not savvy about code and algorithms—no problem! Automated algorithms are constantly running in the background of social media sites, determining what content you see, when you see it, and from whom. With the site’s open source code, you can see exactly what its automated algorithms are doing with your posts and with your newsfeed. Open source also means AI functionality can be inspected. This transparency is a major step toward regaining trust and accountability from all of us.



4. You Moderate Your Newsfeed, You Decide What You See

Restoration Networks put you, the user, in the driver’s seat to decide what kind of experience you want. As we explored in Chapter 8, that includes giving you robust tools to customize your newsfeeds. You are the Feed Curator of your experience.

With the help of AI tools available within the platform, you have the power to curate what kinds of content you see in your newsfeeds—for instance, you can decide if you only want to see content related to certain topics, such as music, fitness, movies, and the like.

Additionally, you can adjust your newsfeeds to automatically hide or provide warning labels for any content you specifically don’t want to see—for instance, nudity, violence, offensive language, and so on. You have the freedom to adjust the atmosphere and tone of your newsfeeds.



5. User ID Verification

As we’ve seen, User ID verification has an important role to play—more than one. It is also an excellent structure that reduces onsite moderation. Think of it this way: If nearly everyone you interact with is a real person (with just a sliver of bots/trolls sneaking on), this is a breath of fresh air. Imagine the enjoyment of authentic sharing no matter the subject—lifestyle, music, sports, health, whatever. User ID verification restores true civil discourse and reduces the need to moderate the harassment and hate that comes from anonymous users, bots, and trolls.



6. A Jury of Your Peers

Mistakes happen. No one is perfect, including Trust and Safety teams. Restoration Networks can mitigate this problem by implementing novel jury systems so that wrongfully penalized accounts can “have their day in court” and appeal their cases. Here’s a suggested structure: User appeals can be reviewed by a jury of peers. For instance, the social app Minds has used a user-jury system for several years. In each case, the company randomly selects 12 fellow users of the platform to be the jury. Its CEO said, “It’s working beautifully.”9 Let me add a caveat here: Minds allows some unsavory posts that wouldn’t pass muster on a Restoration Network. However, in principle, this is an interesting idea for the User Advisory Board to contemplate.

Jonathan Zittrain, a professor of law and computer science at Harvard,10 wrote that a user-based social media jury “brings otherwise intractable conflicts to resolution and legitimacy, even though some people, even many people, will understandably be disappointed by any given decision that emerges from it.”




Supporting Section 230 with Careful Reforms

Any conversation about free speech on the Web inevitably intersects with Section 230. I’m passionate about this often-misunderstood legislation. You can find me talking about this in many media outlets; my favorites are my op-eds in the Wall Street Journal in 202111 and the Los Angeles Times in 2023.12

So, what is Section 230 of the Communications Decency Act? It is powerful 1996 legislation that shields Web and social media companies from legal liability for content posted by users. Remember, I am not for “anything goes,” and never have been. Yet without Section 230, even comedians like Conan O’Brien13 probably couldn’t get away with tweeting jokes like “I don’t need to buy anything on Black Friday, I just want to get in a fistfight at Bed Bath and Beyond to feel alive.” Sites like Twitter/X might not feel comfortable hosting this content if they feared there was even a remote chance that Bed Bath & Beyond could sue them.

Section 230 remains a vital piece of legislation to safeguard our free expression on the Web. It also protects small and medium-size companies without deep pockets or armies of lawyers to fend off countless lawsuits that would otherwise drive them out of business. It gives companies broad leeway to moderate their sites at their discretion without liability, and, most important, it enables startups to challenge Big Tech companies in the free market. The Electronic Frontier Foundation has called Section 230 “the most important law protecting internet speech.”14

Section 230 has drawn fire from both sides of the aisle. Conservative and liberal politicians alike have sought to limit the power that online platforms have over their moderation decisions. Section 230 must be protected, but we can make careful reforms that support free expression, fair competition, and appropriate liability. (For a deeper dive into Section 230 and my legislative recommendations, head to Appendix A.)
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Facts, Opinions, Lies: Who Decides?



I’VE THOUGHT A lot about fact-checking. Its current versions are imperfect, occasionally biased, and controversial. Do we need to ditch the concept altogether?

Perhaps you’ve heard the old saying, “A lie can travel halfway around the world while the truth is putting on its shoes.” Every day we’re bombarded with opinions, facts, and opinions presenting themselves as facts. Discerning the truth can be like finding a needle in a haystack 50 stories high.



The Checkered History of Fact-Checking

In the earlier days of social media, there was no concept of “fact-checking.” Maybe our critical thinking skills were better back then because we hadn’t been targeted and inundated with countless mistruths. It was common sense to not believe everything you saw or read online.

In 2016, Meta began partnering with third-party fact-checking organizations, including the Poynter Institute’s International Fact-Checking Network (IFCN). Meta began to flag and reduce the distribution of certain content, stating it would “identify and address viral misinformation, particularly clear hoaxes that have no basis in fact.”1 Subsequently, in 2022, Google and YouTube provided a $13.2 million grant to the IFCN.2

In recent years, social media giants Facebook, Instagram, Twitter/X, YouTube, TikTok, and others have cranked up the dial. They’ve added fact-check labels, reducing distribution of posts labeled “false,” and banned countless users and groups for posting content deemed untrue across broad topics like politics, health, science, and medicine.

Yet fact/truth verification is a nascent movement. A handful of educational and entrepreneurial initiatives are attempting to solve this age-old conundrum of discerning fact from fiction. One of the most prominent organizations in this space is FactCheck.org.3 It says it relies on unbiased sources of information, nonpartisan government agencies, and experts to “monitor the factual accuracy” of all kinds of statements purported as facts in regard to events, science, medicine, politics, and more.4

This and other perceived heavy-handed fact-checking systems have faced controversy from all sides of the political spectrum. Critics argue their checks are insufficient, biased, or applied inconsistently.



True Lies

There have been numerous examples in recent years of social media giants penalizing users and groups for content deemed as “misinformation,” later revealed to be valid. This includes news stories about Hunter Biden’s laptop in 2020, which resulted in countless users being censored by Meta and Twitter/X, including America’s oldest newspaper, the New York Post.5 In another jarring example, countless users of these platforms were censored and penalized for their posts suggesting COVID-19 originated in a lab6—despite the FBI and other agencies now deeming that claim to be likely true.7 People on all sides of the political aisle have been punished by social media giants for posting “false” info that wasn’t false at all.

It’s a real challenge to discern whether platforms should fact-check someone’s statements. After all, by definition, an opinion or perspective is just that. “Rightness” about a position, whether it is related to politics, medicine, health, fitness, science, or anything else, has often been reversed or changed over time.

In 1633, Renaissance scientist Galileo was put under arrest for publishing “misinformation” about the Earth revolving around the Sun, which contradicted the official “truth” that Earth was the center of our universe. If Facebook and Twitter/X had been around back then, Galileo surely would have been booted off their platforms, with large fact-check labels placed over his posts.



The Streisand Effect

Censorship of opinions and purported facts (whether true or false) is often counterproductive and can unintentionally amplify what was meant to be hidden. It’s human nature to want to see what’s forbidden, which is why books sometimes become more popular after they’re banned.

In the internet era, this phenomenon occurs so frequently that it has its own moniker, “the Streisand Effect.” This coinage originated in 2003 when the singer Barbra Streisand attempted to have photographs of her Malibu residence removed from the internet.8 Instead, her efforts caused the photos to go viral. The Streisand Effect demonstrates what happens when we attempt to suppress information or speech. These actions often backfire and result in the very attention we sought to avoid.

When it comes to conspiracy theories on social media, this phenomenon is supercharged. Banning such content often proves to the conspiracy-minded that it must be true and valuable because the authorities don’t want them to see it.



A Misleading Warning

You’ve probably seen fact-check flags on certain social media posts. In your head-scratching moment, what did you decide about it? According to MIT research,9 when people see that some posts on social media have warning labels, they’re far more likely to assume, incorrectly, that all the posts without these warning labels have been verified by fact-checkers. This misperception is exacerbated by the fact that only a tiny fraction of posts with false or unverified information are checked and marked as such. A completely misleading environment arises where people believe that false information has been given the stamp of approval by authorities because it has not been labeled as false. The human mind works in mysterious ways!

 

Restoration Networking for Information Seekers

We’re all information seekers—that’s the way of our world today. In contrast to the current social media giants, Restoration Networks have no targeting, no newsfeed manipulation, and no boosted or amplified posts. This fundamental difference prevents any information or opinion—true or false—from being broadly promoted. Instead, users must deliberately seek out information for themselves. They cannot be targeted by others who wish to reach and manipulate their thoughts or opinions

Eliminating all boosted/amplified posts as well as any whiff of purposefully manipulated newsfeeds is the surest way to combat widespread misinformation on social media. This mandate is foundational to all Restoration Networks. It’s a simple, effective solution.


A High Bar for “Wrongthink”

Here’s the plan. We significantly reduce the number of posts that need to be fact-checked. Regular users like you and me, who are simply having conversations with our friends, family members, and common interest groups on social media, should not face constant interference by fact-checks on our posts. Restoration Networking platforms will fact-check only those posts that reach a relatively high audience threshold and have been flagged by a high percentage of those who viewed them. Choosing what that flag rate is likely will vary site to site. The User Advisory Board can set the triggers it deems make sense. (See Appendix B.) I think a good general bar may be 100,000 impressions and at least a 20% report rate.

Restoration Networks do not play the role of Big Brother by penalizing users or groups for what George Orwell called “wrongthink” in 1984. A curious fact about 1984: The book has been banned in certain countries for being “anti-communist” while simultaneously being banned in others for being “pro-communist.”10 Goes to show the absurdity that can happen when we censor ideas and opinions.




Hybrid Reviews

To remain as neutral as possible, Restoration Networks themselves do not participate in fact-checking. Instead, they embrace a new dual fact-check review system with both independent reviews and peer input. Check this out.


Independent Reviews

Half of the Hybrid Review is the Independent Review by a third-party fact-checking organization. There are several of these organizations out there, and some have faced accusations of bias. To promote neutrality, third-party fact-checking organizations used by Restoration Networks will be selected by the users of the network, via the User Advisory Board.

As we discovered in previous chapters, AI is already being used to spread false information rapidly. Now, fact-checking organizations are building their own AI-powered tools to fight back. “Having this technology is a huge step … to find more facts to check, and debunk more disinformation,” said Irene Larraz, a fact-checker at Newtral,11 a media and data verification company. “Before, we could only do a small part of the work we do today.” The other half of Hybrid Reviews are called “Peer Views.”



Peer Views

Peer Views take inspiration from Wikipedia’s community-driven model. Twitter/X’s “Community Notes” feature (formerly known as “Birdwatch”) also has produced some promising results. For instance, in November 2022 when Twitter/X’s then CEO Elon Musk tweeted that Twitter/X is the “biggest click driver on the Internet by far,” a Community Note label from Twitter/X users appeared under his tweet, correcting him: “The reverse is true. Twitter drives 7% of web traffic referrals. Facebook drives 74%.” Musk later deleted his tweet.12

Here’s how Peer Views work: Any post that meets the aforementioned 100k impression/20% flag becomes fact-checkable. This is a way to limit these types of flags and help users assess the verifiability of controversial, high-engagement posts. It is similar to Community Notes with refinements. Users can add context, clarifications, or other types of fact-checks via a tag on the original post.

If a Peer View is rated useful by the community, it is displayed alongside the original post. The nuances of a Restoration Network’s Peer View mechanism and any associated algorithms will be decided by its Trust and Safety Team and User Advisory Board. Everything will be transparent and fully revealed to users.

In addition, employees of the Restoration Network cannot submit, edit, or modify Peer Views. This feature is purely user-centric, empowering users to help each other on the platform.

Maybe you’re someone who just doesn’t want to see fact-checks cluttering up your newsfeeds? No biggie! Here’s an additional novel approach that gives you more freedoms than current Big Tech giants allow—you can choose to opt out of seeing fact-checks in your newsfeeds.



Critical Thinking Education

In addition to the promising results of MIT’s media literacy course we discussed in Chapter 13, a 2023 study by researchers from Michigan State University underscored13 the power of critical thinking education. The researchers found that educating people to make more discerning judgments about what they see online is a more effective way to combat disinformation than banning or censoring content. The study showed how banning certain content with false information is akin to a Band-Aid that doesn’t solve the underlying issues. As reported by psychology news site PsyPost, “Teaching people to recognize their biases, be more open to new opinions, and be skeptical of online information proved the most effective strategy for curbing disinformation.”14

In this spirit, Restoration Networks are encouraged to provide educational resources for all users to challenge their own biases, recognize disinformation when they see it, and maintain a critical eye when consuming content online.
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Seven Lessons for the Street Fight



SO … what have we learned in this book’s inquiry? Let’s glean the insights that can rocket us forward. The parallels of Big Ag, Big Energy, and Big Tech provide seven bedrock lessons we can apply as we craft a new future for the Web and social media.



Lesson 1: The Myth of Inevitable Dominance

Big Ag, Big Energy, and Big Tech all benefit from the common misperception that their dominance is inevitable—that no upstart alternatives can present a viable challenge.

This notion is absurd on its face. Let’s look back at the top 10 biggest companies in America over the past century. Today, most of them of them are either out of business entirely or significantly diminished and usurped by newer players.1 Companies like Bethlehem Steel, Armour & Co., Swift & Co., and International Harvester were once economic titans—who remembers them today? The same can be said if we look back 50 years. IBM was the most valuable company in the world, and Gulf Oil, Eastman Kodak, and Polaroid were its peers at the top.

Not long ago, regenerative farming was viewed as a niche trend practiced by a handful of small farmers. Today, more than 100 million acres of land worldwide are dedicated to regenerative agriculture, a number expected to increase to 1 billion acres by 2050.2 Meanwhile, a 2023 report by the International Energy Agency found that solar, wind, and other renewables are expected to surpass coal (the longtime leader) in global electricity production by 2025.3

These statistics remind me of the common misperception that social media companies must use Surveillance Capitalism and algorithmic manipulation to succeed, grow profits, and maintain mass popularity. This is a myth promoted by the Big Tech companies themselves to justify their own business model.

Web platforms can succeed and earn healthy profits while rejecting these harmful business practices. DuckDuckGo, the privacy-protecting search engine competing with Google, reported over 100 million users and $100 million in revenue in 2023.4 Mozilla operates in a duality with its nonprofit foundation guiding it along with its for-profit corporate entity. It generates revenue over $500 million annually.5 Brave, a privacy-protecting browser with 73 million users, had revenue of $260 million in 2023.6



Lesson 2: Change Comes from the Outside

The power and wealth of the corporate monopolies are vast and entrenched, and they’ve worked hard to keep their status quo secured. Big Ag companies like Tyson or Cargill won’t transform and reject industrial farming or take the lead toward regenerative farming. Neither will Big Energy companies like ExxonMobil or Duke Energy reject fossil fuels and support distributed solar.

Regenerative farming was started by independent farmers. Then consumers embraced it, and over time the movement achieved critical mass. Only then did major corporations like PepsiCo and General Mills take notice and start making changes as late adopters—not for the philosophy but for the greenbacks. Similarly, the renewable energy movement was spearheaded by independent upstarts like SunPower, First Solar, and SolarCity (later acquired by Tesla). Only later did Big Energy corporations take notice and start adding renewables into their energy portfolios. Interestingly, by doing so, Big Energy actually fanned the flames of these movements, giving the upstarts greater credibility and more business.

In the same vein, a movement that rejects Surveillance Capitalism and advances ethical alternatives won’t be led by Big Tech giants like Meta or Google. Social media’s transformation requires new people, new platforms, and new paradigms to support pure, user-centric models that respect and empower users.

 

Lesson 3: Don’t Give Up, Embrace Alternatives

If you oppose the practices of factory farms, that doesn’t mean you have to give up meat (if you’re a meat eater). Regenerative farms with humane animal husbandry, along with plant-based and lab-grown meat startups, are providing healthy, ethical alternatives.

If you’re concerned about the practices of Big Energy conglomerates, that doesn’t mean you have to go Amish. Solar/wind and other clean-tech companies provide abundant energy and reliable services without harming the planet.

Early adopters change the world. When Elon Musk took over Tesla (yes, he didn’t start it),7 electric cars were still viewed as a niche subset unlikely to become mainstream. Yet enthusiastic early adopters, along with Musk’s unflagging perseverance as an industry outsider, led Tesla to become the most valuable auto company on Earth. (As an aside, Musk’s takeover of Twitter/X is a completely different scenario. Twitter/X was already a mainstream Big Tech giant when Musk took over, not a startup. The company’s fundamental Surveillance Capitalism business model remains intact.)

Most of today’s successful Conscious Capitalist companies came from similarly humble beginnings. Patagonia was founded in 1973 by a small group of rock climbers and surfers who shared a love for the environment.8 Whole Foods started as one small health food store in Austin, Texas, in 1980.9 Both companies developed loyal customer bases who eventually helped propel them into the massive, global, and highly profitable brands they are today.

If you’re fed up with Big Tech, you don’t have to unplug from the Web. Instead, become an early adopter of trustworthy, respectful, and fun alternatives. The whole point of Restoration Networking is for all of us to enjoy the remarkable benefits of the Web and social media, without the Big Tech baggage. The moral of the story: Don’t give up; embrace or create next-gen alternatives instead.



Lesson 4: Customers Willingly Pay for Healthy Choices

Regenerative farmers like Gabe Brown (mentioned in Chapter 3) are succeeding by marketing directly to customers and providing the trust, transparency, integrity, and nutrient-rich foods that their customers desire. In return, their customers are happy to pay higher prices.

Social media can take a similar approach. Provide users with a healthier experience, and they’ll likely be happy to support the social media company in return. Social networks can eliminate the middlemen of advertisers and marketers and instead market directly to customers on a foundation of trust and transparency.

Big Tech, like Big Ag, has traditionally focused solely on quantity (getting as many users as possible as quickly as possible and manipulating their minds to keep their attention for as many hours as possible). Restoration Networks, like regenerative farms, can provide social media users the enriching experience their customers crave. Mainstream users are ready to support social networks that have higher “nutrient density.”



Lesson 5: Reward Customers with Dividends

As mentioned in Chapter 3, net metering policies passed by state governments have played a powerful role helping the solar movement shine. Many owners of solar arrays are earning money every month from the energy they generate and sell back to the grid. Solar owners love the sense of ownership, control, and independence they get from generating their own power.

In a similar manner, some B Corps take the commendable step of treating their customers like company shareholders. For instance, REI co-op members receive the REI member dividend,10 which is a share of REI’s profits of the previous year.

Borrowing from these models, Restoration Networks monetarily reward users (not just celebrities and influencers) based on their activity, the engagement of their followers, the content they contribute, and the users’ option to monetize their data (with privacy protections). Restoration Networks treat users as a dividend-recipient group who receive a share of the revenue pie.



Lesson 6: Third-Party Certifiers Build Trust

As mentioned in Chapter 3, B Corporations are for-profit companies that have been certified by the nonprofit organization B Lab to meet high standards of social and environmental performance, accountability, and transparency.11

B Corps are required to take into account the impact of their decisions on all stakeholders, including workers, suppliers, customers, community, and the environment. They are also required to publicly report their performance using the B Impact Assessment, a standardized tool that measures a company’s social and environmental performance.

Restoration Networks can take inspiration from this protocol and develop a parallel program to certify social media companies that demonstrate high ethical standards. In the Restoration Networking universe, its institute will establish both the criteria and the awards/acknowledgments of this program. (See Appendix B.)



Lesson 7: Regulations Work with Real Teeth

As we examined in Chapter 2, Big Ag, Big Energy, and Big Tech companies have faced numerous fines and regulations over the years, often to little effect. However, there have been notable exceptions—powerful regulations that made substantive positive change.

For example, the Superfund program was launched way back in the days of perms and shoulder pads,1980—and it’s still an effective regulation to this day.12 Superfund is distinctive because it requires violating companies to pay to clean up the hazardous waste they create, holding them accountable even after the initial cleanup is completed. Superfund works because it imposes significant penalties—violators can’t just pay a nominal fine once and walk away. Bankruptcy doesn’t offer a free pass either.

High-impact, enforceable, long-lasting regulations on Big Tech must adopt a similar strategy. The problem is that the government’s budgets for regulatory enforcement are far smaller than the budgets for negotiating attorneys deployed by Meta, Google, Twitter/X, and other players. Regulations must mandate minimum level fines that can’t be negotiated.

Here are eye-openers that paint this picture. As we examined in Chapter 2, Meta’s $5 billion fine by the Federal Trade Commission in 2019 (the biggest fine ever by the FTC against a tech company) could have been over $7 trillion if maximally enforced.13 Google was fined a “mere” $391 million in 2022 for secretly tracking its users locations after explicitly promising not to.14 As reported by the BBC, “location services help Google generate $200 billion in annual advertising revenue.”15 Twitter/X was ordered to pay $150 million in 2022 for a “bait-and-switch” scheme in which it asked its users to submit their emails and phone numbers to “improve security.” The company then used that data for targeted advertising.16 As reported by the Washington Post at the time, “critics of the tech industry have warned that such fines are toothless against some of the most well-resourced companies in the world.”17

These companies routinely calculate that the money they make by breaking the rules far exceeds the fines they incur. Another incentive for their incessant bad behavior is that we’re not paying attention—they’re burying the stories and we’re still hanging around.

New regulations on Big Tech must come with real teeth, not brittle dentures. Here’s food for thought: Depending on the severity of the violation, the United Kingdom’s Online Safety Act18 imposes jail time for executives and fines up to 10% of a company’s gross revenue.

(To learn more about this and other helpful legislation, have a look at Appendix A.)
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Welcome to Web4: The Restoration of Sanity



RESTORATION NETWORKING REPRESENTS a clear catapult in the evolution of Web iterations. From a nomenclature perspective, these iterations have come to be known sequentially as Web1, Web2, and Web3.

The transformative spirit of Restoration Networking merits a new home. At the time of writing this book in 2024, the term “Web4” has not yet entered mainstream parlance. Some have attempted to define it; for example, the European Commission1 describes Web4 as a combination of artificial intelligence, the Internet of Things, blockchain, and virtual reality. (As an aside, the Internet of Things is not a topic for Restoring Our Sanity Online. This aging phrase simply references what we’re now all accustomed to—the incessant connectedness of most things in our lives to the Web. Doorbells, lights, cameras, washing machines … the list is endless.) However, this definition of Web4 is vague and abstract. In fact, it sounds a lot like Web3, which already includes those elements.

It’s critical to articulate Web4 as a new iteration of the Web, not another example of “new boss equals old boss.”

So, let’s put proverbial pen to parchment for Restoration Networking in Web4. Although Web4 will not be perfect, Restoration Networking will be its North Star. Additionally, the core tenets of Restoration Networking can prescribe a more human-centric approach for a variety of companies beyond social media.

 

The Restoration Networking Constitution

I’ve done a lot of thinking about how to create some bedrock for the principles espoused within this book. Taking the high ground always requires a march forward with clear guidelines. Let’s crystallize the values of this healing, uplifting, regenerative social media ecosystem. Welcome to the essence of our conversation, the Restoration Networking Constitution.

Rather than dogmatic edicts, these constitutional pillars are a recommended framework. They are beacons for social media entrepreneurs, creators, and users. This constitution lays the foundation for healthy, cutting-edge, holistic social networking immersed in Conscious Capitalism for its management and business model.

Here are the 13 golden guidelines for Web4 Restoration Networking that line up perfectly with the seven lessons from Chapter 19.


1. Profit Sharing

As we explored in Chapter 7, Restoration Networking shifts the social media economic model to one that wholeheartedly embraces users as a key stakeholder class. They share in the spoils they help generate. The model draws inspiration from Conscious Capitalism companies that have effectively implemented revenue-sharing models, and it goes a step further.

Through User Awards, all qualifying platform users (not just a minority of celebrities and influencers) reap the financial benefits of their contributions to the network. As specified by its User Advisory Board, a portion of the company’s net profits is divided among qualified users each year. These include monetizable daily active users, Premium Subscribers, Content Creators, Influencers, and Page/Group Owners (Chapters 7 and 8). User Awards embody the fundamental principle of acknowledging and rewarding users who actively contribute to the platform’s financial success. It’s a win-win for users and Restoration Networking companies alike.

Additionally, the model eliminates Web3’s linkage of monetary tokens to voting power. Also gone are content moderation decisions in which an elite minority of users who’ve amassed troves of tokens exert control. Wallets, greenbacks (primary), and cryptocurrencies (secondary) are welcome on Web4, but they’re independent of such lords-and-peasants schemes.

What if you want to monetize your data? Users of Restoration Networks will have the option to share their data with the network and its advertising partners. With stringent privacy protections, they’ll receive a fair portion of the revenue generated from their participation in a site’s ad model revenue.

This model grants users financial benefits while not impinging on genuine relationships, impartial moderation, or unbiased platform policies and features. It elegantly solves the Web3 problems of tokenized economics and gamified schematics.



2. Safeguarding Kids

Restoration Networking takes urgently needed actions to protect our kids. It establishes new rules, guardrails, and guidelines specifically tailored to nurture and protect kids on social media.

Its framework effectively safeguards children under 13 by prohibiting their access to social media entirely. Simultaneously it implements measures that ensure the safety of young people ages 13 to 17 (and adults).

As detailed in Chapter 13, there is a range of actionable solutions to protect kids and young people on social media. These include User ID–based age verification, segregated user experiences based on age, screen time limitations for users under 18, content restrictions to ensure that only age-appropriate content is accessible to users under 18, and much more.



3. User ID Verification

As outlined in previous chapters, Restoration Networking champions User ID verification, mandating that all users authenticate their actual identities in order to use the platform. This prescription tackles various issues plaguing social media, such as preventing propagators of hate, bullies, nefarious governments, lawbreakers, underage users, predators, and hordes of bots and trolls from masquerading on the platform. User ID verification is an indispensable tool for real humans to triumph in this ongoing battle.

Restoration Networks allow users to use pseudonyms on their accounts after they register with User ID verification. This is another level of privacy/vulnerability protection for a user when desired. Pseudonymous accounts would be clearly labeled as such along with the user’s real age (e.g., you couldn’t be that 50-year-old, discussed earlier, pretending to be a 13-year-old). At the same time, to protect all users, the network’s operators would know the real IDs and could take rapid action against abusive accounts.

User ID verification is the only way to truly safeguard kids and young people. It prevents those under the age of 13 from joining and enables age-appropriate content to be served to users under 18. Without User ID, there’s no viable way to prevent kids from lying about their birth dates, as millions do every day on the current social media giants.



4. Civil Moderation

Upholding free speech principles on social media is crucial for strengthening democracies worldwide. Open and diverse discussions are the lifeblood of a functioning democratic process. But the landscape of social media discourse is far from democratic or civil. We face a dilemma that requires an urgent resolution.

Platforms that completely forgo moderation in the pursuit of absolute free speech quickly become overrun with unsavory content, such as spam, pornography, hate speech, bullying, harassment, doxxing, and incitement of violence. This abhorrent ambiance not only poses real dangers; it also renders these platforms unusable for most people.

Alternatively, the moderation practices of mainstream giants are often flawed, biased, and untrustworthy.

Restoration Networking embraces fair and balanced moderation without political bias or double standards. A few simple rules are required: No incitement of violence, no bullying, no harassment, no spamming, no doxxing, and no hateful posts—with a clear and specific definition of these that is understandable and agreeable to individuals across the political spectrum.

Upholding commonsense rules of decency fosters a spirit of civil discourse. Within this context, people of all perspectives are allowed to express themselves freely and engage in robust debates on topics such as politics, health issues, diets, science, and lifestyles. This approach isn’t conservative or liberal. It’s American.

Moderation practices also include Hybrid Reviews, Peer Views, and a Jury of Your Peers. (See Chapters 19 and 20.) Through these practices, Restoration Networking intends to solve all the legacy issues in moderation schemas. It fosters an environment that encourages open dialogue, respects diverse opinions, and builds trust and camaraderie among its users.



5. Open Source Code

A 2023 report by Ipsos revealed that social media is one of the least trusted industries in the world. Only 22% of people believe that social media companies are “trustworthy”—an even lower number than those who believe in the trustworthiness of the oil and gas industry: 23%.2 Based on our revelatory journey in this book, this is hardly a surprise.

So, what can social media companies do to earn back our trust? As we’ve explored in previous chapters, a critical component to regaining user trust is open source code.

What’s so great about open source? For starters, it allows you and anyone on the Web to take a good peek behind the scenes of a Web company. You can inspect the code and make sure there’s no funny business going on. For instance, you can see for yourself if your posts or the posts of your friends or favorite influencers, groups, and pages are being suppressed or muted by any biased AI, algorithm, or company operators.

Throughout the history of the Web, there have been recurring clashes between open source versus closed, proprietary systems. At the beginning, Tim Berners-Lee pioneered the Web’s open source nature with a vision for maintaining transparency and trust. Not long after, the Big Tech giants opted for closed systems to conceal how their sausage is made.

Restoration Networks adopt the spirit of the early Web by embracing open source code. This transparency provides users with indisputable evidence that they are not being subjected to unfair manipulation or deception—thus helping to earn users’ trust.

 

6. Vanquishing Bots and Trolls

We’ve spent time in this book together lifting the veil on the menace of disruptive bots and trolls. Check out Appendix D, the “Seven-Point Prescription to Vanquish Bots and Trolls,” for the full vanquishing menu.

But let’s not forget that there are “good bots” too. Certain types of bots can provide helpful services for users and are more akin to C3PO than the Terminator.

Along with increased trust and transparency, open source code provides another benefit—directly in this battle. Outside engineers, along with those employed by the company, can contribute and make improvements to the site’s code and defenses.

Restoration Networking encourages users who are developers to build and contribute these “good bots” to combat malicious ones in this ongoing battle. As we’ve examined, the recent explosion of generative AI tech has handed a shiny new flamethrower to bot and troll operators seeking to cause disruption. Restoration Networking’s strategy? Fight fire with fire.

As stated by cybersecurity company RSA, “The only way that organizations can keep up with the rate of change is to control bots by using bots: the same underlying principles that allow a ChatGPT to write progressively better jokes or term papers can also train security systems to recognize and respond to suspicious behavior.”3

With open source code, combined with well-intentioned AI helpers, outside developers are encouraged to submit helpful bots for approval. Restoration Networking companies can reward the developers for their assistance. (See Appendix D.)



7. Protecting Privacy

The people have spoken—and they want data privacy. According to a 2023 report by the International Association of Privacy Professionals, “68% of consumers globally are either somewhat or very concerned about their privacy online.”4 A survey by the Wall Street Journal and NBC News found that 74% of Americans believe social media companies collecting users’ personal data is not an acceptable trade-off for “free” services.5 According to an Axios survey,6 “93% of Americans would switch digital services to a company that prioritizes their data privacy.”

The time has come for social media platforms to embrace an ethical business model that places users at the forefront rather than treating personal data as a revenue opportunity for exploitation, sharing, or selling.

On Web4 Restoration Networks, privacy protections are proactively integrated into the underlying technology, policies, and business models of a platform. Privacy is the default setting of Restoration Networks, guaranteeing users absolute control and ownership of their data and content. Restoration Networks reject the creation of data packets on their users, prioritizing user privacy and protection instead of company revenue based on exploitation.

As a user of Restoration Networking, you also have granular control over your privacy settings and permissions. It is you who determines exactly who can access your content and information and who can interact with you or your posts. You also have the freedom to opt out of the search directory and render yourself invisible to other users. These tools can help you prevent bots and trolls from interfering with your experience. This control is critical in safeguarding mental health. Additionally, you can delete your account and take your content with you whenever you choose.

When it comes to data storage, Restoration Networks give users the ability to store and manage their own data, granting them control over their personal information instead of relying on third-party companies (see #10 on this list).

By now you know how I feel about the right to privacy—I’ve been advocating it for years, ever since Mr. Zuckerberg decided it was bad for his bank account. As I wrote in the Los Angeles Times7 in 2024:







The United States lags far behind the rest of the world on privacy legislation; 137 of the world’s 194 countries have national privacy laws, according to the United Nations. We’re the G-20 outlier without one. This isn’t the kind of “exceptionalism” Americans should strive for.








Fortunately, the US Congress may be heeding the call. By the time this book is published, I hope that the American Privacy Rights Act will have become the law of the land.

 

8. Timeline Order

Social media giants like Meta invest exorbitant sums to hire thousands of data scientists and psychologists. Their mission? To manipulate our minds and captivate our attention on their platforms. This insidious approach involves delivering polarizing content that ensures our nonstop engagement and addiction.

Restoration Networking tackles the issue head-on by abolishing all manipulative newsfeed algorithms and adopting timeline-order newsfeeds.

Users can customize their newsfeeds further by filtering out certain keywords or topics or by choosing to selectively view content exclusively from their friends, specific friends, or certain groups or pages.

Unwanted posts from individuals or entities users haven’t connected with don’t infiltrate newsfeeds—as they incessantly do on the Big Tech platforms. Newsfeeds serve content in chronological order, starting with the most recent. It’s a simple, highly effective fix. And a better user experience. Common sense.

The bottom line? Instead of algorithms dictating what you see and how you spend your time on social media, Restoration Networking hands you the reins and puts you in charge. Furthermore, Restoration Networking doesn’t stifle or manipulate your reach. Your content reaches everyone you’re connected with who wants to see it.



9. Nothing Boosted or Targeted

It’s well documented that the engagement-for-profit newsfeed algorithms of the current social media giants intentionally amplify division and extremism. In an interview with the New York Times, Twitter/X cofounder Evan Williams described how the algorithms of Twitter/X, Meta, and the other social media giants “reward extremes” and amplify content akin to “car crashes” because it drives higher engagement.8

As we’ve discussed in detail throughout this book, boosted posts amplify the wide range of problems currently endemic on social media. The results range from manipulating our opinions and purchase decisions to fueling a mental health crisis.

Restoration Networks eliminate the ability for any user or entity to boost any post or content. This solution resolves multiple structural issues that undermine healthy discussions on social media. It prevents content from entities and individuals we haven’t chosen to connect with and eliminates the widespread dissemination of inflammatory content/falsehoods sourced from malicious actors. This no-boost approach establishes a solid foundation for genuine dialogue and critical thinking.

Restoration Networking brings an end to the era of highly destructive humanity-impairing social media. Sayonara to election interference, authoritarian manipulation, and marketing entities paying social media companies to target and manipulate your thoughts, purchase decisions, and voting preferences. Ad models implemented in Restoration Networking are opt in, revenue sharing, and subject to privacy safeguards.



10. Dual Data Storage with True Privacy

As we discussed in Chapter 7, Restoration Networking will embrace a dual data storage approach that empowers users with freedom and choice. Its networks will have a centralized data repository that upends the Web2 Surveillance Capitalist status quo. Adios to sharing user data with advertisers, marketers, and other third parties for targeted advertising. Also, Restoration Networking supports the optional adoption of Tim Berners-Lee’s decentralized Pods initiative, or comparable solutions. As a refresher, Pods (Personal Online Data stores) serve as a private repository for all your data. No peering eyes, no targeting marketers, just you managing who sees what on the networks where you post.



11. Data Portability/Interoperability

Currently, transferring your data and content from a Meta platform to Twitter/X or any other Big Tech platform is impossible. When you switch or join a new platform, you have to start from scratch. No wonder we’re all stuck on sites we have irreconcilable differences with. No more!

On Restoration Networks, with the help of solutions like Pods, you have the option to have complete ownership of your content, data, and social connections. You have the freedom to move your data, content, and connections to another platform anytime you choose. The portability of Restoration Networking guarantees genuine freedom for creators while fostering fair competition among social media companies.

To promote the creator economy and free market, Restoration Networking also advocates for new legislative regulations that limit restrictions on content creator mobility, eliminating current anticompetitive barriers. (See Appendix A.)



12. Checks and Balances

How do we liberate ourselves from C-suite tyranny (see Chapter 10)? In short, Restoration Networking embraces a model of checks and balances baked into its core. Regular users are empowered with a voice regarding the platform’s direction and directives via the User Advisory Board. And to ensure that a Restoration Network stays true to its principles? That’s where the Restoration Networking Institute comes into play.

Here’s how we give the institute strong roots. In the agricultural industry, companies can obtain accreditations from reputable third-party organizations to validate their credibility, such as farmers using the “USDA Organic” label. Borrowing from this stamp of legitimacy, the institute grants networks in compliance its official “Certified Restoration Network” designation. This certification lets users know the status and credibility of a Web4 social media platform. (See Appendix B for more details on the User Advisory Board, the institute, and more.)



13. Pay It Forward When Possible

Exemplary Restoration Networks are financially successful and pay it forward by making smart investments in complementary companies.

There are plenty of good examples both in B and C corporations. Here are a few: Patagonia has a venture capital fund that invests in companies working to address environmental and social issues.9 Unilever has a venture capital arm that invests in startups working on sustainable products and services.10 Coca-Cola has a venture capital arm that invests in early-stage startups, such as the cold-pressed juice company Suja.11

Similarly, Restoration Networks are encouraged to reserve a portion of their profits to fund smaller startups that support the movement and expand the Restoration Networking ecosystem. The startups that receive this funding and the portion of funding they receive can be determined and voted on by the funder site’s User Advisory Board. Final approvals are made by the investing company’s leadership team.




Bringing It All Together

That’s it. These 13 principles offer the framework for the restoration and reinvention of social media and the Web—in its version “4” iteration. These principles are practical, elemental, to the point. No rocket science here, just common sense. Let’s get to it!






21
Taking It to the Streets



I WAS THERE at the beginning, and I can tell you firsthand: Social media was never meant to be what reigns today. The medium is far astray from its visionary beginnings.

Its North Star was uniting people and providing them with a platform to stay better connected, communicate freely, find like-minded communities, learn, and share their lives. But the experience of social networking careened wildly off course when Big Tech giants started viewing their users as products to spy on, sell, target, and manipulate.

A new dawn is on the horizon. People want social media that reflects reality, not the funhouse mirror distortions we experience on current Big Tech platforms. In the real world, people prefer to lead with kindness, not hatred. They desire common ground, camaraderie, and friendship, not division, hostility, and enmity.

Our Web2 experiences have changed our realities. Let’s restore the balance and reclaim civility. We’re all human, there’s only one spaceship Earth. Entities that aren’t necessarily human are destroying our camaraderie. We cannot let them win. Our mission is to reset. A more harmonious future depends on us.

It’s encouraging to reflect that even among those with whom we disagree politically, in real life we often get along. I am reminded of the relationship between the late Supreme Court Justices Ruth Bader Ginsburg and Antonin Scalia. Ginsburg was a staunchly left liberal and Scalia a firmly rightwing conservative. You could not find two people whose political views were more opposed. And yet, they were the best of friends. They often went to the opera together and bonded over their mutual love of good wine. Ginsburg even kept a photo in her office of the two of them riding an elephant during a vacation to India.1

That’s really the whole premise of democracy—the ability to disagree while still being civil, respectful, and affectionate with each other. We deserve social media that supports and nurtures these aspirational fundamentals.

Today, we are participating in the nascent ascension of social media that aligns with the industry’s original aspirations: treating users as respected customers to serve and delight.

Friends have often heard me say that “life is perfect in its imperfection.” Indeed, I live with this understanding as the fundamental premise to the human contract for life on Earth. But that doesn’t let us off the hook. We’re not going for perfection. We’re going for better, for continuous improvement. The right time to take action is always right now.

The driving force behind every movement combating the amoral giants of an industry—Big Ag, Big Energy, and Big Tech alike—is the commitment to secure a healthier, safer, and empowering future for us, our kids, and future generations. Big Ag, Big Energy, and Big Tech are hulking Goliaths. Undeterred, impressive Davids have emerged in farming and energy. It’s time for comparable slingshots taking on Big Tech.

Restoration Networking is a major leap in the right direction. It reshapes the entrenched power dynamics of Big Tech and ushers in a new era. Business revenue and ethical treatment of customers form a potent, harmonious alliance. Social networks can respect their users, achieve mainstream success, and generate significant revenue in a Conscious Capitalism modality.

Now is our time to advance humanity’s genuine connectivity. In tandem, we can bolster mental health, personal privacy, civil discourse, and democracy. Starting right now, let’s escape from the social media asylum and restore our sanity.

▄ ▄ ▄

This is the end of the book but the beginning of the movement. For all of us, here’s what to do next:


	Give the boot! To Web2 Surveillance Capitalist companies.

	Take action! Join social media companies that share your principles.

	Talk it up! Encourage everyone you know to jump on board.

	Feeling entrepreneurial? Start a Restoration Network.

	Share this book: With friends, family, colleagues, classmates, and others.

	Contact me:mark@restoretheweb.com



▄ ▄ ▄

In the pages that follow are appendices that provide extra scaffolding:


	Appendix A: Advice to Legislators

	Appendix B: Accountability Structures for Restoration Networking

	Appendix C: Revenue Superchargers

	Appendix D: Seven-Point Prescription to Vanquish Bots and Trolls








Appendix A: Advice to Legislators



STRONG LEGISLATION MUST be put in place to protect users. The age-old dilemma remains true: Technology runs far ahead of legislative controls. In my work with all sides and committees, including members of Congress, the Federal Trade Commission, and the US Senate Judiciary, I have spoken about the many pressing need before us. We must protect our kids as well as the mental health of users of all ages. Section 230 can be judiciously updated while carefully supporting startups and the free market. Antitrust regulations require strong enforcement action. The threats of AI necessitate critical oversight and mitigation.

We need legislation passed ASAP—laws with teeth that provide commonsense safety and protections. In this appendix, I map out what I believe are the best and most critical legislative antidotes to remedy and regulate the Web and social media. I believe that all of these are vital.



Protect Kids from the Social Media Abyss

In January 2024, the CEOs of Meta, Twitter/X, TikTok, Snap, and Discord testified at the Senate Judiciary Committee’s hearing titled “Big Tech and the Online Child Sexual Exploitation Crisis.” In a rare display of bipartisanship, lawmakers from both parties united in castigating the tech leaders for the harms their platforms perpetrate upon kids.1 Senator Lindsey Graham went as far as to tell the executives, “You have blood on your hands.” Other lawmakers compared the tech platforms to cigarette companies in the way they profit off harmful and addictive products.

Yet the lawmakers bemoaned their lack of progress passing legislation to rein them in. Senator Thom Tillis lamented, “We have an annual flogging every year, and what materially has occurred?”2

Let’s remember that in May 2023, the US Surgeon General, Dr. Vivek Murthy, issued a dire public advisory3 warning that social media has a “profound risk of harm to the mental health and well-being of children and adolescents.” Dr. Murthy called on lawmakers, tech companies, and parents to “urgently take action.”

There always seem to be bills pending that will advance the protections needed. I hope some have passed by the time you read this. Here are seven recommended legislative guideposts to protect kids:


	Prohibit Users Under 13
We need legislation that is effective in banning and in enforcement of anyone under 13 from social media sites. This includes banning kids from feeder systems like Facebook Messenger Kids, which shamelessly primes children ages 6 to 12 to become lifetime Meta users once they turn 13. There’s a misconception that kids under 13 are already prohibited from social media due to the Children’s Online Privacy and Protection Act (COPPA) of 1998. This is false. COPPA merely requires that apps and websites get parental consent before collecting information on kids.4


	Stop Targeting Minors
We need to stop social networks from serving all minors (under 18) with algorithmically recommended content. This includes targeting minors with any content, including ads of any kind. Minors, never mind most of us, don’t have critical thinking skills developed enough to filter the truths and falsehoods of micro-targeted content designed to persuade and manipulate their thoughts, feelings, and purchases.


	No Collecting Personal Data on Minors
There must be a no-tolerance policy on collecting the personal information of minors (under 18). This includes information on their friends, contacts, interests, demographics, emotional states, politics, spiritual affiliations, economics, geolocation data, browsing history, biometric data, sexuality, and more. None is to be collected.


	Mandate User ID Verification
We’ve got to protect our kids, restore civil discourse, prevent foreign election interference, undermine bots and trolls, and so much more. There’s no better way safeguard our future than to recognize today’s realities and mandate User ID verification on social media.

As a privacy advocate, I’ve previously spoken out against the idea of verification systems. It’s worth reiterating that a decade ago—during my time as a Steering Committee Member of the National Strategy for Trusted Identities in Cyberspace (NSTIC), and then with the Identity Ecosystem Steering Group (IDESG)—I argued against the then-proposed national identity system as a violation of individual rights to privacy.

But it’s a brave new world and User ID verification has now become a necessity. The truth is that between the massive data ecosystem and the government’s information troves, our identities are already well known. Let’s put what they already know to good use in a verification schematic, all the while protecting our privacy every way we can.

The key to this legislation’s mandate is that its sole purpose is to verify the identity of users. It won’t track, monitor, or collect data on users. Also, rather than having verification systems solely run within the government’s purvey, there should be an option for social media companies to create their own legitimate, regulated verification systems or for new third-party vendors to participate.


	Mandatory “Private Mode” for Minors
Legislation is required that mandates all minors’ profiles on social media are unchangeably set to “private.” This is the best solution to prevent them from experiencing unwanted advances from all kinds of bad actors. In this scenario, a minor’s profile won’t be included in a site’s user directories, and no unknown users can tag them, message them, comment on their posts or interact with their profiles. Making a profile private is currently optional on Facebook and Instagram. This must be mandatory for all minors.


	Safety Audits for Social Media Companies
Through legislation, social media companies must be required to perform annual independent audits to monitor and ensure the safety of their younger users. These companies can conduct and publish annual or bi-annual safety audits by third-party councils on the impact that their site or app has on minors, as well as on the mental health of users of all ages.


	Significant Penalties for Violating Companies
Tech giants break regulatory rules all the time, disregarding the fines they incur as costs of doing business. Instead, new legislation must impose severe consequences for non-compliance. In this instance, we can learn from the U.K.’s Online Safety Act, which subjects company executives to legal action and potential prison time for failing to adhere to regulations.5






Reform Section 230 to Safeguard Fair Competition

Section 230 is a vital piece of legislation. It shields Web companies from liability for content posted by their users. In doing so, it protects small and medium-sized companies from drowning in countless lawsuits. It also gives companies broad leeway for how best to moderate their sites without liability. Most importantly, it enables startups to challenge established Big Tech companies in the free market.

When Section 230 was enacted in 1996, the Web was a vastly different place than it is today. Social media was in utero. Platforms then did not spy on, track, target, or manipulate the online activity of their users. Today, Surveillance Capitalism is the golden goose of all mainstream social media giants. Therein lies the problem: Big Tech companies, including Facebook, Instagram, Twitter/X, TikTok, and YouTube, have abused the privileges of Section 230. They hide behind this legislation’s liability shield while targeting their users with content that they did not request or seek out.

Section 230 needs amendments to hold companies accountable while remaining the protector of free market competition. The liability shield it offers must protect a company from lawsuits over content that a Web company does not promote or amplify and from moderation decisions that a company makes that are specifically in line with the company’s Terms of Service.

Liability protection can be removed in the following cases:


	Content that a company’s algorithms “trend” in front of users who would otherwise not have seen that content.

	Content that has been boosted via a site’s paid ad-targeting system.

	Content that has been removed that did not violate any of the site’s clearly defined rules for posting that were effective the day it was posted.

	Content that has been recommended or inserted into a user’s feed, algorithmically or manually by the site, that the user has not explicitly opted in to. Each company can then make the choice of either being held liable for any targeted content and user manipulation or providing a user-choice operated platform, where newsfeeds only serve content from the sources that the user chooses to see. If this reform took place, algorithmic recommendations would have to become far more transparent on social media platforms. Sites would be required to clearly identify what content was boosted via their algorithms and get express permission from their users to serve them that content.



It’s best that Section 230 also be amended to require transparency from sites about content moderation policies, as well as to communicate any changes to that policy to their users. This amendment would protect free speech on social media sites because content would be protected from the politically motivated whims of whatever management team runs that platform.

It is also important for Section 230 to identify what boosted content companies won’t be liable for. For example, what happens if a social media company recommends a post about big wave surfing and a kid sees the post, goes out surfing, and drowns? Can his family sue the social network?

The solution here is to clarify in the updated 230 legislation that companies are liable for specific types of content they promote, such as libel and incitement to violence, and not just any content that precedes a terrible outcome.

Any broader changes to Section 230 will cause a total loss of user privacy online. If Web companies are held liable for all content on their platforms, they will have to scrutinize everything users post—Big Brother on steroids. Startups do not have the funds needed to afford the monitoring expenses or legal fees.

If Section 230 is revoked, Web companies would have to either censor any remotely controversial content or take a hands-off approach and eschew moderation entirely to avoid liability. The former would be an Orwellian nightmare devoid of free expression, while the latter would mean cesspools of unpalatable content. That is a lose-lose scenario.

Ironically, revoking Section 230 would help Meta, Twitter/X, Google, and other Big Tech social media giants while hurting smaller companies and new startups. The big boys have deep pockets. They can easily hire the massive moderation and legal teams needed to defend themselves. Smaller companies can’t. Revoking Section 230 would put hundreds of startups and other smaller companies out of business and entrench Big Tech domination.

Careful reforms to Section 230, however, are needed so that companies are held accountable for the clearly defined content they actively participate in targeting, boosting, or unfairly censoring. Simultaneously, rules need to be set that both ensure the protection of user privacy and avoid frivolous lawsuits. A compromise of Section 230 is the best path forward to ensure company accountability, a healthy free market, free expression, and user privacy.



Respect the First Amendment Rights of Social Media Companies

There are often legislative initiatives seeking to punish social media companies for both the type of content they leave up and the content they choose to take down.6

Let’s bring some common sense here. Other than content that’s clearly lawbreaking, platforms must be free to set their own moderation policies without fearing government retribution. As the late Supreme Court Justice John Paul Stevens acknowledged, “governmental regulation of the content of speech is more likely to interfere with the free exchange of ideas than to encourage it.”7

Instead of dictating content moderation policies for private companies, lawmakers can focus on strengthening free market fundamentals and fair competition online. All the while supporting authentic civil discourse by minimizing anonymous bots and trolls. In this scenario, if users don’t like the moderation policies of Facebook, Instagram, Twitter/X, TikTok, etc., they can seamlessly migrate to viable alternatives. That’s the true spirit of free market capitalism.



Antitrust Reforms to Take On Monopolies

In June 2019, I wrote an op-ed in the Wall Street Journal titled “I Compete with Facebook, and It’s No Monopoly.”8 Fast-forward to August 2021 when the FTC filed an amended antitrust complaint against Meta, which listed MeWe and Snapchat as Facebook’s only remaining competitors in personal social networking.9 Meta responded to the complaint by denying that it’s a monopolist and calling the FTC’s lawsuit “meritless.”10 Despite MeWe’s modest growth, Meta’s plethora of anticompetitive actions in the years following my editorial caused me to change my position. In October 2021, two months after the FTC’s amended complaint, I published a new op-ed in the Wall Street Journal, this time called “I Changed My Mind—Facebook Is a Monopoly.”11

From years of facing this dilemma head-on (as I write this in May 2024), the case the outcome of FTC’s antitrust case against Meta is still pending. Here are recommended regulations to mitigate Meta’s monopoly now and in the future:


	Decouple Facebook from Instagram, WhatsApp, Threads
This is an important first step, though it may be insufficient. They would likely all work in tandem with the same underlying modus operandi. They would continue operating within the same data ecosystem, in which user data is shared with advertisers and marketers across platforms. A Meta breakup may even follow the same destiny as AT&T Corp., which was broken up by federal regulators into “baby bells” in 1984—only to have many of its parts merge together again over the years.12 Additional regulations would be required to ensure that the pieces of Meta were completely independent and not collusively or collectively insular.


	Protect Content Creators and News Outlets
A new approach in antitrust regulation is required to meet this challenge. The independence of content creators and news producers must be protected from Meta’s acquisition, quid pro quo, wrath, and retribution. Regulations are needed to protect the independence of news outlets and creators from becoming beholden to a site, as well as from prejudicial retaliatory action if they publish articles negative about Meta, or promote themselves and their content elsewhere.


	Mandate Data Portability/Interoperability
Meta makes it nearly impossible for their users to take their data from Facebook or Instagram to other social platforms—including their personal photos and posts—because its user data downloader is not formatted to upload the data anywhere else. There must be new legislative mandates for content portability. A universal standard is needed that allows social media users to easily download their data and content from one social network, and then easily upload it to a competitive network if they so choose. This playing field leveler would make it easy for all social media users to move their content, contacts, and fans/followers from site to site.

This must be universal in its regulatory design. The desired outcome is that content from the social media giants (not just Meta) can be easily downloaded from a previous site and then easily uploaded elsewhere.

This would help break down monopolistic barriers that currently keep users bound to a particular platform. There have been stalled initiatives attempting to legislate this in the past few years. It’s high time to get this done.


	Protect Net Neutrality
This rule gives all Web companies a level playing field in terms of their access to bandwidth. In other words, a small social media startup is served to its users with the same bandwidth and efficacy as the larger Big Tech apps.

Without it, internet service providers (ISPs) can charge for varying levels of performance. The result of this would be a significant barrier to entry for start-ups with small budgets. Their user experience would be diminished.

This rule has had a seesaw existence. After being established in 2015, it was repealed just 2 years later in 2017. Despite its repeal, a survey found that 86% of Americans supported Net Neutrality. In 2018, California made it a state law. In 2024, it was restored nationally by the Federal Communication Commission (FCC).13 A key component of fair competition, it is important that Net Neutrality stick around much longer this time around!






Taming AI

This is a Herculean task, and unprecedented because this technology is so unfathomable, from the realm of sci-fi. I took a crack at opening the conversation on regulation in April 2023 when Fox News published my op-ed, “Three Ways to Regulate AI Right Now Before It’s Too Late.”14 Here are the three:


	Create a new regulatory commission consisting of AI and ethics experts to establish discreet and enforceable oversight.

	At the federal level, legislate new regulations requiring full transparency of all AI chatbots and full disclosure regarding which sources AI systems are gathering data from, putting specific rules and guardrails in place.

	Either voluntarily or through mandate if needed, all content generated by AI chatbots must be identified as such. As reported by MIT Technology Review, it is possible to embed hidden “watermarks” into the Large Language Models used by these AI systems, which help computers detect if content was created by AI.15



I also tackled AI-generated deepfakes in my March 2024 op-ed in Fox, “AI Deepfakes Are Endangering Democracy.”16 As I penned in this piece, “a united front combining technological, legislative, and educational efforts is required.” Here are four recommendations I offered:


	Helpful AI can be used as a tool against harmful AI. It’s a learning mechanism. AI can be instructed to become a mastermind detector of deepfakes, identifying subtle patterns humans might not notice. Cross-platform collaboration between major players like OpenAI, Google, Meta, and others to watermark and label AI content is critical and must be strengthened and expanded.

	There must be strong federal laws established that explicitly protect victims of deepfakes. Even preliminary federal rules and fines could significantly reduce the spread.

	Social media companies must be held accountable for promoting deepfake content. An effective reform would be to hold companies liable for deepfake content that they play an active role in spreading. This includes via targeted ads or algorithmic boosting, where the content is served to users who otherwise wouldn’t have seen it.

	Improved media literacy is urgently needed. The MIT Center for Advanced Virtuality is a good example that provides online media literacy courses for college students and educators. Similar initiatives can help improve media literacy and critical thinking skills downstream with middle school and high school students.



Coincidentally, subsequent to my 2023 piece, in October 2023, President Biden issued the “Executive Order on Safe, Secure, and Trustworthy Artificial Intelligence.”17 Included are many important parameters and accountability structures for the AI industry. I’m watching with keen eyes to see how the Executive Branch and Congress fulfill the comprehensive requirements within the Executive Order.






Appendix B: Accountability Structures for Restoration Networking



HOW DO WE identify, qualify, and then keep Web4 social media companies accountable and trustworthy for their users and the movement’s principles? Once again, we can look to the established standards of regenerative farming and renewable energy movements.

Web4 Restoration Networking has four recommended pillars for accountability: Restoration Networking Constitution, Restoration Networking Institute, Restoration Networking Certification, and User Advisory Boards. Each pillar is described in detail in this appendix.

As Web4 Restoration Networking emerges and gains steam, these structures will facilitate credibility and accountability for the movement and the companies involved. So, what are these pillars, and how will they work?

 

The Restoration Networking Constitution

The Restoration Networking Constitution encompasses the values of the Restoration Networking movement. (See Chapter 20.) Rather than dogmatic edicts, these constitutional pillars are a recommended framework for social media entrepreneurs, creators, and users seeking to build the path toward a better social media future. The constitution lays the foundation for healthy, cutting-edge, holistic social networking immersed in Conscious Capitalism for its management and business model. Here are the 13 golden guidelines:


	Profit sharing

	Safeguarding kids

	User ID verification

	Civil moderation

	Open source code

	Vanquishing bots and trolls

	Protecting privacy

	Timeline order

	Nothing boosted or targeted

	Data stored with true privacy

	Data portability/interoperability

	Checks and balances

	Pay it forward when possible





The Restoration Networking Institute

The Restoration Networking Institute is modeled after the regenerative movements in agriculture and energy and their independent oversight and certification processes. It is intended to be an independent board of respected technology and ethics leaders. The board provides consultation and certification of new personal social networks as well as other social media companies, inspiring their adoption of Restoration Networking principles.

In the agricultural industry, companies can obtain accreditations from reputable third-party organizations to validate their credibility, such as farmers using the “USDA Organic” label. The Rodale Institute has also developed an official certification for regenerative farming—“Regenerative Organic Certified.”1

A similar example can be found in the renewable energy sector with the Green-e program,2 a trusted third-party program that certifies renewable energy and carbon offset products, ensuring they meet the most stringent environmental and consumer protection standards in North America.

Restoration Networking companies can similarly be held accountable by the Restoration Networking Institute. This independent board ensures fair accountability while mitigating bias. It’s recommended that the Institute conduct biannual audits of Restoration Networking companies to evaluate their compliance with the approved criteria. Companies that meet the standards would then receive the official Restoration Networking Certification.

If a company is found to be violating the constitution, the Institute can take action in several ways, including and up to revoking the company’s official Restoration Networking Certificate.



Restoration Networking Certification

The Restoration Networking Institute determines if a company is founded on and upholds the Restoration Networking Constitution. Companies in compliance receive the official Restoration Networking Certification, which they can display on their sites and apps at their discretion. This certification lets users know the status and credibility of a social media platform.

The Institute can conduct annual assessments to verify that the certified company still adheres to the approved criteria. These reviews are essential in maintaining the credibility of the Restoration Networking Certification. Through a comprehensive and holistic audit, the certification process thoroughly evaluates the entire company, ensuring that it upholds the standards and principles of Web4 Restoration Networking.



Restoration Networking User Advisory Boards

As indicated in Chapter 10, each Restoration Network establishes its own User Advisory Board to ensure fairness and transparency in policies, new features, and User Award distributions. Comprised of users, this board is tasked with making decisions on revenue and profit sharing, which ensures that a company’s users get a say in the future of the platform. It also helps achieve a fair balance of power among company owners, users, and stakeholders.

Here’s how it can work:


	Any user can fill out a form provided by the company to nominate themselves or someone else (one nomination per person) to be on the User Advisory Board.

	The board is chosen from the list of submissions using either a ranked-choice voting schematic or having the company select from the nominees. This selection process is to be verified by an independent third-party vendor to ensure neither the users nor the company games the system.

	Subsequent elections are held every other year.

	The number of members on the User Advisory Board can vary depending on how many active users are on the platform. Actual size is to be determined by the Institute.

	User Advisory Board members serve two-year terms and cannot be reelected.

	As a form of representative democracy for the broader user base, the User Advisory Board plays a key role in voting on significant decisions, such as policy changes to the platform and decisions regarding allocations of User Awards.

	Product and other decisions (e.g., new features to implement, product roadmaps, other site changes, etc.) are the realms of the employees, board, and executive team. If requested, regular users (not just those on the User Advisory Board) can vote in a form of direct democracy.

	In these instances, users are given a menu of options, preselected by the company, to vote on.

	User who have been active on the platform for at least six months can take part in voting and can vote for new members of the User Advisory Board.








Appendix C: Revenue Superchargers



IN THE REVENUE arena, we’ve discussed Conscious Capitalism and the Creator Economy (Chapters 7,8). Now let’s look at additional revenue superchargers that generate healthy profits and reject Surveillance Capitalism.



Freemium

At a foundational level, Restoration Networks embrace the freemium revenue model. Everything a user needs to have a great experience is free. And there’s plenty more in-app for purchase. Examples for users include premium memberships, add-ons, special content, music, NFTs, AI-generation tools, and fan subscriptions. There can also be a variety of freemium features for creators such as creator tools and dedicated stores.

Freemium models work when users love what’s free and useful—and are able to fully enjoy a site without spending a penny. There are multiple examples over the years of users who trust and like a platform spending money and supporting the platforms.

Many major companies are already thriving with freemium—consider cloud storage service Dropbox, graphic design tool Canva, and popular music streaming platform Spotify. While Spotify does make a portion of its revenue from ads in its free version, the company reported that over 90% of its revenue comes from its subscriptions, which turn off ads and provide enhanced features.1

In the gaming industry, many of the most popular games (and the most profitable companies) embrace the freemium model. Examples include Roblox, Pokémon Go, and Fortnite. The companies earn revenue from in-app purchases for virtual currency, which players use to purchase extra items and accessories in the games.



Ethical Advertising

Advertising via the Surveillance Capitalism model has been Web2’s breadwinner for years, the “engine that could” for social media. In 2023 alone, over $600 billion were spent worldwide on digital advertising,2 pushing ads in front of our eyes everywhere on the Web. This number is expected to increase exponentially in the years ahead.

Where does advertising fit into the healthy, profitable, and Conscious Capitalist social media model?

Some of us feel that ads are enjoyable and helpful to see products and services we may be interested in. On a related note, I spent years researching and patenting a better way to simultaneously personalize and anonymize digital ads to eliminate the “somebody’s watching” creepiness.

Here’s the fix: Any ad model for Restoration Networking would have to be both “opt-in” and mandated to carefully protect user privacy and anonymity. Users would also have the choice to share their data with the network and its ad partners at their discretion, under careful supervision and privacy rules for engagement. The User Advisory Board can set activity thresholds for users to get a piece of the ad revenue they generate for the site.

Creators would also have an opt-in opportunity to earn a share of ad revenue. For example, if users who have opted in to see ads view an ad displayed during a creator’s video, then that creator can earn a portion of the ad revenue. This is like YouTube, Facebook, and Instagram’s programs for in-stream ads, but with a distinct and vital difference: Only users who have opted in for ads would see them on the creators’ content.

Restoration Networking elegantly solves the problems of Web2 and Web3 with a centralized platform (no engineering foundations in blockchain) and with the option of privacy-preserving ads that reward users with a proportional share of ad revenue. It posits no targeted ads and no mechanisms whatsoever to boost or target anything in a user’s feed.



Revenue Sharing with Creators and Page/Group Owners

Revenue-generating activities for creators and page/group owners can include exclusive content; paid subscriptions, livestreaming and live events; exclusive newsletters; coaching and consulting; merchandise; VIP meetups; book and e-book sales; sponsored content; fan clubs; tipping; and more. Page and group owners are encouraged to come up with their own creative ways to generate revenue from their followers/members.

Brands, creators, and influencers can receive additional revenue by having a custom “store” on their page or group. They can create and sell custom emojis, stickers, NFTs, and other virtual products for followers/fans to purchase. Special live-streamed moments/events can be part of the mix. The Restoration Network can receive a slice of each purchase or event—say 20%—in a fair revenue-sharing schematic.



Featured Pages and Groups

Businesses and brands on Restoration Networks can choose to pay for their pages or groups to be included in exclusive “Featured Pages” and “Featured Groups” sections of the platform. This method allows brands to reach larger audiences of users and potential new customers. It doesn’t interfere with users’ experiences since ads are not disruptively inserted into users’ newsfeeds.



Helpful Tools for Creators

Restoration Networks can embrace the model of platforms like Substack,3 which allows writers to create and distribute newsletters and charge subscribers for exclusive content. Substack provides writers with free tools to manage subscriptions, email delivery, and payment processing. These tools make it easy for writers to monetize their content without having to set up their own infrastructure. The company then takes a percentage of revenue its writers earn. Restoration Networks can take a similar approach, providing all the tools that content creators need to monetize their followers/fans and then taking a slice of revenue from creators’ paid subscribers.



Donations

When users value and support a platform, a supplemental donation model can work nicely. It’s possible that some Restoration Network founders may prefer a nonprofit model. In those cases, a good example to follow is Wikipedia. One of the most popular sites on the planet with 4.5 billion monthly visits, it is backed entirely by donations from its readers. Wikipedia’s average donation is approximately $15.4 In addition, for-profit Restoration Networks may offer users the option to support them with additional contributions.






Appendix D: Seven-Point Prescription to Vanquish Bots and Trolls



THE FIRST STEP to vanquish bots and trolls is to make a Restoration Network unappealing to them and to the humans/AI pulling their strings. After all, the less they are able to incite or influence users, the less interest they’ll have in the site itself. Restoration Networking champions fundamental, structural changes that make vanquishing bots and trolls the priority, not an afterthought. It provides real solutions we can implement right now to dissuade and dismantle the relentless bot and troll advance.

This punch list specifically refers to bot and troll vanquishment. You will see some familiar faces, as they play multiple roles in the schema of a Restoration Network.




1. User ID Verification

As we’ve explored together in this book, Restoration Networking champions a nontracking User ID verification protocol, requiring social media users to verify their true identities. This is a necessary step to solve several of the thorniest conundrums of social media, including the fight against bots and trolls. Currently bots and trolls exploit the anonymity of social media to spread discord while hiding behind fake or secretive identities. Implementing User ID, where users are both accountable for their posts and protected from bad actors, will help us win this battle.

Restoration Networks make User ID verification the priority while making it as difficult as possible for bots and trolls to create fake accounts that disrupt the authentic communications of real human beings.



2. Eliminate Boosted Posts

Boosted posts contribute to a cluster of problems on social media, from manipulating our opinions and purchase decisions, to spurring a mental health crisis.

The ability to “boost” posts is one of the most powerful weapons in the arsenal of bot and troll purveyors. On all Big Tech social networks, any person or entity can pay to boost a post. In doing so, they reach countless users who otherwise would not have seen that content. Bots and trolls exploit this system to further their advance and manipulate millions of unsuspecting people.

Restoration Networking eliminates boosted posts once and for all—for any user and entity. This solution delivers innumerable benefits, including a major advantage in the discouragement of and fight against bots and trolls.



3. Timeline-Order Newsfeeds

As we’ve seen, the current newsfeed algorithms of all Big Tech social networks are designed to boost and amplify engaging content. Often this content is what is most divisive and offensive.

Restoration Networking takes the bold solution of eliminating all manipulative newsfeed algorithms. This solution is particularly beneficial in the battle against bots and trolls, besides solving a host of other problems endemic to social media giants.

Instead of newsfeed algorithms designed to serve you intentionally outrageous content to keep you engaged, Restoration Networks have timeline-order newsfeeds with the caveat that you’re the only one who can customize your newsfeed.

With the help of AI tools available within the platform, you can customize and curate your newsfeeds for whatever topics or hobbies you like.

That means you simply enjoy posts from the friends, groups, and pages and topics you choose to follow or join. No posts from people or entities you didn’t choose to connect with will pop into your newsfeeds, as they do constantly on all current Big Tech networks.

Restoration Networking’s timeline approach is straightforward: You’ll see posts from either all your friends, groups, and pages in chronological order or from the subset you select. Simple as that.



4. No Targeted Advertising

As we’ve explored, targeted advertising is one of the core elements of the Surveillance Capitalism business model. This revenue model is the root cause of countless infractions on social media users and the world.

With Restoration Networking, the days of election meddlers, authoritarians, and marketing entities paying social media companies to target users and manipulate their thoughts, purchase decisions, and voting preferences come to an end. On Restoration Networks, there is no way for any bot, troll, person, or business/government entity to pay the company to target you. This approach swiftly hammers the nail in the coffin of the well-funded bots and trolls, who currently are more than happy to pay Big Tech social media companies to target and manipulate their users.



5. Open Source + Allowing Developers to Submit “Good Bots”

Restoration Networks embrace open sourcing both their source code and their algorithmic functions. This approach benefits everyone in two ways.

First, it earns the trust of users while allowing developers and engineers outside of the company to help improve the company’s code.

Second, in the war against nefarious bot armies, the moderators of any social network need all the help they can get. Fundamental to Restoration Networking is the active encouragement of and rewards for developers who build helpful bots and AI-enhanced tools that vanquish bad bots and trolls on the site. (Note: These battles may ultimately be hero AI versus villain AI.)



6. Partners and AI Tools for Safety and Security

It’s important for Restoration Networks to establish partnerships with third-party organizations that can help keep out bots, trolls, and other bad actors. All Big Tech companies do this.

By teaming up with highly effective partners whose business model is solely to eradicate bad actors, Restoration Networks can better stop illegal activity, bots, trolls, and other bad actors at the door and find them if they’ve gotten inside.



7. User Participation

Restoration Networks continuously update their users on how to flag, block, and report bots and trolls.
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