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Preface

This book is about ServiceNow, which has been both my work and passion for over ten years.

Since its early days, ServiceNow has been built as a platform—the Now Platform—following the original Fred Luddy’s vision of “a cloud-based platform that would enable regular people to route work effectively through the enterprise”.

This book focuses on how to leverage the Now Platform to build powerful low-code applications that help people.

In many ways, low-code is like Lego, where applications are built by combining a set of standard blocks. For younger generations, it is like Minecraft, where you combine blocks to create something new. Understanding ServiceNow means understanding the properties of its standard building blocks and how to connect and configure them! 

Driven by its proven success in digital transformation and consolidation initiatives, the ecosystem around ServiceNow has grown tremendously over the last two decades, encompassing multiple product suites for customer and employee experience, technology and operational excellence, finance and supply chain, and more. Yet, the Now Platform—with its low-code capabilities—remains at the core of ServiceNow’s philosophy and drives its ongoing growth.

Mastering such a vast platform can empower your career, but it also requires dedication and passion. With its many features, the platform incorporates a stratification of capabilities. A bit of historical perspective throughout the book will help in understanding it better. This book addresses both classic features that have been part of ServiceNow since its early days and new capabilities constantly being added to the ever-evolving Now Platform.

The book explores the entire Now Platform technology stack, from the front end to the back end, and its powerful workflow capabilities. Each chapter includes a conceptual part, where we explore ideas and experiment in a safe playground, and a practical hands-on, where we build a simple app –not production-ready but sufficient to cover the different topics.

This dual approach, conceptual and hands-on, is designed to cater to different learning styles and habits.

The hands-on sections aim to take a largely codeless approach.

The conceptual sections incorporate scripting to a greater extent. About scripting, as we are speaking about it, it can be known that low-code does not mean no-code. Although ServiceNow supports a purely no-code approach tailored for citizen developers, this book focuses on the broader low-code world, considering no-code as a special case.

This book owes a great deal to the ServiceNow community, of which I am proud to be a part of. The community has created a safe environment—both online and offline—where you can learn, share ideas, and grow your network.

If you are not already involved, we hope that after reading this book, you will want to become part of the community and reach out. The structure of the book is as follows:


	Chapter 1: ServiceNow Low-code Development- Introduction to the low-code development approach with the Now Platform and how to get an instance.


	Chapter 2: The Data Model- Fundamentals of building data structures in ServiceNow.


	Chapter 3: The Client-side- The foundation of user interaction.


	Chapter 4: The Server-side- Business rules, scripting basics, and behind-the-scenes logic.


	Chapter 5: Application Security- Data security and cross-application protection.


	Chapter 6: Core Automation- Jobs, notifications, import/export, and workflows basics.


	Chapter 7: Flows- Configuring flows, subflows, and actions.


	Chapter 8: Integrations- Using web services, Integration Hub, and more to connect external systems.


	Chapter 9: Service Portal- Building portals for customers or employees.


	Chapter 10: Now Experience- The modern framework for user-facing apps.


	Chapter 11: Mobile Experience- Building and deploying ServiceNow applications on mobile devices in minutes.


	Chapter 12: Conversational and AI- Conversational interfaces and AI-powered features.


	Chapter 13: Automated Test Framework- Testing your ServiceNow applications.


	Chapter 14: Use Cases- Practical examples across industries, from classic to forward-looking.



Let us get started!
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CHAPTER 1ServiceNow Low-code Development


Introduction

			This chapter lays the foundation for understanding and developing low-code applications within the Now Platform. It serves a dual purpose: firstly, to provide a conceptual overview that elucidates the inherent design of the Now Platform as a facilitator of streamlined workflow development, and secondly, as a practical guide that outlines the steps to access a Personal Developer Instance (PDI) and embark on creating your first low-code application. This chapter also aims to acquaint readers with the philosophy of ServiceNow low-code development, emphasizing its significance in modern enterprise environments and its role in democratizing application development through intuitive design and powerful tools.

Structure

			The chapter covers the following topics: 

			•  Understanding low-code

			•  ServiceNow architecture

			•  Scoped applications

			•  Low-code and no-code

			•  Personal Developer Instance

			•  User interface

			•  Travel Safety application hands on

			•  ServiceNow resources

Objectives

			By the end of this chapter, readers will be introduced to the ServiceNow low-code approach, including its high-level architecture and scripting language. They will learn how to access PDIs, available upon registration on the ServiceNow Developer site, navigate the user interface, and lay the foundation for building their first low-code application.

Understanding low-code

			ServiceNow, founded in 2004 by Fred Luddy, is a renowned enterprise cloud platform known for its diverse portfolio of business applications. These applications span various domains like IT, employee, customer, operations, and creator workflows, catering to a rapidly growing and enthusiastic user community. While many recognize ServiceNow for the widespread use of standard product suites across numerous organizations, its core has not been designed as a specialized solution for a single domain. Instead, ServiceNow was conceived as a versatile platform, known as the Now Platform, that enables the development of applications through a low-code approach.

			Fred Luddy, captured this idea when he stated, My vision was to build a cloud-based platform that would enable regular people to route work effectively through the enterprise. This statement underpins the mission of the Now Platform, which aims to democratize application development by making it more accessible, faster, and cost-effective using cloud technology.

			Although Luddy’s quote does not explicitly mention low-code, it highlights the essence of empowering regular people to manage work more effectively. This is where the low-code methodology becomes crucial. Low-code development involves using configurable objects as building blocks that can be assembled to create functional applications, much like Lego. Throughout this book, we will explore these building blocks in detail, discussing how they can be combined to form cohesive applications.

			The Now Platform’s capability to route work effectively through the enterprise underscores another vital feature: its proficiency in managing workflows. In the context of ServiceNow, workflow extends beyond its technical meaning of automating business processes. It represents a broader concept that encapsulates the essence of automation and collaboration within organizations. ServiceNow's Now Platform offers extensive automation capabilities, adding depth and flexibility to workflow management, which is a cornerstone of its low-code features.

			Moreover, the integrated nature of ServiceNow applications, thanks to the Now Platform, is a significant advantage. Applications developed on the platform share a common foundation and can interact seamlessly. This unified platform approach is particularly beneficial for businesses grappling with application sprawl and technological fragmentation, positioning ServiceNow as an ideal solution for consolidation and digital transformation initiatives.

			Another critical aspect to consider is that, while low-code implies reducing the code volume necessary for application development, the Now Platform still accommodates traditional programming, specifically JavaScript, to enhance configuration objects. This flexibility allows ServiceNow to cater to a wide range of development scenarios, appealing both to professional developers seeking comprehensive development tools and to citizen developers. The latter, often departmental users without formal programming skills, can develop applications to meet their specific needs. This process is governed by stringent guidelines to ensure effective and secure application development.

			The vast array of ServiceNow product suites, are all built using the Now Platform. All applications coexist within the integrated environment of a ServiceNow instance. This integration underscores the importance of mastering the Now Platform, not just for creating new applications but also for personalizing existing ones.

			Two terms frequently encountered in low-code development on the Now Platform are App Engine and Creator Workflows. App Engine refers to the development environment itself, encompassing the utilization of the Now Platform for crafting low-code applications. As such, it is synonymous with low-code development. On the other hand, Creator Workflows represents a product suite associated with App Engine. It operates at the same level as IT, employee, and customer workflows. In the following discussion, we will focus primarily on the technical aspects of low-code development rather than delving into the specifics of licensing, which may vary over time.

ServiceNow architecture

			ServiceNow operates on an instance-based cloud model. Each instance signifies an independent environment. Every ServiceNow client is allocated multiple instances, typically including development, test, and production instances. At a minimum, clients receive one production and one sub production instance. However, larger enterprise customers often have additional environments, such as training, user acceptance, and multiple sandboxes.

			Each ServiceNow environment is uniquely identified by a specific instance name, and can be accessed via a URL structured as https://<instance_name>.service-now.com. It is important to note that the domain name for these instances includes a hyphen (service-now.com), distinguishing it from the company’s domain (servicenow.com). This naming convention is a legacy from the time when the company was known as Service-Now.com, before it rebranded to ServiceNow in 2012.

			
				
					
				
				
					
							
							Note: Remember, ServiceNow is always spelled without a space, a detail crucial for accuracy and respecting the brand’s identity.

						
					

				
			

			ServiceNow has an interesting approach to naming its versions: they are traditionally named after cities in alphabetical order. This practice began post-rebranding, replacing the earlier convention of naming releases after seasons (for example, Summer 2011). The initial release under this new system was named Aspen, and the series has progressed to the recent Xanadu release in September 2024 and Yokohama release in February 2025. The upcoming 2025 release is named Zurich, planned for the second half of 2025. After this, the sequence will restart from the letter A, likely with a new naming convention. ServiceNow typically rolls out two major versions each year, with additional minor and patch releases as needed. Transitioning an instance to a new version is called an instance upgrade.

			ServiceNow instances are structurally composed of multiple layers:

			•  Database layer: This layer houses all data in a ServiceNow instance, each having its independent database. The data dictionary within the ServiceNow database outlines the data model. Historically using MariaDB, and now evolving into RaptorDB, a hybrid transactional and analytical processing (HTAP) database built specifically for high performance workloads, ServiceNow operates on a relational database model where all interactions are managed through the platform.

			•  Application server layer: Here, the ServiceNow application operates by interfacing directly with the database. This layer, consisting of multiple nodes for load balancing and high availability, is essentially transparent to the user. This layer is built as a Java application hosted on a web application server and it is crucial for the execution of the workflows.

			•  Integration layer: This layer is tasked with facilitating the integration of ServiceNow with other external systems and applications. ServiceNow is compatible with several integration methods, including REST and SOAP. Optionally, this layer may utilize one or more Management, Instrumentation, and Discovery (MID) servers. The MID Server is a standalone software component that can be deployed on customer systems. It is capable of establishing communication with the ServiceNow instance hosted in the cloud.

			•  Presentation layer: This is the primary interface for users, as ServiceNow is a cloud-based system fully operational through a web browser. This encompasses application interaction, development, and system administration. The web layer has evolved over time, offering various user interfaces. Although newer interfaces have been added, older ones remain accessible.

			The key ServiceNow user interfaces (UIs) include:

			•  Core UI: This classic interface is now referred to as UI16. U16 has been introduced in the Geneva release, superseding the previous UI14.

			•  Service Portal: Launched in the Geneva release in 2015, this replaced the former content management system (CMS) and is crucial for end-user interaction, as the primary presentation layer for the Service Catalog.

			•  Workspace UI: An advanced and highly customizable user interface through the UI Builder, catering primarily to fulfilling users.

			•  Mobile UI: Tailored for mobile devices, this interface is configured via the Mobile App Builder.

			•  Next Experience UI: Introduced with the San Diego release in 2022, it integrates Core and Workspace interfaces into a single view with a unified navigation.

			Each of these user interfaces will be elaborated upon in the subsequent chapters of this book, providing a comprehensive understanding of ServiceNowfunctionality and user experience, for different types of user persona.

Scoped applications

			Scoped applications, a significant enhancement in the ServiceNow application development landscape, were introduced in the Fuji release. Prior to this, all new objects were created in a global scope. The introduction of scoped applications marked a paradigm shift, enabling developers to create applications encompassing multiple configuration objects within distinct containers, known as scopes. This approach not only promotes modular development but also ensures secured cross-scope access.

			Configuration objects within these scoped applications are termed application files. They correspond to records in the sys_metadata table and its extended tables. These application files are akin to Lego blocks in ServiceNow development, allowing for the assembly of new capabilities.

			ServiceNow supports the application development process with multiple environments. With its high-level, user-friendly interface, the App Engine Studio (AES) is particularly beneficial for low-code developers (see Figure 1.1). It simplifies application creation through features like application templates, enabling users with limited development expertise to effectively implement their use cases. To access AES, navigate to All | App Engine | App Engine Studio in the main navigation menu, where All represents the top of the hierarchy:

[image: ]
Figure 1.1: App Engine Studio

			Conversely, Studio (see Figure 1.2) serves as ServiceNow integrated development environment (IDE) and is accessible for operations on any configuration object. This environment boasts features such as code search and advanced source control interactions, including branching and tagging. Studio can be opened by navigating to All | System Applications | Studio, and it is also possible to cross-launch Studio from within AES:

[image: ]
Figure 1.2: Studio

			Both AES and Studio are seamlessly integrated with the Core UI, ensuring that configurations made in one environment are immediately updated in the database and visible across all environments. It is also crucial to understand the different timelines for each development environment. The Core UI has been around since the early days of the Now Platform, allowing for detailed setup. Studio, introduced with the Fuji release in 2015, provides granular control of scoped applications through a centralized interface. AES, released with the Quebec update in 2021, focuses on the high-level aspects of the process.

			For new application development, it is recommended to start in AES and then move to Studio and Core UI for more granular control over the development process, but your workflow can depend widely on your preferences and skills. While full-time ServiceNow developers will likely spend most of their time in the Core UI and Studio for advanced configuration management, citizen developers will primarily utilize AES, eventually handing off their applications to professional developers (such as the IT department).

			
				
					
				
				
					
							
							Note: ServiceNow is actively working to provide new development consoles tailored to specific developer experiences. Creator Studio is a new development interface focused specifically on the needs of citizen developers. ServiceNow Studio, on the other hand, is an evolution of Studio, blending low-code and pro-code development. ServiceNow IDE, meanwhile, is an interface tailored to pro-code developers, offering a development approach centered around a two-step (build and deploy) process, which is well-suited for integration with code repositories such as GitHub. In this book, we will not cover all these interfaces, but understanding the concepts will make it easier for you to transition to them as needed.

						
					

				
			

Low-code and no-code

			While ServiceNow is often celebrated for its low-code capabilities, it is important to understand that low-code does not equate to no-code. In fact, scripting remains a vital component of application development in ServiceNow, applicable on both the server and client-sides. As we will explore in further detail, ServiceNow does offer no-code capabilities via its Application Engine Studio. However, these capabilities are part of a broader framework that typically involves a moderate amount of coding, essential for powering low-code applications.

			The Now Platform employs JavaScript as its scripting language, which governs the behavior of server objects (like business rules and script includes) and client objects (such as client scripts and UI scripts). On the server-side, ServiceNow incorporates the Mozilla Rhino JavaScript engine. Originally developed by Netscape and now supported by the Mozilla Foundation. Rhino is Java-based and integrates JavaScript into Java applications, including ServiceNow.

			Historically, ServiceNow server-side scripting has been compatible with ECMAScript 5 (ES5) but not all language capabilities were supported by the underlying version of the Rhino engine, like functional programming capabilities. However, since the Tokyo releases in 2022, ServiceNow has begun supporting JavaScript ECMAScript 2021 (ES12), a more advanced iteration of the language. ES12, introduces more sophisticated features such as improved functional programming capabilities. Just be aware, not all features of the ECMA standard are currently supported in ServiceNow, with certain advanced constructs being excluded.

			
				
					
				
				
					
							
							Note: The support to the ES12 standard has also been recently introduced for applications in the global scope, which was not possible before the Xanadu release.

						
					

				
			

			Introducing modern JavaScript syntax has significantly enhanced the ServiceNow development experience, making it more accessible for those familiar with contemporary JavaScript. This book primarily concentrates on developing scoped applications, leveraging the latest ES12 syntax for a state-of-the-art approach to ServiceNow low-code development. On the client-side, ServiceNow utilizes the browser’s native JavaScript engine, which supports modern JavaScript syntax, but some limitations exists in terms of cross-browser support and enhanced security (for example, Service Portal restrict the usage of JavaScript template strings).

			Both on the client-side and the server-side, ServiceNow provides rich JavaScript APIs that we will cover in the next chapters. Those APIs have different declinations depending on whether they are utilized in the global scope or a scoped app. For example, they can have different names and provide slightly different features, with development in scoped applications usually being stricter than in the global scope.

Personal Developer Instance

			The simplest and most effective way to gain hands-on experience with ServiceNow, and to engage in this book activities, is by obtaining a PDI. To acquire a PDI, one must first visit the ServiceNow Developer website at https://developer.servicenow.com (see the ServiceNow Resources paragraph on this chapter). If you are a new user, the initial step involves creating an account. Once the account setup is complete, you can proceed by clicking on the Request Instance button. Refer to the following figure:

[image: ]
Figure 1.3: PDI release selection

			Upon requesting an instance, you will be presented with options to choose from. The latest version of ServiceNow or one of the preceding versions, as shown in Figure 1.3. This flexibility is useful if your project requires an older version. ServiceNow ensures quick availability of these instances, owing to a system where instances are pre-deployed and usually ready within a few minutes.

			It is important to note that the provided instance is strictly for educational and experimental purposes. It is not suitable for hosting any sensitive data or for conducting any form of production activities. After the deployment of your instance, a notification will appear (see Figure 1.4), displaying the instance connection URL (https://<instance_name>.service-now.com), along with the username and password. Additionally, this information is sent to the email address linked to your developer profile. Accessing the instance is straightforward; by clicking Open Instance, you can directly connect to it. The system conveniently generates an access token for initial login, so manual password entry is not required unless you log out and need to re-enter as an admin user or a different user.

[image: ]
Figure 1.4: PDI instance is ready

			Be mindful that PDIs are subject to retirement after a period of inactivity, typically a few days. Regular daily access is a common strategy to keep the instance active. However, if your instance does get retired, you can always request a new one. Keep in mind, though, that once an instance is retired, all previously stored data and configurations are irretrievably lost. Hence, it is crucial to regularly back up any important work to avoid losing progress.

User interface

			Accessing your PDI’s instance URL without specific parameters opens the Next Experience UI. The page you see first is the landing page (see Figure 1.5), marking your entry into the ServiceNow world. The landing page is highly customizable for customer environments with reports and dashboards, offering varied looks and feels:

[image: ]
Figure 1.5: Landing page

			The Next Experience UI comprises the navigation bar, menu, and content area. The navigation bar features several pinnable tabs, including:

			•  All: Displays the application navigator, searchable via the search in the filter navigator.

			•  Favorites: Quick access to starred modules and menus.

			•  History: Lists previously visited records.

			•  Workspaces: Available workspaces, blending UI16 and workspace user experiences.

			•  Admin: Admin console access.

			Tabs can be pinned for convenience. For instance, pinning the All Applications tab provides a comprehensive list of modules.

			Additional components of the unified navigation bar include the following:

			•  A contextual app pill for quick capability identification and bookmarking.

			•  Global search for instance-wide searching.

			•  Update set and scope picker, symbolized by a globe, crucial for application development. While developing, ensure the correct update set and application are selected.

			•  Sidebar discussions, integrated help, and notifications.

			•  User profile, showing the current user’s picture or initials, with a user menu for profile settings, impersonation, role elevation, logout, etc.

			The content area, the page’s heart, typically displays a list, a form, or other UI pages or workspaces. Lists show records from a specific table, while forms view individual table records.

			Each menu (All, Favorites, History, Workspaces, and Admin) features a navigator filter field. For example, the All Applications tab lets you search application menus and modules by substring. The navigator filter field also instructs the instance to display lists or forms. Typing <tablename>.list opens the list view in the current tab, while <tablename>.LIST opens it in a new tab. Similarly, <tablename>.do opens a form in new record mode.

Travel Safety application hands on

			Throughout this book, we will develop a straightforward Travel Safety application. This application is designed to assist companies in tracking employee travel requests and ensuring managerial approval. It will offer varied user experiences, incorporating reporting and workflow elements throughout the ServiceNow platform.

			This example is not meant to be an exhaustive collection of requirements or to showcase all possible capabilities. Instead, its primary purpose is to serve as a practical environment for applying a selection of concepts discussed in the book.

			We encourage you to build the application from scratch if you are eager to gain hands-on experience and follow the application’s development in your PDI. However, if you prefer a more conceptual learning approach, you can read through the example which is a completely understandable approach.

Getting started

			Let us start building the Travel Safety application. We will start the process in App Engine Studio by creating the application and the roles required. Then, we will back up our application in the more straightforward way, publishing to an updated set and exporting it to an XML file.

			After opening AES, you will be presented with a Create app button on the top right corner (see Figure 1.6). The initial screen for creating a new application will ask for details such as the application name, description, and logo:
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Figure 1.6: Create app in AES

			Upon clicking Continue, a subsequent form appears, prompting you to create new roles for the application, as shown in Figure 1.7:

[image: ]
Figure 1.7: Roles creation in AES

			Let us keep the standard roles, admin and user, and click Continue again. A window will tell you that the app is being created and when the app is completed, you will have the option to go to the App Dashboard (see Figure 1.8). This which provides you the possibility to configure the main components of the application, such as data, experience, logic and automation, and security. The security part comes already filled in with the user and admin roles previously selected, while the other sections are empty:
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Figure 1.8: AES App Home

			We will consider those other sections in the next chapter. Clicking on the gear icon, we will see a button Open in Dev Studio. By clicking on that button, we are opening Studio, with the Travel Safety application already selected. Studio displays all the configuration objects of the application. Refer to the following figure:
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Figure 1.9: Travel Safety application in Studio

			Currently, you will notice only one category of application files, that is Roles under the Access Control category. You will see our two roles x_31018_travel.admin and x_31018_travel.user under that category. Please note the prefix of the role name (x_31018_travel), which is the name of our application scope. If you click on a specific role, such as x_31018_travel.admin, a new tab will open with the details of that individual role object. You will see the information you provided through AES, plus more detailed configurations.

			To explore all available application file types, click on the green Create Application File button, as shown in Figure 1.10. This action opens a window showcasing the various file categories, giving you an insight into the vastness of ServiceNow low-code development building blocks. For now, we are working with just one type of file, but as we progress through the book, we will encounter many different types (and more can be created).
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Figure 1.10: Application files (sys_metadata table)

			Studio offers numerous capabilities, which we will explore in due course. For now, you can close this tab and return to the Next Experience UI, which should still be active in the previous tab.

			Look at the application picker icon, which looks like a globe at the top right near the search bar. It is highlighted by a red circle, as shown in Figure 1.11 (if it is not, please refresh the page). This indicates that a particular application scope is currently active. By hovering over or clicking this icon, you will see that the current scope is the Travel Safety application, and the active update set is Default [Travel]. The scope we just created in Studio is now the active application for the user, meaning all configurations made will be associated with this application. With this application selected, the user’s ability to modify objects in other scopes is restricted. Refer to the following figure:
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Figure 1.11: Application and update set picker

			In ServiceNow, an application scope is a record within the Custom Application [sys_app] table. To view this record, type sys_app.LIST into the Filter and press enter, opening another browser’s tab with the list of applications, as shown in Figure 1.12. Clicking on a name in the list opens the application record, which containing details provided through Studio, along with additional information:
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Figure 1.12: Custom application record

			The second field of the scope name (31018) will be different in your case. This code is called Company Code and it is defined at the instance level, where the application has been originally created. Changing the Company Code is not supported. If you are working on a customer instance, this is defined for every ServiceNow customer. If you are working at Acme, for example, your scope may be x_acme_travel. If the application is published to the ServiceNow store, a unique Company Code ensures the uniqueness of the scope name. For a ServiceNow-owned environment, like demo instances, the Company Code will be snc, which is the traditional abbreviation for ServiceNow company.

			An important field to note is the JavaScript mode, which specifies the type of JavaScript engine in use in the specific scope. By default, after the Tokyo release, the ES12 engine is the selected standard, representing the most up-to-date and robust option. The alternative, ES5 Standards mode, was the conventional mode for ServiceNow operations up until the Tokyo release.

			As you peruse the form, another key section to observe is the application file related list. This list shows all the application files included in the scoped application. Each application file is a configuration object within ServiceNow, like the roles we have defined in Studio. Application files are differentiated depending on the type of configuration object they represent, and the Class field identifies the object type through a mechanism known as table inheritance. This concept will be explained more comprehensively in Chapter 2, Data Model. The two roles created are visible in the application file related list.

			If you click on the first column of the application file corresponding to one of the two roles, like x_31018_travel.admin, the same form you just opened in a tab of Studio will appear. Those are records of the Roles tables, which can also be accessed by clicking on the menu All | System Security | User and Groups | Roles, or by typing sys_user_group.LIST in the menu search field.

Exporting the application

			We have successfully established the application and delineated its two key roles. Moving forward, it is crucial to safeguard our progress. To achieve this, we will employ the most straightforward method available, that is, update sets. Initiate the backup process by clicking the link Publish to Update Set. This action creates a new update set, a tool that encapsulates the application’s objects. The resulting update set enables the exportation of these configurations as an XML file.

			A popup will appear when clicking on Publish to Update Set (see Figure 1.13). This popup prompts you to confirm the application’s version and provide a description, crucial steps in creating the update set. This entity is essentially a record within the Update Set [sys_update_set] table. Keep the Include demo data option checked, even though our current application contains no demo data:
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Figure 1.13: Export application

			By clicking Publish, you trigger the process of creating the update set. A progress indicator visually represents this process and is typically swift for such a small application, taking just a few seconds. Once complete, you are automatically redirected to the update set form. This table is a repository for Customer Updates [sys_update_xml] visible as a related list. Each entry in this table defines a configuration object detailing an XML payload and an associated action. In our case, the action is consistently INSERT_OR_UPDATE.

			You will notice that the update set is marked as Complete in its status column. Delving into the update set’s contents via the Custom Updates tab, you will see a reflection of the entire scoped application, including the scope record itself. By opting to Export to XML, you can download an XML file that encapsulates the application’s configuration. This file, named sys_remote_update_set_<sys_id> (where <sys_id> is the unique identifier of the update set record in the database) is structured for easy import into another system instance, facilitating seamless data transfer and backup.

			
				
					
				
				
					
							
							Note: We will not repeat this recommendation to safeguard newly created objects at the end of each hands-on section, but we advise you to do so to avoid any risk of losing your work.

						
					

				
			

ServiceNow resources

			ServiceNow has quite a rich set of resources to support users in getting the best possible outcomes and experience from using their platform:

			•  ServiceNow site (https://servicenow.com): This is the company website where many other resources are referenced.

			•  Docs (https://servicenow.com/docs): This is the main documentation site and is a very broad and deep resource that allows to search for any capability or application for any ServiceNow version.

			•  Community (https://community.servicenow.com): This is the community site where people can connect. The site provides extensive discussion forums, either by product or by user persona, as well as blogs and user groups.

			•  Developer (https://developer.servicenow.com): This is the Developer site, where ServiceNow API —such as Client, Mobile, Server, Next Experience, are thoroughly documented.

			•  Now Learning (https://nowlearning.servicenow.com): This is the education site, the home for all training and certification resources.

			•  Store (https://store.servicenow.com): This is the store where applications are published. Those applications can be free or paid and can be developed by ServiceNow itself or third parties, such as a technology partner. Besides the major release cycle made by two major releases per year, ServiceNow itself publishes many applications releases through the Store.

			•  Support (https://support.servicenow.com): This is the technical support site. You will have access to this site only if you are a customer. A customer admin is generally in charge of adding a new account to the support profile. You may have heard about HI, according to some an abbreviation for Hosted Instance, which is the support site’s historical name. Although the name has been changed to the more neutral support, some folks who have been around for a while may still use this name.

			If you want to connect to people in real life, you may profit of a few opportunities to connect in person:

			•  User groups: Also referred to as ServiceNow User Group (SNUG), they are organized by customer in geographic areas around the word. You can head to the Community Site and visit the SNUG list under Groups to discover the SNUG closest to you.

			•  CreatorCon: CreatorCon is a conference designed for developers and creators on the ServiceNow platform. It focuses on teaching, inspiring, and empowering developers to build applications on ServiceNow, showcasing the latest innovations and capabilities of the platform.

			•  Knowledge: It is the main ServiceNow conference, held annually in the United States. Frequent locations have been Las Vegas and Orlando. It is a unique opportunity to network with other ServiceNow professionals and to discover the vast partner ecosystem.

			Besides the institutional ServiceNow resources, the community drives quite a few informal resources, such as podcasts, Slack channels, and LinkedIn groups.

Conclusion

			In this chapter, we have introduced ServiceNow as a powerful low-code development platform and guided users through the process of creating a new scoped application using the ServiceNow Studio IDE. For illustrative purposes, we introduced a Travel Safety application as a practical example. During this walkthrough, we familiarized users with several crucial tables integral to the application development process. These include custom applications, application files, update set, custom updates, and roles.

			In the next chapter, we will explore the domain of data modeling, focusing on the key components of the ServiceNow data model. This exploration will cover the structure of tables and fields within the platform.

Points to remember

			•  Low-code does not equate to no-code.

			•  Scoped applications are the key unit of application development.

			•  Multiple UIs are available for application development.

Multiple choice questions

				1.	Which of the following is not a ServiceNow development environment?

				a.	App Engine Studio

				b.	Studio

				c.	Low-code Studio

				2.	Which of the following is now a ServiceNow UI?

				a.	UI14

				b.	UI15

				c.	UI16

				3.	What is the name of the server-side JavaScript engine?

				a.	Elephant

				b.	Python

				c.	Rhino

Answers 

				1.	c

				2.	b

				3.	c

Key terms

			•  Personal Developer Instance: Personal ServiceNow instances available to learn and experiment.

			•  App Engine Studio: The development environment of ServiceNow tailored to no-code developers.

			•  Scoped application: In ServiceNow terminology, an application with its scope.

Join our book’s Discord space
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CHAPTER 2The Data Model


Introduction

			This chapter covers the critical topic of data model creation, a core aspect of low-code application development. The data model encompasses the creation of tables, fields, and relationships, which form the backbone of any application. In ServiceNow, the data model is flexible and can evolve alongside the application. However, certain choices are less malleable, making it essential to get the foundation right from the outset to avoid rework and ensure smooth progression in subsequent development phases.

Structure

			The chapter covers the following topics:

			•  Tables

			•  Field types

			•  References

			•  Many-to-many

			•  Document ID

			•  More field types

			•  Table inheritance

			•  Tables & Columns

			•  Dictionary

			•  Hands-on

Objectives

			The chapter is designed to familiarize the reader with the process of data model creation within the ServiceNow development environment, emphasizing its importance as the foundational step in the development of low-code applications. By comprehensively covering the essentials of data model creation, the chapter equips readers with the knowledge necessary to effectively structure and manage data, which is crucial for the success of any application built on the ServiceNow platform.

Tables

			The data model is a key concept in low-code application development, particularly in ServiceNow. It consists of tables composed of fields interconnected through references and other field types. Designing the data model is an early, crucial step in the application development process. While tables can be modified later, not all attributes are changeable, hence the importance of initial accuracy. Environments like Core UI, Studio, and App Engine Studio facilitate table management.

			Designing an application’s data model involves identifying key entities and their connections, both within and outside the application’s scope. Since ServiceNow data model is interconnected, application development is not isolated, allowing the reuse of capabilities from the core platform and dependent applications. For instance, applications referencing instance users may require a link to the user table.

			For practical exploration, log in as an admin to your PDI. It is advisable to create a separate scope, like playground (e.g., x_31018_playground), in App Engine Studio for unrestricted experimentation. Avoid creating roles and proceed to Continue in Studio (Advanced). After returning to the Next Experience UI and hovering over the scope picker (globe icon), the playground application scope should be visible. Any new objects created here will not affect the Travel Safety application.

			In ServiceNow, tables are defined as objects in the sys_db_object table, accessible via All | System Definition | Tables in the application navigator. This list displays all system defined tables. Tables  are extensions of Application File [sys_metadata] and are thus recorded in scoped applications and update sets. This chapter will cover further details on table extension.

			As an admin, you will find a New button at the top right. Clicking this opens the New record view for tables shown in Figure 2.1, where the application should be set to playground:
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Figure 2.1: Table creation

			The form for creating a new table in ServiceNow requests several key pieces of information, including:

			•  Label: This is the table’s visible name, which can be altered later. ServiceNow best practice recommends using singular names for tables. For example, for a table about concert tickets, the label could be Concert Ticket.

			•  Name: This is the technical name of the table and cannot be changed once set, making it a crucial aspect of your data model. The name is auto generated from the scope name and table label (e.g., x_31018_playground_concert_ticket for a Concert Ticket label). While you can modify this before submitting, it is advisable to avoid overly long names and consider the inclusion of the scope name. For instance, if the scope name is Concert, the table could be simply named Ticket.

			•  Extends table: This critical field determines whether the new table extends an existing one. If a table is marked as extensible (e.g., the Task table), setting it here means the new table will inherit all fields and behaviors, such as business rules and client scripts, from the base table. This concept, originating from object oriented programming and Object Relationship Mapping (ORM), is integrated into ServiceNow. Initially, leave this field empty.

			On the right side of the form, some additional fields include:

			•  Create module: A Boolean field, set to true by default, that creates a navigation module for the table.

			•  Create mobile module: Similar to Create module, but for the mobile application.

			•  Add module to menu: This determines whether to create a new navigator menu or add the module to an existing one.

			•  New menu name: The name for the new menu, which defaults to the table’s name. For this exercise, name it Playground for easy reference.

			The form also includes sections for Columns, Controls, and Application Access, as you can see in Figure 2.2. Columns is the most extensive section to explore but let us first examine the Controls and Application Access sections:

[image: ]
Figure 2.2: Table controls

			The Controls section of the ServiceNow table creation form includes several important flags that are integral to the table definition and can be easily overlooked. Some of them are as follows:

			•  Extensible: This critical flag, which defaults to False and cannot be altered later, determines whether the table can be extended by other tables, either within the same scope or across different scopes. It is essential to decide if you want your table to be extensible.

			•  Live Feed: This flag decides if the table will have an associated Live Feed, a social space for users to discuss and comment.

			•  Auto-number: This setting determines if records in the table should have an automatic numbering system. When enabled, the form prompts for a Prefix, Number, and Number of digits. For example, ServiceNow incident table uses INC as a prefix, followed by a system-generated numeric part (e.g., INC0000022). The prefix defaults to the first three uppercase letters of the table name but can be changed anytime.

			•  Create access control: This subsection requests a role, which can be an existing role or a new one created at this stage. The default naming convention is <scope_name>_<table_name>_user. Based on the specified role, the form also automatically generates access control lists (ACLs) for the table. This field is mandatory, likely as a security measure to prevent inexperienced developers from creating tables without proper security controls.

			The Application Access section, displayed in Figure 2.3, plays a significant role in table setup:

			•  This section addresses inter-scope security, specifying which applications can access the table under its current scope. This is different from ACLs, which manage user access to table records.

			•  By default, the table is open to all application scopes for read-only access (Can read) but is restricted for record creation, update, and delete (Can create/update/delete).

			•  Additionally, tables are typically set to be accessible through web service calls via the Table API, which will be discussed in more detail in Chapter 8, Integrations:
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Figure 2.3: Application Access

			You can create a new table by providing the label (My Table). The technical name will be automatically populated as x_31018_playground_my_table. As new module name, type Playground, instead of the default value My Table.

			After saving your changes, navigate to the Playground module in the navigator menu shown in Figure 2.4 (usually that does not require refresh, but in case you do not see it, click the refresh icon close to the filter). Under this module, you will find the My Tables module. This is a case where we probably want to remove the plural form for the module name, that ServiceNow automatically apply. To do that, hover over My Tables, click the Edit Module icon, update the Title field to My Table, and click Update:
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Figure 2.4: Application Navigator

			Upon saving and navigating to the Columns section, you will see that six fields (columns) have been automatically created. Each column in the embedded list possesses the following attributes:

			•  Column label: This is the visible label of the column displayed in lists and forms. It can be modified at any time.

			•  Column name: This is the technical name of the column used in scripting. Like the table name, the column name is fixed once defined and requires careful consideration.

			•  Type: This attribute specifies the field type, such as String, Date/Time, or Integer. The options of field types will be explored further shortly.

			•  Max length: This specifies the maximum length allowed for certain field types, such as strings.

			•  Default value: This indicates if the field has a default value that will be set for new records.

			•  Display: This determines whether the field value will be used as the display value in reference fields, which will be described in the section References of this chapter.

			The six fields automatically created for the new table are (see Figure 2.5):

			•  Created by (sys_created_by): The username of the individual who created the record in String format.

			•  Created (sys_created_on): The timestamp of record creation in Date/Time format.

			•  Sys ID (sys_id): A global unique identifier (GUID) for the record across the ServiceNow instance in the format of 32 hexadecimal characters. Sys IDs are similar to UUIDs in syntax but are different in the way they are generated, and they do not follow the RFC 4122 standard. 

			•  Updates (sys_mod_count): A progressive integer that starts at zero upon record creation and increases by one with each update.

			•  Updated by (sys_updated_by): The username of the individual who last updated the record, in String format.

			•  Updated (sys_updated_on): The timestamp of the last record update in Date/Time format.

			These fields provide essential metadata about each record in the table, tracking its creation, modification, and the users involved in these actions:
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Figure 2.5: Tables columns

Field types

			Field types in ServiceNow dictate how information is stored in the database and how it is presented in the user interface. To add a new field to a table in the Playground scope, click the New button in the Table Columns embedded list. This action opens the new Dictionary Entry form, which relates to the sys_dictionary table, a topic detailed in the corresponding section of this chapter. Creating a new field adds an element to the dictionary, in contrast to collections created via the table form. The initial step in creating a new field is selecting its type from the Type field. ServiceNow offers various field types, with the most common ones including:

			•  String: An ASCII format string. The Max length field is mandatory here. Lengths less than 256 are displayed as a single line field, while lengths of 256 or greater appear as a multi-line text box. These fields are stored as either a varchar or mediumtext in the database, with mediumtext capable of holding up to 16,777,215 bytes.

			•  String (Full UTF-8): A UTF-8 character encoding string. For UTF-8 strings, the Max length is optional and supports international characters and emojis.

			•  True/False: Represents a Boolean value that can be either true or false.

			•  Integer: Represents a number without decimal points.

			•  Date: A date value stored in a format-independent manner.

			•  Date/Time: A date/time value, also stored in a format-independent way.

			•  Duration: Represents a time interval.

			•  Sys ID GUID: The field type for Sys ID fields. It is rare to create fields of this type manually, as the system typically handles them automatically.

			•  URL: A data type stored as a string but rendered as a clickable link in the UI (at least in forms).

			For the table My Table, you can proceed to create a field of type String named My string. The dictionary entry will show the table where the field is created (e.g., My Table [x_31018_playground_my_table]) and prompt you to fill in the Column label, name, and Max length. Enter My Table in the label, which will automatically populate my_table (in lowercase) in the technical name, and set the Max length to 200, as seen in Figure 2.6:
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Figure 2.6: String field

			The form for creating fields in ServiceNow offers a variety of capabilities, including:

			•  Active (active): Common in many ServiceNow tables, this field is a convenient way to deactivate a record while retaining it in the system.

			•  Function field: This field type acquires its value through the execution of a server-side script, which will be discussed more in the server-side section. A function field requires a JavaScript function definition, which overrides any default value.

			•  Read only: A field can be set as read-only at the data model level, though it can still be updated through scripting.

			•  Mandatory: If marked as mandatory, the field must have a value for the record to be saved or updated.

			•  Display: When marked as a display field, it disables other records of the same table from being display fields and is used to represent the record in reference fields.

			The Choice List Specification section is only relevant when defining a choice field. The Default Value allows setting a default value for the field if the user does not specify one upon creation.

			Clicking on Advanced View under Related Links reveals more options. An Attributes field appears for setting field properties as key=value pairs and a Calculated Value section allows defining a field determined by JavaScript or a formula. Function fields, a newer introduction, are preferred as they are not stored in the database.

			In the related lists, you can access the Attributes values and Field Labels in different languages. Labels are stored as application files under the Field Label [sys_documentation] metadata. The Column Label set in the form appears as the value for English (en), and new labels can be defined for other languages, aiding in internationalization (I18n).

			After saving, you are redirected to the Table view, where your new field appears in the embedded list, identifiable by a red cross indicating it can be deleted, unlike default fields. This highlights the adaptability of the ServiceNow data model.

			Under Related Links, Layout Form, Design Form, and Form Builder are utilities for designing forms, with List layout being the equivalent for lists (see Figure 2.7). Show Form and Show List provide access to the data in the table. Show Schema Map is covered in the section Tables & Columns of the current chapter:
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Figure 2.7: Related Links

			Choice fields are slightly more complex, allowing the selection from a set of discrete choices. Creating a choice field presents an additional related list for configuring unique choices. Each choice includes a value, label, language, sequence number, inactive flag, and dependent value, allowing for interconnected choice fields. For example, create a field named My choice field with options Choice 1 and Choice 2 having values 1 and 2, respectively, as seen in Figure 2.8:
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Figure 2.8: Choices Definition

References

			Reference fields are a central feature in ServiceNow, representing links or pointers to records in other tables, which can include the same table. The value held in a reference field is the sys_id of the record in the target table, establishing a technical parent-child relationship between the two tables. The table with the reference field is considered the child, while the target table is the parent. It is important to note that the term relationship has a specific meaning in ServiceNow and refers to a different configuration element, which will be discussed in Chapter 4, The Server-side.

			A reference from Table A to Table B signifies a one-to-many relationship, where multiple records in Table A can link to a single record in Table B. However, this does not necessarily mean that every record in Table B will have an associated record in Table A. If the reference is mandatory, it ensures that every record in table A will have a corresponding record in table B. In contrast, if the reference is optional, there is no such guarantee.

			To create a new reference field, select the Reference type, as shown in Figure 2.9. This action reveals the Reference Specification section, where you can choose the target table. For example, try selecting the User [sys_user] table. Once you have selected a table, you have the option to set a Reference Qualifier condition, which can be built in a low-code way using dropdown menus for field values and operators. An example condition could be Active is true, which would restrict the reference to active users. Typically, you might name this reference field User:

[image: ]
Figure 2.9: Reference field

			Reference fields in ServiceNow offer additional functionalities accessible through the Advanced view related link. This view expands the range of reference qualifier types and provides more customization options like:

			•  Reference qualifier types:

			o	Simple: The point-and-click builder mentioned earlier.

			o	Dynamic: Enables the creation of qualifiers as configuration components in the Dynamic Filter Options table [sys_filter_option_dynamic], accessible via All | System Definition | Dynamic Filter Options.

			o	Advanced: Offers a blank field for scripting a custom reference qualifier.

			•  Customizations:

			o	Reference key: Allows configuring the reference field to store a different value than the sys_id.

			o	Reference cascade rule: Dictates the behavior of reference fields when the parent record is deleted. Options include:

					Clear: Empties the reference field in child records, avoiding broken references.

					Delete or cascade: Deletes all referencing records.

					Delete no workflow: Similar to delete or cascade, but without triggering associated workflows.

					None: Does not affect referencing records, potentially leading to broken references.

					Restrict: Prevents deletion of a record with referencing records.

			o	Reference floats: Configures the Edit button in related lists, allowing control over its presence.

			o	Dynamic creation: Enables the field to behave like an open field, creating a new record if the target does not exist.

			Another field type similar to a reference is the List field. A List field can contain references to multiple records within the same table. Its definition follows the same principles as a reference field, but it lacks some Advanced View capabilities like Reference Key, floats, and dynamic creation. The rest of the functionalities are similar.

			To apply those concepts, return to the My Table definition form in All | System Definition | Table, and add a reference field and a list field, both pointing to the User table and leave the other options as default. After the creation of those new fields, the Columns section should have the following four fields added, as seen in Figure 2.10:
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Figure 2.10: New fields

			To view your newly created table, go to All | Playground | My Table module in the navigator menu and click on it. If these fields are not visible in the default list view, right click on the table headers and select Configure | List Layout to include them, as shown in Figure 2.11. The screen that you see in figure is the list configuration screen, that allows to define which fields are visible in the Default view. It is dominated by a slushbucket, that allows us to define which fields are visible in the view:
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Figure 2.11: List configuration

			After save, by clicking the New button in the list view, you can fill the fields and create your first record by referencing the User table. When you click on the My reference field in the form, a dropdown will appear, showing records from the user table by their display value field. If you start typing Abel, you will be able to select Abel Tuter. Similarly, for the My list field, after unlocking it, you can add both Abel Tuter and Beth Anglin to the list. The final result is displayed in Figure 2.12. Remember to save the record after making these updates:
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Figure 2.12: Record with reference and list

Many-to-many

			Many-to-many relationships in ServiceNow involve a scenario where a record in table A can be connected to multiple records in table B and vice versa. To model this type of relationship, a relationship table is created, featuring From and To reference fields that point to tables A and B, respectively. Each record in this relationship table represents an instance of a many-to-many relationships.

			To create a many-to-many relationship table, navigate to the Many to Many Definition table by typing sys_m2m.list. Here, you can create a new record with the following specifications:

			•  From table: Specify table A.

			•  To table: Specify table B.

			•  M2M from field: The field in the relationship table pointing to table A.

			•  M2M from label: The label for the M2M from field.

			•  M2M to field: The field in the relationship table pointing to table B.

			•  M2M to label: The label for the M2M to field.

			Once the From and To tables are specified, the other fields typically have default values, as shown in the provided Figure 2.13:
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Figure 2.13: Many-to-many relationships definition

			After configuring the many-to-many relationship, you can go to any record in table A and add a related list representing table B, and vice versa. These related lists display the records in the other table that are connected to the current record.

			It is important to note that ACLs are defined on the Many to Many Definition [sys_m2m] table, which restricts the deletion of a many-to-many definition once it has been created.

			Additionally, while M2M refers to this specific capability in the Now Platform, creating many-to-many relationships through relationship tables can be considered a general pattern, often implemented without necessarily using the sys_m2m table. Any relationship table holding references to two different tables can be seen as facilitating a many-to-many relationship. In out-of-the-box applications, these tables are sometimes identifiable by the m2m or mtom strings in their technical names. Custom many-to-many tables also offer the flexibility to add attributes to the relationship, as additional fields on the relationship table, a feature not available with the standard many-to-many capability in ServiceNow.

Document ID

			When you need the flexibility to reference a record from any table in ServiceNow rather than a specific predetermined table, you can use a combination of two field types: Table name and Document ID. The Table name field stores the name of the target table, while the Document ID field stores the sys_id of the target record.

			To implement this, create a new table and add these two fields. First, create a field named Target table, with the type Table name.

			After creating the Target table field, add another field named Target record, of type Document ID. Before saving this field, click on Advanced view under Related Links. In the Dependent Field section, select the Target table field you previously created.

			
				
					
				
				
					
							
							Note: The field picker in this interface might look different and may not offer a filter option, so you might need to scroll through the list to find and select the appropriate field.

						
					

				
			

			Once you have created the Target record field and set its dependency on the Target table field, add it to the Default view of the form. After doing this, verify that you can select any table in the system for the Target table field. The Target record field will then allow you to select any record from the Target table, much like an ordinary reference field.

			Document ID fields are used less frequently compared to reference fields, but they can be invaluable in situations where a broad range of relationships needs to be specified. This approach provides a versatile way to create dynamic references to various tables within the ServiceNow platform, accommodating a variety of use cases where specific relationships between different tables are required.

More field types

			ServiceNow provides a wide array of field types to accommodate various specialized content types. These field types range from non-integer data types to fields designed for multimedia content, scripting, and secure data storage. Some of the notable field types include:

			•  Decimal: For decimal numbers.

			•  Floating point number: For floating point numeric values.

			•  Long: For long integer values.

			•  Percent complete: To represent completion percentages.

			Other relevant field types are represented by:

			•  The Currency field is a composite field used to store monetary values along with their associated currency units. It is designed for handling calculations and displaying monetary information.

			•  The Journal Input and Journal List fields are used to store work notes on a record, functioning like a shared diary. Additionally, there is a Journal field capable of displaying journal entries.

			•  The Script field provides a script editor with JavaScript syntax highlighting, based on CodeMirror.

			•  The Script (Plain) is for plain text script content.

			•  The Image, Audio, and Video for multimedia content.

			•  The HTML field supports storing and displaying HTML content.

			•  The Wiki field can handle a subset of the wiki markup language.

			•  The Password (1 Way Encrypted) and Password (2 Way Encrypted) field types are used for managing passwords. They store data in encrypted form in the database, with the former offering irreversible encryption and the latter reversible encryption.

			•  The Phone Number (E164) and IP Address fields hold specialized information and enforce specific validation rules.

			•  The Suggestion field is a specialized text field that accepts text input and offers hints based on previously stored values.

			•  The Name-Value Pairs field is a flexible dictionary data structure field capable of holding key/value pairs within a single entry.

			
				
					
				
				
					
							
							Note: These field types are stored in the Field class [sys_glide_object] table of the core platform. Accessing this table via sys_glide_object.list in the navigator filter reveals the extensive range of field types available. The extensible nature of the platform, potentially driven by Java class names, allows for the technical addition of new field types by ServiceNow in the future.

						
					

				
			

Table inheritance

			The concept of table inheritance, or table extension, in ServiceNow is an important aspect that merges relational data concepts with object-oriented principles. When Table Y extends Table X, Table Y inherits all the fields of Table X. However, the schema of Table X is not replicated in Table Y. This feature goes beyond the data model, extending to behaviors on both the server and client sides, as well as to ACLs.

			In this inheritance system, when a record is created in Table Y, a corresponding record is also created in Table X to hold the values of the inherited fields. Both records in Tables X and Y share the same sys_id. If a record is created in the base table, Table X, it exists only in Table X, with no corresponding record in Table Y. This inheritance mechanism can be extended to configurations where the inheritance chain involves more than two tables.

			When viewing records in Table Y, only those specifically created in Table Y are visible. Conversely, when viewing Table X, records from Tables X and Y are visible. Opening a record created in Table X shows the form of Table X, while opening a record created in Table Y displays the form with all fields.

			This behavior is facilitated by a default field created for tables within an inheritance hierarchy, named Class [sys_class_name]. This field indicates the table in the hierarchy where the record was actually created, ensuring that the correct data set is used, regardless of the level at which the record is accessed.

			Table inheritance is widely used in ServiceNow. For instance, all configuration data tracked in scoped applications and update sets extends from the base table Application File [sys_metadata]. The inheritance hierarchy of sys_metadata can have multiple levels, making the base table not always the first level parent.

			Two other frequently extended tables are:

			•  Task [task]: A fundamental table in ServiceNow representing a unit of work. Task is the base table of a broad hierarchy. Many out-of-the-box ServiceNow applications, such as incident management, customer service, human resources, and security incident response, extend the Task table, bringing extensive capabilities for assignment, service level management, approvals, and configuration management database (CMDB) integration.

			•  Configuration item [cmdb_ci]: The parent table for the CMDB hierarchy, which is the repository of a company’s configuration items. While the CMDB concept is specific to Service Management, ServiceNow has significantly abstracted this capability. The CMDB inheritance chain is deeply nested, and the Configuration Item table further extends from the Base Configuration Item [cmdb] table.

Tables & Columns

			The Tables & Columns tool, accessible through All | System Definition | Tables & Columns, is a valuable feature within ServiceNow data model. This capability enables users to browse all tables in the system. Although the interface lacks a dedicated search field, you can select any table from the list and start typing to find a specific table. For instance, typing My Table will quickly locate the table x_31018_playground_my_table we defined earlier, providing immediate access to its fields and indexes.

			When you select a field within a table, you can view its column attributes, including both explicitly set attributes and default values. The Edit Table button navigates to the familiar table form used in previous steps.

			Perhaps even more intriguing is the Schema Map button, which opens a data model viewer centered around the selected table (see Figure 2.14). As illustrated in the figure, this view shows all tables that are referenced by, referencing, extended by, or extending the selected table. The schema map also allows for the exploration of columns, both those directly present on the table and those inherited from other tables in the hierarchy. It is important to note that list fields are not displayed in the same manner as reference fields.

			Additionally, App Engine Studio provides an updated version of the schema map, which we will explore further. This modernized tool offers enhanced capabilities and visualization options, making it easier to understand and manage complex relationships and structures within your ServiceNow data model:
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Figure 2.14: Schema Map

Dictionary

			The Dictionary Entry [sys_dictionary] table is a central component of the ServiceNow data model. While this table is typically not edited directly, understanding its structure is crucial for comprehending how ServiceNow organizes and manages data.

			In the sys_dictionary table, each table in the ServiceNow platform is represented by multiple records. One of these records represents the table itself, referred to as a Collection in this context. For a Collection record, the Column name field is empty, and the Type field is set to Collection. The most common records in the sys_dictionary table represent the table fields. For these field records, the Column name is the actual name of the field, and the Type field corresponds to the field type.

			The ServiceNow dictionary is an extensive table that contains detailed information about the system’s configuration, as seen in Figure 2.15. It serves as a repository for the data model of every new scoped application and out-of-the-box application within the ServiceNow environment. By storing and organizing this information, the sys_dictionary table plays a key role in defining the properties and behaviors of tables and fields, influencing everything from data storage to user interface presentation. Understanding the dictionary is, therefore, fundamental for anyone working with ServiceNow, especially when it comes to customizing or extending the platform’s capabilities:
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Figure 2.15: System Dictionary

Hands-on

			Let us now build a simple data model for the Travel Safety application. We will create the following two interconnected tables for the application:

			•  Request: This table will enable employees to request authorization for travel. It will be extended from the Task table to reuse features such as approval.

			•  Company Events: This table will store company events, such as the company kickoff, allowing employees to indicate if their travel is related to a specific event.

			We will utilize the capabilities previously described and explore new features using the high-level interface provided by App Engine Studio. If you are following this use case hands-on, remember to switch your scope from Playground to Travel in the scope picker before starting this exercise.

			In the application navigator, open AES and select the Travel application. You may be prompted to add data through a pop-up window, which is precisely what we intend to do. If necessary, close the pop-up and proceed to the Data section of the app Home tab. This section should be empty, suggesting the addition of a table or the upload of a spreadsheet or PDF. Although we will create a table from scratch for this exercise, you could start with an Excel file if you already use one in your organization to track these records. The system can extract fields corresponding to the columns in your spreadsheet.

			To create the Company Events table, follow the given steps:

			1.	Click the +Add button.

			2.	Choose Create from a blank table.

			3.	Select create new table.

			4.	Enter Company event in the table label field.

			5.	The system will generate the table name company_event and combine it with a prefix derived from the company code and the scoped application name (x_31018_travel_company_event).

			6.	Keep the Make table extensible option selected and leave Auto numbering unchecked.

			7.	Click Continue to proceed to the next screen, which involves creating the table’s ACLs.

			The system will display the roles defined during the creation of the new scope in Chapter 1, ServiceNow Low-code Development, allowing you to assign basic Create, Read, Write, and Delete, which are the ServiceNow equivalent of CRUD (Create, Read, Update, and Delete). Here, you can also add new roles if necessary. Now, proceed with the following steps:

			1.	Assign All permissions to the admin role.

			2.	Give only Read permission to the user role.

			3.	Click Continue, and ServiceNow will create the table for you.

			4.	Select Edit table.

			A new tab will open, offering three different views:

			•  Spreadsheet view: Here, you can optionally create new data.

			•  Fields view: This shows the fields composing the table.

			•  Schema view: An enhanced schema map.

			For the Company Events table, follow these steps:

			1.	In Field View, add the fields Name as a string field and Country as a reference to the core_country table.

			2.	Click Save.

			3.	In the spreadsheet view, go to Manage Column.

			4.	Add the two newly created columns to the Default view.

			5.	Click on ... | Advanced View to open another tab with the Table creation form seen earlier.

			6.	Confirm that the fields have been added.

			Next, let us define the main table for Travel Requests:

			1.	Return to the App Home tab.

			2.	In the Data section, click the +Add button.

			3.	Choose Create from a blank table.

			4.	Select Create from an extensible table.

			5.	You will be prompted to select a table to extend. Choose Task.

			6.	For the new table details, enter Request in the table label. The system will generate the table name as x_31018_travel_request.

			7.	Enable Auto number and leave the Extensible option as is.

			8.	With Auto number selected, set the prefix to TRV instead of REQ (to avoid confusion with service catalog requests) and specify the starting number and the number of digits.

			9.	Click Continue to proceed to the ACLs creation screen.

			10.	In the ACL screen, set permissions to All for admin and CRW (Create, Read, Write) for user. Click Continue to create the table.

			11.	Click Edit table and select Field view.

			This view will show the default fields, and all fields inherited from the task table. Some of these fields will be utilized in our application, such as Short Description for the travel description, Approval for approval status, and Opened by for the requestor. Additionally, we want to add the following fields, as displayed in Figure 2.15:

			•  Travel start: The day travel begins.

			•  Travel end: The day travel concludes.

			•  Travel type: A choice field with options for internal and external travel types:

				o	Choice type: Drop-down without --None--

				o	Choices: Internal and external

			•  Destination: The country of travel, referencing the core_country table.

			•  Travel for event: Indicates if the travel is for a corporate event.

			•  Company event: A reference to the company event table:
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Figure 2.16: AES field definition

			By clicking on ... | Advanced View in the top right corner, you can navigate to the table definition to see the configuration in the same format as the playground. The fields added to the embedded list will have a red cross next to them, indicating that they are part of the current table and not the task table, and thus can be deleted from this location.

			With the creation of the data model for our application complete, you can view the application’s schema by clicking on Data | Schema from the Request table as shown in Figure 2.17. Initially, the schema may appear complex due to the inheritance of all features from the task table. To simplify the view, you can focus on the most relevant tables at this stage. Under Items selected, choose to display the Company event, User, and Country tables. By doing so, you can restrict the schema to the tables that are more directly pertinent to your current needs. This selective view helps in better understanding the relationships and structure within your application’s data model:
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Figure 2.17: AES Schema Map

			It is also valuable to explore Studio to review the content of our application files. From App Engine Studio, navigate to the Travel App Home and click on the gear icon located at the top right. On the Application Properties page, select Open App in Dev Studio, which will launch the IDE with your application loaded.

			Once inside the IDE, as shown in Figure 2.17, you will notice several new objects have been added. This includes the two new tables you created, along with the Default view for the corresponding form and list layouts. Additionally, you will find the ACLs for these two tables, which occupy a significant portion of the screen.

			For the Company Events table, there are five ACLs in total: four for the admin role and one for the user role. In the case of the Travel Requests table, there are seven ACLs: four for the admin role and three for users. These ACLs are crucial for defining permissions and access rights within the application, ensuring that users can interact with the data in a controlled and secure manner. By reviewing these elements in the Dev Studio, you can get a comprehensive view of how your application is structured and how its various components interact:

[image: ]
Figure 2.18: Travel app in Studio IDE

Conclusion

			In this chapter, we explored data model creation, detailing the crucial steps involved in the process. Understanding how to create a data model is critical for success in low-code application development. We discussed various aspects of table creation, including how to set up inheritance by leveraging out-of-the-box data model of ServiceNow wherever possible. Additionally, we covered the setup of relationship fields, such as references, lists, many-to-many relationships, and document fields.

			These concepts are fundamental in structuring a functional and efficient application. By carefully designing the data model, developers can ensure that their application not only meets the current requirements but also remains flexible and scalable for future enhancements. 

			In the following chapter, we will explore the client-side configuration of the ServiceNow platform, covering essential capabilities for data fruition and user interaction.

Points to remember

			•  Tables and fields are the main constituents of the ServiceNow data model, with a rich library of field types.

			•  Reference, many-to-many fields, and document ID fields represent the primary ways to express relationships between entities in the ServiceNow data model.

			•  Table inheritance allows the extension of tables by expressing an is-a relationship.

			•  The ServiceNow dictionary contains the detailed information regarding the ServiceNow data model.

Multiple choice questions

				1.	To how many tables can a reference field point?

				a.	Zero or one

				b.	One or two

				c.	Multiple

				2.	Through which entity is a many-to-many relationship defined?

				a.	Field

				b.	Table

				c.	Field type

				3.	Which feature allows us to visualize the data model?

				a.	Data Model Viewer

				b.	Dictionary

				c.	Tables & Columns

Answers

				1.	a

				2.	b

				3.	c

Key terms

			•  Table: An entity of the ServiceNow data model.

			•  Field: The elements that make up a table.

			•  Reference: A type of field that points to another table.

			•  Many-to-many: A type of relationship between two tables, expressed by a relationship table.

			•  Document ID: A type of field that can point to any table in the system.

			•  Table inheritance: A way to extend a table of the data model.

			•  Dictionary: The table containing the information about the ServiceNow data model. 








CHAPTER 3The Client-side


Introduction

			In this chapter, we will explore the key aspects of client-side configuration, with a particular focus on the most fundamental client-side objects. While these are not the only UI configuration aspects in ServiceNow, they are fundamental and serve as prerequisites for advanced topics, such as the Service Portal and Workspaces. We will cover both static and dynamic elements of the UI. This includes configuring application menu, list and form layouts, as well as, the implementation of UI policies, client scripts, and other advanced configuration objects.

Structure

			The chapter covers the following topics:

			•  Lists, forms and views

			•  View rules

			•  Application menus and modules

			•  User interface policies

			•  Client scripts

			•  Client-side application programming interfaces

			•  Advanced user interface elements

			•  Hands-on

Objectives

			This chapter aims to equip readers with the necessary knowledge for configuring UI components of a new application. This foundation is crucial for progressing to advanced UI layers, such as the Service Portal, which will be discussed in Chapter 9, Service Portal and Service Catalogue, and the Now Experience workspaces, which will be discussed in Chapter 10, Now Experience.

Lists, forms and views

			Let us begin by exploring the Core UI and how to configure lists, forms and views. If you switched to the Travel scoped application at the end of the previous chapter, remember to switch back to your Playground scope by clicking on the scope picker.

			It is useful to start with the definitions of these three terms:

			•  A list is the tabular visualization of records in a table.

			•  A form is the individual visualization of a specific record.

			•  A view is a specific configuration determining how a list or form should be visualized.

			Every table usually has at least one Default view for both the list and the form. When creating new tables for your application, you should provide at least a default list and form view for your users, and multiple views if necessary.

			To configure the Default view for the table My Table that we created in the previous chapter, perform the following steps:

			1.	Open your table again through the navigator module All | Playground | My Table. You should still see the record we created previously, called the first record. Right-click on the list column headers and select Configure | List Layout.

			2.	Here, you will see a slush bucket with the available fields on the left and the selected fields for the Default view of the list on the right, as indicated by the View name in the bottom left. Clicking on it reveals the Default view (the only one available) and an option New... to create a new view.

			3.	Among the fields, there are five standard fields (Created, Created by, Updated, Updated by, Updates — Sys ID field is never visible in lists and forms) and additional fields we have created (My string, My choice, My reference, My list).

			4.	The reference field requires additional explanation because, as you will notice, it is colored green with a [+] mark (reading My reference[+]). Upon selection, it appears on both the available and selected sides. This is because reference fields allow dot walking in views.

			5.	Clicking on it, an icon appears above the > and < on the slushbucket. This enriches the list of available fields with new elements under the section My reference
-->User fields. My reference is configured as a reference to the User [sys_user] table, and the fields in the new section are from the User table.

			
				
					
				
				
					
							
							Note that the User table contains the reference fields to other tables, such as Company[+] and Cost center[+], allowing for multiple dot walking.

						
					

				
			

			6.	Since each reference points to a unique record in the target table (or none if not mandatory), dot walking can occur multiple times. Try selecting Company and adding it to the right side of the slushbucket using the > arrow. Ensure all fields are selected and in the same order, as shown in Figure 3.1:

[image: ]
Figure 3.1: List layout

			7.	Upon saving your list view, you are redirected back to the list, where you will see the selected fields, including the Company field, which is not a field of My Table but a field of the referenced User table. The company for Abel Tuter should be ACME South America, part of the instance’s demo data.

			
				
					
				
				
					
							
							Note: It is useful to note that, as an admin or a normal user, you have the option to personalize the list view by clicking on the gear button at the top right. This opens a slushbucket dialog, similar to the one we just saw, where users can add or remove fields for their unique view. However, note that reference fields cannot be dot-walked by the user. Try removing a field (such as My list) and save. The field will disappear from your view, and the gear icon will show a small dot, indicating that the list view is personalized.

						
					

				
			

			8.	To return to the standard Default view, click on the gear icon again and select Reset to column defaults. When you do this, you will return to the list view of your table with the original columns.

			9.	Now, click on the record we created earlier, either by clicking on the first field (My string), which is transformed in ServiceNow into a link to the record, or by clicking on the information icon at the beginning of the record, which opens a preview of the form with an Open record button. This brings up the Default view of the form as automatically set up by ServiceNow. You can further configure the Default view by right-clicking on the form’s header (or alternatively on the hamburger icon at the top left) and selecting Configure | Form Layout. Here, you will see the same fields as in the list view, but with additional options:

			a.	|- begin_split -|, |- split -|, |- end_split -|, which allows for arranging fields in a 2-column view of the form.

			b.	*Annotation, which allows adding fields such as information fields into the form.

			c.	*Chart, which allows adding reports inside the form.

			d.	A set of formatters that are advanced UI components. We will cover this in the section Advanced User Interface Elements, later in the chapter.

			e.	A set of related lists in red elements that can be embedded in the form, instead of being displayed at the bottom.

			You will also see options for related lists or relationships related to the table and other components. In the bottom right, beyond the View name selector that still displays Default view, there is a new selector for Sections. Sections allow for an arrangement of fields in different parts of the form, and the default is a main section named the same as the table. You will see a section called My Table, and the option to add new sections with New....

			Execute the following steps:

			1.	Remove My reference and My List from the main section.

			2.	Move the three column separators (|- begin_split -|, |- split -|, |- end_split -|) into the main view and arrange them by moving My string and My choice into the first and second columns, respectively.

			3.	Add two information fields to describe My String and My choice.

			4.	Add an *Annotation field on the top of My String of type Info Box Blue with plain text A string field.

			5.	Add another *Annotation field on the top of My Choice of type Plain Text with the text A choice field.

				The slushbucket should appear as in Figure 3.2:
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Figure 3.2: Form layout

			Then, let us create a new section called Relationships by clicking New... and defining the new section. You will be prompted to save the My Table section, which is necessary to avoid losing the configuration. After saving, you will be presented with a new, empty slushbucket. In this slushbucket, you can drop the column separators again and add My reference and My list. By saving now, you will be redirected to the form view, which should display a two-column layout in both the main and the Relationships sections, as configured.

			Another important client-side feature is related lists. Before exploring this, let us quickly create another table in the Playground scope through the following steps:

			1.	Go to All | System Definition | My Table and click on New.

			2.	Label the table My item and leave the name as x_31018_playground_my_item.

			3.	The default configuration is fine as is but change the field Add module to menu to Playground so that the new table will appear in the same menu as My Table.

			4.	Save the record, and then add two fields: one called Name of type string and another of type Reference called Parent, with My Table specified in the Reference Specification section. Set this field to mandatory and click Submit.

			5.	After doing that, under Playground in the application navigator, you should see another module called My items. If you click on it, the list will appear with two visible fields: Name and Parent.

			6.	Add two records named Item 1 and Item 2, both referring to the parent “First record” in My Table. This sets up two related records within the context of our application.

			7.	Now, click on My Table again in the navigator menu and open the form for first record.

			We now want to configure a related list, which will appear at the bottom of the form, displaying records that refer to the current record. By opening the context menu and selecting Configure | Related list, you will see, beyond a few system options, the option My item-> Parent. This option adds a related list of records in the My item table where the Parent field of the form references the current record. The system will display all elements of the other table having a reference pointing to the current table, following the syntax Table->Field, like shown in the following figure:
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Figure 3.3: Related lists

			By moving the My item | Parent element in the slushbucket from Available to Selected, as shown in Figure 3.3, and saving the configuration, the Default view of the form will be displayed again. This time, the related list will be visible at the bottom, with Item 1 and Item 2 shown in the related list, as they reference the first record in My Table.

			Related lists are an essential feature in ServiceNow, as they greatly facilitate navigating data within the data model. While in the form view, it is important to note that, much like in the list view, both admins and users can configure the fields they see in the form. This can be done by clicking on the configure icon at the top right, which opens the Personalize Form capability, where available fields can be toggled individually. Try removing My list and observe that the field is removed from the current view, as shown in the following figure:
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Figure 3.4: My Table form

			If you go back to Personalize Form, a red Reset button will appear, allowing you to return to the original set of fields. It is interesting to see that related lists are displayed in a tabbed manner when more than one is present. Try adding one of the out-of-the-box system options called Attachments (defined as a system Relationship, which we will explore in the next chapter. Once added, the new related list called Attachments will be visible in a tabbed view alongside any others.

			Add another section called Temp to the form:

			1.	Click Configure | Form Layout

			2.	Click New...

			3.	Add two fields Created and Updated.

			After saving, the form will display the Relationships and Temp sections in a tabbed layout. It is important not to confuse the tabbed sections of the form with the tabbed related lists, as they have different configurations and purposes. Remember, the tabbed view of the sections is something that users can individually configure, so their view might not be tabbed but expanded.

			Now, let us create a second view:

			1.	Open the Form Layout again

			2.	Click on the View Name dropdown

			3.	Click New...

			4.	Enter a view name, My view.

			The view will have a single main section (called My Table) configured like the Default view. You can also want to change the setup for related lists, for example, by removing the Attachments related list. Related lists behave a bit differently in that if you have not set up any initially, the system defaults to what you have under the Default view.

			After saving the layout, you will be redirected to the record in My Table, but the visualization will still be the same as before. This is because the system is still displaying the Default view of the form. To switch to My view, use the context menu (right-click) or the hamburger icon, and select View | My view. In the new view, the sections will not be visible.

			New list views are configured similarly. If you configure the layout of the My Table list, you will notice that My view already exists in the list view configuration’s view name dropdown. This is because view names act like shared. The initial setup for My view is the same as the Default view, which ServiceNow copies automatically. If you remove a field, like My list, and save, you will be redirected to the My Table list with the new view activated. To switch back to the Default view, use View | Default View.

			Views are important parts of UI configuration in an application, and understanding how they are stored in the ServiceNow data model is key. The main table for view definitions is UI View [sys_ui_view]. You can access this table by typing sys_ui_view.list in the navigator filter. Searching the list by Title = “Default view” reveals the system-provided record, which has an empty name. Opening this record shows that the view form has four related lists: forms, form sections, lists, and related lists, corresponding to the tables where respective layouts are defined. The view itself is just a tag relevant to every table in the system. Searching for table x_31018_playground_my_table, you will find entries in each related list. The Form table [sys_ui_form] stores records for form layouts, with a related list for each section referencing the Form Section [sys_ui_section] table, where individual Section elements [sys_ui_element] are stored with their positions corresponding to the slushbucket. Another table, also labeled Form Section [sys_ui_form_section], acts as a connection table between forms and sections. List layouts are stored in the List table [sys_ui_list], containing records of distinct List elements [sys_ui_list_element]. Related lists are stored in sys_ui_related_list, which contains records of Related list entries [sys_ui_related_list_entry] defining the target table and field that drives the relationship.

			To delete a view, you must do it from the UI View table, as it is not possible from the slushbucket. This action will cascade delete related elements. The same is true for deleting a form section. For example, to delete the Temp section we created, go to All | System UI | Form Sections, search for table x_31018_playground_my_table, and hit delete.

			When defining a new view, if you do not configure an element like related lists, the corresponding element will not be created and ServiceNow, finding none, will revert to the Default view for display. So, it is important to explicitly configure each element and ensure that records are created in the corresponding tables.

			The form layout can also be configured using the Configure | Form Design feature, which offers a similar but more visually engaging interface, as shown in Figure 3.5:
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Figure 3.5: Form Design

			The Form Design capability offers several features, allowing you to:

			•  Select the Table and form view at the top left.

			•  Choose fields or formatters to include, which can be dragged and dropped into the form. Annotations and charts are treated as field types.

			•  Pick field types for creating new fields, similar to the quick field creation capability.

			•  Manage form sections within the form, with options to choose either a 1 Column or 2 Column layout.

			The underlying concepts of the Form Designer are largely the same as those in the form layout. However, you may need to practice with the Form Designer, as some aspects of its functionality might differ and require getting used to.

View rules

			When a user switches to a different view for a form or list, the system typically remembers the last used view and proposes it when the user revisits the form or list. To automate the selection of a view, you can use a View Rule [sysrule_view], which defines the view to pick based on either conditions (defined through a condition builder) or in advanced mode (using a server-side script). To define a new view rule, navigate to All | System UI | View Rules and click New.

			In the view rule form, assign a name to the view rule, such as My view rule, and select the relevant table, like My Table as shown in Figure 3.6. In the condition builder, choose a condition, such as My choice is Choice 1. If you have multiple conditions, you can opt to match either All or Any of them. In the View field, enter the technical name of the view you want to apply, such as my_view (note that this is a text field, not a reference field). Additionally, you have the option to specify the type of device the view will apply to, like browser, mobile, or tablet, as shown in the following figure:
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Figure 3.6: View rule

			If you would like to try this out, go to All | Playground | My Table and open the record you created. Since the record should still have the Choice field set to Choice 1, you will observe something like what is shown in Figure 3.7. Notice the asterisk next to View: My view*. This indicates that the view is being enforced by a view rule. When you open the context menu, you will not have the option to switch views.

			If you change the value of the Choice field to Choice 2 and save it, you will notice that the asterisk disappears. Now, when you open the context menu, you will see the option to choose a view and can now select the Default view:
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Figure 3.7: View rule matching

Application menus and modules

			The navigator menu is a key part of the application configuration. When we created the My Table in Chapter 1, ServiceNow Low-code Development, we checked the Create module flag in the table creation form and provided the menu name, automatically creating the structure All | Playground | My Table (where we amended the plural form). However, this automatic creation does not occur when you create the table through App Engine Studio (AES). Therefore, in this chapter, as part of the UI configuration, we will manually create these entities for the Travel Safety app. Let us explore how they are structured in the app configuration.

			Application menus [sys_app_application] can be accessed through All | System Definition | Application Menus. After accessing the list view, you can search for the Playground menu. Opening it reveals that each menu is essentially a placeholder with various descriptive fields and allows you to specify the roles allowed to access it. Application menus are alphabetically ordered in the navigator area.

			As a related list in each menu, you find the modules contained within it. Modules [sys_app_module] can be accessed through All | System Definition | Modules. Under Playground, you will have two items: My Table and My items. Each module defines an order number and includes two key sections:

			•  In the Visibility section, there is an option to override application menu roles if specific modules have different access criteria. In such cases, you can provide a list of roles.

			•  In the Link Type section, you define the actual content of the module, choosing among several options. The ones we will use most often are:

			o	List of records, pointing to a list.

			o	Single record, pointing to a specific record.

			o	Separator, serving as a visual division within the menu.

			Both modules in our Playground example are set to list of records, the most commonly used option. Depending on the selected option, relevant parameters are requested. For example, for list of records, the Table, View name, and Filter condition are needed.

			Application menus and modules are crucial for configuring the Core UI. Understanding how the data is structured and accessed is helpful, as sometimes this configuration is created automatically (for example, using the Table form), but you may need to access and modify or delete items manually.

User interface policies

			When building a new application, managing field visibility and properties is a crucial aspect. This is where more complex configuration elements, such as UI policies [sys_ui_policy], become very useful. UI policies offer a practical option to achieve a wide range of outcomes in a no-code manner, but they also allow for the introduction of code if necessary.

			To configure UI policies, navigate to All | System UI | UI policies and click New. In the form, you can select the table to which the UI Policy will apply and provide a short description. The codeless configuration occurs in the When to apply section and through the related lists UI policy actions [sys_ui_policy_action] and UI policy related list actions [sys_ui_policy_rl_action].

			In the Default view of the form, the When to apply section contains conditions built through a condition builder, which defines when the UI policy is triggered. For example, you can set a condition like My Choice is Choice 2. The actions to be applied are defined in the related lists.

			Add a UI Policy Action and select the field My String. In the action, you can define three properties for the field:

			•  Mandatory

			•  Visible

			•  Read only

			For each property, you have the option to select true, false, or leave alone (which leaves the definition to the view itself). Additionally, there is the Clear the field value flag, which clears the field when the UI policy triggers. This is particularly useful for removing the value from a field when, for example, it is made invisible. Try setting Read only to True and submit. The UI policy action should appear as shown in Figure 3.8:
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Figure 3.8: UI Policy action

			Similarly, create a new UI policy related list action, where you can define the list name. You have the option to choose from the related lists already defined for the table, and you can set its visibility to true, false, or leave alone. Try setting the visibility of x_31018_playground_my_item.parent to false and submit.

			Returning to the UI policy form, if you switch to the advanced view (accessible from Related Links), you will find four useful options:

			•  Global: Determines if the UI Policy applies to all views of the table’s form, or if it is specific to one view.

			•  On load: Indicates if the condition applies upon the form’s load, in addition to being executed on form changes.

			•  Reverse if false: Reverses the policy’s actions if the condition evaluates as false. This is very helpful for enforcing conditions, regardless of the value set in the view.

			•  Inherit: Specifies if the policy also applies to tables that inherit from the declared table.

			Let us keep the default settings for these options. Also, note that in the UI policy definition, there is a script section. This allows you to execute a script if the condition evaluates to true or false. You can also define which device the script will run on, choosing between desktop, mobile/Service Portal, or all. This setup enables complex reactions to conditions. We will discuss client-side scripting further in this chapter, in the section Client scripts. For now, let us leave the script section untouched.

			If you return to All | Playground | My Table and select the record we have there, which should still have choice 2 selected, you should see that My String is now grayed out (read only) and the related list with My items is not visible, as shown in the following figure:
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Figure 3.9: UI policy action application

			Before we proceed, let us revisit our UI Policy and set the Active field to false. We will use the same table shortly to conduct some experiments with client scripts.

Client scripts

			UI policies provide significant flexibility in controlling client behavior, but client scripts offer full access to client-side control in ServiceNow. Client-side, like in web development, refers to the web browser. However, unlike typical web development, ServiceNow advises against directly accessing the Document Object Model (DOM), which is the main API for controlling web page objects. Instead, ServiceNow provides its own APIs for controlling main objects and interacting with the server-side asynchronously.

			To access client scripts, navigate to All | System Definition | Client Scripts, that opens the sys_client_script table. It is important to note that there are other categories of client scripts beyond Core UI scripts, such as Service Catalog client scripts, which we will cover in Chapter 9, Service Portal. This is why the client script module opens the form pre-filtered on the base client script class.

			By clicking New, the form for defining a new script opens. Like UI policies, you need to define the following:

			•  The name of the script.

			•  The table to which the script applies.

			•  The UI type (Desktop, mobile/Service Portal, or all).

			•  Whether the script is triggered on tables that inherit from the specified table.

			•  Whether the script is global or applies to a specific view.

			Specific to client scripts are:

			•  Description detailing what the script does.

			•  A list of messages, defined in the Message (sys_message) table, retrievable by getMessage('<message_name>’).

			•  The isolate script flag, set to true by default, preventing access to the DOM API and direct APIs like jQuery. Set it to false to enable such access, although not recommended from a maintainability perspective.

			•  The script type representing the event after which the script executes.

			•  The script itself.

			There are four main script types: onLoad, onChange, onSubmit, and onCellEdit. The first three apply to forms, and the last to list editing.

			Let us define an onLoad client script in our Playground:

			•  Name: Show message

			•  Table: My Table

			•  UI type: Desktop

			•  Type: OnLoad

			•  Description: Add new choice

			•  Script:

			function onLoad() {

			    g_form.addInfoMessage("Be careful on how you set fields");

			}

			Leave other fields at their default values. Notice the script field provides scaffolding when a script type is selected. g_form is  primary client-side API of ServiceNow representing the currently loaded form.

			Navigate to All | Playground | My Table, and you will see the message displayed upon form load.

			Client scripts control user experience dynamically, with common tasks, including the following:

			•  Showing, hiding, enabling, and disabling fields based on conditions.

			•  Validating data before form submission.

			•  Dynamically changing choice field options.

			•  Setting default field values.

			•  Performing real-time client-side calculations.

			•  Making fields mandatory under specific conditions.

			•  Displaying messages and alerts.

			•  Triggering server-side interactions (AJAX).

			•  Controlling form submission.

			An onChange script example involves making My string mandatory if My choice is Choice 2:

			•  Name: Set my_string mandatory

			•  Table: My Table

			•  UI type: Desktop

			•  Type: onChange

			•  Field name: My choice

			•  Description: Set my_string mandatory

			•  Script:

			function onChange(control, oldValue, newValue, isLoading, isTemplate) {

			    if (isLoading) {

			        return;

			    }

				

			    if (newValue === ‘2’) {

			        g_form.setMandatory(‘my_string’, true);

			    } else {

			        g_form.setMandatory(‘my_string’, false);

			    }

			}

			Selecting Choice 2 in My choice makes My string mandatory.

			To block submission, if My string starts with a, for an onSubmit script:

			•  Name: Block submission if condition occurs

			•  Table: My Table

			•  UI type: Desktop

			•  Type: onSubmit

			•  Description: Block submission if condition occurs

			•  Script:

			function onSubmit() {

			    if (g_form.getValue(‘my_string’).startsWith(‘a’)) {

			        g_form.addErrorMessage("Submission blocked: My string cannot start with ‘a’");

			        return false;

			    }

			    return true;

			}

			This script blocks submission if My string starts with a.

			The onSubmit scripts do not apply to list editing; for that, use onCellEdit, which accounts for cell editing specifics like multi-row editing. Cell editing is displayed in the following figure:
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Figure 3.10: List cell edit

			Go ahead and create a new client script with the following details:

			•  Name: Block submission in list view

			•  Table: My Table

			•  Field name: My string

			•  UI type: Desktop

			•  Type: onCellEdit

			•  Description: Block submission in list view

			•  Script:

			function onCellEdit(sysIDs, table, oldValues, newValue, callback) {

			    let saveAndClose = true;

			    if (newValue.startsWith(‘a’)) {

			        alert("Cell edit blocked: My string cannot start with ‘a’");

			        saveAndClose = false;

			        return;

			    }

			    callback(saveAndClose);

			}

			The onCellEdit script accepts multiple parameters. Let us break the following down:

			•  Sys IDs: An array of Sys IDs corresponding to the cell(s) being edited. For single-cell edits, this will be an array with one element. For multi-cell edits, all corresponding Sys IDs are passed to the script.

			•  Table: The name of the table being edited.

			•  Old values: An array of the old values stored in the cells. The same considerations as Sys IDs apply.

			•  New value: The new value being inserted. This is a single value, even in the case of multi-cell edits.

			•  Callback: The name of a callback function is called asynchronously. The function receives a parameter called save and close from the script template, a Boolean determining whether the edit succeeds or not.

			After saving this script, return to All | Playground | My Table. Try editing the My String field on any record by inserting a string such as a string. You will see a popup appear and the editing being blocked. However, if you try a different string like b string, the edit will succeed.

Client-side application programming interfaces

			Client-side scripting and API can be used in client-side objects such as UI policies, client scripts and UI scripts, as well as other objects that may have a client-side component such as UI actions (which we will cover in the next chapter as they are, primarily and despite their name, a server-side element).

			ServiceNow client scripts run by default in strict mode, meaning that editing the DOM directly or through libraries such as jQuery is forbidden. It provides the isolate script flag on the client script page that allows the disabling of that behavior on an individual script base.

			This is mostly provided for compatibility with existing customizations, but we recommend not going in that direction. You can use the vast set of APIs ServiceNow provides to access its client-side capabilities.

			A full reference of the client-side API is available at the developer site under Reference | APIs | Client. The major objects that compose the API are the following:

			•  GlideForm (g_form): This is an object automatically instantiated, that represents the currently open form. It contains several methods for getting and setting field values, showing messages, changing field properties, submitting the form, and more.

			•  GlideList (g_list): Same for lists.

			•  GlideUser (g_user): This is an object, also automatically instantiated, that represents the currently logged in user, so that no queries to the backend are required. It includes methods to get the username and user ID, as well as checking if the user has specific roles.

			•  GlideRecord: This API is used for database operations initiated on the client-side and it involves a call to the backend, called an AJAX call. It provides many of the capabilities of the server-side GlideRecord API, that we will cover in the chapter.

			•  GlideAjax: This API allows to call a server-side script include from the client-side and wait the response either synchronously or asynchronously. We will provide an example of it in the next chapter as well when we will cover script includes.

Advanced user interface elements

			ServiceNow offers additional UI configuration elements that, while not as commonly used, especially in scoped applications, are still important to be aware of, as they can prove useful in certain situations. They are as follows:

			•  UI pages [sys_ui_page]: These allow the creation of new pages for the Classic UI. When you provide a name for a UI page, the endpoint field is automatically defined, representing the URL where the page is accessible. For example, the endpoint for a page named MyPage would be /x_31018_playground_MyPage.do, which is a link relative to the instance URL. Defining a UI page requires knowledge of Jelly, a language that compiles into HTML, or direct HTML use. Jelly is a software maintained by the Apache Software Foundation (ASF) under Apache Commons (https://commons.apache.org/proper/commons-jelly/). While Jelly is a key component of the Classic UI, it is now mostly unused for configuration. However, you can still write your own Jelly for a UI page, or you can just use HTML. UI pages also allow defining a client script for the page and a processing script, which runs the server-side when the page is submitted. You will not use UI pages so often in practice, but they are a great place to understand how the Now Platform works.

			•  UI macros [sys_ui_macro] and UI formatters [sys_ui_formatter]: These work in tandem, where the formatter displays the content defined in the UI macro. Writing a UI macro requires similar knowledge of Jelly to define its content. A formatter is a form element. Formatters can be added to forms through the form layout or Form Design capabilities. When creating a formatter, you must enter the name of the UI macro it refers to, followed by .xml (which can be confusing), and the table name where the formatter will be used. It then becomes available in both the Form Layout and Designer.

			•  UI scripts [sys_ui_script]: These are libraries of functions for the client-side. They can be global in the global scope, but scoped applications only allow non-global UI scripts. UI scripts, sometimes associated with the extension .jsdbx, can be called from an HTML UI page with <script language="javascript" src="UIScriptName.jsdbx"></script>. They can also be included through a macro and a formatter in an existing form. UI scripts are useful for loading external libraries on the client-side, allowing their code to be used by ServiceNow scripts.

			It is also worth mentioning the process flow capability, an out-of-the-box formatter typically displayed at the top of a form, as shown in the following figure:
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Figure 3.11: Process flow formatter

			To configure process flows, navigate to All | System UI | Process Flow, which opens the Flow Formatters table [sys_process_flow]. In this table, you can configure each step of the process flow as an individual record by specifying the following:

			•  The table where the process flow should be available.

			•  The name, label and order of each step.

			•  The condition that triggers its activation.

			The Flow Formatters table is shown in the following figure:
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Figure 3.12: Process flow configuration

			Once configured, the Process flow is available in the form layout configuration as a formatter named Process flow.

Hands-on

			Let us proceed with some work on our Travel Safety application. As we did before, remember to switch from the Playground scope to the Travel scope using the scope picker. We will be undertaking the following two tasks:

			•  Configure list and form layouts for our two tables: Request and Company event.

			•  Create a UI Policy that makes the Company event field visible and mandatory if the Travel for event field is set to true and does the opposite when it is false.

			We will use the AES to perform the preceding tasks instead of the Core UI, so that we can familiarize with multiple interfaces that implement the same concepts. To configure the layouts, let us start with the company event table:

			1.	Open the AES by navigating to All | App Engine | App Engine Studio.

			2.	Select the Travel application.

			3.	In the App Home, under the Data section, click on the Company event table.

			4.	While on the Data tab, click on Manage columns.

			5.	Ensure that only the Name and Country fields are selected and arranged in that order (you can reposition the fields by drag and drop), as shown in Figure 3.13.

			6.	Apply these changes and click on Preview. This will open a new tab with the list view, where you can confirm that the Default view has been updated.

			7.	Close this tab for now.

			By following these steps, we will have successfully configured the list layout for the company event table in the Travel Safety application:
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Figure 3.13: Manage columns in AES

			To set up the form layout for the company event table, perform the following steps:

			1.	Go to the Forms tab to configure the form layout.

			2.	Ensure that the Default view is selected.

			3.	Choose a Two columns view for the layout.

			4.	Arrange the fields by placing the name on the left and country on the right in the main section, as illustrated in Figure 3.14.

			5.	Click the Save button to apply your changes.

			6.	To preview the form layout, click on the Preview button. This action will open a new tab showcasing the workspace component.

			7.	To view the form in the Core UI, click on the link labeled Open form in Platform. This will open another tab displaying the view in the UI16 interface.

			8.	Once you have reviewed the layouts, close all tabs except the App Home tab.

			By following these steps, you will have successfully set up and reviewed the form layout for the company event table in the Travel Safety application, both in the workspace component and the Core UI, as shown in the following figure:
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Figure 3.14: Form layout in AES

			Now, let us proceed with configuring the primary table for requests:

			1.	In the Data section, click on the Request Table.

			2.	Click on Manage columns.

			3.	Select the following columns: Number, Opened by, Approval, Travel type, Destination.

			4.	Apply changes.

			5.	Click on Preview to verify the list layout.

			Moving on to the Forms tab:

			1.	Remove all existing fields.

			2.	In the main section named Request, place the eight fields arranged in two columns:

			a.	Left column: Number, Travel start, Destination, Travel type

			b.	Right column: Approval, Travel end, Travel for event, Company event

			3.	Create a new section and name it Description with a one-column layout.

			4.	Add the Short description field to the new section.

			5.	Save the layout.

			6.	Click on Preview to verify the Workspace component.

			7.	Click on the Open form in Platform to verify the UI16 layout.

			8.	Close all tabs except for the App Home and the Request tab.

			Now, let us focus on the UI Policy:

			1.	While on the Request tab, click on Policies and Rules.

			2.	Click on UI Policy in the left menu.

			3.	Click +Add new policy.

			4.	In the Short description field, type Hide Company event and make optional if flag set.

			5.	Under the Advanced settings, ensure that Reverse if false is checked.

			6.	Under Where the conditions are met; select Travel for event is false.

			7.	In Do the following; click +Add to include a new field action.

			8.	Select Mandatory as false, Visible as false, Read only as Leave alone, and check Clear the field value.

			9.	Click on Update UI Policy. The configuration should resemble what is depicted in Figure 3.15.

			10.	Click on Save.

			By following these steps, you can configure the Request table and create a UI Policy for the Travel Safety application:
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Figure 3.15: UI Policy in AES

			Before we test the configuration, let us perform one more setup from the Core UI. Perform the following steps:

			1.	Navigate to All | System Definition | Application Menus and click on New.

			2.	Create a menu named Travel Safety and assign the roles x_31018_travel.admin and x_31018_travel.user. Click Save.

			3.	In the Modules related list, create the following three modules:

			a.	Module name: My Requests:

				i.	Order: 10

				ii.	Roles: x_31018_travel.admin and x_31018_travel.user

				iii.	Link type: List of records

				iv.	Table: Request [x_31018_travel_request]

				v.	Filter: Opened by is (dynamic) Me

			b.	Module name: Requests:

				i.	Order: 20

				ii.	Roles: x_31018_travel.admin

				iii.	Link type: List of records

				iv.	Override application menu roles: true

				v.	Table: Request [x_31018_travel_request]

				vi.	Filter: none

			c.	Module name: Company events:

				i.	Order: 30

				ii.	Roles: x_31018_travel.admin

				iii.	Link type: List of records

				iv.	Override application menu roles: true

				v.	Table: Company event [x_31018_company_event]

				vi.	Filter: none

			Save each Module and submit the Application Menu, you will successfully create an Application Menu and its associated modules for the Travel Safety application in ServiceNow. The configuration should appear as depicted in Figure 3.16:
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Figure 3.16: Application Menu configuration

			Next, in Company events, create a new record with the name Sales Kickoff and select the country Italy, as depicted in Figure 3.17:
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Figure 3.17: Company event record

			Afterward, navigate to All | Travel Safety | Requests and observe that the field Company events is not visible. If you check the Travel for event box, the Company events field becomes visible, and you can select Sales Kickoff, which is currently the only entry in the table. Save this selection. Then, uncheck and recheck the Travel for event box to confirm that the Company event field is now cleared:
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Figure 3.18: Application Menu creation

			You can review the work we have completed by navigating to All | App Engine | System Applications | Studio. There, you will find the new application files displayed, categorized under Forms & UI, Client Development, and Navigation.

Conclusion

			In this chapter, we have discussed some foundational concepts regarding the configuration of UI components in a new ServiceNow application. The different configuration elements that we covered range from pure no-code options, such as configuring menus and modules, to objects that are typically low-code but allow for scripting, such as view rules and UI policies, to elements that are inherently code-based, like client scripts and more advanced components. This diversity is a key characteristic of the Now Platform as a low-code development environment, offering a broad spectrum of development options where citizen developers and full-time developers can collaborate by working at different levels of configuration complexity. We will build upon these concepts in the subsequent chapters of the book.

			In the next chapter, we will delve into server-side configuration, adopting a foundational approach that will be essential for understanding more advanced topics later on.

Points to remember

			•  Lists, forms and views are the core components for displaying and interacting with data in ServiceNow. Lists show data in a tabular format, forms display details of individual records, and views customize how lists and forms appear.

			•  View configuration allows admins to customize layouts and settings of lists and forms, improving user experience and relevance for different use cases.

			•  ServiceNow client-side APIs abstract and simplify form and list manipulation without directly accessing the DOM, ensuring compatibility and security.

			•  Advanced UI components (like UI pages, macros, and formatters) allow complex interactions and visual flows, supporting use cases beyond standard forms and lists.

Multiple choice questions

				1.	Which type of field is used for dot-walking?

				a.	Many to many

				b.	List

				c.	Reference

				2.	client-side API represents the currently open form in ServiceNow?

				a.	sys_form

				b.	current

				c.	g_form

				3.	Which one is not a type of client script?

				a.	onLoad

				b.	onUpdate

				c.	onSubmit

Answers

				1.	c	

				2.	c

				3.	b

Key terms

			•  Application menus and modules: Organize navigation and content in the application, with modules defining specific content access.

			•  UI policies: Control field properties dynamically (e.g., mandatory, visibility, read-only) without code.

			•  Client scripts: Offer advanced client-side scripting capabilities, enhancing interactivity and control over UI.

			•  View rules: Allow automatic view selection based on conditions, enhancing user experience.








CHAPTER 4The Server-side


Introduction

			The server-side configuration of a ServiceNow application is an integral component of its overall setup, closely intertwined with the data model, and crucial for any subsequent automation processes. This chapter will explore the primary server-side configuration objects that are essential for the proper configuration of the application behavior.

Structure

			This chapter covers the following topics:

			•  Business rules

			•  System logging

			•  Background scripts

			•  System properties

			•  Script includes

			•  UI actions

			•  Server-side application programming interface

			•  Data policies

			•  Hands-on

Objectives

			This chapter aims to equip low-code developers working with ServiceNow with key server-side development concepts. This knowledge will enable them to structure applications more effectively, using the appropriate objects for various use cases and adhering to best practices.

Business rules

			ServiceNow server-side refers to all the configuration objects performing actions within the instance backend. We will begin by describing the most prototypical object for the server-side: business rules. While business rules do offer some low-code capabilities, it is important to note that core server-side objects can optionally involve code. Business rules can be found under All | System Definition | Business Rules. Upon accessing this list, you will encounter a plethora of records of the underlying sys_script table, representing the business rules in the system’s default configuration.

			Make sure to switch to the Playground scope to avoid interfering with the Travel Safety application we are developing. To create a new business rule, click the New button. In the form, you will see that business rules have a name and are associated with a table, which can be selected from all tables in the system. This selection can be made by filtering either by the label or the technical name through the type-ahead field. Let us select My Table [x_31018_playground_my_table] and name it My Business Rule.

			It is worthwhile to describe the simple form before we click on the Advanced flag. There are two main sections. The first one, When to run, specifies when the business rule will be executed. The second, Actions, outlines the actions that must be performed. In the When to run section, we can define the event that will trigger the business rule, choosing from the following four occasions:

			•  Insert: The business rule runs when a new record is inserted into the table for the first time.

			•  Update: The business rule runs when a record is updated.

			•  Delete: The business rule runs upon record deletion.

			•  Query: The business rule runs when a record is queried.

			In our new business rule, go ahead and select both Insert and Update.

			
				
					
				
				
					
							
							Note that if you do not select any option, the business rule will never run. This is a common oversight.

						
					

				
			

			The When to run section also allows you to specify a Filter Conditions field that determines a subset of records triggering the business rule. If no filter condition is specified, every record will trigger it; otherwise, only those matching the condition will. In our example, you might select a dummy condition like My choice is Choice 1.

			
				
					
				
				
					
							
							Note that there is also a Role conditions field, which allows you to select the role of the user who will trigger the business rule in the case of interactive modifications.

						
					

				
			

			The business rule should then appear as shown in Figure 4.1:
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Figure 4.1: Business rule

			Moving to the Actions section, we find the low-code configuration options. There are three different types of actions available, which are as follows:

			•  Set a field: Here, you can select any fields of the table or related tables accessible via dot-walking and set them to a specific value or the same value as another field.

			•  Add a message: This option allows you to specify an informational message to be displayed at the top of the form.

			•  Abort action: This stops the submission (insert/update) if a specific condition is detected. We will soon see that a low-code business rule runs in a Before mode, which is an option we can set in the Advanced mode.

			With this knowledge, you can click on the Advanced flag in the main section of the business rule form. You will notice an additional section called Advanced. This is not the only change. If you revisit the When to run section, you will see two additional options: a dropdown called When and an Order field.

			The When and Order fields allow you to control the exact moment in the record processing when the business rule is executed, significantly extending the range of use cases for business rules.

			The dropdown default value is set to Before, used by low-code business rules. Upon opening the dropdown, you will find the following four options:

			•  Before: This default option for low-code business rules is the most frequently used. The rule runs before the database action occurs, allowing intervention in the submission cycle, such as aborting it. Common use cases include data validation and setting default field values.

			•  After: This option means the business rule runs after completing the database action. They are helpful for operations that need to occur once the data is stored, such as triggering notifications, creating related records, or invoking external integrations. These rules do not directly affect the operation’s outcome since they run afterward, but they can modify the current record or perform actions based on the current operation.

			•  Async: Asynchronous business rules run in the background, not delaying the transaction that triggered them. They are beneficial for time-consuming operations that do not need to be completed immediately, like sending emails, generating reports, or other heavy processing tasks. This option improves performance and user experience by reducing wait times for end-users.

			•  Display: These business rules execute when a form is loaded in the user interface. Unlike other types of business rules that deal with data manipulation and logic execution in the database context, display rules manipulate the data or the form appearance before presenting it to the user. This can include pre-populating form fields, hiding or showing fields based on conditions, or dynamically changing options in choice lists. Display rules ensure users see relevant and appropriately formatted information, enhancing the user experience and enforcing business logic at the UI level. We will provide a specific example of display business rules, as they often involve a pattern using the so-called scratchpad.

			The other field to discuss is the Order field. The execution order becomes important when multiple business rules run on the same table, potentially interacting with each other. The order field allows setting the sequence in which business rules are evaluated. Lower numbers run first, and higher numbers run later. In our business rule, we will stick with the before option and set an order of 999, ensuring that the rule is evaluated later in the cycle, as shown in Figure 4.2:
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Figure 4.2: Business rule - When to run

			Now, let us discuss the Advanced section, which includes a Condition field and a Script field. In the Script field, you write the JavaScript code that will execute when the business rules conditions are met, providing full access to the ServiceNow server-side scripting API. This is the crux of the business rule, defining the actions that should be executed. The script can manipulate the current record, interact with other records or tables, call functions, and implement complex business logic. It has access to a predefined set of variables and APIs provided by ServiceNow. This allows it to read and modify the fields of the record (the current object), access the previous state of the record before the operation (the previous object, applicable for update operations), and use the g_scratchpad object to share data between server and client scripts.

			It is important to note that the Script field comes with a predefined scaffolding template. This template should not be altered as it provides a necessary structure and context for custom scripting within the Business rule. It is designed to ensure your script adheres to the best practices and integrates seamlessly with the ServiceNow platform’s capabilities. Maintaining this structure ensures that your business rule functions correctly and efficiently within the ServiceNow environment:

			(function executeRule(current, previous /*null when async*/) {

			 


			    // Add your code here

			 


			})(current, previous);

			The previous and current variables represent the state of the record before and after the update, respectively. It is very common to use current and slightly less common to use previous, which is particularly relevant in the case of updating a record.

			The Condition field allows further refinement of the circumstances under which the business rule executes. Essentially, it is a logical expression that evaluates to true or false based on the current state of the record and, in cases of updates, its previous state. This field utilizes the fields and values of the record to determine whether the conditions for running the business rule are met. For the moment, we will leave the Condition field empty. However, it is important to note that this field can store any logical expression that returns either true or false, using variables also available in the Script field. For example, a valid string for the Condition field could be current.active == true, indicating that the business rule should only execute if the Active field is flagged as true.

			For our playground business rule, we will use the following simple script:

			(function executeRule(current, previous /*null when async*/) {

			    current.my_string = "From business rule";

			    gs.addInfoMessage("My string has been modified");

			    gs.info("Business rule executed");

			})(current, previous);

			Let us save our business rule and try it out in our Playground app. Navigate to All | Playground | My Table and create a new record. Select My choice as Choice 1 (which was the filter condition of our business rule) and hit Save from the context menu.

			After saving, you will be redirected to the record, and will observe two effects of the business rule, as shown in Figure 4.3:

			•  The My String field has been modified to From business rule.

			•  An information message has been added at the top of the form:

[image: ]
Figure 4.3: Business rule execution

			The third effect is not visible on the form but involves a logging message sent by the command gs.info. Glide Server (gs) is one of the key APIs on the server-side, and gs.info is a method that sends an informational message to the system log.

System logging

			As we all know, logging is a particularly critical component of application development. ServiceNow provides a system-wide logging table that is very often used in any kind of troubleshooting. This log is accessible in the System Logs application by navigating to System All | Logs | System Log | All, or the related modules All, Warnings, and Errors. You can also navigate to the system log by typing syslog.list in the navigator filter, where Log [syslog] is the name of the log table.

			The log list shows the system-wide log messages. The default view of the Log table displays four fields:

			•  The Created field, with the timestamp of the log message. Of course, logs cannot be updated.

			•  The Level field, showing the kind of message (information, warning, error) corresponding to the methods gs.info, gs.warn, and gs.error.

			•  The Message field, containing a string field with the log message.

			•  A Source field, showing from which application or context the message is coming.

			Check if the Created field filters the list, and if not, click on it to show the most recent messages at the top of the list, where you should find the message coming from our business rule, as shown in Figure 4.4:
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Figure 4.4: System logs

			
				
					
				
				
					
							
							Note: The Source field for that message is the scope of the scoped application, for example x_31018_playground.

						
					

				
			

Background scripts

			When dealing with server-side scripts, it is sometimes important to test them without having to create new configuration objects. This is where the Scripts - Background capability becomes handy. This functionality is accessible through the navigator module All | System Definition | Scripts - Background and has been a part of ServiceNow for a long time.

			When you click on it, you are presented with an empty form, as shown in Figure 4.5. Since the Washington release, this form now includes a code editor with code linting and syntax highlighting. While analyzing the form, carefully consider the disclaimer message, Running freeform script can cause system disruption or loss of data. The power of scripts run as administrators in ServiceNow is almost unlimited, and they can cause irreparable damage to an instance. Use this feature with extreme caution:
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Figure 4.5: Scripts - Background

			At the bottom of the code editor, there is a button to Run script, which executes the code. Additionally, there is an option to select the scope in which you want to run the script. You then have a series of the following flags:

			•  Record for rollback?: Selected by default. This option records the changes made by the script to data, providing an option for rollback. If selected, you can navigate to All | Rollback & Recovery | Script Execution History, which will direct you to sys_script_execution_history.

			•  Execute in sandbox?: When selected, the script is executed in a segregated JavaScript environment, which prevents interaction with the instance data.

			•  Execute as scriptlet?: This option allows the script to be run as a scriptlet, without access to server-side APIs or objects.

			•  Cancel after 4 hours: Also selected by default. This cancels the execution of the script after 4 hours, although quota rules also enforce this.

			Additionally, at the very bottom of the page, if you want to verify the proper functioning of your script include, you can use a slightly modified version of the one-liner to call the logging method, like the following:

			new x_31018_playground.MyScriptInclude().log("Log from Script - Background");

			Executing this will result in a log entry similar to the one shown in Figure 4.6:
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Figure 4.6: Background script execution with script include

			Let us execute a script that affects the data. We can use the following code:

			var gr = new GlideRecord("x_31018_playground_my_table")

			gr.query()

			if (gr.next()) {

			    gr.my_text = "modified by Background - Script"

			    gr.update()

			}

			This script selects one record from our table, My Table, and changes its text. In this case, the script’s output is slightly different. After executing it, you should see a link stating, Script execution history and recovery available here, as shown in the following figure:
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Figure 4.7: Background execution affecting data

			If you click on that link, the log of the background script will direct you to the Script Execution History, as shown in Figure 4.8. Here, you will find a record of the script executed, which is useful if you wish to re-execute the script later. Additionally, there are two separate tabs: one displaying the result of the script (as shown in the console) and the other showing the affected record summary. This summary is presented in the form of an embedded report, which in this case, is quite straightforward. The following figure shows the script execution history:
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Figure 4.8: Script execution history

			If you wish to roll back the script execution, you can utilize the UI action available at the bottom of the form.

System properties

			System properties, accessible in the sys_properties table, are commonly used for configuring the behavior of applications on the Now Platform.

			
				
					
				
				
					
							
							Note: The sys_properties table is an exception to the typical naming convention in the core system, which usually uses singular names for entities. Remember this when navigating to the table using sys_properties.list.

						
					

				
			

			After entering sys_properties.list in the navigator filter, click New to create a new property. Provide a suffix for the property, such as my_property. This will be combined with the application scope to form the full property name, in this case, x_31018_playground.my_property. Properties enable you to specify the following:

			•  Description: For documentation purposes.

			•  Choices: Describing the possible options.

			•  Type: Choosing from several available formats.

			•  Value: The actual property value.

			•  An Ignore cache flag, indicating the property should not be cached.

			•  A Private flag.

			•  Optionally, read and write roles for the property.

			Keep all fields as default for our property except the following:

			•  Type: string

			•  Value: My value

			Then, save it. Properties can be retrieved server-side using the gs.getProperty() method. Test this by going to Background - Scripts and running the following code:

			gs.info(gs.getProperty(‘x_31018_playground.my_property’));

			We will revisit this method in the next section when discussing the AJAX script includes.

			System properties are cacheable elements, meaning the server stores their values in the cache to avoid repeated database queries. This is a performance measure, as property configurations are not expected to change frequently. To clear the server-side cache, execute the cache.do command in the navigation search field. However, be aware that retrieving cached values can temporarily impact performance, especially on a production system, so use this function judiciously.

Script includes

			Script includes in ServiceNow are server-side libraries that are particularly important for organizing code in scoped application development. It is crucial to understand how script includes function early on to maintain a well-structured application and to ensure the reusability of code components.

			To navigate to script includes, use the menu path All | System Definition | Script Includes, or type sys_script_include.list in the navigator filter. To create a new script, include, click on the New button while in the list view.

			As you will notice, creating a script include requires a Name. Enter MyScriptInclude, and observe how the API name is automatically generated, combining the scope name and the script include name with a dot. On my PDI, it is x_31018_playground.MyScriptInclude. Also, use the Description field to document the library’s purpose as a recommended best practice.

			There are two other important fields in the form. They are as follows:

			•  Accessible from: This field has two possible values. This application scope only, the default setting, defines a private library that is only usable within the current scope. All application scopes allows for creating a shared library that can be used across different scopes.

			•  Client callable: Unchecked by default. This option enables script includes to be called from the client-side, using an AJAX style. This represents a distinct use of script includes which we will discuss separately.

			The core of the script include is the script field. You will notice a scaffolded template structured as follows:

			var MyScriptInclude = Class.create();

			MyScriptInclude.prototype = {

			    initialize: function() {

			    },

			 

			    type: ‘MyScriptInclude’

			};

			This coding style can be categorized as a class pattern, where the script include is defined as a JavaScript class. While this is not the only style for coding script includes, it is the one recommended by ServiceNow. We advise adhering to this pattern unless there are compelling reasons to deviate.

			The template natively defines an initialize function, which is called before any invocation and can be used to initialize variables or functions required by other methods. To add a new method to the script, include, simply add a new function to the prototype object. For example, to modularize our logging method, possibly for reuse across different scripts in our application, we can add a log function like this:

			var MyScriptInclude = Class.create();

			MyScriptInclude.prototype = {

			    initialize: function() {

			    },

			    log: function(msg) {

			        gs.info("Logger: " + msg);

			    },

			    type: ‘MyScriptInclude’

			}; 

			The completed script include should appear as shown in Figure 4.9:
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Figure 4.9: Script include

			Now, you can attempt to modify the script of My Business Rule by utilizing the script include we have just created. Type the following code in the script field:

			(function executeRule(current, previous /*null when async*/) {



			    current.my_string = "From business rule";

			    gs.addInfoMessage("My string has been modified");

			    const logger = new x_31018_playground.MyScriptInclude();

			    logger.log("Business rule executed");

			 

			})(current, previous);

			Invoking a class-based script include requires constructing a new class and then calling the required method on that class. While this approach might involve typing more characters, it proves beneficial when the code is reused across your application or in multiple applications. However, if you are using the method only once in your script, you can consolidate the two steps into the following single line:

			new x_31018_playground.MyScriptInclude().log("My string has been modified");

			Client script includes behave differently as they can be invoked on the client-side. This enables a common pattern in web development known as AJAX (Asynchronous JavaScript and XML). For instance, if you create a new script include named MyAJAXScriptInclude, and you flag it as Client callable, it will modify the script template provided by ServiceNow. This is how an AJAX script include can be configured:

			var MyAJAXScriptInclude = Class.create();

			MyAJAXScriptInclude.prototype = Object.extendsObject(global.AbstractAjaxProcessor, {

			    getMyProperty: function() {

			        const my_property = gs.getProperty(‘x_31018_playground.my_property’);

			        return my_property;

			    },

			    type: ‘MyAJAXScriptInclude’

			});

			Now, we will explore a UI action that can invoke this script include from the client-side.

UI actions

			UI actions represent another key element of configuration in ServiceNow. While primarily server-side execution elements, their name reflects their interaction with the UI. UI actions are interactive functions on forms and lists, such as buttons, links, and context menu items. They execute scripts on the server-side and optionally on the client-side.

			To configure a new UI action, navigate to either All | System Definition | UI Action or All | System UI | UI Action. These paths highlight the dual nature of UI actions, leading you to the sys_ui_action table. Click the New button to create a new UI action for our Playground scope:

[image: ]
Figure 4.10: UI action form

			The UI action form, as shown in Figure 4.10, includes several fields. They are as follows:

			•  Name: The label of the UI element (button, link, or context menu item).

			•  Table: The table where the UI action is applied.

			•  Order: The display sequence of the UI action, among other elements.

			•  Action name: A scripting identifier is necessary if the action includes client-side code.

			•  Show Insert/Show update: Visibility of the UI action during record creation or update.

			•  Client: Indicates if the action includes client-side code.

			•  Visibility flags: These include Form button, Form context menu, Form link, List banner button, List bottom button, List context menu, List choice, and List link, determining where the UI action appears.

			•  Form style and list style: Dropdowns to select the appearance of the button in forms and lists, with options like Primary (Green), Destructive (Red), and Unstyled.

			•  Messages: Localized messages for client-side loading.

			•  Comments and hints: Additional information and pop-up hints.

			•  Condition: A JavaScript condition that determines the visibility of the UI Action.

			•  Script: This field defines the UI action’s behavior.

			Additionally, the following two form sections complement the UI action definition:

			•  Workspace: Determines if the UI Action is available in workspaces.

			•  Require roles: Specifies which user roles can see the UI Action.

			Let us look at some practical examples.

			We will start by creating a new UI action called My Button with the following parameters:

			•  Name: My button

			•  Order: 100

			•  Table: My Table [x_31018_playground_my_table]

			•  Show insert and show update: True

			•  Form button: True

			Leave the other fields at their default values. In the script field, you can use the following script:

			gs.addInfoMessage("Message from UI Action")

			action.setRedirectURL(current)

			
				
					
				
				
					
							
							Note: The UI action does not have any scaffolding template. 

						
					

				
			

			You can test your new UI action by navigating to All | Playground | My Table and opening any existing record in the list. The My button button will be visible in the upper right corner on the form. Upon clicking this button, a message stating Message from UI Action will appear at the top of the form, displayed against a blue background, as illustrated in Figure 4.11. This message is generated by the gs.addInfoMessage method, which can also be used to send warnings and errors. The button reloads the form, thanks to the action API, as shown in the following figure:
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Figure 4.11: UI action button

			If you remove the second line of the UI action script action.setRedirectURL(current), you will notice that, by default, the button returns to the list view after being pressed.

			UI actions have full access to the server-side ServiceNow API, so let us explore another example where the UI Action modifies the record itself. You can do this directly from the form view via the context menu by clicking on All | Configure | UI Actions. Here, you will find the UI action we previously created. To create a second UI action, click New and provide the following configuration on the UI action form:

			•  Name: My Link

			•  Order: 100

			•  Table: My Table [x_31018_playground_my_table]

			•  Show insert: false 

			•  Show update: true

			•  Form link: true

			Next, insert the following script:

			current.my_string = "Modified from UI Action";

			action.setRedirectURL(current);

			current.update();

			To test this second example, navigate to All | Playground | My Table and create a new record. In this new record, you will see that My button is present, but there is no link under Related Links. Enter something in the My String field, like Test UIA, and save the form without navigating away. After saving, you will notice a link labeled My Link under Related Links, as illustrated in Figure 4.12:
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Figure 4.12: UI action execution

			Clicking on this link will change the content of the string to Modified from UI Action, and the view will remain on the form, thanks to the action API.

			We now see a third example, where we demonstrate how to create a record in another table using a UI Action. Click again on the context menu All | Configure | UI Actions and create a third UI action with the following configuration:

			•  Name: My Action

			•  Order: 200

			•  Table: My Table [x_31018_playground_my_table]

			•  Form style: Primary

			•  Show insert: false

			•  Show update: true

			•  Form button, link, and context menu: true

			•  Condition: current.my_choice == ‘2’

			In this example, we make the UI Action available on all form options. Add the following script to create a new record in the related list:

			const grItem = new GlideRecord("x_31018_playground_my_item");

			grItem.initialize();

			grItem.parent = current.sys_id;

			grItem.name = "New related item";

			grItem.insert();

			action.setRedirectURL(current);

			To test this slightly more sophisticated UI Action, create a new record under All | Playground | My Table and name it Test Action. When you save it, you will not see any new action, as the My choice field is still set to --None--. Change it to Choice 2 and save again. Now, you will see a new button My Action alongside My button, displayed in blue as primary, and a link My Action following My Link (note: styling has no effect on Related Links). Furthermore, if you access the context menu of the form, after Save and Insert, you will find a new menu option titled My Action. Clicking on any of these options will create a new record under the related list My items, as depicted in the following figure:
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Figure 4.13: UI action affecting related list

			You should also see a message stating, Execute operation on API ‘GlideRecord.insert’ from where the scope ‘Playground’ was granted and added to ‘Playground’ cross-scope privileges. This is a one-time action for cross-scope configuration. To learn more, navigate to All | System Applications | Application Cross-Scope Access, which directs you to the table sys_scope_privilege. Filter by Source Scope equal to Playground, as illustrated in the following figure:
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Figure 4.14: Cross-scope privileges

			As you can see, access to the GlideRecord.update and GlideRecord.insert APIs for the Execute API operation has already been granted for the Playground scope to Global, and this is part of the application configuration.

			UI actions, as their name suggests, can function as both client-side and server-side objects. We will now configure a simple client-side action, which operates a bit differently. Go back to All | Playground | My Table and click on Configure | UI Action. Here, you can configure a new UI action as follows:

			•  Name: My Client-Side Action

			•  Order: 100

			•  Table: My Table [x_31018_playground_my_table]

			•  Show insert and show update: true

			•  Client: true

			•  List v2 Compatible: true

			•  List v3 Compatible: false

			•  Form button: true

			•  Onclick: onClick()

			Insert the following script in the Script field:

			function onClick() {

			    const msg = "My string is " + g_form.getValue("my_string");

			    alert(msg);

			    console.log(msg);

			}

			Notably, client-side UI Actions require a function callback, which must be passed in the Onclick field. It is important to pay attention to the function name; if there are multiple client-side UI actions on the same table, their names may conflict, so onClick might not be the best choice for complex tables. Also, note that client-side APIs, such as g_form, must be used. To test this UI action, navigate to All | Playground | My Table and open a record. When you click on the Client-side UI Action button, a popup will appear, as illustrated in Figure 4.15:
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Figure 4.15: Alert message

			The same message will also be visible in the browser’s console. If you are using Chrome, you can open it by selecting View | Developer | JavaScript Console from the browser menu. Similar options are available in other browsers.

			UI actions are, in fact, hybrid objects that can function on both the client and server-sides. They are commonly used for form data validation. The UI action is first invoked on the client-side, which then calls the UI action to be executed on the server-side through a function named gsftSubmit.

			To create a new UI action, use the following configuration:

			•  Name: My Hybrid Action

			•  Order: 200

			•  Action name: my_hybrid

			•  Table: My Table [x_31018_playground_my_table]

			•  Show insert and show update: true

			•  Client: true

			•  List v2 Compatible: true

			•  List v3 Compatible: false

			•  Form button: true

			•  Onclick: clientSide()

			In the script field, enter the following:

			function clientSide() {

			    if (g_form.getValue(‘my_string’)) {

			        gsftSubmit(null, g_form.getFormElement(), ‘my_hybrid’);

			    }

			}

			if (typeof window == ‘undefined’)

			    serverSide();

			function serverSide() {

			    current.my_string = ‘Hybrid’;

			    action.setRedirectURL(current);

			    current.update();

			}

			We recommend adhering strictly to this template for this type of configuration. The script initially calls the clientSide function, which validates that the my_choice field is set, and then invokes the gsftSubmit function with the action name, executing the server-side code. The check of the window object is crucial. This approach allows for more complex forms of validation to be encoded in the action.

			You can test the function by opening any record. If My choice is set and you click the My Hybrid Action button, the My String field will be updated to Hybrid. However, if My choice has been set (and saved) as --None--, clicking the My Hybrid Action button will trigger the validation to fail. This will display a red message at the top of the form, as illustrated in Figure 4.16:
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Figure 4.16: UI action abort

			Let us consider another client-side UI action that calls the client-side script include we previously defined, related to the AJAX pattern. Proceed by creating a new UI action with the following configuration:

			•  Name: Get Property

			•  Order: 300

			•  Table: My Table [x_31018_playground_my_table]

			•  Show insert and show update: true

			•  Client: true

			•  List v2 Compatible: true

			•  List v3 Compatible: false

			•  Form button: true

			•  Onclick: getProperty()

			Utilize the following script, which invokes the getMyProperty method from the client-callable script include. This retrieves its response and is particularly useful for fetching system properties on-demand that are not readily available on the client-side:

			function getProperty() {

			    var ga = new GlideAjax(‘x_31018_playground.MyAJAXScriptInclude’);

			    ga.addParam(‘sysparm_name’, ‘getMyProperty’);

			    ga.getXML(showProperty);

			}

			function showProperty(response) {

			    alert(response.responseXML.documentElement.getAttribute("answer"))

			}

			To test this configuration, open any record in My Table and click the Get Property button. This action will trigger a popup displaying My value, which represents the value of the System Property as shown in the following figure:
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Figure 4.17: Get property with AJAX or scratchpad

			The same outcome can be achieved using the Display Business Rule we previously set up, which assigns my_property to g_scratchpad:

			function getProperty() {

			    alert(g_scratchpad.my_property)

			}

			You can verify that this version of the Get Property UI action yields the same result as the previous AJAX-based one. The choice between a Display Business Rule and an AJAX call depends on performance considerations. A Display Business Rule runs every time a record is loaded, while GlideAjax triggers only when needed but may increase network calls.

			Another type of UI action is the List UI Action, which functions somewhat differently. These UI actions are typically designed to operate on selected records in a list. They require a client-side processing action to retrieve the sys_id of those records. Let us look at an example.

			To configure a new object, click Configure | UI Action on either the My Table form or list. Set it up with the following configuration:

			•  Name: My List Action

			•  Order: 200

			•  Action name: my_list

			•  Table: My Table [x_31018_playground_my_table]

			•  Show insert and show update: true

			•  Client: true

			•  List v2 Compatible: true

			•  List v3 Compatible: false

			•  List button: true

			•  List bottom button: true

			•  List context menu: true

			•  List choice: true

			•  List link: true

			•  Onclick: onClickForList()

			Then add the following script:

			function onClickForList() {

			    const sys_ids = g_list.getChecked().split(‘,’);

			    sys_ids.forEach(sys_id => alert(sys_id));

			}

			When you visit the My Table list view, you will notice that the button is now visible at both the top right and top left of the page. Additionally, there is a link under Related Links and a new option in the dropdown menu titled Actions on selected rows. If you select one or more items from the list, a sequence of alerts will be displayed, each showing the sys_id of the selected records, as shown in the following figure:
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Figure 4.18: List UI action

			This serves as the foundation for coding more complex behaviors. You can combine this pattern with server-side invocation using gsftSubmit() to integrate it with server-side scripting.

			
				
					
				
				
					
							
							Note: Typically, List UI actions do not function if no record is selected. However, they can be made operational by assigning an action name that begins with sys_verb.

						
					

				
			

Server-side application programming interface

			The ServiceNow server-side API encompasses specific objects that are integrated into the base JavaScript engine, providing the necessary context for the ServiceNow environment. This API is extensive, but our aim here is to give an overview of some of the most used objects. You can refer to the ServiceNow Developer site for comprehensive details on all objects.

			GlideRecord is a fundamental object in ServiceNow, representing the records within a ServiceNow table. We have already seen its usage in our previous code snippets. GlideRecord is versatile, enabling various operations on records, such as creation, querying, updating, and deletion. The most typical use case for GlideRecord involves querying tables, such as:

			const grUser = new GlideRecord("sys_user");

			grUser.addQuery("first_name", "STARTSWITH", "A")

			grUser.addQuery("last_name", "STARTSWITH", "C")

			grUser.query()

			while (grUser.next()) {

			  gs.info(grUser.getValue("name"))

			}

			
				
					
				
				
					
							
							Note: It is common to name GlideRecord variables as gr in examples found in documentation or forums. However, this practice is not recommended for production code due to potential conflicts, as multiple GlideRecord objects might be present in the same JavaScript context. Therefore, we prefer to use a more specific name like grUser.

						
					

				
			

			GlideRecord queries support several operators, including =, !=, >, >=, <, <= for numerical comparisons, and =, !=, STARTSWITH, ENDSWITH, CONTAINS, DOES NOT CONTAIN, IN, NOT IN, INSTANCEOF for string comparisons. By default, = is used for both numerical and string comparisons. If you are familiar with JavaScript, you will notice that GlideRecord operates similarly to iterators by providing a next() method.

			Executing this code snippet in the Scripts - Background section will produce an output resembling the following, which originates from the demo data:

			x_31018_playground: Audra Cantu

			x_31018_playground: Amelia Caputo

			x_31018_playground: Adela Cervantsz

			x_31018_playground: ATF Change Management

			x_31018_playground: Annabelle Coger

			Beyond specifying queries through the addQuery() and addOrCondition() methods, GlideRecord also supports so-called encoded queries. These are provided as strings, representing a more compact way to express conditions. The script can construct query strings before executing the query and can be combined with the addQuery functions. The result, when executed, is exactly the same:

			const grUser = new GlideRecord("sys_user");

			grUser.addEncodedQuery(‘first_nameSTARTSWITHA^last_nameSTARTSWITHC’)

			grUser.query()

			while (grUser.next()) {

			  gs.info(grUser.getValue("name"))

			}

			GlideSystem is another common API that provides several methods to get information about the system or provide basic services. Some common examples are gs.addInfoMessage() and gs.addErrorMessage(). As gs.getProperty() allows to read a system property, there is an equivalent method gs.setProperty() for setting a system property. GlideSystem also includes several methods for managing date and time, managing locale messages such as gs.getMessage(), getting the current session gs.getSession(), and getting information about the user, such as:

			•  gs.getUser() returning a GlideUser object.

			•  gs.getUserDisplayName() returning something like System Administrator.

			•  gs.getUserID() returning its sys_id, such as 6816f79cc0a8016401c5a33be04be441.

			•  gs.getUserName() returning admin.

			You have more, such as getFirstName(), getLastName(), getEmail(), getDepartmentID(), getCompanyID(), etc. As you can see, the ServiceNow API is extensive and a topic you will never stop learning about.

			GlideDateTime is another broad object that allows managing date and time and performing operations. To get the current value of the date and time, just use the following:

			var gdt = new GlideDateTime();

			gs.info("Object content: " + gdt);

			When executed in the Scripts - Background console, it will give you an output like this one:

			x_31018_playground: Object content: 2024-02-22 08:27:33

			The GlideDateTime object contains several vital methods for comparing, adding, and subtracting DateTime objects and managing time zones.

			GlideAggregate is another important object for performing aggregation activities on records, such as calculating averages, counts, grouping, getting maximum and minimum values, sums, and standard deviations.

			Here is an example of using GlideAggregate:

			var ga = new GlideAggregate(‘incident’)

			ga.addAggregate(‘COUNT’, ‘priority’);

			ga.groupBy(‘priority’);

			ga.query();



			while (ga.next()) {

			    var count = ga.getAggregate(‘COUNT’, ‘priority’); 

			    var priority = ga.priority;

			    gs.info(‘Priority ‘ + priority + ‘ has ‘ + count + ‘ incidents’);

			}

			When you execute that in Scripts - Background, you will get an output like the following, which also uses standard demo data:

			x_31018_playground: Priority 1 has 27 incidents

			x_31018_playground: Priority 2 has 4 incidents

			x_31018_playground: Priority 3 has 12 incidents

			x_31018_playground: Priority 4 has 5 incidents

			x_31018_playground: Priority 5 has 19 incidents

			If this is the first time you are using this query, you may also see messages about cross-scope records being created, which you must remember will create a record in your scoped application, like the following:

			Security restricted: Read operation on table ‘incident’ from scope ‘Playground’ was granted and added to ‘Playground’ cross scope privileges

			Security restricted: Execute operation on API ‘ScopedGlideAggregate’ from scope ‘Playground’ was granted and added to ‘Playground’ cross scope privileges

			We will learn more about application cross-scope access in Chapter 5, Application Security.

			
				
					
				
				
					
							
							Note: Similar considerations apply regarding the usage of ga. Although ga is a common abbreviation for GlideAggregate, you should refrain from using it in production code. This recommendation applies to every generic name for variables.

						
					

				
			

			GlideUser is another useful object that allows you to retrieve information about the current user and roles without having to rely on ad-hoc GlideRecord queries. A very basic example is as follows:

			const currentUser = gs.getUser();

			gs.info(currentUser.getID());

			It will print the sys_id of the currently logged-in user, for example, the admin user. Other methods are essential when writing conditions for ACLs, such as:

			•  getUserRoles() provides an array of roles explicitly granted to the user.

			•  getRoles() provides all roles the user has, including the ones inherited from other roles or groups.

			•  hasRole("role") is a true/false check for a specific role.

			•  getMyGroups() returns an array with the groups the user is part of.

			•  isExplicitMemberOf("group") checks for explicit membership.

			•  isMemberOf("group") checks for membership either explicitly or through parent relationship between groups.

			GlideSession returns information about the current login session. It is quite technical object, but can provide a deeper understanding of how sessions work, such as:

			•  getCurrentApplicationId(): the sys_id of the scoped application.

			•  getSessionToken(): The session token.

			•  getUrlOnStack(): The URL on the stack.

			•  isImpersonating(): If the user is currently impersonating another user.

			•  isInteractive(): If it is an interactive session.

			•  isLoggedIn(): If the user is logged in or is a guest user (like on the login page before having performed the log in).

			For example, if you execute the following:

			var session = gs.getSession();

			var token = session.getSessionToken();

			gs.info(token);

			You will get the following session token that makes your ServiceNow session possible:

			x_31018_playground: 1fae3c8193200210dcc7bc2efaba10230d7e165492d5d0e278d15460ecab6c9c95f78ff3

			The GlideSession API contains the following two methods:

			•  putClientData(key, value) to store data in the current session

			•  getClientData(key) to retrieve data from the current session

			These methods allow you to store and retrieve data from the current session. Although this data is volatile and is lost when the session is reset, it can allow you to remember choices and temporarily store preferences.

			Again, the server-side API is a very broad topic, and this section represents a rapid overview of it. We will cover more in the following chapters of the book. We recommend familiarizing yourself with the ServiceNow Developer site for technical details.

Data policies

			Data policies allow you to set read-only and mandatory fields on the server-side, much like UI Policies allow you to do it on the client-side. The reason for having both a client-side and a server-side version of these objects is that they serve different purposes. While the client-side is great for data validation, it does not provide the required guarantee for securing the data because, ultimately, it is under the control of the user and his browser.

			The configuration process for data policies is quite similar to what you do for UI policies. To create a data policy, navigate to All | System Policy | Rules | Data Policies or type sys_data_policy.list. When creating a data policy, it is necessary to provide the table name on which it applies. The creation form has several flags, such as:

			•  Inherit: If this holds also on tables that inherit from the selected one.

			•  Reverse: If false.

			•  Apply to import sets: If this applies also to import set tables.

			•  Apply to SOAP: If this applies to Simple Object Access Protocol web services.

			•  Use as UI Policy on the client: Data policies and UI policies closely mirror each other, and data policies can be used on the client-side as well.

			•  Short description: Use it as the name.

			•  Description: Use for documentation purposes.

			•  Conditions: The condition under which the data policy applies.

			You also have a flag to convert a data policy to the corresponding UI policy. Please keep in mind the different purposes of these objects. The data policy can be seen in the following figure:
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Figure 4.19: Data policy

			You can create your own data policy with the following specifications (see Figure 4.19):

			•  Short description: My Data Policy

			•  Flags: Keep the default values.

			Then, the configuration is done in the Data Policy Rule. We can create a data policy to specify that My String is mandatory in the database. You will notice that configuring the data policy is similar to the UI ones, with the read-only and mandatory conditions (as shown in Figure 4.20), except there is no visible condition, as this is purely related to the UI side:

[image: ]
Figure 4.20: Data Policy Rule

			This time, we will leave you an exercise to verify the functioning of the data policy.

Hands-on

			Now, we will create a simple server-side check for our Travel Safety application using the AES. Please remember to switch your scope to the Travel scope and open the Travel app from the All | App Engine | App Engine Studio interface.

			AES allows you to configure Business Rules in the data section. If you open the Request table, you have the option to configure policies and rules, which refer to both client-side and server-side configuration objects. In policies and rules, select Business Rules from the left sidebar. In the case of the table Request, as this is extended from Task, you will see many rules inherited from the sophisticated Task table, as shown in Figure 4.21. Let us go ahead to create our own business rule by clicking on the business rule list:
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Figure 4.21: AES Business Rules

			As you can see here, we fall back to the Classic UI in the new tab, demonstrating how the different user interfaces interplay in the Next Experience UI. So, you can simply click on the New button and create a business rule to welcome employees traveling for the Sales Kickoff, as displayed in the Figure 4.22. Refer to the following list:

			•  Name: Kick Off.

			•  Table: Request [x_31018_travel_request] (automatically set.)

			•  Advanced: false.

			•  Insert: true - Update, Delete, Query: false.

			In the When to run section:

			•  Company event is Sales Kickoff.

			In the Actions section, do the following:

			•  Set field values: Travel type To Internal

			•  Add message: True.

			•  Message: Thanks for traveling for Sales Kickoff. You can find more information in this Knowledge Base. You can also provide an HTML link by clicking on the Link button in the HTML editor:
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Figure 4.22: Business Rule Action

			This is a simple but welcoming Business rule that also ensures that the Travel type field is set to internal, which is important for the finance team.

			We can test this Business rule by going to the All | Travel Safety | Request module and adding a new request, flagging Travel for Event and selecting Sales Kickoff, selecting Travel start and Travel end dates, and leaving the Travel type field as --None--. By clicking Save, you will get the response provided in the following figure:
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Figure 4.23: Test of the business rule

			
				
					
				
				
					
							
							Note: The Travel type field has been set to Internal, and the informational message is displayed at the top of the form in HTML style.

						
					

				
			

Conclusion

			This chapter explained the reader primary server-side objects such as business rules, UI actions, script includes, and data policies, and how they can be used in configuring a ServiceNow application.

			In the next chapter, we will focus on server-side security features that we briefly touched on in this chapter, such as ACLs and cross-scope communication.

Points to remember

			•  Server-side configuration is essential for further automation.

			•  Some objects treated in this chapter provide hybrid server and client-side features such as UI Actions or can be converted to UI side objects, such as data policies.

			•  The server-side API is extensive; you can refer to the ServiceNow Developer site for detailed documentation.

			•  Be careful with any script run in the Scripts - Background console as they have full access to the system, especially when run as admin.

Multiple choice questions

				1.	Which one is not a type of business rule in ServiceNow?

				a.	Before

				b.	Display

				c.	Background

				2.	Which one is a When to run flag for a business rule?

				a.	Create

				b.	Read

				c.	Update

				d.	Delete

				3.	Which one is not a server-side API?

				a.	GlideUser

				b.	GlideServer

				c.	GlideRecord

Answers

				1.	c

				2.	c

				3.	b

Key terms

			•  Business rules

			•  UI actions

			•  Script includes

			•  Data policies 
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CHAPTER 5Application Security


Introduction

			This chapter delves into ServiceNow application security mechanisms, ensuring that applications perform efficiently while safeguarding sensitive data and operations. We will explore how access control lists (ACLs) govern data access and manage cross-scope communication for modular development. We will also introduce encryption techniques and the Key Management Framework (KMF).

Structure

			This chapter covers the following topics:

			•  Access control lists

			•  Application access

			•  Encryption and key management

			•  Hands-on

Objectives

			By the end of this chapter, you will understand how to implement and manage ACLs in ServiceNow, enabling secure access to data and functionalities. You will also learn how to handle application access securely using cross-scope and request caller access policies. Additionally, you will gain knowledge of encryption techniques and their application within ServiceNow to protect sensitive data. Finally, you will explore the KMF and its critical role in securing encryption keys within the platform.

Access control lists

			ACLs are the cornerstone of application security in ServiceNow, governing who can access what data and under what conditions. ACLs are evaluated every time a user attempts to access a resource, ensuring that only authorized personnel can view or manipulate data.

			An ACL in ServiceNow is a rule that matches an object (like a table, field, or script) and a set of permissions (create, read, write, delete, execute, and more). When a user tries to perform an action, the system checks the ACLs to determine whether to allow or deny the action.

			You can access ACLs in multiple ways:

			•  From the table definition: For example, if you click on Configure | Table on the My Table list, you will see Access Controls as a related list of the table definition.

			•  From the list view of a record: For example, if you go to All | Playground | My Table and open any of the existing records, you can click on Configure | Security Rules. This will open the ACLs for the current table, as well as the inherited ACLs.

			•  From the navigator menu: Navigate to All | System Security | Access Control (ACL). This will open the system-wide ACL table called Access Controls [sys_security_acl].

			With the first method, you can open My Table in the Playground scope and see that there are already four ACLs granting full access to the role my_table_user, created at the moment of the table’s creation, as displayed in the following figure:
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Figure 5.1: Access Controls

			Now, let us analyze more in detail the structure of an ACL record. Navigate to the system-wide Access Control table via All | System Security | Access Control (ACL). You will see that on this table there is no New button. The reason is that, in order to work with ACLs, you need to use the role security_admin. This role is special in the sense that if you want to acquire it, you need to elevate your privileges by clicking on the user and selecting Elevate role, as shown in Figure 5.2:
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Figure 5.2: Elevate role

			A dialog window will appear where you can flag security_admin and click on Update, as shown in the following figure:

[image: ]
Figure 5.3: Security admin selection

			At that point, you will see the New button on the Access Control table. Click on it. The structure of the ACL record, with reference to the main part of the form, is represented in Figure 5.4:
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Figure 5.4: Access Control record

			The first field of the form is the Type of the ACL. You have multiple types depending on the object to which you want to apply the ACL, but the one you will use most often is the record type.

			The second field is the Operation that the ACL allows or denies. The most common use of ACLs is for controlling CRUD operations on records, so those are the most frequent types. For scripting/automation objects, you will sometimes deal with the Execute operation. Other types, like the list_edit operation, are related to UI elements.

			The Decision Type field can have two different values: Allow If or Deny Unless. This field was added to ServiceNow ACLs in the Quebec release to enhance the granularity and flexibility of access conditions. Traditionally, ServiceNow ACLs have been considered allow rules, where the platform starts by denying access, and ACLs work with modus ponens, defining who can do what. With the introduction of the Decision Type field, ServiceNow developers can now create ACLs that explicitly deny access using modus tollens.

			The flag Admin overrides, which follows in the standard Default view of the ACL form, indicates whether admin profiles also obey the ACL definition or override it entirely, effectively disregarding the ACL. It is important to note that while the admin role can always assign additional roles to itself and bypass ACLs from a security perspective, how this flag is set determines what the admin role can actually see in the table.

			The effective behavior of the ACL is controlled by the Name field, which is a specific field type called Composite Name, mostly used in ACL definitions. The field is composed of two dropdowns. For records, the first dropdown selects Tables in the system, while the second can select either:

			•  An empty string: The ACL refers to the entire record.

			•  A specific field: The ACL refers to a specific field of the record.

			•  The asterisk (*): The ACL refers to all fields of the record, which is required for specific configurations.

			The Applies To field of the ACL specifies, through a classic condition field, which records of the form the ACL applies to.

			The Conditions section of the ACL form allows specifying who can access the entity to which the ACL applies.

			Let us configure an example ACL by using the deny feature on top of the existing ACL that grants full CRUD access. We will deny Create, Update, and Delete access to users with the role x_31018_playground.readonly, which we need to create specifically for this exercise, as shown in the following figure:
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Figure 5.5: Read-only roles

			Configure the main part of the ACL form in the following way:

			•  Type: record

			•  Operation: read

			•  Decision Type: Allow If

			•  Admin overrides: true

			•  Name: My Table [x_31018_playground_my_table].<empty>

			•  Advanced: true

			After this, hit submit. A modal titled Empty ACL - Select Role or Security Attribute will show up, as displayed in Figure 5.6, asking to select either a role or a security attribute. We will see in a moment what a security attribute is. Select the role we just created x_31018_playground.readonly, and click OK, as shown in Figure 5.6:
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Figure 5.6: Select role or security attribute

			In the Condition section of the ACL form, shown in Figure 5.7, the read-only role now will appear as selected in the embedded list Require role:

[image: ]
Figure 5.7: ACL Conditions

			Require roles explicitly specify the roles who have access right to the ACL. This list points to the table sys_security_acl_role that acts as a many-to-many table between ACLs and roles.

			When you click Submit, the popup window will inform you of the creation of the new read role, in addition to the existing read role for the default table role x_31018_playground_my_table, as shown in the following figure:

[image: ]
Figure 5.8: Security rule verification

			Explicit role selection is often sufficient to specify access conditions to tables, but more sophisticated use cases may require either Security Attribute Condition, Data Condition, or a Script Condition, which is editable only for advanced ACLs. Hit Continue to confirm:

			•  Security Attribute Condition are access control criteria based on metadata tags or attributes assigned to records or fields, classifying the sensitivity or handling requirements of the data. They enable administrators to enforce security policies by allowing or denying access based on the security classification of data, such as confidential, internal use only, or public. When defining an ACL, you can specify Security Attribute Condition to check for specific security attributes (for example, Confidential = true) on a record or field, ensuring that only users with the appropriate clearance can access sensitive information. An existing Security Attribute Condition is stored in the Security Attribute table [sys_security_attribute], while a local one refers to an attribute that is specific to the current record being evaluated (such as a field value). See the following figure:
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Figure 5.9: Security Attribute Condition

			•  Data Condition are access control criteria based on the actual data within a record’s fields, allowing access decisions to be made based on specific field values. They allow for granular control by permitting or restricting access to records when certain data conditions are met, such as a record’s status, category, or ownership. In an ACL, you can set Data Condition using the condition builder to specify that access is granted or denied when fields meet certain criteria (e.g., status == Active), enabling context-sensitive security policies. See Figure 5.10:
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Figure 5.10: Data Condition

			•  Script Condition are custom server-side JavaScript expressions used in ACLs to define complex logic for access control that cannot be achieved through standard conditions alone. They provide flexibility to implement advanced security checks, such as validating user roles, groups, and relationships or performing calculations to determine whether a user should have access. Administrators can write scripts within an ACL’s script field using the current object (representing the record) and gs object (providing system functions) to execute dynamic checks (e.g., gs.hasRole(‘admin’) && current.priority == 1), allowing for sophisticated access control mechanisms.

			
				
					
				
				
					
							
							Note: Script Conditions have to be evaluated carefully from a performance perspective as they are executed every time a record is accessed.

						
					

				
			

				To test our simple role-based condition, you will need to create a user and assign it the role x_31018_playground.readonly. Let us say the name of the user is also readonly. Then, impersonate the user as displayed in the following figure:
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Figure 5.11: Impersonation

			The Playground menu will not be visible to the readonly user unless you set the privileges of the Application Menu or Module to include the readonly user, but you can always test the read access by typing x_31018_playground_my_table.list in the navigator menu. You will be able to see the list of records, but the New button is not going to be visible. You can also click on any record to open it, but all the fields will be grayed out. Remember to end impersonation before moving on.

			
				
					
				
				
					
							
							Note: The configuration of ACLs can become increasingly complex when you want to configure the behavior of individual fields of a table. In that case, field-specific ACL, as well as the use of the catch-all * are required in order to define more complex configurations.

						
					

				
			

Application access

			While ACLs deal with access from users to records in tables and other entities, application access deals with access from one application to another, typically via a script. Application access is an essential capability for a platform that allows scoped application development, like the Now Platform.

			We will cover two complementary aspects of application access: Cross-Scope Access and Restricted Caller Access.

			•  Cross-Scope Access works on the source application originating the request, defining which target objects are allowed under another application. They represent a form of outbound guard from the perspective of your app.

			•  Restricted Caller Access works on the target application receiving the request, defining which sources are allowed. They act as inbound guards for the application under which you are creating them.

			Both Cross-Scope Access and Restricted Caller Access reside under the scope they are safeguarding. Their definitions are quite symmetrical in terms of outbound and inbound protection. The source object is typically a script associated with a configuration object. The target object can be either a component of the data model, such as tables and fields, a library, or a system event. The operation is the activity that the source object is trying to perform on the target object. The overall architecture is depicted in Figure 5.12:
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Figure 5.12: Application access architecture

			The definition of outbound application access (Cross Scope Policies) starts on the Custom Application table [sys_app], under the part of the form labelled Design and Runtime, with the dropdown called Runtime Access Tracking, shown in the next figure:
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Figure 5.13: Design and Runtime configuration

			The options for Runtime Access Tracking are:

			•  None: Authorizes all access requests to cross-scope resources without logging, allowing free interaction between applications, as long as the targeted table-level permissions permit.

			•  Tracking: Logs all access requests, which are automatically put in an Allowed state if table permissions permit, ensuring full visibility and automatic object creation during the development phase without intervention.

			•  Enforcing: Requires explicit administrative approval for each access request. The administrator must move the access request from Requested to Allowed. This option provides the highest level of control but can slow down development if multiple approvals are required. It is the most suitable mode for production.

			
				
					
				
				
					
							
							Note: The Restrict Table Choices flag defines whether cross-scope tables are available during design-time activities. When enabled, only tables within the same application scope are available for selection by developers, preventing inadvertent dependencies on tables from other application scopes (e.g., creating a business rule based on a table from another scoped application).

						
					

				
			

			Inbound protection configuration is done on the target object. For example, target table-level permissions refer to the configuration of the table that is the target of the request. These permissions are defined in the Application Access section of the sys_db_object record, as shown in Figure 5.14:
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Figure 5.14: Application access configuration

			The configuration for tables is the most sophisticated. Accessible from allows two choices:

			•  All application scopes, enabling cross-scope access.

			•  This application scope only, practically disabling it.

			The table also defines different Caller Access levels, depending on how open the inbound cross-scope communication is. The levels are:

			•  None: Denies all cross-scope calls to the resource unless explicitly allowed by other settings.

			•  Caller Tracking: Automatically approves all cross-scope requests but logs each one. This mode allows smoother development while retaining a record of all access attempts, as Restricted Caller Access records are automatically created in the Allowed state.

			•  Caller Restriction: Requires manual approval for each cross-scope request. Requests are tracked in the Restricted Caller Access table with a status of Requested and must be moved by the administrator to the Allowed state. This provides a high level of control over resource access.

			The level of access granted to the table is controlled by the following flags:

			•  Can read: Specifies if records from the table can be read by scripts in other applications. This provides runtime protection and ensures external applications only access data as explicitly allowed.

			•  Can write: Determines if data modifications can be made by other applications. This option requires Can read to be enabled, providing a hierarchical approach to permissions.

			•  Can create: Grants permission for cross-scope scripts to create new records in a table. Again, Can read must be enabled.

			•  Can delete: Allows for records in the table to be deleted by scripts from another scope, but only when reading is enabled.

			•  Allow access to this table via web services: This setting determines whether the table can be accessed through web services such as REST, SOAP, or JSON API. Enabling this option allows inbound web service queries to access the table, provided the user has the necessary permissions.

			•  Allow configuration: Specifies whether other applications can create configuration records that extend or modify the table’s behavior. For example, enabling Allow configuration allows other application scopes to create items like business rules, UI actions, or client scripts on the table.

			Tables are not the only target objects subject to Restricted Caller Access. The list includes business rules, UI actions, script includes, scheduled scripts, workflow activities, service portal widgets, ACLs, record producers, inbound email scripts, flow actions, flows, UI pages, relationships, plus some more exotic objects. The access rights may depend on the individual type of object, for example, Execute API for script includes and Write only for events.

			Cross-Scope Policies and Restricted Caller Access provide a robust and highly configurable mechanism that allows for both coarse and granular application access. The high level of combinatorial configuration requires careful planning during application security design. To appreciate the details of this configuration, we will cover a practical example in the Hands-on section of this chapter, allowing inter-scope communication between our Playground and Travel Safety apps.

Encryption and key management

			ACLs and application access are two very important and foundational topics in application security. Before moving on to the Hands-on section, we want to touch upon encryption and the KMF.

			Encryption is the process of converting readable data (plaintext) into an unreadable format (ciphertext) to ensure that only authorized parties can access it. ServiceNow provides a robust system to secure sensitive data using a combination of encryption techniques and advanced key management tools.

			Several types of encryption are used, like the following:

			•  Full disk encryption (FDE): This method encrypts the entire storage system, so all data on the disk is protected. It is especially useful for safeguarding against physical threats, such as if someone were to steal a server or storage device.

			•  Column Level Encryption (CLE): This is more granular and focuses on specific data fields. It uses role-based permissions to control who can see encrypted data. For example, sensitive columns like social security numbers or financial information can be locked down so only certain roles have access.

			•  Cloud Encryption: As data is stored in the cloud, it is encrypted at the database level using block encryption techniques. The system also includes advanced key management to ensure that encryption keys are securely handled.

			•  Edge Encryption: Data is encrypted on the customer’s side before it is sent to the cloud. This ensures that even during transfer, the data is fully protected and encrypted at rest once it reaches the cloud.

			Managing these keys is a complex but necessary process, and this is where the KMF comes in. On your PDI, to access KMF, you can first define the administration role by navigating to All | Key Management | Key Management Administration, as shown in the following figure. Then, after logging out and back in, the Key Management menu will be visible, as in the following figure:
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Figure 5.15: Key Management Framework

			KMF ensures that all cryptographic keys—whether used for encryption, decryption, or signing—are securely managed throughout their lifecycle. This lifecycle management follows best practices outlined in the NIST 800-57 standards for cryptography.

			The framework handles everything from key generation and use to rotation and revocation, making sure that sensitive data always stays protected. Here is how some of its key features work:

			•  Key lifecycle management: KMF tracks keys from creation through use and eventual expiration. Keys can be rotated (replaced with new ones) or revoked (made inactive) when necessary. For example, if a key is compromised, it can be revoked immediately, ensuring that any data encrypted with it remains secure.

			•  Symmetric and asymmetric cryptography: KMF supports both symmetric encryption (using the same key to encrypt and decrypt data) and asymmetric encryption (using a public key to encrypt and a private key to decrypt). Symmetric encryption is faster, making it ideal for bulk data, while asymmetric encryption is commonly used for things like digital signatures or secure key exchanges.

			•  Monitoring and health checks: KMF can monitor the health of encryption keys and operations in real-time. If any issues arise—like if a key is improperly configured or expired—the system can alert administrators to take corrective action.

			•  Importing keys: In addition to generating its own keys, the platform allows users to import external keys, whether symmetric or asymmetric. This is useful for organizations that need to maintain control over their encryption materials, such as those with strict regulatory requirements.

			KMF also offers features that ensure cryptographic operations are customizable for different needs, like:

			•  Key rotation: One of the best ways to ensure ongoing security is to rotate encryption keys regularly. KMF supports both manual and automatic key rotation, allowing organizations to minimize the risks of key exposure over time.

			•  Role-based access: Security is only as strong as the controls around it. In KMF, access to encryption and decryption operations is strictly controlled through role-based access policies. Only authorized users with the proper roles can perform certain actions, which ensures that sensitive operations are tightly controlled.

			•  Envelope encryption: To make the entire encryption process even more secure, the platform uses envelope encryption. This method means that keys themselves are encrypted by other keys in a multi-layered fashion. For instance, customer data encryption keys (CDEKs) are encrypted by instance-level keys, which are themselves protected by root keys stored in a secure hardware module.

			KMF also uses cryptographic modules. These modules allow users to define specific cryptographic operations, like which encryption algorithm to use, what key size to select, and how to configure encryption for particular use cases. For example, you might create a cryptographic module specifically for securing HR data using AES encryption with a 256-bit key.

			Once a module is created, it also supports key lifecycle management, allowing administrators to generate and rotate cryptographic keys as needed. Additionally, module access policies can be set up to control whether data can be encrypted or decrypted based on user roles or application scopes. This ensures that only authorized individuals or systems can perform these sensitive operations.

Hands-on

			The functioning of application access, as a combination of Cross-Scope and Restricted Caller Access, is key to managing inter-scope communication. This hands-on section will be a little different from the previous ones, as we will maintain the scope of our Playground application and assume that we want to target a remote table (resource) of the Travel Safety application from this application.

			We will trigger a cross-scope request from the Scripts - Background console. For example, let us say our Playground app wants to create a record under the Travel Safety application. Execute the following steps:

			1.	Navigate to Scripts - Background.

			2.	Copy the following code into the console:

			   var gr = new GlideRecord("x_31018_travel_request")

			   gr.initialize()

			   gr.short_description = "cross scope"

			   gr.insert()

			3.	Ensure that the In scope field is set to x_31018_playground.

			4.	Click Run.

			The execution of this snippet should return the following message:

			Security restricted: Create operation on table ‘x_31018_travel_request’ from scope ‘Playground’ was granted and added to ‘Playground’ cross-scope privileges.

			Verify the creation of the cross-scope record in status allowed in the Cross-Scope Privilege table through the following steps:

			1.	Navigate to All | System Application | Application Cross-Scope Access or type sys_scope_privilege.list in the navigator menu.

			2.	Identify the last record created with the Application field equal to Playground, shown in the following figure (add the field to the personalized list view by clicking on the gear icon, if needed):
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Figure 5.16: Cross Scope Privilege

			If an admin approval was required, the status would have been set to Requested and either allowed or denied manually by an administrator.

			Since the Playground application has Runtime Access Tracking set to Tracking, which is the default value upon creation, the cross-scope record is created directly in the Allowed status. If Runtime Access Tracking was set to None, the record would not have been even created, while with Enforced, an administration approval would have been required.

			Also, because the Travel Request [x_31018_travel_request] table -the target of the script- has Caller Access field under the Application Access section set to None, which is the default value upon table creation, the access is granted to the target object without even creating the Restricted Caller Access record.

			To proceed with the exercise:

			1.	Go to the table definition for Travel Request

			2.	Switch the Caller Access field to Caller Tracking, by clicking on: To edit this record click here on the blue banner message, shown in Figure 5.17.

			3.	Save it.
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Figure 5.17: Travel Request table configuration

			Run the script in Scripts - Background again, ensuring it runs in the Playground scope. You should see the following message:

			Security restricted: Unable to identify source of the Create operation on table ‘x_31018_travel_request’ from scope ‘Playground’. No Restricted Caller Access privilege records were created. The operation was allowed because target resource Restricted Caller Access policy is set to ‘Tracking’, but will be blocked with the ‘Restricted’ policy. Please contact the application admin.

			This happens because Scripts - Background is not considered a valid source to create a Restricted Caller Access record. In the Travel Request table, you should see both records created, as displayed in the following figure.
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Figure 5.18: Travel requests created

			To test the creation of a Restricted Caller Access policy, you can create a script included under the Playground scope:

			1.	Navigate to All | System Definition | Script Include.

			2.	Click New and name the new script include Test (verify that the API name field is automatically set to x_31018_playground.Test).

			3.	Copy the following script in the Script field and click Submit:

			var Test = Class.create();

			Test.prototype = {

			    initialize: function() {

			    },

			    testRCA: function() {

			        var gr = new GlideRecord("x_31018_travel_request");

			        gr.initialize();

			        gr.short_description = "cross scope 3";

			        gr.insert();

			    },

			    type: ‘Test’

			};

			Then:

			1.	Navigate to All | System Definition | Scripts - Background

			2.	Run the following command:

			new x_31018_playground.Test().testRCA()

			You will see that a third request has been created in Travel Requests and under All | System Application | Restricted Caller Access, a new record has been created, as shown in Figure 5.19:
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Figure 5.19: Restricted access privilege record

			This record is auto-approved, as the Travel Request Caller Access status is set to Tracking, so the status field is marked as Allowed. Also, note that the Restricted Caller Access Privilege is a configuration object of the target application, Travel, not the source application, Playground.

Conclusion

			In this chapter, we examined the powerful capabilities of application security in the ServiceNow platform. This included in-depth discussions on ACLs and cross-scope communication, as well as an overview of data encryption and the KMF. By mastering these mechanisms, developers can ensure their applications not only meet performance demands but also adhere to stringent security standards. In the next chapter, we will explore ServiceNow core automation capabilities to automate work on the Now Platform.

Points to remember

			•  ACLs: These are essential for managing user access to records and fields within applications, providing granular control over CRUD operations.

			•  Cross-Scope communication: This allows applications in different scopes to communicate securely, governed by application access permissions.

			•  Encryption techniques: Various encryption techniques, such as FDE, CLE, and Edge Encryption, help secure data at rest and in transit.

			•  KMF: KMF ensures secure key management throughout the lifecycle of cryptographic keys, supporting both symmetric and asymmetric encryption.

Multiple choice questions

				1.	Which of the following is not a type of ACL Condition?

				a.	Security Attribute condition

				b.	User Condition

				c.	Data Condition

				2.	Which one is a state of a Cross-Scope record?

				a.	Tracking

				b.	Enforcing

				c.	Both

				3.	What is the catch all symbol for ACLs?

				a.	+

				b.	*

				c.	**

Answers

				1.	b

				2.	c

				3.	b

Key terms

			•  Access control lists: Security rules that govern user access to ServiceNow data.

			•  Cross-Scope: Policies to manage the outbound interaction between an application and other scoped application.

			•  Restricted Caller Access: Policies to manage the interaction between an application and other scoped application.

			•  Key Management Framework: Framework that manages the lifecycle of cryptographic keys. 
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CHAPTER 6Core Automation


Introduction

			This chapter introduces core automation techniques of the Now Platform that facilitate the development of low-code applications. While the Now Platform offers an extensive toolset for automation capabilities, the techniques described in this chapter represent an essential toolset for a ServiceNow developer. The chapter touches on traditional workflows, although the Flow Designer and related topics will be covered in Chapter 7, Flows.

Structure

			This chapter covers the following topics:

			•  Scheduled jobs

			•  System events

			•  Email notifications

			•  Inbound emails

			•  Surveys and assessments

			•  Data import

			•  Data source

			•  Data exports

			•  Workflows

			•  Hands-on

Objectives

			This chapter will equip the reader with essential automation capabilities for developing any ServiceNow application. While these capabilities are part of the essential toolbox for low-code developers, they often require some knowledge of ServiceNow backend scripting with JavaScript, especially in their advanced forms.

Scheduled jobs

			Scheduled jobs are a critical component of a ServiceNow application that enables background processes to run in the context of an application. Scheduled jobs can run any server-side scripts and access all ServiceNow APIs. To create a new scheduled job, navigate to All | System Definition | Scheduled Jobs. This brings you to the Scheduled Job [sysauto] table, the Scheduled Job definition. Click New. You are then presented with an Interceptor, as displayed in Figure 6.1, a screen allowing you to choose between different types of scheduled job creation:
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Figure 6.1: Scheduled jobs interceptor

			Select Automatically run a script of your choosing, which brings you to the Scheduled Script Execution [sysauto_script] table, which extends from Scheduled Job. The form for Scheduled job execution, requests the following information:

			•  Name: A name for the scheduled job.

			•  Active: A flag that allows you to turn the job on or off.

			•  Conditional: A flag that adds a Condition field to the form, allowing you to define a prerequisite that must be satisfied for the execution of the script

			•  Run: A choice field that defines the frequency of execution for the job. It allows the following options: Daily, Weekly, Monthly, Periodically, Once, On Demand, Business Calendar (Entry Start), and Business Calendar (Entry End). Depending on the option, specific fields will appear that allow you to specify the time of the day, the day of the week, or the day of the month. Many options are self-explanatory, while others may require additional explanation. For example, if you set Periodically, you are requested to specify a repeat interval in Days, Hours, Minutes, and Seconds. Once allows you to specify a DateTime field with a unique execution time. Business Calendar (Start or End) allows you to specify a Business Calendar record that is used to identify the execution time for the job, either at the beginning or at the end of each segment. On Demand is also very useful for creating jobs that can be triggered through a script.

			•  A script field that contains what the job is going to execute.

			It is important to note that a job does not allow variables to be passed to the script execution, so any form of variability must be considered in the code.

			Let us create an example job. Give it a name like “My Scheduled Job,” and set it for On Demand execution. In the script field, you can put:

			gs.info("Log from Scheduled Job");

			Then, hit Save. Your scheduled job should look like Figure 6.2:
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Figure 6.2: Scheduled script execution

			You can run this scheduled job in two different ways. First, just hit the Execute Now button on the form. When you do that, you are redirected to the Scheduled Jobs list (this is the default behavior). If you go to All | System Logs | System Log | All and filter by our Playground application, you will see the job execution log. Including appropriate log information is the best way of monitoring the log execution, as displayed in Figure 6.3:
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Figure 6.3: Scheduled job system log

			If you now change the trigger of this job to a time-based criterion, you will have a job that runs recurrently.

			Let us also look at another scheduled job type: scheduled entity generation [sysauto_template]. In the interceptor screen, you can access this table by clicking on the option Automatically generate something (a change, an incident, a CI, etc.) from a template. This type of scheduled job contains the same fields: Name, Conditional, and Run. Set the Name as My Scheduled Entity Generation and Run as before. In addition to that, instead of requiring you to write a script, the form allows you to select a template from the template table. If you open another tab and go to All | Playground | My Table, you will see three dots in the form bar by opening any record in the table. By clicking on them, you have the option to toggle the template bar. If you click on it, a bottom bar will appear that should say, No template available; create a New One? as displayed in Figure 6.4:
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Figure 6.4: New template creation

			By clicking on that link, you can create a model for a new record based on the fields already populated, which you can delete with the red cross icon. You can set the template to something straightforward by setting the field My String to Set from template and naming the template My Template, as shown in Figure 6.5. After submitting the template form, you will see the newly available template in the bottom bar of the My Table form:
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Figure 6.5: Template definition

			At that point, in the scheduled entity generation record, you can select the template My Template, which implicitly specifies which table the new record needs to be generated in. The new entry should look like Figure 6.6:
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Figure 6.6: Scheduled entry generation

			If you click Execute Now on the scheduled entity generation and then go to My Table, you will see that a new record with that name has been created.

System events

			System events are a powerful capability of a ServiceNow application, enabling real-time responses to various occurrences within the system. System events can trigger server-side scripts that interact with all ServiceNow APIs. To configure a new system event, navigate to All | System Policy | Events | Registry, which opens the Event Registry [sysevent_register] table, where system events are defined. The system can only respond to events that are recorded in the registry. Click on New to begin. You will be presented with an interface to select from different system event configurations. Choose Trigger a script when a specified event occurs, which directs you to the Event Script Action [sysevent_script_action] table.

			The form for Event Script Action requires the following information:

			•  Suffix: This refers to the distinct segment of the event identifier. Avoid the use of spaces or any special symbols.

			•  Event identifier: This is the name generated automatically for the event.

			•  Table: Refers to the specific database table associated with the event.

			•  Fired By: Identifies the workflows and scripts that initiate this event. This information is primarily for diagnostic purposes and is not utilized in the event’s processing.

			•  Description: This field should detail the event’s objective. Ensure the description is clear and informative for future use. Should the event’s purpose change, remember to revise this information.

			•  Queue: Refers to the specific queue responsible for handling the event. Leaving this field empty defaults the event to the primary queue. Details on custom queues can be found elsewhere in this section.

			Let us create our first entry with the following parameters:

			•  Suffix: my_event, which will be prepended to the scope name to give the full event name, which is a calculated field (x_31018_playground.my_event, on my instance).

			•  Table: My Table (Only tables and database views that are in the same scope as the event appear on the listing).

			•  Priority: 100

			•  Fired by: This is an information-only field. Fill it with My Table Events, a business rule we will create shortly.

			•  Description: My Event

			The Event Registration form should look like Figure 6.7:
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Figure 6.7: Event Registration

			After saving the event definition, click on the Business Rules UI action to define the conditions that trigger the event. Let us create a business rule called My Table Events that triggers an event whenever a new record is created. In this case, the business rule will have the Advanced flag set to true. In the When to run section, set it to run on Insert and the When condition to after. In the Advanced section, use the following script:

			(function executeRule(current, previous /*null when async*/) {

			    if (current.status == ‘Active’) {

			        gs.eventQueue(‘my_event’, current, current.sys_id, gs.getUserName());

			        gs.info(‘Custom event triggered for new record in My Table: ‘ + current.sys_id);

			    }

			})(current, previous);

			The script uses gs.eventQueue method to trigger the event’s creation. Every event allows two parameters to be passed, usually called param1 and param2. In this case, param1 is set to current.sys_id, the sys_id of the GlideRecord triggering the event, while param2 is set to the user executing the business rule. The When to run configuration of the My Table Events business rule should look like Figure 6.8:
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Figure 6.8: Event generation business rule

			To verify the event’s creation, navigate to All | System Logs | Events, which brings you to the event [sysevent] table. In the event table, ordered anti-chronologically by the updated field, you should find the my_event created and verify that param1 corresponds to the sys_id of the My Table record and param2 to the username of the user executing the script (admin in this case), as displayed in Figure 6.9:
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Figure 6.9: Event log

			To attach an action to the business rule, one option is to go to All | System Policy | Event | Script Actions, which opens the list for the table Script Action [sysevent_script_action]. If you click New, you will see the following fields in the form:

			•  Name: A name for the script action.

			•  Event name: A dropdown for the available events.

			•  Execution order: An integer parameter, if you need to control the order in which potentially concurrent actions are executed.

			•  Script: The server-side script triggered by the action.

			Let us create a script action with the following configuration:

			•  Name: My Script Action

			•  Event name: x_31018_playground.my_event

			•  Execution order: 100

			For the script field, use:

			(function processEvent(event) {

			    gs.info(‘Event Processed: ‘ + event.name + ‘; Record ID: ‘ + event.parm1 + ‘; Triggered by user: ‘ + event.parm2);

			})(event);

			This script outputs the event received and prints its name and first and second parameters. To test the entire execution chain, navigate to All | Playground | My Table again and create a new record with the My String field set as Testing script action. After saving the record, you can navigate to All | System Logs | System Log | All and verify that two new messages have been recorded, the first from the custom event and the second from the script action like in Figure 6.10:
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Figure 6.10: System log

			If you navigate back to All | System Policy | Events | Registry and open the event My Event, in the related list Recent Event Stats, you will see two different stats for the first and second event processing, as shown in Figure 6.11:
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Figure 6.11: Recent event stats

			It is important to note that events have a lifecycle in ServiceNow, which can be described as follows:

			•  Creation: An event’s lifecycle begins when it is created, typically by calling the gs.eventQueue() method, which enqueues the event with any necessary parameters for processing. At this point, the event is considered Pending, waiting to be picked up by the event processing engine.

			•  Pending: Once an event is created and queued, it enters the Pending state. However, in ServiceNow, the Pending state is not typically visible. The event processing system picks up and processes events almost immediately after they are queued.

			•  Processing: When the event processor picks up an event from the queue, the event enters the Processing state. During this phase, the system executes actions defined for that event, such as triggering workflows, sending notifications, or running script actions. The processing happens according to the configuration of the event handler that is set up to respond to the specific event.

			•  Processed: After the event has been processed (that is, all associated actions have been executed), it is marked as Processed. This state indicates that the event has been successfully handled, and no further action is required for this particular event instance.

			•  Error: If any issues occur during the processing of an event (such as errors in the execution of an associated script or failures in triggering workflows), the event may be marked as Error. This state indicates that the event was not processed successfully and might need investigation or reprocessing. Events in the Error state can often be reprocessed once the underlying issue is resolved. Reprocessing may involve manual intervention to correct data issues, modify scripts, or adjust configurations that caused the original error.

			•  Transferred: In some configurations, particularly in larger or segmented installations, events may be transferred between database shards or tables. This Transferred state is more administrative and is used to manage the physical storage and handling of events across database systems.

			While still in the event registry form, click on the Notifications UI Actions. This UI action opens the Notification table, which allows the creation of outbound email notifications typically triggered by system events.

Email notifications

			Email notifications in ServiceNow are designed to automatically send emails to users when certain events occur. These events could be anything from creating a record, a change in record status, or a reminder about an upcoming deadline. The notifications can be sent to individual users, groups, or even dynamically determined recipients based on specific conditions and data within ServiceNow.

			To configure an email notification, navigate to All | System Notification | Email | Notifications, which opens the Notification [sysevent_email_notification] table. Alternatively, if you are on the Event definition form, you can hit the Notification UI Action, which opens the Notification list already filtered by the corresponding table. In both cases, if you click New, you can inspect the Notification form consisting of the following fields:

			•  Name: A unique name for the email notification.

			•  Table: The table from which the notification is triggered.

			•  Category: A classification of the email notification, referring to the Notification Category table. Specify a category; do not use Uncategorized.

			•  Allow digest: Check the box to create an email digest for the notification. When selected, the What Digest Will Contain tab will appear, allowing you to set up the digest content.

			The form is organized into the following three sections:

			•  When to send: This section describes the triggers for the notification. Three options are allowed: Record inserted or updated is a generic trigger fired under predefined conditions, such as inserted and updated, which can be specified by the corresponding flags. Event is fired specifies the event after which the notification fires. Under both conditions, it is possible to specify a condition that filters the set of records that trigger the notification. Triggered requires firing the notification explicitly through a script.

			•  Who will receive: This section allows specifying who receives the notification either by explicitly naming the users or groups or using a field of the triggering record as a reference to the user or group table. In addition, the flag Subscriptable allows the user to define whether to subscribe/unsubscribe to the notification.

			•  What will it contain: This section allows you to define the content of the notification. You can specify a template that links to the email template [sysevent_email_template] table or explicitly specify the message content using the HTML editor.

			If the flag Allow Digest is selected, a fourth section called What Digest Will Contain is visible. This section can either reference a Digest Template or explicitly specify the digest subject, HTML, and separator if the user opts in to receive a message digest.

			Let us configure a simple notification for our table, My Table, based on the custom event we defined. Configure the notification record as follows:

			•  Name: My Notification

			•  Table: My Table [x_31018_playground_my_table]

			•  Category: Demo Notifications

			•  Allow digest: false

			•  When to send:

			o	Send when event is fired.

			o	Event name: x_31018_playground.my_event

			•  Who will receive:

			o	Users: Instead of referencing the user, explicitly enter your email address.

			•  What will contain:

			o	Subject: My notification

			o	Message HTML: You can add variables through the Select variables picker at the right of the HTML field. Record the following details:

			  My String: ${my_string}

			  My Choice: ${my_choice}

			  My List: ${my_list}

			  My Reference: ${my_reference}

			When you save the notification or click on the corresponding UI action, you will be taken to an Advanced View that allows you to specify more configuration options, such as an advanced Condition script, the ability to control the recipient of the notification through the event parameters, a flag Send to event creator that is selected by default, and several additional options for the email message, as displayed in Figure 6.12:
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Figure 6.12: Notification definition (What will contain)

			Notably, you can:

			•  Select the content type, such as HTML only, Plain text only, or both.

			•  Set the importance of the email.

			•  Include all attachments of the triggering record to the email.

			•  Remove the watermark, which uniquely identifies the notification.

			•  Push the message only.

			•  Set the from and reply to options.

			•  Specify the push messages.

			•  Define the SMS alternate in case SMS gateways are used.

			In the main form, with the Advanced view, the notification Type can also be set to Email or Meeting invitation.

			Now that our email notification is complete, you can save it. You have a Preview Notification UI Action shown in Figure 6.13 for our notification:
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Figure 6.13: Notification preview

			To test the notification, go to All | Playground | My Table again and create a new record, setting the My String field to Test email notification.

			To enable outbound email notification, go to All | System Mailboxes | Administration | Email Properties. On this page, set Email sending enabled to yes and configure Send all email to this test email address for non-production instance testing. While you are there, also set Email receiving enabled to yes for inbound email configuration, as shown in Figure 6.14:
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Figure 6.14: Email properties

			Also, despite this configuration, email sending may have limitations on a PDI. You can still check if the email has been placed in the instance outbox by navigating to All | System Mailboxes | Outbound | Outboxes, which shows you the content of the table email [sys_email].

Inbound emails

			Inbound email actions in ServiceNow are automated processes that allow the system to read and respond to incoming emails. Based on the content of emails received by the ServiceNow instance, these actions perform various tasks.

			To configure inbound email actions, navigate to All | System Policy | Email | Inbound Actions, and click New to create a new email action.

			The Inbound Action contains the following fields, organized in the main section on the form, plus three additional tabbed sections:

			•  Name: Provide a descriptive name for this email action to identify its purpose easily.

			•  Target Table: The table where this action will either add or update records.

			•  Action Type: Select the desired action type:

			o	Record Action: Modifies a record within the database.

			o	Reply Email: Sends an email response to the sender of the inbound email.

			•  Active: Toggle this checkbox to enable or disable the inbound email action.

			•  Stop Processing: Check this box to halt further processing of subsequent inbound email actions after this one is executed.

			•  Type: Define the email type that triggers this action. The options include the following:

			o	New: An unrecognized email, neither a reply nor a forward.

			o	Reply: An email identified as a reply through specific headers or prefixes.

			•  Forward: An email marked by a forward prefix, potentially including other identifiers.

			
				
					
				
				
					
							
							Note: By default, Forward emails always generate new incidents. Adjust the prefixes if this does not suit your workflow.

						
					

				
			

			•  Required Roles: List the roles required for a sender to initiate this email action.

			•  Order: Specify the execution order of this action relative to others on the same table; lower numbers run first.

			•  From: Designate a specific user whose emails will trigger this action. Leave it blank to allow any user to trigger it.

			•  Condition: Enter the conditions under which this email action should trigger. Utilize choice lists or custom conditions, for example, email.subject.startsWith(“chg:”).

			•  Field Actions (Visible if action type is record action): Detail how to integrate email information into the record. For instance, mapping the sender’s email to the record’s creator field.

			•  Reply Email (Visible if action type is reply email): Craft the response email sent to the initiator of the inbound email.

			•  Script: Write or paste the script that this email action will execute. 

			•  Description: Offer a comprehensive description of what the inbound email action accomplishes.

			•  Order: Define the processing sequence for this email action. Lower numbers indicate earlier processing.

			To configure a new inbound email action on our table My Table, proceed as follows. The following script initializes a new record, sets the description and creator-based on the email content, and inserts the new record into the table:

			•  Name: New Inbound Email Action

			•  Target Table: My Table [x_31018_playground_my_table]

			•  Action Type: Record Action

			•  Active: True

			•  Stop Processing: False

			•  Type: New (Set this action to trigger only for emails classified as New, meaning they are not recognized as replies or forwards.)

			•  Required Roles: x_31018_playground.my_table_user

			•  Order: 100

			•  From: Setting: Leave blank

			•  Condition: email.subject.startsWith(“CreateRecord:”). Define a condition where the action triggers only when the email subject starts with CreateRecord:.

			•  Conditions: Leave blank

			•  Field Actions: Map email fields to table fields, such as setting Created by to From email and mapping email content to a specific field like Description in the record.

			•  Script:

			(function runAction(current, event, email, logger) {

			    current.initialize();

			    current.my_string = email.body_text;

			    //current.created_by = email.from;

			    current.insert();

			    logger.log("New record created from email by " + email.from);

			})(current, event, email, logger);

			This action creates a new record in the x_31018_playground_my_table when an inbound email with the subject starting with CreateRecord: is received.

Surveys and assessments

			Surveys are a powerful platform automation feature that allow the collection and evaluation of user feedback. This module simplifies the process of gathering insights and evaluating performance, enhancing decision-making through structured data collection.

			Surveys can be created by navigating to All | Survey | Survey Designer. Create a new survey by defining the following under the Design tab:

			•  Name: My Survey

			•  Drag and drop a Numeric Scale control and set the question as How satisfied are you with the resolution?

			•  Drag and drop a Boolean control and set the question as Was the issue resolved on time?

			•  Save the survey.

			The configuration is shown in the following figure:
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Figure 6.15: Survey design

			Under the Configuration tab, set the Introduction to We value your feedback on our services. and the End Note to Thank you for your time! Please note that a Survey URL is automatically generated, as shown in the following figure:
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Figure 6.16: Survey test

			The survey automation can be configured by defining its triggering conditions. Navigate to All | Survey | Administration | Trigger Condition, where the following can be specified:

			•  Table: The table to which the survey is attached.

			•  Field: The field in the table that defines the user to whom the survey is assigned, supporting dot-walking.

			•  Condition: The criteria that trigger the creation of the survey, typically a choice field such as status.

			•  Probability: The likelihood of creating the survey used for surveys triggered on a statistical sample.

			•  Repeat Interval: The minimum time that must pass before the same user can receive another survey triggered by the same condition.

			•  Related field 1...4: Fields in the table that you want to store for reporting purposes.

			An example configuration is shown in the following figure:
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Figure 6.17: Survey trigger condition

			Generated surveys are visible as survey instances, accessible via All | Survey | Survey Instances, while responses to individual questions are stored in the Metric Result table [asmt_metric_result], where the Evaluation Method is set to Survey.

			Assessments are a more advanced capability that complements surveys by providing a structured method to score and rank records. These are commonly used to evaluate projects, vendors, or other business entities based on custom-defined criteria. The system automates scoring and generates ranking results, offering actionable insights for prioritization and management. While we will not delve into further details about assessments here, we encourage you to explore the assessments application in the application navigator menu.

Data import

			Data import in ServiceNow refers to the process of bringing external data into the ServiceNow platform. This is essential for updating and maintaining accurate information in low-code applications.

			Typical elements involved in data import are:

			•  Import sets: This is the most common method for importing bulk data into ServiceNow. An import set acts as a staging area where data from external sources is temporarily stored before being transformed and mapped to target ServiceNow tables.

			•  Transform maps: These are used in conjunction with import sets. A transform map defines the relationship between the data in an import set and the target ServiceNow table. It specifies how fields in the import set are mapped to fields in the ServiceNow table and includes data transformation rules for processing the data during the import.

			•  Data sources: For automated regular imports, you can set up data sources. These define the connection details and credentials for external databases or files.

			To load data in your instance, go to the target table My Table. On the list view, right-click on the header and select Import. This is a quick import capability. We can create a template Excel file by clicking on Create Excel Template. When the file is ready, you can download it as x_31018_playground_my_table.xlsx and populate it as shown in Figure 6.18:
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Figure 6.18: Excel import template

			We want to use this file to illustrate the import process but utilize the full Import capability. To do that, navigate to All | System Import Sets | Load Data. Here, you can use an existing table as an Import set table or create a new one. Let us create a new table with the identifier my_imp_table and select it as the source of the input by clicking on Choose file. Then pick up the Excel spreadsheet x_31018_playground_my_table.xlsx, as shown in Figure 6.19:
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Figure 6.19: Data import

			By clicking Submit, the staging table x_31018_playground_my_imp_table is created and populated by the current import. The log in the following figure shows two lines processed and inserted:
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Figure 6.20: Import progress

			By opening the Import sets link (on another browser tab), you are sent to the Import Set [sys_import_set] table, the actual import set record that references the staging table and contains the two import set rows.

			Now, you are brought to the actual staging table by clicking on loaded data instead.

			To actually load the data on the target table, My Table, it is necessary to create a transform map first. A transform map is a record of the table Table Transform Map [sys_transform_map].

			A transform map requires you to define the following:

			•  Name: Transform map name

			•  Source table: The stage table for the import.

			•  Target table: The final table for the import.

			•  Run business rules: If you want to run business rules while importing.

			•  Enforce mandatory fields: If you want to enforce mandatory fields while importing.

			•  Copy empty fields: Create a new record on empty coalesce fields. If the coalesce field is empty, create a new record.

			•  Order: Order of execution.

			•  Run script: If a script must be run in the context of the transform.

			•  Script: Code for the script.

			As the file has been directly exported from the instance, you can click the UI action Auto Map Matching Field to create the field maps corresponding to the three fields in the Excel file, automatically mapping the staging file to the target table, as shown in Figure 6.21:
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Figure 6.21: Transform map definition

			Field maps can be configured by opening them and allowing a transform script to be added. To run the transform, you can click on the Transform UI action, which allows you to select the transform map you want to apply through the slushbucket displayed in the following figure:
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Figure 6.22: Transform map selection

			When you click Transform, a log screen similar to the one shown in Figure 6.23 is displayed:
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Figure 6.23: Transform progress, second step

			You can verify the successful import of records by clicking on Go to the import sets for this data load, as shown in Figure 6.24:
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Figure 6.24: Import set

			Then, by navigating to All | Playground | My Table, you can check that the two records have been inserted into the target table, as shown in Figure 6.25:
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Figure 6.25: Imported data

			Coalesce fields and transform scripts are other important concepts related to transform maps. They are explained as follows:

			•  Coalesce fields are used in the transform map to identify existing records in the target ServiceNow table to decide whether to update an existing record or insert a new record. They act as a unique identifier or key. When data is imported into ServiceNow, coalesce fields are checked to see if an incoming record’s coalesce field matches any record already in the target table. If a match is found, the existing record is updated with the new data from the import set. If no match is found, a new record is created. Multiple coalesce fields can be used as composite keys for deduplication.

			•  Transform scripts are snippets of JavaScript used within a transform map to conditionally manipulate data as it is moved from an import set to a target table. Transform scripts provide flexibility and power during the data transformation process. They can be used to perform actions, such as data validation, setting default values, complex calculations, or conditional operations based on imported data.

Data source

			Alternatively, to upload the file manually, you can use a data source. Data source defines the origin of the data being imported. This can include file-based sources (like comma-separated value (CSV) or Excel files) or external databases connected via Java Database Connectivity (JDBC), or other protocols. Data sources are required for fully automated, recurrent imports. A data source is used to specify the location, format, and details (such as, credentials, if needed) of the external data to be imported into ServiceNow. It is the starting point for setting up an import and is crucial for scheduled imports or integrating continuous data streams.

			Navigate to All | System Import Sets | Administration | Data Sources to see data sources. A data source allows you to define multiple options like:

			•  Type: File, JDBC, Lightweight Directory Access Protocol (LDAP), OpenID Connect (OIDC), Representational State Transfer (REST), Custom (script).

			•  Formats: CSV, Excel, JavaScript Object Notation (JSON), Extensible Markup Language (XML).

			•  File retrieval methods: Attachment, File Transfer Protocol (FTP), FTP Secure (FTPS), HTTP, HTTPS, Secure Copy (SCP), SSH FTP (SFTP).

			Creating a scheduled data import can be done through the module All | System Import Sets | Administration | Scheduled Imports. The form requires you to provide the following:

			•  Name: Name of the scheduled import.

			•  Data source: Data source utilized.

			•  Run As: Which user will execute the job.

			•  Run / Time / Conditional: The parameters of the scheduled job.

			Additional options are available to run pre-import and post-import execution scripts and to parallelize the execution of the import, by splitting the data into multiple import sets and running the import sets concurrently. Different algorithms are available for the partitioning method.

			
				
					
				
				
					
							
							Note: Some of these configurations will require a Management, Instrumentation, and Discovery (MID) server, which we will not cover in this book.

						
					

				
			

Data exports

			Similarly to data imports, ServiceNow provides extensive capabilities to export data from lists and forms. Data export allows export as CSV, Excel, PDF, XML, or JSON.

			Four main methods of exporting data are available:

			•  Forms: Individual records can be exported by right-clicking on the form header and selecting Export.

			•  Lists: Multiple records can be exported by right-clicking on the list header and selecting Export.

			•  URL query: Data can be dynamically exported via scripts or web services using URL queries. Append ?CSV, ?XLS, ?PDF, ?XML, or ?JSONv2 to the form or list URL. For example:

			https://<instance_name>.service-now.com/x_<application_id>_playground_my_table_list.do?JSONv2

			•  Export sets: This method allows bulk export by defining specific data sets for external use. Creating an export set involves:

			o	An Export Definition: Specifies the table to export from, the fields to include, and any filters to apply.

			o	An Export Target: Defines the destination, which requires a MID Server and a specified path on the MID Server machine.

Workflows

			Workflows are the traditional system in ServiceNow that implements graphical processes. In this book, we will only cover them in detail in this chapter in favor of Flow Designer, a more modern system for implementing flows, especially in custom applications. However, it is important to recognize that legacy workflows are still utilized, especially by applications in the global scope.

			To access legacy workflows, navigate to All | Workflow | Workflow Editor. The first screen of the Workflow Editor suggests using either the Flow Designer or the Process Automation Designer as modern alternatives to the Workflow Editor.

			The Workflow Editor has two tabs, Published and Checked Out. Editing workflows requires checking out an edited workflow, which creates a new version of the workflow and then publishes it back in the system, increasing the current version number.

			Legacy workflows are composed of a series of predefined activities that are linked together to define the process logic, as seen in Figure 6.26. These activities could include approvals, conditions, notifications, and scripts. Each activity can be configured with specific parameters that dictate how it behaves within the workflow.

			Workflows in ServiceNow are usually triggered by specific events or conditions within the platform, such as the creation or update of a record. For instance, a workflow might start when a new incident is logged, or a change request reaches a particular stage.

			Workflows can include conditional logic, where different paths can be taken depending on certain criteria. This is used to handle variations in the process, such as differing approval routes, based on the value of a request.

			Many of those characteristics will be found in Flow Designer, which we will describe in Chapter 7, Flows. However, if you are working on configuring an out-of-the-box application, it can still be helpful to familiarize yourself with the legacy workflow system, which can be seen in the following figure:
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Figure 6.26: A workflow

Hands-on

			Let us work on our Travel Management application to ensure you switch to the Travel scope with the scope picker. We will create a simple approval workflow based on the traditional workflow system. In Chapter 7, Flows, we will turn this workflow off to reimplement a mechanism like that in Flow Designer. Refer to the following steps to create a workflow:

			1.	Navigate to All | Workflow | Workflow Editor.

			2.	In the Workflow Editor, click on the New Workflow button.

			3.	A dialog box will appear. Enter the workflow name, such as Travel Request Approval.

			4.	Select the table you want the workflow to apply to, which is x_31018_travel_request.

			5.	This ensures that the workflow is triggered for records in this custom table.

			6.	Click Submit to create the workflow.

			By default, the newly created workflow will include the Begin (start point) and End (to denote the workflow’s completion) activities, but except that, they will be empty, as shown in the following figure:
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Figure 6.27: Empty workflow

			To define the workflow, perform the following steps:

			1.	Drag and drop elements from the toolbar into the workflow canvas to build your process.

			2.	Drag and drop the Approval – User activity (to capture approval steps) from the Core library.

			3.	Provide a name to the activity, like Manager’s Approval. Set the field If condition matches from --None-- to Run the workflow always. Leave the default for all other fields.

			4.	In the Users section, click the lock icon and then click the icon that represents the functionality to select fields. Then select Request | Opened By | Manager (displayed in Figure 6.28). The user field should now contain ${opened_by.manager}, representing the dot-walking across fields from the Travel Request to the User table to pick up the requestor’s manager, as displayed in Figure 6.28:
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Figure 6.28: Select field

			5.	Drag and drop the Approval Action activity before the Approval – User activity on the incoming path, name it Set approval requested, and set the action as Mark task requested.

			6.	Drag and drop the Approval Action activity again after the Approval – User activity on the outgoing path to End, name it Mark travel request approved, and set the action as Mark task approved.

			7.	Connect the rejected outcome of Approval – User to the End activity with an alternative path.

			8.	Drag and drop the Approval Action activity once more after the Approval – User activity on this new outgoing path to End, name it Mark travel request rejected and set the action as Mark task rejected.

			The workflow should look like Figure 6.29:
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Figure 6.29: Travel request approval workflow

			To publish the workflow, click the hamburger icon on the top left of the workflow editor.

			As an admin, go to All | Travel Safety | Requests and open any record. While on the form, right-click the header, select Configure | Related Lists, and add the Approvers related list. This will allow you to see the open Approvals.

			Let us make the workflow test easy to test. Navigate to All | Organization | User, select Lucius Bagnoli, and assign him the role x_31018_travel.user. Verify that Lucius Bagnoli’s manager in the demo data is Billie Cowley (if this is not the case for some reason, you can assign him). Then, as admin, click on the top left user icon, click impersonate user, and select Abel Tuter.

			While in impersonation mode, go to All | Travel | Requests, select Travel Start and Travel End, and click Save. Note that the Approval field moves to Requested, while the related list Approvers now shows an Approval record for Billie Cowley.

			Now, click the user icon again on the top right to End Impersonation. If you now navigate to All | Workflow | Live Workflows | Active Context, you will be able to see the running instances of the workflow, where you should find an instance of Travel Request Approval in the Executing state. The running instance will display if you click on it and click the UI Action Show workflow, as shown in Figure 6.30:
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Figure 6.30: Active execution context

			As an administrator, navigate to All | Travel Safety | Requests and locate the newly opened request. Click on the Approvers-related list record, switch the state from Requested to Approved, and save it by clicking the green icon. You will see in real-time, that the Approval field switches to Approved (a blue mark shows the real-time update on the UI). If you return to the Active Context, the workflow must still be fully executed.

			With that, we have added and tested an approval capability based on traditional workflows. In Chapter 7, Flows we will rework this implementation to use Flow Designer.

Conclusion

			In this chapter, we covered the Now Platform’s automation and integration capabilities. In the next chapter, we will dive deeper into Flow Designer, while in Chapter 8, Integrations will cover APIs and integrations.

Points to remember

			•  Scheduled jobs allow the definition of recurring activities on the Now Platform.

			•  System events can respond to events through script execution, notifications, and more.

			•  Workflows represent the traditional way to implement structured processes through the Workflow Editor.

			•  While Flow Designer (now Workflow Studio) has superseded legacy workflows for new developments, workflows are still in use in both OOB and customer applications.

Multiple choice questions

				1.	What is the name of building blocks of workflows?

				a.	Activities

				b.	Actions

				c.	Steps

				2.	Which of the following is not an import format in ServiceNow?

				a.	JSON

				b.	YAML

				c.	XML

				3.	What are the names of the parameters of an event?

				a.	param1, param2, param3

				b.	input1, input2

				c.	param1, param2

Answers

				1.	a

				2.	b

				3.	c

Key terms

			•  Scheduled job: Recurring background executions.

			•  System event: The event system of the Now platform.

			•  Script action: A scripted response to a system event.

			•  Notification: An outbound email message.

			•  Inbound email action: The reaction to an inbound email.

			•  Workflow: A way to define a graphical process, currently superseded by Flows but still in use. 








CHAPTER 7Flows


Introduction

			In this chapter, readers will navigate the modern flows of ServiceNow. You will learn how to create actions, set flow logic, utilize subflows, and implement triggers using Workflow Studio. If you are in a release earlier than Washington, you can access Flow Designer to configure flows. The chapter also delves into managing variables, leveraging the FlowAPI, and setting up processes. This chapter contains numerous examples of flows to help readers understand the underlying concepts.

Structure

			This chapter covers the following topics:

			•  Workflow Studio

			•  Actions

			•  Subflows

			•  FlowAPI

			•  Flows

			•  Decision tables

			•  Flow variables

			•  Playbooks

			•  Hands-on

Objectives

			In this chapter, we cover how to build flows and processes. The reader will learn how to build flows with Workflow Studio and how to configure them to suit the specific use cases, by leveraging the many capabilities provided. This is a key chapter, as flows are a key component of low-code development. Integration Hub, which is focused on building integration, will be covered in the next chapter.

Workflow Studio

			Workflow Studio is the primary  interface you will use to build flows, subflows, and actions. Introduced in the Washington release, as an enhanced user interface to replace Flow Designer, it provides an enhanced user experience while still leveraging Flow Designer as the underlying engine. In a PDI, both Flow Designer and Workflow Studio appear in the menu, but they direct you to the same new interface. Therefore, this chapter will refer to it as Workflow Studio. Workflow Studio is a store application, meaning it can be upgraded independently of the platform version. The term workflow in Workflow Studio should not be misleading as it does not refer to the legacy workflows but to the new flows.

			To open Workflow Studio, navigate to All | Process Automation | Workflow Studio and click on it.

			
				
					
				
				
					
							
							Note: The application in the navigator menu is called Process Automation, which is also worth remembering.

						
					

				
			

			When you open the Workflow Studio, you will see the interface displayed in Figure 7.1.

			Let us break it down into different components. The three main tabs, Homepage, Operations, and Integrations are at the top of the interface.

			The Homepage displays the main configuration objects, such as processes, flows, subflows, actions, and decision tables, as displayed in the following figure:
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Figure 7.1: Workflow Studio Homepage

			The Homepage features a right frame with useful components, such as:

			•  Pick up where you left off, which displays the object each developer is working on

			•  Latest updates, which show updates performed by all developers

			•  Resources that are useful links to the ServiceNow ecosystem.

			Operations is the second tab, displayed in Figure 7.2, representing the control center for ServiceNow flows. We will spend time here monitoring the execution of any entity. The Operations tab features some useful charts, but the core part is represented by the Executions widget, which allows you to select either Flows or Playbooks, as shown in the following figure:
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Figure 7.2: Workflow Studio Operations

			Finally, the Integrations tab, displayed in Figure 7.3, focuses on allowing users to set up Connections for integrations:
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Figure 7.3: Workflow Studio Integrations

			We will mainly cover Connections in Chapter 8, Integrations when discussing integrations in the context of Integration Hub.

Actions

			Actions are the building blocks for flows and subflows. To work with actions, navigate to the Homepage tab and select the corresponding button. ServiceNow comes with a rich set of out-of-the-box actions even in the base system, but more can be installed through the store as they are a standard component for automation and integration. As you can see from Figure 7.4, each action—like any other configuration object in ServiceNow—is part of a scoped application or is within the global scope:
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Figure 7.4: Actions

			The action list displays the action Name, Application, Active, Updated, and Updated By fields by default. However, you can choose which fields you want to see by clicking on the gear icon and selecting Edit columns. This allows you to choose from all available fields, as shown in Figure 7.5. For example, it is useful to see the Internal Name, which is how the flow is known to the API (to launch it in scripts). To add this, select the corresponding checkbox and drag it to your preferred position in the list, as shown in the following figure:
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Figure 7.5: Field selection

			It is important to understand that all Workflow Studio objects are records in ServiceNow tables, just like all configuration objects we have encountered. Actions are records of the table Action Type [sys_hub_action_type_definition], and you can navigate to that table with sys_hub_action_type_definition.list.

			For now, let us close the Edit List widget without making any changes. Click Restore to column defaults to revert to the default settings. To create our first action, click the New button at the top right of the Action List widget and select Action. Every time you click on New, you can select the type of object you want to work with. Creating a new action begins with providing an appropriate name and description, as shown in Figure 7.6. Let us name the action My first action and use the same text for the description. Also, ensure that the action is being created within your playground scope, as shown in the following figure:
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Figure 7.6: Create an action

			If you open Show additional properties, there are some other important options, such as:

			•  Accessible from: This option determines the visibility of this action from other scopes. The options are All application scopes and This application scope only. This is particularly important as actions often represent libraries of functions made available by a specific scope to other scopes. Let us keep the field as is as this is not especially important to our example.

			•  Category: It is useful to categorize actions when a large number are available. The list is likely empty now, but you can define a new category from the Action Category table [sys_hub_category].

			•  Protection: This is the application file field defining how the object is treated during upgrades.

			•  Action annotation: A longer description field.

			Click the Build action button to start working on the action. After doing that, you are brought to the Action editor, which is displayed in Figure 7.7:

[image: ]
Figure 7.7: Action Designer

			The page title is the action name, which is editable. However, the Internal Name will remain the same even if you change the Action Name. We do not need to do that right now.

			The Action Outline shows the main components of the action, which are:

			•  Inputs: These are the input variables of the action specified upon invocation, much like the parameters passed to a function.

			•  Outputs: These are the action’s output variables, akin to a function’s return values.

			•  Error Evaluation: This section describes how the action’s outcome is determined. The outcome refers to whether the action ends successfully or in error and which error message is displayed.

			•  Steps: No steps are currently defined in this action, but the blue plus drop-shaped button between Inputs and Error Evaluation implies the possibility of adding one.

			The right part of the screen represents a very helpful visualization of the overall action structure with the possibility of accessing data pills, which we will discuss in a moment.

			Let us go ahead and create our first action. To do this, click the blue plus button to add a step. The add step pop-up presents the list of available step types, as shown in Figure 7.8. If you scroll through the list, you will see that these step types are organized into the following three main sections:

			•  ServiceNow Data: These steps involve creating, reading, updating, and deleting data in the ServiceNow database.

			•  Utilities: These steps perform specific activities, such as executing a script, sending a notification, logging information, and more.

			•  Integrations: These steps interact with external systems, such as performing a REST call. If you are following along in a freshly provisioned PDI, this section will likely be empty, as we still need to install Integration Hub components, which we will do in the next chapter:
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Figure 7.8: Adding a step

			We will create an action that creates a record in our table, My Table, based on the data provided as input. To do this, search for the Create Record step type and add it to the outline. Then, configure the step instance you have added through the central pane by selecting My Table and specifying which field values you want to populate. After doing that, the action should look like as shown in Figure 7.9:
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Figure 7.9: Create Record step

			As you can see, the string field allows you to type any text input, while My Reference, according to the corresponding field of the table, allows you to pick a reference to the User [sys_user] table.

			Now, to set the values based on some input variables, let us move to the Inputs section. Create two variables called text and user. The text variable is of type String, while the user variable is set as a Reference to the User table, which is specified as a Type equal to Reference.User. You can set both input variables as mandatory, depending on your requirements. You will see while typing that you have type-ahead capabilities for the field type (Reference), and when you have selected reference, you have a second type-ahead for the table name. As you add configurations to our action, the Data section on the right fills up with that information, as shown in Figure 7.10:
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Figure 7.10: Action inputs

			To associate the input variables with the definition of the first step, click on the step. While there, please note that you can change the step title from Create Record step to something more meaningful. In the context of this example, it could be Create record in My Table. Then, to fill the field values, drag and drop the data pill Text from the Data section into the My String field value, or use the Data Pill Picker for My String.

			Similarly, for the My reference field, you can drag and drop the User input variable data pill or select it using the picker. The step’s configuration should finally look like Figure 7.11:
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Figure 7.11: Create record step configuration

			Also, notice that the If this step fails option can be set either to Stop the action and go to error evaluation or Don’t stop the action and go to the next step. Let us leave it alone for now. Instead of setting the field values individually, you can also use a template for a one-shot configuration.

			To configure the step action variables, click on the Outputs section and click the Create Output button, as shown in Figure 7.12:
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Figure 7.12: Action outputs selection

			Let us say we want to pass along the GlideRecord we just created. In that case, let us create an output variable called Record of type Reference.My Table so that it can be filled with the GlideRecord Value. Note, as we also had in input variables, output variables have both Label and Name, where the label represents the discursive name while the name is the technical name. It is best practice to use sentence case for labels and the corresponding lowercase version for names.

			To pass along the value of the first step, click on the button Exit Edit Mode, which allows you to select the (default) output values of the first step, represented by the My Table Record just created.

			We want to add another step to create a record in the related table, My item. To do that, add another Create Record step as the second step, renaming it Create record in My items and selecting My items [x_31018_playground_my_item] as the target table, as shown in Figure 7.13:
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Figure 7.13: Second step configuration

			At a minimum, you want to populate the Name and Parent fields, the latter pointing to the My Table record. For the Parent field, you can select the output coming from the first step, corresponding to the GlideRecord of the My Table Record being created. To populate the Name field, select the data pill 1 - Create Record in My Table | My Table Record.

			For the Name, you can create a string by composing the action input variable Text with other text, as Child of action | Text.

			To pass the My item GlideRecord, reopen the action Outputs and add a second output variable. Click on Edit Outputs and create an output called Child, which you must populate. After creating the output, click Exit Edit Mode to select the (default) output of the second step, the My Item record, as shown in Figure 7.14:
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Figure 7.14: Action outputs

			In this action, we will keep the default settings for the error evaluation. Save the action with the Save button at the upper right corner and publish it. If any error occurs, it will be signaled. You could perform both steps together just by publishing. When you publish an action, you make it available to all flows and subflows. Publishing an action a second time impacts the number of flows and subflows using it.

			To create a second action, click the Workflow Studio logo and select New | Action. Name the action Create name and click Build action. In this case, we want to create a step of type Script. This script action requires a script executed by the ServiceNow server-side JavaScript engine, as shown in Figure 7.15:
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Figure 7.15: Script step

			Define an input variable for the step called text and write a very simple script that modifies the input variable, represented in the script as inputs.text, to an output variable named outputs.name. The inputs and outputs objects represent each step’s incoming and outgoing variables. Also, create an output variable named name (label: Name) configured as a String.

			In the Inputs section of the action, create a mandatory String text variable (label: Text). Then, go to the Script step and associate it with the step input variable of the same name, as displayed in Figure 7.16:
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Figure 7.16: Script input variables

			Then move to the Outputs section of the action and create an output named name of type String. Click Exit Edit Mode and associate it with the Name variable coming from the first step, as shown in Figure 7.17:
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Figure 7.17: Second action’s outputs

			In this example, we did not have much need to use the Error Evaluation function to specify that the script step will fail if the code from step | Script step | Step Status | Code equals 1 (indicating failure). In this case, the Action Status Code will match the Step Status Code, and the Action Status Message will be the same as step | Script step | Step Status | Message. See the configuration in Figure 7.18:
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Figure 7.18: Error evaluation

			The action’s configuration is concluded, and you can save and publish in one step by clicking the Publish button. The publishing has succeeded if a pop-up window indicating success appears in the lower right corner. To test this second action, hit the Test button, and you will be presented with an interactive window asking for a text string, as displayed in Figure 7.19:
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Figure 7.19: Test action

			You can run tests in Foreground (for short tests) or Background (for long executions). Since this action is almost instantaneous, we can keep Run test in background de-selected. By clicking Run Test, a link stating Your test has finished running. View the Action execution details will appear. Clicking on this link will bring you to the Flow Execution window showing the log trace, as shown in Figure 7.20.

			You can note that both the step and the action have been executed successfully, and the action’s output variable has been set to Title: hello:
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Figure 7.20: Action execution

			In the following section, we will use the two actions we created to configure our first subflow.

Subflows

			Subflows represent a sequence of executions that combine actions, flow logic, and other subflows, creating a nested structure. Like actions, subflows can have input and output variables, allowing them to be incorporated into other entities, such as additional subflows or flows. Subflows and flows reside in a shared table named Flow [sys_hub_flow], with the distinction between them made by the Flow Type (type) field, which can be set to either Flow or Subflow.

			To create a new subflow based on the activities we have defined, navigate to the Homepage tab of Workflow Studio and click on the Subflow button. This list will already include a significant number of subflows defined as part of your instance’s base configuration or installed through plugin activation or store app installation.

			To create a new subflow, click the New button at the top right and select Subflow. On the following screen, type the Subflow name (let us call it My subflow). This screen is like the definition of an action, with fields like Subflow name, Description, Application, Accessible from, Category, Protection, and Subflow annotation. New fields include:

			•  Run as: Two options are available, User who initiates the session (default) or System user. The System user is a powerful ServiceNow user not listed in the user table and representing the system itself. Use this option cautiously in favor of the user that triggered the workflow.

			•  Run with roles: This option allows for the specification of a list of roles necessary for the flow to execute correctly.

			•  Flow priority (default): Options are Low, Medium, or High, with Medium being the default. This field is used by the execution engine to prioritize flow execution under heavy load.

			By clicking on the Build subflow button at the bottom right of the page, you are directed to the Subflow designer page, shown in Figure 7.21:
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Figure 7.21: Subflow creation

			On this page, you can define the INPUTS & OUTPUTS of the subflow much like for an action and add components to the subflow under the ACTIONS area. The components of a subflow (and of a flow) are not limited to actions; they can also include flow logic and other subflows.

			Let us add our two actions in a linear sequence so that the first can configure the text field and the second can apply that text field to the new record in My Table.

			When clicking on the + circular icon under ACTIONS, a menu offers three alternatives. For our purpose, we want to add other actions. Upon selecting this option, you can search through the actions defined on the instance. The search is flexible, allowing you to specify either the application name or the name of a specific scope. Be aware that the results are grouped by application name, which might require you to navigate vertically between the different categories to find the one that interests you. In our case, click on the Playground app to see the two actions, Create name and My first action available to you, as shown in Figure 7.22:
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Figure 7.22: Subflow action selection

			Let us select the first action, Create name, to add it to the subflow. You can view the Action description by clicking the information icon next to the action name. At this point, the subflow should look like the depiction in Figure 7.23.

			Notice that the action’s input variable is still blank but mandatory:

[image: ]
Figure 7.23: Subflow action configuration

			Now, add the second action by clicking on the plus icon below the first action in the subflow. The same selection window will appear, allowing you to select My first action. At this point, the subflow includes two actions as displayed in Figure 7.24. The Use field will be set to the user executing the subflow:

[image: ]
Figure 7.24: Subflow second action configuration

			Now, let us manage the variables. A text string will be passed as an input to the subflow, then transformed by the first action and applied to the records in My first action. The GlideRecord of the records created will then be passed as outputs of the subflow, allowing the subflow to be embedded later in a flow to add a trigger for execution.

			When you click on the blue + icon in Select to create the inputs and outputs of your subflow, you will see two corresponding sections aptly named Inputs & Outputs.

			Under Inputs, click on the + icon at the right of the column headers to create a new variable named A string. The technical name will automatically be set to a_string. Set the type to String and mark it as Mandatory.

			Under Outputs, create two variables named Record 1 and Record 2, whose technical names will automatically be set to record_1 and record_2, respectively. Set their types to Reference.My Table and Reference.My item.

			The configuration of the INPUTS & OUTPUTS section should look as depicted in Figure 7.25:
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Figure 7.25: Subflow inputs and outputs

			You can save your work by clicking on Save at the top right, which will save your draft but warn you that the configuration is still incomplete. Then, you can move to the configuration of the actions’ input variables by clicking on the Create name action.

			Now, click on the magic wand icon close to the Text action’s input variable or drag and drop the corresponding data pill from the right panel to add the variable A string into the Text variable. The configuration of the first action in the subflow should look as depicted in Figure 7.26:
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Figure 7.26: Subflow first action configuration

			Now, let us proceed to the second action and configure its Text input variable, not from the flow’s input, but from the first action’s output name, as displayed in Figure 7.27:
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Figure 7.27: Subflow second action configuration

			To set the User variable, select the code </> icon next to the input variable name, and in the script field that opens up, type:

			return gs.getUser()

			This is displayed in Figure 7.28:
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Figure 7.28: Scripted input

			This script will use the GlideSystem (gs) API to get the user to execute the subflow and pass it to the action My first action.

			Now, let us finish up the configuration of the subflow by setting the output variables. To do this, add an element from flow logic called Assign Subflow Outputs. When adding this element, you are presented with a section of the subflow where you can define the value of the output variables. Add the two output variables of the subflow, Record 1 and Record 2, and set their values to the outputs of the second step My first action, specifically Record and Child, as displayed in Figure 7.29:
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Figure 7.29: Subflow output assignment

			Now the configuration of the subflow is pretty much done but let us look at one last element. At the bottom of the subflow, you have the section ERROR HANDLER, which you can enable by clicking on the corresponding button. This section can execute an action, flow logic, or subflow in case an element of the subflow fails. Let us keep it very simple and add the standard action Log from the ServiceNow CORE category, which logs a message in the System Log. Let us pass Error Handler | Error Status | Message, as displayed in Figure 7.30:
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Figure 7.30: Subflow error handler

			You can now click the Publish button to save and publish the subflow in one step. The final configuration of the subflow is displayed in Figure 7.31:
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Figure 7.31: Subflow final configuration in traditional (left) and diagramming view (right)

			This view is the traditional view of flows and subflows in ServiceNow. Still, more recently, a Flow Diagramming view has been added, which you can enable with the toggle button to switch between the traditional and the diagramming view. The new view for our subflow is shown in Figure 7.31 (right). You can decide which one you prefer, but we will stick with the traditional view in this book.

FlowAPI

			Actions and subflows do not include any trigger condition, so they are not triggered unless explicitly triggered by a script. Conversely, we will see that flows allow you to specify a trigger condition that defines when the flow will run. The easiest way to generate a script that runs either an action or a subflow is to click on the three-dot icon (...) close to the save button in the action or subflow editor, then click on Create code snippet, as shown in Figure 7.32:
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Figure 7.32: Create code snippet

			As you do that, a modal window will show up that displays the default server-side code. For the action, the code looks as follows:

			(function() {

				try {

					var inputs = {};

					inputs[‘text1’] = ; // String 

					inputs[‘user1’] = ; // GlideRecord of table: sys_user 

					// Start Asynchronously: Uncomment to run in background. Code snippet will not have access to outputs.

					// sn_fd.FlowAPI.getRunner().action(‘x_31018_playground.my_first_action’).inBackground().withInputs(inputs).run();	

					// Execute Synchronously: Run in foreground. Code snippet has access to outputs.

					var result = sn_fd.FlowAPI.getRunner().action(‘x_31018_playground.my_first_action’).inForeground().withInputs(inputs).run();

					var outputs = result.getOutputs();

					// Get Outputs:

					// Note: outputs can only be retrieved when executing synchronously.

					var record = outputs[‘record’]; // Reference

					var child = outputs[‘child’]; // Reference

				} catch (ex) {

					var message = ex.getMessage();

					gs.error(message);

				}

			})();

			As you can see, this code is already configured to run the specific action and pass the required inputs. The API invoked in the script is the sn_fd API, which stands for ServiceNow Flow Designer, specifically the FlowAPI. Please note that the code snippet is enclosed in the construct (function() {...})(). Do not remove it!

			
				
					
				
				
					
							
							Note: The syntax (function() {...})() is known in JavaScript as an Immediately Invoked Function Expression (IIFE), able to compartmentalize variables so that there are no nasty interactions between the parent script scope and the actual scope of execution.

						
					

				
			

			The FlowAPI allows running the action (or the subflow) either in the foreground, if synchronous feedback from the execution is required, such as retrieving the outputs or in the background if the execution has to be taken in charge by a dedicated ServiceNow worker. You do not need to retrieve the outputs synchronously. If possible, it is recommended that every execution be run in the background. Still, there are situations where you may need to run in the foreground, which is doable and recommended only for very fast execution.

			To use this code snippet, click on Copy Code Snippet to Clipboard, open another tab with the Classic UI, navigate to Scripts - Background, and paste the snippet. To execute in the foreground, specify the input values. The following script also contains the logging of the outputs with a modified error string to maximize information. Comments have been removed for compactness but the comments on the input and output values have been kept to know which values/objects need to be passed:

			(function() {

				try {

					var userGr = new GlideRecord(‘sys_user’);

			 userGr.get(gs.getUserID());

					var inputs = {};

					inputs[‘text1’] = "Flow designer exec"; // String 

					inputs[‘user1’] = userGr; // GlideRecord of table: sys_user 

					var result = sn_fd.FlowAPI.getRunner().action(‘x_31018_playground.my_first_action’).inForeground().withInputs(inputs).run();

					var outputs = result.getOutputs();

					var record = outputs[‘record’]; // Reference

					var child = outputs[‘child’]; // Reference

			gs.info("My parent: " + record.sys_id)

			gs.info("My child: " + child.sys_id)

				} catch (e) {

					gs.error("Error: " + JSON.stringify(e));

				}

			})();

			To execute the script, click on Run Script. Ensure to be positioned in your Playground scope (x_31018_playground in my case). The result of the execution has been, in my case:

			x_31018_playground (My Table Events): Custom event triggered for new record in My Table: 295b562293710210dcc7bc2efaba1018

			Security restricted: Execute operation on API ‘ScriptableFlowRunnerResult.getOutputs’ from scope ‘Playground’ was granted and added to ‘Playground’ cross scope privileges

			x_31018_playground: My parent: 295b562293710210dcc7bc2efaba1018

			x_31018_playground: My child: ad5b562293710210dcc7bc2efaba1019

			As you can see, a few things are happening, including our custom system event and the assignment of a cross-scope execution privilege. At the bottom of the log, you can see the creation of the two records in the tables My Table and My item. If you navigate to All | Playground | My Table, you will see a record with My string set to Flow designer exec, and by opening it, you will see a related record in My item named Child of Flow designer exec.

			To execute the same action in the background, switch .inForeground() to .inBackground in the API call and remove the lines related to the output retrieval:

			(function() {

				try {

					var userGr = new GlideRecord(‘sys_user’);

			 userGr.get(gs.getUserID());

					var inputs = {};

					inputs[‘text1’] = "Flow designer exec in background"; // String 

					inputs[‘user1’] = userGr; // GlideRecord of table: sys_user 

					var result = sn_fd.FlowAPI.getRunner().action(‘x_31018_playground.my_first_action’).inBackground().withInputs(inputs).run();

				} catch (e) {

					gs.error("Error: " + JSON.stringify(e));

				}

			})();

			Executing this snippet in Scripts - Background, you will not get any synchronous logging, but if you navigate to the tables, you will see the corresponding records created.

			To check the action execution, from the action definition screen of the Workflow Studio, click  Executions, which will open the Operations screen pre-filtered on My first action.

			The process is equivalent to executing a subflow. Go to the Workflow Studio homepage, open My subflow, and click Create code snippet. As you can see from the following code, the template is completely equivalent to the action execution:

			(function() {

				try {

					var inputs = {};

					inputs[‘a_string’] = ; // String 

					// Start Asynchronously: Uncomment to run in background. Code snippet will not have access to outputs.

					// sn_fd.FlowAPI.getRunner().subflow(‘x_31018_playground.my_subflow’).inBackground().withInputs(inputs).run();		

					// Execute Synchronously: Run in foreground. Code snippet has access to outputs.

					var result = sn_fd.FlowAPI.getRunner().subflow(‘x_31018_playground.my_subflow’).inForeground().withInputs(inputs).run();

					var outputs = result.getOutputs();

					// Get Outputs:

					// Note: outputs can only be retrieved when executing synchronously.

					var record_1 = outputs[‘record_1’]; // Reference

					var record_2 = outputs[‘record_2’]; // Reference

				} catch (ex) {

					var message = ex.getMessage();

					gs.error(message);

				}

			})();

			In the Code snippet modal, by clicking on the tab Client instead of Server, as displayed in Figure 7.33, you will get an alternative code snippet that can be used in the ServiceNow client-side. This code snippet uses the GlideFlow instead:
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Figure 7.33: Subflow code snippet

			
				
					
				
				
					
							
							Note: It needs to be enabled to trigger either an action or a subflow from the client-side. To do that, click on ... | Manage security and select the only available flag, Callable by Client API. There is more to the FlowAPI and GlideFlow, which can be learned from the developer documentation, but this foundation should get you started.

						
					

				
			

Flows

			Flows provide triggerable chains of executions that can embed actions and subflows. They share the basic structure with subflows and reside in the same table Flow [sys_hub_flow] but instead of input and output variables, they require specifying a trigger.

			Before we start with the creation of the flow, let us ensure that the execution report for each running entity is captured by Flow Designer. To do that, type sys_properties.list in the navigator filter, search for the property with the name com.snc.process_flow.reporting.level, and set it to ON. This property enables execution reporting for the entire instance. As you are in the Playground scope, you must click on To edit this record, click here. Although this is not recommended in production due to the amount of logging that can be collected, it is a useful setting on a sub-production instance where the volume of execution is inferior. The same result can be achieved for individual actions, subflows, or flows by going to the navigator menu All | Process Automation | Flow Administration | Settings or from an individual action, subflow, or flow in their Flow Designer page by clicking Subflow Reporting Settings.

			Once this is done, to create a Flow, from the Workflow Studio homepage, click New and select Flow. You must then provide a Flow name and Application, which we can keep as Playground. However, the Workflow Studio allows you to work with different scopes simultaneously, compared to the one selected in the scope picker when it was open. Optionally, you can provide a Flow description and additional properties that are the same as subflows (Protection, Run as, Run with roles, and Flow priority default). Let us call our first flow My flow, shown in Figure 7.34 and click on Build Flow:
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Figure 7.34: Flow creation

			To include the subflow we created previously into this flow, click on the white colored + icon to add an Action, Flow Logic, or Subflow, select Subflow, and click on My subflow of the Playground application, as shown in Figure 7.35:
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Figure 7.35: Insert subflow into a flow

			In the subflow configuration section, input A string, as shown in Figure 7.36:

[image: ]
Figure 7.36: Subflow instance configuration

			Let us add an additional capability by clicking on the white + icon again and selecting Flow Logic. From the menu, pick up If from the list of available logic blocks. To configure the If condition, you have to provide it a name, such as record1 is empty (the first output of the previous subflow), and configure the corresponding condition 1. Then, define which action needs to be executed, which can be a logging condition, with level Error and the message No record 1 (see Figure 7.37):
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Figure 7.37: Flow Logic configuration

			Then, let us add the Trigger. Click the blue + icon Add a trigger. As you can see, different types of triggers are available, divided into the following three categories:

			•  RECORD: The triggers to start the flow when a record is either created, updated, or any of both.

			•  SCHEDULED: The classic scheduled triggers include Daily, Weekly, Monthly, Run Once, and Repeat.

			•  APPLICATION: The application triggers, such as Service Catalog, to run a flow from a catalog item, Inbound Email, SLA Task, and Remote Table Query.

			Select Run Once, and pick a date and time ten minutes later, as shown in Figure 7.38. You will need to consider the time zone in which the instance is configured, which, if you have not modified otherwise, should be the PST time zone:
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Figure 7.38: Trigger configuration

			To make the flow effective, you need to click on the Activate button, which puts it in operation. Then you can go grab a coffee.

			
				
					
				
				
					
							
							Note: The Yokohama release allows to create a Trigger as a separate object at the same level of actions, flows, and subflows.

						
					

				
			

			When you are back, go to the Workflow Studio operations console, click on the Flow button, and order by Created field so that newer executions are at the top. You should see, between the last executions, the execution of My flow. By clicking the My flow record, you drill down into the execution, which displays the completed subflow and the skipped If condition. More information will be available by clicking on each step, as seen in Figure 7.39, including individual inputs and outputs for actions and subflows:
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Figure 7.39: Flow execution details

			We only touched rapidly on Flow Logic conditions when creating flows and subflows. It is worth providing a list of commonly used logic blocks:

			•  If / Else If / Else: Similar to the full if-then-else construct in JavaScript, this component in Flow Designer allows for conditional logic branching based on specified conditions. Actions can be defined for each branch, allowing different paths depending on how the conditions are evaluated.

			•  For Each: This component acts as an iterator over a list of items, similar to a for-each loop in JavaScript. It performs actions on each item in a collection, such as records retrieved from a database.

			•  Do the following until: This is used to repeat a set of actions until a specific condition is met, akin to a do-while loop in JavaScript.

			•  Skip iteration: This corresponds to the continue statement in JavaScript. It allows the workflow to skip the current iteration of a loop and move directly to the next iteration.

			•  Go back to: This action provides a way to loop back to a previous action in the flow, effectively creating a loop that can execute, until a condition changes or a limit is reached.

			•  Do the following in Parallel: This component allows multiple actions or flows to run concurrently. It is useful for optimizing performance when actions are independent of each other and can be executed simultaneously.

			•  Exit loop: Similar to the break statement in JavaScript, this action terminates the loop’s execution regardless of the original loop condition.

			•  Make a decision: This component is a decision node that allows branching based on decision tables. We will see more on configuring and using a decision table in the next section.

			•  Wait for a duration of time: This option pauses the flow for a specified duration, allowing delays in execution, which can be useful for timing dependent tasks.

			•  Call a Workflow: This action triggers another workflow within ServiceNow, allowing for a modular design where workflows can invoke other workflows.

			•  End flow: Terminates the execution of the flow. This can be used to stop the flow deliberately at a chosen point based on certain conditions.

			•  Dynamic flow: Enables the selection and execution of a dynamic flow based on runtime data. This is particularly useful for scenarios where the flow to execute might vary based on input conditions or user data.

			•  Get Flow Outputs: This function retrieves the outputs from a completed subflow or action, allowing them to be used later in the parent flow.

			•  Set Flow Variables: This function assigns values to flow variables within the flow, which can then be used in subsequent actions or conditions. More about that is in the Flow Variables section.

			•  Try: Mirrors the try-catch mechanism in JavaScript, designed to handle exceptions or errors within the block of actions it encompasses. It ensures that the flow can manage errors gracefully and execute alternative actions in case of failures.

Decision tables

			Decision tables are a useful capability exposed in the Workflow Studio interface as a first-class feature. To create a new decision table, navigate to the Homepage and click the Decision Table button. You need to provide a name for the table. Call it My Decision Table, and then click Build Decision Table. You will then be presented with the Decision Builder interface, which allows you to set up a complex network of decisions based on input and result variables for a series of conditions. Figure 7.40 shows that we have configured an integer variable for the condition. The decision table is initially created in draft and must be published before being accessible:
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Figure 7.40: Decision table creation

			To use the decision table, you have to insert the make a decision flow logic, as displayed in the example subflow, in Figure 7.41:
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Figure 7.41: Decision table usage in a subflow

			The My decision box works like a switch where the integer variable is converted to a string based on the input variable of the subflow. Although this is a simple example, decision tables allow the configuration and maintenance, in a completely low-code fashion, of a complex set of conditions that are helpful when orchestrating complex enterprise workflows.

Flow variables

			It is also necessary to mention flow variables, which provide a way to manage entity-level variables for flows and subflows. To define a new Flow Variable, click on Flow Variables. As shown in Figure 7.42, you need to provide both a Label and a Name for the variable, as well as a Type:
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Figure 7.42: Flow variable definition

			To set the flow variable in a flow or subflow, you need to use the Set Flow Variables logic condition, which allows you to set the value of a flow variable at the flow level, as shown in Figure 7.43:
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Figure 7.43: Set flow variables

			Once the flow variable is set, you can use it in any input slot, such as the Log action displayed in Figure 7.44:
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Figure 7.44: Flow variable usage

Playbooks

			Playbooks, also known as processes, enable the configuration of cross-enterprise workflows by integrating multiple components. To create a new process, go to the Workflow Studio homepage, click New, and then select Playbook. Provide a name, such as My Playbook, and click Build Playbook, which will load the Playbook user interface, also referred as Process Automation Designer (PAD) before the Xanadu release.

			Playbooks allow you to organize Flow Designer activities into well-defined stages, as displayed in Figure 7.45:
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Figure 7.45: Playbook stages definition

			Activities are part of a playbook. An activity can be a decision activity, which allows the playbook to branch based on conditions, like in Stage 1, or the Create Task activity in Stage 2. Stages can be executed when the process starts or after specific stages, as configured for Stage 2:
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Figure 7.46: Playbook branch

			A playbook can be displayed in either the Diagram view, as shown in Figure 7.46, or through an equivalent Board view, as seen in Figure 7.47:
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Figure 7.47: Playbook board view

			When adding a new activity to a Playbook, you can select between predefined activities or, by selecting the flag Include all automation assets. Choose any action, flow, or subflow from Flow Designer entities, as displayed in Figure 7.48:
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Figure 7.48: Playbook activity selection

			Otherwise, by selecting Create a new activity, it is possible to define a new Activity Definition [sys_pd_activity_definition]. While creating a new playbook activity, not to be confused with a classic workflow activity, you need to specify the following:

			•  Label: A descriptive label.

			•  Table: The activity definition is restricted to be used in the process definition with an input record that extends from this table. The Global table can be selected to allow any table.

			•  Automation plan: A Document ID record pointing either to a record of the Flow Designer Action or Flow table (containing both flows and subflows).

			•  Activity experience: A record of the table Activity UI Layout [sys_pd_activity_type] containing different ways of interacting with an activity’s Workspace component, such as Create Record, Instructional, List, Record, etc.

			Once the activity definition has been created, it can be selected and inserted in the playbook stage as an actual activity [sys_pd_activity].

Hands-on

			Let us switch to our project application, Travel Safety, and replace the classic workflow we built and deactivated in the previous chapter, with a fully-fledged flow with AES through the following steps:

			1.	Open the application by navigating to All | App Engine | App Engine Studio.

			2.	Select the tile for the Travel application.

			3.	Click on +Add close to the Logic and automation section. Here, you can add a Flow, a Process, or an Email notification.

			4.	Click on Flow (see Figure 7.49):
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Figure 7.49: Flow creation from AES

			After you have clicked on Flow, you can select either a predefined flow or build it from scratch. After clicking on it, you are redirected to the Flow Designer page, where you can define your flow name through the following steps:

			1.	Type Travel request approval in the Name field.

			2.	Type Flow to get approval for the travel request.

			3.	Click on Continue.

			When you see the screen saying Success! Your flow is ready, click on Edit this flow.

			You will then be redirected to the Workflow Studio page. Now perform the following steps:

			1.	Click on Edit flow.

			2.	Select the trigger Created.

			3.	Select the table Request [x_31018_travel_request].

			4.	Create the condition: Approval is Not Yet Requested.

				The Trigger configuration will resemble Figure 7.50:
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Figure 7.50: Trigger configuration

			5.	Add the first action, Ask For Approval.

			6.	Select the Record: Trigger | Record Created | Request Record.

			7.	Leave the Approval Field to Approval.

			8.	Leave the Journal Field to Approval history.

			9.	In the approval rules, select Approve if Anyone approves.

			10.	In the empty field, at the right of Anyone approves, select Trigger | Record Created | Request Record | Opened by | Manager.

			11.	In the Due Date field, select Approve if pending by Relative date 3 Days.

			12.	In the Days schedule, select 8-5 weekdays excluding holidays.

			The configuration of the Approval action should resemble Figure 7.51:
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Figure 7.51: Approval action configuration

			To make this flow operational, click the Activate button at the top-right of the screen.

			To test the flow, go to the Classic UI and impersonate Lucius Bagnoli, as we did in the previous chapter. Then, navigate to All | Travel Safety | Requests and click New. Insert the start and end date for the travel, pick up a travel type Internal, and Save. After refreshing the related list of Approvers, you will see Billie Cowley, Lucius’ manager, appear as an approver, as displayed in Figure 7.52:
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Figure 7.52: Travel request approval

			Either by impersonating Billie or ending the impersonation and returning as admin, visit the record again and change the approval state to Approved. At this point, you will see the Approval field of the Travel Request changed to Approved, with the blue flag signaling live update.

			Go to the Flow Designer operations interface as admin and click the Flow button. In the Flow executions list (ordered by the Created field in anti-chronological order), the Travel request approval flow was executed successfully. By clicking on the name, you will see the execution details.

Conclusion

			In this chapter, we covered automating the Now Platform through Flow Designer. The more you use Flow Designer, the more it will become second nature for a ServiceNow Developer to think in terms of flows, subflows, and actions, along with the wealth of powerful tools we have described in this chapter. In the next chapter, we will cover how to integrate the Now Platform with other systems and services.

Points to remember

			•  Flows, subflows, and actions are the main building blocks of Flow automation.

			•  Workflow Studio is the new interface to build playbooks, flows, decision tables, and more in the Washington release, but you will find it referenced also as Flow Designer.

			•  Processes and playbooks are powerful new capabilities that are strongly integrated with flows and allow additional flexibility, in terms of building enterprise-wide flows and integrating with workspaces.

Multiple choice questions

				1.	What is absent in a subflow compared to a flow?

				a.	Trigger

				b.	Inputs

				c.	Outputs

				2.	Where are actions used instead of activities?

				a.	Classic workflows

				b.	Flows

				c.	Processes

				3.	Which of the following is not a flow logic?

				a.	Else

				b.	Else If

				c.	If

Answers

				1.	a

				2.	b

				3.	a

Key terms

			•  Workflow Studio: The interface to build processes, flows, and actions in the Washington release.

			•  Flow Designer: The interface before the Vancouver release.

			•  Playbook: The low-code process automation designer.

			•  Decision tables: Low-code blocks to define decisions used by flows and processes.

			•  Flow variables: Flow-wide variables, not to be confused with input and output variables.
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CHAPTER 8Integrations


Introduction 

			This chapter introduces readers to the integration capabilities of ServiceNow. We explore outbound and inbound Representational State Transfer (REST) integrations and delve into the specifics of REST messages and scripted calls. Additionally, we will examine the broader Integration Hub configuration options and discuss remote tables.

Structure

			This chapter covers the following topics:

			•  Outbound REST

			•  Inbound REST

			•  Integration Hub

			•  Remote tables

			•  Hands-on

Objectives

			This chapter will familiarize the reader with ServiceNow integration capabilities, beginning with REST integration, which represents a primary vehicle in today’s low-code applications. We acknowledge that ServiceNow integration capabilities are extensive, and the reader will need to continue exploring this subject throughout their journey on the Now Platform.

Outbound REST

			We start by discussing REST integrations, the most common method of system integration today. REST is an architectural style for designing web APIs where the type of action invoked depends on the HTTP method used, such as GET, POST, DELETE, etc. In this section, we discuss outbound REST calls, meaning calls originating from the ServiceNow instance and targeting external systems represented by the REST endpoint being called. In general, REST calls can be sent from both the client-side and the server-side. ServiceNow’s best practice is to manage REST integrations on the server-side, as this provides better protection for authentication credentials, which would otherwise be exposed to the browser. If needed, the client-side can use AJAX to communicate with the server-side but should not connect directly to third-party systems, as this may violate Cross-Origin Resource Sharing (CORS) rules.

			
				
					
				
				
					
							
							Note: CORS is a security feature that allows or restricts web pages from making requests to a domain different from the one that served the initial web page.

						
					

				
			

			Now, remember to switch to the Playground scope if you still need to do so. The easiest way to test REST APIs in ServiceNow is to navigate to All | System Web Services | Outbound | Message, which brings you to the table REST Message [sys_rest_message]. You will see some REST endpoints already configured, but let us go ahead and create a new one by clicking on the New button.

			The form that shows up asks for the name of the REST Message, which is a collection of calls, an optional description, and an endpoint:

[image: ]
Figure 8.1: REST Message with GET method

			We will use the GitHub API as an example of a collection of endpoints with which to interact.

			After saving, in the HTTP Methods related list, one Default GET record has been created, which we will now modify, as shown in Figure 8.1. We will start with a simple GET call to retrieve details about a user. After opening that record, modify the Name from Default GET to Retrieve user details and the Endpoint from https://api.github.com inherited from the parent record, to https://api.github.com/users/<username>. In the following section, Authentication, let us leave everything as is, as the GitHub API allows us to retrieve public information without any authentication. Likewise, we do not need any header or query parameter in the HTTP Request. If you click on the UI Action Test, you will execute this simple GET request that goes from the ServiceNow instance (in the cloud) to the GitHub server and back to the ServiceNow instance for the response. The following figure shows the execution with my own account:
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Figure 8.2: REST GET method testing

			The response includes an HTTP status of 200 in this case, indicating a successful response and the actual response payload in the Response field. Of course, any further action based on the response’s content will require parsing that field. By clicking back and returning to the HTTP Method, you can now click on the UI Action Preview Script Usage, which generates a code snippet that can be embedded in other scripted objects. The script is as follows:

			try { 

			    var r = new sn_ws.RESTMessageV2(‘GitHub API’, ‘Retrieve user details’);

			    //override authentication profile 

			    //authentication type =’basic’/ ‘oauth2’

			    //r.setAuthenticationProfile(authentication type, profile name);

			    //set a MID server name if one wants to run the message on MID

			    //r.setMIDServer(‘MY_MID_SERVER’);

			    //if the message is configured to communicate through ECC queue, either

			    //by setting a MID server or calling executeAsync, one needs to set skip_sensor

			    //to true. Otherwise, one may get an intermittent error that the response body is null

			    //r.setEccParameter(‘skip_sensor’, true);

			    var response = r.execute();

			    var responseBody = response.getBody();

			    var httpStatus = response.getStatusCode();

			} catch(ex) {

			    var message = ex.message;

			}

			As we are not using the MID server and do not require any authentication for the moment, we can simplify this script as follows and copy it to the Scripts - Background module:

			try { 

			    var r = new sn_ws.RESTMessageV2(‘GitHub API’, ‘Retrieve user details’);

			    var response = r.execute();

			    var responseBody = response.getBody();

			    var user_id = JSON.parse(responseBody).id

			    var httpStatus = response.getStatusCode();

			    gs.info("HTTP status: " + httpStatus)

			    gs.info("Response body: " + responseBody)

			    gs.info("User ID: " + user_id)

			} catch(e) {

			    gs.error(JSON.stringify(e));

			}

			By clicking on Run Script, you should get the following output:

			*** Script: HTTP status: 200

			*** Script: Response body: {"login":"<username> ","id":23049548,"node_id":"MDQ6VXNlcjIzMDQ5NTQ4", ...}

			*** Script: User ID: 23049548

			The ellipsis represents the rest of the JSON payload. The adapted code snippet demonstrates how the response body can be parsed using JSON.parse() and how to extract an individual parameter, in this case, the GitHub ID of the user. It is important to note that the preceding code snippet relies on the existence of the REST Message record. At the same time, the API sn_ws.RESTMessageV2, thoroughly documented on the ServiceNow Developer site, allows for the removal of this dependency by specifying additional parameters currently documented in the record. The script can then be adapted in the following way, which no longer relies on the REST Message record and can be executed by providing exactly the same result:

			try { 

			    var r = new sn_ws.RESTMessageV2();

			    r.setHttpMethod(‘get’)

			    r.setEndpoint(‘ https://api.github.com/users/<username>’)

			    var response = r.execute();

			    var responseBody = response.getBody();

			    var user_id = JSON.parse(responseBody).id

			    var httpStatus = response.getStatusCode();

			    gs.info("HTTP status: " + httpStatus)

			    gs.info("Response body: " + responseBody)

			    gs.info("User ID: " + user_id)

			} catch(e) {

			    gs.error(JSON.stringify(e));

			}

			A slightly more complex case involves making a POST call, required, for example, to create an issue in an existing GitHub repository. To make a POST request, you must have a GitHub account, so if you want to follow along hands-on, it is recommend creating one if you do not already have one. After logging in to GitHub with your account, create a repository by clicking on new and providing a repo name <repository> (for example, My-repo). You can choose to keep it public or make it private.

			To authenticate with the API, you need to create an authentication token. To do this, click on your account name on the GitHub page and go to Settings, then click Developer Settings in the left menu, go to Personal access tokens | Tokens (classic), and click Generate new token. You will then need to authenticate and provide a Token name (you can use ServiceNow), and you can select an expiration of seven days so that the token will be revoked after a week. Leave Repository access set to Public Repositories (read-only) and click Generate token. The token that you need to copy is a string that looks like the following:

			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

			With that string, you can navigate again to REST Message, open the GitHub API record, and create a new HTTP method called create issue of type POST to the endpoint https://api.github.com/repos/<username>/<repository>/issues, where <repository> is the name of the repository under the GitHub account.

			Then, open the Authentication section and select Authentication type Basic. Click on the magnifying glass close to Basic auth profile. In the pop-up window, click New to create a new profile. Give it a name such as GitHub Token, with a username equal to your username and a password equal to the authentication token you just generated. Click Submit. You will see that the new authentication profile gets copied into the field.

			Then, in the HTTP Request section, specify the HTTP Header Content-type as application/json and the Content (payload) of the request as:

			{"title":"Example Issue Title","body":"Detailed description of the issue"}

			The POST HTTP Method should look like Figure 8.3:
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Figure 8.3: POST REST method

			After clicking on Test, you should receive an HTTP 201 response from the GitHub server, denoting a successful outcome where a record has been created and a response field with JSON providing the details of the record creation. To verify that the issue has been created, go to the Issues tab of the new repository as shown in the following figure, with repository name My-repo:
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Figure 8.4: GitHub issue creation

			You can recover the equivalent code snippet for the Create issue by clicking the Preview Script Usage UI Action or writing your own version, for example:

			-try { 

			    var r = new sn_ws.RESTMessageV2(‘GitHub API’, ‘Create issue’);

			    r.setAuthenticationProfile(‘basic’, ‘ 8effa0d993c20210dcc7bc2efaba10b4’);

			    var response = r.execute();

			    var responseBody = response.getBody();

			    var httpStatus = response.getStatusCode();

			    gs.info("HTTP status: " + httpStatus)

			    gs.info("Response body: " + responseBody)

			} catch(e) {

			    gs.error(JSON.stringify(e));

			}

			The sys_id in the script must be replaced by the sys_id of your authentication profile (not the name, as said in the code template’s comments). Execute this code in the Scripts - Background module.

Inbound REST

			ServiceNow provides various inbound REST APIs in the base system, along with the possibility to create scripted inbound interfaces. We recommend using the REST API Explorer to see the available REST APIs, which can be accessed from the navigator menu at All | System Web Services | REST | REST API Explorer. This interface allows for exploring and testing existing interfaces through an intuitive screen, as shown in Figure 8.5. The REST API Explorer enables you to navigate between different namespaces, API names, and versions and view all the available methods and parameters, as shown in the following figure:
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Figure 8.5: REST API Explorer

			A frequently used inbound API is the Table API, available under the namespace now, which represents the first component of the API URL:

			GET https://<instance_name>.service-now.com/api/now/table/{tableName}

			You can set the path, query parameters, and request headers through the page. If you want to test the retrieval of records from the table My Table, select it for the unique path parameter of the Retrieve records from a table (GET) call and hit Send. At the bottom of the page, you will see the payload returned by the local call, which, in my case, was:

			{

			  "result": [

			    {

			      "my_reference": {

			        "link": "https://dev181312.service-now.com/api/now/table/sys_user/com.glide.sys.User@caa8cd5",

			        "value": "com.glide.sys.User@caa8cd5"

			      },

			      "sys_id": "23fcbe6a93f10210dcc7bc2efaba10f8",

			      "my_string": "Title: Executed from flow",

			      "sys_updated_by": "admin",

			      "sys_created_on": "2024-04-29 12:28:06",

			      "sys_mod_count": "0",

			      "my_choice": "",

			      "sys_updated_on": "2024-04-29 12:28:06",

			      "sys_tags": "",

			      "my_list": "",

			      "sys_created_by": "admin"

			    }

			  ]

			}

			Only one record was returned because the sysparm_limit field defaults to 1 (limited to 1 for testing). The Table API is only one of the many APIs provided by the ServiceNow application. It allows table Create, Read, Update, Delete (CRUD) operations.

			The REST API Explorer also allows you to export the OpenAPI specification for each API in YAML or JSON format, which can be helpful when integrating with third-party systems.

			While creating a low-code application, ServiceNow also allows the creation of new APIs using Scripted REST APIs, available under the menu System Web Services. We will not review all the details of creating an inbound scripted REST API. At a high level, this requires creating a Scripted REST Service first and, then one or more resources under it, that represent the different endpoints. In the case depicted in Figure 8.6, a Scripted REST Service called my_rest contains a single resource called my_resource, which is of type GET:
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Figure 8.6: Scripted REST service and resource

			The resource defines an HTTP Method (GET) and a resource path (in this case, /api/x_31018_playground/my_rest) where a script responds, where the script has the structure:

			(function process(/*RESTAPIRequest*/ request, /*RESTAPIResponse*/ response) {

			})(request, response);

			Save this configuration and navigate back to the REST API Explorer. You can verify you can visualize the API under a namespace equal to the application scope with an API name equal to the resource name.

Integration Hub

			Integrations are a key component of flows and follow a different structure. Let us start with the REST model, one of the most pervasive, and then cover other types of integrations. Integration capabilities under Flow Designer/Workflow Studio are known as Integration Hub.

			Outbound REST integration is managed through a REST step. To check that out, navigate to All | Process Automation | Workflow Studio (or All | Process Automation | Flow Designer) and open the Workflow Studio.

			On the Homepage, click New | Action, give it a name such as My REST call, and click Build action. By clicking on the blue + icon in the Action Outline, scroll to the category Integrations. If this is the first time you have used Integration Hub on that instance, you will see an empty category. To install it, log into the Developer site with your account, click on your name, and select Activate plugin. Then, in the modal window, search for integrationhub, as shown in Figure 8.7:
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Figure 8.7: Integration Hub plugins activation for a PDI

			Consider the following three options, namely ServiceNow Integration Hub:

			•  Standard Pack Installer: This is the basic configuration, including basic integrations and integrations building clocks, such as REST.

			•  Professional Pack Installer: This intermediate configuration includes integrations with Microsoft software, SSH, and PowerShell.

			•  Enterprise Pack Installer: This is the most advanced pack with integration with SCCM and advanced capabilities such as Data Streams.

			Install the Enterprise Pack on the PDI. After the plugins are installed, which should take a few minutes, you can return to the step configuration, and you will see many options available, as in Figure 8.8:
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Figure 8.8: Action Step integration capabilities

			All those options are related to Integration Hub, and although it is impossible to cover all of them in detail, it is worth knowing the available possibilities.

			The following options are related to the Started Pack:

			•  Java Database Connectivity (JDBC) allows the execution of Structured Query Language (SQL) statements against a database.

			•  JSON and XML Parser help parse the outcome of REST calls or other integration steps, although they can also be performed through scripts.

			•  Simple Object Access Protocol (SOAP) is a more legacy way of integrating external systems. While still relevant in specific contexts and industris, is has been largely replaced by REST.

			•  Get Connection Info lets us retrieve information about connections, which we will cover later.

			•  More advanced options involve:

			o	OpenAPI allows the import of an OpenAPI specification for REST calls either from a URL or manually pasting a Swagger file.

			o	Powershell, interacts with Microsoft shell.

			o	SFTP, for Secure FTP.

			o	SSH, for Secure shell interactions.

			For our purposes, select REST, and the REST Step configuration screen will appear automatically. To execute the same GET call, we previously configured with the sn_ws.RESTMessageV2 API, instead of the authentication profile, you will need to configure a Connection Alias system-specific to flows.

			To do that, switch to the Classic UI, navigate to All | Connection & Credentials | Connection & Credential Aliases, and click New. Provide the new alias with a name, such as GitHub API, select HTTP as the Connection type, and save. Under the related Connections list, click New, name it GitHub, and put https://api.github.com in the URL field. Then, click on the magnification glass icon close to the Credential field and click New on the pop-up list view. In the interceptor screen, select Basic Auth Credential. In the form showing up, put a name such as GitHub Cred sand your GitHub account’s username and password (token), and then save. The Connection & Credential Aliases record will look like the one in Figure 8.9, with the related Connection and Credential:
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Figure 8.9: GitHub Connection and Credential Alias

			If you return to the My REST call action, you should now be able to select the Connection Alias just created (in my case, x_31018_playground.GitHub_API), which automatically displays https://api.github.com in the Base URL field.

			To complete the configuration, displayed in Figure 8.10, perform the following steps:

			•  Put /repos/<your_GitHub_user>/my-repo/issues under the resource path.

			•  Select POST as the HTTP Method.

			•  Create a header content type: application/json.

			•  Put a Request body of type Text such as:

			{"title":"Issue from a Flow","body":"Detailed description of the issue"}, as shown in the following figure:
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Figure 8.10: REST Step configuration for POST request

			To test the execution of the REST Step only, click on the button Test REST Step, which should give you a similar outcome to the one displayed in Figure 8.11. Then, Save the action:
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Figure 8.11: REST Step testing

			The outbound REST step is a key component in creating spokes. In ServiceNow lingo, a spoke is a scoped application that primarily introduces flow components, specifically actions and subflows, which are reusable by other applications and perform integration with dedicated systems. These scoped applications tend to have no data model or are very small. The ServiceNow Store is where many spokes are made available by ServiceNow or third parties.

			
				
					
				
				
					
							
							NOTE: Hundreds of spokes are available on the platform and through the ServiceNow Store. A list of available spokes can also be found on the documentation site under the section Integration Hub available spokes.

						
					

				
			

			Once configured, the Connection & Credential alias record is also visible in the Workflow Studio Integrations tab, as shown in Figure 8.12:
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Figure 8.12: Connection & Credential Alias tile

			To test the case of inbound REST integrations through the Flow Designer, you can create a new flow triggered by an inbound REST call. In this case, you are leveraging an Enterprise Pack feature. To do this, in Workflow Studio, click New, select Flow, and name it My inbound REST flow. Under the TRIGGER part of the flow, select the trigger REST API - Asynchronous. Let us configure the integration as displayed in Figure 8.13:
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Figure 8.13: REST call trigger

			The following are the details for the configuration of the trigger:

			•  Method: POST

			•  Requires authentication: yes

			•  Require roles: Playground admin

			•  One path parameter, called my_string.

			Then, let us complete the flow with a simple Log action that displays the path parameter, shown in Figure 8.14:
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Figure 8.14: Action configuration for the REST invoked flow

			After activating the flow to test its invocation, you can head to the REST API Explorer and select the Namespace corresponding to your scope. Under the API Name, you should see your low-code REST endpoint as an alternative to your scripted REST API, named REST trigger for flow=<sys_id> - v1. Specify a query parameter, such as my_string = hello, as displayed in Figure 8.15, and hit Send at the bottom of the page:
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Figure 8.15: REST flow visible in the API Explorer

			The REST call executes asynchronously, returning the execution ID in the response body:

			{

			  "result": {

			    "executionId": "4ewOpP0NQhbZFSmK3cCoePCCDc1F4Yy1"

			  }

			}

			Go to the Workflow Studio now and select the Operations tab, ordering anti-chronologically per the Created field. You will see the execution of My Inbound REST Flow, with the Log action logging hello.

Remote tables

			Remote tables are worth mentioning as a further integration mechanism with external data. To access the remote table configuration, navigate to All | System Definition | Remote Tables, which contains two modules named Tables and Definitions. We will not delve into the configuration details here, but it is worth noting that Tables is just a filtered list of the Table (sys_db_object) table with the Remote table flag set to true. Meanwhile, Definitions contain a Script that defines how the table data is populated. The code snippet of the script, with the comments removed, is as follows:

			(function executeQuery(v_table, v_query) {

			    //Code to retrieve values

			    v_table.addRow({ field1: value1, ..., fieldN: valueN})

			})(v_table, v_query);

			At a minimum, the script must retrieve the values from a remote REST API or other sources and populate the table by calling the v_table.addRow method with an object containing the fields and table values. There are many more nuances to remote tables that we encourage you to read in the documentation and practice. The key message is that, given the data of the remote table is retrieved by the script every time the remote table is refreshed, they can be very computationally intensive. They must then be used carefully and mostly with a small amount of data. By clicking the Advanced flag, there is also an option to set a Cache time to live (TTL) that can help limit the performance impact and an Enhanced Capacity flag, which can help optimize situations with many rows.

			
				
					
				
				
					
							
							Note: The Yokohama release has added create, write, and delete capabilities for record in remote tables.

						
					

				
			

Hands-on

			We want to add a simple feature to our Travel Safety application. To do that, remember to switch to the Travel scope. The feature we want to add is the following. When a destination country is selected in a Travel Request, a link to the country map is added to the form. We will use a simple and free API called REST Countries (https://restcountries.com/) that provides data for every country worldwide. The endpoint to retrieve information about a specific country is https://restcountries.com/v3.1/name/{country_name}?fullText=true. We have the country’s full name in the Destination field of the Request [x_31018_travel_request] table.

			To implement our requirement with the minimum effort possible, we will create an additional field of type URL in the Request table. Let us do that from the AES by opening the Travel app and editing the Request application. Let us call this field map, as shown in Figure 8.16:
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Figure 8.16: New map column

			To populate the map field, we are going to execute a flow that will execute on the server-side. To do that

			•  Click on Flows.

			•  Click Add new flow.

			•  Give it a name like Fill map field.

			•  Click Continue.

			•  Select When the record is created in Choose how to trigger your flow.

			•  Click Edit flow.

			At that point, we need to create an action to interact with the Workflow Studio interface by selecting New | Action. You can call it Call restcountries. Create an input variable for the action called Country, as displayed in Figure 8.17. Use the type String (UTF-8) if any non-ASCII characters are in the country name:
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Figure 8.17: Action input

			Then, perform the following steps:

			1.	Add a REST step.

			2.	Select Define Connection Inline (as the restcountries API is public, we do not require any username and password, just the Base URL).

			3.	Add https://restcountries.com/v3.1 to the Base URL.

			4.	In the Resource Path, add name/(action->Country), where (action->Country) is the data pill for the input variable.

			5.	Keep the HTTP Method as GET.

			6.	Add fullText = true in Query Parameters.

			The configuration of the first step is shown in Figure 8.18:
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Figure 8.18: Call restcountries action

			Now:

			1.	Add a second step of type JSON Parser by clicking on the blue + icon.

			2.	In Source data, select step | REST Step | Response Body.

			3.	Past an example response from restcountries, that you can get by typing the following URL in the browser: https://restcountries.com/v3.1/name/italy?fullText=true.

			4.	Toggle the Structured Payload View option.

			5.	Click Generate Target to populate the target object.

			6.	In the target object, under root | root_array | root_array_object | maps, flag openStreetMaps.

			At that point, the configuration should look like in Figure 8.19:
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Figure 8.19: JSON Parser configuration

			Then:

			1.	Click on Outpus in the Action Outline.

			2.	Create an output variable called url of type String.

			3.	Click on Exit Edit Mode.

			4.	Click on the </> icon and type the following snippet:

			return JSON.parse(fd_data._2__json_parser_step.root.openStreetMaps)

			The snippet is also shown in the following figure:
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Figure 8.20: Action output configuration

			Save the action. To test it:

			1.	Hit the Test button.

			2.	Fill in the country as Italy, and click Run Test.

			3.	Click on Your test has finished running. View the Action execution details to see the log.

			4.	In the log, you should see the URL: https://www.openstreetmap.org/relation/365331.

			Now, come back to App Engine Studio and perform the following steps:

			1.	Click on Add node | Action.

			2.	Select Call restcountries, and select the country from the data pill Trigger | Record Created | Requested Record | Destination | Name.

			3.	Again, Add a node > Action, and select Update record.

			4.	Select the record to be updated as Trigger | Record Created | Requested Record.

			5.	Add the field Map and fill it with the data pill 1 | Call restcountries | url.

			The flow configuration (in diagram view) will look like in Figure 8.21:
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Figure 8.21: Fill map field flow in diagram view

			Click on Activate. Now, let us test everything through the following steps:

			1.	Navigate to All | Travel Safety | Requests and click New.

			2.	Fill in the form with a destination country.

			3.	When you save, the Map field should automatically populate with the link to the OpenStreetMap, as shown in Figure 8.22:
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Figure 8.22: Travel request map field update

			4.	If you click on the link, you will be redirected to the map of the selected country.

			This completes the configuration of this new capability for our app. Before moving forward, remember to return to the Playground scope.

Conclusion

			In this chapter, we have covered some foundational concepts about integrations and delved deeper into the special case of REST integrations. We have also seen how integration can be managed through classic platform capabilities and the Integration Hub, the Flow Designer integration framework. We touched on a special category of scoped applications—the spokes—focused on integration capabilities with third-party systems.

			In the next chapter, we will shift our focus to the Service Portal and Service Catalog, exploring how to configure them to meet the needs of a low-code application.

Points to remember

			•  ServiceNow’s best practice is to manage REST outbound calls on the server-side. sn_ws.RESTMessagev2 is the main ServiceNow API to script outbound REST calls.

			•  ServiceNow provides an extensive set of inbound REST APIs, of which the Table API is one of the most frequently utilized. REST API Explorer allows you to navigate both native and new REST endpoints.

			•  Integration Hub is the integration framework in the context of Flow Designer/Workflow Studio that allows multiple types of integration capabilities.

Multiple choice questions

				1.	Which is not a standard Connection & Credential object?

				a.	Authorization profile

				b.	Connection

				c.	Credential

				2.	Which of the following is not a valid integration step?

				a.	Bash

				b.	SSH

				c.	PowerShell

				3.	What is the main API for Remote tables?

				a.	remote_table

				b.	r_table

				c.	v_table

Answers

				1.	a

				2.	a

				3.	c

Key terms

			•  Inbound REST: A REST call from a third-party system into the ServiceNow instance. The third-party system could also be another ServiceNow instance.

			•  Outbound REST: A REST call from a ServiceNow instance to a third-party system. The third-party system could also be another ServiceNow instance.

			•  REST API Explorer: Is the interface for exploring the API provided by the instance, whether native or custom-built.

			•  Integration Hub: The integration framework baked into the Flow Designer/Workflow Studio.
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CHAPTER 9Service Portal


Introduction

			In this chapter, readers explore the world of portals, pages, and widgets, which are cornerstones of the ServiceNow user experience. Service Portal is a classic ServiceNow technology, and its power and flexibility have ensured its success and significant adoption. Let us dive in.

Structure

			This chapter covers the following topics:

			•  Portals

			•  Pages

			•  Widgets

			•  Service Catalog

			•  Hands-on

Objectives

			The chapter aims to provide the reader with the foundation of Service Portal development. While it is impossible to cover all nuances of Service Portal in a single chapter, as it fades progressively into pure AngularJS web development, the reader will acquire knowledge of the main configuration objects and their programmability with low-code and more advanced techniques.

Portals

			Service Portal is a classic topic in ServiceNow. It was initially introduced in the Helsinki release, which came out in 2016. Service Portal provides a flexible, responsive, and customizable user experience suitable for developing low-code apps.

			It is important to distinguish between Service Portal as a technology within the Now Platform and individual out-of-the-box portals such as the traditional Service Portal (sp), the Employee Center (esc), or the Customer Service portal (csp). In this chapter, we will focus more on Service Portals as a technology and touch on integrating out-of-the-box portals in the hands-on part. We also need to highlight the distinction between the classic Service Portal and the Service Portal capabilities provided in the context of the Now Experience Framework, representing the new user experience development framework for the Now Platform, component-base instead of widget-based, which we will discuss in Chapter 10, Now Experience.

			It is important to underline the distinction between Service Portal and the Service Catalog, which is the underlying application intended to manage the definition of catalogs, catalog items, and related processes.

			To see the list of available portals in your instance, navigate to All | Service Portals | Portals in the Core UI. On my PDI, the list is relatively short, as shown in Figure 9.1, but if you have more plugins installed, the list may be much longer:
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Figure 9.1: Portals

			To create a new Service Portal, click on New and provide the following information:

			•  Name: The name of the portal.

			•  URL suffix: The last part of the URL.

			•  Login page: The login page.

			•  404 page: The page displayed in case of an unavailability error.

			•  Catalog home page: The primary page for the portal.

			•  Main menu: Provides the menu items visible in the header of the portal, such as links to Knowledge Base, Approvals, or user requests.

			•  Theme: The theme, which includes the Header and Footer as specialized widgets, the portal variables for Sassy Cascading Style Sheets (SCSS) compilation, and portal-wide JS and CSS includes, which can be loaded eagerly or lazily

			You can fill in the information as displayed in Figure 9.2:
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Figure 9.2: My Portal

			Refer to the following details:

			•  Name: My Portal

			•  URL: mysp

			•  Homepage: index (the original out of the box main page)

			•  Login page: Landing

			•  404 page: 404

			•  Theme: La Jolla (the original Service Portal theme)

			•  Main menu: Leave it empty

			More information can be provided in the portal definition. We will see some of these details later.

			If you click on Try It, you will be redirected to the page https://<instance_name>.service-now.com/mysp, which is the index page, as displayed in Figure 9.3:
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Figure 9.3: Index page

Pages

			Pages represent the web pages of the portal. To understand how a page is defined, let us open the definition of the index page we just used. Navigate to All | Portals | Pages and search by ID index. The page is defined by a Title (Home Page) and an ID (index). A page can be public (accessible without authentication) or require roles to be accessible. The page content defines the page’s elements, namely containers, rows, columns, and widget instances. The index page is rather complex, containing all the elements in Figure 9.4:
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Figure 9.4: Page content

			Containers represent page elements organized in grids of rows and columns, as evident from the Container-related list at the bottom of the page form. Widget instances represent the actual content, as seen in the following paragraph. Service Portal uses a typical Bootstrap page organization. Containers, rows, and columns are not usually created individually but are managed through the Service Portal Designer interface, accessible through the Open in Designer UI Action. We will see the Designer in action on a blank page after creating a widget, but opening it on the index page gives an idea of how it allows managing the different page layouts and components, as shown in Figure 9.5:
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Figure 9.5: Service Portal Designer

			Returning to the page form, it is worth navigating to the Page Editor, which provides a tree view of all the page elements, as shown in Figure 9.6:
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Figure 9.6: Page Editor

			You can see and edit the respective form by clicking on each tree node, which may be required for some advanced configurations. It is also possible to open the Branding Editor from the Portal Editor page.

Widgets

			Widgets are the key components of the Service Portal configuration, providing content to the pages. When a widget is inserted into a page, the corresponding widget instance is created. The system provides several out-of-the-box widgets that can be reused across different portals, but it is also possible to create new widgets. Service Portal widgets are based on AngularJS.

			
				
					
				
				
					
							
							Note: The Xanadu Service Portal is based on AngularJS 1.5.23. AngularJS is not to be confused with Angular, that is a more recent framework, based on TypeScript. For extensive documentation of AngularJS, visit https://code.angularjs.org/.

						
					

				
			

			To manage widgets, navigate to All | Service Portal | Widgets. Click New to create a new widget. You need to provide a name for it. The following additional information can be provided:

			•  ID: An identifier. Necessary if the widget is embedded in another widget.

			•  Description: A detailed description.

			•  Public: Indicates if the widget requires authentication.

			•  Roles: Specifies roles required to access the widget.

			The name is the only required information for saving the widget. You can call it My Widget and provide an ID my-widget. After saving the widget, instead of editing it on the form, ServiceNow provides a practical interface through the UI action Open in Widget Editor, displayed in Figure 9.7:
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Figure 9.7: The Widget Editor

			The Widget Editor allows you to edit the different components of the widget.

			The HTML Template is the structure of the widget HTML, enclosed within <div>. AngularJS uses HTML as its own template language, enriched with directives like HTML tags. AngularJS provides several directives, all starting with ng, like <ng-repeat> or <ng-bind>. Directives help tie static HTML content with dynamic content from client and server scripts.

			The CSS-SCSS applied to the widget contributes to page styling. ServiceNow allows enriching traditional CSS with SCSS, a syntax of Syntactically Awesome Stylesheets (SASS). It extends CSS with features like variables, nested rules, and mixins making it more powerful and easier to maintain.

			The client script is the JS controller of the widget, controlling its behavior. It defines a function invoked when the page containing the widget loads and stays in execution while it is open. The client script typically defines some event-driven functions invoked by the template through directives such as ng-click. The controller is represented by the c variable, initially set to this by the framework. c can contain several variables and functions shared with the template expressions, such as c.something or c.doThis(), which can be called by a button click, for example, through ng-click="c.doThis()".

			
				
					
				
				
					
							
							Note: The client script is not supposed to manipulate the page DOM directly. To do that, the widget needs to define a link function.

						
					

				
			

			The server script is a ServiceNow JS code initially invoked before the page loads to populate the c.data object, which is a Plain Old JavaScript Object (POJO) passed from the server to the client to provide information for the dynamic content of the widget. The server script can be subsequently invoked by the client script through functions such as c.server.update() or c.server.get(), which are asynchronous functions that pass an object referred to as input on the server side. It is important to note that, while the client script stays in execution for the entire page, the server script is launched and ends for every retrieval of information. A typical structure for the server script, which always represents my initial boilerplate code, is the following:

			if (!input) {

			  //initial code execution

			}

			if (input && !input.action) {

			//subsequent information retrieval

			}

			if (input && input.action == "ACTION_NAME") {

			//subsequent information retrieval

			}

			The first stanza of the server script is executed at page load, the second stanza is executed when calling c.server.update(), and the third stanza is executed when calling c.server.get() for each individual action type. The essential difference between the functions c.server.update() and c.server.get() is that c.server.update() passes the entire content of the c.data object to the server (to be updated) each time, while c.server.get() passes its own object to the call and retrieves (gets) a specific return object. There are three examples of c.server.update() provided by ServiceNow in the out-of-the-box widgets, such as the Hello World widgets, displayed in the following figures:
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Figure 9.8: Hello World 1

			The Hello World 2 widget is as follows:
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Figure 9.9: Hello World 2

			The following figure shows the Hello World 3 widget:
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Figure 9.10: Hello World 3

			The following points show what the different widgets provide:

			•  Hello World 1: Provides the simplest example of double binding between the HTML Template and Client Script, where an input variable is set on the client side through an input field and displayed back to the user. The widget also provides demo data, typically hardcoded within the widget’s configuration and not pulled from live databases or real-time sources.

			•  Hello World 2: Shows how the client-side communicates with the server-side by computing the content of the message on the server-side. This widget shows an example of implementing c.server.update().

			•  Hello World 3: Introduces a link function, ensuring the input field is focused when the widget is rendered.

			A link function in a ServiceNow widget, and AngularJS more generally, is a key part of the directive definition object, also editable from the Widget Editor when defined. The link function is responsible for registering DOM listeners and updating the DOM. It links the directive’s scope to the DOM elements, allowing for direct DOM manipulation or adding event listeners. The link function is executed after the template has been cloned and allows safe interaction with the DOM, such as setting focus, adding event listeners, or manipulating element attributes.

			In the context of ServiceNow Service Portal widgets, the link function allows developers to define custom behavior for the widget’s elements once they are inserted into the DOM without adding DOM manipulation code to the client script. This can include tasks, such as initializing third-party libraries, setting default values, or managing dynamic interactions based on the data bound to the widget. Using the link function, developers can create more interactive and responsive widgets that enhance the user experience within the Service Portal.

			Returning to the widget form, we can see other configuration options like the following:

			•  ControllerAs: Defines the name of the variable used as the controller.

			•  Has Preview: A Boolean field that allows the preview (eye icon) option in the Widget Editor.

			•  Demo Data: Defines the JSON of the demo data.

			•  Data Table and Fields: Provides straightforward data binding to the server side by specifying a table and fields fetched from the instance.

			•  Option Schema: Defines the settings or options that can be customized for a widget.

			These options allow developers to configure how the widget behaves and appears without modifying its code. Administrators can use the options panel to set specific values for these options, tailoring the widget’s functionality and appearance to meet their needs. For example, options might include setting a title, selecting a color theme, specifying a data filter, or enabling/disabling certain features.

			Many powerful options are also available in the related lists.

			Dependencies allow for the definition of third-party libraries on which the widget depends, which can include both a JS and a CSS part, as shown in Figure 9.11. Libraries can be flagged as Include on page load, in which case, the loading is done eagerly as soon as the page where the widget is included gets loaded by the browser. They can be set up on the instance, via a UI Script, or loaded remotely from a content delivery network (CDN):
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Figure 9.11: Widget dependency

			Angular providers are a powerful way to modularize the creation of widgets. There are three kinds of Angular providers: directives, factories, and services:

			•  Directive: In ServiceNow Angular implementation, a directive is used to create custom HTML elements, attributes, or classes. Directives encapsulate behavior and reusable functionality, allowing developers to create new, specialized HTML tags like <my-directive></my-directive>, enhancing the HTML vocabulary in a declarative manner.

			•  Factory: A factory returns a reusable object or function. It provides a mechanism for creating objects with various methods and properties. By default, factories are singletons, meaning they are instantiated once and then shared across the application. This approach is useful for creating service objects that can be utilized by different parts of the application.

			•  Service: A service in Angular is similar to a factory but is instantiated with the new keyword. Services are generally used for business logic and functionalities that must be shared across the application. Like factories, services are also singletons and return objects that can contain methods and properties, making them essential for maintaining clean and modular code.

Service Catalog

			The Service Catalog application is a native ServiceNow application that helps manage catalog items and related categories, integrating closely with the out-of-the-box ServiceNow portals. Service Catalog definitions can be accessed by navigating to All | Service Catalog | Catalogs. In my PDI, this shows two predefined catalogs: Service Catalog and Technical Catalog. Additional catalogs can be added in this legacy view by clicking the plus icon.

			To configure new catalogs, navigate to All | Service Catalog | Catalog Definitions | Maintain Catalogs, which takes you to the Catalog [sc_catalog] table. To create a new catalog, click on New (which we will not do now). Similarly, managing catalog categories can be done through All | Service Catalog | Catalog Definitions | Maintain Categories, which takes you to the Category (sc_category) table. Remove all preconfigured filters to see all categories.

			The configuration of catalog items can be done through All | Service Catalog | Catalog Definitions | Maintain Items, which takes you to the Catalog Item [sc_cat_item] table. A new catalog item will create a record in the base table, as shown in Figure 9.12:
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Figure 9.12: Catalog item configuration

			The form allows you to set the Catalog Item:

			•  Name: The name of the item.

			•  Catalogs: The catalogs it is part of (can be more than one).

			•  Category: The category it is part of.

			Plus, there are numerous other information in the form sections and related lists. Some of the most fundamental are:

			•  Short description, description, and tags under Item Details section.

			•  Fulfillment flow, workflow, or execution plan under Process Engine section.

			•  Icon (smaller) and Picture (larger) under Picture section.

			•  Several configuration options for the request process under Portal Settings.

			•  The questions under the Variables related list.

			•  Reusable set of questions under Variable Sets.

			•  Catalog UI Policies and Catalog Client Scripts which are like the corresponding entities for the Core UI.

			•  Available For/Not Available For rules allow setting the visibility of an item based on various criteria.

			Catalog items also allow the assignment of a fulfillment flow that must have a trigger of type Service Catalog, as shown in Figure 9.13. This type of trigger allows the retrieval of the questions (variables) associated with it through the action Get Catalog Variables within the execution of the flow, where the variables are available through the slush bucket. The flow can trigger any action, such as approval, task creation, and script execution, and use the data pills, as visible from the right frame of Figure 9.13:
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Figure 9.13: Catalog item fulfillment flow

			A different kind of catalog item is a record producer, which represents a specialized table inheriting from catalog item, namely Record Producer [sc_catalog_item_producer]. A record producer provides the same capabilities as a standard catalog item, but its execution is tailored to the creation of a record in a specific table. Record producers can be accessed through the All | Service Catalog | Record Producers module, but they are also visible in the Service Catalog list as a descendant table.

			Creating catalog items can also be simplified using Catalog Builder, which is accessible under All | Service Catalog | Catalog Builder. This interface provides access to three main tabs: Dashboard, Catalog Items, and Catalog Item Templates. It allows you to edit existing items (redirecting to the interface we have already seen) or create a new one from the Dashboard or the Catalog Item tab, following a preconfigured process displayed in Figure 9.14:
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Figure 9.14: Catalog Builder process

			The process follows the configuration options already seen but also leverages Catalog Item Templates, which can be created from the Dashboard or the Catalog Item Templates tab. The interface is simplified and suitable for less technical users.

			We will see the creation of a record producer in the Hands-on section using App Engine Studio.

Hands-on

			Let us switch to our Travel Safety application. Please remember to switch to the Travel scope with the scope selector. We will not create new widgets but focus on the Service Catalog capabilities to provide catalog user experience for the application, through the following steps:

			1.	Navigate to All | App Engine | App Engine Studio.

			2.	Select the Travel application.

			3.	Under the Experience section, click on Record Producer and click the Begin button.

			4.	Name the record producer New travel request and provide a short description.

			5.	Click Edit record producer.

			You will then be directed to the tab view shown in Figure 9.15:
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Figure 9.15: New Travel Request in App Engine Studio (AES)

			Under details:

			1.	Add any image representing the catalog item or leave it empty.

			2.	Provide a long description.

			3.	Click Continue to Destination.

			Under Destination:

			1.	Select the Request [x_31018_travel_request] table as the target for the record producer.

			2.	Click Continue to location.

			3.	As a destination, select one of the out-of-the-box destinations:

			a.	Catalog: Service Catalog

			b.	Categories: Can We Help You?

			c.	Topics: leave it empty

			4.	Click Continue to questions.

			5.	In Questions, add the questions individually by using the following structure:

			Question type: Date/Time

			Question subtype: Date

			Map to a specific field on the table: true

			Table field: Travel start

			Question label: Travel start

			Name: travel_start

			Mandatory: true



			Question type: Date/Time

			Question subtype: Date

			Map to a specific field on the table: true

			Table field: Travel end

			Question label: Travel end

			Name: travel_end

			Mandatory: true



			Question type: Text

			Question subtype: Single line

			Map to a specific field on the table: true

			Table field: Short description

			Question label: Purpose of the travel

			Name: purpose

			Mandatory: true



			Question type: Choice

			Question subtype: Dropdown (fixed values)

			Map to a specific field on the table: true

			Table field: Travel type

			Question label: Travel type

			Name: travel_type

			Mandatory: true

			Choices:

				Internal/internal

				External/external

			Question type: Option

			Question subtype: Yes / No

			Map to a specific field on the table: true

			Table field: Travel for event

			Question label: Travel for event

			Name: travel_for_event

			Mandatory: true

			Default: False



			Question type: Choice

			Question subtype: Record reference

			Map to a specific field on the table: true

			Table field: Travel for event

			Question label: Travel for event

			Name: travel_for_event

			Mandatory: true

			Hidden: true

			Source table: Company event [x_31018_travel_company_event]

			After the configuration, the question definition should look like Figure 9.16:
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Figure 9.16: New travel request questions

			After the configuration of the Questions tab:

			1.	Leave the Settings and Access configuration as it is.

			2.	Under Review and Submit, click the Submit button.

			3.	You should then receive a message: Success! Your item is now available for testing in your service catalog.

			4.	Click Return to my applications.

			To check the record producer creation in the Core UI, you can navigate to All | Service Portal | Record producers, which brings you to the Record Producer table [sc_cat_item_producer] and identify New Travel Request.

			The record producer will look like in Figure 9.17:
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Figure 9.17: New travel request record producer

			More options are available in the Core UI than in AES.

			To fine-tune the record producer’s availability, perform the following steps:

			1.	Go to the Available for related list and click New.

			2.	Provide the name Available for travel user, and under Roles, add x_31018_travel.user.

			3.	Click submit.

			As a further refinement, we will create a Catalog Client Script to show/hide the Company event field, depending on if the Travel for event field is true or false. To do that, perform the following steps:

			1.	Navigate to All | Service Catalog | Catalog Administration | Catalog Client Scripts.

			2.	Create a client script to Show/hide company events.

			3.	Configure the record as shown in Figure 9.18.

			Set the catalog client script as follows:

			function onChange(control, oldValue, newValue, isLoading) {

			    if (isLoading || newValue === '') {

			        return;

			    }

			    console.log("newValue:", newValue);

			    console.log("Type of newValue:", typeof newValue);

			    if (newValue === 'Yes') {

			        console.log("Setting company_event to visible and mandatory.");

			        g_form.setDisplay('company_event', true);

			        g_form.setMandatory('company_event', true);

			        g_form.showFieldMsg('company_event', 'Event company is required', 'info');

			    } else if (newValue === 'No') {

			        console.log("Clearing and hiding company_event.");

			        g_form.setMandatory('company_event', false); // Make it non-mandatory first

			        g_form.setValue('company_event', ''); // Clear the field value

			        g_form.hideFieldMsg('company_event'); // Clear any field messages

			        g_form.setDisplay('company_event', false); // Hide the field last

			    }

			}

			The preceding script can be shown in the following figure:
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Figure 9.18: Catalog client script

			To test the new record producer, perform the following steps:

			1.	Navigate to the default Service Catalog: https://<instance_name>.service-now.com/sp

			2.	Click on Request Something.

			3.	Go in the Can we help you? category.

			4.	Identify the New travel request, as shown in Figure 9.19:
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Figure 9.19: The New travel request in Can We Help You?

			5.	Fill in the mandatory fields: Travel start, travel end, purpose of the travel, travel type, and travel for event and hit Submit, as displayed in Figure 9.20:
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Figure 9.20: New travel request testing

			You will then be redirected to the summary page shown in Figure 9.21, which shows successful submission:
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Figure 9.21: New travel request submission

Conclusions

			In this chapter, we have investigated the foundation of Service Portal, which provides strong web development capabilities on top of the Now Platform based on the AngularJS framework. Service Portal offers great capabilities for low-code applications to provide advanced web interfaces, but in such cases, the development model can quickly transition to a more code-intensive one. We also explored the Service Catalog to manage different categories of requests based on the out-of-the-box portals already available in ServiceNow.

			In the next chapter, we will cover the Now Experience, that represents the new user experience framework for the ServiceNow ecosystem.

Multiple choice questions

				1.	On which web framework is Service Portal based?

				a.	Angular

				b.	React

				c.	AngularJS

				2.	Which one is not part of a widget definition?

				a.	Server Script

				b.	Controller

				c.	Policy

				3.	Which of the following is not a process option for catalog items?

				a.	Flows

				b.	Subflows

				c.	Workflows

Answers

				1.	c

				2.	c

				3.	b

Key terms

			•  Portal: The interface providing access to various services and information within ServiceNow.

			•  Page: A single screen within the portal that displays information and allows interaction.

			•  Widget: A reusable component that can be added to pages to display content or provide functionality.

			•  HTML template: The structure and layout of a widget’s content defined using HTML.

			•  Controller: A JavaScript object that manages a widget’s behavior and data binding.

			•  Server script: Server-side code that processes data and logic for widgets.
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CHAPTER 10Now Experience


Introduction

			This chapter introduces readers to ServiceNow’s cutting-edge user interface and experience design tools. They will delve into the UI Builder for crafting intuitive interfaces by using standard components or creating new components. The chapter provides insights into managing resources, understanding UX events and actions, and grasping the significance of lifecycle events. As readers progress, they will learn the art of developing custom components, discover the flexibility of configurable workspaces, and get acquainted with the Workspace Builder. The chapter concludes with an introduction to Playbooks.

Structure

			The chapter covers the following topics:

			•  Now Experience

			•  Pages and variants

			•  Components

			•  Data resources

			•  Client scripts

			•  Custom components

			•  Workspaces

			•  Hands-on

Objectives

			In this chapter, we will cover Now Experience, which represents the new user experience framework for ServiceNow. The chapter will cover the UI Builder, an interface for building new experiences, and discuss Workspaces, aimed at providing an advanced operator experience to low-code applications. Workspaces leverage the Now Experience and are built through a dedicated interface called Workspace Builder. We will touch upon the ServiceNow Component Library and the development of custom components, which is done outside of the ServiceNow instance. ServiceNow provides user experience guidelines through the Horizon Design System. Although we will not cover those guidelines in this chapter, you can review them here: https://horizon.servicenow.com.

Now Experience

			Now Experience is a UI framework leveraging web components to build modern interfaces in ServiceNow. The development of Experiences is managed through UI Builder, which can be launched by navigating to All | Now Experience Framework | UI Builder. UI Builder is itself an experience, and its main page shows a list of the already defined experiences, as displayed in Figure 10.1:
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Figure 10.1: Experiences

			To create a new experience, you can click on the +Create button at the top right of the page. The main parameters for the creation of the experience include the following:

			•  The name of the experience.

			•  The part of the URL that represents the experience.

			•  The App Shell for the experience.

			•  The page where the user will be initially redirected.

			•  The roles that allow you to see the experience.

			Of those parameters, the one that requires some explanation is the App Shell, which represents the common page elements for all the pages of the experience. A few App Shells are available on the baseline of the instance, the two primary ones being the following:

			•  The Workspace App Shell represents a page with a shared header and sidebar.

			•  The Portal App Shell represents a page with a shared header and footer, like the Service Portal:
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Figure 10.2: Create an experience

			Go ahead and configure the experience as shown in Figure 10.2:

			•  Name: My Experience

			•  URL: my-experience (automatically set, but potentially modifiable)

			•  App shell UI: Workspace App Shell

			•  Landing page: home

			•  Roles: canvas_user

			After clicking on Create experience, you will be informed that the new experience has been created, and you will have the option to open it.

Pages and variants

			An experience is made of pages and variants:

			•  A page is, in the classic sense, a web page of the experience.

			•  A variant is a version of a page specifically configured for an audience, represented by a set of users identified by roles.

			To create a new page, click on the Create new page button, which allows selecting a page template. A page template is a starting point for developing a page that already includes several components. Click on the button Create from scratch instead. A wizard will appear, asking for the page’s name and URL path, as shown in Figure 10.3. You can name the page My page, which automatically proposes a URL representation of my page, and click Continue:
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Figure 10.3: Page setup

			The following screen proposes creating page parameters, which are URL-based parameters passed to the page to determine the page’s content dynamically. Those parameters can be of two different kinds:

			•  Required: If the page does not work without them.

			•  Optional: If the page can function without them.

			Those parameters can also be added later, so go ahead and click Looks good.

			The following creation wizard screen asks for the page variant’s name. As we already said, a variant is a version of the page tailored for a specific audience. For now, we are happy with our first and only variant of My page being Default, which is the standard name:
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Figure 10.4: Pages and variants

			By clicking on the Create button, the page comes to life.

			
				
					
				
				
					
							
							Note: With the Yokohama release, you have the option to chose between standard and responsive pages.

						
					

				
			

			UI Builder returns to the Experience page, which shows our first page and variant, as shown in Figure 10.4. From the hierarchy, you can see that only the variant can be edited, while both pages and variants have settings.

			By clicking on Editor, you open the What You See Is What You Get (WYSIWYG) editor of the UI Builder, shown in Figure 10.5. This editor initially displays an empty page, and right and left panels:
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Figure 10.5: UI Builder

			The left panel shows the structure of the page, made of the following components:

			•  An empty page body.

			•  The floating components such as modals and popovers:

			o	Modals are overlay windows that require user interaction before returning to the main content. They are used for tasks that need user attention, like forms or confirmation dialogs. Modals block interaction with the underlying page until closed.

			o	Popovers are small overlay elements that provide additional information or options without interrupting the main workflow. They are typically triggered by clicking or hovering over an element and do not block interaction with the underlying page:

			The right panel allows the configuration of the selected component, in this case, the entire page body. It is divided into three sections, as shown in Figure 10.6:
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Figure 10.6: Config, styles, and events

			Let us look at them in detail:

			•  Config: These are configuration options for the component, such as the Scrollable property, which defines whether the page can be scrolled and in which directions.

			•  Styles: The CSS configuration for the component. The figure displays the advanced version, which includes the possibility of setting the component box model –made by a margin, padding, and border, the layout as either Flexbox or Grid, the direction, alignment, and justification options.

			•  Events: The event section includes the configuration of event mappings.

Components

			Any Now Experience page is made of components. Components can represent either simple page elements, which we will refer to as core components, or more complex experience elements, like lists, forms, or visualizations, which we will refer to as experience components. Each component will have its configuration, styling, and event options.

			Components that oversee defining the page’s structure and can contain other components are called container components or, for short, containers. The containers define the layout of our page.

			To add a component to our blank page, click on the +Add component link in the Body section of the left UI Builder panel. A modal window will appear, allowing you to choose between the available containers and components, including the out-of-the-box ServiceNow components provided in the component library, or a custom component built by a developer and deployed on the ServiceNow instance, as displayed in Figure 10.7:
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Figure 10.7: Layouts and components

			Layouts are further subdivided into Basic and Advanced, the latter including Flexbox and Grid, which represent the two most advanced layout systems defined in CSS. Let us start by including a two-column layout on our page, which will structure our empty page with a left-to-right layout called Column layout 1, as shown in Figure 10.8. Also, notice that the layout has two subcomponents: Column 1 and Column 2. The container we just inserted also has options to add components above and below it, indicated by the pink plus symbols:
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Figure 10.8: Two-column layout

			We see from here that every component instantiated on the page gets an ID equal to the component’s name plus a progressive number, starting from one. We can think of components and component instances similarly to widgets and widget instances in the Service Portal, although they refer to different web development standards. It is a best practice to redefine each component ID with a more meaningful name to make it easier for a developer coming later to identify the purpose of the component. To do that, click on the component name at the top of the right panel.

			Let us add a couple of components to understand how components are added and how they can interact together. In the left column, we will add a simple dropdown component that allows you to select a value. To do that, click on the left plus symbol at the center of the column and search for the Dropdown component. The component gets added to the page, and you can review the documentation in the ServiceNow Component Library by clicking on the Open documentation link in the popup that appears when you click on the component name, as you can see from Figure 10.9:
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Figure 10.9: Two-column layout

			Similarly, in the right column, let us add a List – Simple component to visualize a list of records from a specific table, as shown in Figure 10.10. When added to the page the components will be named List – Simple 1 and Dropdown 1, representing the first instance of these components on the page:

[image: ]
Figure 10.10: List - Simple component

			Now, we want to configure these components so that when a table is selected from the left dropdown, the corresponding simple list is displayed in the right column. To achieve that, first configure the dropdown with some valid column names. Click on the Dropdown 1 component in the page structure, then click on the Config tab in the right pane. Here, you can review all the configuration options. Click on the content of the List items field in the configuration pane, which brings up the modal with the list of items for the dropdown:
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Figure 10.11: Dropdown configuration

			Configure the dropdown elements as shown in Figure 10.11, using the following three values corresponding to the tables we have defined in our Playground applications:

			•  First item:

			o	Id: x_31018_playground_my_table

			o	Label: My Table

			•  Second item:

			o	Id: x_31018_playground_my_item

			o	Label: My item

			•  Third item:

			o	Id: x_31018_playground_my_imp_table

			o	Label: my_imp_table

			The configuration of the first item is shown in the following figure:
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Figure 10.12: Dropdown component configuration

			To pass the dropdown value to the List - Simple component, we need to use the client state, representing parameters defined at the page level. To define a new client state parameter, you need to click on the Client state icon at the bottom left of the form, which opens the bottom panel shown in Figure 10.13:
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Figure 10.13: Client state

			In that panel, define a page-level table variable of type string that defines the table selected in the dropdown and leave the initial value empty. Confirm that the other types accepted are Number, Boolean, and JSON. In the right part of the panel, you can see the construction of a page-level state object as a Plain Old JavaScript Object (POJO).

			To pass the dropdown’s value to the client state parameter, click on the Dropdown 1 component in the page structure and go to the Events tab on the left pane (you may need to click on Configure the component manually to avoid using Presets, which we will not cover here). You should see a message stating that no event mappings exist yet.

			In the Events tab, we are going to associate the event with an out-of-the-box event handler, which is an action triggered by the event. Click +Event Mapping and select the event Dropdown item clicked, corresponding to the user selecting an item from the dropdown, as shown in the following figure:
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Figure 10.14: Update client state parameter event handler

			In the modal that shows up, select the Update client state parameter event handler under the Page-level event handlers, as shown in Figure 10.14. A view of the event handler parameter is displayed on the right side of the modal. Select table as the Client State Parameter Name you want to change, and near the New Value field, select @payload.item.id. While you are typing, you will see that a typeahead feature helps you identify the correct expression. This expression represents a data binding capability where a field of the event payload is transferred to the client state parameter. Click Add to save the event mapping.

			
				
					
				
				
					
							
							Note: The @ symbol in UI Builder represents the data binding capability of the UX Framework. It is worth noting that there is also a script-based event mapping that allows more complex scripting in case the transfer of information is more elaborate. An advanced form that allows conditional event mapping through an event handler condition is also available.

						
					

				
			

			Now, you have to configure the Simple - List component to ensure that it reads from the client state. To do that, click on the List - Simple 1 component in the page structure and click on the Config tab on the right pane. The table displayed by the List - Simple is a configuration field called table. The default value for that field is Task (task). On the top right of that field, click the Bind data icon and select @state.table, which defines the table page state parameter we just described, as shown in Figure 10.15:
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Figure 10.15: Data binding

			In that way, the page selected depends on the value assigned in the client state. Click the Save button on the page to ensure the configuration is saved.

			To test the page’s behavior, click on the Preview button or select the alternative function, Open URL path. The button opens a new tab, with the Workspace App Shell. This shell represents the classic framework of the ServiceNow interface, with the top header and the left menu, where a button called Dropdown is present. If you select one of the available options, the content of the list shows up, as displayed in Figure 10.16:
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Figure 10.16: Open URL path

Data resources

			Data resources allow the Now Experience page to fetch data from an external service like the ServiceNow backend. Data resources are brokers that decouple data fetching from the actual component configuration and make the component reusable with different data types.

			To create a data resource, click on the Data icon at the bottom left of the UI Builder page and click on +Add. In the search window that appears, you can see that the data resources are organized by scope, allowing reusability across different applications. For our example, we are going to use an existing data resource and instantiate it on our page. Look for the data resource named Look up multiple records, which allows you to query multiple records from a ServiceNow table. Figure 10.17 shows both the search window and the data resource already instantiated on our page:
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Figure 10.17: Data resource Look up multiple records

			To configure the data resource, specify a table. Instead of inserting the table by name in our dropdown, we want to query the sys_db_object table for all the tables that are part of the Playground application. Then select the table and select the condition Application is Playground by clicking on the Edit conditions button. Under the Return fields section, add the two fields’ names and labels required by the JSON to configure the dropdown, and leave the other options with the default values. When you have configured the data resource, you will see a preview of the return values in the right panel. Please notice the string @data.look_up_multiple_records_1.results above the JSON, which will help us configure the data binding with the data resource.

			In the data resource configuration, it is also worth noting the Events tab, which details the events for the data resource, and the Usage tab, which points to the documentation (if available).

			Now that the data resource is configured, we need to update our Dropdown 1 to use the dynamic data resource instead of the static JSON provided previously through our configuration. To do that, under the Dropdown config tab in the right pane, click on the Use script <> icon above the List items field, which brings up the Edit scripted property value modal shown in Figure 10.18:
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Figure 10.18: Scripted property

			Insert the following script in the scripted property value:

			function evaluateProperty({

			    api,

			    helpers

			}) {

			    const data = api.data.look_up_multiple_records_1.results

			    const transformedData = data.map(item => ({

			        id: item.name.value,

			        label: item.label.value

			    }));

			    return JSON.stringify(transformedData);

			}

			The field defines the function evaluateProperty, which sets the configuration field by returning a JSON string. The script transforms the output of the data resource into an array of objects {id, label} by reading the data resource data through the API object, using the path provided by the data resource.

			Now, save the page and click again on Open URL path. The page shows the available tables again, this time pulling them from the instance backend (see Figure 10.19):
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Figure 10.19: Dropdown interacting with list via scripted property

Client scripts

			Client scripts provide additional flexibility in defining the relationship between page events and the handler function if the event payload, client state, or other data require more sophisticated processing before defining their outcome. The client script also allows for the definition of more complex logic steps in response to events, as the event handler does not guarantee any specific execution order.

			To define a client script, click on the <> Client Scripts icon in the UI Builder left ribbon. A client script is defined by its name and the script, as shown in Figure 10.20. Under Triggered by, we already see the client script in use by the Dropdown 1 component, which we are going to configure as follows:
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Figure 10.20: UI Builder Client script

			To replicate the behavior of the scripted property, we can define a script that takes the input payload event and then set the client state through the api.setState() function. Copy the following script in the script field:

			/**

			* @param {params} params

			* @param {api} params.api

			* @param {any} params.event

			* @param {any} params.imports

			* @param {ApiHelpers} params.helpers

			*/

			function handler({api, event, helpers, imports}) {

			   console.log(event)

			   api.setState("table", event.payload.item.id)    

			}

			The script uses the event API, specifically its payload object, and the API, to set the client state. The script we have configured is very simple, but you can see how any client-side logic can be accommodated.

			To connect the client script to the user interface, click on the Dropdown 1 component and search again for the Dropdown item clicked event in the Events tab of the component, then associate the script My client script to the event, as shown in Figure 10.21. No further configuration is required, as the action details are coded in the script. Click Save:
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Figure 10.21: Event handler for client script

			At this point, you could delete the other handler, Update client state parameter, but as they perform the same action, it is not strictly necessary.

			If you click the Open URL path button now and select My Table in the dropdown, you will still see the simple list component updated. If you open the JavaScript console of the browser window, you will also see the output of the console.log statement in the form of the event object, as shown in Figure 10.22:
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Figure 10.22: Page console log

Custom components

			The development of custom components is an advanced topic and requires strong JavaScript knowledge. Still, it is very instructive to see a basic example to understand how it is accomplished and as the potential beginning of your learning journey in this space. Custom components, different from new Service Portal widgets, are developed outside of the ServiceNow instance following the modern web development pipeline, which usually requires a build step to produce the required HTML, CSS, and JavaScript.

			To develop a custom component, you must set up your local machine with a development environment. The key component is the ServiceNow command line interface (CLI), a command-line utility for interacting with the instance from the prompt. The CLI, which can be installed using the command snc, can be installed from the ServiceNow Store. We also recommend installing the CLI metadata application on the target ServiceNow instance.

			You will also have to install a module of the CLI called ui-component, which supports the development of custom components:

			$ snc extension add --name ui-component

			To complete the development environment setup, you also need to install Node, the popular server-side JavaScript environment based on Google V8, and its package manager, npm. Although not mandatory, it is recommended to first install Node Version Manager (NVM), which allows the running of multiple node/npm environments on a machine. Review the ServiceNow documentation to understand which node/npm version is required for local component development. 

			The ServiceNow CLI FAQ on the Developer site, for example, states that node version 22 and npm version 8.5.5 should be used for the Xanadu and Yokohama releases. Version inconsistency can be the primary source of errors when building custom components. Either install that node and npm versions specifically or use nvm to manage both. The version of node will usually bring its npm version. In my environment, we have:

			$ node -v

			v22.13.1

			$ npm -v

			10.9.2

			To downgrade the version of npm, you can run the following command: 

			$ npm install --global npm@8.5.5

			To connect the snc CLI to your instance, you must create a CLI profile. You can do that by using the snc configure profile command. You can create a named profile instead of a default one by using the -p, or --profile, option. You need to pass the authentication information for your instance and choose a format for the snc config file under the ~/.snc folder:

			my-comp$ snc configure profile set -p dev181312



			Host: https://dev181312.service-now.com

			Login method: Basic

			Username: admin

			Password: ************

			Default output format: JSON

			✔ Connection to https://dev181312.service-now.com successful.

			You can verify that the profile has been configured by running the following:

			my-comp$ snc configure profile list

			{

			   {...}

			   "dev181312": {

			      "appversion": "",

			      "host": "https://dev181312.service-now.com",

			      "hostversion": "",

			      "loginmethod": "basic",

			      "output": "json",

			      "username": "admin"

			   },

			   {...}

			}

			To start the development of your custom component, you need to create a directory for it, under your build directory:

			mkdir my-comp

			In this directory, you need to create the scaffolding for your custom component, that means creating the base structure of folders and files for the project. Use the following command:

			my-comp$ snc ui-component project --name custom-comp -p dev181312

			The command should terminate with a message like the following, where the project name has automatically determined a scope name. If you want to specify the scope name explicitly, you can use the --scope option. The command should produce the following output:

			Created scope "x_31018_custom_c_0"

			[NOW UI GENERATOR] Scaffolding complete!

			The component has been created! Install dependencies using a package manager and then start the dev server by running develop.

			To verify that the scaffolding has been done, run the ls command in the directory:

			my-comp# ls -1                                                                    

			README.md

			example

			index.js

			now-cli.json

			now-ui.json

			package.json	src

			After the folder has been scaffolded, you need to install the dependencies using npm:

			$ npm install

			This activity may require a couple of minutes and install all the dependencies of the Node project. It will have to be repeated if additional dependencies are required for the component.

			Development of the component is a sophisticated skill, much like Service Portal widgets, that can accompany you in your ServiceNow career. We want to see a simple example here, equivalent to a Hello World code.

			The primary file for the development of the component is custom-comp/src/x-31018-custom-comp/index.js (be careful because there are multiple index.js files in the scaffolding folder).

			That file, by default, contains the following:

			import {createCustomElement} from '@servicenow/ui-core';

			import snabbdom from '@servicenow/ui-renderer-snabbdom';

			import styles from './styles.scss';

			const view = (state, {updateState}) => {

				return (

					<div> </div>

				);

			};

			createCustomElement('x-31018-custom-comp', {

				renderer: {type: snabbdom},

				view,

				styles

			});

			For our purposes, let us modify the view function in the following way:

			return (

				<div> Custom Component!</div>

			);

			It is interesting to note how the component defines a custom element x-31018-custom-comp using the function createCustomElement, which is the main function of the Snabbdom library.

			
				
					
				
				
					
							
							Note: Snabbdom is a lightweight virtual DOM library, designed to efficiently manage and manipulate DOM elements. It offers a functional and modular approach to building user interfaces, focusing on performance and simplicity.

						
					

				
			

			To progressively develop our component locally, you will use the following command:

			$ snc ui-component develop --profile dev181312 --port 3000

			This command will start a local server fetching assets from the remote instance, listening on port 3000 (default is 8081), and automatically serving the component in the development folder. You should see something like Figure 10.23:
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Figure 10.23: Development server started

			The command remains active and will refresh the instance while you are developing. Try to change the string Hello, World! to something different and you will see the browser change after a couple of seconds. You can stop it at any moment by hitting Control+C.

			Once you are happy with the development of the component, you can deploy it on the instance. To do that, use the following command:

			$ snc ui-component deploy -p dev181312 -f

			The command should complete with:

			Deployment to ‘https://dev181312.service-now.com/’ was successful!

			The -f option stands for --force, and it will be required after the first deployment to ensure the component is overwritten.

			If you now go to the ServiceNow instance, you can navigate to the scoped app list by typing sys_app.list in the navigation menu. You will see a new scope defined corresponding to the custom component. If you open it, you will see something like Figure 10.24:
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Figure 10.24: Scoped app representing the deployed component

			The Application Files related list contains the metadata files that have been deployed. To use the custom component just defined, you can return to our Now Experience framework and add a new single-column layout under our previous two-column layout. In this layout, you can now add our new custom component, which is visible in the list together with the out-of-the-box ones, as shown in Figure 10.25:
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Figure 10.25: Using the custom component

			By adding our new component, the editor will display it, as shown in Figure 10.26:

[image: ]
Figure 10.26: Custom component deployed on the page

			Also, we can see the newly added component by using the Preview or in the Open URL path option, as we already did in the section Components of this chapter.

			Building a custom component is a sophisticated art, and although we covered only a very simple example, this should help familiarize with the development workflow and the toolset behind it.

Workspaces

			A workspace is a specialized UI tailored to specific user roles and workflows. Workspaces typically provide a single-pane, multi-tab view that helps users manage and fulfill activities. Workspaces leverage common tools, such as integrated communication channels (Agent Chat), Playbooks, Advanced Work Assignment, and Now Assist.

			While workspaces existed in ServiceNow before UI Builder, known today as legacy workspaces, we are specifically interested in configurable workspaces, which are built on top of Now Experience capabilities.

			In this book, we are particularly interested in using workspaces with the Now Platform low-code development capabilities, typically done with the AES. Let us do that in our hands-on session by building a workspace for our Travel Safety application.

Hands-on

			As we are working on Travel Safety, please remember to switch to the Travel application using the scope picker. Then, open the App Engine Studio and select the Travel app. A workspace is added to an application using the Experience section in the App Home. Execute the following steps:

			1.	Click on +Add.

			2.	Select Workspace.

			3.	Click Begin.

			On the first step (Basic info) of the Add Experience page:

			1.	Provide a name for the workspace, such as Travel Workspace.

			2.	Enter a description.

			3.	A URL is automatically provided for the Now Experience page dedicated to the workspace (travel-experience) that can be modified. The page URL is, in our case, /x/31018/travel-workspace.

			4.	Provide the roles allowed to access the workspace. Keep only x_31018_travel.admin and remove x_31018_travel.user by clicking on the x near to it. The first screen will look like in Figure 10.27.

			5.	Click Continue:
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Figure 10.27: Workspace creation wizard

			On the second step (Data):

			1.	Select Request [x_31018_travel_request] as the primary table.

			2.	Leave secondary table empty.

			3.	Click Continue.

			The third step will create the workspace for you. When completed, you should see the message: Success! Your experience has been created. Then click Done. You will be redirected to the Travel App Home, where, in the Experience section, you will see the new Travel Workspace, as shown in Figure 10.28:
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Figure 10.28: New workspace

			To edit the new workspace, click the three dots and select Edit. This action will open the Workspace Builder interface, a dedicated UI for editing workspaces, as shown in the following figure:

			
				
					
				
				
					
							
							Note: If, by clicking on Edit, you are redirected to UI Builder, Workspace Builder is not installed on your instance. In this case, go to All | Admin Center | Application Manager and search for App Engine Studio. By opening it, you should see the opportunity to Proceed to update.
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Figure 10.29: Workspace Builder UI

			On the left panel we see the available pages: Home, List, and Analytics. The main panel shows the Home of the workspace for the admin user, as shown in Figure 10.29, and allows to add, remove, and edit the elements on the page.

			On that screen:

			1.	Click on the heading Happening Now.

			2.	Click on the three dots in the blue space and select Edit.

			3.	In the Configuration panel on the right, change the label from Happening Now to Travel Requests, as shown in Figure 10.30:
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Figure 10.30: Header configuration

			Let us say we are not interested in seeing the breakdown by My Tasks, Unassigned Tasks, and Critical Tasks, and we want to change it. To do so, perform the following figure:

			1.	Delete Critical Tasks.

			2.	Expand and reposition My Tasks and Unassigned Tasks on the screen to look like Figure 10.31:
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Figure 10.31: Updated workspace

			After having done that:

			1.	Click on configure My Tasks.

			2.	Go to the Configuration panel.

			3.	In the Header write All Travel Requests.

			4.	Under Data sources, click on Edit.

			5.	Click on Edit in the Filters section, and delete Assigned to is (dynamic) Me, as seen in Figure 10.32:
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Figure 10.32: Predefined filter

			6.	Click Apply.

			Then:

			1.	In the element named Unassigned Tasks, click on Edit.

			2.	In the Configuration panel, open the Header and border section and type Internal vs external in the Chart title.

			3.	Change the visualization type from Single score to Horizontal bar.

			4.	In the Group by section, click Edit (pencil) and Group by Travel type.

			5.	In Data source, change the filter by removing Assigned to is empty and click Apply.

			6.	Delete the My Work element at the bottom.

			7.	Click the blue Add new element button, then New Visualization, and select Data visualization.

			It is worth taking a moment to review the available elements, shown in Figure 10.33:
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Figure 10.33: Workspace element types

			To continue the configuration:

			1.	Select List - Simple in the Configuration pane.

			2.	Select Request [x_31018_travel_request] as Table.

			3.	In Edit fixed filter, select Active is true.

			4.	Under Columns, select: number, short_description, and travel_type.

			5.	Take some time to review the other options and configuration flags available.

			6.	Click Save on the workspace.

			7.	Close the Configuration pane.

			8.	Now, click on the Preview button at the top right of the Workspace Builder interface.

			9.	This will open another tab with a preview of the workspace page we just configured, as shown in Figure 10.34:
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Figure 10.34: New workspace configured

			You can also access and configure the workspace’s list and record pages from the Workspace Builder through the following steps:

			1.	Click on List in the navigation panel on the left.

			2.	Select a specific table and filtered list, like Request and Open. It is possible to add, remove, and configure existing tables and filter lists, as displayed in the Filtered list settings in Figure 10.35:
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Figure 10.35: List page configuration

			Also, it is possible to integrate the Workspace with Playbooks defined in the Workflow Studio through the following steps:

			1.	Open the Workflow Studio from the Core UI.

			2.	Click New | Playbook.

			3.	Name the playbook Travel Request Playbook.

			4.	Click Build Playbook.

			5.	Add a new stage.

			6.	In the stage, add an activity of type Instruction.

			7.	In the Instruction Properties pane, type a text in the Description, which in this case will be just Assist employee.

			8.	Click Save and Close.

			9.	Click on Trigger.

			10.	Click Define your own conditions for When your process run.

			11.	Choose Record Created.

			12.	Choose the table Request from the Travel Safety app.

			13.	Click Done.

			14.	Click Activate.

			Now, the playbook looks like the Figure 10.36:
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Figure 10.36: Playbook configuration

			Come back to the Workspace Builder UI, and do the following steps:

			1.	Click on the Record pages tab.

			2.	Select Request Record Page.

			3.	Click on Record details.

			4.	Click on + Add a playbook on the Record details panel on the right.

			5.	Enter Travel Playbook as the Tab name.

			6.	Select Global Playbook Experience as Playbook experience.

			7.	Click Add.

			8.	Click also on Contextual Side Panel

			Observe the components that can be activated/deactivated from here, which includes Attachments, Template, Agent assist and the Ribbon, as shown in Figure 10.37:
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Figure 10.37: Contextual side panel

			To continue:

			1.	Click on Preview.

			2.	Click on the Lists icon on the left violet sidebar (see Figure 10.38).

			3.	Click on New:
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Figure 10.38: List view in workspace

			Then:

			1.	In the Short description, type New travel request.

			2.	Select Travel start and Travel end dates.

			3.	In the destination, select Italy, and Travel type internal.

			The form looks like the Figure 10.39:
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Figure 10.39: List view in workspace

			Now:

			1.	Move to the Travel playbook tab.

			2.	You will see now the Instruction activity, with state In progress, like in Figure 10.40.

			3.	Click on Mark Complete:
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Figure 10.40: Playbook execution

			Coming back to the Workspace Builder page, perform the following steps:

			1.	Go to the Navigation configuration tab.

			2.	A pop-up warns that UI Builder is a superset of Workspace Builder, so changes made there could not be unsupported in Workspace Builder.

			3.	Click Open in UI Builder and you will see the Travel Requests page open with the UI Builder interface, as shown in Figure 10.41:
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Figure 10.41: Workspace page open in UI Builder

			We have now provided our Travel Management application with a basic workspace for the application fulfiller to do their tasks. With that, let us conclude this dense chapter.

Conclusion

			In this chapter, we covered several introductory topics regarding the Now Experience Framework, including the UI Builder, custom component development, Workspace Builder, and Playbook Experience. The Now Experience framework represents a pivotal shift in user experience for ServiceNow, and mastering it will be an ongoing journey for ServiceNow developers. The elements provided in this chapter aim to accelerate your learning curve and empower you to create impactful user experiences.

			In the next chapter, we will look into the use cases involving artificial intelligence and conversational interactions within the Now Platform.

Points to remember

			•  The Now Experience Framework is the modern User Experience framework of ServiceNow built on modern web development techniques.

			•  Components are fundamental building blocks used in Now Experience pages to create user interfaces.

			•  Workspaces utilize the Now Experience Framework to offer single-pane, tabbed views tailored for specific use cases.

			•  Playbooks are tools designed to assist fulfillers in efficiently achieving their objectives within the ServiceNow ecosystem.

Multiple choice questions

				1.	What is the name of the ServiceNow Design System?

				a.	Perspective

				b.	Horizon

				c.	Skyline

				2.	Which one is not an available API in client scripts?

				a.	api

				b.	handlers

				c.	users

				3.	Which one is not a configuration object of UI Builder?

				a.	Client state

				b.	Server state

				c.	Resources

Answers

				1.	b

				2.	c

				3.	b

Key termss

			•  Now Experience Framework: ServiceNow’s new User Experience Framework.

			•  ServiceNow Component Library: Out-of-the-box components provided by ServiceNow.

			•  UI Builder: Integrated development environment for defining experiences.

			•  Workspace Builder: ServiceNow development console for configuring workspaces. 

Join our book’s Discord space

Join the book's Discord Workspace for Latest updates, Offers, Tech happenings around the world, New Release and Sessions with the Authors:

https://discord.bpbonline.com

[image: ]








CHAPTER 11Mobile Experience


Introduction

			In this chapter, readers will dive into the mobile capabilities of ServiceNow, discovering how its mobile applications empower users to stay productive and connected from anywhere. They will be introduced to the two primary mobile apps—Now Mobile and ServiceNow Agent—designed to cater to different user roles and business needs. Through an exploration of the Mobile App Builder, readers will learn how to leverage its low-code tools to design, configure, and customize mobile experiences that align with organizational workflows.

Structure

			The chapter covers the following topics:

			•  ServiceNow mobile apps

			•  Mobile App Builder

			•  Offline capabilities

			•  Hands-on

Objectives

			By the end of this chapter, readers will understand how to leverage ServiceNow mobile capabilities to create applications that enhance user experiences. They will gain insights into the core concepts of mobile app development, including configuring navigation, designing user interfaces, and implementing offline capabilities. Readers will also learn how to incorporate advanced features, such as barcode scanning and notifications, to improve efficiency and interactivity within their applications.

			Through a combination of theoretical knowledge and practical exercises, this chapter equips readers with the skills to develop low-code mobile applications tailored to specific business needs. With a focus on using ServiceNow Mobile App Builder, readers will be able to design, configure, and test mobile solutions that operate seamlessly both online and offline, ensuring business continuity and user satisfaction.

ServiceNow mobile apps

			ServiceNow offers two primary mobile apps, available for download from the Apple App Store and Google Play Store. The Now Mobile app is designed for employees to manage requests, tasks and access company resources. The ServiceNow Agent app supports agents in fulfilling user requests and performing their tasks from any location. To install these applications, search for servicenow in your platform’s app store, as shown in the following figure:
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Figure 11.1: ServiceNow mobile apps

			You may notice other ServiceNow applications, such as Now Support, which provides official customer support access. However, this book does not cover those.

			To configure each application to work with your instance, first declare the instance and log in. For example, in the ServiceNow Agent app, click Add a new instance, enter the instance URL and a nickname, and then click Save and log in, as shown in the following figure:
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Figure 11.2: Target instance configuration

			On the instance login screen, enter your username and password. If you’re using a PDI, retrieve your password from the Developer site. If needed, you can retrieve it from the Developer site by clicking your user profile icon and selecting Manage instance password.

			The login procedure for the Now Mobile app is identical. After logging in, you will be redirected to the main screen of the app, which varies based on the configurations installed on your instance. The following figure shows how these screens appear for my PDI:
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Figure 11.3: Main app screen for ServiceNow Agent (left) and Now Mobile (right)

			In the hands-on section of this chapter, we will use the Now Mobile application to add mobile capabilities to our Travel Safety application. Before diving into the implementation, let us take a moment to familiarize ourselves with the Mobile App Builder.

Mobile App Builder

			The Now Mobile and ServiceNow Agent apps offer out-of-the-box configurations for standard workflows. However, this chapter focuses on their configuration capabilities, aligning with the principles of low-code app development.

			The Mobile App Builder is a powerful development tool within the ServiceNow ecosystem designed for creating, managing, and customizing mobile applications. It offers a user-friendly, low-code environment that streamlines the process of building mobile experiences while providing the flexibility to meet diverse business needs.

			At its core, the Mobile App Builder combines visual design capabilities with ServiceNow robust functionality, enabling developers to create mobile solutions without requiring extensive coding expertise. It supports the development of applications for both the Now Mobile app, which serves end-users, and the Mobile Agent app, designed for agents and fulfillers.

			To access the Mobile App Builder, navigate to All | System Mobile | Mobile App Builder in the ServiceNow application navigator menu. This will open the main page of the Mobile App Builder, as shown in the following figure:
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Figure 11.4: Mobile App Builder

			To configure an application with low-code development, you need to first select a scope. Search for our Playground scope through the search field and select it:
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Figure 11.5: Mobile app configs

			The interface then displays the main element of the Mobile App Builder configuration, as shown in Figure 11.5, namely:

			•  Mobile app configs: This is where you configure the core settings for your mobile app, including the app’s general properties (name, theme, and roles) and the primary navigation. It establishes the foundational setup that applies across the mobile app.

			•  Mobile notifications: This section manages the push notifications sent to users. Notifications can be configured to alert users about updates, task assignments, or other system events directly on their mobile devices.

			•  Screens: Screens (formerly, Applets) are the primary UI components where users interact with the app’s data or features. Each screen corresponds to a specific function, such as displaying a list of records or showing detailed information about a single record.

			•  Cards and icons: This section is used to design and manage the visual presentation of data on screens. Cards display key data fields in a compact format, while icons represent navigation elements or visually distinguish features.

			•  Functions: Functions are quick actions that users can perform, such as creating a new record, approving a task, or updating a record’s state. These actions are tied to specific processes or workflows in the app.

			•  Data: This is where data configurations and connections are managed. It defines how the mobile app interacts with the platform’s data, including filtering, sorting, and referencing specific tables.

			•  All mobile records: This section provides a consolidated view of all mobile-related records within the app, including screens, functions, and configurations. It serves as a centralized repository for managing the app’s components.

			First, select Data to define the records you want to display in a list. In the modal that appears, choose the Data item to specify the content sourced from the table My Table, as shown in Figure 11.6:
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Figure 11.6: Data item type

			On the resulting screen, select the table My Table [x_31018_playground_my_table] as the data source, and click Save. Note the available options for grouping and filtering records, including the Condition type field, where you can choose a declarative condition, an encoded query, or a script, as shown in Figure 11.7:
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Figure 11.7: Data item configuration

			The data item form is also where you can select the Offline condition, which defines which records from the table are cached on the user’s device and later reconciled with the instance. See the Offline capabilities section of the current chapter.

			Click the home icon in the top-left corner of the interface, navigate to Screens, and click New. In the screen creation modal, select the List screen type, as shown in the following figure, to create a list view of the records from the My Table application:
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Figure 11.8: Screen types

			On the resulting screen, set the name to My list, as shown in Figure 11.9. Under Data and filtering, select the newly created My data item. Then, click the + button next to Card layout and fields:
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Figure 11.9: Screen configuration

			You can choose a new card template or use one you previously created with the Mobile Card Builder. For this example, select Static Content Detail without image and click Use this card template, as shown in the following figure:
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Figure 11.10: Mobile card type selection

			Provide a short description for My list card and click Save. In the Mobile Card Builder interface that appears, click on the first and second value placeholders in the card and map them to the fields my_string and my_choice from the associated data item, as displayed in the following figure. Finally, click Save:
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Figure 11.11: Mobile Card Builder

			Click the X in the top-right corner to return to the Mobile App Builder. On the mobile list screen (as shown in the previous figure), note that Card layout and fields is not yet set to the newly created My list card. Click Create in the top-right corner to finalize the list screen creation.

			In the resulting hierarchy (as shown in the Figure 11.12), under My list – List item config, navigate to the Embedded screen section and click New:
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Figure 11.12: My list hierarchy

			Name the new record My record screen and ensure that under the Card section, My list card is selected. Click the home icon in the top-left corner to return to the Mobile App Builder home page.

			Next, select Mobile App Configs and click New to combine the elements defined so far. The Mobile App Builder will prompt you to select the app where you want to make these capabilities available, as shown in Figure 11.13. Choose Mobile Agent to experiment within the Playground scope, and then click Continue:
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Figure 11.13: My app selection

			On the Mobile App Config screen, set the label to My mobile app config and click New next to Navigation. Under the Navigation tabs, click New, select Screen, as shown in Figure 11.14, and then click Continue:
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Figure 11.14: New screen

			In the Screen tab, label it My screen tab and select My list as the corresponding screen. Then, choose an icon to represent the functionality, such as Bag. The resulting configuration is shown in the following figure:
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Figure 11.15: Screen tab

			Finally, in My mobile app config, under Role access, select the role x_31018_playground.my_table_user to define user access to the application, and click Save.

			With all configurations complete, open the Agent app on your mobile phone. Connect to the instance using an admin user or a user with the x_31018_playground.my_table_user role. You should now see the playground configuration, which displays a list of record names from the table. Tapping on any record will show the card representing the individual record, as shown in the following figure:
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Figure 11.16: List of records offline capabilities

Offline capabilities

			ServiceNow offline capabilities are configured using data items in the Mobile App Builder, providing a seamless experience for users working in environments without reliable connectivity. Offline functionality ensures that users can perform critical tasks such as accessing records, updating data, or creating new entries, even when they are not connected to the network.

			The configuration of offline functionality begins with defining data items. These data items specify the tables, fields, and conditions that determine what data is available offline. Administrators can choose the source table for the data, include only specific fields relevant for offline use, and apply filters to limit the records synchronized to the device. For instance, in a field service application, data items might include work orders assigned to the logged-in user, filtered by their status or urgency. This approach ensures that only essential data is downloaded, optimizing device storage and performance.

			Offline policies complement data items by managing how synchronization occurs. These policies ensure that the data defined in data items is preloaded to the device when the user is online and automatically updated whenever the connection is restored. Offline policies also govern how the application handles updates made by the user while offline, queuing these changes for synchronization once the device reconnects to the network. This mechanism allows users to create or update records without worrying about connectivity, as the platform ensures that all changes are seamlessly integrated with the instance later.

			When designing offline functionality, it is critical to consider the application’s user interface and workflows. Screens and functions that typically rely on live server calls need to be adapted to work with locally cached data. This adaptation often requires testing and fine-tuning to confirm that all offline-enabled actions, such as record creation or updates, operate as intended. Additionally, notifications or visual cues can be implemented to inform users when the application is in offline mode and when synchronization is in progress.

			Synchronization plays a vital role in maintaining data integrity and resolving conflicts. When users make updates offline, these changes are temporarily stored on the device. Upon reconnection, the app synchronizes the updates with the instance. If multiple users modify the same record while offline, the platform applies predefined conflict resolution rules, such as prioritizing the latest update or prompting user input to reconcile discrepancies.

			Configuring offline functionality in ServiceNow requires a balance between providing comprehensive data access and maintaining device efficiency. Careful selection of data items, effective offline policies, and rigorous testing ensure that users have the tools they need to stay productive in any environment. This capability is a cornerstone of ServiceNow mobile solutions, offering flexibility and reliability to meet the demands of modern workflows.

Hands-on

			Let us now enhance our Travel Safety application by creating a mobile experience for our users’ needs. Before starting this exercise, ensure you switch to the Travel scope using the scope picker.

			In this hands-on section, we will build a mobile app using ServiceNow Mobile App Builder. This app will enable users to submit new travel requests, view and manage their existing travel requests, and receive notifications about their travel requests. The tasks we will undertake include configuring a mobile app for the Travel Safety application, setting up navigation and launcher screens, creating list views to display travel requests, designing forms for creating and viewing travel requests, and implementing mobile functions to submit new requests.

			To configure Mobile App Builder, refer to the following steps:

			1.	Navigate to All | System Mobile | Mobile App Builder in the main ServiceNow navigation pane.

			2.	In the Mobile App Builder, click on the application picker at the top and select the Travel application.

			3.	Click on New to create a new app.

			4.	In the dialog, select Now Mobile as the mobile app config.

			5.	Click Continue.

			6.	Set the Name to Travel Mobile App.

			7.	Optionally, add a description and an icon.

			8.	Under the Navigation bar section, click on +New.

			9.	Set the Name to Travel Mobile Navigation.

			10.	Click Save.

			Then, assign the app to roles:

			1.	Scroll down to the Roles section.

			2.	Click on Add roles.

			3.	Add x_31018_travel.admin and x_31018_travel.user, as shown in Figure 11.17:
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Figure 11.17: Role access configuration

			4.	Click Save.

			To set up the Navigation tabs, refer to the following steps:

			1.	In the Mobile App Builder, open the Travel Mobile Navigation record you just created.

			2.	Under Navigation tabs, click Add.

			3.	Select the Launcher Tab.

			4.	Set the Label to Home.

			5.	Under Launcher, click +New.

			6.	Set the Name to Home Launcher.

			7.	Set the Title to Welcome.

			8.	Click Save.

			9.	Set an Icon for the tab, such as Home.

			10.	Click Save.

			11.	Under Navigation tabs, click Add.

			12.	Select the Launcher Tab.

			13.	Set the Label to My Requests.

			14.	Under Launcher, click Create new.

			15.	Set the Name to My Requests Launcher.

			16.	Set the Title to My Travel Requests.

			17.	Click Save.

			18.	Choose an Icon, such as Request.

			19.	Click Save.

			20.	Under Navigation tabs, click Add.

			21.	Select Notifications.

			22.	Choose an icon, such as Bell.

			23.	Click Add again and select Settings.

			24.	Choose an icon, such as Settings icon.

			25.	Ensure the tabs are in the following order by setting their Order values, as shown in the following figure:
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Figure 11.18: Navigation tabs

			First, configure the Home screen by executing the following steps:

			1.	In the Mobile App Builder, open the Home Launcher record.

			2.	Under the Launcher sections, click +New.

			3.	Select Media Section.

			4.	Set the Name to Welcome Header.

			5.	In the Headline, enter Welcome to the Travel Safety app.

			6.	Optionally, add a background image by uploading a media file.

			7.	Click Save.

			Then, add a Quick Action Function Instance to Create New Request:

			1.	Under Quick actions, click +New.

			2.	Set the Name to New Travel Request.

			3.	Set the Display Label to Request Travel.

			4.	Ensure the type is set to Action Item.

			5.	Set the context to Global.

			6.	Under Action Item, click +New.

			7.	Set the Name to Create travel request action.

			8.	Set the Type to Script.

			9.	Under Action item, click Create new.

			10.	Set the Name to Create Travel Request Action.

			11.	Under Input form screen, click +New.

			12.	Under Messages, define a Success message and Failure message, as shown in the following figure:
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Figure 11.19: Messages configuration

			13.	Set the Name to Travel Request Form.

			Under Inputs, click +New to create input fields, as detailed in the following steps.

			1.	Travel Type / Type: Choice / Mandatory: True

			2.	Travel Start Date / Type: Date / Mandatory: True

			3.	Travel End Date / Type: Date / Mandatory: True

			4.	Purpose / Type: String / Mandatory: True

			5.	Destination / Type: Reference / Mandatory: True

			6.	Under Input attributes, set the TargetTable attribute to Country [core_country].

			7.	Barcode / Type: Barcode / Mandatory: false. This field can be used to scan a travel ticket or travel agency document and add it to the form, but we will keep it fairly generic here.

			8.	Under Input attributes, set table to Request [x_18013_travel_request].

			9.	Purpose / Type: String / Mandatory: True.

			10.	Click Save.

			11.	Under Execution script in the Create travel request action item, put the following script and click Save:

				(function WriteBackAction(parm_input, parm_variable, actionResult) {

				    var req = new GlideRecord("x_31018_travel_request");

				    req.initialize();

				    req.short_description = parm_input["Purpose"] + " " + parm_input["Barcode"];

				    req.travel_start = parm_input["Travel start"];

				    req.travel_end = parm_input["Travel end"];

				    req.travel_type = parm_input["Travel type"];

				    req.destination = parm_input["Destination"];

				    req.insert();

				})(parm_input, parm_variable, actionResult);

			
				
					
				
				
					
							
							Note: This script maps the mobile form inputs to the fields of the travel request record. The optional barcode input is appended to the Purpose in the Short Description field of the travel request.

						
					

				
			

			Configure the My Requests Screen by executing the following steps:

			1.	In the Mobile App Builder, open the My Requests Launcher record.

			2.	Under Launcher sections, click +New.

			3.	Select Record Section.

			4.	Set the Title to My Travel Requests.

			5.	Set Orientation to Vertical.

			6.	Under Destination screen, click Create +New.

			7.	Set the Name to My Travel Requests List.

			8.	Set an Icon, e.g., List.

			9.	Under Content Settings, click +New.

			10.	Data and Filtering, click + to create a new Data Item, as displayed in the following figure:
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Figure 11.20: Travel request data item

			Continue by configuring the stream through the following steps:

			1.	Under Streams, click Create new.

			2.	Set the Name to My Requests Stream.

			3.	Under Data item, click Create new.

			4.	Set the Name to My Requests Data Item.

			5.	Set the Table to Request [x_31018_travel_request].

			6.	Under Conditions, add: Opened by is (dynamic) Me.

			7.	Click Save.

			8.	Under List item configuration, click Create new.

			9.	Set the Name to Travel Request List Item.

			10.	Under Data, select Request [x_31018_travel_request].

			11.	Under Card Layout and Fields, click Create new.

			12.	Set the Name to Travel Request Card.

			13.	Under Table, select Request [x_31018_travel_request].

			14.	Under Card template, click Create new.

			15.	Set the Name to Travel Request Card Template.

			16.	Open the Mobile Card Builder by clicking on the Edit in Mobile Card Builder link.

			17.	Design the card by adding the following fields:

			a.	Travel start and Travel end on the left.

			b.	Destination and Travel type on the right.

			18.	Save the card template, as seen in Figure 11.21:
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Figure 11.21: Travel request mobile card

			19.	Click Save.

			20.	Under Embedded screen, click Create new.

			21.	Set the Name to Travel Request Record Screen.

			22.	Under Card, you can reuse the Travel Request Card.

			23.	Under Screen segments, you can add segments to display more details or an activity stream.

			24.	Click Save.

			25.	Click Return to Mobile App Builder.

			To test the configuration, open the Now Mobile application on your device, assuming it is already installed as described earlier in this chapter. Upon launching the app, you should see the initial screen of Figure 11.22. Navigate to the Home tab and click on the three dots in the top-right corner. This action will redirect you to the second screen shown in the figure:
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Figure 11.22: Travel request app

			Fill out the form displayed with the following information:

			1.	Travel type: Internal.

			2.	Travel start: in five days.

			3.	Travel end: in ten days.

			4.	Purpose: Travel to Italy

			5.	Destination: Italy

			6.	Barcode: Click on the barcode icon and select a barcode. You can generate one on the site https://batcode.tec-it.com. When the barcode is successfully selected, the third confirmation screen of Figure 11.22 will appear.

			The resulting form will be the fourth screen of Figure 11.22. Click Submit to confirm the inputs.

			To view your requests:

			1.	Navigate to the My Requests tab.

			2.	You should see a list of your travel requests. Notice the different coloring based on the travel type field, as shown in the following figure:
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Figure 11.23: Travel request cards

			You can explore additional capabilities by practicing UI Rules based on the following steps:

			1.	Customize the Card Template.

			2.	Open the My Travel Request List Card in the Mobile App Builder.

			3.	Click on Edit in Mobile Card Builder.

			4.	In the Mobile Card Builder, select the card background container

			5.	Click on UI rules.

			6.	Add a new UI rule to change the text background based on the travel request type.

			7.	If travel request is Internal (condition) set, then action is set color to green (action).

			8.	If travel request is External (condition) set, then action is set color to blue (action).

			9.	Save the UI rules, as seen in Figure 11.24:
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Figure 11.24: UI rules and actions

			You can configure notifications based on the following steps:

			1.	On the Mobile App Builder main page, click on Mobile Notifications.

			2.	Create a New.

			3.	Set the Name to Travel request approval.

			4.	Under Table, set the Table to Request [x_31018_travel_request].

			5.	Set the Condition to send when Approval changes to Approved.

			6.	Under Who will receive, Users/Groups in field, select Opened by.

			7.	Under What it will contain, set the Title and Message accordingly.

			8.	Save the notification, as shown in the following figure:
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Figure 11.25: Travel request approval messages

Conclusion

			In this chapter, we explored the mobile capabilities of ServiceNow, focusing on how to design and configure mobile applications using the Mobile App Builder. We covered the foundational aspects of mobile app creation, including navigation setup, screen design, and data configuration. In the next chapter, we will now shift our focus to conversational interfaces and AI capabilities in the next chapter.

Points to remember

			•  ServiceNow Mobile App Builder provides a low-code environment for designing and customizing mobile applications tailored to specific workflows.

			•  Data items are the key to configuring which data is available offline, including tables, fields, and conditions.

			•  Offline policies ensure seamless synchronization of locally cached data with the instance once connectivity is restored.

			•  Barcode scanning is an advanced feature in mobile apps that enables users to input or retrieve data quickly and efficiently.

			•  Notifications and functions enhance user engagement and interactivity by providing real-time updates and enabling key actions.

Multiple choice questions

				1.	Where are offline data configurations defined in ServiceNow mobile applications?

				a.	Screens

				b.	Functions

				c.	Data items

				2.	What happens to changes made offline in ServiceNow mobile apps?

				a.	They are immediately discarded.

				b.	They are queued for synchronization.

				c.	They require manual upload.

				3.	Which feature allows mobile apps to take a photo from the mobile camera?

				a.	Attachments

				b.	Offline caching

				c.	Barcode scanning

Answers

				1.	c

				2.	b

				3.	a

Key terms

			•  Mobile App Builder: ServiceNow low-code platform for designing and managing mobile applications.

			•  Data items: Configurations that define which tables and fields are synchronized for offline use.

			•  Offline policies: Rules that manage data synchronization between the device and the instance.

			•  Barcode scanning: A mobile app feature enabling data input by scanning barcodes.

			•  Notifications: Push messages sent to users for updates or task assignments in mobile apps.








CHAPTER 12Conversational and AI


Introduction

			This chapter explores the conversational capabilities of ServiceNow by configuring Virtual Agent (VA) topics. We will cover how to set up topics in the Virtual Agent Designer and briefly discuss configuring natural language understanding (NLU), intents and entity extraction. We will also have a look at the AI Agents capabilities released in Yokohama. In the hands-on section, we will configure a VA conversation for our Travel Safety application.

Structure

			The chapter covers the following topics:

			•  Virtual Agent

			•  Virtual Agent Designer

			•  Natural language Understanding

			•  AI Agents

			•  Hands-on

Objectives

			This chapter aims to familiarize the user with configuring VA, particularly focusing on setting up a new topic. It will also explain how the traditional NLU framework and the new large language models (LLM) capabilities integrate into the VA approach.

Virtual Agent

			Traditionally, conversational interactions in ServiceNow are managed through the VA. VA is a chatbot interface available through the Service Portal that can be configured with conversations or topics. Several topics are provided by out-of-the-box solutions, but here, we are more interested in developing new topics in a low-code manner.

			If you open the service portal, we created in Chapter 9, Service Portal, by navigating to <instance_name>.service-now.com/mysp, you will notice that unlike the out-of-the-box service portal available at <instance_name>.service-now.com/sp, the VA icon is not visible. This is because the VA needs to be associated with the new portal. To do this, navigate to All | Service Portal | Agent Chat or type sp_agent_chat_config.list in the navigator search filter and create a new record, as shown in the following figure:
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Figure 12.1: Service Portal Agent Chat Configuration

			The server script in the Agent Chat configuration passes data to the conversation by leveraging the GlideSPScriptable API ($sp). For now, we will keep the default script. If you refresh the mysp portal after saving, you will see the VA icon at the bottom right of the browser window, as shown in Figure 12.2, and you will be able to start a conversation by clicking on it:
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Figure 12.2: Virtual Agent in Service Portal

Virtual Agent Designer

			To configure a new conversation for a custom app, go to the VA Designer navigating to All | Conversational Interfaces | Virtual Agent | Designer, as shown in the following figure:
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Figure 12.3: Virtual Agent Designer

			
				
					
				
				
					
							
							Note: You may see a message at the top of the page stating, Some features may not be available because the connection to NLU Service is not available. Please try again after some time. If the issue persists, log an issue with Support. The NLU feature may not be available if you are on a PDI environment.

						
					

				
			

			To see how a VA Topic looks, you can open any of the existing conversations. In Figure 12.4, the Anything Else Topic is opened, which asks the customer if anything else is required before closing the conversation and is typically called by another topic:
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Figure 12.4: Virtual Agent topic

			The VA window is split into multiple sections and resembles a simplified version of the Flow Designer interface. It includes a list of components and variables on the left, a central canvas showing the flow of the conversation, and a right section displaying details of the currently selected component. The Variables section shows the variables defined by the topic, which are divided into the following two types:

			•  Input variables store user responses to input controls and are accessible through the JavaScript variable vaInputs.

			•  Script variables are session-based, can be assigned/retrieved through the JavaScript variable vaVars, and passed to the agent chat.

			To create a new topic, return to the main Designer screen by clicking on Virtual Agent Designer at the top left of the flow screen, then click on the +Create tile. If there is a lock on the +Create tile and you see the message Upgrade required, it means that only the Glide Virtual Agent Lite (com.glide.cs.chatbot.lite) is installed on the PDI. You will need to activate the full Glide Virtual Agent plugin (com.glide.cs.chatbot). To do this, go to the Application manager, search for the plugin, and click on Install on the main plugin screen:
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Figure 12.5: Glide Virtual Agent installation

			The installation will prompt to activate several dependent plugins. Click on Install again and wait for the installation to complete. You can click on the Run in the background button if you want to get control of the window.

			As soon as the installation is finished, you can come back to the Designer main screen, and the lock on the +Create tile should be gone. If you click on it, you will get the Create topic screen, where you can define the Basic properties section, which is as follows:

			•  Type: The list of objects you can create, including Topics and Topic Blocks.

			•  Internal name: An internal name of the topic, in accordance with what is available with flows.

			•  Display name: The visible topic name.

			•  Description: An optional description of the topic.

			Fill in the values as follows:

			•  Type: Topic

			•  Internal name: myTopic

			•  Display name: My Topic

			•  Description: You can leave it empty.

			Leave the Natural Language Understanding and the Advanced properties sections empty for the moment and click Create. The process will bring you to the Designer screen with an empty topic, consisting only of the Start and End components, as you can see in Figure 12.6:
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Figure 12.6: Virtual Agent Designer editor

			Here, you can start designing your topic. The Components tab displays the available components, while the Variable tab is still empty. Components are divided in the following three categories:

			•  User input: Components to request an input (structured or unstructured) to the user.

			•  Bot response: Components to provide a response to the user or execute a script that build the response.

			•  Utilities: Components to interact with the platform, drive decisions in the flow, wait an amount of time, and more.

			We can create a simple topic that leverages all different kinds of components.

			Firstly, drag and drop the Static Choice component from the User input category between the Start and End blocks and configure, as shown in the following figure:
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Figure 12.7: Static choice input configuration

			The configuration includes the following:

			•  Node name: The name of the component in the topic.

			•  Prompt: The message sent to the user.

			•  NLU entity: The entity of the NLU model to slot-fill the selection. This is not available on the PDI.

			•  The static choices: In our case, we will select between Choice A and Choice B. Please notice these are the display values of the choice, while the actual values are A and B.

			•  Several advanced options that we will not use now allows to set Header card for different choices, the Default value, a Confirmation message, the ability for the user to switch to another VA conversation, and the conditions under which to hide or skip the node.

			Secondly, drag and drop the Response component from the Bot response category between the Choice selection and the End components.

			We will create a topic in the Hands-on section, to understand how the different components combine together, and configure like displayed in Figure 12.8:
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Figure 12.8: Text response configuration

			In this case, the configuration requires specifying the Node name and the Response message. The response message can be configured either as predefined variable references called data pill (similar to the Flow Designer concept described in Chapter 7, Flows) or as a script. In our case, we are using the data pill and including the variable Choice selection in the text. There are also additional options available, which we will not use here.

			Next, let us add a Decision component from the Utilities category and place it between the Response node and the End node. The Decision component will be displayed as a diamond in the flow, where we can define multiple paths. We will configure the Decision step with two paths and name them Is A and Is B. Each path can be set up either as a Condition or a Script. For our topic MyTopic, we will simply define the condition for Choice A (and equivalently for Choice B), as shown in the following figure:
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Figure 12.9: Decision branch condition

			Finally, under each path, we will drag and drop two different components from the Utilities category. Under the Is A node, drag and drop the Record Action component and configure it as follows:

[image: ]
Figure 12.10: Record action configuration

			The Record Action requires the following:

			•  The node name: Create record

			•  An action type: Between Create a record and Update a record. Select Create a record.

			•  A Table name: Which we can select as our Playground table My Table [x_31018_playground_my_table].

			•  One or more fields to update: We will update the My String field with the text A selected.

			•  More advanced options that we are not using now, such as the possibility to add an attachment to the record.

			Then, under the Is B node, drag and drop the Script Action, again from the Utilities category, and configure it with the name Log message. The script message requires a script to execute, which includes a template, which is especially important regarding the structure of the execute function, as you can see in the following code:

			(function execute() {

			    /* Code your scripted action here. For example, you might update a

			       record based on conditional logic:

			        if (vaVars.my_flag == 'say hello') {

			            gs.info('hi there');

			        } else {

			            gs.info('bye now');

			        }

			    */

			    gs.info("A has been selected")

			})()

			For our example, in addition to the default comment that we keep as a reference, we will add a simple logging line: gs.info("A has been selected"). At the end of the configuration, ensure that both the Create record node and Log message node are linked to the End node. My Topic should then look like it does in Figure 12.11:
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Figure 12.11: VA Topic

			Remember to save your work by clicking the Save button at the top left and then hit the Test button to test it. Testing opens a separate browser window, as shown in Figure 12.12. You can deselect the flag Include topic discovery to test the topic directly:
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Figure 12.12: VA conversation testing

			If you follow the A-path, you can verify that a new record with the field My String set to A selected is created in My Table. Similarly, you can verify the log entry if you follow the B-path. The Variables tab is particularly useful for tracking the context as the topic executes.

			When you are satisfied with the topic configuration, before using it in production, you must promote it by clicking the Publish button on the VA Designer page. Publishing will prompt you to either publish the topic separately or map it to an NLU model. Since NLU is not available on a PDI, proceed with the Topic selection, as shown in the following figure:
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Figure 12.13: Topic publishing

			To test the topic in production, open our playground Service Portal by navigating to the following link: https://dev181312.service-now.com/mysp.

			Once there, manually select the conversation by clicking on Show me everything. You will then be able to choose the newly created My Topic and follow one of the two paths, as shown in the following figure:
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Figure 12.14: VA conversation in Service Portal

Natural language understanding

			Virtual Agent traditionally uses NLU, which is based on the ServiceNow Predictive Intelligence framework for machine learning. NLU extracts intent and entities from user inputs, typically called utterances:

			•  Intent represents what the user wants the application to handle.

			•  Entities are objects or context information related to the required action.

			NLU needs to be configured and trained through an ML process so that, from a limited set of examples, it can derive a wider range of results.

			The configuration of NLU is done through the NLU Workbench, displayed in the following figure, which you can open on an NLU-enabled instance by clicking on All | NLU Workbench | Models:
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Figure 12.15: NLU Workbench

			The result of training an NLU model can be made available to Virtual Agent, allowing it to identify user intent in a VA chat and perform slot-filling for variables in VA Topics.

			More recently, AI in VA conversations is increasingly leveraging LLMs through the implementation of Now Assist for Virtual Agent, complementing traditional NLU. This approach makes use of pre-trained models to extract intent and entities from user conversations, significantly reducing the need for training and fine-tuning.

			To create a new model, click on +Create new model, then define a new intent and the corresponding utterances for training:
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Figure 12.16: New intent and associated utterances

			It is then possible to create entities by selecting a part of an utterance, as shown in Figure 12.17. Four types of entities can be created:

			•  Simple: To extract exactly what the user said.

			•  Mapped: To take what the user said, reference a mapped source, and extract a value from it.

			•  Pattern: To extract what the user said based on a regular expression.

			•  Open-ended: To extract information based on the context:
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Figure 12.17: Creation of a new entity

			To train the model, you need to click the Train button, as shown in Figure 12.7, ensuring that the instance is connected to the training service. We will not go into the details of NLU/LLM configuration for Virtual Agent here.

AI agents

			A flagship feature of the Yokohama release is AI agents, the new agentic AI framework of the Now Platform. This feature is not yet available on PDIs, but we believe it is important to understand what it is and how it works given the centrality of the topic. To use this new application, you need to install Now Assist AI Agents from the Application Manager and navigate to All | AI Agents | Overview, which will open the AI Agents Studio, as shown in the following figure: 
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Figure 12.18: AI Agents Studio

			The configuration revolves around two main entities: use cases and AI agents.

			The AI Agents application follows an orchestrator pattern, where an orchestrator agent identifies the user’s use case and triggers the most suitable agent to resolve it. If needed, additional agents are progressively involved to address the issue.

			To define our agent, click on the AI agents tab, then click New. This initiates a three-step process, as shown in the following figure:
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Figure 12.19: Agent configuration

			Set up the use case as follows:

			•  Name: Tell a joke

			•  Description: An agent who tells jokes about incidents.

			•  AI agent role: The agent keeps users happy by telling jokes about incidents of their choice. To achieve this, the agent will tell the user a joke about the incident they requested.

			•  Instructions:

			o	If the user does not provide an incident number, ask him for the incident number they want a joke about.

			o	Use the tool to retrieve a short description of the incident.

			o	Create a joke based on the short description.

			Then click Save and continue.

			The next screen represents the ability to use tools. By clicking the Add tool button at the top right, you will see that Yokohama offers five tool types: flow action, subflow, script, Now Assist skill, and Retrieval-Augmented Generation (RAG), which uses the AI Search capability. Click on Script, configure it as shown in the figure, and click Save:
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Figure 12.20: Tool configuration

			Refer to the following details:

			•  Name: Retrieve Incident

			•  Description: This tool must be run each time the user requests a joke about a specific incident.

			•  Execution mode: Autonomous (if the system asks for user authorization before proceeding with the tool)

			•  Display output: yes

			•  Script inputs: 

				o	Name: number

				o	Description: The incident number the user wants a joke about.

			•  Script:

				(function(inputs) {

				    var gr = new GlideRecord("incident")

				    gr.get("number", inputs.number.toString())

				    return JSON.stringify({

				        "number": gr.number.toString(),

				        "short_description": gr.short_description.toString()

				    })

				})(inputs);

			Click Save and continue on the Add tool and information panel. In the final panel, Define availability, toggle Status to activate it, then click Save and continue.

			Next, go to the Use Cases tab and click New. The first step of use case creation is shown in the following figure:
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Figure 12.21: Use case configuration

			Set up Describe and connect as follows:

			•  Name: Tell a joke

			•  Description: Tell a joke about an incident

			•  Instructions:

				o	If the user requests a joke about a specific incident, invoke the “Tell a Joke” agent.

			Then, click Add AI Agent and select the Tell a joke agent we previously created. This represents the “swarm” of agents supporting the use case. In this example, the swarm consists of just one agent. The relationship between use cases and agents is many-to-many, meaning one agent can support multiple use cases.

			Click Save and continue. We will skip the creation of a trigger, which allows the use case evaluation to start based on a system condition, such as a record state change. Then, click Save and continue again.

			In our case, we want to trigger the use case conversationally. Activate the Display toggle to make the use case available in the Now Assist Panel, then click Save and test.

			The test result is shown in the figure, where you can see the conversation flow and decision log details:
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Figure 12.22: Use case testing

			The agent is now live in the Now Assist Panel, as we previously toggled its availability. To interact with it, open the panel by clicking the sparkles icon at the top right of the Next Experience UI, and verify the interaction as follows:
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Figure 12.23: Interaction in the Now Assist Panel

Hands-on

			In this hands-on section, let us create a VA topic to quickly collect the required information for a Travel Request and publish it to the Service Portal. Remember to switch to the Travel (x_31018_travel) scope before creating the new topic. Refer to the following steps to get started:

			1.	From the Virtual Agent Designer, click on the +Create tile, that will bring you to the screen of Figure 12.24:
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Figure 12.24: Topic creation

			2.	Specify Type as Topic.

			3.	Specify Name and Internal Name as Travel Request.

			4.	Description is Collect travel request information.

			5.	For Who can access this topic, select the x_31018_travel.user and x_31018_travel.admin roles.

			6.	Click Create.

			Once the topic is created, drag and drop the following components between the End and Start nodes:

			1.	Dynamic choice from User input and name it Select destination.

			2.	Static choice from User input and name it Select travel type.

			3.	Date time from User input and name it Start date.

			4.	Date time from User input and name it End date.

			5.	Boolean from User input and name it Select travel for event.

			6.	Decision from Utilities and name it If travel for event.

			7.	Dynamic choice from User input and name it Select event.

			8.	Record action from Utilities and name it Create travel request.

			9.	Text from Bot response and name it Travel request created.

			10.	Card from Bot response and name it Show travel request.

			Once you have done that, click on the Table View switch at the top right of the Virtual Agent Designer.

			
				
					
				
				
					
							
							Note: The number close to the Name field represents the number of configuration parameters that still need to be filled.

						
					

				
			

			In the Start node:

			1.	Specify the Greeting Response as Please respond to the following questions to create the Travel Request.

			In the Select destination node:

			1.	Specify the prompt as Select the travel destination.

			2.	Leave Populate choices by Record.

			3.	Set Table as Country (core_country).

			4.	Add condition Active is true.

			5.	Set No records response message Travel destination is mandatory.

			In Select travel type:

			1.	Specify the prompt as Select travel type.

			2.	Create two choices Internal/internal and External/external.

			In Select travel start and Select travel end:

			1.	Specify the prompt as Select travel start date and Select travel end date.

			2.	Select Input format as Date.

			In Select travel for event:

			1.	Specify the prompt as Travel for event?.

			In If travel for event:

			1.	Rename the always branch to yes. Specify the condition for the branch as Select travel for event is true.

			2.	Add a new branch and name it no. Specify the condition for the branch as Select travel for event is false. Connect the branch directly to the end node by dragging the branch arrow.

			In Select event:

			1.	Specify the prompt as Select event.

			2.	Select Populate choices by Record.

			3.	Select Table as Company event (x_31018_travel_company_event).

			4.	Specify No records response message Company event is mandatory.

			5.	Under hide or skip this node, specify the condition: Select travel type is Internal.

			In Create travel request:

			1.	Select table: Request (x_31018_travel_request)

			2.	Under field, associate the following field with the topic’s input variables, as displayed in the following figure, and click Save:
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Figure 12.25: Create record field values

			In the Travel request created:

			1.	Specify the Response message as Travel request created.

			In Show travel request:

			2.	Select Card type as Record.

			3.	Specify the fields Destination, Travel start, Travel end, and Travel type for the record card.

			The configuration should eventually look like in Figure 12.26. Save it by clicking on the Save button on the VA Designer:

[image: ]
Figure 12.26: Travel request topic in table view

			Click on test to verify the configuration. The interaction should look like in Figure 12.27. By opening the card for the Travel Request, you can verify that the fields have been correctly set:
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Figure 12.27: Travel request conversation

Conclusion

			This chapter introduces ServiceNow Virtual Agent’s conversational capabilities and how they can be leveraged to provide a more automated and improved service experience for users. VA plays a key role, especially when integrated with artificial intelligence technologies like NLU and LLM, which are now essential components of service delivery.

			Now Assist is the new ServiceNow AI framework for the Now Platform, able to use internal and external LLMs to assist the user. This is an area of very fast evolution, and ServiceNow recently released Now Assist AI Agents that allows to define agentic AI capabilities through the Agent Studio interface.

Points to remember

			•  Virtual Agent configuration is based on Topics.

			•  Topic discovery can be based on NLU or LLM.

			•  NLU allows the extraction of user intent and entities from utterances.

			•  NLU configuration is based on the NLU Workbench.

Multiple choice questions

				1.	Which of the following is not a type when creating a new topic?

				a.	Topic

				b.	Topic Block

				c.	Topic Part

				2.	Which is not a valid User input component?

				a.	Static Choice

				b.	Choice

				c.	Dynamic Choice

				3.	Which one is the Utility allowed to operate on records?

				a.	Record action

				b.	Record block

				c.	Record handler

Answers

				1.	c

				2.	b

				3.	a

Key terms

			•  Topic: A conversation flow that guides users through specific tasks or inquiries in the Virtual Agent.

			•  Utterance: A user’s spoken or typed input that triggers or interacts with a Virtual Agent topic.

			•  Intent: The purpose or goal behind a user’s utterance, guiding the Virtual Agent’s response.

			•  Entity: Specific pieces of information extracted from an utterance to fulfill the intent. 
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CHAPTER 13Automated Test Framework


Introduction

			In this chapter, readers will delve into ServiceNow’s tools for systematic and efficient testing under the name Automated Test Framework (ATF). They will start by understanding the organization of Test Suites and the design of individual Test Cases. As they progress, readers will learn about the granular components of Test Steps and the integration of Client Test Runners. The chapter concludes with a thorough examination of Test Results, ensuring readers can validate and interpret the performance of their configurations and customizations.

Structure

			The chapter covers the following topics:

			•  Server-side testing

			•  Client-side testing

			•  Test suite

			•  Hands-on

Objectives

			By the end of this chapter, the reader will better understand the benefits of ServiceNow ATF and learn how to create, configure, and run automated tests. The chapter will also guide the reader in understanding how to interpret Test Results and troubleshoot issues, to enhance and assure the quality of the applications developed.

Server-side testing

			The ATF is a ServiceNow application that automates the testing of ServiceNow applications, customizations, and configurations. It allows developers and testers to create repeatable, automated tests to verify functionality, ensuring applications work as intended after development, customization, or system upgrades.

			ATF is commonly used in regression testing to ensure that new changes do not break existing functionality after updates or upgrades or to support a test-driven development (TDD) strategy by writing tests early in the development process. It can also regularly check the health status of your application, ensuring quality throughout the development lifecycle.

			Ensure ATF is installed on your PDI. If the ATF application is not installed, open All | Admin Center | Application Manager and search for the ServiceNow application with the same name.

			At the core of ATF is the Test table. To navigate to Tests, go to All | Automated Test Framework | Tests or type sys_atf_test.list in the navigation search filter. In the list view, you should see several ATF tests already installed with other plugins/scoped applications, as shown in Figure 13.1:
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Figure 13.1: Automated Test Framework tests

			In our Playground scope, click the New button. The interface will display the form as depicted in the following figure:
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Figure 13.2: New test

			The first time you work with ATF, a blue information message at the top of the form will inform you that running tests and Test Suites is disabled for the instance by default. This is because running ATF tests on a production system is not recommended; the activity must be explicitly permitted in sub-production environments.

			After clicking, you will be redirected to the ATF configuration properties page, as shown in Figure 13.3:
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Figure 13.3: Automated Test Framework properties

			A yellow information message informs you that these properties are in the Global scope, and you need to switch to it if you want to perform any change. Click on To edit this record click here and flag Yes on the first two properties to enable the execution. Then click on Save.

			You can then navigate back to All | Automated Test Framework | Tests and click New again, and fill the form in the following way:

			•  Name: My Test

			•  Active: true

			•  Fail on server error: true

			•  Enable parametrized testing: false

			•  Description: Test record creation in My Table

			After saving the record, the full view of the form, including related lists, will be displayed, as you can see in the following figure:
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Figure 13.4: Test related lists

			The test-related lists contain the following:

			•  Test Steps: Test configuration containing the individual activity to be performed by a test.

			•  Test Results: The outcomes of the execution of the test.

			•  Performance Test Results: Additional insights about the execution of the test, such as steps and test duration.

			•  Mutually Exclusive Tests: The configuration of tests the current test is not supposed to run with at the same time.

			•  Breakpoint: The configuration point of the test where the execution temporarily pauses, allowing testers to observe the current state of the application.

			ServiceNow provides a rich list of Test Steps which allows testing the primary capabilities of client-side interactions and server-side processing. It is also worth mentioning that it is possible to create new Test Steps by navigating to All | Automated Test Framework (ATF) | Administration | Step Configurations.

			To create a new step, click on Add Test Step, which opens the Add Test Step wizard displayed in the following figure:
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Figure 13.5: Test step categories

			
				
					
				
				
					
							
							Note: You can also add a preconfigured list of steps by clicking on Add Test Template. You can manage test templates from All | Automated Test Framework (ATF) | Administration | Test templates.

						
					

				
			

			First, let us add a step, Create a User, from the Server category with the following configuration:

			•  Execution order: 1

			•  First name: Playground

			•  Last name: ATF

			•  Roles:

			o	x_31018_playground.my_table_user

			o	x_31018_playground.my_item_user

			•  Impersonate this user: true (this ensures that the following steps are executed with this user)

			The configuration of the first step is displayed in the following figure:
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Figure 13.6: Create a User test step configuration

			Then, add a second step of type Record Insert, also from the Server category. Define the step as follows and click Submit:

			•  Execution order: 2

			•  Notes: Create record in My Table

			•  Assert type: Record successfully inserted (alternatively, we could assert that the record is not created)

			•  Enforce security: true (this ensures that Access Control Lists are respected, as the GlideRecord API could bypass them)

			•  Table: My Table [x_31018_playground_my_table]

			•  Field values:

			o	My string: ATF test

			o	My choice: Choice 1

			o	My reference: Step 1: Create a user -> User

			The configuration of the second step is displayed in the following figure:
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Figure 13.7: Record insert in My Table

			Observe the use of the data pill in the reference field to reference the user under which the test is running.

			
				
					
				
				
					
							
							Note: The usage of data pills in ATF is largely equivalent to their use in Flow Designer.

						
					

				
			

			Finally, add a third step, again of type Record Insert, with the following configuration and click submit:

			•  Execution order: 3

			•  Notes: Create record in My items

			•  Assert type: Record successfully inserted

			•  Enforce security: true

			•  Table: My item [x_31018_playground_my_table]

			•  Field values:

			o	Parent: Step 2: Record insert -> Record

			o	Name: Test item

			The configuration of the third step is displayed in Figure 13.8:
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Figure 13.8: Record insert in My items

			The configuration of the Test Steps under the test record provides a foundation to verify that the roles function correctly within our playground table hierarchy and should eventually resemble the setup shown in the following figure:
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Figure 13.9: Test steps configuration

			To execute the test interactively, click on the Run Test button, as shown in Figure 13.10:

[image: ]
Figure 13.10: Test execution

			The execution consists of two main phases, which are:

			•  Server execution, including the three steps we defined.

			•  Rollback: ensuring that the data is created during the test is deleted

			
				
					
				
				
					
							
							Note: This ensures that neither the testing user nor records in the application tables are preserved after test execution.

						
					

				
			

			Test Results can be inspected by clicking on Go to Result, which opens the Test Result record [sys_atf_test_result]. This record is also visible in the Test Results related list of the Test record. The outcome of the test execution is shown in the following figure:
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Figure 13.11: Test Results

			Notice the four related lists containing additional logging and information for each individual step:

			•  Step Results

			•  Test Log

			•  Test Transactions

			•  Test Patterns

Client-side testing

			Testing client-side capabilities involves a test runner. In ServiceNow, there are two options:

			•  Client test runner: This option relies on an active browser tied to a user session. Client test runner sessions can be scheduled, but the browser must remain open for the test to complete successfully. ServiceNow documentation also includes information on configuring a headless browser with Docker, but this is now less favored , with cloud runners being the preferred approach..

			•  Cloud runner: This option runs the test session on ServiceNow’s data center, eliminating the need for configuring either an interactive or headless browser instance.

			To explore client-side testing, navigate to All | Automated Test Framework (ATF) | Tests and create a new test named My UI Test:

			1.	First, create a Create User step exactly like the one created previously.

			2.	Then, create a step of type Open a New Form from the Form category with the following configuration, and click Submit:

			a.	Execution order: 2

			b.	Form UI: Standard UI (other options apply to specific Workspaces, but Now Experience support is still limited)

			c.	Table: My Table [x_31018_playground_my_table]

			d.	View: Leave blank to select the Default view automatically

				The step configuration is shown in the following figure:
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Figure 13.12: Client-side test configuration

			3.	Add a step of type Set Field Value from the Form category with the following configuration:

			a.	Execution order: 3

			b.	Form UI: Standard UI

			c.	Table: My Table [x_31018_playground_my_table]

			d.	Field values: My choice: Choice 2

				The step configuration is displayed in the following figure:
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Figure 13.13: Set Field Value test step

			4.	Lastly, add a step of type Field state validation to confirm that the field My String is set to mandatory when the My choice field is Choice2 (as configured in Chapter 3, Client-side). Define the step as follows:

			a.	Execution order: 4

			b.	Timeout: 5 seconds

			c.	Form UI: Standard UI

			d.	Table: My Table [x_31018_playground_my_table]

			e.	Mandatory: My String
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Figure 13.14: Field State Validation test step

			The configuration of My Client Side Test should eventually resemble the setup shown in the following figure:
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Figure 13.15: Client-side Test Steps configuration

			To interactively launch the test, click the Run Test button on the Test form. The first time you do this, you will be prompted to choose either a client test runner or cloud runner, as shown in Figure 13.16. Ensure that the test runner is selected, then click Run Test:
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Figure 13.16: Client runner selection

			A new tab containing the interactive client runner will open, as shown in Figure 13.17:
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Figure 13.17: Client test runner execution

			Closing this window will terminate the client test runner.

			The client test runner will display the interactive window being controlled by the test case. Returning to the original tab, you will see the Run Test overview modal, as shown in the following figure:
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Figure 13.18: Client-side test execution

			The modal displays the test run activities, including:

			•  Server-side activity (creation of the user and impersonation, as defined in step 1).

			•  Client-side activities (as defined in steps 2-4).

			•  Rollback of test data.

			Clicking on Go to Result provides detailed information about the test run, including screenshots of each individual step, captured and retained as an attachment, as shown in the following figure:
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Figure 13.19: Client-side Test Results with attachments

			
				
					
				
				
					
							
							Note: Screenshot attachment settings can be adjusted in system properties to prevent excessive disk space usage.

						
					

				
			

Test suite

			Test cases can be aggregated into suites to run them in batches. To create a test suite, navigate to All | Automated Test Framework (ATF) | Suites or type sys_atf_test_suite.list in the navigator menu. The table will already contain Test Suites for out-of-the-box applications. Create a new suite by clicking on the New button.

			Configure it as follows:

			•  Name: My Test Suite

			•  Filter: Application is Playground

			After clicking on Save, the suite should appear, as shown in Figure 13.20:
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Figure 13.20: Test suite configuration

			The tests in the application are automatically selected by the filter. To add new tests, you can still click on Insert a new row... in the Test Suite Tests related list.

			
				
					
				
				
					
							
							Note: Test suites can be arranged hierarchically using the Parent suite field.

						
					

				
			

			To run the test suite, click the Run Test Suite button. Alternatively, you can schedule it by going to the Test Suite Schedules related list and clicking New, which opens a Scheduled Suite Run record with the Test suite already specified.

			You can choose an existing Schedule record or, if none are available, click the magnifying glass icon and then click New. In the window, you can define various scheduling types, including On Demand, as shown in the following figure:
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Figure 13.21: Suite schedule

			The Scheduled Suite Run also allows you to define Client Constraints, including the browser and operating system name and version that the test runner should match for the test suite to run. The Scheduled Suite Run record should appear, as shown in the following figure:
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Figure 13.22: Scheduled Suite Run

			To run the test suite scheduled as on demand, click on the Test Suite Schedule On Demand record under the Test Suite related list, then click Execute Now. If you receive a message indicating no test runners are available, ensure that the tab with the client test runner is still open and able to accept scheduled tests, as shown in the following figure:
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Figure 13.23: Client test runner preferences

			Alternatively, click on All | Automated Test Framework (ATF) | Run | Scheduled Client Test Runner in the navigator menu. The execution of the Test Suite Result is visible in the Test Suite’s related. The test suite result aggregates the outcomes of the individual Test Cases, as displayed in the following figure:
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Figure 13.24: Test suite result

Hands-on

			Let us switch to the Travel scope and build a simple test for the Service Portal component of our Travel Safety application. Remember to switch to the Travel scope through the scope picker.

			We will test the record producer New Travel Request we created in Chapter 9, Service Portal.

			1.	Navigate to All | Automated Test Framework (ATF) | Tests.

			2.	Click New.

			3.	Create a new test called New Travel Request Test.

			4.	Flag Enable parametrized testing (though not strictly required here, this will demonstrate how to make tests parametric).

			5.	Click Save.

			The test form should look like in the following figure:
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Figure 13.25: New Travel Request test

			A message will warn that shared parameters can only be created in the global scope. For this example, we will use exclusive parameters, accessible only within this test. Refer to the following steps:

			1.	Click on Add Exclusive Parameters in the Parameter Definition related list.

			2.	In the Parameter Variable form, set the following:

			•  Type: String

			•  Type Label: Travel type

			•  Column name (auto-set): u_travel_type

			•  Max length: 200

				Refer to the following figure:
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Figure 13.26: Test parameter

			In the Test Run Data Sets related list of the test, do the following:

			1.	Click New.

			2.	Create a record with Travel type equal to internal.

			3.	Submit.

			4.	Click new again.

			5.	Create a second record with Travel type equal to external.

			6.	Submit again.

			The related list should look like the following figure:
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Figure 13.27: Data set for parametric test

			In the Test Steps related list, do the following:

			1.	Add a first step Create a User from the Server category:

			a.	Execution order: 1

			b.	First name: Travel

			c.	Last name: ATF

			d.	Role: x_31018_travel.user

			e.	Impersonate this user: true

			2.	Click Submit.

			3.	Add a second step Open a Record Producer (SP):

			a.	Execution order: 2

			b.	Portal: Service Portal

			c.	Page: sc_cat_item

			d.	Record Producer: New travel request

				As shown in Figure 13.28:
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Figure 13.28: Open Record Producer test step

			4.	Click Submit.

			5.	From the Server Category, add a third step Set Variable Values (SP), with the following values, as shown in Figure 13.29:

			•  Execution order: 3

			•  Item: New travel request

			•  Variable values:

				o	travel_start:

					${new Date(new Date().setDate(new Date().getDate() + 7)).toISOString()}

					Indicating one week in the future.

				o	travel_end:

					${new Date(new Date().setDate(new Date().getDate() + 7)).toISOString()}

					Indicating two weeks in the future.

				o	purpose: Test request (any string identifying a test)

				o	travel_type: Parameters | Travel type (our test parameter, represented as a data pill).

				o	travel_for_event: No (let us keep it simple):
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Figure 13.29: Set Variable Values test step

			6.	Add a fourth step, Submit Record Producer (SP), from the Service Catalog in Service Portal category:

			•  Execution order: 4

			•  Timeout: 5 seconds

			•  Assert: Successfully submitted record producer

			7.	Add a fifth step, Record Query, from the Server category:

			•  Execution order: 5

			•  Timeout: 5 seconds

			•  Enforce security: false

			•  Asset type: There is at least one record matching the query

			•  Table: Request [x_31018_travel_request]

			•  Conditions

			•  Sys ID is Step 4: Submit Record Producer (SP) -> Record (Document ID)

			To verify the execution of the New Travel Request Test, perform the following steps:

			1.	On the test definition, click on Run Test.

			2.	Select Start a new test runner.

			3.	Verify that the test execution completes successfully, as displayed from the following figure:
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Figure 13.30: Parametrized test execution

			Then:

			1.	Click on Go to Result.

			2.	Verify that the Parametrized Test Result record contains two records under it, with Travel type internal and external, as shown in Figure 13.31.

			3.	Verify each individual Test Result.
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Figure 13.31: Parametrized test result

Conclusion

			The ATF in ServiceNow is a powerful tool for ensuring the reliability and stability of applications, configurations, and customizations. By automating both server-side and client-side testing, ATF helps developers and administrators maintain high-quality standards while reducing manual testing efforts.

			In the next and final chapter, we will explore a diverse range of use cases where low-code development on the Now Platform provides effective solutions. We will analyze these cases across different industries and examine some of the most forward-looking areas shaping the future of low-code.

Points to remember

			•  Server-side testing: Involves creating tests that run on the server to verify backend functionality.

			•  Client-side testing: Focuses on testing client-side functionalities, such as form interactions and UI behaviors. Requires a test runner.

			•  Test steps: The building blocks of a test, each representing a specific action or assertion.

			•  Test suites: Collections of tests that can be run together to streamline the testing process.

Multiple choice questions

				1.	What is the purpose of the Impersonate this user option in a Create a User test step within ATF?

				a.	To assign administrative rights to the user.

				b.	To execute subsequent Test Steps under the context of the created user.

				c.	To delete the user after the test completes.

				2.	In ATF, what is a Test Suite used for?

				a.	Defining individual actions within a test.

				b.	Aggregating tests to run them in batches.

				c.	Logging the results of individual Test Steps.

				d.	Scheduling Client Test Runners

				3.	Which of the following is not the type of test runner available in ATF?

				a.	Client Test Runner

				b.	Cloud Runner

				c.	Headless Server Runner

Answers

				1.	b

				2.	b

				3.	c

Key terms

			•  Test: A collection of Test Steps designed to verify a specific functionality within the platform.

			•  Test Step: An individual action or assertion within a Test, such as creating a record or validating a field value.

			•  Test Suite: A grouping of multiple Tests that can be executed together to streamline testing processes.

			•  Client Test Runner: An interactive browser session used to execute client-side tests that involve UI interactions.

			•  Cloud Runner: A ServiceNow-hosted environment that runs client-side tests without the need for an active browser session. 
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CHAPTER 14Use Cases


Introduction

			This chapter provides a bird’s-eye, innovation-driven perspective on the landscape of low-code use cases across different industry sectors. It showcases how organizations leverage the ServiceNow low-code development platform to streamline operations, drive digital transformation and innovations. We also discuss the decision between adopting an out-of-the-box application or building a new application tailored to customer needs, based on the capabilities of the Now Platform.

Structure

			In this chapter, we cover the following topics:

			•  Use cases by industry

			o	Financial Services

			o	Telecommunications, media, and technology

			o	Manufacturing

			o	Healthcare

			o	Government

			o	Energy and utilities

			o	Transportation and logistics

			o	Retail

			•  ServiceNow as an innovation platform

Objectives

			This chapter will inform the reader about use cases by industry for low-code development on the Now Platform. With the information provided in this chapter, and the technical content of the previous chapters, readers will be able to make their own determination about either using ServiceNow applications, Store applications, or building a new app using low-code capabilities.

Use cases by industry

			When discussing application development on the Now Platform, it is important to keep in mind that ServiceNow provides a very rich suite of standard, out-of-the-box applications aligned with industry standards and best practices.

			Those applications are organized in workflows, each of them containing multiple product suites such as Customer Experience,  Employee Experience, Technology Excellence, Operational Excellence, Finance and supply chain, and Industry-specific products.

			
				
					
				
				
					
							
							Note: This taxonomy is not meant to be exhaustive or static, so please check with your ServiceNow representative on what the state-of-the-art is when you will be reading these pages.

						
					

				
			

			In addition to ServiceNow-provided applications, third-party applications available on the ServiceNow Store offer valuable use cases and solutions.

			When deciding between building versus buying, you need to carefully evaluate what is available, what is going to be the outcome and the total cost of ownership in two different scenarios.

			The advantages of using standard applications are many, including vendor-provided upgrades and support. Conversely, the advantages of building a tailored solution include accommodating very specific needs and owning the application’s roadmap.

			The two approaches are not exclusive but complementary. Custom application development often addresses needs beyond out-of-the-box solutions, seamlessly augmenting and integrating with standard product suites. This capability is especially valuable for industry-specific requirements. Given the virtually unlimited number of use cases in each business sector, low-code app development presents an exciting opportunity to expand the reach of the Now Platform and its standard applications.

			In the following sections, we will describe compelling use cases with a forward-looking perspective and explore how low-code development can address them.

Financial services

			The financial services industry is undergoing a transformation fueled by evolving customer expectations, regulatory pressures, and the need for operational efficiency. This is why solutions like Governance, Risk and Compliance (GRC), Integrated Risk Management (IRM) and Customer Service Management (CSM) – including its verticalization for the financial services sector called Financial Service Operations (FSO) are critical in this business. ServiceNow industry solutions for financial services include applications to manage payments, credit cards, loans, deposits, treasury operations, customer complaints, and documents.

			Beyond standard solutions, to respond to high-demanding requirements, low-code applications are built to expand on specific needs. ServiceNow low-code platform is well-suited to addressing customer-specific challenges, enabling financial organizations to rapidly develop low-code applications that enrich out-of-the-box solutions. Here are four examples of innovative, non-standard applications built on  ServiceNow low-code platform, each addressing unique industry challenges:

			Fraud detection and prevention in financial services is increasingly complex due to the rise of digital transactions and sophisticated fraud tactics. Many institutions face difficulties in quickly identifying fraudulent behavior across high volumes of transactions. To address this, organizations are creating custom low-code applications that harness workflows and AI-powered analytics to detect and prevent fraud.
Using  ServiceNow low-code platform, financial institutions have developed fraud management strategies that connect with transaction databases and leverage machine learning algorithms to detect unusual activity patterns. These apps can assign risk scores to transactions, trigger alerts for high-risk activities, and initiate automated workflows for investigation. Integration with external fraud data sources further strengthens the model’s accuracy, allowing for early fraud detection and minimizing potential financial losses.

			Customer onboarding in financial services is a complex, multi-step process, especially with Know Your Customer (KYC) and anti-money laundering (AML) regulations in place. Application development capabilities are a powerful solution to cover institution-specific checks and verification processes. Low-code ServiceNow applications, in conjunction with standard applications, can streamline and simplify onboarding by integrating data from multiple sources and automating identity verification, document collection, and compliance checks.
Through the Now Platform capabilities, institutions have developed intelligent onboarding apps that consolidate customer information, conduct automated background checks, and verify identity through integration with external databases and AI-powered facial recognition tools. The app flags incomplete documentation and tracks onboarding progress, reducing time-to-completion and ensuring compliance with KYC and AML regulations. With enhanced data validation and automated workflows, onboarding teams can handle more cases with fewer errors and increased efficiency.

			Also, many financial institutions require efficient and streamlined processes for product approvals, often involving time-consuming, manual steps across multiple departments. Low-code applications are increasingly being built to meet these demanding requirements, with custom workflows on  ServiceNow App Engine tailored for faster, enterprise-wide product approvals. By using low-code capabilities, institutions have created product approval workflows that consolidate all approval steps into a single, unified system. Team members can access real-time updates on product status, verify compliance checkpoints, and receive automated notifications when an action is required. This approach reduces the time-to-market for new products, improves compliance accuracy, and lessens the administrative burden associated with multi-step approvals, enabling financial institutions to respond quickly to changing market needs.

			An additional use case involves automated portfolio risk assessment. Financial institutions manage extensive portfolios, and ensuring each investment aligns with a client’s risk tolerance and compliance requirements is critical. Using  ServiceNow low-code platform, firms can develop a custom application that consolidates and analyses market data, asset performance, and risk factors, automatically flagging portfolios that exceed predefined risk levels. This allows portfolio managers to receive real-time alerts, track risk changes, and take corrective actions promptly, ensuring portfolios stay within acceptable thresholds and reducing exposure to market volatility.

Telecommunications, media, and technology

			The telecommunications, media, and technology (TMT) industry is rapidly evolving, driven by increasing customer expectations, expanding digital offerings, and the need for seamless connectivity. ServiceNow provides solutions tailored to the TMT industry, such as Telecommunications Service Management (TSM), Telecom Network Inventory (TNI), Technology Provider Service Management (TPSM), and Service Bridge. ServiceNow low-code platform enables TMT organizations to address specific demands with tailored applications that streamline operations, optimize customer experiences, and manage complex data needs. The following are three innovative use cases demonstrating how ServiceNow can deliver impactful solutions in each sub-sector: telecommunications, media, and technology:

			In telecommunications, with the rapid deployment of 5G and fiber networks, companies face significant challenges in maintaining network uptime while minimizing costs. Traditional network monitoring tools struggle to handle the complexity and scale of these networks, so telecom providers are developing AI-driven network maintenance applications using  ServiceNow low-code platform to ensure proactive, reliable network management. This application leverages AI and machine learning to analyze real-time network performance data, predict potential failures, and automatically schedule preventative maintenance tasks.

			It integrates with IoT-enabled sensors within the network infrastructure, continuously monitoring data for signs of degradation, anomalies, or impending equipment failures. Based on this data, the app dynamically adjusts maintenance schedules, prioritizing high-risk areas and reallocating resources to avoid service interruptions. Features include predictive maintenance scheduling through machine learning models, automated resource allocation to direct maintenance crews based on predicted issues and resource availability, and a real-time insights dashboard that provides operations teams with a live view of network health, alerting them to critical issues and allowing for proactive troubleshooting.

			In the media sector, content providers must deliver personalized and relevant content to retain audiences in a highly competitive market. Traditional content delivery approaches lack the agility to adapt to individual viewer preferences, so media companies are using ServiceNow to build intelligent content delivery engines that enhance personalization, optimize delivery across platforms, and improve engagement. This low-code application analyzes viewer data in real time to curate personalized content recommendations, adapting dynamically to user behavior and preferences. It integrates with streaming platforms and over-the-top (OTT) services to track viewing patterns, demographics, and other behavioral data. Using AI, the app predicts content likely to engage individual viewers, adjusting delivery strategies based on device type, connection speed, and viewing history to ensure an optimal experience. Key features include hyper-personalized content recommendations, dynamic quality optimization that adjusts content resolution and format based on device type and network conditions, and cross-platform synchronization that maintains viewing preferences and recommendations across devices, allowing viewers to pick up where they left off seamlessly across platforms.

			For technology providers, especially those operating in cloud and software services, cybersecurity threats are a constant concern. Increasing risks from sophisticated cyberattacks have driven technology firms to leverage  ServiceNow low-code platform to create AI-enhanced security operations applications that detect threats in real-time, mitigate risks, and streamline incident response. This custom application uses AI to analyze network traffic, system logs, and user activity to identify and prioritize potential threats based on risk level. It integrates with existing security information and event management (SIEM) systems, adding layers of automated threat detection and response capabilities. These applications use machine learning to detect unusual patterns and potential breaches, automating responses for low-risk threats and escalating high-risk incidents to security teams. It offers real-time threat detection through machine learning models that monitor and analyze data streams, automated incident response for standard threats, and a threat prioritization dashboard that displays prioritized threat levels and incident status, enabling security teams to focus on the most critical threats.

Manufacturing

			In the manufacturing sector,  ServiceNow standard applications already cover areas like operational technology (OT) management, manufacturing commercial operations, and industrial process manager. Manufacturers may require low-code applications that leverage advanced technologies such as augmented reality (AR) and digital twins to fully optimize their operations and stay competitive.

			One example is the use of AR-enabled maintenance applications, where field technicians can access real-time visual overlays and step-by-step repair instructions through AR glasses or mobile devices. This custom low-code application on  ServiceNow platform integrates with equipment data and digital documentation, providing technicians with an interactive guide through complex repairs while allowing remote experts to support them in real-time. Maintenance actions are logged instantly, creating a precise record of work performed. By facilitating hands-free access to resources and live expert guidance, this AR solution reduces downtime, enhances task accuracy, and is especially valuable for managing intricate repairs in smart factories.

			Another powerful application is digital twin technology for production optimization. Digital twins create virtual models of factory equipment and processes, enabling manufacturers to monitor and simulate performance in real time. ServiceNow platform integrates with IoT devices on the factory floor, collecting sensor data that feeds into the digital twin model to detect anomalies, predict maintenance needs, and optimize resource usage. This solution allows manufacturers to make proactive adjustments based on real-time conditions, increasing equipment uptime, reducing energy consumption, and enhancing overall operational efficiency. The digital twin provides deep insights that support decision-making and improve the resilience of manufacturing systems.

			Additionally, to strengthen supply chain resilience,  ServiceNow standard solutions already provide the capability of integrating with the supply chain and supply chain exceptions. Low-code applications may further consolidate supplier data, logistics information, and external risk factors, such as weather events or geopolitical issues, allowing manufacturers to identify potential disruptions and adapt proactively. With real-time data and automated alerts, the control tower application equips manufacturers with a comprehensive view of the entire supply chain, supporting agile decision-making that minimizes delays and ensures smooth production flow. Through these advanced applications, ServiceNow empowers manufacturers to leverage AR, digital twins, and predictive intelligence, moving beyond standard functionalities to build a resilient, optimized, and technologically advanced production environment.

			For manufacturing, real-time production quality monitoring is a key use case. Manufacturers need precise quality control to maintain high standards across production lines. With  ServiceNow platform, manufacturers can build a custom application that integrates IoT data from various machines, tracking metrics like temperature, pressure, and component dimensions. This app enables automatic alerts when measurements fall outside tolerance levels, ensuring immediate corrective actions. Additionally, quality data trends are analyzed to predict maintenance needs, minimizing downtime and helping meet quality assurance benchmarks.

Healthcare

			In the healthcare sector, ServiceNow provides advanced capabilities such as patient support services, pre-visit management, patient 360-degree view, consent management, and clinical device management, addressing critical operational challenges and enhancing patient care. While standard applications already solve common needs for the industry, healthcare providers often require tailored and highly specific solutions on top of the standard ones to meet more specific needs.

			One example of this is an application for tailored management of patient onboarding and discharge. ServiceNow low-code platform enables healthcare providers to create a seamless onboarding workflow that integrates with patient records and hospital databases, automating tasks like insurance verification, consent form collection, and room assignment. Upon discharge, the same system can coordinate post-care resources, schedule follow-up appointments, and generate automated reports for each patient’s primary care provider. This solution minimizes administrative burdens, reduces errors in the onboarding and discharge processes, and frees up healthcare staff to focus on direct patient care.

			Another use case leverages predictive analytics to improve patient outcomes. Using  ServiceNow low-code capabilities, healthcare organizations can develop applications that analyze patient data from electronic health records, recent lab results, and current vital signs to identify individuals at high risk of deterioration. The application assigns risk scores based on key indicators and provides alerts to healthcare teams for patients who may need preventive interventions. By integrating predictive insights directly into healthcare workflows, providers can act quickly, proactively manage patient care, and ultimately reduce critical incidents, thereby improving overall patient outcomes and satisfaction.

			In healthcare, another valuable use case is a bed and room occupancy management system. Managing hospital bed availability is crucial for patient flow and operational efficiency, especially in emergency or critical care units. A custom application built on  ServiceNow low-code platform can track real-time bed occupancy across departments, display availability for staff, and predict upcoming discharges based on patient records. By coordinating patient room allocations and cleaning schedules through this application, hospitals can improve bed turnover rates, reduce wait times, and enhance patient satisfaction.

			Additionally,  ServiceNow platform supports a patient assistance application using voice technology to improve accessibility and ease of use. This custom application, powered by natural language processing (NLP), allows patients to interact with their care environment through voice commands, such as requesting nurse assistance, adjusting room settings, or inquiring about medication schedules. The app integrates with the hospital’s patient management system, automating tasks like sending alerts to nurses, retrieving information from patient records, and facilitating requests for care. For patients with mobility limitations or those unfamiliar with digital interfaces, this voice-enabled assistant offers a hands-free, accessible way to communicate with hospital staff, enhancing comfort and satisfaction during their stay.

Government

			In the public sector,  ServiceNow platform addresses unique challenges by enabling streamlined processes and enhanced citizen engagement, while standard applications cover essential areas like Public Sector Digital Services. Custom applications can be developed to tackle more complex needs, such as those involved in smart city initiatives, public safety, and disaster management, ultimately improving public services and operational resilience.

			One significant use case is smart city infrastructure management. Governments are increasingly adopting smart technologies for urban infrastructure, including smart lighting, traffic management, and waste collection. ServiceNow low-code platform supports a custom infrastructure management tool that integrates with IoT devices across the city to provide real-time monitoring and maintenance insights. This application tracks the health of city assets like traffic lights, streetlights, and water systems, automating alerts when issues arise and scheduling maintenance tasks. City managers can visualize the status of infrastructure on a centralized dashboard, optimizing resource allocation and improving city-wide operational efficiency.

			Another innovative application of  ServiceNow platform is in data-driven public safety. Public safety agencies need to coordinate responses across various departments and use data to enhance decision-making during emergencies. Using  ServiceNow low-code environment, government agencies have developed a custom public safety management application that integrates data from crime reports, emergency response systems, and public sensors. This app uses AI to detect patterns and predict areas at higher risk of incidents, allowing for proactive resource deployment. By providing a centralized view of incidents and enabling data sharing across departments, the application improves the response speed and accuracy of emergency teams, helping ensure community safety.

			ServiceNow also enables governments to create tailored disaster management applications for effective response during natural disasters. Severe weather events and other emergencies require coordinated action and real-time data, which can be challenging to manage with traditional systems. With  ServiceNow low-code platform, government organizations have built disaster management applications that consolidate data from meteorological services, emergency response teams, and local facilities. This app automates alerts, supports real-time updates, and centralizes resources for evacuation, shelter management, and first aid deployment. By providing a unified interface for monitoring and responding to disasters, this solution helps governments minimize harm and mobilize resources efficiently, improving the community’s resilience to emergencies. 

			An additional use case for government agencies is public event and resource coordination. Many government agencies oversee public events, such as parades, festivals, or community meetings, requiring coordination of public resources and services. A custom application on  ServiceNow platform enables agencies to manage event-related tasks, from reserving locations and assigning security to coordinating waste collection and transportation. This solution ensures that resources are efficiently allocated and that all event logistics are monitored in real time, enhancing event safety, organization, and public satisfaction.

Energy and utilities

			In the energy and utilities sector, ServiceNow provides tools that address fundamental needs in areas such as operational efficiency, Health and Safety (H&S), and Environmental, Social and Governance (ESG). However, customized solutions built on its low-code platform allow organizations to tackle unique challenges like predictive maintenance, plant management, and energy transition support, enabling operational resilience and greater efficiency.

			One example is a custom application for plant management and asset optimization. Energy plants require constant monitoring and maintenance to prevent unexpected downtime and optimize performance. ServiceNow low-code platform supports a tailored plant management tool that integrates with IoT sensors across plant assets, collecting real-time data on machinery health and performance. The app leverages predictive analytics to anticipate failures and schedule maintenance proactively, avoiding costly interruptions. Through a centralized dashboard, plant operators can monitor asset conditions, set alerts for threshold breaches, and automate work orders for maintenance teams, thus maximizing uptime and extending equipment lifespan.

			Another innovative application is a sustainability management tool that helps energy companies transition toward cleaner energy sources. With increasing regulations around emissions and energy usage, companies need to closely track their environmental impact and carbon footprint. ServiceNow enables a custom sustainability dashboard that aggregates data from various energy sources, analyzes emissions levels, and provides insights on optimizing energy consumption across facilities. This tool assists energy providers in aligning operations with sustainability goals by visualizing their current impact, setting reduction targets, and automating compliance reporting to regulatory bodies. This comprehensive approach supports companies in making data-driven decisions about their energy mix, improving transparency, and meeting sustainability targets.

			 ServiceNow platform is also leveraged to improve safety and workforce management in field operations. Energy providers operate in environments where safety is paramount, often in remote locations with challenging conditions. A custom safety management application built on ServiceNow can track employee compliance with health and safety protocols, assign tasks based on worker availability and certifications, and ensure that safety equipment is in optimal condition. The app sends automatic reminders for routine safety checks, logs inspection results, and integrates with GPS to monitor worker locations, enhancing response capabilities in case of emergencies. This solution not only reduces safety risks but also ensures regulatory compliance, creating a safer, more efficient work environment.

			For energy and utilities, outage prediction and prevention is a valuable additional use case. Unexpected outages in energy distribution can disrupt services and incur high costs. With  ServiceNow low-code platform, companies can create an application that combines data from weather forecasts, equipment sensors, and historical maintenance records to predict potential outages. By automating preventive measures, scheduling maintenance proactively, and notifying affected teams, this application helps utility providers minimize outage frequency and duration, ensuring reliable service to consumers.

Transportation and logistics

			In the transportation and logistics sector,  ServiceNow standard applications address foundational needs like supply chain and exception management. However, custom applications developed on its low-code platform extend capabilities to support complex use cases in sourcing optimization, customer management for air carriers, and supply chain resilience, allowing providers to tackle specific challenges and improve operational efficiency.

			One significant application is a sourcing optimization tool designed to ensure the authenticity and quality of parts, especially critical in industries such as automotive and aerospace. With an increase in counterfeit and non-original parts, companies face risks in safety and regulatory compliance. Leveraging ServiceNow, transportation firms have created a custom application that centralizes supplier data, including compliance certifications, quality scores, and sourcing history. The application automates supplier assessments, flags parts from high-risk sources, and integrates quality checks into the procurement process. Through real-time insights into supplier performance, companies can reduce risks associated with counterfeit components, ensuring safety and compliance across all sourced materials.

			Another key use case is a customer management solution tailored for air carriers, aimed at enhancing the passenger experience. Traditional customer service systems are often limited in handling complex travel disruptions, leading to decreased customer satisfaction. ServiceNow platform enables the development of a custom application that integrates data from multiple customer touchpoints, such as booking systems, loyalty programs, and social media. This solution provides agents with a 360-degree view of each customer, allowing for personalized support during travel disruptions or delays. Additionally, the application automates frequent customer requests, such as flight rebooking and baggage tracking, freeing agents to focus on high-value interactions. By improving the customer experience with real-time, personalized assistance, air carriers can increase customer loyalty and streamline support operations.

			ServiceNow also supports a supply chain control tower application, providing end-to-end visibility and proactive management of logistics networks. This application is essential for handling disruptions caused by factors such as extreme weather or geopolitical events. By integrating data from suppliers, warehouses, and transport hubs, the control tower application offers a real-time view of supply chain health. The system uses AI to predict delays, optimize route planning, and automatically reallocate resources to mitigate potential bottlenecks. This centralized control improves supply chain resilience, allowing logistics providers to respond more swiftly to challenges and maintain reliable service levels for clients.

			In transportation and logistics, route optimization and fuel management application is a powerful addition. Fuel costs and efficient routing are critical concerns for logistics companies. Using ServiceNow, a custom application can be built to analyze route data, vehicle loads, and traffic conditions to optimize fuel consumption and reduce travel times. This app provides real-time suggestions for alternate routes, monitors fuel usage across fleets, and calculates optimal delivery schedules, resulting in reduced operational costs and a lower environmental footprint.

Retail

			In the retail industry,  ServiceNow standard applications cover essential functions in retail operations such as inventory management, workforce scheduling, and customer service workflows. However, the platform’s low-code capabilities enable retailers to develop tailored solutions for more complex needs, such as customer engagement, in-store efficiency, and personalized experiences across channels, enhancing operational agility and the overall customer experience.

			A powerful example is a customer management application tailored for large retailers, particularly beneficial for those operating in big-box and department stores. Customer expectations for personalized, responsive service are higher than ever, and traditional systems often fall short of providing seamless, data-driven support. With  ServiceNow low-code platform, retailers can create a comprehensive customer profile system that integrates purchase history, browsing behavior, and loyalty data across digital and physical channels. This solution empowers customer service representatives to deliver personalized support, recommend products, and address issues more efficiently. By improving the customer experience through targeted engagement, retailers can boost loyalty and retention in a competitive market.

			ServiceNow also enables the development of a custom fulfillment and last-mile delivery management tool, which is critical for retailers in an era of high demand for fast, reliable deliveries. E-commerce has heightened the importance of efficient fulfillment processes, but traditional order management systems often lack the flexibility to adapt to real-time changes. Using ServiceNow, retailers have created a low-code application that dynamically adjusts fulfillment strategies based on factors such as inventory levels, delivery times, and customer location. This tool integrates with warehouse and logistics systems, optimizing last-mile operations to minimize delivery times and improve customer satisfaction. By centralizing order and delivery data, the application provides end-to-end visibility for fulfillment managers, enabling them to make quick decisions and reduce delivery delays.

			One innovative use case is an AI-powered application that analyzes images from in-store cameras to optimize store operations. Retailers face significant challenges in ensuring that store layouts remain organized and shelves are well-stocked. Using  ServiceNow low-code platform, retail companies have developed an image recognition application that integrates with in-store camera feeds to monitor shelf conditions in real-time. This application automatically identifies empty shelves, misplaced items, or disorganized displays and triggers notifications to store personnel, guiding them to restock or rearrange products as needed. Additionally, this solution can track customer flow and identify high-traffic areas, enabling managers to adjust store layouts dynamically to improve customer experience and optimize space. By using AI for real-time store monitoring, retailers can maintain a more efficient and responsive in-store environment.

			In retail, personalized in-store promotions and offers present a compelling use case. Retailers can enhance the shopping experience by creating a ServiceNow application that uses data from loyalty programs, past purchases, and browsing behavior to generate personalized offers. Store staff receive insights through the app, enabling them to suggest products or promotions that align with individual customer preferences. This approach not only boosts sales but also strengthens customer loyalty by delivering a tailored, engaging in-store experience.

ServiceNow as an innovation platform

			Across every industry, ServiceNow stands out as an innovation platform, empowering organizations to rapidly prototype, iterate, and scale new technologies from concept to production. Built as an open and extensible platform at its core, as we have seen along the pages of this book, ServiceNow enables seamless integration with emerging technologies, making it an ideal platform for meshing and experimenting with solutions in radically innovative ways. By leveraging  ServiceNow low-code capabilities, organizations can harness these advanced technologies, quickly transforming innovative ideas into robust applications that address complex business needs.

			Today, innovation is more critical than ever. The pace of technological change has accelerated dramatically, and organizations that fail to keep up risk being disrupted in their own markets. Generative AI has made this painfully clear, with Large Language Models reshaping industries overnight. Now, Agentic AI is on the horizon, promising another wave of transformation. But AI is just one example of a broader shift. The innovation cycle has become much shorter, often compressing to as little as two years. What once allowed time for gradual adoption now demands immediate action. Managing innovation is no longer just about staying ahead; it’s about managing risk.

			With the rapid rise in individual productivity driven by AI and other emerging technologies, entire industries are being reshaped at an unprecedented speed. Innovations in autonomous systems, IoT, VR/AR, decentralized systems, climate tech, and even quantum computing, just to name a few, are no longer distant possibilities—they are within reach for both startups and established enterprises. The ability to integrate wearable devices, robotics, blockchain-powered automation, and wallets into enterprise workflows is no longer a futuristic vision but a concrete risk mitigation initiative.

			ServiceNow provides a structured approach to innovation governance, ensuring that companies do not just experiment but systematically move from idea to execution in a controlled, strategic manner. It allows enterprises to prototype and scale emerging technologies while embedding compliance, security, and enterprise-wide visibility based on their innovation framework.

			Of course, fostering innovation requires more than just process and governance—it demands a culture of collaboration, rapid iteration, and alignment with business goals. ServiceNow helps bridge this gap by breaking down silos, enabling cross-functional teams to co-create solutions, and embedding governance into the innovation lifecycle. This balance between structure and agility is what allows businesses to scale new ideas effectively while reducing risk.

			As technology continues to evolve, the ability to rapidly prototype, integrate, and scale new solutions will be a key differentiator. ServiceNow platform, with its extensibility and low-code capabilities, empowers organizations to harness cutting-edge innovations. By leveraging these advancements within the Now Platform, businesses can not only enhance efficiency and automation but also pioneer new digital experiences that redefine industries. 

Conclusion

			In this chapter, we have explored various examples of how low-code applications are used across industries and how these applications complement  ServiceNow standard offerings. Beyond automating existing processes, low-code development on ServiceNow provides a foundation for organizations to experiment, adapt, and scale new ideas faster than ever before.

			However, as innovation cycles shrink and disruption accelerates, the challenge is no longer just about generating ideas but governing them effectively. Organizations that lack a structured approach to innovation risk falling behind, not because they do not innovate, but because they do so without alignment, security, or scalability. ServiceNow offers a platform that bridges this gap, providing enterprises with the governance, flexibility, and execution speed needed to turn emerging technologies into tangible business value.

			Those who build innovation into their operational DNA—leveraging the right platforms, frameworks, and governance models—will not only navigate disruption but define the next era of digital transformation.

Points to remember

			•  Before building a new low-code app, evaluate the out-of-the-box workflows provided by ServiceNow.

			•  Explore the ServiceNow Store for additional solutions offered by ServiceNow or third-party providers.

			•  Whenever possible, consider ways to complement the capabilities of out-of-the-box applications.

			•  Do not hesitate to drive radical innovation within your organization or for your customers through the Now Platform.

Key terms

			•  Workflow: A family of ServiceNow standard applications.

			•  Store application: An application released through the Store, either by ServiceNow or a third party.

			•  Custom application: An application designed to cover the needs of a specific customer or industry. 
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