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To my family and two cats =ˆ.ˆ=


Preface
In the early 2000s, as a fresh Ph.D. student living in France, I returned back to my home country, Romania, for the holidays. Naturally, I took with me the laptop that I had recently purchased and used for a while already. Once I arrived home, I almost immediately connected it to the Internet—via dial-up access, naturally—to read my emails. Almost instantly I noticed some strange network activity, and by some sort of reflex, I disconnected the modem cable. Alas, it was too late, as a virus had already infected my laptop, and every minute or so the computer would keep rebooting itself. What was I to do?!
The only solution I could come up with was to visit one of the early Internet cafés that had popped up in Bucharest and investigate the problem. Luckily, I was able to find some instructions on how to remove that virus by deleting a specific file in the system directory. I then rushed home and used the interval between reboots to follow those instructions as quickly as I could. Imagine my relief when, lo and behold, the virus was gone. Only then I was able to use again my computer normally (after enabling the firewall this time, of course).
Fast forward 20+ years, and I am now doing research on cybersecurity in Japan, one of my topics being cybersecurity education and training. Times have changed, and nobody in their right mind would connect to the Internet on a computer that doesn’t have some security software installed. Malware has also evolved, and the chances that you can remove an infection yourself by simply deleting one file are pretty slim. Given the emergence of advanced persistent threats, you’ll probably not even notice that your computer is infected. But despite all these changes, my vision of cybersecurity is still driven by that early experience I had when connecting my first laptop to a dial-up network in Romania, as doing practical things by yourself is definitely a sine qua non of this field.
Fortunately, I was able to put into play this vision as a member of the Cyber Range Organization and Design (CROND) endowed chair at Japan Advanced Institute of Science and Technology (JAIST) that was established with the support of NEC Corporation from April 2015 until March 2021. The goal of CROND was to advance the field of cybersecurity education and training, especially through conducting research on cyber ranges, the network environments that are typically used for the hands-on training activities that any cybersecurity professional must undertake.
This book was conceived as a culmination of our research at CROND and I intend it to be a practical instrument that cybersecurity educators and training experts can use to guide their work. To achieve this goal, the book provides a thorough view on cybersecurity education and training, in which theoretical descriptions are interspersed with practical details. Consequently, readers can gain both the theoretical understanding, and the practical information, needed to develop and conduct cybersecurity training activities.
The first part of the book systematizes all the aspects related to cybersecurity education and training methodologies, starting with technical cybersecurity training for professionals, which is discussed in much detail. Moreover, issues related to IoT security training, and the cybersecurity awareness training targeted at regular IT users, are also mentioned. This makes it possible for readers to understand the requirements of developing effective training activities that help participants learn how to deal appropriately with cybersecurity incidents.
The second part of the book focuses on the presentation of actual cybersecurity training platforms, such as Capture The Flag (CTF) platforms and cyber ranges. This is followed by a detailed case study on the integrated cybersecurity training framework CyTrONE that we developed at CROND, and a discussion of training platform capability assessment. Thus, the second part provides all the practical know-how needed to effectively set up cybersecurity training activities.
I hope that readers will find this book useful when addressing the many challenges related to cybersecurity education and training, and I am looking forward to the progress that their own contributions to this field will bring—a progress that is absolutely necessary to fill the significant cybersecurity workforce gap that we are currently faced with.

Razvan Beuran
Nonoichi, Japan
August 2024
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1. Introduction

Razvan Beuran1  
(1)Next-Generation Digital Infrastructure Research Area, Japan Advanced Institute of Science and Technology, Nomi, Ishikawa, Japan

 


Know the small rather than the big, reach the deep rather than the shallow.
 Miyamoto Musashi, “The Book of Five Rings,” 1645, translated by the author.
This chapter discusses first the motivation for this book, as well as its two-part structure. Then, the main characteristics of the existing literature related to cybersecurity education and training are outlined, followed by a summary of the key contributions the book makes in this respect. The chapter ends with a discussion of the intended audience of the book.
1.1 Background and Motivation
The Cybersecurity Workforce Study 2023 report published by ISC2, which is the world’s leading association for cybersecurity professionals, concluded that the global cybersecurity workforce had an 8.7% year-over-year (YoY) growth compared to the results reported in 2022, to reach approximately 5.5 million professionals [3]. However, it was reported that the workforce gap has increased even more, specifically by 12.6% YoY, to reach a number of almost 4 million professionals that organizations require in addition in order to secure themselves appropriately.
This dire situation is not new, however. Thus, a 2013 report by the National Center of Incident Readiness and Strategy for Cybersecurity in Japan (NISC), formerly known as the Information Security Policy Council, revealed that the existing cybersecurity personnel was insufficient and not well-enough trained. In particular, it was reported that, although there was a total of about 265,000 individuals with cybersecurity-related jobs in Japan at that time, there was also a potential deficiency of 80,000 such security personnel. Moreover, of the existing cybersecurity personnel, those who actually possessed the required level of skills were considered to be around 105,000, meaning that additional education and training was deemed necessary for the remaining 160,000 individuals [5].
This led to the creation of several cybersecurity education and training programs in Japan that were meant to support the development of future security experts. One such program is CYber Defense Exercise with Recurrence (CYDER), which was created in 2013 by the Ministry of Internal Affairs and Communications (MIC) with the goal of improving the capabilities of local government agencies to cope with cyberattacks. For this purpose, MIC conducted practical cyber defense exercises at several locations throughout Japan until 2015. However, since 2016 CYDER is operated by the National Institute of Information and Communications Technology (NICT), and the scope and frequency of the activities have been extended. Thus, starting from 2018 all the 47 prefectures in Japan are covered, and more than 100 training events are held each year [6].
In addition to the training programs, several endowed chairs were created in Japanese universities to promote cybersecurity education and training activities. One of these endowed chairs was Cyber Range Organization and Design (CROND) that operated at Japan Advanced Institute of Science and Technology (JAIST) from April 2015 to March 2021 with the support of NEC Corporation. The goal of CROND was to advance the field of cybersecurity education and training, especially through conducting research on cyber ranges, the network environments that are typically used for hands-on training activities.
As one of the core members of CROND, the author conceived this book as a summary of the knowledge that was created, and the research results that were produced by the endowed chair. Consequently, he hopes it will serve as a helpful guideline for cybersecurity educators and training experts worldwide.

1.2 Book Outline
This book provides a comprehensive overview on cybersecurity education and training methodologies. The book uses a combination of theoretical and practical elements in order to address both the abstract and concrete aspects of the discussed concepts.
The book is structured into two parts. The main focus of the first part of the book is on technical cybersecurity training approaches. Following a general overview on cybersecurity education and training, technical cybersecurity training and the three types of training activities in this context—attack training, forensics training, and defense training—are discussed in detail. In addition, we present specific issues related to the particular case of IoT security training, which has its unique challenges that must be addressed. Lastly, cybersecurity awareness training, also known as end-user training or IT literacy, is also discussed in order to provide a thorough view on cybersecurity education and training methodologies.
The second part of the book describes the main characteristics of cybersecurity training platforms, which are the systems used to conduct the technical cybersecurity training activities. We start by introducing a generic training platform architecture, as well as key elements of the architecture, such as training content and training environments. This is followed by a wide-ranging analysis of actual cybersecurity training platforms, with focus on various CTF1 systems and cyber ranges that are currently being used worldwide. To better illustrate the concepts discussed in the book, a detailed study of an open-source cybersecurity training platform is also included, namely the integrated cybersecurity training framework CyTrONE [2]. Finally, a cybersecurity training platform capability assessment methodology is introduced as a way to make it possible for the organizations that want to deploy or develop training platforms to objectively evaluate them.

1.3 Existing Literature
The current literature regarding cybersecurity education and training consists mainly of books that are dedicated to teaching practical low-level cybersecurity skills, such as penetration testing and hacking. One example in this category is Penetration Testing: A Hands-On Introduction to Hacking by Weidman [8], who is a penetration tester and security researcher. Another example is Handbook for CTFers by Nu1L Team [7], which is one of China’s top CTF teams. Yet another example is Network Security Assessment by McNab [4]. And many other similar books can be easily found through a simple online search.
While such books are useful from the practical perspective of beginners who want to learn this type of low-level skills, they do not discuss the higher-level principles behind cybersecurity education and training. Therefore, such books lack the information that is required to understand how to organize training activities in an effective manner, and how to develop training content or training platforms in order to meet specific training goals.
A more unique perspective is provided in the book Cyber Security Education: Principles and Policies by Austin [1]. This is the closest to our book in terms of subject matter, but its main focus is on cybersecurity education principles seen from a mostly theoretical angle. In contrast, our book also discusses practical aspects related to training, thus providing a more concrete view on the topic, as well as readily applicable information that readers can use to plan and conduct various forms of training activities.
In addition, the aforementioned book is a contributed one, that gathers the various perspectives of the contributing authors on cybersecurity education. Consequently, the book fails to provide a unified view on cybersecurity education and training similar to the one we present in this book.

1.4 Key Contributions
Based on the above considerations, we conclude that our book fills an important gap in the current literature by taking a middle-ground approach to discussing cybersecurity education and training. Thus, the book provides enough theoretical background and practical details so that it can be used by readers as a comprehensive guideline that makes it possible to effectively address all the issues related to planning and conducting cybersecurity education and training activities.
The key contributions of the present book are summarized below; the corresponding related chapters are also mentioned for reader’s convenience: 	1.
Provides a thorough view on cybersecurity education and training methodologies and tools, focusing on the technical perspective that covers attack, forensics, and defense training (Chaps. 2 through 6).

 

	2.
Introduces other specific types of cybersecurity training, such as IoT security training and non-technical awareness training (Chaps. 7 and 8).

 

	3.
Discusses a generic cybersecurity training platform architecture, as well as a set of specific CTF and cyber range platforms (Chaps. 9 through 11).

 

	4.
Analyzes in detail a case study of an actual cybersecurity training platform, named CyTrONE, emphasizing its features and applicability for particular training activities (Chap. 12).

 

	5.
Describes a cybersecurity training platform capability assessment methodology that makes it possible to objectively evaluate training platforms in view of deployment or development (Chap. 13).

 






1.5 Intended Audience
The intended audience of this book covers the following areas:	The main audience is cybersecurity education and training practitioners and professionals, both in the academia and industry, who will gain knowledge about how to organize meaningful cybersecurity training activities, and how to practically conduct those activities.

	Another category of potential readers are researchers and postgraduate students working in the area of cybersecurity training, who will gain insights about the current state-of-the-art in this field and will be able to build upon the information presented to extend their research and find new research topics.

	University lecturers and tutors, as well as undergraduate students, will also gain knowledge helping them make better use of the cybersecurity education classes they are tutoring or taking.

	Last but not least, corporate and academic libraries may decide to purchase this book in order to support the cybersecurity education and training activities of the professionals and students in those organizations.





As for the cybersecurity education and training activities that will be discussed, they are mainly related to work roles that have a strong practical component, such as incident responders, system architects, developers, digital forensics investigators, and penetration testers. However, even if the necessary training for certain work roles, such as legal, policy, and compliance officers, is not directly addressed, many of the issues discussed apply to those roles as well, although additional knowledge is required in those cases, e.g., with regard to laws and regulations.
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Footnotes
1CTF (Capture The Flag) is a type of cybersecurity competition in which participants are faced with a number of challenges in which they need to retrieve pieces of information, named “flags,” to prove they have managed to solve those challenges.
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2. Cybersecurity Education and Training

Razvan Beuran1  
(1)Next-Generation Digital Infrastructure Research Area, Japan Advanced Institute of Science and Technology, Nomi, Ishikawa, Japan

 


This chapter discusses first the manner in which we use in this book the concepts of education and training in the context of cybersecurity. Then, an overview of the two main categories of training, technical cybersecurity training and cybersecurity awareness training, is provided, including a discussion of specific issues for each of them. The chapter ends with a comparative analysis of the main characteristics of the two training categories.
2.1 Education Versus Training
The terms education and training are sometimes used interchangeably, especially in relation with cybersecurity, and in this section, we will clarify what are the meanings that we will give to these two concepts in the present book.
2.1.1 Term Connotations
According to the Random House Kernerman Webster’s College Dictionary, one definition of education is “the act or process of imparting or acquiring general knowledge and of developing the powers of reasoning and judgment.” We believe that this is one of the most commonly agreed upon meanings of the word, which equates education with acquiring knowledge, as well as generic reasoning skills.
Another definition given in the same dictionary for the word education, however, considers it to be “the result produced by instruction, training, or study.” This clearly positions training as one of the methods through which education is achieved.
As for training, in the same Random House dictionary, it is defined as “the education, instruction, or discipline of a person or thing that is being trained.” Interestingly, this situates education as a methodology that is used for training, which is the opposite of the connotation mentioned above.
A more accurate definition for the word training, in our opinion, is to be found in the Collins English Dictionary, which defines training as “the process of bringing a person, etc., to an agreed standard of proficiency, etc., by practice and instruction,” since it emphasizes the important of practice in the context of training.
We can thus say that, in a general context, there is no clear relationship between education and training, and they are sometimes used with very similar meanings. Let us analyze next this issue in the context of cybersecurity.

2.1.2 Education and Training for Cybersecurity
Cybersecurity is one of the fields that requires its practitioners to master both a vast amount of knowledge and a large range of technical skills. For this purpose, cybersecurity education and training programs must first teach the required theoretical knowledge, such as network protocols, operating systems, and cryptography. This must then be complemented with hands-on practice in order to instill the related technical skills: how to use network protocols, how to secure operating systems, how to configure encryption algorithms, etc.
In the book Cyber Security Education: Principles and Policies, even though the word education is used in the title, many of the actual book chapters discuss practical aspects as well. For example, several chapters discuss methods for developing cybersecurity skills, such as complementing in-class curricula with experiential activities to apply the learned concepts and skills in real-world settings [1]. We conclude that, in the mentioned book, cybersecurity training is conceived as an intrinsic component of cybersecurity education. However, this begets the question of how to refer to that part of cybersecurity education that is not training.
To simplify the discussion and eliminate the confusion that appears to reign in dictionary definitions and common understanding regarding the relationship between education and training, in this book we will use the term education to refer to the act of imparting knowledge, whereas training will be used to refer to the use of practice to bring a person to a target level of proficiency.
Since education sciences are already well established, this book will focus mainly on practical aspects related to cybersecurity training. Nevertheless, educational aspects will also be discussed as needed, since many of the cybersecurity training methodologies and platforms include education content, as well as rely on various instructional strategies in order to augment the information retention rate, or to improve trainee motivation, for example.
We note that a challenge in this context is how to design the overall cybersecurity educational program, and the general methodology proposed in [8] is a possible starting point for addressing this issue. Thus, the methodology integrates an educational framework based on institutional, user, and external dimensions, with a set of pedagogical methods based on learning type, learning level, and informal learning techniques, to provide a thorough but flexible design strategy.
As an indication of the wide variety of approaches that are currently used in the area of cybersecurity education and training, the Computer Security Education Resource Collection is a helpful source of information [6]. An important aspect of this collection is that each entry is tagged according to its characteristics, such as “CTF/contest,” “curriculum content,” “concept framework,” or “pedagogical learning objectives,” making it easy to determine the type of a resource at a glance.
We also note that, although we can assume that all nations consider cybersecurity capacity building to be of high priority, differences between countries were observed, mainly deriving from differences in economic development and the scale of Internet use [3]. Moreover, countries that had greater and lower levels of maturity in capacity building than expected only on the basis of their development and scale of Internet use were also identified in that study. This signifies that, in the long term, social and cultural differences must also be considered when designing cybersecurity education and training programs.


2.2 Cybersecurity Training Categories
We live in a network-centric society, with most people using IT systems on a regular basis—either in schools, for work, and also after retirement. Thus, ITU estimates that approximately 5.4 billion people, that is 67% of the world population, have used the Internet in 2023 [7]. This means that the current number of regular IT users is really huge. Moreover, they come from various societal backgrounds. Consequently, we can expect that the security-related knowledge and skills of regular IT users are relatively low in general.
The IT infrastructure itself is managed by professionals, who due to the nature of their work must possess at least a medium level of cybersecurity skills in order to be able to carry out their work-related tasks. In addition, a number of security experts make sure that the cybersecurity risks regarding the IT infrastructure are minimized. Such highly skilled experts are also called upon when the need to handle cybersecurity incidents arises.
When considering the need for cybersecurity education and training, it becomes obvious that participant background and skill level are important in determining the most suitable kind of training for a given type of participant. Thus, education and training activities can be broadly divided into two categories:	Technical cybersecurity training.

	Cybersecurity awareness training.





The relationship that exists between participant type, their skill level, and the corresponding cybersecurity training category is illustrated in Fig. 2.1, and details on each category are provided in the following sections.[image: ]A pyramid diagram illustrating cybersecurity training levels. The base represents "Low Skill Level" for IT Users, focusing on Cybersecurity Awareness Training. The middle section is "Medium Skill Level" for IT Professionals, and the top is "High Skill Level" for Security Experts, both under Technical Cybersecurity Training.


Fig. 2.1Cybersecurity training approach dependency on participant background and skill level



2.2.1 Technical Cybersecurity Training
We use the term technical cybersecurity training to refer to that class of training activities that are aimed at improving the technical knowledge and abilities of high-to-medium skill level participants, such as security experts and IT professionals who are involved in security operations. The goal for this type of training is to make it possible for the trainees to handle efficiently the technical cybersecurity issues that they will encounter in real life.
Since technical security training is aimed at improving the technical skills of the participants, hands-on practice is often included in the training. For this purpose, trainees make use of training environments that are built specifically for cybersecurity training purposes, named cyber ranges. Therefore, conducting training activities is a challenging process, and important preparation is needed on the organizer side. This is the reason why training is not only a service that is provided by academia and commercial companies, but national governments are also getting involved.
For example, the U.S. Cybersecurity and Infrastructure Security Agency (CISA) supports the training and education of the cybersecurity workforce in the U.S. for many categories of personnel: federal employees, critical infrastructure operators, private-sector cybersecurity professionals, as well as the general public. This is achieved by making available a large selection of training exercises, including those that use virtual training environments [11].
From the perspective of an organization that wants to conduct training activities, or even to develop a training platform, it is important to note that the way in which the training environments are configured, and the actual content of the training depend on a series of conditions. These include, for example, issues such as what aspects of cybersecurity training are being targeted, what are the characteristics of target systems, or how motivated the trainees are, as it will be discussed next.
2.2.1.1 Training Aspects
The three aspects or facets of technical cybersecurity training are attack, forensics, and defense [2]. Attack training consists mainly in teaching ethical hacking or penetration testing (also called pentesting) techniques. Different from a malicious attack, pentesting is an authorized simulated cyberattack on an organization network conducted in order to assess the cybersecurity posture of that organization. Forensics training refers to learning the skills needed to investigate the consequences of cyberattacks, so that trainees which can determine relevant information, such as how an attack was started, what mechanisms were used, what assets were affected, and so on. As for defense training, it refers to making the trainees capable of protecting and defending a system from cyberattacks, both via the preliminary steps of securing the system, as well as by responding to an actual live attack.
We note that learning how to pentest also helps with the development of forensics skills. In addition, by leveraging the perspective of pentesters, trainees can deeply understand the practical mechanisms of cyberattacks—a steppingstone that makes it possible to later design and build defense mechanisms. It can be said, therefore, that pentesting training is an entry point for cybersecurity training, and this is the reason why security experts often start training via such activities.
A similar vision is shared by the author of Network Security Assessment, Chris McNab, who states that the best way to find out how to secure a network is “to attack it, using the same tactics attackers employ to identify and exploit weaknesses.” The author proceeds then to demonstrate common security vulnerabilities, and the steps used to identify them by describing a methodology for performing network-based penetration testing in a structured manner [9].
More details about technical cybersecurity training will be provided in Chap. 3, with each specific training aspect being detailed in Chaps. 4 through 6.

2.2.1.2 Target System Characteristics
Technical cybersecurity training is usually conducted in relation with typical computer networks. In this case, the creation of the appropriate training environments is relatively straightforward in terms of the technologies to be used.
However, the advent of the Internet of Things (IoT) has led to a significant rise in security incidents related to IoT networks and technologies. Given that IoT devices and protocols have different characteristics compared to regular computers and network protocols, such as lack of displays, lower processing capabilities, and simplified features, creating an IoT security training platform poses different challenges. Consequently, such platforms need to consider the specificities of IoT systems, and new training methodologies and content must be developed.
Given the many issues related to IoT security training and the importance of the topic in the wider field of technical cybersecurity training, we will discuss in detail the methodologies for IoT security training in Chap. 7.

2.2.1.3 Trainee Motivation
Given that the target of technical cybersecurity training are mainly IT professionals who want to improve their skills, it is assumed, in general, that they are highly motivated to take part in the training activity. Consequently, instructors create the training content by focusing on the technical elements that are required to help participants acquire the desired skills.
However, not all trainees are equally motivated, and participants to some technical cybersecurity training programs can be young people who have just started taking an interest in cybersecurity. Therefore, in order to increase the motivation of such trainees, educators may create training content that balances the technical elements with other elements that will make it more fun to take part in the training activity. This is because motivated trainees are more willing to actively participate in the training, and also to return for future training activities.
A typical example in this context is the case of Capture The Flag (CTF) competitions. In CTFs, the technical aspects are split into small, focused tasks, and score tables and badges are introduced to keep the participants interested and motivated. The CTF type of training was popularized by the annual DEF CON cybersecurity conference, where it was first introduced in 1996 [5], but CTF events are currently being held in most countries and for a wide range of participants, including starting at elementary school level in some cases.
It is, therefore, obvious that the way in which the training content for technical cybersecurity training is created and how it is presented plays an important role in increasing trainee motivation. The various challenges regarding content creation will be discussed in more detail in Chap. 9, in particular in Sect. 9.​2.


2.2.2 Cybersecurity Awareness Training
The wide public of regular IT users, as well as those IT professionals who do not require security skills, are not in need of technical cybersecurity knowledge and skills. Instead, they must acquire basic knowledge about IT and security, which is sometimes called IT security literacy to emphasize its importance in the modern society. Such knowledge and skills enable IT users to handle correctly any cybersecurity issues they may encounter during their typical use of IT technology.
Given how wide the public to which this type of education is addressed is, national governments have taken steps to ensure that such training takes place at the needed scale and with the necessary scope for it to be effective. For example, the U.S. Congress has introduced in 2021 the American Cybersecurity Literacy Act, which requires the administration to develop and conduct a cybersecurity literacy campaign with the goal of increasing the knowledge and awareness of the best practices needed to reduce cybersecurity risks [10].
In this book, we will use the term cybersecurity awareness training to refer to that class of training activities that focus on providing the basic knowledge and abilities to medium-to-low skill level participants, such as regular IT users and those IT professionals that are not directly involved in security tasks. The goal of this type of training is to minimize the cybersecurity risks that the trainees will have to face during their daily life and work activities.
Given the difference in training methodology and target learners compared to technical cybersecurity training, cybersecurity awareness training faces additional challenges in regard to training content creation and trainee motivation.
2.2.2.1 Training Content Creation
Typically, the content of cybersecurity awareness training courses is created manually by educators, who try to include materials about all the areas of knowledge that they consider the training should cover. The creation is, therefore, a time-consuming process that also leads to the possibility of having outdated content. This can happen, for example, due to the evolution of security concepts, the appearance of new security issues, and so on. In particular, the fact that manually created training content is potentially updated only rarely can become a serious issue in the quickly evolving field of cybersecurity.
Automating the creation of training content is a potential solution for this issue. For example, Natural Language Generation (NLG) techniques could be employed to automatically generate the training content based on various knowledge bases, such as publicly available data from Wikipedia. Such automatic generation comes with several challenges about the quality of the generated training content. However, these challenges can be addressed by leveraging the recent advances in the NLG field, such as Large Language Models (LLMs).

2.2.2.2 Trainee Motivation
We have mentioned already that trainee motivation issues can occur for technical cybersecurity training. However, regular IT users are typically even less motivated than technical personnel when conducting training. This is because cybersecurity awareness training courses can be perceived as an unnecessary burden added to the normal work tasks of the trainees, especially when taking the courses is mandated by their organization.
Various approaches can be used to make the training activity more attractive and effective, and one such possibility is the serious game approach. Serious games are a type of games that incorporate pedagogic elements, and that are not intended to be played primarily for amusement purposes. Whereas the concept of serious games has been initially introduced in the context of role-playing in the 1970s [4], it has been since extended to computer games as well. By using the process called gamification to incorporate game elements into cybersecurity awareness training, it becomes possible to increase the motivation of the learners; improvements in the retention rate are also to be expected.
Moreover, the automatic content generation mentioned above also makes it possible to create training content that is more attractive than the manually generated one. For example, game-like components, such as crossword puzzles, can be introduced into the training as an addition to or replacement of the typical quizzes that are used in IT literacy training. Consequently, automatic training content generation as well has the potential of making the overall cybersecurity awareness training process more enjoyable.
More details about cybersecurity awareness training methodologies, including specific approaches for increasing trainee motivation, will be provided in Chap. 8, where a related case study will also be discussed.


2.2.3 Training Category Comparison
Before proceeding to the in-depth discussion in subsequent chapters of the various aspects related to technical cybersecurity training and cybersecurity awareness training, we will compare here the fundamental properties of these two methodologies. Table 2.1 summarizes this comparison, which we conducted from several perspectives, as follows:	Target audience: Who is the training addressed to?

	Training method: How is the training conducted?

	Main challenge: The most significant issue regarding that training category.




Table 2.1Comparison of technical cybersecurity training and cybersecurity awareness training


	Feature
	Technical training
	Awareness training

	Target audience
	Security experts, IT professionals with security involvement
	Regular IT users, IT professionals without security involvement

	Training method
	Hands-on training that is conducted either on-site or online
	E-learning (with quizzes), video training, reading materials, etc.

	Main challenge
	Create technical content suited for the participants to learn the target skills
	Ensure that participants are motivated and can apply the knowledge in real life





2.2.3.1 Target Audience
Regarding the target audience of the two types of training, while security experts and regular IT users are the obvious targets for technical cybersecurity training and cybersecurity awareness training, respectively, IT professionals can benefit of both types of training, depending on what is the scope of their work.
On the one hand, those IT professionals who are also involved with security issues, as it often happens in smaller companies, for example, should make sure to take technical cybersecurity training courses. On the other hand, those IT professionals who have no security involvement, as it may happen in larger companies, where the separation of professional roles is stronger, can limit themselves to taking cybersecurity awareness training courses only, even though they could also benefit from technical training.

2.2.3.2 Training Method
Technical cybersecurity training focuses on teaching skills; hence, it is conducted via hands-on activities in which participants can exercise their existing skills and learn new ones via solving practical problems. These hands-on activities can be conducted on-site, in which case the educators and staff can be involved more closely in the training process, assisting the participants as needed. Alternatively, the hands-on activities can also be conducted online when the focus is more on self-learning via the tasks included in the training.
Currently, cybersecurity awareness training is often conducted via e-learning methods that typically include quizzes to evaluate participants’ knowledge and to determine if they have achieved a passing score or need to repeat the training. However, video training or even just reading materials are also used sometimes, which was the initial manner in which cybersecurity awareness training was conducted. Moreover, such training methods are easier to manage and deliver. Nevertheless, this type of passive activities has a lower engagement of the participants and does not allow for evaluating their knowledge.

2.2.3.3 Main Challenge
Each training category has its own specific challenges that we will discuss in more detail in the following chapters. For the purpose of this comparison, however, we will focus on what we consider to be the main challenge instructors are faced with in each case.
Thus, for the case of technical cybersecurity training, content creation is the biggest challenge from our point of view due to two main issues. First of all, the complexity of the technical training content hinders automation, and content creation itself is done manually by educators/instructors; hence, it is a tedious process that requires creators to master a significant amount of knowledge and skills. Furthermore, malware and security threats evolve rapidly, meaning that new content needs to be created relatively frequently in order to be able to train additional skills that are applicable to current security issues.
As for cybersecurity awareness training, content creation typically requires simply writing explanation text and creating visual aids, hence no technical knowledge is required. This also means that content can be updated, if needed, with relatively less effort. Moreover, automated content generation techniques can be used to create and update the content with limited human intervention. However, while security experts are usually motivated to learn new skills, regular IT users often perceive awareness training as uninteresting, especially if it is a work-mandated type of training. Therefore, we consider that the main challenge in the case of cybersecurity awareness training is to create such training content and organize such training activities that keep the participants interested and motivated. In addition, the new knowledge that is gained via the training activity must be structured in such a manner that it is readily applicable to practical situations.
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This chapter discusses technical cybersecurity training from several perspectives. First, we define a taxonomy for cybersecurity training programs that is based on training purpose, training approach, and other features. We also discuss several frameworks in relation with cybersecurity workforce skills. Then, the effectiveness of training programs is analyzed in terms of relevant requirements and necessary implementation features. Lastly, we present the Hardening Project competition as a case study of applying our training taxonomy in practice.
3.1 Technical Cybersecurity Training Taxonomy
Technical cybersecurity training is a complex activity, and many methodologies and combinations thereof are used, depending on the goal of a particular activity. Therefore, our presentation will begin by detailing a taxonomy of the methodologies currently used in technical cybersecurity training. The taxonomy will be based on the following three aspects:	Training purpose: What is the goal of the training in terms of the knowledge and skill set to be acquired?

	Training approach: What methods and techniques are used when conducting the training activities?

	Other features: Various other features that can be used to provide a more comprehensive view on a training activity.





3.1.1 Training Purpose
Real-world security incidents typically start with the exploitation of a software vulnerability, which represents the attack vector of the incident. Once the attack is detected, it is analyzed to understand its mechanisms, which makes it possible for security experts to design defense mechanisms. Finally, during the incident response phase, those defense mechanisms must be implemented, so that the attack is countered; on longer term, this can also include actions such as patching the software vulnerability, so that it cannot be exploited again.
This pattern of actions related to security incidents leads us to define three main forms of cybersecurity training: 	1.
Attack training: Give trainees the experience of recreating vulnerability exploitation techniques by including activities such as penetration testing, which make use of the same tools and methodologies that attackers employ.

 

	2.
Forensics training: Cultivate in trainees a deeper understanding of the phenomena related to vulnerability exploitation and patching, including in relation with the identification of targeted attack campaigns, etc.

 

	3.
Defense training: Focus on the design and implementation of attack prevention mechanism, such as vulnerability protection, in order to prevent cyberattacks.

 





The three forms of technical cybersecurity training above are not mutually exclusive, and it is only through their combination that cybersecurity personnel can achieve the state of readiness that is required to make it possible to handle effectively and in a timely manner security incidents. The relationship between the phases of real-world cybersecurity incidents and the forms of training activities based on their purpose is depicted in Fig. 3.1. More details about each training form will be provided in Chaps. 4 through 6.[image: ]The diagram illustrates the relationship between real-world incidents and cybersecurity training. On the left, it shows a sequence starting with "Exploitable Vulnerability," leading to "Attack Consequences," and ending with "Vulnerability Patching." Arrows connect these to corresponding cybersecurity training activities on the right: "Reproduce Exploit" links to "Attack Training," "Analyze Incident" to "Forensics Training," and "Design Protection" to "Defense Training." An overarching arrow labeled "Personnel Readiness" connects the two sections, emphasizing the integration of real-world experiences into training for improved readiness.


Fig. 3.1Relationship between real-world cybersecurity incident phases and forms of training depending on the purpose of the training activity




3.1.2 Training Approach
Another perspective on technical cybersecurity training can be had by considering what is the particular approach used for the associated hands-on activities. The target trainee skills are perhaps the most important guiding factors when designing a technical cybersecurity training activity. Consequently, we will use the skill perspective to discuss several aspects that we consider to be the defining elements of every technical cybersecurity training approach, as follows:	Content type: The kind of content used during the training.

	Environment type: The kind of environment used during the training.

	Training cost: The cost of organizing and providing the training.





In what follows, we will first examine the range of skills related to cybersecurity. Then, we will analyze the aforementioned aspects, and their influence on the approaches used in cybersecurity training activities contingent upon the skills that those activities are targeting.
3.1.2.1 Cybersecurity Skills
The type of training approach that is used in a cybersecurity training activity is very much related to the kind of skills a given training program aims to develop in the trainees. Therefore, let us consider the three types of cybersecurity skills (for a more detailed discussion of cybersecurity skills, see Sect. 3.2):	Individual skills: Standalone cybersecurity techniques.

	Team skills: Abilities needed to become part of an effective cybersecurity team.

	CSIRT skills: Advanced team skills needed for the adequate operation of a Computer Security Incident Response Team (CSIRT).



Individual Skills Being able to solve security issues requires first of all mastering a series of fundamental standalone cybersecurity techniques. When individual skills are targeted, then the goal of the training activity is to teach trainees how to conduct basic cybersecurity activities, such as network sniffing, vulnerability scanning, and password cracking.
Team Skills The handling of cybersecurity incidents is often done in teams, because the wide area of potential security issues means that cybersecurity professionals have most of the expertise in specific areas, such as web application development and firewalls; and system and network administration.
Since team members work together on a common problem, in addition to basic technical skills, they must also be able to communicate about the issues in their specific area, and to cooperate in order to solve that common problem. Therefore, soft skills, such as communication and cooperation, are needed in order to build an effective cybersecurity team.
CSIRT Skills A CSIRT is a group of experts put together in a large organization with the purpose of handling cybersecurity incidents in a comprehensive and holistic manner. Members of a CSIRT must, therefore, be able take part in more advanced activities, as needed in order to solve the incident. This includes, for example, the deployment of external resources for solving the issues (e.g., via the outsourcing of aspects that cannot be handled within the organization), dealing with the possibility of attack escalations activities that can worsen the consequences of the attack, managing issues related to the supply chain for that particular organization, etc.
Consequently, in order to prepare trainees to become part of a CSIRT, the training activity must allow them to practice and develop a wide range of advanced team skills, as those mentioned above. Only in this manner, it becomes possible to get them ready to be effective CSIRT members that are able to handle the specific tasks that are required in this context.

3.1.2.2 Content Type
When targeting individual skills, then training activities that are based on simple tasks, such answering questions or solving basic problems, are most of the time sufficient. For example, the trainees may be asked to determine information about computers (e.g., IP address), to analyze network packet traces, to determine the vulnerabilities of a host, etc.
However, for team skill training more complex and realistic scenarios are required, that ask trainees with different backgrounds (or different roles in the training scenario) to solve a problem together.
Finally, when targeting CSIRT skills, training activities should be based on continuous scenarios in which team members are faced with conditions that evolve continuously and to which they have to react by communicating with staff that is not part of the team (e.g., reporting the incident to organization leaders, outsourcing forensics to external parties, etc.). This type of scenario represents the most realistic type of training activity, that ensures participants will be able to handle security incidents in the real world.

3.1.2.3 Environment Type
The other important characteristic of a training activity is the type of environment used therein. The most basic type of training environment for cybersecurity purposes is a desktop computer, on which the trainees conduct all their training. Because of its simplicity, this is one of the most often used types of training environment for individual skills.
On the other hand, by utilizing virtualization technologies, it is possible to construct training environments that are built of multiple Virtual Machines (VMs). In addition, by using more and more realistic settings for the VMs and the network topology they form, it is possible to reproduce in detail actual computer and network topology settings. Such elaborate training environments make it possible to train more advanced skills in more complex scenarios. As the realism of the training environment increases, so does the effectiveness of the training, as the trainees are placed in situations similar to real-world incidents; hence, the skills they develop will be readily applicable in real life.

3.1.2.4 Training Cost
While not an intrinsic characteristic of a training activity, it is obvious that increasing the complexity of the training environment leads to cost increases, as equipment and environment setup costs become larger. This is the reason why most training activities are conducted on one computer, typically provided by the trainees, as this is the least expensive solution.
For more advanced forms of training, which are conducted in more complex environments, the costs naturally increase, thus creating a barrier to entry for participants. As a side comment, training environment setup currently requires advanced security knowledge and a significant amount of manual configuration; this leads to the fact that for really complex training environments the setup cost may actually exceed the equipment cost, especially in the long term.

3.1.2.5 Training Approach Analysis
There is a strong relationship between the target skills of a training activity, and the various training aspects and design elements that need to be incorporated into it in terms of training scenarios and environment types, and these choices affect the training cost. This relationship is summarized in Fig. 3.2.[image: ]"The image is a diagram illustrating the progression of training elements across four categories: Skills, Content, Environment, and Cost. Each category is represented by a horizontal arrow indicating increasing complexity or investment. 1. Skills: Ranges from ""Individual Skills"" to ""CSIRT Skills,"" with a focus on ""Target Trainee Skills"" and ""Team Skills.""2. Content: Progresses from ""Simple Tasks"" to ""Continuous Scenario,"" emphasizing ""Training Content Realism"" and ""Realistic Scenario.""3. Environment: Moves from ""Desktop Environment"" to ""Emulated/Real Environment,"" highlighting ""Training Environment Realism"" and ""Virtual Network Environment.""4. Cost: Increases from ""Low Cost"" to ""High Cost,"" with ""Overall Training Cost"" marked as ""Medium Cost.""The diagram visually represents the development path in training programs, balancing skills, content, environment, and cost."


Fig. 3.2Relationship between the various characteristics of technical cybersecurity training: target skills, content type, environment type and training cost



Finding the most suitable combination of design elements for a training activity basically requires a trade-off between the realism of the training and its cost, given a certain set of target skills. For individual skill training, scenarios based on problems and questions are sufficient in most cases, and a desktop-based training environment can typically be used to implement such scenarios. Consequently, the training cost will be relatively low.
When moving toward targeting team skills, the complexity of the training scenarios must be increased to make them more realistic, and the complexity of the training environment will increase accordingly, for example, through the use of basic VM environments or even more complex virtual network environments. This will also drive up the cost of the training activity, as setup becomes more difficult.
Finally, for training CSIRT skills, complex continuous scenarios are required, which can only be put into practice through the use of network emulation techniques, or real network environments. The costs associated with setting up such environments, including the development and run-time support of the appropriate scenarios, are high, as expected. Network emulation is a powerful technique in this context, since its hybrid approach makes it possible to create realistic environments, while lowering the deployment costs (see [1] for an introduction to this topic).


3.1.3 Training Characteristics
In addition to training purpose and training approach, there are several other characteristics of technical training activities that we consider important for fully defining a certain cybersecurity training program, as follows:	Target participants: Who is the program mostly addressed to?

	Prerequisite ability: What is the expected ability level of the target participants?

	Barriers to entry: Is training participation subject to restrictions?

	Training frequency: What is the frequency of the training events?





3.1.3.1 Target Participants
The way in which a cybersecurity training program is designed depends strongly on the type of participants that it is mainly addressed to. By considering the background of the trainees, one can ensure that they benefit as much as possible from the training.
For example, some training programs are targeted at students and should take into account their initial lack of skills, whereas other programs are mainly targeted at professionals, for whom honing their already existing skills is the main goal, hence the training content should be more challenging.

3.1.3.2 Prerequisite Ability
Somewhat related to the type of the target participants is their expected ability level. This influences, for instance, the manner in which the instructors design training content, as content that is too easy or too difficult compared to the ability level of the participants decreases their motivation.
Even within a certain class of participants, let us say university students, it may be advantageous to assess their skill level on an individual basis. Then, the participants can be split into groups, for example, beginner, medium, and advanced, so that the content can be tailored accordingly.

3.1.3.3 Barriers to Entry
When differentiating between cybersecurity training programs, it is useful to know whether participation to the program is subject to any barriers to entry. There can be many kinds of restrictions, such as age limitations (for example, only participants under 25 years old can attend), any type of membership requirements, etc.
Financial cost as well can be considered a potential barrier to entry, since expensive training programs are more difficult to attend, especially if the trainees must bear the cost themselves. Therefore, lowering the cost of training programs can be considered as an important objective for organizers.

3.1.3.4 Training Frequency
Another characteristic of cybersecurity training programs is the frequency of the training events or sessions that are held. Most training programs, especially those organized on-site, take place according to a predefined schedule, being held, for example, several times a year.
Some training programs, however, can be held on demand. This is the case for most online programs, but it can also happen when an organizing institution offers an on-demand training service to its customers. The training frequency of a program determines the number of opportunities participants have for taking that program, hence, its availability.


3.1.4 Theoretical Training
In this book, we use the term technical cybersecurity training to refer mainly to those training activities that include hands-on aspects. However, for the sake of completeness, we will discuss here some approaches to cybersecurity education and training that focus on knowledge, as opposed to the practical skills gained through hands-on training.
While we consider theoretical training to be mostly outside the scope of this book, we deem it to be a very important aspect of cybersecurity education, that complements the practical training activities, hence it needs to be discussed at least briefly. In particular, the two such types of theoretical cybersecurity training that we will examine are the following:	Online courses.

	Tabletop exercises.





3.1.4.1 Online Courses
The online courses in this area are typically introductory courses that present the basic concepts regarding cybersecurity. Usually, they are considered as the first step toward becoming a cybersecurity professional, with more practice-oriented training following in the later years.
One example in this category is the course entitled Foundations of Cybersecurity that is available on the Coursera platform [3]. The course content is implemented by Google as the first part of the Google Cybersecurity Professional Certificate course series. There are four modules in the course, starting with an introduction to the world of cybersecurity, followed by information about the evolution of cybersecurity, and how to protect systems against threats, risks, and vulnerabilities. The last module covers cybersecurity tools and programming languages. The course consists of videos, reading materials, videos, quizzes, and discussion prompts, and it is provided in an instructor-led manner. The estimated completion duration is approximately 20 h.
In addition to the aforementioned course, the Google Cybersecurity Professional Certificate course series available on Coursera includes seven other courses, many of them having more practical content, such as how to use Linux commands to manage the file system, or how to automate cybersecurity tasks using Python [4].

3.1.4.2 Tabletop Exercises
One disadvantage of online courses is that learners’ involvement is relatively low, as they are mostly passively receiving information, with occasional quizzes to check knowledge retention. As a way to address this issue, another type of theoretical training that became popular in the area of cybersecurity is tabletop training. A tabletop exercise consists of a discussion-based training session in which the participants discuss their roles and responses in a given situation or scenario, such as cybersecurity incident response.
The tabletop approach makes it possible to involve the trainees actively, for instance in the decision process needed to solve the challenges presented during the training. Nevertheless, tabletop exercises do not have built-in learning features, nor do they include technical hands-on exercises. Therefore, they are mostly useful once other forms of education and training have been completed, such as related cybersecurity education courses available in universities or online.
As an example, tabletop training is being promoted by the U.S. Cybersecurity and Infrastructure Security Agency (CISA) as an effective way to conduct planning exercises on a wide range of threat scenarios. For this purpose, CISA makes available more than 100 tabletop exercise packages that include all the resources needed for stakeholders to be able to conduct exercises by themselves. The threat vector scenarios cover several important cybersecurity areas, such as ransomware, insider threats, phishing, and so on [11].



3.2 Cybersecurity Skill Overview
While cybersecurity skills can be classified broadly into individual, team, and CSIRT skills, as mentioned in Sect. 3.1.2.1, a more precise categorization is required in order to be able to define what specific skills a training program should address. Such categorizations are included in frameworks related to the cybersecurity workforce and skills, as it will be detailed next.
3.2.1 Workforce and Skill Frameworks
Organizations in various countries have proposed frameworks which specify the skills and knowledge that are relevant for various cybersecurity tasks, known as workforce frameworks or skill frameworks. In what follows, we briefly introduce the most well-known frameworks of this kind.
3.2.1.1 NICE Framework
The U.S. NIST Workforce Framework for Cybersecurity (NICE Framework) is a framework that provides the building blocks needed to describe the Tasks, Knowledge, and Skills (TKS) that are needed to perform cybersecurity work by individuals or teams [10]. Organizations can use these building blocks to develop their cybersecurity workforces. In addition, learners can use them to explore various cybersecurity domains and to engage in learning activities for developing their capabilities. The main elements of the NICE Framework will be described next based on v1.0.0 of the framework released in March 2024.
Work Role Categories Conceptually, at the top level of the NICE Framework lie the work role categories, which are used to classify the possible work roles in the cybersecurity domain. In particular, a total of seven categories are defined, as follows: 	1.
Oversight and Governance.

 

	2.
Design and Development.

 

	3.
Implementation and Operation.

 

	4.
Protection and Defense.

 

	5.
Investigation.

 

	6.
Cyberspace Intelligence.

 

	7.
Cyberspace Effects.

 



Work Roles For each of the above work role categories, a series of concrete work roles are specified in the framework, for a total of 52 work roles. For example, the work roles in the Protection and Defense category are:	Defensive Cybersecurity.

	Digital Forensics.

	Incident Response.

	Infrastructure Support.

	Insider Threat Analysis.

	Threat Analysis.

	Vulnerability Analysis.



Tasks, Knowledge, and Skills At the lowest level of the NICE Framework are its building blocks, which are tasks, knowledge, and skills statements (2280 in total):	Task Statements: Descriptions of cybersecurity actions that are to be accomplished by professionals (1084).

	Knowledge Statements: Descriptions of the understanding needed to be able to complete the associated task (640).

	Skills Statements: Descriptions of the skills that must be demonstrated in order to be able to complete the associated task (556).





An essential aspect of the NICE Framework is the list of associations provided between each work role and a set of task, knowledge, and skill statements that are relevant for that particular work role.
Competency Areas Competencies represent mechanisms by which organizations are able to assess learners. The framework defines a set of 11 such areas, which represent clusters of related knowledge and skill statements that correlate with the capabilities of a person to perform the tasks that are required in a given cybersecurity domain. For example, the Operating Systems (OS) Security competency area is defined as follows [10]:This Competency Area describes a learner’s capabilities to install, administer, troubleshoot, backup, and conduct recovery of Operating Systems (OS), including in simulated environments.




3.2.1.2 ECSF Framework
The European Cybersecurity Skills Framework (ECSF) is a framework created by the European Union Agency for Cybersecurity (ENISA) [5]. We will provide an overview of this framework below by referring to ECSF v1, which was published in October 2022.
Role Profiles ECSF defines a total of 12 cybersecurity role profiles that represent the possible work roles in this domain, as follows: 	1.
Chief Information Security Officer (CISO).

 

	2.
Cyber Incident Responder.

 

	3.
Cyber Legal, Policy & Compliance Officer.

 

	4.
Cyber Threat Intelligence Specialist.

 

	5.
Cybersecurity Architect.

 

	6.
Cybersecurity Auditor.

 

	7.
Cybersecurity Educator.

 

	8.
Cybersecurity Implementer.

 

	9.
Cybersecurity Researcher.

 

	10.
Cybersecurity Risk Manager.

 

	11.
Digital Forensics Investigator.

 

	12.
Penetration Tester.

 



Tasks, Knowledge, and Skills ECSF also specifies a set of tasks, knowledge, and skills (275 in total), as follows:	Task statements: Descriptions of relevant tasks (125).

	Knowledge statements: Descriptions of required knowledge (67).

	Skill statements: Descriptions of required skills (83).





Each task, knowledge, and skill statement is associated with one or more of the previously defined role profiles. However, no direct correspondence between the task, knowledge, and skill statements themselves seems to be included, as it is done in the NICE Framework.
E-Competences E-competences are those competencies that professionals matching a given role profile must have, and they are classified into five categories: Plan, Build, Run, Enable, and Manage. Each e-competence category includes a number of e-competences (41 in total), such as the following ones for the Build category:	Application Development.

	Component Integration.

	Testing.

	Solution Deployment.

	Documentation Production.

	ICT Systems Engineering.





For each e-competence, the level that is required for a given role profile is specified on a scale from 1 to 5. For example, for the Build category mentioned above, the role Cyber Incident Responder requires a level 2 e-competence for Component Integration, and level 3 e-competences for Testing and Documentation Production.
Deliverables Deliverables are high-level outcomes that a professional with a given role profile must produce, with a total of 22 deliverables being specified. For example, for the CISO role profile, ECSF defines the following two deliverables, Cybersecurity Strategy and Cybersecurity Policy.

3.2.1.3 SecBoK Framework
Security Body of Knowledge (SecBoK) is a framework created by the Japan Network Security Association that specifies the required knowledge and skills for a series of cybersecurity work roles [7]. The latest version, released in May 2021, aims to shift the focus of the framework from simple skill development to achieving a coordination between skills, tasks, and roles. The description we provide below is based on this latest version, also referred to as SecBoK 2021.
Work Roles SecBoK 2021 defines a total of 16 work roles in connection with cybersecurity, as follows: 	1.
Chief Information Security Officer (CISO).

 

	2.
Point of Contact (POC).

 

	3.
Notification.

 

	4.
Commander/Triage.

 

	5.
Incident Manager/Incident Handler.

 

	6.
Curator.

 

	7.
Researcher.

 

	8.
Self-assessment/Solution Analyst.

 

	9.
Vulnerability Diagnostician.

 

	10.
Education/Public Awareness.

 

	11.
Forensic Engineer.

 

	12.
Investigator.

 

	13.
Legal Advisor.

 

	14.
IT Planning Department.

 

	15.
IT Systems Department.

 

	16.
Information Security Auditor.

 





We note that SecBoK 2021 also includes a mapping of the work roles it specifies into the work roles defined in the NICE Framework.
Human Resources Skill Map The core of SecBoK is represented by the human resources skill map, which establishes the relationship between knowledge, skills and abilities, and the work roles mentioned above. The total number of knowledge, skill and ability items is 1145, with the most notable aspects in the skill map regarding these items being as follows:	The knowledge domain and subdomain an item belongs to are indicated, with 18 knowledge domains being defined; for some items, even a knowledge sub-subdomain is specified.

	The required work experience level for mastering a particular knowledge or skill item is defined, with the following possible values:	Low: Can be handled even with less than 3 years of experience.

	Medium: Requires more than 3 years of experience or related training.

	High: Requires more than 10 years of experience or advanced training.

	Pending: Items related to information gathering and intelligence that are not subject to level assignment at this time.






	The required knowledge, skill, or ability for a particular role is specified via three possible choices, each being assigned a numerical code:	Prerequisite (1): Knowledge and skills considered as a premise for being able to perform that role.

	Required (2): Knowledge and skills required to actually perform that role.

	Reference (0.5): Knowledge and skills that are not required to perform that role, but are desirable.










Regarding the relationship between the prerequisite and required labels mentioned above, it is mentioned in SecBoK that if an organization can secure personnel having the prerequisite skills and provides them with education and training regarding the required skills, then it can be considered that the personnel will be able to handle their role in a satisfactory manner.


3.2.2 Cybersecurity Skill Analysis
In what follows, we will first compare the discussed workforce and skill frameworks, and then provide suggestions on how the target skills of a given cybersecurity training program can be evaluated based on such frameworks.
3.2.2.1 Framework Comparison
In order to compare the three frameworks that we have introduced, we will look at their main elements, as follows:
Work Roles The NICE Framework defines the largest amount of work roles, 52, which means its level of detail is much higher compared to the 12 role profiles in ECSF, and the 16 work roles in SecBoK. While some correspondence can be established between the work roles defined in each of the three frameworks, as it is done between SecBoK and NICE, it appears that no complete consensus can be reached, as there are a number of conceptual differences between them.
TKS Statements The NICE Framework also defines the largest amount of TKS statements, 2280 in total, followed by SecBoK with a total of 1145 statements (although no tasks are included). The lowest number appears in ECSF, only 275 in total, meaning that those statements are made at a relatively higher abstraction level. Nevertheless, it can be said that all the three frameworks have a reasonable amount of TKS statements in relation with the number of work roles they define. Although the ratio of statements over roles is relatively high for SecBoK, we reiterate that no tasks are defined in that framework, which includes ability statements, however.
Competencies For competencies, ECSF has the largest number, with a total of 41 e-competences, followed by SecBoK with 18 knowledge domains. There are only 11 competencies defined in the NICE Framework. It is also important to note that ECSF associates a competency level to the e-competences it specifies, which is not done for the other frameworks.
Specific Elements Even though the three frameworks we discussed have many elements in common, there are several specific aspects that differentiate them even further, such as	Deliverables are a specific element of ECSF, corresponding to high-level outcomes that are not considered in NICE and SecBoK, but that can be useful from a cybersecurity education and training perspective.

	SecBoK defines required work experience levels for each knowledge, skill and ability item, which provides an estimate about how much effort is required to master that particular item.

	When mapping knowledge, skill and ability item to work roles, SecBoK also defines whether that item is prerequisite, required, or desirable for that role, a very useful piece of information for making training-related decisions.






3.2.2.2 Target Skill Evaluation
Each of the three frameworks we presented was conceived with a certain goal in mind; therefore, despite their similarities, there are several differences regarding their scope, not to mention the use of different naming conventions. Consequently, we suggest learners focus on the framework that is most suitable for the geographic area in which the training activity takes place, or in which the job position they aim for is located. The corresponding skill classification can then be used to make various decisions about training programs and platforms, as we will discuss next.
Let us consider first the case of a potential learner who needs to decide whether a given training program is suitable for them or not. By checking which of the skills associated with their current or intended work role can be acquired or improved via the program, they can determine if that program is indeed appropriate. Note that several of the existing cyber range platforms provide information about the coverage of their exercises with respect to a workforce framework such as the NICE Framework, as it will be seen in Chap. 11.
Another possible scenario is when a training organization needs to decide what kind of training content to create. In that case, by starting from the work roles of the target participants, the organization can develop training content that covers as many as possible of the TKS statements corresponding to those target work roles. We consider that similar strategies can be used in many other situations, which makes the workforce and skill frameworks we discussed a very practical tool for cybersecurity education and training.
In this context, we would also like to mention the Cybersecurity Skills Alliance REWIRE project that aims to develop a blueprint for the cybersecurity industry and a concrete European cybersecurity skills strategy [6]. The still-ongoing project is expected to end in October 2024, when all its deliverables will become available, providing a wealth of relevant information, with the deliverables of WP3: Design of the European Cybersecurity Blueprint being of particular interest in our opinion.



3.3 Training Effectiveness
As we have seen so far, there are many approaches to cybersecurity training, each with its different characteristics. This begs the question of how to determine the effectiveness of a particular training approach or training program, as well as how to improve this effectiveness, which we will investigate below.
3.3.1 Effectiveness Requirements
The taxonomy of technical cybersecurity training that we discussed so far, as well as the more detailed comparative analysis of a diversity of training programs presented in [2], makes it possible to formulate a series of requirements that must be met in order to ensure the effectiveness of the training activity. Thus, in order for a training program to be effective, we consider that it must satisfy the following conditions: 	1.
The difficulty of the training content should match the target audience in terms of knowledge and ability levels.

 

	2.
The training content should be created in accordance with the skills that the program aims to develop.

 

	3.
The training program should use hands-on activities for developing practical skills, thus ensuring that trainees can handle real-life security issues.

 

	4.
The training program should reach as large an audience as possible in order to have a significant impact on the cybersecurity readiness of the workforce.

 

	5.
The training program should have good cost/performance characteristics, leading to long-term sustainability.

 





Deciding whether one of the above requirements is met or not is not necessarily straightforward, but for some of them objective decisions can be made relatively easily. For instance, training content can be considered effective (requirement #2) if it provides learners with the opportunity to practice all the skills and validate all the knowledge required in connection with a given training goal. To determine what these skills and knowledge are, a workforce framework such as those discussed in Sect. 3.2.1 can be used as reference.

3.3.2 Necessary Implementation Features
Although there are various ways to ensure that the above requirements are met in practice, we note that they all refer to two key aspects of any cybersecurity training program, namely the training content used in that program, and the hands-on activities that are included in it.
Therefore, in terms of practical implementation, the above requirements can be converted into two necessary features for the creation of an effective technical cybersecurity training platform: 	1.
Ability to easily modify the training content and to add new content.

 

	2.
Ability to automatically create and manage the training environment.

 





3.3.2.1 Training Content Aspects
The first necessary feature that we identified—easy modification and addition of training content—addresses the need for producing content that is suitable for the training audience and the target skills of the program.
Such an ability would solve an issue that many current training programs have in common, namely that training content, such as training activity description, questions and answers, or related training environment configurations, is fundamentally hard coded within the training activity. This implies that training organizers cannot easily adapt the content to match the actual circumstances of a given event, such as trainee background and level, or to add variation to the included tasks. Moreover, they cannot easily add new training content into the platform, for instance, in order to extend an existing activity so as to address emergent security issues, etc.

3.3.2.2 Training Environment Aspects
As for the second necessary feature—automatic creation and management of the training environment—it addresses the need for hands-on training activities that are organized and conducted in manner that is scalable and cost-effective.
This ability aims to solve the other significant issue of many training programs, namely that the training environment is predominantly set up by experts, either via manual settings or by using custom or proprietary scripts and tools. This drawback impacts the scalability of the program, hence its ability to address a large audience, and also leads to poor cost/performance characteristics.

3.3.2.3 Content and Environment Dependencies
We note that the training content and the training environment are interdependent. This is because for an instructor to be able to add new training content, typically the training environment must be updated as well. This is also true in the opposite direction: when a training environment gets updated (e.g., via software package or operating system updates), the training content may need to be modified as well to match the characteristics of the training environment.
Consequently, the facilitation and automation of both update tasks play a crucial role regarding the usability of a training platform. In Chap. 12, we will discuss the approach we have taken to address these requirements in practice when developing the integrated cybersecurity training framework CyTrONE.



3.4 Case Study: Hardening Project
There are many examples of cybersecurity training programs that target individual skills since most CTF competitions are included in this category. Therefore, in this section we will conduct a case study analysis from the perspective of the taxonomy discussed so far by focusing on a program that targets team and CSIRT skills, namely Hardening Project.
3.4.1 Program Overview
Hardening Project is a two-day training event organized by the Web Application Security (WAS) Forum in Japan starting from 2012 [12]. This training activity in the form of a cybersecurity competition is being held twice a year, and its main goal is to maximize the strength of the defensive cybersecurity techniques of its participants. This led to name of the event, since in the field of cybersecurity, the term hardening denotes the process of securing a system by reducing its vulnerability surface.
3.4.1.1 Organization and Infrastructure
The attendees of Hardening Project are divided by the event organizers into several teams before the competition starts, typically based on their self-declared skills, as well as their previous experience with this competition (or lack thereof). This differs from regular CTF events in which the participants form their own teams in advance, and creates additional challenges in term of the soft skills the participants must put into use during the event.
As for the training content, Hardening Project recreates a very realistic scenario, which could very easily be encountered in the real world. Thus, the participants are tasked with dealing with security incidents and patching vulnerabilities of a virtual e-commerce website created for the purpose of the event—all these being skills that are readily applicable to real-life situations. Those security incidents are caused by red teams composed of event staff members who try to exploit vulnerabilities that were planted on purpose when the training environment was created.
The training environment built for the Hardening Project hands-on activities is an emulated network environment created on the large-scale network experiment testbed StarBED [9]. The emulated environment is realistic in terms of its composition and content, with more than a dozen servers (running as virtual machines on the physical StarBED hosts) allocated to each participant team. The architecture of each network environment mimics a typical e-commerce site in terms of server composition and network topology.

3.4.1.2 Hardening Day
On the first day of the event, called Hardening Day, the teams compete for approximately eight hours in terms of the security hardening they can provide for the virtual e-commerce website used in the event. The winning team is decided based on the total amount of virtual sales their website generated during the entire duration of the competition. Additional score tables are used to keep track of other aspects related to the training, such as the technical proficiency of the teams, in a manner similar to other competitions.
Using the sales amount to decide the winner is the main factor distinguishing Hardening Project from other security events. Whereas many security events focus solely on accomplishing technical tasks, for the purpose of the Hardening Project competition, the sales amount is considered to be an objective and realistic measure of the overall effectiveness of the hardening activity of the participants. This teaches them that in a business context cybersecurity tasks must always be addressed while considering not only the direct result of an action, but also its consequences on business performance indicators.

3.4.1.3 Softening Day
The second day of the Hardening Project event is called Softening Day, and it is the education-oriented part of the competition. During this second day, the organizers provide feedback to participants regarding the previous day activities, so that they can fill in whatever knowledge and ability gaps they may have had. The winners of the competition are also announced on that day.
While there is no hands-on practice on the second day of the event, the information provided helps participants understand the weaknesses of the strategies that they followed on the first day. It also teaches them about attack actions that took place in the training environment, the consequences of which they may have not even realized. Overall, it increases the motivation of the participants to apply their skills in their everyday activities and to attend next training events to further hone their cybersecurity skills.


3.4.2 Spin-Off Programs
Starting in 2015, a shorter version of the training program, called MINI Hardening Project, was organized several times a year until 20211 [13]. This mini event had similar rules with the main training activity; however, in order to improve its accessibility, both its location and duration were modified. Thus, instead of the rather remote locations in Japan where most of the Hardening Project competitions are held, the mini event was held in Tokyo or other large cities. Moreover, the duration of the competition was also changed to be only three hours, which contributes to creating a more intense and focused event.
Another spin-off event, called Micro-Hardening, is being conducted since 2018 [8]. This is a smaller-scale event that offers 45-min training sessions that are repeated three times. The attacks are fully automated during these sessions, and the participants are awarded points based on the number of attacks they could ward off. The entire experience, thus, benefits of gamification techniques in similar manner to CTF competitions; however, the participant tasks are defensive, not offensive, in this case. The training sessions are usually repeated several times, so that participants can have the opportunity to learn from their mistakes and improve their scores (and skills) in subsequent sessions.

3.4.3 Taxonomy-Based Analysis
In Table 3.1, we summarize our analysis of the characteristics of the Hardening Project training program from the perspective of the training activity taxonomy presented in this chapter. Note that this analysis can also be considered as an example of how any other training program can be evaluated in terms of the features it provides, for example in view of deciding whether it is suitable (or valuable) to attend it.Table 3.1Analysis of the Hardening Project training program from the perspective of the training activity taxonomy presented in this chapter


	Main aspect
	Details
	Characteristics

	Training purpose
	Main purpose
	Defense training via network hardening

	Additional purpose
	Forensics training to augment the defense training

	Training approach
	Target skills
	Individual, team, CSIRT

	Scenario type
	E-commerce company network management

	Environment type
	Virtual network environment with dozens of hosts

	Cost
	Event supported by sponsors, free to attend

	Other features
	Target participants
	Anyone can attend: students, professionals, etc.

	Prerequisite ability
	Participants with any ability level accepted

	Barriers to entry
	Low due to the lack of participation restrictions

	Training frequency
	Twice a year (more if including the spin-off events)





Regarding training purpose, defense training is the main purpose of Hardening Project, and forensics is used to assist participants in understanding the attacks and devising defense methods. However, attack training is not included, the rationale for this being that the actual cybersecurity tasks of a professional have more to do with defense and forensics, than with attacks.
As for the training approach, the team-based participation makes it possible to address all skills, from individual ones to CSIRT ones. The training scenario is a realistic e-commerce company network hardening scenario, with the company network being recreated via a virtual network environment with dozens of hosts per team. The event organization costs are supported by sponsors, making Hardening Project free to attend (aside from transportation and accommodation fees).
Lastly, regarding the other features in the taxonomy, we note that anyone can attend this competition, and no prerequisite abilities are needed. Moreover, the barriers to entry are low given the free attendance and lack of restrictions on occupation and abilities. The twice a year frequency of the event, or even more if including the spin-off events, makes it also easy to attend.
Given all of the above, we note how large is the coverage of Hardening Project in terms of the characteristics discussed in this chapter, including those shown in Fig. 3.2. This emphasizes the wide range of applicability and benefits of this cybersecurity competition, which was the main reason why we selected it as the subject of the case study.
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This chapter discusses in detail the attack training form of cybersecurity training, starting with an overview of the training methodology. The two main attack training types, fundamental attack training and pentesting training, are presented next from the perspective of teaching or learning the corresponding skills. Some related information is also provided, such as attack knowledge bases and attack training tools. Finally, the main advantages and potential issues of attack training are discussed from the trainee and organizer points of view.
4.1 Attack Training Overview
In this book, we use the term attack training to refer to those cybersecurity training activities that mainly focus on teaching offensive techniques. This form of training gives trainees the opportunity to learn how malicious actors conduct real-world attacks. Such skills make it possible for them to take professional roles of ethical hackers, who test (with permission) the security level of computer and network systems with the goal of identifying their weaknesses.
This type of testing makes it possible for companies to proactively strengthen the security of their systems instead of waiting for actual attacks to occur. Consequently, many companies offer ethical hacking courses and certifications, including some free online courses, such as that provided by Cybrary [1].
4.1.1 Overall Methodology
The methodology for conducting attack training activities depends on the goals of the training, such as teaching basic skills or more complex ones. The first important criterion relates to the use or not of a training environment:	No training environment: At a minimum, preparing a set of files could be enough to perform attack training, such as encrypted files that the trainees must decrypt. In this case, no training environment per se is required, although training platforms may have some kind of user interface to facilitate the training.

	Simple training environment: For teaching more advanced skills, some simple forms of training environments are required, such as websites with vulnerabilities that the trainees will try to exploit.

	Realistic training environment: Placing the trainees in realistic situations is the most effective form of training. In this case, full-fledged network environments should be made ready, that the trainees can attack in order to practice their skills.





Another important distinction is regarding any defense mechanisms that could be included during the training, as follows:	No/passive defense: Most attack training activities involve no defense mechanisms (such as for the files to be decrypted, or the websites to be attacked). However, in the case of network environments, passive defense mechanisms, such as the use of firewalls, can be utilized to make the activity more challenging.

	Active defense: Some attack training activities may involve participants whose role is to defend the systems under attack, typically called the blue team (versus the red team made of attackers). This type of active defense not only makes the training more challenging, but also more realistic.





The above discussion makes it clear that there is an interdependency between attack training and the other forms of training, as it will be discussed next.

4.1.2 Approach Interdependency
As mentioned in Chap. 3 (cf. Fig. 3.​1), attack training is complemented by two other forms of training, forensics training and defense training, which refer to the other types of cybersecurity skills that a security professional needs to master. The interdependency that exists between these three forms of training, illustrated in Fig. 4.1, is an essential aspect of cybersecurity training.[image: ]Flowchart illustrating the relationship between attack, defense, and forensics training. The central element is "Attack Training," linked to "Defense Training" with arrows labeled "Bypass defense countermeasures" and "Master attack mechanisms." It also connects to "Forensics Training" with arrows labeled "Understand attack techniques" and "Conceal attack indicators."


Fig. 4.1Interdependency of attack training with respect to the other forms of training, forensics training and defense training



Thus, attack training makes it possible for trainees to get into the mindset of attackers and gain their skills. This firsthand in-depth understanding of attack techniques is a valuable asset when conducting forensics training, which teaches how to analyze the evidence related to attacks. The knowledge acquired through forensics training can then be leveraged in attack training to obtain insights into how attack traces and indicators can be concealed.
The hands-on practice that is done during attack training enables trainees to master various attack mechanisms. These skills are very important during defense training, which teaches how to prevent the attacks, since such knowledge can be used to design and implement more effective defense mechanisms. By getting again into the mindset of attackers, the abilities acquired through defense training can then be utilized to further refine one’s attack skills, for example, to find ways to bypass defense countermeasures.
Consequently, although the three forms of cybersecurity training can be considered separately and often are used as such during training, it is important to understand their strong interdependency. The type of synergetic continuous training that we described above is the only way for trainees to keep up to date with real-life situations, in which attackers also keep refining their techniques, bringing thus forth the need to mimic such conditions during training.


4.2 Attack Training Types
The potential attack surface of real computer and network systems is very large, and hence attack training must cover a wide area of topics. In what follows, we will discuss in more detail the manner in which attack training is conducted by classifying the training activities into two types:	Fundamental attack training.

	Pentesting training.





4.2.1 Fundamental Attack Training
Fundamental attack training refers to teaching essential techniques that can be employed for offensive purposes and that should be part of the arsenal of any cybersecurity expert. Many of these fundamental skills are the target of challenges included in Capture The Flag (CTF) competitions; therefore, various guidelines pertaining to CTFs, such as [2] and [14], are useful references in this context. For the purpose of our discussion, we will separate the fundamental attack skills into two classes:	Individual attack skills.

	Complex attack skills.





4.2.1.1 Individual Attack Skills
Individual attack skills are typically categorized by the area of cybersecurity they refer to. CTF competitions often use such categories to indicate to participants what type of skills are required to solve a given challenge (or which is the main required skill type, in case multiple skills are needed). Below we will review the skill categories that are most encountered in practice, shown next in alphabetical order:	Cryptography.

	Operating systems.

	Networking.

	Web.



Cryptography This category includes various skills related to cryptography, such as ciphers and cryptographic protocols. In the context of attack training, trainees must learn how to exploit the weaknesses of existing solutions to decrypt the data they are presented with. This can include several types of exercises, such as decrypting password hashes or encrypted messages, or cracking the encryption keys of vulnerable wireless network protocols, e.g., Wired Equivalent Privacy (WEP).
Operating Systems This category includes various skills related to operating systems, especially in regard to the use of low-level commands and cybersecurity-related tools to achieve various offensive goals. Examples include manipulating file systems, accessing log files, executing various commands to obtain detailed information about the running processes, etc. Given the multitude of existing operating systems, training should cover widely used OSs, such as Linux and Windows.
Networking This category includes various skills related to network systems, especially with respect to network protocols. A fundamental area in this context is for trainees to become able to understand the formatting of network packets and to extract information from them. This is typically achieved by learning how to capture and analyze network traffic, for example, by using tools such as the Wireshark network protocol analyzer.
Web This category includes various skills related to web applications, and how vulnerabilities in the design of a web application can be exploited in order to obtain information that the original programmer did not intend to make accessible. This category encompasses a broad area of topics and is very often encountered in CTF competitions. The most typical web exploitation techniques are as follows:	SQL injection: Using vulnerabilities in user input validation to inject SQL commands that allow the unauthorized retrieval of content stored in the web application database.

	Command injection: Using vulnerabilities in user input validation to submit system commands that will be executed remotely in an unauthorized manner on the website host.

	Directory traversal: Using vulnerabilities in user input validation to freely change the path of the displayed web page in order to access sensitive information.

	Cross Site Scripting (XSS): Using vulnerabilities that allow inserting code, such as JavaScript, in a given application, so that it is executed in the browser of another user of the same application.

	Cross Site Request Forgery (CSRF): Using the session hijacking mechanism, i.e., changing the state of a web browser session for an authenticated user, in order to perform unauthorized actions in the name of that user.

	Server Side Request Forgery (SSRF): Using web server vulnerabilities to cause a web application to send a forged request that makes it possible to obtain information that would not be accessible otherwise.






4.2.1.2 Complex Attack Skills
Being able to use attack techniques also requires more complex skills, and next we review several such categories:	Binary exploitation/pwning.

	Programming.

	Reconnaissance.

	Sandbox escape.

	Specific skills.



Binary Exploitation/Pwning This category includes various skills related to the way in which a binary program can be used either to break out of the program and obtain access to a command shell or to otherwise modify its functionality for malicious purposes. The term pwning is often used for the first meaning in our definition, as it refers to the act of getting unauthorized access to a computer. In its most basic form, pwning can indeed mean to make a program crash so that one gets access to the command shell. However, more complex forms of pwning require writing exploits, which are small programs that take advantage of various vulnerabilities (either in applications, but also in various APIs, such as those of services running on a computer) to achieve a malicious goal.
To master binary exploitation and pwning techniques, trainees must learn about binary program structure and operation, such as registers, stack and heap, calling conventions. Moreover, they should learn about ways in which vulnerabilities can be exploited, such as via buffer overflow and format string vulnerability exploitation techniques. Due to the need to have low-level knowledge about binary code and debugging tools, this is one of the most demanding categories of skills, which explains why exploit development by itself is one type of standalone cybersecurity certification [12]. Note, however, that there are available tools, such as the Metasploit penetration testing framework, that include a large set of exploit modules, which can be used to conduct exploit actions without any knowledge of the inner workings of that exploit (see Sect. 4.3.3.2). In this case, trainees must learn instead how to use this type of frameworks.
Programming Many attack techniques can only be performed successfully if one masters various programming skills. This requires trainees to learn several programming languages, depending on the area to which they want to apply the attack. For web-related techniques, mastering relevant languages, such as JavaScript and PHP, is important. For application-related techniques, such as binary exploitation, C/C++, as well as assembly language, are required.
Other attacks require scripting; hence, shell script or Python knowledge are useful in that case. In addition, understanding deeply the intrinsic weaknesses and potential sources of vulnerabilities of each particular programming language is also essential.
Reconnaissance This class of skills, also known as open-source intelligence (OSINT), typically refers to gathering information about a target person or company from public sources, such as social media, company websites, and public records. Consequently, trainees must learn how to retrieve information from web pages, both that which is readily available, and that which is not immediately accessible (e.g., metadata in HTML files).
In addition, reconnaissance can also refer to gathering technical information regarding a target host or network, such as open ports and IP addresses. A very useful tool for this purpose is Nmap, which can be used to retrieve most of this host and network-related information (see Sect. 4.3.3.1). Moreover, they should learn how to obtain information from network traffic, for example, via the use of the networking skills described in Sect. 4.2.1.1.
Sandbox Escape Another category of attack skills that require mastering a wide range of techniques is that related to escaping from a sandbox, also known as jailbreaking. For simple sandboxes, such as Python jails, deep knowledge of a certain programming language may be sufficient.
However, to escape from a complex sandbox, such as a virtual machine, the ability to identify vulnerabilities in the various virtualization APIs is required. Consequently, trainees must acquire deep knowledge of a large number of libraries, as well as skills related to writing exploits that target the identified vulnerabilities.
Specific Skills In this category, we include those sets of skills that refer to specific topics pertaining not to a given skill category, but to a certain attack target. For example, if one wants to target the Android OS, one needs skills related to the various programming languages used in this OS, such as Java, Kotlin, C/C++, Rust, and also knowledge about the file structure, API, and so on, of Android. Similarly, to target CPU architectures such as ARM and MIPS, one requires a deep understanding of those architectures, their instruction sets, binary code representation, etc. We note that many CTF competitions have a challenge category named Misc which groups miscellaneous challenges that span several basic categories and/or require specific skills, such as those mentioned here.


4.2.2 Pentesting Training
Once trainees become proficient at using fundamental attack skills, the training should continue by placing them in more realistic situations, and penetration testing (pentesting) is one of the most realistic types of attack training. When conducting pentesting, most of the core skills that are used are fundamentally the attack skills that we have discussed so far.
However, to become competent pentesters, trainees must learn how to concatenate those fundamental skills in order to attain a complex goal in a real-life scenario. Learning about pentesting best practices as well teaches trainees to follow an established sequence of pentesting stages, so that the goal is reached in an optimal manner. Furthermore, acquiring non-technical knowledge on how to organize the overall pentesting activity is another must.
One example of a best practice sequence of pentesting steps is the Penetration Testing Execution Standard that was created by a group of information security practitioners from various industry areas, such as financial institutions, service providers, and security vendors [15]. Note that although the guideline does not contain technical details, a thorough technical guide is also included as reference for the mechanisms that can be used to achieve the objective of each stage. In what follows, we will use the sequence in this guideline to describe the related pentesting training activities according to the following stages: 	1.
Pre-engagement interactions.

 

	2.
Intelligence gathering.

 

	3.
Threat modeling.

 

	4.
Vulnerability analysis.

 

	5.
Exploitation.

 

	6.
Post-exploitation.

 

	7.
Reporting.

 





While we consider that the above guideline is most suitable from an attack training perspective, we note that pentesting is not officially standardized though, and there are several other resources that are useful for gaining knowledge on the pentesting process. One valuable book in this context is Professional Red Teaming: Conducting Successful Cybersecurity Engagements by Oakley [11]. In this book, the author leverages his practical cybersecurity expertise to cover a variety of important topics, such as the rules of engagement and execution methodology for pentesting, an outline of the reporting process, various risk assessment considerations, how to evaluate offensive security processes, and so on.
Another useful resource regarding pentesting, although its scope is limited to web technologies, is the Web Security Testing Guide (WSTG) released by the OWASP foundation [13]. WSTG provides a framework for testing the security of web applications and services. The perspective of the guideline is very practical, with actions split into several phases: before development begins, during definition and design, during development, during deployment, and during maintenance and operations. A thorough description of testing techniques for various aspects related to web applications and services, such as identity management, authentication, authorization, and input validation, are also included.
4.2.2.1 Pre-engagement Interactions
The pre-engagement stage refers to all the communications held between the pentesting individual or company and the organization that wishes to use their service. To prepare for this initial stage of pentesting, trainees should learn about various aspects, such as	How to define the pentesting activity scope and duration?

	What questions the organization must answer before deciding the contract terms?

	How to establish secure communication lines and emergency contacts?

	How to define the rules of engagement (timeline, legal considerations, etc.)?






4.2.2.2 Intelligence Gathering
Before an actual pentesting engagement, pentesters must perform reconnaissance in order to gather intelligence about the target organization, which will become helpful during the actual pentesting. For this purpose, the skills in the Reconnaissance category mentioned previously should be employed. However, in order to be able to deal with real targets, trainees must learn various additional aspects, such as	How to establish the actual scope of the pentesting target (e.g., the web server domains of an organization)?

	What type of information gathering method is most suitable for a particular case (e.g., passive, semi-passive, or active)?

	How to determine the actual hosts that are within the scope of the engagement and their properties (also known as footprinting)?

	How to identify what protection mechanisms the organization has in place (network-based, host-based, application-level, etc.)?






4.2.2.3 Threat Modeling
Once enough information about the target has been gathered, pentesters should model the threats regarding the target systems in order to be able to determine the best course of action. This stage involves considering two sides, those of business assets and threat agents, each with their specific sets of required skills:	Business asset side	How to analyze business assets in order to determine what are the potential targets based on organizational data, employee and customer data, personnel assets, etc.?

	How to analyze business processes to identify their mapping onto business assets, to establish which are the critical versus non-critical processes, etc.?






	Threat agent side	How to identify the threat agents, including modeling their possible motivations, while making the distinction between internal agents (management, engineers, etc.) versus external ones (competitors, contractors, etc.)?

	How to determine the threat capabilities of the agents identified in the previous step in terms of the available tools, exploits, communication mechanisms, etc., including via a survey of incidents that occurred in similar organizations?











4.2.2.4 Vulnerability Analysis
The next stage of the pentesting process refers to discovering what system and application flaws could be exploited by an attacker. The scope of this analysis is defined based on the information gathered in the previous stages. Many of the skills required to complete the analysis are fundamental attack skills, but the way in which they are put into practice when targeting real systems, and additional information corroboration aspects must be mastered by trainees, as follows:	How to conduct active testing by using various types of vulnerability scanners, including general scanning, service-based, specific scanning (web applications, network protocols), and so on?

	How to conduct passive testing by using methods that do not create any traffic, such as file metadata analysis and traffic monitoring, to gather further information?

	How to validate the discovered vulnerabilities by suitable methods, such as correlating the data obtained from various tools, manual and protocol-specific testing, and how to link them together in an attack tree?

	How to find ways in which the discovered vulnerabilities can be exploited by gathering related information from vulnerability databases, vendor-issued security advisories, exploit databases and framework modules, etc.?






4.2.2.5 Exploitation
The results of the vulnerability analysis stage are used to perform exploitation, through which the vulnerabilities are utilized in a deliberate and precise manner to attempt to gain access to the target assets. The development of actual exploits is done by relying on fundamental attack techniques, but trainees must also learn how to deal with several situations that are expected in real-life situations, such as	How to handle the potential countermeasures that can be in place in the target network, such as anti-virus software, data execution prevention (DEP) mechanisms, and web application firewalls (WAF)?

	How to conduct evasive actions to avoid triggering additional defense mechanisms, such as intrusion detection and/or prevention systems (IDS, IPS, IDPS)?

	How to execute zero-day attacks in case standard exploit methods fail by relying on techniques such as fuzzing and source code analysis to build custom exploits?






4.2.2.6 Post-exploitation
Once the exploitation phase ends, the pentester achieves control over a number of business assets of the target organization. In the post-exploitation stage, various actions will be carried out in order to assess how valuable each compromised host is and to make sure they can be used to expose further assets in the target network. While some of the techniques used in this phase are fundamental, trainees should also learn a series of specific methodologies to ensure the safety of the process:	How to protect the day-to-day operation of the target organization by making sure that no critical systems are affected (unless previously agreed upon), that all changes are dully documented, that collected data is properly safeguarded, etc.?

	How to protect oneself by ensuring that the contract contains all the necessary provisions needed for the post-exploitation stage, that no laws or regulations are violated in the process, etc.?

	How to conduct a thorough analysis of the compromised hosts in order to identify additional targets based on information obtained already with regard to network configuration, network services, etc.?

	How to extract information from the compromised hosts according to the pentesting goals, or in order to further penetrate the network, such as installed programs and available services (file sharing, database servers, directory/name servers, virtualization, messaging, backup systems, etc.), as well as sensitive data, user information, and system configuration?

	How to create and test paths through which sensitive data can be exfiltrated from the compromised hosts to the servers controlled by the pentester in order to simulate actual exfiltration activities of the threat agents, and to validate whether the mechanisms set in place by the organization to block sensitive information export work correctly?

	How to conduct pivoting, that is penetrating the target network even deeper by either executing actions on the compromised hosts (service enumeration, abuse of compromised credentials, etc.) or by using them as stepping stones (via port forwarding, execution of remote exploits, etc.)?

	How to thoroughly cleanup the compromised systems once the pentesting ends by removing all the added files (executables, scripts, etc.), restoring the original values for all the modified system settings and configuration parameters, removing any installed backdoor or rootkit, removing any created user accounts, etc.?






4.2.2.7 Reporting
Reporting is the last phase of penetration testing, and being able to write a report that contains all the necessary information requires trainees to learn how to structure it correctly. In general, the following are the types of information that need to be included into the two logical sections of a pentesting report:	Executive summary: Describes the specific goals of the pentesting, and its high-level findings to those who oversee the security aspects of the target organization, and any other members who may be impacted by those findings	What was the overall pentesting purpose, and the detailed goals established in the pre-engagement phase?

	To what extent those goals were achieved, and a summary of the identified issues, including risk rating metrics.

	What recommendations can be made in order to solve the identified issues, and an estimate of the efforts needed to do that, possibly accompanied by a detailed resolution roadmap?






	Technical content: Details the test scope, gathered information, attack paths, test impact, and remediation suggestions in technical terms	Who conducted the test, what was its scope, and how it was conducted?

	What information was gathered, and how that was accomplished (passive versus active intelligence, and corporate versus personnel intelligence)?

	What were the findings of the vulnerability assessment, including both technical and logical vulnerabilities, and the severity of those exposures?

	What were the results of the exploitation and vulnerability confirmation actions, with details about the way in which exploitation was conducted, such as direct versus indirect attacks?

	What was the demonstrated impact of the vulnerabilities on the organization, such as acquisition of critical information, access to core systems and protected datasets, ability for persistence and exfiltration; moreover, what was the effectiveness of the security countermeasures that were in place in the organization?

	What are the estimated risks for the organization assessed, for example, by evaluating the probable incident frequency, strength of the countermeasures, required level of skills and access, etc.; in addition, what is the estimated magnitude of losses, and what is the root cause of the risks?










We note that the main role of the executive summary is to inform the decisions of the personnel with management roles in the organization to conduct the necessary changes for improving the security posture of the organization. As for the technical content, which outlines the objective evidence that served as basis for creating the executive summary, it is addressed mainly to the personnel with technical roles in the organization and supports their actions for implementing the decided changes.



4.3 Related Information
Attack training is a very complex activity that challenges the trainees to a high degree. In what follows, we will review several resources that we consider particularly helpful in the context of attack training, first in terms of additional information sources, such as knowledge bases and security testing guidelines. Then we will discuss some more practical aspects, such as tools that trainees can use during the attack training activity, and examples of attack training platforms.
4.3.1 Attack Knowledge Bases
While practical skills are undoubtedly an essential part of cybersecurity training, a vast amount of knowledge is also required in order to be able to apply those skills in practice effectively. Fortunately, the cybersecurity field benefits of the existence of a variety of knowledge bases that can be searched as needed in order to retrieve information about a particular topic of interest.
Such knowledge bases are not only a rich source of information that trainees can use to learn new things or simply as reference, but they can also be extremely valuable for cybersecurity training organizers. Thus, organizers can use them as guidance and inspiration when creating training content that targets real cybersecurity issues which are widely relevant.
4.3.1.1 ATT&CK
ATT&CK is one of the most comprehensive knowledge bases regarding the attack tactics and techniques used by real-world cyber adversaries [7]. The knowledge base is managed by MITRE Corporation, and it outlines attack tactics, techniques, as well as mitigation methods, but also the relationships between all these elements, which makes it a very powerful tool. ATT&CK has many uses, such as helping defenders develop threat models and methodologies, but also red teaming and security assessment. In what follows, we will illustrate its utilization from an attack training perspective. For the examples provided below, we rely on ATT&CK v15.1 that was released in May 2024.
Tactics At the top level of ATT&CK are situated the attack tactics. The knowledge base uses a meta structure based on context, such as Enterprise, Mobile, and ICS, that makes it possible to filter only the relevant entries for that context. By selecting a context, the relevant matrix of entries is displayed.
There are currently 14 tactics specified in the knowledge base for the Enterprise matrix, as summarized in Table 4.1. For each tactic, we include its brief description, which explains what adversaries are trying to do when using a certain tactic, and a count of techniques that are included in that tactic. We note that the Defense Evasion and Discovery tactics include a very large number of techniques, emphasizing the large array of methods available to attackers in those two cases.Table 4.1Overview of the tactics in the ATT&CK knowledge base


	Name
	Tactic description
	Count

	Reconnaissance
	The adversary is trying to gather information they can use to plan future operations
	10

	Resource Development
	The adversary is trying to establish resources they can use to support operations
	8

	Initial Access
	The adversary is trying to get into your network
	10

	Execution
	The adversary is trying to run malicious code
	14

	Persistence
	The adversary is trying to maintain their foothold
	20

	Privilege Escalation
	The adversary is trying to gain higher-level permissions
	14

	Defense Evasion
	The adversary is trying to avoid being detected
	43

	Credential Access
	The adversary is trying to steal account names and passwords
	17

	Discovery
	The adversary is trying to figure out your environment
	32

	Lateral Movement
	The adversary is trying to move through your environment
	9

	Collection
	The adversary is trying to gather data of interest to their goal
	17

	Command and Control
	The adversary is trying to communicate with compromised systems to control them
	18

	Exfiltration
	The adversary is trying to steal data
	9

	Impact
	The adversary is trying to manipulate, interrupt, or destroy your systems and data
	14





The order in which the tactics are presented in ATT&CK follows the generally accepted order of the steps in a cyberattack. For each tactic, the knowledge base also includes a detailed explanation regarding the scope of that tactic. For example, for the Lateral Movement (TA0008) tactic, the detailed explanation is as follows [7]:Lateral Movement consists of techniques that adversaries use to enter and control remote systems on a network. Following through on their primary objective often requires exploring the network to find their target and subsequently gaining access to it. Reaching their objective often involves pivoting through multiple systems and accounts to gain. Adversaries might install their own remote access tools to accomplish Lateral Movement or use legitimate credentials with native network and operating system tools, which may be stealthier.

Readers will recognize some of tactic names in Table 4.1 as phases of the pentesting process discussed in Sect. 4.2.2. This is why by studying the information regarding a given tactic, trainees are able to learn practical information about how to execute the corresponding pentesting stage.
Techniques On the second layer of the ATT&CK knowledge base are situated the attack techniques, with more than 600 techniques and sub-techniques being currently defined, where sub-techniques are sub-components of an attack technique that provide more specific information for a particular use case. By studying the techniques of interest, trainees are able to learn about practical attack mechanisms.
Each tactic covers a set of techniques. For instance, the Lateral Movement tactic contains nine techniques, as shown in Table 4.2. Techniques do not have brief descriptions, only detailed explanations, as it will be explained below. The numbers shown in the table indicate how many sub-techniques each technique has. Most of the techniques in our example have no sub-techniques, but Remote Services, for instance, has eight, each referring to a specific remote service, such as Remote Desktop Protocol, SSH, VNC, and the way in which those specific services can be used as attack vectors.Table 4.2Overview of the techniques for the Lateral Movement tactic in the ATT&CK knowledge base


	Technique name
	Count

	Exploitation of Remote Services
	0

	Internal Spearphishing
	0

	Lateral Tool Transfer
	0

	Remote Service Session Hijacking
	2

	Remote Services
	8

	Replication Through Removable Media
	0

	Software Deployment Tools
	0

	Taint Shared Content
	0

	Use Alternate Authentication Material
	4





Similar to tactics, each technique is given an identifier,1 and includes an explanation of its scope. For example, the detailed explanation for the Exploitation of Remote Services (T1210) technique is as follows [7]:Adversaries may exploit remote services to gain unauthorized access to internal systems once inside of a network. Exploitation of a software vulnerability occurs when an adversary takes advantage of a programming error in a program, service, or within the operating system software or kernel itself to execute adversary-controlled code. A common goal for post-compromise exploitation of remote services is for lateral movement to enable access to a remote system.
An adversary may need to determine if the remote system is in a vulnerable state, which may be done through Network Service Discovery or other Discovery methods looking for common, vulnerable software that may be deployed in the network, the lack of certain patches that may indicate vulnerabilities, or security software that may be used to detect or contain remote exploitation. Servers are likely a high value target for lateral movement exploitation, but endpoint systems may also be at risk if they provide an advantage or access to additional resources.
There are several well-known vulnerabilities that exist in common services such as SMB and RDP as well as applications that may be used within internal networks such as MySQL and web server services.
Depending on the permissions level of the vulnerable remote service an adversary may achieve Exploitation for Privilege Escalation as a result of lateral movement exploitation as well.



Procedure Examples Another aspect of techniques in ATT&CK that is particularly useful from an attack training perspective is that many of them include examples of procedures, that is practical ways in which a particular type of attack technique was previously executed in the real world. Each such procedure includes not only a brief outline, but also references to technical reports that detail the attack mechanisms that were actually used.Table 4.3Overview of the mitigations for the Exploitation of Remote Services technique in the ATT&CK knowledge base


	Name
	Mitigation description

	Application Isolation and Sandboxing
	Make it difficult for adversaries to advance their operation through exploitation of undiscovered or unpatched vulnerabilities by using sandboxing [...]

	Disable or Remove Feature or Program
	Minimize available services to only those that are necessary

	Exploit Protection
	Security applications that look for behavior used during exploitation such as Windows Defender Exploit Guard (WDEG) and the Enhanced Mitigation Experience Toolkit (EMET) can be used to mitigate some exploitation behavior [...]

	Network Segmentation
	Segment networks and systems appropriately to reduce access to critical systems and services to controlled methods

	Privileged Account Management
	Minimize permissions and access for service accounts to limit impact of exploitation

	Threat Intelligence Program
	Develop a robust cyber threat intelligence capability to determine what types and levels of threat may use software exploits and 0-days against a particular organization

	Update Software
	Update software regularly by employing patch management for internal enterprise endpoints and servers

	Vulnerability Scanning
	Regularly scan the internal network for available services to identify new and potentially vulnerable services





The Exploitation of Remote Services technique, for instance, includes more than 20 procedure examples. Some of them refer to higher-level strategies used by threat groups, such as APT28 (G0007), but many refer to actual software used to conduct a certain type of attack, such as Bad Rabbit (S0606). The current version of ATT&CK includes almost 800 references to such software. Procedure examples are, therefore, very valuable for the study of penetration testing techniques.
Mitigations So far, we have focused on the information in the ATT&CK knowledge base that refers to offensive actions. However, the defined attack techniques also include lists of mitigations that can be used to counter those attack techniques in various manners. The current version of ATT&CK contains a total of 43 such mitigations in the Enterprise matrix. For example, the Exploitation of Remote Services technique mentions eight possible mitigations, as shown in Table 4.3, which provides a brief description for each mitigation (some descriptions were shortened for clarity).
Mitigations, as well, use an identifier and include a detailed description of the mitigation mechanism, but also link back to all the attack techniques they are relevant with respect to. For instance, the mechanism for the Network Segmentation (M1030) mitigation is described as follows [7]:Architect sections of the network to isolate critical systems, functions, or resources. Use physical and logical segmentation to prevent access to potentially sensitive systems and information. Use a DMZ to contain any Internet-facing services that should not be exposed from the internal network. Configure separate virtual private cloud (VPC) instances to isolate critical cloud systems.

To use the same mitigation example, Network Segmentation links back to more than 20 attack techniques. While such information is mostly useful from a defense perspective, trainees can also use it as reference for the type of defense mechanisms that are expected in a pentesting engagement for those attack techniques and try to consider appropriate ways of bypassing those countermeasures.Table 4.4Overview of the attack pattern categories for the Mechanisms of Attack view in the CAPEC knowledge base


	Name
	Attack pattern category description

	Engage in Deceptive Interactions
	Attack patterns within this category focus on malicious interactions with a target in an attempt to deceive the target and convince the target that it is interacting with some other principal and as such take actions based on the level of trust that exists between the target and the other principal

	Abuse Existing Functionality
	An adversary uses or manipulates one or more functions of an application in order to achieve a malicious objective not originally intended by the application, or to deplete a resource to the point that the target’s functionality is affected

	Manipulate Data Structures
	Attack patterns in this category manipulate and exploit characteristics of system data structures in order to violate the intended usage and protections of these structures

	Manipulate System Resources
	Attack patterns within this category focus on the adversary’s ability to manipulate one or more resources in order to achieve a desired outcome

	Inject Unexpected Items
	Attack patterns within this category focus on the ability to control or disrupt the behavior of a target either through crafted data submitted via an interface for data input, or the installation and execution of malicious code on the target system

	Employ Probabilistic Techniques
	An attacker utilizes probabilistic techniques to explore and overcome security properties of the target that are based on an assumption of strength due to the extremely low mathematical probability that an attacker would be able to identify and exploit the very rare specific conditions under which those security properties do not hold

	Manipulate Timing and State
	An attacker exploits weaknesses in timing or state maintaining functions to perform actions that would otherwise be prevented by the execution flow of the target code and processes

	Collect and Analyze Information
	Attack patterns within this category focus on the gathering, collection, and theft of information by an adversary

	Subvert Access Control
	An attacker actively targets exploitation of weaknesses, limitations and assumptions in the mechanisms a target utilizes to manage identity and authentication as well as manage access to its resources or authorize functionality





Detection Most attack techniques also include information about how one could detect those attacks. In particular, the data sources and data components to be used, as well as the actual detection mechanism are specified. For instance, the Exploitation of Remote Services (T1210) technique mentions two data sources: Application Log and Network Traffic. In its turn, the description of how Network Traffic (DS0029) and its content can be used to detect T1210 attacks is as follows [7]:Use deep packet inspection to look for artifacts of common exploit traffic, such as known payloads.

While attack detection information is again mostly useful from a defense perspective, trainees can also use it as reference for the types of detection mechanisms that are expected in a pentesting engagement, and try to determine the corresponding evasion methods they could employ.

4.3.1.2 CAPEC
Common Attack Pattern Enumeration and Classification (CAPEC) is a list of known attack patterns that are employed by adversaries to exploit known weaknesses in computer systems [8]. CAPEC too is managed by MITRE Corporation with the goal of providing a tool that can help security analysts, software developers, testers, and educators to gain a better understanding of the cyberattack patterns and improve their defense techniques. The content of CAPEC can be viewed in two main ways:	Mechanisms of Attack: A view that organizes attack patterns hierarchically based on the most common mechanisms used to exploit a vulnerability, with each category representing different techniques employed to attack a system.

	Domains of Attack: A view that organizes attack patterns based on the attack domain, with the following six domains being defined: Software, Hardware, Communications, Supply Chain, Social Engineering, Physical Security.



Attack Pattern Categories At the top level of each view of CAPECs are situated in the attack pattern categories. Thus, there are nine categories in the Mechanisms of Attack view, as shown in Table 4.4. Note that, for clarity, we have included only partial descriptions in the table, and the knowledge base should be referred to for details. Each category represents an attack mechanism, and trainees can consult the explanation of that mechanism during attack training to learn how to conduct the corresponding types of attacks.
Attack Patterns On the second level of CAPECs are situated the attack patterns. Each category includes a number of concrete attack patterns that correspond to it logically. CAPEC distinguishes three types of attack patterns, depending on the abstraction level of their mechanism:	Meta: Most abstract of the attack patterns, which describe a general methodology, but lack specific technology or implementation information (e.g., Content Spoofing); they are meant to provide an understanding of a high-level approach and are useful for threat modeling at design level.

	Standard: Attack patterns that describe a specific methodology or technique, and represent a singular piece of a fully executed attack (e.g., Intent Spoof); they are meant to provide sufficient details to understand the specific techniques and how they work, being specific types of meta-level attack patterns.

	Detailed: Attack patterns that provide low-level details, which leverage specific techniques and target specific technologies, and which express a complete execution flow (e.g., Checksum Spoofing); they are more specific than meta and standard attack patterns and often leverage a number of different standard attack patterns chained together to accomplish a goal.





For example, the Engage in Deceptive Interactions category in the Mechanisms of Attack view includes six meta attack patterns, as shown in Table 4.5. Note that, for clarity, we have included only partial descriptions in the table, and the CAPEC knowledge base should be referred to for details.
Each attack pattern includes various information fields, such as description, typical severity, prerequisites, required resources, mitigations, and related weaknesses. For example, the description for the Checksum Spoofing (CAPEC-145) detailed attack pattern is as follows [8]:An adversary spoofs a checksum message for the purpose of making a payload appear to have a valid corresponding checksum. Checksums are used to verify message integrity. They consist of some value based on the value of the message they are protecting. Hash codes are a common checksum mechanism. Both the sender and recipient are able to compute the checksum based on the contents of the message. If the message contents change between the sender and recipient, the sender and recipient will compute different checksum values. Since the sender’s checksum value is transmitted with the message, the recipient would know that a modification occurred. In checksum spoofing an adversary modifies the message body and then modifies the corresponding checksum so that the recipient’s checksum calculation will match the checksum (created by the adversary) in the message. This would prevent the recipient from realizing that a change occurred.


Table 4.5Overview of the meta attack patterns for the Engage in Deceptive Interactions category in the CAPEC knowledge base


	Name
	Meta attack pattern description

	Content Spoofing
	An adversary modifies content to make it contain something other than what the original content producer intended while keeping the apparent source of the content unchanged

	Identity Spoofing
	Identity Spoofing refers to the action of assuming (i.e., taking on) the identity of some other entity (human or non-human) and then using that identity to accomplish a goal

	Resource Location Spoofing
	An adversary deceives an application or user and convinces them to request a resource from an unintended location

	Action Spoofing
	An adversary is able to disguise one action for another and therefore trick a user into initiating one type of action when they intend to initiate a different action

	Manipulate Human Behavior
	An adversary exploits inherent human psychological predisposition to influence a targeted individual or group to solicit information or manipulate the target into performing an action that serves the adversary’s interests

	Metadata Spoofing
	An adversary alters the metadata of a resource (e.g., file, directory, repository, etc.) to present a malicious resource as legitimate/credible




Table 4.6Selected weakness categories in the CWE knowledge base


	Name
	Weakness category description

	API/Function Errors
	Weaknesses in this category are related to the use of built-in functions or external APIs

	Audit/Logging Errors
	Weaknesses in this category are related to audit-based components of a software system

	Authentication Errors
	Weaknesses in this category are related to authentication components of a system

	Authorization Errors
	Weaknesses in this category are related to authorization components of a system

	Bad Coding Practices
	Weaknesses in this category are related to coding practices that are deemed unsafe and increase the chances that an exploitable vulnerability will be present in the application

	Behavioral Problems
	Weaknesses in this category are related to unexpected behaviors from code that an application uses

	Business Logic Errors
	Weaknesses in this category identify some of the underlying problems that commonly allow attackers to manipulate the business logic of an application

	Communication Channel Errors
	Weaknesses in this category are related to improper handling of communication channels and access paths

	Complexity Issues
	Weaknesses in this category are associated with things being overly complex

	Concurrency Issues
	Weaknesses in this category are related to concurrent use of shared resources





By analyzing the fields of various attack patterns of interest, trainees can learn how to design an attack, what weaknesses can be exploited to realize that attack, what mitigations can be expected, and so on. This makes CAPEC a very useful resource for attack training, especially in terms of learning how to devise effective attack strategies.

4.3.1.3 CWE
Common Weakness Enumeration (CWE) is a list of weaknesses that are commonly encountered in software and hardware, which is also maintained by MITRE Corporation [9]. The term weakness is used here to refer to a condition in a system component that, under certain circumstances, could contribute to the introduction of vulnerabilities. The goal of CWE is to serve as a common language for describing security weaknesses and to support the efforts regarding their identification, mitigation, and prevention. The content of the CWE database can be accessed based on three types of views, as follows:	Software Development: A representation intended for software developers and educators that groups weaknesses around concepts that are frequently encountered in software development.

	Hardware Design: A representation intended for hardware designers and educators that groups weaknesses around concepts that are frequently used in the area of hardware design.

	Research Concepts: A representation intended for academic researchers, vulnerability analysts, and assessment tool vendors that organizes weaknesses according to abstractions of behaviors.



Weakness Categories At the top level of each CWE view are situated the weakness categories. There are currently about 40 categories in the Software Development view, which are organized in alphabetical order. The first 10 such categories are shown in Table 4.6 for illustration purposes. Note that, for clarity, we have included only partial descriptions of the categories in the table, and the CWE knowledge base should be referred to for details.
Each weakness category represents a class of related weaknesses, and trainees can consult this information during attack training to learn what are the issues that can be exploited to conduct a certain type of attack.
Weaknesses On the second level of CWE are located the actual weaknesses. Each category includes a number of concrete base weaknesses that can be linked to vulnerabilities. Thus, the first weakness category in the Software Development view, API/Function Errors, includes the seven base weaknesses, as shown in Table 4.7.Table 4.7Overview of the base weaknesses for the API/Function Errors category in the CWE knowledge base


	Name
	Base weakness description

	Use of Inherently Dangerous Function
	The product calls a function that can never be guaranteed to work safely

	Use of Function with Inconsistent Implementations
	The code uses a function that has inconsistent implementations across operating systems and versions

	Undefined Behavior for Input to API
	The behavior of this function is undefined unless its control parameter is set to a specific value

	Use of Obsolete Function
	The code uses deprecated or obsolete functions, which suggests that the code has not been actively reviewed or maintained

	Use of Potentially Dangerous function
	The product invokes a potentially dangerous function that could introduce a vulnerability if it is used incorrectly, but the function can also be used safely

	Use of Low-Level Functionality
	The product uses low-level functionality that is explicitly prohibited by the framework or specification under which the product is supposed to operate

	Exposed Dangerous Method or Function
	The product provides an Applications Programming Interface (API) or similar interface for interaction with external actors, but the interface includes a dangerous method or function that is not properly restricted





Each weakness includes many fields, such as description and extended description, relationship, and mapping information. For example, the extended description for the Use of Inherently Dangerous Function (CWE-242) weakness is [9]:Certain functions behave in dangerous ways regardless of how they are used. Functions in this category were often implemented without taking security concerns into account. The gets() function is unsafe because it does not perform bounds checking on the size of its input. An attacker can easily send arbitrarily sized input to gets() and overflow the destination buffer. Similarly, the [image: $$&gt;&gt;$$] operator is unsafe to use when reading into a statically allocated character array because it does not perform bounds checking on the size of its input. An attacker can easily send arbitrarily sized input to the [image: $$&gt;&gt;$$] operator and overflow the destination buffer.

Of particular interest from an attack training perspective is the fact that examples are provided for each weakness, both in terms of how the weakness itself is introduced, and in which context it was observed. Moreover, potential mitigation and detection methods are also proposed. By studying these details, trainees can understand how to recognize weaknesses in source code, and how they could be exploited, but also how those weaknesses could be fixed.
For the case of Use of Inherently Dangerous Function (CWE-242), for example, two source code fragments regarding the C function getc() are provided as demonstrative examples. In addition, the vulnerability CVE-2007-4004 is provided as an observed example with the following description:FTP client uses inherently insecure gets() function and is setuid root on some systems, allowing buffer overflow.

As potential mitigations regarding CWE-242, banning the use of dangerous functions, and the replacement with their safe equivalent are suggested for the implementation/requirements phase. Moreover, the use of grep or static analysis tools to spot the use of dangerous functions are suggested as mitigations for the testing phase. Finally, with regard to detection, automated static analysis, also known as Static Application Security Testing (SAST), is recommended as highly effective.

4.3.1.4 Vulnerability and Exploit Databases
Learning about actual vulnerabilities is an important component of attack training. Some very useful resources in this context are the following:	Common Vulnerabilities and Exposures (CVE)2: A standard for identifying, defining, and cataloging publicly disclosed cybersecurity vulnerabilities operated by MITRE Corporation. The associated database, named CVE List, is very large, containing detailed records on more that 240,000 vulnerabilities at the time of writing.

	National Vulnerability Database (NVD)3: A repository of standards-based vulnerability management data operated by the U.S. NIST. All vulnerabilities in the NVD have an associated CVE identifier. Moreover, the Common Vulnerability Scoring System (CVSS) is used to supply a qualitative measure of the severity of each vulnerability.

	Exploit-DB4: A fully searchable CVE-compliant archive of public exploits and vulnerable software maintained by the Offensive Security (OffSec) cybersecurity training company. The database is intended for use by pentesters and vulnerability researchers. Its extension, the Google Hacking Database (GHDB), is an index of search queries that are designed to uncover potentially sensitive information available on the Internet.

	Exploit DB5: A repository of computer software exploits and exploitable vulnerabilities maintained by the Rapid7 cybersecurity company. The database contains technical details for over 180,000 vulnerabilities and 4000 exploits that are made available for security professionals and researchers. All the exploits are included in the Metasploit framework, meaning that they are readily available for pentesting and similar activities.





The information in the CVE and NVD databases mentioned above represents basic knowledge that is extremely useful for trainees to understand the potential attack surfaces for a system. The CVSS score mentioned in connection with NVD, and the detailed metrics associated with each CVSS score value (exploitability, impact, exploit code maturity, etc.) can then be used to determine the vulnerabilities that are potentially easier to exploit, or that have a potentially greater impact. Last but not least, the exploits from the mentioned exploit databases can be used as basic tools to attempt to take advantage of those vulnerabilities during attack training.
We note that navigating the complex ecosystem of cybersecurity-related knowledge bases, such as those mentioned so far, can be quite challenging. One resource that is specifically helpful in this context is BRON, a project that automatically unifies several information sources to create an aggregative graph representation [4]. In particular, BRON is able to integrate the information made available in ATT&CK, CAPEC, CWE, NVD, Exploit-DB, as well as several other knowledge bases.


4.3.2 Security Testing Guidelines
We have seen that pentesting training is an important component that prepares trainees for real-life situations. However, security testing is an even broader field, and it is important to follow standard methodologies in order to ensure that the testing is done thoroughly and correctly. Below we describe two examples of such standard methodologies that interested readers can consult for further information.
4.3.2.1 Technical Guide to Information Security Testing and Assessment
The Technical Guide to Information Security Testing and Assessment is a guideline pertaining to basic technical aspects related to conducting information security assessments developed by the U.S. National Institute of Standards and Technology (NIST) [17]. The goal of the guideline is to help organizations develop assessment policies and methodologies, plan and safely execute the assessment, handle the technical data correctly, and translate the findings into risk mitigation actions for improving their security posture.
The guideline starts by providing an overview on security testing and assessment. This is followed by technical details on the three main categories of security testing and assessment techniques, which trainees can refer to in order to understand what the best practices in this domain are: 	1.
Review techniques: A class of techniques that includes review of documentation, logs and system configuration, network sniffing, and file integrity checking.

 

	2.
Target identification and analysis techniques: A class of techniques that includes network discovery, network port and service identification, vulnerability scanning, and wireless scanning.

 

	3.
Target vulnerability validation techniques: A class of techniques that includes password cracking, penetration testing, and social engineering.

 





The NIST guideline also contains recommendations about the planning and execution of security assessment, as well as post-testing activities. Such information can serve for trainees as a complement to their technical knowledge, so that they can become more effective security professionals.

4.3.2.2 Open Source Security Testing Methodology Manual
The Open Source Security Testing Methodology Manual (OSSTTM) is a comprehensive methodology that addresses the full spectrum of penetration and security testing, security analysis and operational security assessment [5]. OSSTTM, for which version 3 was released in 2010, was developed by the Institute for Security and Open Methodologies (ISECOM) with the goal of breaking the complex overall process of testing into elemental processes. The manual also defines suites of tests for verifying those elemental processes, as well as metrics that ensure the methodology has been carried out correctly and make it possible to grade the result of applying the methodology.
The guideline starts by introducing general concepts, such as an overview of security analysis and testing, operational security metrics, and trust analysis. Then details are provided on the actual security testing from several perspectives: human, physical, wireless, telecommunications, and data networks. Finally, issues such as compliance and regulations, and the security testing audit report are discussed. This comprehensive guideline provides a wealth of targeted knowledge that can support trainees in becoming more effective security professionals.


4.3.3 Attack Training Tools
Trainees must be able to master a wide range of tools in order to become effective at attack training exercises. For example, the Kali Linux distribution includes about a dozen meta installation packages that are related to offensive actions, with names such as kali-tools-exploitation or kali-tools-passwords, comprising a total of more than 100 relevant tools.
An exhaustive presentation of such tools is out of our scope, but we briefly discuss two representative examples below to illustrate the overall nature of the tools used in this context. For interested readers, a large amount of technical details about related tools can be found in Handbook for CTFers [10].
4.3.3.1 Nmap
Network Mapper (Nmap) is one indispensable tool used during attack training [6]. Nmap is an open-source utility that is employed for discovering the properties of hosts and services present in a computer network. This tool is often used for security auditing, but also for network inventory and various other purposes.
Nmap works by sending packets from a host into the networks that host is connected to and analyzing the responses to those packets in order to gather information about the connected hosts and services that are running on them. Nmap has a huge list of features, with the most important ones being as follows: host discovery, port scanning, service and version detection, and OS detection. Nmap also has other specific features, such as support for a scripting engine, as well as firewall and IDS evasion and spoofing mechanisms.

4.3.3.2 Metasploit
Metasploit, which is described as the “world’s most used penetration testing framework” [16], is one of the most widely used tools for attack training activities. This applies in particular to those situations when complex actions need to be performed, such as exploitation.
The main strength of the Metasploit framework is represented by the large number of modules that it includes, totaling more than 5500 at the time of writing. The Metasploit modules are grouped into several classes, based on their purpose, as shown in Table 4.8. For each class, we included in the table a description of the functions that can be performed using the modules in that class, as well as an approximate count of the number of modules in it.Table 4.8Overview of the Metasploit module classes


	Name
	Module class description
	Count

	Auxiliary
	Perform tasks such as manipulating a target machine, analyzing and gathering data, DoS attacks, scanning operations, running support servers, etc.
	1200

	Encoder
	Encode data via algorithms such as bitwise XOR, for example, before it is transmitted over the network
	50

	Evasion
	Generate evasive payloads without the need of external tools, for instance, to avoid anti-virus software
	10

	Exploit
	Leverage vulnerabilities in order to execute a provided payload consisting of arbitrary code
	2400

	Nop
	Generate ‘no operation’ instructions, such as those that are typically used to perform stack overflow attacks
	10

	Payload
	Encapsulate arbitrary code that is to be later used as payload in an exploit
	1400

	Post
	Gather, collect and enumerate data from a host that has been compromised
	400







4.3.4 Attack Training Platforms
For illustration purposes, we provide below two examples of platforms that we consider particularly useful for attack training. The examples are selected from the CTF platforms discussed in Chap. 10, since the online nature of CTF platforms makes them easily accessible:	Hack The Box (HTB) [3]: A gamified cybersecurity platform with skill improvement, certification, and ability assessment features. The platform content provides both basic CTF challenges, as well as more complex exercises relying on virtual machines. The following training categories are especially relevant from an attack training perspective: Crypto, Hardware, Mobile, Pwn, Recon, Web (see Sect. 10.​2.​2.​1 for details).

	W3Challs [18]: An online CTF platform that hosts a large number of challenges that cover various areas of hacking, and which are mostly related to offensive hacking. A very useful feature of W3Challs is a fine-grained challenge tagging mechanism that makes it possible to filter challenges based on difficulty level, challenge category, but also the actual type of skills required to solve a given challenge, such as Android, ARM, Java, PHP, and Python. The following training categories are the most related to attack training: Crypto, Misc, Pwn, Web (see Sect. 10.​2.​1.​6 for details).







4.4 Discussion
In what follows, we will discuss what are the main advantages of attack training, but also what potential issues are to be expected when conducting such training activities. Since it is important to consider both the trainee and organizer perspectives on these topics, we will examine them independently for each of them.
4.4.1 Main Advantages
Attack training is the most common among the three main forms of cybersecurity training, as demonstrated by the popularity of Capture The Flag (CTF) platforms. Thus, in a CTF competition, most of the challenges basically ask trainees to use different offensive techniques to retrieve flags from a target system (for a more detailed discussion of CTF platforms, see Chap. 10).
4.4.1.1 Trainee Perspective
To understand the reasons for the popularity of attack training, we will first examine its positive aspects from a trainee perspective.
Entertainment Value We consider that the entertaining nature of attack training is one of its main attractions. For example, being able to successfully conduct an attack is immediately rewarding from a trainee perspective. Gamification features used by training platforms, such as scoreboards and badges, further increase the entertainment value of attack training, as these features make it possible to quantify trainee progress in an easy-to-understand manner.
Psychological Appeal Due to the way in which hacking is represented in popular culture, such as movies, hackers have an aura of mystery and coolness that we believe to be very appealing, especially for the younger trainees. For them, it can be stated that the idea of becoming a successful hacker represents a strong psychological motivation to participate in attack training activities. Moreover, the profession of ethical hacker or pentester makes it possible to use offensive skills for non-malicious goals, hence it is a socially sanctioned way of putting into practice such skills.
Financial Rewards Many companies nowadays have bug bounty programs that provide not only public recognition, but also financial compensation to anyone who reports bugs in their products, especially in connection with security vulnerabilities. Consequently, becoming a successful ethical hacker can also have financial benefits.
While bounties usually start from amounts of hundreds of dollars, large companies have committed to provide rewards in excess of one million U.S. dollars for certain high-risk vulnerabilities. For example, Apple will provide such high rewards for demonstrating a network attack without user interaction that makes possible zero-click kernel code execution with persistence.6

Easy to Get Started Since there are presently many opportunities for basic attack training, for instance, by using online CTF platforms, the barrier to entry is relatively low for this form of training. Moreover, learning individual attack techniques is not particularly difficult, especially for the fundamental skills. Therefore, many trainees start with attack training, compared to other forms of cybersecurity training, due to its wider availability, and the initially straightforward learning experience.

4.4.1.2 Organizer Perspective
Let us review now what makes coordinating attack training activities attractive from an organizer perspective.
Strong Demand Given all the reasons discussed above, it is clear that attack training has a great appeal with trainees. It is natural, therefore, that organizers are willing to meet this demand by organizing such activities. Having a strong demand means that both for the free training activities, and also for the paid one, there will always be participants willing to take part. Many training companies actually provide a free tier for attracting initial customers, some of whom will also use the paid tiers for additional benefits, such as more targeted learning resources or certifications.
Easy Environment Setup Attack training is relatively easy to organize in terms of set-up overhead, especially when compared to defense training. As mentioned in Sect. 4.1.1, for many aspects of attack training there is no need to set up a training environment, or only basic environments are required, such as websites with vulnerabilities that the trainees try to exploit. Even for the more realistic training environments, while the setup procedure can be more complex, the environments are static. This means that once they are up and running, nothing else needs to be done, and a simple reset is enough to bring them back to the initial state before the start of a new training session.
Other features used in attack training, such as scoring, are also relatively easy to implement by using the flag concept from CTFs to determine whether a trainee was able to solve a challenge or not. In conclusion, the overall low organization overhead constitutes another aspect that makes attack training a preferred form of cybersecurity training from an organizer perspective too.


4.4.2 Potential Issues
Despite the many arguments in favor of attack training that we discussed so far, this form of training can also lead to several potential issues. In what follows, we discuss those issues by using again the two perspectives of trainees and organizers.
4.4.2.1 Trainee Perspective
We consider that the issues that attack training can cause for trainees come mainly from a psychological perspective, as explained next.
Information Overload Even though learning individual offensive skills may not be very difficult when considering each skill in itself, becoming proficient at hacking requires trainees to master a large number of technical skills from a variety of areas, as demonstrated by the many challenge categories of CTF platforms. Therefore, as the training progresses, a state of information overload can occur, as some of the trainees may reach their limits when trying to learn more and more attack skills.
As a way to cope with this issue, many trainees begin to specialize in certain areas they are more successful or feel more comfortable working in. This is the reason why in many CTF competitions participation is done as teams, with each team member having a certain area of expertise.
High Competitiveness Attack training, especially when it is done in public forms, such as CTFs, is highly competitive. Accordingly, the training activity in itself can become quite stressful, which associated with the information overload issue mentioned above can lead to a burnout of the trainees.
Occasionally, the stress can also lead to the use of bad manners and even forms of abuse and harassment that may discourage other participants from attending the training. While CTFs typically have policies against this type of harmful conduct, one solution is to organize competitions that target certain groups, such as CTFs for women, with the goal of minimizing the potential for abuse.

4.4.2.2 Organizer Perspective
Next we will review several potential issues that attack training organizers may be faced with, and some possible solutions for these issues.
Ethical Issues Attack training teaches trainees how to conduct offensive actions that are intrinsically dangerous. As a consequence, it is important that organizations understand the risks associated with such training activities and find ways to mitigate them in order to avoid unwanted consequences.
For online settings, this can be achieved by withholding high-risk content from free tiers of the training platforms and verifying the identity of (and possibly vetoing) the participants in the paid tiers. Another solution, which can be used, for example, when training is conducted in educational institutions, is to conduct interviews with the candidates to evaluate their motivations and psychological fitness before accepting them into a training program. In some cases, one can imagine even running background checks on the candidates, similar to security clearance procedures.
Training Environment Isolation The training environments used in cybersecurity training can also lead to several issues if they are not correctly isolated from production networks and the Internet. A lack of isolation may make it possible for trainees, either by mistake or on purpose, to use the attack tools in the training environment on external systems. In addition to potentially serious security consequences to the hosts on the production networks and/or Internet, this also decreases the credibility of the training organizers, both at personal and institutional levels.
Isolation is important from another point of view as well, since for attack training activities the training environment typically contains security vulnerabilities. In case the environment is not isolated from external networks, it could also be subjected to attacks from the outside. This would at a minimum affect the quality of the training, but it could also enable the attackers to use the training environment as a steppingstone to penetrate the internal network of the hosting organization.
Content Creation Issues Despite the fact that content for individual training exercises is not very difficult to create, attack training requires a large amount of practice. Therefore, content creation can become a problem, as overall it requires a large amount of human effort, as well as deep knowledge of cybersecurity. Several possible solutions can be envisaged. The simplest one would be to have training ecosystems that would allow sharing of training content created by different parties. However, this solution is not feasible from a commercial perspective, since training organizations usually try to differentiate from each other, and specific content can become one of such differentiating factors.
A very modern alternative would be to employ automatic content generation techniques, for example, by using machine learning, as it has been done already in the context of cybersecurity awareness training [19]. We envisage that the rapid progress of Large Language Models (LLMs), which are now able to generate not only natural language text, but also programming language code, will make it possible in the near future to have them also generate attack training content. Such as system could, for instance, use an entry from the CVE or NVD vulnerability databases to generate the corresponding attack training content that asks the trainees to exploit that particular vulnerability.
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Footnotes
1Note that some techniques use the same name but a different identifier, depending on the context. For instance, Exploitation of Remote Services (T1210) is defined for the Enterprise context, and Exploitation of Remote Services (T1428) for the Mobile context.
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This chapter discusses in detail the forensics training form of cybersecurity training, beginning with an overview of the training methodology. The two main forensics training types, fundamental forensics training and forensic methodology training, are presented next to illustrate how to teach and learn the corresponding skills. Some related information is also provided, such as forensic methodology guidelines and forensics training tools. Lastly, the main advantages and potential issues of forensics training are discussed from the trainee and organizer points of view.
5.1 Forensics Training Overview
Forensics training refers to those cybersecurity training activities that focus on teaching trainees how to conduct digital forensic procedures, i.e., how to collect and analyze in a systematic manner the digital evidence necessary to fully understand what occurred in the case of a cybersecurity incident. Such skills make it possible for trainees to take professional roles of forensic examiners or investigators, and there are several organizations that offer certifications in this field, both in vendor-neutral and vendor-specific forms [1].
Reconstructing the steps of a cyberattack enables forensic experts to carry out several complementary tasks, such as assisting the incident responders, supporting the remediation efforts, providing evidence in case of legal actions, preparing documentation for external auditors, etc. These are all critical components of the cybersecurity strategy of an organization, hence the strong need for having an effective forensics training methodology.
5.1.1 Overall Methodology
The methodology for conducting forensics training depends on the goals of the training activities, such as teaching only fundamental skills, or focusing on more complex skill sets. The first important criterion to consider relates to the use or not of a training environment:	No training environment: At a minimum, simply preparing some files may be enough to perform forensics training, for instance, for trainees to analyze their metadata in order to extract date/time or location information. In this case, no training environment is required, even though training platforms may have a user interface to facilitate the training activity.

	Simple training environment: For teaching more advanced skills, virtual machines can be used as training environments, for example, to make it possible for trainees to locate and extract by themselves specific data, such as browser history, log files, or registry content, before analyzing it.

	Realistic training environment: Placing the trainees in realistic situations is the most effective form of training in the case of forensics too. By using full-fledged network environments, trainees can attempt to trace the sequence of attack steps across several hosts, as it would be done in a real-world scenario.





Another important distinction that needs to be made is regarding the presence or absence of live attacks during the training, as follows:	No attacks: Most forensics training activities are done in settings that assume that an incident has already taken place. Therefore, no attack is occurring during the training, and trainees simply have to investigate post factum the circumstances and consequences of the incident.

	Live attacks: More realistic forensics training conditions can be achieved by organizing live attacks (for example, conducted by a red team) while the training takes place. This makes it possible for trainees to learn how to determine if an attack is in progress, for instance, based on suspicious connection attempts, unexpected activity, etc. Note that attack detection is one aspect of forensics training that is tightly related to defense training.





It is clear from the above discussion that there is a strong interdependency between forensics training and the other forms of training, as it will be discussed next.

5.1.2 Approach Interdependency
As it was pointed out in Chap. 3 (cf. Fig. 3.​1), forensics training is complemented by the two other forms of training, namely defense training and attack training. This interdependency is a key aspect of cybersecurity training, since it makes it possible for trainees to improve their corresponding skills in a mutually correlated manner, as illustrated in Fig. 5.1.[image: ]A flowchart illustrating the relationship between Forensics Training, Attack Training, and Defense Training. Forensics Training is central, with arrows pointing to and from Attack and Defense Training. Attack Training focuses on improving attack investigation and concealing attack indicators. Defense Training emphasizes mastering attack detection and preserving attack evidence.


Fig. 5.1The interdependency of forensics training with respect to the other forms of training, defense training and attack training



One of the main outcomes of forensics training is that trainees become able to detect the signs of cyberattacks based on how they are reflected in system log files, network activity, or even memory content. This understanding is extremely valuable for defense training, since attack detection represents the first step of any set of countermeasures. Furthermore, the knowledge gained via defense training in regard to possible defense mechanisms for various attacks augments the forensics training process, as it provides insights into how attack traces and evidence can be preserved and retrieved even when defense countermeasures are used.
As for the relationship with attack training, the skills acquired via forensics training makes it possible for trainees to devise ways in which the attack traces and indicators can be concealed, so that both attack detection becomes harder, and the amount of evidence left is smaller. In its turn, all the knowledge and skills gained through attack training can be fed back into forensics training, helping trainees improve their overall attack investigation skills.
The above discussion emphasizes once more the need to consider the three forms of cybersecurity training not as independent aspects of cybersecurity training, but as complementary ones. Therefore, only by continuously going through the three forms of training security professionals can improve their knowledge and skills in order to be effective in handling cybersecurity issues in real circumstances.


5.2 Forensics Training Types
In order to distinguish between teaching basic forensic techniques, and teaching the methodology of the full forensic process, we classify the forensics training activities into two types:	Fundamental forensics training.

	Forensic methodology training.





5.2.1 Fundamental Forensics Training
Fundamental forensics training refers to teaching essential techniques that can be employed for digital forensics and related purposes. Many CTF challenges require trainees to use this type of basic skills for solving them. Consequently, various guidelines aimed at CTF participants, such as [2] and [7], are particularly useful references in this context. For the purposes of this chapter, we will separate the fundamental forensic skills into two main classes:	Digital forensics skills.

	Reverse engineering skills.





5.2.1.1 Digital Forensics Skills
Digital forensics skills are what could be considered the most standard type of forensic skills, and many CTF competitions include a challenge category named Forensics that targets these skills. The topics that refer to fundamental digital forensic skills can be classified into three main categories:	File analysis.

	Memory analysis.

	Network analysis.



File Analysis This is the most basic type of analysis, in which the content of files is analyzed from a forensics perspective. Given of many types of files that exist, this category is in fact rather broad, and it includes various subclasses, such as:	Log analysis: Analyze system logs in order to identify suspicious activity or anomalous events.

	Database analysis: Employ specific techniques to analyze the content of databases.

	File system analysis: Analyze a file system at binary level, for instance, in order to retrieve files that might have been deleted on purpose by an attacker (e.g., in order to hide their tracks).





In what follows, we will discuss several important issues with regard to file analysis that trainees need to consider. We note, however, that not all file analysis techniques must necessarily be mastered, and proficiency in only some areas, such as log analysis, may be sufficient for certain work roles.
OS Specific Files Given the multitude of operating systems in current use, trainees must be able to conduct the analysis of files that are specific to given OSs, such as:	For Linux: System log files (e.g., in relation with remote access attempts via the SSH protocol, or code execution), programs configuration files (e.g., settings of sensitive programs, such as the remote connection server sshd), etc.

	For Windows: Event log entries and registry entries that contain important information about system events (e.g., administrative events that indicate important changes to the system) and program configuration (e.g., application settings that may indicate a malicious behavior), etc.



File Related Concepts When learning about file analysis techniques, it is also important for trainees to comprehend the following concepts:	File formats: While file extensions are typically used to identify a file type, binary files also include a piece of information called file signature that allows programs that support those file types to check their validity. This information is used in forensics to identify the format of an unknown file (e.g., via the command file) in order to determine what tools to utilize for further analyzing it. A hexadecimal editor, which is a computer program used to view and edit the raw binary data of a file, can also be used to examine binary files in detail in case no suitable tool can be identified, or to correct corrupted file data.

	File metadata: Metadata refers to information that is associated with a file and that provides additional details about the file itself or its content. We distinguish two main cases in this context:	Embedded metadata: Most often, the metadata is embedded into the file itself. For example, digital photographs include EXIF (Exchangeable Image File Format) data that can be used to determine not only photography-related information, such as camera settings, but also information useful from a forensics perspective, such as when the photo was taken, and its GPS location. For this purpose, utilities such as ExifTool are used (see Sect. 5.3.3.1).

	File system metadata: In other cases, the metadata about a file is saved in the file system. Of particular interest is the time information associated to files, such as when a file was created, modified or accessed. Using this information makes it possible to reconstruct timelines regarding the ways in which a file was used, a potentially significant piece of evidence.






	Disk imaging: This represents the process of creating the binary image of a disk, in order to make it possible to analyze that binary image without risking that the original data is tampered with. Such tampering can happen even unwillingly, for instance, with respect to file metadata such as access time, since this type of information is updated automatically by the operating system whenever a file is accessed. A potentially useful tool in this context is Foremost,1 which uses file header and footer information, as well internal data structure, in order to recover deleted files from a binary image.



Steganography The concept of steganography, which means “concealed writing,” refers to the act of hiding data in binary files, such as images or audio, typically in order to convey a message or some other data in an undetectable manner.2 For example, the change caused by modifying the least significant bits in the representation of a pixel color of an image is not perceptible to the human eye, but the method can be used to hide some information in that image.
Due to the wide range of possibilities that exist in terms of steganography techniques, it is difficult to uncover messages concealed in this manner, unless there is a strong suspicion that a message is hidden in a given file. This is why CTF competitions usually have a separate category, named Steganography in addition to Forensics, dedicated to this particular type of challenge. For steganography challenges, the flag is typically hidden using simple techniques, such as making some text nearly invisible; various image filters can then be used unmask it. In other cases, a text flag can be hidden inside a binary file, for instance, in the file metadata, or by appending it at the end of the file. Metadata utilities or hexadecimal editors can be used in those cases to extract the hidden information.
In practice, one reason why malicious actors may use steganography is to exfiltrate data from a system in an undetectable manner. Especially for binary data, manipulating the least significant bits of a file representation is perhaps the most effective manner. Encrypting the message before hiding it makes retrieval even more difficult. Another use of steganography is to hide parts of ransomware or malicious JavaScript code, conceal encrypted URLs used to deliver attack payloads, and so on [8]. From a defense perspective, detecting such attacks directly is very difficult, hence analyzing software behavior is a more reliable solution in this case.
Memory Analysis While the information needed for digital forensics is typically stored on permanent storage media (hard disks, memory cards, etc.), there are cases when the necessary information is only present in the volatile memory of the system. This can happen for ongoing attacks, for instance. Hence, it is important for trainees to familiarize themselves with memory analysis techniques, so that they can retrieve any attack indicators that are present in the memory.
For real-time memory analysis, various command-line tools can be used to retrieve information about the running processes. For example, the utility ps can be run to examine the actual command used to launch a certain program, and the command arguments. Moreover, the utility top can be executed to display further details, such as the CPU and memory utilization for each process.
However, similar to the case of file systems, the state of the memory changes over time, and can also be altered by the actions of the forensics investigator. Consequently, a better approach when conducting forensics is to save the content of the RAM memory into a binary image file, typically referred to as a memory dump. The saved memory content can be examined via specialized tools, such as Volatility (which will be described in Sect. 5.3.3.3) to retrieve for further analysis not only information about the running processes, but also their internal data.
The steps that a trainee should typically follow for the analysis of a memory dump are the following: 	1.
Determine the type of the memory dump (OS name, version, etc.); this is especially necessary during training exercises, when only the memory image file is provided, without any additional information.

 

	2.
List the running processes that appear in the memory dump, and look for any suspicious signs, such as unusual process names.

 

	3.
Extract the memory data related to any suspicious process that was identified at the previous step.

 

	4.
Analyze the extracted process data for indicators of malicious activity, either via simple analysis techniques, such as the strings command that will extract all the text from the data, or by relying on more complex procedures, such as reverse engineering (see Sect. 5.2.1.2).

 



Network Analysis Network activity plays an important role in the forensics process, as it can reveal how a network-based attack took place (as opposed to physical attacks that are conducted by having physical access to a system, for example, via malicious USB devices). Network analysis makes it possible to accomplish various tasks, such as identifying the type of the attack, understanding the attack techniques, and determining the scope of the incident.
Since the number of cybersecurity incidents for which the entry point is in the network is considerable large, network analysis techniques are important to master. From a learner perspective, we distinguish two subclasses in this context:	Network traffic analysis: This refers to the analysis of actual network traffic, be it live traffic, or most typically based on a traffic capture file that contains the network packet information of interest. The network traffic mentioned here refers not only to user-generated traffic, but also to network management traffic, such as related to IP address assignment, routing, etc.

	Network activity analysis: This refers to the analysis of network-related user activity, such as web browsing, emailing, and so on, which is conducted by examining the corresponding files in the operating system, such as the web browser cache or email software storage.





For network traffic analysis, specialized analysis tools are needed, with the most often utilized tool being Wireshark (see Sect. 5.3.3.4). Such a network analysis tool makes it possible to display details about the network packets, filter them according to various criteria of interest, analyze the network traffic based on the characteristics of specific protocols, compute statistics about the network packets, and so on.
Note that, although for most internet traffic the TCP/IP protocol is used, there are instances when other protocols such as UDP, ARP, and so on, are also used, hence a broad knowledge of protocols may be required. Moreover, especially in IoT and industrial environments, completely different protocols may also appear, such as the CAN bus controller area network vehicle bus protocol, or the Modbus protocol for communication between industrial electronic devices.
We also note that some of the techniques used for network activity analysis are related to those described in the File Analysis paragraph above. Thus, for analyzing web browsing activity, trainees must be able to retrieve the browsing history and cache data, any saved cookies, etc. Then, this data must be examined based on file analysis techniques to extract the relevant information for further processing.
In this context it is important to stress that analyzing application data often requires investigating and correlating data obtained from multiple sources. For example, many applications use data files, may alter the configuration of the system, and often generate some form of network traffic. In such cases, all the techniques mentioned in the File Analysis, Memory Analysis and Network Analysis paragraphs may need to be used jointly in order to be able to draw meaningful conclusions.

5.2.1.2 Reverse Engineering Skills
The digital forensics techniques that we have discussed so far are mainly used to detect the occurrence of cybersecurity attacks, and to discover the sequence of steps that was used to conduct those attacks. However, to really understand the actual mechanisms of an attack, the malicious files used to execute that attack need to be analyzed in depth as well.
Reverse engineering is the process through which a binary (compiled) program is analyzed so that its functionality can be understood. In the context of forensics training, this refers to examining the behavior of a malicious program to identify the attack mechanisms that are embedded in it. Since this is a critical task in forensic investigations, CTF challenges often include a category named Reversing which covers this kind of exercises.
With regard to the practical techniques used for reverse engineering purposes, we distinguish three main classes of methods:	Direct analysis.

	Execution analysis.

	Decompilation.



Direct Analysis The most straightforward way to analyze a binary program is to examine directly the representation of the program in assembly language, which is a human-readable representation of machine code instructions. The conversion of machine code into assembly language is typically achieved via a utility named disassembler. The de facto standard utility employed for this purpose in forensics is called IDA3 (Interactive Disassembler), which is a software with a rich set of features applicable to reverse engineering.
Once a binary program is disassembled, trainees can examine the assembly language code to try to understand its functionality. Although this is in principle difficult for complex programs, for simpler programs, if one has enough knowledge of assembly language, it is not an impossible task. In order to better understand the correspondence between C language and assembly language code, trainees can use the Compiler Explorer4 online tool that shows the C and assembly language representations side by side for comparison and study purposes.
Execution Analysis The direct analysis approach only works for relatively simple programs. In more complex cases, executing the machine code helps with understanding the program behavior. To achieve this, a utility named debugger is used to execute the code step by step and examine how it behaves. The standard tool used for this purpose is the GNU Debugger, also known as gdb. For reverse engineering purposes, enhancing the functionality of the standard gdb with the Pwndbg5 plugin, which has a more user-friendly interface, yields a superior and more effective debugging experience.
Debugger programs such as gdb typically have built-in disassembly functionality, and they also enable trainees to perform many other useful actions. This includes viewing the state of the CPU registers, setting execution breakpoints, executing a program one step at a time, examining internal program data and structures, changing the values of program data, and so on. Another valuable feature of gdb is that it makes it possible to attach the debugger to an already running process, so that the internal state of that live process can be analyzed.
Decompilation For programs that have complex logic, even performing execution analysis may not provide sufficient insights into the behavior of a program. In that case, as a last resort, decompilation can be used, which is the process of converting machine code back into a high-level programming language such as C. While decompilation cannot generate the original source code, the high-level representation that is produced makes the code analysis much easier. One utility that can be used in practice to decompile a program is Ghidra, which also provides disassembly, assembly, graphing, and scripting capabilities (see Sect. 5.3.3.2).
The main challenge with decompiled code is that variable names are automatically generated, and typically have no connection with the role that a variable plays in the program. Therefore, trainees need to try to deduce the role of variables based on the way in which they are used. Converting the decompiled C language code to a simpler programming language, such as Python, can help in this respect, since it allows trainees to focus on the functionality of each block of code.


5.2.2 Forensic Methodology Training
In order to be able to successfully conduct a forensic investigation in real life from start to finish, experts should follow a standardized methodology or process that prescribes the sequence of phases that should be followed, and the detailed actions for each phase. One common model for the forensics process is that presented in the NIST Guide to Integrating Forensic Techniques into Incident Response [4], and we will rely on this model for the phases discussed in this section.
In order to master the forensic process, trainees must first understand what its phases are, then study in detail the specificities and techniques corresponding to each phase. Based on the aforementioned model, forensic methodology training should cover the following four phases: 	1.
Collection: In this phase, various types of media sources are inspected to identify, label, record and collect the data relevant to a certain event, while making sure that data integrity is preserved.

 

	2.
Examination: In the second phase, the collected data is processed using suitable forensic tools and techniques to identify and extract all relevant information, while ensuring that information integrity is protected.

 

	3.
Analysis: Next, the extracted information is analyzed to derive the evidence related to the event of interest that is required to address all the questions pertaining to the forensics investigation.

 

	4.
Reporting: In the last phase, the obtained evidence and the actions that were performed are described in detail, along with any recommendations that can be formulated regarding the improvement of related policies, procedures, etc.

 





We note that the phases described above consecutively transform the available media sources into data, then into information, and finally into evidence. Remembering this sequence of transformations is important for grasping what is the input and output of each of the forensic process phases.
5.2.2.1 Collection
In order to prepare for the first phase of the forensic process, collection, trainees must learn how to perform the following types of tasks:	How to identify the possible sources of data, both from permanent storage media and volatile memory?

	How to reliably acquire the data by following a plan that takes into account collection priorities, such as data value, volatility, amount of required effort?

	How to verify the integrity of the acquired data?

	How to document each step of the data acquiring process for future reference, including what specific tools were used?

	For ongoing incidents, how to collaborate with the incident response team, especially in terms of incident containment strategies that mitigate the evolving risks while preserving data integrity.






5.2.2.2 Examination
The second phase of the forensic process is examination, which requires trainees to learn how to perform the following actions:	How to assess and extract the relevant pieces of information from the data collected in the previous phase?

	How to handle any system features that may hinder access to data and code, such as data compression, encryption, and access control mechanisms?

	How to identify the data sources that contain the information of interest, and how to filter any extraneous information that is also included in the data?





To accomplish the actions presented above, various technical solutions are needed that further require trainees to learn practical skills that are necessary in connection with specific tasks, such as:	How to use text and pattern searches to identify the relevant data (e.g., which mentions a particular subject, refers to a given email address, etc.)?

	How to distinguish between types of data files, so that those that are of no interest for the examination can be excluded from the examination?

	How to inspect network traffic data, including that originating from multiple sources that must be correlated for a meaningful examination?

	How to identify the point of origin of an attack, in particular when faced with evasive techniques such as IP address spoofing, multiple or no longer valid IP addresses, etc.?

	How to examine application data by correlating several heterogeneous sources, such as file systems, memory content, and network traffic?





Many of the tasks mentioned above are the focus of fundamental forensics training, which should provide the required amount of practice for trainees. Mastering the relevant forensic tools, such as those mentioned in Sect. 5.3.3, is also important for being able to successfully accomplish these tasks.

5.2.2.3 Analysis
Analysis is the third phase of the forensic process, with its goal being to reach appropriate conclusions based on the available data (or to determine that no conclusions can be drawn). For the purpose of forensic analysis, trainees should learn how to perform the following actions:	How to identify what are the key elements concerning an incident, such as people, items, events, etc.?

	How to determine the relations between the identified elements in view of reaching a conclusion, typically by correlating data among multiple sources?

	How to identify the various types of changes made to a system, for example, by comparing system characteristics to a known baseline?





As discussed already for the examination phase, trainees must clearly understand that when analyzing application data is of utmost importance to be able to analyze data from multiple sources, and to correlate the events across sources. This is because most modern applications use data files, alter the system configuration, and also generate network traffic, making for highly complex scenarios.

5.2.2.4 Reporting
The last phase of the forensic process, reporting, is much less technical than the previous stages. Nevertheless, the forensic report is a very significant part of the process, as it summarizes the conclusions of the analysis phase, and a report of poor quality undermines all the work that was done up to that point.
The reporting phase is not covered in fundamental forensic training; hence, trainees must make additional efforts for learning how to master it. The information to be included in a forensic report typically includes:	Description of the actions that were conducted as part of the forensic process.

	Explanation of the selection of the tools and procedures used in the process.

	Detailed description of the results of the forensic analysis.

	Additional actions that may need to be performed (examining additional data sources, patching the identified vulnerabilities, improving the existing security controls, etc.).

	Recommendations regarding the improvement of the policies, procedures, and tools, as well as any other aspects of the forensic process.





Being able to clearly describe all the above elements is an important non-technical skill that trainees must learn. The main challenges they should be aware of in the context of forensic reporting are:	Alternative explanations: For some incidents, several explanations may be possible; all those explanations should be considered carefully, and attempts to prove or disprove each of them should be made.

	Audience considerations: Reports must contain the kind of information that is expected by its audience, such as copies of all evidence in case of law enforcement personnel, network data for system administrators, visual representations for senior management, etc.

	Actionable information: The information extracted from data should be included in the report in an actionable form, so that it can be used for further processing or follow-up purposes (e.g., to prevent future incidents that are made possible by a discovered vulnerability).





Identifying any problems that need to be remedied in the future, and proposing possible improvements to guidelines and procedures that the forensics team should implement are very important aspects of reporting. Once such changes are carried out, all team members should be informed, and the changes should be tracked via formal mechanisms to make it possible to identify the current versions of each process and procedure document. This also represents an opportunity for team members to improve their skills, for instance, by learning how to use tools and techniques that address the latest forensic techniques.



5.3 Related Information
Forensics training is a type of training activity that requires trainees to have deep technical knowledge. In what follows, we will review several resources that we consider particularly helpful in this context, first in terms of additional information sources, such as knowledge bases and forensic methodology guidelines. Then we will discuss several tools that trainees can use during the forensics training activity, and examples of forensics training platforms.
5.3.1 Forensic Knowledge Bases
Different from attack training and defense training, forensics training does not benefit from the existence of dedicated knowledge bases. Nevertheless, some efforts were recently made to integrate a series of related standards and guidelines by using an ontological model into a knowledge base that unifies the relevant concepts in order to assist the activity of forensic investigators [5].
In addition, the interdependency between the three forms of cybersecurity training makes it possible to reuse knowledge bases related to the other forms of training in the forensics context. Below we illustrate this possibility with two knowledge base examples that are discussed more extensively in other chapters.
5.3.1.1 ATT&CK
ATT&CK is a comprehensive knowledge base that includes a wide variety of information items regarding cyberattacks, as follows (see the attack training related discussion in Sect. 4.​3.​1.​1 for details):	Attack tactics used by real-world adversaries.

	Attack techniques corresponding to each attack tactic.

	Procedure examples for each attack technique.

	Mitigation methods for countering each attack technique.

	Information on how to detect each attack technique.





From a forensics training perspective, we consider that the following two aspects of the ATT&CK knowledge based are most relevant for trainees:	Procedure examples provide practical information on how certain attacks are conducted, hence the trainees can analyze them to determine what potential traces a given attack may leave in the system.

	The information related to attack detection includes valuable knowledge on how an attack manifests itself, hence for which type of signs one needs to look for to investigate that attack, for instance, via network traffic analysis.






5.3.1.2 D3FEND
D3FEND is a knowledge graph of cybersecurity countermeasures that serves as basis for the design and enactment of defense operations, such as (see the defense training related discussion in Sect. 6.​3.​1.​1 for details):	Defense tactics used to classify the possible defensive methods.

	Defense technique categories corresponding to each defense tactic.

	Defense techniques within each defense technique category.

	Additional information for each defense technique, including relationships with various digital artifacts, mapping to ATT&CK techniques, references to related documents, etc.





We consider that the following two aspects of D3FEND are the ones that trainees should mostly pay attention to in the context of forensics training:	The defense techniques categories that are part of the Detect tactic, such as File Analysis and Network Traffic Analysis, are directly related to the corresponding aspects of forensics. Studying them in detail, for example, via the referenced documents, would provide useful background information to trainees.

	The mapping of defense techniques to the cyberattack techniques described in the ATT&CK knowledge base makes it possible to understand their mutual relationship, and how various forensic techniques can be applied in order to investigate a given attack type.







5.3.2 Forensic Methodology Guidelines
Given that digital forensic techniques are often used as part of the legal process, various standardization organizations have published guidelines regarding the associated methodology. In what follows, we will review several such guidelines.
5.3.2.1 Guide to Integrating Forensic Techniques into Incident Response
The Guide to Integrating Forensic Techniques into Incident Response is a guideline on how to perform computer and network forensics that was developed by the U.S. National Institute of Standards and Technology (NIST) [4]. One specific aspect of this guide is that it uses an IT perspective on forensics and provides practical information on how to effectively perform forensics activities. Therefore, we consider it to be one of the most important guidelines in the area of digital forensics, and we followed it when designing the forensics training methodology described in Sect. 5.2.2.
The guide starts with advice on how to establish forensics capabilities in an organization. Then it reviews the forensics process and its four phases: data collection, examination, analysis, and reporting. However, the most significant part of the guideline, and its key contribution to the practical aspects of forensics training, is the detailed presentation of the procedures required for handle the various types of data during a forensics investigation, as follows:	Data from files.

	Data from operating systems.

	Data from network traffic.

	Data from applications.

	Data from multiple sources.





Another useful aspect of this guideline is that it includes the description of eight realistic scenarios that make it possible to practice the concepts presented in the guide via tabletop exercises. A general list of suggested questions for such exercises, as well as additional questions for each scenario are also provided. We consider that these scenarios could also be used by training organizers as a source of inspiration for designing practical exercises in regard to forensic techniques.

5.3.2.2 Related ISO/IEC Standards
The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC) have published several joint standards pertaining to forensics that we will briefly examine below.
ISO/IEC 27037:2012 Guidelines for identification, collection, acquisition and preservation of digital evidence This standard provides guidance on how to conduct the activities related to the handling of digital evidence, namely identification, collection, acquisition, as well as preservation of potential digital evidence. The devices and circumstances covered by this standard include:	Digital storage media, such as hard drives and memory cards.

	Mobile phones, Personal Digital Assistants (PDAs).

	Digital still and video cameras.

	Computers with network connectivity.



ISO/IEC 27041:2015 Guidance on assuring suitability and adequacy of incident investigative method This standard provides guidelines on the mechanisms to be used in order to ensure that the methods and processes used during the investigation of an information security incident are suitable for that purpose. In particular, the following aspects are covered by this standard:	How to capture and analyze the functional and non-functional requirements in relation with an incident investigation?

	How to validate the investigation processes to assure their suitability?

	How to assess the required levels of validation for given circumstances?

	How to integrate external testing and documentation into the validation process?



ISO/IEC 27042:2015 Guidelines for the analysis and interpretation of digital evidence This standard provides guidance on how to analyze and interpret digital evidence, while addressing the continuity, validity, reproducibility, and repeatability aspects related to this process. The best practices put forward in this standard include:	How to justify the selection of a given method for a particular analysis task, and how to show its equivalence with the methods used by other investigators?

	How to demonstrate that new methods devised for the examination of digital evidence are suitable for that purpose?

	How to interpret the digital evidence processed by a certain method, depending on the exact specificities of that method?



ISO/IEC 27043:2015 Incident investigation principles and processes This standard provides generic guidelines for common incident investigation processes, ranging from pre-incident preparation to investigation closure, with application to various incident investigation scenarios related to digital evidence. The processes and principles described in this standard refer to forensic investigations in relation with typical cybersecurity incidents, such as:	Unauthorized access.

	Data corruption.

	System crashes.

	Information security breaches.





The ISO/IEC standards we examined above provide less low-level technical details compared to the NIST guideline mentioned previously. Nevertheless, they do include important guidance on the general methodology to be used in forensic investigations that trainees must necessarily become familiar with if they want to conduct such investigations professionally.


5.3.3 Forensics Training Tools
There are many tools and utility programs that can be used in forensics training. Some of them are very basic, such as the file command that returns the type of a file and basic information about it (e.g., PNG image with a certain size and encoding), or the strings command that will extract all the strings from a binary file.
However, trainees should master the utilization of many other tools in order to become proficient at digital forensics. For example, the meta installation package named kali-tools-forensics for the Kali Linux distribution includes a list of about 70 such tools. Note that trainees must also be aware of the characteristics of anti-forensic tools, which malicious actors can utilize to conceal or destroy data, thus hindering forensic investigations.
Below we discuss some representative examples of forensic tools, especially in connection with the fundamental forensics training methodology in Sect. 5.2.1.
5.3.3.1 ExifTool
ExifTool is a utility for reading and writing meta information for a wide variety of files produced by digital cameras from many manufacturers, such as Canon, FujiFilm, Nikon, Sony, etc. The operation of ExifTool is based on the concept of tags, which are predefined labels that denote the type of meta information stored about the file, and the associated meta information.
Many tags in photographs are related to camera settings, such as image size, focal length, shutter speed, flash use, etc. From a forensics perspective, some of the most relevant tags are those related to the following types of meta information:	Camera information: Camera make, model name, firmware version, etc.

	File information: File name and type, modification date/time, access date/time, changed date/time, etc.

	GPS information: Altitude, date/time, latitude, longitude, etc.

	Comment: A description of the image that preview software typically displays.





Some of these tags can also be utilized to embed malicious information in an image file. For example, comment tags can potentially be used for command-injection purposes. Moreover, many forensics-related CTF challenges provide image files to participants, asking them to discover flags that are hidden in the modifiable tags of those files, and ExifTool can be used to accomplish such tasks.
Another use for ExifTool is to remove tags from images in order to protect the privacy of the author. This is a significant issue given the widely spread use of photo uploading to social networks, and many online platforms automatically scrub the metadata of the uploaded photos to prevent privacy violations.

5.3.3.2 Ghidra
Ghidra is an open-source software reverse engineering suite of tools developed by U.S. National Security Agency (NSA) [6]. Ghidra is implemented in Java, and can be used on Windows, Linux and macOS platforms. Ghidra has many features for the analysis of compiled code, including disassembly, assembly, decompilation, graphing, and scripting, as summarized below:	Disassembler functionality that displays the assembly language representation of a machine code program.

	Decompiler functionality that displays the automatically generated C language source code corresponding to a machine code program.

	Visualization of various components of a program, such as program tree, symbol tree, function call graph, etc.

	Analysis functionality for various components of a programs, such as defined strings, references to functions or addresses, etc.

	Version tracking capabilities for analyzing the differences between several versions of a program.

	Support for a variety of processor instruction sets and executable formats.

	Support for multiple users working together on a single project via the use of the Ghidra Server component.

	Optional extension components can be used to integrate other tools with Ghidra (such as Eclipse or IDA), or to add user-contributed plugins.





We consider that the visualization features and the program analysis features of Ghidra are most relevant for forensics training, especially for trainees who do not have much experience with reverse engineering.

5.3.3.3 Volatility
Volatility, which is presented as the “world’s most widely used memory forensics platform” [9], is a memory analysis framework that makes it possible to conduct forensics investigations based on the content of system memory. Volatility is mainly used to extract digital artifacts from RAM memory images of computer systems, so that the runtime state of those systems can be examined.
The supported memory image formats in Volatility correspond to a wide range of Windows, Linux and Mac operating system versions. However, for acquiring the actual memory images, external tools need to be utilized, such as the dd utility; alternatively, special files can be used, such as hibernation files or crash dump files.
The power of Volatility in the context of forensics training comes from the very large set of plugins that it includes, which the trainees can use to perform very specific tasks with regard to the memory image content. In Table 5.1 we present, for illustration purposes, the categories of plugins available for Linux, with several representative commands mentioned for each category.Table 5.1Overview of the Linux plugin categories available in Volatility


	Name
	Command examples

	Processes
	linux_pslist, linux_pstree, linux_lsof

	Process Memory
	linux_memmap, linux_bash

	Kernel Memory and Objects
	linux_lsmod, linux_moddump

	Rootkit Detection
	linux_check_tty, linux_keyboard_notifier

	Networking
	linux_arp, linux_ifconfig, linux_netstat

	System Information
	linux_cpuinfo, linux_dmesg, linux_mount

	Miscellaneous
	linux_volshell, linux_yarascan






5.3.3.4 Wireshark
Wireshark, which is described as the “world’s most popular network protocol analyzer” [11], is one of the most widely used tools for network analysis, and consequently for network forensics purposes. Although the tool can be used to analyze live network traffic or capture it for further analysis, in forensics training the most common use of Wireshark is for the analysis of network packet capture files in the standard format named PCAP (e.g., produced via command-line tools such as tcpdump). In CTF challenges, as well, PCAP files are provided to participants for investigation and flag retrieval.
The Wireshark features that we consider most important in the context of forensics training are as follows:	Display network packets with details about each protocol layer embedded in them (e.g., Ethernet, IP, UDP, etc.).

	Filter network packets based on many criteria, such as source and destination IP address, source and destination ports, etc.

	Colorize the displayed packets based on various filters for the easy identification of each protocol or packet type.

	Analyze network packets based on the characteristics of specific protocols, such as TCP data and control flows, etc.

	Create various statistics about the network packets, such as packet counts for each type of protocol, network statistics, etc.







5.3.4 Forensics Training Platforms
For illustration purposes, we provide below two examples of platforms that we consider particularly useful for forensics training. The examples are selected from the CTF platforms discussed in Chap. 10, since their online nature makes them easy to access and use:	HackThisSite [3]: A free online training platform with content divided into two main categories: basic Jeopardy-style challenges that are aimed at beginners, and realistic missions that ask participants to target training websites with built-in security flaws via a role-playing game approach. The training categories most relevant from a forensics training perspective are Forensics and Steganography, with the latter being important, as HackThisSite is one of the few platforms that has a distinct category for this type of challenges (see Sect. 10.​2.​1.​3 for details).

	W3Challs [10]: A free online CTF platform that hosts a large number of challenges, and which includes a fine-grained challenge tagging mechanism. The tags make it possible for participants to filter challenges, including based on the actual type of skills required to solve them, such as Android, ARM, Java, Python, etc. The training categories that are most related to forensics training are Forensics and Reversing, with W3Challs being one of the few platforms that includes reverse engineering challenges6 (see Sect. 10.​2.​1.​6 for details).







5.4 Discussion
Similar to how we proceeded for attack training, in this section we will discuss what are the main advantages of forensics training, but also what potential issues can be expected when conducting this kind of training activities. Again, we will examine both the trainee and organizer perspectives, so as to provide a well-rounded view regarding this topic.
5.4.1 Main Advantages
Due to its characteristics, forensics training presents several advantages compared to the other forms of cybersecurity training, as discussed next.
5.4.1.1 Trainee Perspective
First, we will discuss some of the advantages that we consider specific to forensics training from a trainee perspective.
Low Stress Aside from live incident detection, forensics training only involves various types of investigations of incident traces. Consequently, we judge it to be a more stress-free form of training compared to attack and defense training. This aspect can appeal to some of the trainees, who may find this kind of stress-free training experience more comfortable.
Career Opportunities Cybersecurity experts can work in a wide variety of environments. However, forensics experts have the specific opportunity to work in governmental agencies and law enforcement related professions. This type of careers may be very attractive for some trainees, and certifications such as Certified Computer Examiner (CCE) or Certified Cyber Forensics Professional (CCFP) are only a few of the relevant certifications that can help them achieve these goals.

5.4.1.2 Organizer Perspective
As for the organizer perspective, here are some of the advantages of forensics training compared to other forms of training.
Certification Demand As it was mentioned above when discussing career opportunities from a trainee perspective, working in governmental agencies and law enforcement is one of the appeals of digital forensics. However, in order to be able to join such professions, certification from a recognized authority is required. This leads to a corresponding demand for forensics training, and organizers can definitely benefit from such a demand. Moreover, such certifications typically need to be renewed regularly, which creates further opportunities for organizers.
Easy Training Setup The vast majority of forensics training exercises, especially with regard to fundamental skills, simply require preparing files that the trainees need to analyze. Hence the setup process for a forensics training activity is relatively easy compared to attack and defense training.
Even for more complex types of forensics training, in which realistic network environments that trainees will investigate must be prepared, their generally static nature, without events that need to be managed in real time, makes training environment setup relatively easy in this case as well.


5.4.2 Potential Issues
Forensics training can also lead to several potential issues that we will discuss below, first from a trainee and then from an organizer perspective.
5.4.2.1 Trainee Perspective
The most important issues that trainees can expect when conducting forensics training are examined below.
Acquiring Non-technical Skills Being able to conduct a forensic investigation requires from trainees a series of non-technical skills. Some of them are tightly related to personal aptitudes, such as the ability to think analytically, to organize one’s activity, to draw conclusions about data, to pay attention to detail throughout the investigative processes. Learning such skills may be challenging for some trainees, who may even end up finding this type of work too tiresome.
Other phases of the forensics methodology, in particular reporting, requires trainees to possess excellent written and verbal communication skills, and to be able to explain complex information in a clear and concise manner. This type of abilities are easier to learn, but sufficient practice is required to master them at a satisfactory level.
Task Complexity When attempting a forensic analysis, trainees need to consider many possibilities and scenarios, as cybersecurity incidents can occur in a variety of patterns. Therefore, being able to locate and put together the necessary information for understanding the incident can be a challenging task. Although some trainees may consider this variety as a positive and motivating factor, we consider that becoming proficient at forensics requires an important amount of learning. Nevertheless, the learning curve can be greatly improved by leveraging any previous experience with cybersecurity incidents a trainee may have.

5.4.2.2 Organizer Perspective
From an organizer perspective, some of the challenges related to forensics training are as follows.
Teaching Non-technical Skills The challenge related to acquiring non-technical skills mentioned above for trainees is also relevant from an organizer perspective. This is because organizers must devise ways through which this kind of skills, such as analytical thinking, can be taught. However, a lack of a standardized methodology in this field makes the task difficult. We consider that the best approach to tackle this issue is that instructors explain their own thought processes to trainees, then help them practice via non-technical exercises as needed.
Accreditation Requirements As mentioned previously, forensics experts have the opportunity to work in governmental agencies and law enforcement jobs. This aspect creates constraints on training organizers who want to target such trainees, as the training programs must then be aligned with the requirements of those professions. Moreover, in order that their certifications are recognized in these domains, the training programs themselves need to be accredited/approved by a government entity, such as the ANSI National Accreditation Board (ANAB) in the U.S. These requirements create a management and financial overhead that the organizers should be aware of before attempting to set up such training programs.
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This chapter discusses in detail the defense training form of cybersecurity training, starting with an overview of the training methodology. The two main defense training types, fundamental defense training and defense methodology training, are presented next from the perspective of teaching or learning the corresponding skills. Some related information is also provided, such as defense knowledge bases and defense training tools. Finally, the main advantages and potential issues of defense training are discussed from the trainee and organizer points of view.
6.1 Defense Training Overview
Defense training refers to those cybersecurity training activities that focus on teaching trainees how to defend network systems from cyberattacks. To achieve this goal, a multidimensional approach is required that comprises the implementation of security controls and verification of their effectiveness, effective security operations and analysis, reliable security architectures and engineering, and so on. By mastering such skills, trainees are able to take various roles in an organization, such as members of a Cybersecurity Operation Center (CSOC), architects of security and risk management solutions, etc.
6.1.1 Overall Methodology
The methodology used to conduct defense training activities depends on the specific goals of the training, such as teaching fundamental skills or more complex ones. However, differently from attack and forensics training, having a training environment is inherently always necessary when conducting defense training. This is because, apart from general knowledge and best-practice information gained through study, actual defense skills need to be practiced. The complexity of the environment can be adjusted to the training goal, though, as follows:	Simple training environment: For teaching basic skills, such as those related to the configuration and settings that are required to harden a system, simple forms of training environments are sufficient, such as virtual machines with the target operating system and applications installed.

	Realistic training environment: For more complex skills, especially those that are related to networking aspects, such as network intrusion prevention or network traffic filtering, full-fledged network environments are needed, so that trainees can practice their skills in realistic conditions.





Another important distinction is that regarding live attacks that could be included during the training, with two main possibilities:	No attacks: For many defense training activities, having a passive environment is sufficient for practicing a wide variety of skills. Trainees can use such environments to make certain that they have the required practical abilities related to specific defense mechanisms, for instance, how to configure firewalls, how to harden the operating system and communication settings, etc. Note, however, that passive environments do not make it possible to test the effectiveness of the defense techniques the trainees use.

	Live attacks: To determine how effective the defense skills of a trainee are, live attacks are needed, as their success or failure can be used to judge whether a defense technique was used correctly or not. Most often, live attacks are conducted by a red team, as part of the training activity. However, emulated live attacks can also be used as a lower-cost approach that, in addition, ensures the reproducibility of training conditions.





Next, we will proceed to discuss in more detail the interdependency that exists between defense training and the other forms of training.

6.1.2 Approach Interdependency
As indicated in Chap. 3 (cf. Fig. 3.​1), defense training is complemented by two other forms of training, namely attack training and forensics training. These three forms of training, combined, cover all the cybersecurity skills that a security professional needs to master. However, the interdependency between these three forms of training, as illustrated in Fig. 6.1 from a defense training perspective, is important to keep in mind in the overall context of cybersecurity training.[image: ]Flowchart illustrating the relationship between defense, forensics, and attack training. The central focus is "Defense Training," which connects to "Forensics Training" with arrows labeled "Improve defense countermeasures" and "Detect attack indicators." It also connects to "Attack Training" with arrows labeled "Master defense mechanisms" and "Avoid attack mitigations."


Fig. 6.1The interdependency of defense training with respect to the other forms of training, attack training and forensics training



The main outcome of defense training is, obviously, that trainees are able to master a wide variety of defense mechanisms that they can apply in practice to block and mitigate attacks. This in-depth understanding is extremely valuable when conducting attack training, as trainees can then switch to an attacker mindset, and try to devise techniques that make it possible to avoid those attack mitigations; thus, trainees can further improve the effectiveness of their attack skills.
Via defense training, trainees also become proficient at detecting the key attack indicators for various categories of attacks. This knowledge is beneficial for forensics training, of which attack detection is an important component. Moreover, forensics training informs trainees on how to improve the defense countermeasures, so that in turn their defense skills improve as well. In fact, Digital Forensics and Incident Response (DFIR) is a cybersecurity specialization that addresses the identification, investigation, and remediation of cyberattacks. This specialization further emphasizes the tight connection that exists between forensics and defense training.
As mentioned already, even though we have discussed the three forms of cybersecurity training in separate chapters, and often training activities are conducted separately as well, it is essential to recognize their strong interdependency. By continuously going back and forth between all the three forms of training, trainees are able to form a comprehensive view on cybersecurity and master the full range of skills needed in a wide variety of related jobs.


6.2 Defense Training Types
In order to distinguish between teaching basic defense techniques, and teaching the detailed procedure corresponding to the full cyber defense methodology, we classify the defense training activities into two types:	Fundamental defense training.

	Defense process training.





6.2.1 Fundamental Defense Training
Fundamental defense training refers to teaching essential techniques that can be employed for cyber defense purposes. In what follows, we will examine the fundamental defense skills from two perspectives, as follows:	Types of skills, examined based on the abilities required to use the skills.

	Purposes of skills, considered based on the intended function of the skills.





For the discussion of the fundamental defense skills, we will make reference to two sources of information. When considering skills based on their type, we will refer to the mitigations in the MITRE ATT&CK knowledge base (see Sect. 6.3.1.3 for details). Then, when discussing the skills from the perspective of their purpose, the defense tactics, categories and techniques in the D3FEND knowledge graph (see Sect. 6.3.1.1 for details) will be used as reference. At the end, we will also conduct a comparison of the two perspectives, which will provide some interesting insights.
6.2.1.1 Fundamental Defense Skills by Type
From the point of view of the trainees learning them, the easiest way to consider skills is in a bottom-up manner, in which the skills are classified based on their type, as this makes it simpler for trainees to target a given skill in order to learn it. We identified four types of skills from this perspective, as shown next:	Configuration skills: Abilities regarding how to perform configurations and settings related to security.

	Tools use skills: Abilities with regard to the use of software tools and utilities related to security.

	Mechanisms use skills: Abilities related to employing specific security mechanisms and techniques.

	Awareness skills: General practices and knowledge important in a defense context.





When discussing below these four types of defense skills, we will mention the corresponding mitigations from the MITRE ATT&CK knowledge base. Trainees can use them as reference in order to obtain practical information about each mitigation, and the way in which it can be implemented for specific attack techniques.
For this purpose, all the 43 MITRE ATT&CK mitigations currently available in the Enterprise matrix are presented in Table 6.1 in alphabetical order, the same order in which they are displayed in the knowledge base. The table also includes the identifiers for each mitigation, as well as our classification by skill type in the third column. Note that the right-hand portion of the table presents information about the defense tactics, categories and techniques from the D3FEND knowledge graph corresponding to those mitigations, which will be referred to in Sect. 6.2.1.3.Table 6.1Required types of skills, and mapping into corresponding D3FEND tactics, categories and techniques, for the ATT&CK mitigations in the Enterprise matrix


	Id
	ATT&CK mitigation
	Skill type
	D3FEND tactic
	Cat./Tech.

	M1036
	Account Use Policies
	Configuration
	Harden
	D3-CH*

	M1015
	Active Directory Configuration
	Configuration
	Isolate
	D3-MAC

	M1049
	Antivirus/Antimalware
	Tools
	Detect
	D3-FCOA

	M1013
	Application Developer Guidance
	Awareness
	–
	–

	M1048
	Application Isolation and Sandboxing
	Mechanisms
	Isolate
	D3-KBPI

	M1047
	Audit
	Mechanisms
	Model
	[image: $$\sim $$]D3-SYSVA

	M1040
	Behavior Prevention on Endpoint
	Tools
	Detect
	D3-PA*

	M1046
	Boot Integrity
	Configuration
	Harden
	D3-TBI

	M1045
	Code Signing
	Configuration
	Harden
	D3-AH*

	M1043
	Credential Access Protection
	Tools
	Harden
	D3-CH*

	M1053
	Data Backup
	Tools
	–
	–

	M1057
	Data Loss Prevention
	Tools
	Model
	[image: $$\sim $$]D3-DI

	M1042
	Disable or Remove Feature or Program
	Configuration
	Harden
	D3-AH*

	M1055
	Do Not Mitigate
	Awareness
	–
	–

	M1041
	Encrypt Sensitive Information
	Mechanisms
	Harden
	D3-MENCR

	M1039
	Environment Variable Permissions
	Configuration
	Harden
	D3-SCP

	M1038
	Execution Prevention
	Configuration
	Isolate
	D3-EDL

	M1050
	Exploit Protection
	Tools
	Detect
	D3-PA*

	M1037
	Filter Network Traffic
	Mechanisms
	Isolate
	D3-NTF

	M1035
	Limit Access to Resource Over Network
	Mechanisms
	Isolate
	D3-NI*

	M1034
	Limit Hardware Installation
	Configuration
	Harden
	D3-PH*

	M1033
	Limit Software Installation
	Configuration
	Harden
	D3-PH*

	M1032
	Multi-Factor Authentication
	Configuration
	Harden
	D3-MFA

	M1031
	Network Intrusion Prevention
	Tools
	Detect
	D3-NTA*

	M1030
	Network Segmentation
	Mechanisms
	Isolate
	D3-NI

	M1028
	Operating System Configuration
	Configuration
	Harden
	D3-PH*

	M1027
	Password Policies
	Configuration
	Harden
	D3-SPP

	M1056
	Pre-Compromise
	Awareness
	–
	–

	M1026
	Privileged Account Management
	Configuration
	Harden
	D3-UAP

	M1025
	Privileged Process Integrity
	Configuration
	Isolate
	D3-EI*

	M1029
	Remote Data Storage
	Tools
	Harden
	D3-AH*

	M1022
	Restrict File and Directory Permissions
	Configuration
	Harden
	D3-LFP

	M1044
	Restrict Library Loading
	Configuration
	Harden
	D3-DLIC

	M1024
	Restrict Registry Permissions
	Configuration
	Harden
	D3-SCP

	M1021
	Restrict Web-Based Content
	Configuration
	Harden
	D3-AH*

	M1054
	Software Configuration
	Configuration
	Harden
	D3-ACH

	M1020
	SSL/TLS Inspection
	Tools
	Detect
	D3-FC

	M1019
	Threat Intelligence Program
	Awareness
	–
	–

	M1051
	Update Software
	Mechanisms
	Harden
	D3-SU

	M1052
	User Account Control
	Configuration
	Harden
	D3-UAP

	M1018
	User Account Management
	Configuration
	Harden
	D3-UAP

	M1017
	User Training
	Awareness
	–
	–

	M1016
	Vulnerability Scanning
	Tools
	Model
	D3-SYSVA





Configuration Skills The ability to correctly configure the operating system and applications is a key defense skill. Since the range of the types of configurations and settings is wide, a significant amount of knowledge is required for that. We review below the most important types of settings that need to be performed:	Operating system configuration: Settings related to application integrity verification (M1045), unnecessary software use prevention (M1042), environment variable modification permissions (M1039), undesired application execution prevention (M1038), limiting installation of unapproved software (M1033), mechanisms for hardening the operating system (M1028), restricting access to files and directories (M1022), protection of processes with high privileges (M1025), library loading restrictions (M1044), and registry/configuration restrictions (M1024).

	Account configuration: Settings related to user account management (M1018), multi-factor authentication (M1032), policies related to user accounts (M1036), policies regarding passwords (M1027), management of privileged accounts (M1026), and management of user account elevation mechanisms (M1052).

	Application/service configuration: Settings related to Active Directory service management (M1015), restrictions on access to web-based content (M1021), and mechanisms for hardening applications and services (M1054).

	Host-level configuration: Settings related to secure booting (M1046), and limiting installation of unauthorized hardware, including USB devices (M1034).





Based on the large number of mitigations referenced above—21 in total, which makes almost half of the total number of mitigations in the MITRE ATT&CK Enterprise matrix—it is clear that this type of skill is very important. Most of the necessary settings have to be done at the operating system level (10 in total), hence good knowledge of operating systems is important for defense training. In addition, many settings are related to account configuration (6 in total), as this represents a key defense mechanism. Mastering techniques for hardening applications and services, as well as securing hosts is also important.
Tools Use Skills To be effective, trainees must also master the use of various software tools and utilities that are employed for cyber defense purposes. These tools cover a wide variety of aspects, such as:	Execution prevention: Software tools with functionality related to virus/malware detection (M1049), suspicious behavior prevention (M1040), protection from exploits (M1050), and network intrusion prevention (M1031).

	Access and loss prevention: Software tools with capabilities related to credential access prevention (M1043), data loss prevention (M1057), remote storage or backup of security logs and sensitive files (M1029), and the inspection of encrypted traffic for adversary activity (M1020).

	General security purposes: Software tools with capabilities related to scanning systems for vulnerabilities (M1016), and data backup (M1053).





From the list above—in which a total of 10 skills were mentioned—it is obvious that execution and access/loss prevention are key defense mechanisms, with 8 skills in total being included in those two areas, and trainees must necessarily master the utilization of the related software tools. However, abilities related to software tools that implement two fundamental security best practices, namely vulnerability scanning and data backup, are also important.
Mechanisms Use Skills This category includes a number of specific mechanisms and techniques—corresponding to a total of 7 skills—which are employed to ensure the security of a system, and that the trainees should necessarily learn how to employ, as described below:	Application isolation and sandboxing: Using isolation and sandboxing techniques makes it possible to restrict code execution to virtual environments in order to lower the associated security risks (M1048).

	Auditing: To be able to identify any existing potential weaknesses, it is important for trainees to know how to conduct audits and scans of systems, permissions and configurations (M1047).

	Encryption: The encryption of sensitive information is a critical aspect of any defense strategy, being one of the strongest methods in this context from a theoretical/mathematical perspective (M1041).

	Traffic filtering/limitation: Filtering network traffic is an important defense mechanism, and trainees must master skills and knowledge related to the use of network appliances and/or endpoint software for filtering network traffic (M1037), and for limiting remote access to network-connected resources, such as files shares, data base systems, and so on (M1035).

	Network segmentation: Network segmentation refers to designing the topology of a network in such a manner that critical functions and resources are isolated (M1030); this can be done physically or logically, via architectures such as DMZ (Demilitarized Zone), or mechanisms such as VPC (Virtual Private Cloud).

	Software updates: As an important aspect of any defense strategy, all software should be regularly updated (M1051); a challenge in this context is identifying how to avoid impacting the operations of the organization, and suitable update strategies should be designed for this purpose.



Awareness Skills In this category we include those defense best practices that are not related to actual technical skills, but rather to knowledge that is necessary for a comprehensive approach to defense. The items in this category are as follows:	Training activities: Trainees must acknowledge the need for defense-related training activities; this includes guidance and training for application developers (M1013), as well as training for regular users (M1017).

	Threat intelligence: Given the importance of threat intelligence, having an internal threat intelligence program can significantly improve the defense capabilities of an organization (M1019).

	Mitigation limitations: Trainees should be aware that for certain attack techniques, such as execution guardrails, mitigations may actually increase the damage. Therefore, choosing not to mitigate is the recommended approach in such cases (M1055); moreover, pre-compromise attack techniques, i.e., those that precede initial access, such as reconnaissance, are often difficult to mitigate (M1056).





Although only 5 elements in total are included in the awareness category, their wide scope shows that this type of knowledge is also important in the context of defense training and should be taken into account by trainees.

6.2.1.2 Fundamental Defense Skills by Purpose
Once trainees master several types of skills, it is important to also consider what is the function of those skills, that is, for what purpose they are to be used, in a top-down perspective. This makes it possible for trainees to reason about the ways in which specific skills are to be used not only individually, but as a combination, in order to achieve a certain defense goal.Table 6.2Overview of the tactics in the D3FEND knowledge graph


	Name
	Tactic definition
	Count

	Model
	The model tactic is used to apply security engineering, vulnerability, threat, and risk analyses to digital systems. This is accomplished by creating and maintaining a common understanding of the systems being defended, the operations on those systems, actors using the systems, and the relationships and interactions between these elements
	27

	Harden
	The harden tactic is used to increase the opportunity cost of computer network exploitation. Hardening differs from Detection in that it generally is conducted before a system is online and operational
	33

	Detect
	The detect tactic is used to identify adversary access to or unauthorized activity on computer networks
	77

	Isolate
	The isolate tactic creates logical or physical barriers in a system which reduces opportunities for adversaries to create further accesses
	23

	Deceive
	The deceive tactic is used to advertise, entice, and allow potential attackers access to an observed or controlled environment
	11

	Evict
	The eviction tactic is used to remove an adversary from a computer network
	12

	Restore
	The restore tactic is used to return the system to a better state
	12





For the presentation of the fundamental defense skills based on their purpose, we will rely on the defense tactics presented in the D3FEND knowledge base (see Sect. 6.3.1.1). Those defense tactics are listed below, where we also mention the number of corresponding techniques and technique categories for each tactic, based on the information in Table 6.2, to give an indication of their respective weight in the overall model:	Modeling (27 techniques).

	Hardening (33 techniques).

	Detection (77 techniques).

	Isolation (23 techniques).

	Deception (11 techniques).

	Eviction (12 techniques).

	Restoration (12 techniques).





We suggest that readers refer to Table 6.1 as a complement to the discussion below. Of particular note is the fact that, the mitigations in the ATT&CK knowledge base that we considered in Sect. 6.2.1.1 refer to one of the following D3FEND tactics: Harden, Detect, Isolate, and Model. Consequently, the corresponding ATT&CK mitigations can be used to obtain more practical details about the skills required for those four purposes. This also means, however, that trainees should also pay a special attention to the other tactics mentioned next, in order to gain a more thorough understanding of defense training aspects that were not yet covered.
Modeling Modeling refers to the creation of a logical model that reflects the common understanding of all the elements related to an organization: the systems to be defended, their operations, and the actors using them. The tasks that are involved for this defense aspect are as follows:	Create an inventory of all the assets of interest in terms of configuration, data, hardware and software components, network nodes, etc.

	Map all the network resources, both regarding logical and physical links, and including any associated traffic policies.

	Map all operational activities of the organization, such as access modeling, dependency and organization mapping, risk assessment.

	Map all the information related to systems, such as data exchange modeling, service and system dependency mapping, vulnerability assessment.



Hardening Hardening refers to all the steps that should be taken before making a system available online and operational. The purpose of this category of skills is to strengthen the system, so that it becomes more difficult to exploit from an adversary perspective. Some examples of tasks in this category are:	Update all applications and software packages, patch all known vulnerabilities.

	Configure the firewalls, including web application firewalls, to allow the minimum set of traffic types that are required for the system to operate correctly.

	Ensure that users have only the minimum set of permissions needed to perform their tasks, and that suitable authentication policies are in place.



Detection Detection refers to discovering the occurrence of a cyber incident as early as possible. For this purpose, a wide range of techniques are required that consider various aspects of the system or network that is to be defended. Below we provide some examples of relevant tasks in this category:	Monitor files and processes for signs of suspicious activity (although utilities such as anti-virus software can be relied on for this purpose during normal operation, manual analysis may be required once suspicious activity is detected).

	Monitor network traffic for signs of suspicious activity (as mentioned above, even though utilities such as intrusion detection systems can be used during normal operation, manual analysis may be need if suspicious activity is detected).

	Monitor user activity for signs of suspicious activity (again, utilities for monitoring behavior patterns can be relied on during normal operation, but manual analysis may be required in case any suspicious activity is detected).



Isolation Isolation techniques are those techniques used to restrict the possibilities of an adversary expanding their control over a system in case of an incident. There are two main types of tasks in this context:	Isolate processes by creating restrictions on what processes can be executed, what resources they can access, etc.

	Isolate hosts by introducing restrictions on what network resources they can access, the types of traffic they can send and receive, etc.



Deception Deception represents a class of modern defense techniques that attempt to make potential attackers target a controlled environment in order to reduce the risk to the organization, and to be able to observe their malicious behavior (for a more detailed discussion of this approach, see Sect. 6.3.1.2). The main tasks in this context are as follows:	Create a decoy environment that will become the target of the attack, such as a honeynet connected to the enterprise network that emulates certain functionality in order to attract adversaries.

	Create decoy objects that will become attack targets or vectors, such as files, network resources, session tokens or user credentials, etc.



Eviction Eviction refers to those defense techniques that are used to remove attackers from a system. For this purpose, defenders must strive to eradicate the effects of attacker activity, as illustrated next:	Eliminate credentials that were used by attackers by techniques such as locking of the compromised accounts, invalidation of the authentication cache, revoking of credentials, etc.

	Eliminate files that were used by attackers, such as malicious artifacts or programs, malicious emails, etc. (the files may, however, be stored securely for future purposes, such as forensics).

	Eliminate processes that are related to an attack by suspending or terminating those processes, shutting down or rebooting the compromised hosts, etc.



Restoration In order to return a system to its operational state, various restoration techniques must be used. This category includes skills that aim to:	Restore access to all the compromised components, such as network access, and user account access.

	Restore all the compromised objects, such as configurations, databases, files, and software, as well as reissue credentials.






6.2.1.3 Training Perspective Comparison
None of the two perspectives we discussed so far is intrinsically better or worse than the other. However, considering the fundamental defense skills based on their type (i.e., bottom up), or considering them based on their purpose (i.e., top down), as we did in Sects. 6.2.1.1 and 6.2.1.2, respectively, have each their own advantages and disadvantages in terms of ease of learning.
Nonetheless, the type-based skill classification makes more sense for trainees who start defense training, and in this section, we will use this perspective to compare the two approaches. Based on the mapping that we conducted in Table 6.1, we note several interesting insights, as follows:	Most ATT&CK mitigations are mapped into the Harden D3FEND tactic—22 in total—emphasizing the significance of hardening for both perspectives.

	The other ATT&CK mitigations are mapped into the Isolate, Detect, Model D3FEND tactics—7, 5, and 3 mitigations, respectively—showing both the importance of those tactics, and the fact that the overlap between the two knowledge bases is not very strong.

	A total of 6 ATT&CK mitigations could not be mapped at all into D3FEND tactics; most of them refer to the Awareness category that we discussed, which D3FEND, being oriented toward immediate practical measures, does not cover.

	The mapping process of ATT&CK mitigations was not straightforward when reaching the level of D3FEND techniques, further emphasizing that the two knowledge bases each contain specific information that could be used to complement each other. Some of the difficulties we encountered were:	Some mitigations, such as Privileged Account Management, User Account Control, and User Account Management had to be mapped into the same D3FEND technique, User Account Permissions (D3-UAP), showing that the level of detail of the knowledge bases can be different in some instances.

	For several mitigations, no suitable D3FEND technique could be identified, and we used a suitable technique category instead; for example, we mapped Account Use Policies into the generic Credential Hardening (D3-CH) technique category. In such cases, the suffix ‘*’ was used to denote that the mapping is a category, not a technique.

	In a few occasions, the D3FEND technique corresponding to an ATT&CK mitigation covered only partially the scope of the mitigation; for instance, we consider that the System Vulnerability Assessment (D3-SYSVA) technique has a narrower scope than the Audit mitigation. For these situations, the prefix ‘[image: $$\sim $$]’ was used to denote that the mapping is approximate.












6.2.2 Defense Methodology Training
For the outline of the training methodology with regard to the overall defense process, we will rely on the functions defined in the NIST Cybersecurity Framework (CSF) that will be detailed in Sect. 6.3.2.1, as they cover all aspects of a well-rounded defense methodology. The functions refer to the following aspects and expected outcomes of the defense process: 	1.
Govern: Manage the overall organization cybersecurity risk management strategy.

 

	2.
Identify: Determine what are the relevant cybersecurity risks for the organization.

 

	3.
Protect: Safeguard the organization assets so as to manage the identified risks.

 

	4.
Detect: Find and analyze potential cybersecurity attacks and compromises.

 

	5.
Respond: Take the necessary actions in order to mitigate a cybersecurity incident.

 

	6.
Recover: Restore all the organization assets and operations that were affected by a cybersecurity incident.

 





We note that there is some overlap between the methodology presented here and the D3FEND tactics discussed in Sect. 6.2.1.2. This is because this CSF-based methodology also takes a top-down view on defense. However, a complete defense process needs to consider the overall perspective of an organization, not only a technical defense point of view. Consequently, trainees should keep in mind this generic methodology for a comprehensive overview of all the defense-related activities and refer as needed to D3FEND tactics for technical details.
6.2.2.1 Govern
The initial factors to consider regarding the defense of an organization are the overall governing aspects regarding risk management. Although this function is not technically oriented, it is essential for several cybersecurity work roles, such as Chief Information Security Officer (CISO) or cybersecurity risk manager. Therefore, trainees who aim to work in such roles should learn how to address the following issues in relation with an organization:	How to determine the context (mission, expectations, requirements, etc.) surrounding the cybersecurity risk management decisions?

	How to formulate the strategy (priorities, constraints, assumptions, etc.) regarding risk management, and how to use it to support the decision process?

	How to establish and communicate the relevant roles, responsibilities, and authorities regarding cybersecurity?

	How to establish, communicate and enforce the cybersecurity policy?

	How to leverage the oversight of risk management activities to continuously improve the risk management strategy?

	How to establish and monitor the supply chain risk management processes?






6.2.2.2 Identify
From an operational perspective, the first step in defining the risk management is to understand what the current cybersecurity risks in an organization are. This requires trainees to master a series of techniques, as follows:	How to identify and manage the organization assets (data, systems, services, etc.) in accordance with the organization objectives and risk strategy?

	How to assess the risks regarding the organization, its assets and individuals from all the relevant perspectives (vulnerabilities, threats, etc.)?

	How to formulate improvements to the risk management processes, procedures and activities based on evaluation, testing, activity oversight, etc?






6.2.2.3 Protect
Once the cybersecurity risks regarding an organization are identified, the next step is to put in place the necessary safeguards for managing those risks. This requires considering a wide variety of aspects, such as:	How to manage identities and credentials, as well as authentication and access control mechanisms?

	How to provide cybersecurity awareness and training to personnel, depending on their roles and tasks?

	How to manage data security consistent with the organization’s risk strategy for all the possible data states: data-at-rest, data-in-transit, and data-in-use?

	How to manage platform security (hardware, software, services, etc.) consistent with the organization’s risk strategy?

	How to ensure the resilience of the technology infrastructure in the event of threats and adverse situations?





The actual tasks to be conducted in relation with this outcome are more technical in nature, and trainees can refer to the Informative References and Implementation Examples provided alongside CSF (see Sect. 6.3.2.1) for more practical information. Moreover, trainees should also leverage the techniques learned during fundamental defense training for this purpose.

6.2.2.4 Detect
All the goals discussed so far regarded mainly the defense preparation of the organization. However, pro-active measures must be taken in order to find and analyze potential cybersecurity attacks and compromises. These tasks too are relatively technical in nature, and they address the following issues:	How to monitor the organization assets (networks, physical environment, personnel, etc.) continuously so as to identify any anomalies, indicators of compromise, and adverse events?

	How to analyze the identified anomalies, indicators of compromise, and adverse events to characterize them and detect possible cybersecurity incidents?





We note that from a technical perspective several tasks in this category, especially those concerning event analysis, are closely related to the digital forensics skills discussed in connection with forensics training in Sect. 5.​2.​1.​1.

6.2.2.5 Respond
In case a cybersecurity incident was actually detected, various actions must be taken to mitigate it. This is a very important phase of the defense methodology, since it is critical in ensuring that the resulting damage is minimized. The most important aspects that trainees must consider in this context are as follows:	How to manage competently the response actions with regard to the detected cybersecurity incidents?

	How to leverage incident analysis to ensure an effective response, as well as to support the forensics and recovery activities?

	How to notify the relevant stakeholders, and how to publicly share information about the incident?

	How to prevent incident escalation via containment techniques, and how to mitigate incident effects?





Incident containment and mitigation techniques are most important from an operational perspective, and trainees should make sure to master the relevant technical skills that allow them to carry out these tasks. A high proficiency in this area is needed because these tasks must be completed not only effectively, but also in a timely manner, given the critical need to respond to incidents as soon as possible.

6.2.2.6 Recover
Last but not least, after a cybersecurity incident takes place, all the organization assets and operations that were affected by it must be restored. From an organization perspective this is a very important phase as well, as it allows the organization to resume its normal operation. Typical tasks in this context include:	How to perform the restoration activities according to the incident recovery plan to ensure that the systems and services affected by the cybersecurity incident are again operational?

	How to communicate and coordinate with all the related internal and external parties (stakeholders, the general public, etc.) regarding the recovery activities?





While the restoration activities themselves are technical in nature and depend significantly on the nature of the systems and services in an organization, the communication and coordination activities require trainees to make use of communication skills in order to be able to successfully accomplish such tasks.



6.3 Related Information
Defense training is a type of training activity that requires participants to master a wide variety of knowledge and skills. In what follows, we will review several resources that we consider particularly helpful in this context, first in terms of additional information sources, such as knowledge bases and defense methodology guidelines. Following that, we will discuss several tools that trainees can use during defense training, and some examples of defense training platforms.
6.3.1 Defense Knowledge Bases
There are a number of sources of knowledge that trainees can leverage in order to gain a deeper insight into how cybersecurity defense is to be conducted. In what follows, we will review the most important of them to illustrate what type of information is readily available for defense training purposes.
6.3.1.1 D3FEND
D3FEND is a knowledge graph of cybersecurity countermeasures that is intended as a basis for the design and enactment of defense operations [8]. Specifically, D3FEND includes the following information:	Defense tactics used to classify possible defensive methods.

	Defense technique categories corresponding to each defense tactic.

	Defense techniques within each defense technique category.

	Additional information for each defense technique, including relationships with various digital artifacts, mapping to ATT&CK techniques (see Sect. 4.​3.​1.​1), references to related documents, etc.





In what follows, we will illustrate the utilization of the D3FEND knowledge graph from a defense training perspective. For the examples provided below we will rely on D3FEND v0.15 that was released in April 2024.
Tactics At the top-level of D3FEND are situated the defense tactics, each of them representing one aspect of the defense methodology that trainees must be aware of. Differently from ATT&CK, D3FEND tactics are not assigned an identifier; however, definitions of their scope are provided for each tactic.
There are currently seven tactics specified in the knowledge graph, which are used to categorize a total of about 200 defense techniques. In Table 6.2 we summarize the D3FEND tactics by showing the name of each tactic, its definition, as well as the number of techniques that it includes.
Technique Categories D3FEND has a hierarchical structure, and at the second level are included defense technique categories, which can be considered as a sort of abstract defense technique. Technique categories have associated an identifier, a definition, and a graph of relationships with regard to digital artifacts for that category, which is an important source of information.
For instance, the Isolate tactic includes the technique categories shown in Table 6.3, for which we mention their corresponding definitions and technique count. If we consider the Network Isolation (D3-NI) technique category as an example, D3FEND describes for it the types of traffic that are blocked (e.g., DNS network traffic) or filtered (e.g., email) using this technique category, and also what this technique category can be used to isolate (e.g., intranet network).Table 6.3Overview of the technique categories for the Isolate tactic in the D3FEND knowledge graph


	Name
	Category definition
	Count

	Execution Isolation
	Execution isolation techniques prevent application processes from accessing non-essential system resources, such as memory, devices, or files
	7

	Network Isolation
	Network isolation techniques prevent network hosts from accessing non-essential system network resources
	14





From a defense training perspective, the main role of categories is to help trainees conceptualize the defense techniques at a high abstraction level in preparation for learning about the practical techniques we will discuss next.
Techniques Each technique category in D3FEND includes a number of techniques that are more practical from an operation point of view. These techniques as well have associated an identifier, a definition, and a graph of digital artifact relationships. For some of the techniques, specific sub-techniques are also defined that represent particular cases of application of a given technique.
As an example, in Table 6.4 we summarize the techniques and sub-techniques in the Network Isolation (D3-NI) category. The symbol ‘–’ is used as prefix to identify those sub-techniques that are subclasses of a given technique. For instance, the Network Traffic Filtering technique in the lower part of the table includes three sub-techniques, which specify whether the filtering is done in the inbound or outbound directions, and whether the filtered traffic type is email.Table 6.4Overview of the techniques and sub-techniques for the Network Isolation category in the D3FEND knowledge graph


	Name
	Category definition

	Broadcast Domain Isolation
	Broadcast isolation restricts the number of computers a host can contact on their LAN

	DNS Allowlisting
	Permitting only approved domains and their subdomains to be resolved

	DNS Denylisting
	Blocking DNS network traffic based on criteria such as IP address, domain name, or DNS query type

	– Forward Resolution Domain Denylisting
	Blocking a lookup based on the query’s domain name value

	– Reverse Resolution Domain Denylisting
	Blocking a reverse DNS lookup’s answer’s domain name value

	– Hierarchical Domain Denylisting
	Blocking the resolution of any subdomain of a specified domain name

	– Homoglyph Denylisting
	Blocking DNS queries that are deceptively similar to legitimate domain names

	– Forward Resolution IP Denylisting
	Blocking a DNS lookup’s answer’s IP address value

	– Reverse Resolution IP Denylisting
	Blocking a reverse lookup based on the query’s IP address value

	Encrypted Tunnels
	Encrypted encapsulation of routable network traffic

	Network Traffic Filtering
	Restricting network traffic originating from any location

	– Inbound Traffic Filtering
	Restricting network traffic originating from untrusted networks destined toward a private host or enclave

	– Email Filtering
	Filtering incoming email traffic based on specific criteria

	– Outbound Traffic Filtering
	Restricting network traffic originating from a private host or enclave destined toward untrusted networks





From a practical perspective, the sub-techniques in the D3FEND knowledge graph are the most relevant for defense training. This is because, in addition to the details mentioned above, other useful information is included for them, such as how each sub-technique works, various considerations about their use, as well as tools that can be used to put them into practice.
Nevertheless, we consider that the level of technical detail is lower compared to that available in the ATT&CK knowledge base. Hopefully, this will improve as new versions of D3FEND are released. The list of ATT&CK techniques related to a D3FEND technique is also an experimental feature that, while already useful to some extent, is expected to improve as the knowledge graph grows.

6.3.1.2 Engage
Another framework developed by MITRE is Engage [9]. Its goal is to support adversary engagement operations, which represent a modern cyber defense methodology. During such operations, an organization provides deceptive artifacts and systems with the goal of exposing adversaries in the organization network, affecting their ability to operate, and gathering information about their Tactics, Techniques and Procedures (TTPs). Also known as cyber denial or cyber deception, this type of adversary engagement operations have three phases: 	1.
Prepare: Determine all the details regarding the engagement, such as operational objective, expected adversary reactions, success criteria, etc.

 

	2.
Operate: Execute the actual engagement operation.

 

	3.
Understand: Process the data into actionable intelligence, analyze the points of success and failure, etc.

 





In what follows we will focus on the most technical phase, namely Operate, which includes the actual engagement actions, i.e., those cyber denial and deception activities used to make progress toward the engagement objectives.
Goals At the top level of each phase in the Engage framework are situated the goals, which represent the objectives of a phase component. In particular, the Operate phase is composed of three goals, as shown in Table 6.5. Each goal refers to a different aspect of the engagement, such as revealing adversary operations for Expose (EGO0001), or negatively affecting their operations for Affect (EGO0002).Table 6.5Overview of the goals for the Operate phase in the Engage framework


	Name
	Goal description

	Expose
	Reveal the presence of ongoing adversary operations

	Affect
	Negatively impact the adversaries operations

	Elicit
	Learn about adversaries tactics, techniques, and procedures (TTPs)





Approaches At the second level of each phase in Engage are located the approaches. For example, the Affect (EGO0002) goal includes three approaches, as shown in Table 6.6. Each approach refers to an overall method that can be used to achieve a given goal. For instance, the Disrupt (EAP0005) methodology should be used to reduce the ability of an adversary of conducting their planned attack.Table 6.6Overview of the approaches for the Affect goal in the Engage framework


	Name
	Approach description

	Prevent
	Stop all or part of the adversary’s ability to conduct their operation as intended

	Direct
	Encourage or discourage the adversary from conducting their operation as intended

	Disrupt
	Impair an adversary’s ability to conduct their operation as intended





Activities At the lowest level in the Engage framework are situated the activities. For example, the Disrupt (EAP0005) approach includes the activities presented in Table 6.7. Each activity represents a concrete technique that can be used to put a given approach into practice, such as Isolation (EAC0020) to prevent the expansion of an engagement beyond the desired limits, or Lures (EAC0005) to elicit a specific response from adversaries.Table 6.7Overview of the activities for the Disrupt approach in the Engage framework


	Name
	Activity description

	Isolation
	Configure devices, systems, networks, etc. to contain activity and data, thus preventing the expansion of an engagement beyond desired limits

	Lures
	Deceptive systems and artifacts intended to serve as decoys, breadcrumbs, or bait to elicit a specific response from the adversary

	Network Manipulation
	Make changes to network properties and functions to achieve a desired effect

	Software Manipulation
	Make changes to a system’s software properties and functions to achieve a desired effect





Note that some Engage activities appear in several approaches. For instance, Isolation (EAC0020) is part not only of the Disrupt (EAP0005) approach, but is also included in the Prevent (EAP0003), since isolation techniques can also be used to hinder the ability of an adversary to conduct operations as intended.
The information that is provided for Engage activities is richer than for the other components of the framework. Thus, in addition to descriptions and detailed definitions, which are provided for all the components, the following specific information is included for most activities:	A list of references to relevant research papers and technical documents that provide more details regarding a particular activity.

	A list of related ATT&CK tactics, alongside an explanation of the vulnerabilities that those tactics reveal about the adversaries using them.





We consider that this additional information is particularly important from a defense training perspective, as trainees can use it to expand their practical knowledge.

6.3.1.3 ATT&CK Mitigations
We have already discussed the ATT&CK knowledge base [6] in the context of attack training in Sect. 4.​3.​1.​1. At that point we mentioned that the knowledge base includes a series of mitigations that are associated to attack techniques. These mitigations are security concepts and classes of technologies that one can use to prevent an attack technique from being successfully executed. Since mitigations are core components of any defense strategy, we will consider them in more detail here.
There are currently 43 mitigations in the ATT&CK knowledge base, and we display in Table 6.8 a selection of 10 representative mitigations for illustration purposes, with focus on the network domain. It can be seen from our example that some mitigations, such as Software Configuration, refer to best practices regarding configuration and settings. Others, such as Exploit Protection, relate to best practices regarding defense mechanisms. Finally, some mitigations, such as Application Developer Guidance, refer to best practices regarding personnel training.Table 6.8Selected mitigations from the ATT&CK knowledge base


	Name
	Mitigation description

	Application Developer Guidance
	This mitigation describes any guidance or training given to developers of applications to avoid introducing security weaknesses that an adversary may be able to take advantage of

	Application Isolation and Sandboxing
	Restrict execution of code to a virtual environment on or in transit to an endpoint system

	Encrypt Sensitive Information
	Protect sensitive information with strong encryption

	Exploit Protection
	Use capabilities to detect and block conditions that may lead to or be indicative of a software exploit occurring

	Filter Network Traffic
	Use network appliances to filter ingress or egress traffic and perform protocol-based filtering. Configure software on endpoints to filter network traffic

	Network Intrusion Prevention
	Use intrusion detection signatures to block traffic at network boundaries

	Network Segmentation
	Architect sections of the network to isolate critical systems, functions, or resources. Use physical and logical segmentation to prevent access to potentially sensitive systems and information. Use a DMZ to contain any internet-facing services that should not be exposed from the internal network. Configure separate virtual private cloud (VPC) instances to isolate critical cloud systems

	Privileged Account Management
	Manage the creation, modification, use, and permissions associated to privileged accounts, including SYSTEM and root

	Software Configuration
	Implement configuration changes to software (other than the operating system) to mitigate security risks associated to how the software operates

	User Account Control
	Configure Windows User Account Control to mitigate risk of adversaries obtaining elevated process access





The categorization of mitigations based on their scope is important for determining which mitigations are important from a technical and operational perspective, and which are more relevant from a management perspective. For a discussion of how mitigations can be categorized, and the practical application of such a classification to automated secure system design, readers can consult [12].
Furthermore, the ATT&CK knowledge base also provides additional details about the actual mechanisms required to implement a certain mitigation depending on what specific threat one tries to address. As an example, in Table 6.9 we show several of the suggested mechanisms for implementing the mitigation Application Isolation and Sandboxing in the case of several attack techniques. Note that, for many of these mechanisms, the knowledge base also includes links to documents that contain more detailed technical information, which trainees can use as practical reference in the context of defense training.Table 6.9Selected mitigation mechanisms for the Application Isolation and Sandboxing mitigation in the ATT&CK knowledge base


	Target technique
	Mitigation mechanism

	Escape to Host
	Consider utilizing seccomp, seccomp-bpf, or a similar solution that restricts certain system calls such as mount. In Kubernetes environments, consider defining pod security standards that limit container access to host process namespaces, the host network, and the host file system

	Exploitation for Credential Access
	Make it difficult for adversaries to advance their operation through exploitation of undiscovered or unpatched vulnerabilities by using sandboxing. Other types of virtualization and application microsegmentation may also mitigate the impact of some types of exploitation. Risks of additional exploits and weaknesses in these systems may still exist

	Inter-Process Communication
	Ensure all COM alerts and protected view are enabled






6.3.1.4 Cyber Analytics Repository
The Cyber Analytics Repository (CAR) [7], which is also made available by MITRE Corporation, is a knowledge base of analytics that were developed as mechanisms for detecting the adversary behaviors described in the ATT&CK knowledge base. Consequently, the information included in the CAR repository is greatly relevant from an attack detection perspective.
The procedure that was taken to develop the CAR analytics involves the following four steps: 	1.
Identify and prioritize the adversary behaviors that should be addressed.

 

	2.
Identify what data is necessary to detect those adversary behaviors.

 

	3.
Identify or create a “sensor” utility for collecting the necessary data.

 

	4.
Develop the analytic used to detect the identified adversary behaviors.

 





For each CAR analytic, the ATT&CK techniques it refers to, possible implementation solutions, and the applicable platforms are described. Currently, there are about 100 entries in the analytics database. However, CAR contains not only analytics, but also a model to represent the observable data used to run the analytics, as well as information about sensor utilities that can be used to collect that data. All these are extremely useful instruments from a defense training perspective.


6.3.2 Defense Methodology Guidelines
From an organization perspective, cyber defense is the most important aspect in relation with cybersecurity. Consequently, government institutions have taken the necessary steps to create guidelines that organizations can use to make sure their cyber defense activities are as effective as possible. This is because, only by following standard methodologies an organization can ensure that it is taking a thorough and correct approach to address potential cyber threats. Next, we will introduce two examples of such guidelines that readers can refer to for this purpose.
6.3.2.1 NIST Cybersecurity Framework
The U.S. NIST Cybersecurity Framework (CSF) is a guideline regarding the management of cybersecurity risks that provides a taxonomy of high-level cybersecurity outcomes that can be used by organizations to understand, assess, prioritize, and communicate their cybersecurity efforts [11]. While the framework does not contain technical information on how these outcomes are to actually be achieved in practice, several relevant resources are provided alongside CSF to help in this context in an online, regularly updated form:	Informative References: Links to sources of guidance regarding each outcome that were selected among relevant global standards, guidelines, frameworks, regulations, policies, etc.

	Implementation Examples: Practical advice that explains potential ways in which each outcome can be achieved, expressed in a concise, action-oriented manner.





The essential part of CSF is represented by the CSF Core taxonomy, whose components are a hierarchy of Functions, Categories, and Subcategories that detail each outcome in a manner that is independent from business sector, country, and technology aspects. This makes it possible for organizations to address their unique risks, technologies, and mission considerations. For the component description that follows, we will rely on the content of CSF 2.0, released in February 2024.
Functions At the top of the CSF framework are the functions, which are the representation at the highest level of the desired cybersecurity outcomes. For each function, a unique alphabetic identifier, and a description of the function meaning are provided. Table 6.10 summarizes the CSF functions, and specifies the number of categories for each function. Note that the Govern function is new in CSF 2.0, and is conceived as an all-encompassing function that informs how an organization will implement the other five ones.Table 6.10Overview of the functions in the CSF 2.0 framework


	Name
	Function description
	Count

	Govern
	The organization’s cybersecurity risk management strategy, expectations, and policy are established, communicated, and monitored
	6

	Identify
	The organization’s current cybersecurity risks are understood
	3

	Protect
	Safeguards to manage the organization’s cybersecurity risks are used
	5

	Detect
	Possible cybersecurity attacks and compromises are found and analyzed
	2

	Respond
	Actions regarding a detected cybersecurity incident are taken
	4

	Recover
	Assets and operations affected by a cybersecurity incident are restored
	2





Categories Each CSF function includes a number of categories that provide a more detailed description of the expected outcomes for various aspects of that function. For example, the Protect (PR) function includes the categories shown in Table 6.11, ranging from asset management and training to infrastructure resilience, which are all important aspects of safeguarding an organization.Table 6.11Overview of the categories for the Protect function in the CSF 2.0 framework


	Name
	Category description
	Count

	Identity Management, Authentication, and Access Control
	Access to physical and logical assets is limited to authorized users, services, and hardware and managed commensurate with the assessed risk of unauthorized access
	6

	Awareness and Training
	The organization’s personnel are provided with cybersecurity awareness and training so that they can perform their cybersecurity-related tasks
	2

	Data Security
	Data are managed consistent with the organization’s risk strategy to protect the confidentiality, integrity, and availability of information
	4

	Platform Security
	The hardware, software (e.g., firmware, operating systems, applications), and services of physical and virtual platforms are managed consistent with the organization’s risk strategy to protect their confidentiality, integrity, and availability
	6

	Technology Infrastructure Resilience
	Security architectures are managed with the organization’s risk strategy to protect asset confidentiality, integrity, and availability, and organizational resilience
	4





Subcategories At the lowest level in CSF are subcategories, with each CSF category containing a number of such subcategories. The role of subcategories is to establish more practical controls that make it possible to assess the cybersecurity posture of an organization from a specific point of view. Subcategories do not have names, just alphabetic identifiers, but a description is provided for each of them.
For instance, the Platform Security (PR.PS) category includes the subcategories shown in Table 6.12. For illustration purposes, we have also included in the table an implementation example for each subcategory. These examples were selected from the Implementation Example document published alongside CSF. This type of detailed information is particularly relevant for defense training, as trainees can use it to define actionable strategies for achieving a certain goal.Table 6.12Overview of the subcategories for the Platform Security category in the CSF 2.0 framework


	Id
	Subcategory description
	Implementation example

	PR.PS-01
	Configuration management practices are established and applied
	Review all default configuration settings that may potentially impact cybersecurity when installing or upgrading software

	PR.PS-02
	Software is maintained, replaced, and removed commensurate with risk
	Perform routine and emergency patching within the timeframes specified in the vulnerability management plan

	PR.PS-03
	Hardware is maintained, replaced, and removed commensurate with risk
	Replace hardware when it lacks needed security capabilities or when it cannot support software with needed security capabilities

	PR.PS-04
	Log records are generated and made available for continuous monitoring
	Configure all operating systems, applications, and services (including cloud-based services) to generate log records

	PR.PS-05
	Installation and execution of unauthorized software are prevented
	Verify the source of new software and the software’s integrity before installing it

	PR.PS-06
	Secure software development practices are integrated, and their performance is monitored throughout the software development life cycle
	Protect all components of organization-developed software from tampering and unauthorized access






6.3.2.2 Security and Privacy Controls for Information Systems and Organizations
The U.S. NIST Security and Privacy Controls for Information Systems and Organizations guideline is a comprehensive catalog of security and privacy controls for information systems and organizations [10]. The term controls is used in this guideline to denote “descriptions of the safeguards and protection capabilities appropriate for achieving the particular security and privacy objectives of the organization and reflecting the protection needs of organizational stakeholders.”
The controls mentioned above are intended as support for the protection of organizational operations and assets from a diverse set of threats and risks. These risks include hostile attacks, human errors, natural disasters, structural failures, foreign intelligence entities, and privacy risks. Although not all the aspects in this guideline are directly related to defense training, there are many relevant controls, and for this reason we will next briefly introduce its components.
Control Families At the top level of this guideline are control families, which group all the controls related to a certain topic. There are currently 20 control families, and we present a selection of some of those most relevant for defense training in Table 6.13. For each control family, we show its alphabetic identifier, as well as the number of base controls in that family.Table 6.13Selected control families from the Security and Privacy Controls for Information Systems and Organizations guideline


	Id
	Control family name
	Count

	AC
	Access Control
	23

	AT
	Awareness and Training
	5

	CA
	Assessment, Authorization, and Monitoring
	8

	IA
	Identification and Authentication
	12

	IR
	Incident Response
	9

	MP
	Media Protection
	8

	RA
	Risk Assessment
	9

	SC
	System and Communications protection
	47

	SI
	System and Information Integrity
	22

	SR
	Supply Chain Risk Management
	12





Base Controls At the second level of the guideline are situated the base controls, which refer to a specific aspect that an organization must consider. For each control, a list of related controls, both in the same and in other families, is also provided. In addition, references to other relevant standards and guidelines are included as sources of technical information on how to implement a given control.
The System and Communications Protection (SC) control family has the largest number of such controls amongst the control families that we selected, namely 47, so we will use it next as an illustrative example. Thus, in Table 6.14, we present a selection of several base controls from the SC family, displaying for each of them their identifiers and descriptions.Table 6.14Selected base controls for the System and Communications Protection control family in the Security and Privacy Controls for Information Systems and Organizations guideline


	Id
	Name
	Base control description

	SC-2
	Separation of System and User Functionality
	Separate user functionality, including user interface services, from system management functionality

	SC-3
	Security Function Isolation
	Isolate security functions from nonsecurity functions

	SC-8
	Transmission Confidentiality and Integrity
	Protect the confidentiality and/or integrity of transmitted information

	SC-23
	Session Authenticity
	Protect the authenticity of communications sessions

	SC-26
	Decoys
	Include components within organizational systems specifically designed to be the target of malicious attacks for detecting, deflecting, and analyzing such attacks

	SC-35
	External Malicious Code Identification
	Include system components that proactively seek to identify network-based malicious code or malicious websites

	SC-39
	Process Isolation
	Maintain a separate execution domain for each executing system process





Control Enhancements At the lowest level of the guideline are situated the control enhancements, which are meant to add functionality or specificity to a base control, or to increase its strength. They are mainly intended for systems and environments of operation that require greater protection than that provided only by the base controls. For instance, the Transmission Confidentiality and Integrity (SC-8) base control includes five control enhancements, as shown in Table 6.15, together with their identifiers and descriptions.Table 6.15Overview of the controls enhancements for the Transmission Confidentiality and Integrity base control in the Security and Privacy Controls for Information Systems and Organizations guideline


	Id
	Name
	Control enhancement description

	SC-8(1)
	Cryptographic Protection
	Implement cryptographic mechanisms to prevent unauthorized disclosure of information; and/or detect changes to information during transmission

	SC-8(2)
	Pre- and Post-Transmission handling
	maintain the confidentiality and/or integrity of information during preparation for transmission and during reception

	SC-8(3)
	Cryptographic Protection for message externals
	Implement cryptographic mechanisms to protect message externals unless otherwise protected by alternative physical controls

	SC-8(4)
	Conceal or Randomize Communications
	Implement cryptographic mechanisms to conceal or randomize communication patterns unless otherwise protected by alternative physical controls

	SC-8(5)
	Protected Distribution System
	Implement a protected distribution system to prevent unauthorized disclosure of information; and/or detect changes to information during transmission





We consider that the level of detail included for base controls in general, and control enhancements in particular, is most useful from a defense training perspective, as trainees can obtain from them practical information on what measures are to be taken for a given purpose, as illustrated by the examples in Table 6.15.


6.3.3 Defense Training Tools
Defense training relies on several tools and utilities for accomplishing the technical tasks related to the various defense actions that are required to safeguard a system. For instance, the Kali Linux distribution makes available several related meta installation packages that are organized based on the CSF functions discussed in Sect. 6.3.2.1. The packages are named accordingly, such as kali-tools-identify, kali-tools-protect, kali-tools-detect, kali-tools-respond, kali-tools-recover, and include a total of around 40 utilities. In what follows, we will introduce some representative examples of defense training tools that illustrate the capabilities trainees can expect from such utilities.
6.3.3.1 iptables
iptables is a utility program for configuring filter rules of the Linux kernel firewall, and is part of the netfilter.org project [13]. We use here the mentioned utility name generically, but in practice the iptables command is used only in relation with IPv4 traffic, whereas other commands, such as ip6tables, arptables and ebtables, are used in relation with IPv6, ARP and Ethernet traffic, respectively. The same project also develops a successor for iptables, named nftables, which provides additional scalability and flexibility.
The key architecture element of iptables are the chains of rules that are to be applied to network traffic packets. Using the chains makes it possible to design a wide variety of actions. While the chains are mainly used to filter traffic, other uses are possible, such as Network Address Translation (NAT), and even modifications of the IP header of the packets. The five chains of rules available in iptables are the following:	PREROUTING: Chain where packets enter before a routing decision is made.

	INPUT: Chain for packets that are to be delivered locally.

	FORWARD: Chain for packets that are to be routed.

	OUTPUT: Chain for packets sent from the local host.

	POSTROUTING: Chain where packets enter after a routing decision was made.





Although the actual firewall utility used and its features depend on the operating system of a computer host, learning about iptables, and how it can be used to configure the Linux firewall, represents a very good introduction for trainees to the general concept of firewalls. Moreover, the fact that iptables configurations can be saved into and loaded from files makes it possible to reuse configurations for multiple hosts, which is another powerful feature of this utility.

6.3.3.2 Greenbone OpenVAS
Greenbone OpenVAS is a vulnerability scanning and management utility that is currently being developed by the company Greenbone AG [3]. OpenVAS has many features, including unauthenticated and authenticated scanning, support for various internet and industrial protocols, efficient large-scale scanning capabilities, as well as a powerful custom language that can be used to implement vulnerability tests.
The scanning functionality of OpenVAS is supported by feeds that are updated daily with information on how to detect new vulnerabilities. It is said that more than 160,000 vulnerability tests are currently available by means of these feeds.
Vulnerability scanning is an essential component of the risk assessment process, since it makes it possible to understand what possible attack points exist in an network system. Consequently, trainees should learn how to use such scanning tools as part of the risk assessment process.

6.3.3.3 Snort
Snort is an open-source network Intrusion Detection System (IDS) and Intrusion Prevention System (IPS) that is currently being developed by Cisco [1]. To achieve the IDS/IPS functionality, Snort relies on a series of rules that characterize malicious network activity. When a match is found against those rules, Snort generates an alert regarding the possible detected intrusion. In addition to the detection capabilities, Snort also can be used to stop the malicious network traffic packets, thus enabling the prevention functionality.
The rules available in Snort are powerful enough to allow the utility to perform complex protocol analysis, as well as content searching and matching. Moreover, a machine learning-based detection engine for Snort, named SnortML, has been released in 2024.
Snort can also be used for packet sniffing, i.e., to display network traffic, and for packet logging, that is, to save network packets into a file. This specific functionality makes it possible to use Snort for the debugging of network applications. Consequently, Snort is a very powerful tool in the context of defense training, and mastering it is an essential need for trainees.
We note that several other powerful open-source tools with similar functionality exist, such as the network analysis and threat detection software Suricata1 or the network security monitoring tool Zeek2.


6.3.4 Defense Training Platforms
There seem to be a relatively small number of training platforms that are explicitly aimed at defense training. Even a platform such as CyberDefenders3, which defines itself as a “blue team training platform for SOC analysts, threat hunters, security blue teams and DFIR professionals,” seems to be mainly geared toward forensics training. Thus, from the 142 free and pro tier training labs available at the time of writing, 111 of them—that is, almost 80%—are related to forensics (malware analysis, network forensics, endpoint forensics, etc.). Only the remaining 31 labs—that is, 20% of the total number—are related to topics that are actually defense oriented, such as threat intel and threat hunting, and detection engineering.
However, even though most publicly available platforms are generally targeted at attack training, several of them allow attack-defend type of exercises. This makes it possible for trainees to also practice their defense skills, as illustrated in the following two examples of such platforms:	TryHackMe [14]: A browser-based gamified cybersecurity training platform that provides learning content for various skill level participants. The most important feature from a defense training perspective is the support for attack-defend competitions in the “king of the hill” format. In this case, participants must prevent other players from compromising a target machine, for example, by patching its vulnerabilities. Furthermore, the amount of points awarded to other players can be minimized by evicting them from that machine (see Sect. 10.​2.​2.​2 for details).

	Facebook CTF [2]: An open-source CTF platform developed by Facebook [2] that can be used to organize competitions with hundreds of participants. The attack-defend type of challenge, named Bases, is also a “king of the hill” type of game. Similarly to TryHackMe, participants must both harden the bases to prevent their capture, and also attempt to evict other players to limit the number of points awarded to them (see Sect. 10.​3.​2.​2 for details).





Although not a training platform, we also want to remind readers in this context about the Hardening Project competition that we reviewed in detail in Sect. 3.​4. During that competition, participants have to deal with security incidents and patch vulnerabilities of a virtual e-commerce website created for the purpose of the event. Such defense skills are readily usable in real-life situations, and we consider that Hardening Project is one of the best examples of how to conduct an effective defense training with immediate practical application.


6.4 Discussion
As we did for the cases of attack and forensics training, in this section we will discuss the main advantages of defense training, but also the potential issues that can be expected when conducting this kind of training activities. These aspects will be examined both from the trainee and organizer perspectives, so as to facilitate a full understanding of the matter.
6.4.1 Main Advantages
Defense training has several advantages compared to the other forms of cybersecurity training, as we will discuss next.
6.4.1.1 Trainee Perspective
We will start with the trainee perspective in order to see what can make defense training attractive from their point of view.
Career Opportunities Perhaps the most important advantage of defense training for trainees is that defense skills open considerable career opportunities. All organizations need cybersecurity personnel who are capable of defending them from cyber threats. Hence, defense training builds highly requested abilities that enable trainees to find employment in various environments.
One of the most recognized certifications in this area is CISSP4 (Certified Information Systems Security Professional), which is a way for candidates to prove their knowledge regarding security practices and principles. CISSP certification is required or recommended for a wide variety of cybersecurity job positions, including Security Analyst, Security Manager, Security Architect, etc.
Growth Potential Related to career opportunities, it is important to note that given the vast amount of knowledge and skills related to cyber defense, the training process is usually done in stages. This means that, after acquiring a sufficient amount of skills, trainees can already start working in job positions such as entry-level Cybersecurity Operation Center (CSOC) analyst, for example.
Such security analyst roles are usually available as a multi-tier system, with growing responsibilities once one acquires more experience via the on-the-job exposure to real cyber threats and cybersecurity tools. Such growth potential is a very attractive aspect of defense training.

6.4.1.2 Organizer Perspective
As for the organizer perspective, some of the most important advantages of defense training are as follows.
Trainee Maturity Trainees who seek to conduct attack training, and to some extent basic forms of forensics training, are often young and inexperienced. However, defense training programs are usually attended by candidates who are more mature, and sometimes even experienced professionals, as defense skills are mainly required for organization employees. These characteristics of the trainees makes it easier to conduct training activities, as those trainees possess not only a wide variety of technical skills, but also job know-how, sense of responsibility, etc.
Moreover, trainees with professional experience can also contribute via feedback to organizers, thus helping to improve the training activity. For instance, examples of incidents from their own organizations, and information about the practical defense needs of those organizations, can assist training organizers in designing more suitable and targeted training content.
Workforce Contribution As mentioned in the beginning of this book, there is a huge worldwide workforce gap in the area of cybersecurity [5]. Professionals with defense training represent a significant contribution to this workforce, and this type of contribution can be considered a strong motivating factor for organizers to conduct defense training programs.
We believe that efforts such as Hardening Project [15] are huge steps in this direction. We hope that such examples of ways in which defense training can be effectively performed will inspire organizers to create new programs that make possible defense training activities in an accessible manner and at a wider scale.


6.4.2 Potential Issues
As with the other forms of cybersecurity training, defense training is also associated with several potential issues that we will examine next.
6.4.2.1 Trainee Perspective
First we will discuss the trainee point of view, and see what difficulties they may encounter in the case of defense training.
Defense Challenges Being proficient at cyber defense is a difficult task, as defenders have to face many challenges. This is because, in order for an attack to be successful, it is enough if an adversary manages to identify and exploit a single vulnerability. On the other hand, in order for the defense process to be effective, defenders must harden the overall system and patch all its vulnerabilities.
Moreover, defense requires a wide range of skills—not only the specific defense abilities that we discussed in this chapter, but also forensics-related skills that are typically associated with forensics training. Consequently, trainees need a strong motivation in order to fully benefit of defense training.
Acquiring Non-technical Skills Similarly to forensics training, defense training also requires trainees to learn various non-technical skills. A clear example in this sense is the Govern function of the CSF framework (see Sect. 6.3.2.1), which is related to establishing, communicating and monitoring the cybersecurity risk management strategy, expectations and policy of an organization.
Accordingly, trainees who do not have enough professional experience may find it difficult to grasp and learn such advanced non-technical skills. Nevertheless, some of these skills are part of the typical workplace skills that are required in any professional environment and mastering them presents additional advantages for trainees.

6.4.2.2 Organizer Perspective
Organizers are also faced with various issues in relation with defense training, which we will examine next.
Environment Setup Issues Making available a realistic environment is a key component for the success of defense training. One aspect is, of course, that the training environment mimics as closely as possible a real network, so that trainees can easily transfer the skills they have learnt to real-life situations. However, the most challenging part for defense training is to orchestrate live attacks that give trainees the opportunity to validate their practical abilities.
In some cases, such as the Hardening Project competition mentioned before, the live attacks are conducted by white-hat hackers who belong to supporting organizations [15]. This requires dedicating those experts to the task and is also associated with large financial and time costs. We consider that the live attack orchestration challenge explains perhaps best why defense training exercises are not organized as often as those related to attack or forensics training.
An alternative solution is to leverage the advances in Machine Learning (ML) techniques, and to deploy ML-based autonomous penetration testing agents as replacement for the human red team. The Deep Reinforcement Learning (DRL) based agents described in [4] could be used for this purpose, for example. However, such autonomous agents do not have yet an equivalent performance with human experts, so future improvements are required.
Teaching Non-technical Skills The potential issue mentioned above for trainees in relation with acquiring non-technical skills is also relevant from an organizer perspective. Teaching high-level topics, in particular, such as how to consider the risk management strategy of an organization, requires instructors to have deep professional knowledge about organizations as well.
Nevertheless, this teaching task is simplified when trainees have some professional experience, as it happens in many cases for defense training, since they are often already familiar with many of the organization-level concepts.
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This chapter discusses first the challenges associated with IoT security training in comparison with the general cybersecurity training, both regarding the specific characteristics of IoT devices, as well as from IoT developer and end user perspectives. The main IoT security training approaches are examined next, classified into two categories, hands-on training and theoretical training. This is followed by a case study of two IoT training systems, IoTrain-Sim and IoTrain-Lab, that illustrates the various issues discussed in this chapter.
7.1 IoT Security Training Challenges
IoT security differs from regular cybersecurity in several ways. One main difference, according to [23], is that IoT security also encompasses the monitoring and/or control of the state of physical systems connected over internet, which cybersecurity doesn’t consider. Hence, IoT security is more than just applying a set of meta-security rules to networked systems. Instead, it requires to consider the characteristics of each system and system-of-systems in which IoT devices are present. Basically, it can be said that the security of an IoT device is a function of the use of that device, the physical processes controlled by it, and the sensitivity of the systems to which the device connects. This also leads to the fact that the intersection of safety and security engineering must be considered with respect to IoT systems.
Given such differences, IoT security training poses significant challenges in comparison with the typical cybersecurity training activities that we discussed so far. In what follows, we will detail the reasons for these challenges, and further analyze the challenges themselves.
7.1.1 IoT Device Diversity
As the Internet of Things (IoT) has grown tremendously in recent years, IoT devices now come in a variety of sizes and shapes, and they are used in a diversity of contexts. From a consumer perspective, the most typical application is home automation, namely to create the so-called smart homes, in which aspects such as lighting, climate, appliances are monitored and controlled in an intelligent manner. Thus, smart homes can include a large assortment of IoT devices, such as smart light bulbs, smart thermostats, smart air conditioners, smart plugs, smart speakers, smart kitchen appliances, smart locks, smart security cameras, and so on.
However, IoT technology is not limited to consumers, and can also be used in various industrial contexts, such as manufacturing, agriculture, infrastructure, environmental monitoring, etc. In particular, the term Industrial Internet of Things (IIoT) is used to refer to manufacturing equipment, sensors and instruments that are connected with computing systems in order to improve productivity and efficiency in an industrial environment.
In this context, it is important to mention the concept of Cyber Physical Systems (CPS). Similar to IoT, CPS refers to systems that integrate physical components with digital ones. In the case of CPS, however, the internet connection aspect is not important, and even absent in many cases. This because the term CPS is often used in industrial fields, such as robotics or avionics, for which the systems are not connected to the internet.
A typical example of CPS are the Industrial Control Systems (ICS) used to control industrial processes in domains such as power generation or chemical processing1. One of the most often used types of ICS is SCADA (Supervisory Control and Data Acquisition), which is a standardized control system architecture utilized for large industrial systems in particular.
Given the predominantly industrial background of CPS in general, and ICS in particular, we consider them to be outside the scope of the discussion in this chapter. Nevertheless, ICS have their specific security issues, such as the various potential vulnerabilities of SCADA systems [3]. Therefore, we note that there are dedicated training programs related to ICS, such as the Industrial Cyber Security Center of Excellence (ICSCoE) in Japan [19]. Another example is the ICS training facility and related course discussed in [5] that use open-source hardware and software to provide reconfigurable ICS modules. Moreover, Sifu is a cybersecurity training platform focusing on software development in industrial settings that employs AI-based techniques for challenge assessment and intelligent coaching [13].
There are many other application fields that have their specific type of IoT devices. For example, the Internet of Medical Things (IoMT) refers to the use of IoT devices in the context of healthcare, and the devices that fall into this category include smart wearable devices used for health monitoring and emergency notification purposes, smart medical devices, etc. For various examples of training platforms related to ICS and IoMT, readers should refer to Sect. 11.​3.
Some of the challenges related to IoT security training stem from the huge diversity of IoT devices. This means that, while IoT technologies have many high-level aspects in common that can be taught theoretically, there is no “one size fits all” approach that can be taken in terms of the actual devices and technologies used in hands-on exercises. Consequently, instructors need to either consider typical devices (e.g., Raspberry Pi) and technologies (e.g., Wi-Fi communication) when designing the training content, or have very clear use cases (e.g., industrial automation) as models for the creation of the content.
It is also important to point out in this context that, while most training approaches rely on actual devices as hands-on platforms for the training practice, some solutions use simulated virtual devices instead, with some specific advantages and disadvantages, as it will be discussed in Sect. 7.3.

7.1.2 IoT Device Risks
The huge variety of IoT devices creates a large attack surface that has often been exploited for malicious purposes in recent years. One of the most publicized such attacks was the DDoS (Distributed Denial of Service) attack on the DNS (Domain Name System) provider named Dyn that occurred in 2016. The attack used a botnet of tens of thousands of IoT devices infected by the Mirai malware to generate a large amount of DDoS traffic, exceeding 1.2 Tbps, that affected many companies, such as Airbnb, Netflix, and Reddit. Moreover, the subsequent public distribution of the malware source code led to the creation of a large number of IoT botnets worldwide that are still a major cybersecurity threat [17].
Another contributing factor that increases the risks associated with IoT devices is their cyber-physical nature. Thus, many IoT devices include not only sensors, but also actuators, and are thus able to perform actions in the physical world. If such an IoT device would be hacked, this could lead to safety risks for its users. For instance, hacking a smart lock may allow intruders to enter a house, thus leading to potential life-threatening circumstances for its occupants. The risks become even more obvious when referring to IoMT devices, that can directly affect the health of their users. For example, an analysis conducted in [12] has shown that many of the vulnerabilities related to IoMT devices are rated as high or critical, hence with a very high risk associated to them.
Regarding the specific risks associated with IoT devices, given the lack of display capabilities of many of them, the challenge lies on how to convey those risks to trainees. The typical approach in this context is to design training scenarios that make obvious that a given IoT device was hacked by using it to drive an external application with visual features, such as a website, or the digital signage application used in [26]. Alternatively, side effects of the attack on IoT devices can be emphasized, as it was done in the security training scenarios presented in [4].

7.1.3 Developer Issues
When considering the challenges related to IoT security training compared to the regular cybersecurity training in relation with computer systems, it is important to note that there are two perspectives that need to be addressed, each with its specific issues: the developer perspective, and the end user perspective. We focus first on the developer perspective, addressing specific challenges and potential solutions, and a discussion of the end user perspective will follow in the next section.
7.1.3.1 Specific Challenges
IoT developers are the driving force behind the spread of IoT, but there are several issues that create specific challenges in this context. In particular, the issues related to IoT developers emerge from aspects such as the low barrier to entry in the field, and the time to market pressure.
Low Barrier to Entry Developing IoT systems is much cheaper in general compared to computer systems, especially when considering the smaller and simpler of the IoT devices, such as those used for home automation, for example. This is both from a software/firmware development perspective, given the relatively simple nature of the devices, and also from a manufacturing perspective, given the smaller costs of producing the actual devices.
As a consequence, almost anyone with basic technological skills can try to develop IoT devices, which is another reason for their recent proliferation. Such issues are also encountered for regular software development, but do not occur for computer hardware development, which requires a significant larger amount of resources.
Time to Market Pressure The market of IoT devices is a very competitive one. Therefore, the pressure to make the product available for sale as quickly as possible is very high. Consequently, IoT developers will frequently focus mainly on the functionality of the devices, and perhaps their external appearance and design. This means that security and privacy aspects are more often than not neglected.
In contrast, for computer systems the expectations related to security and privacy are already high on the consumer side. Therefore, manufacturers are usually not willing to take any shortcuts in this respect.

7.1.3.2 Potential Solutions
There are several ways in which the above issues can be addressed, and significant efforts have already been conducted in these directions. From an IoT hardware manufacturer perspective, including various security features in their platforms can ease the burden on developers when trying to add security and privacy characteristics into their systems. For example, the ESP32 microcontroller unit (MCU) has some built-in security features, such as secure boot, flash encryption, cryptographic hardware acceleration, and a random number generator. Nevertheless, actually using these features is not always straightforward, and the results are not always as expected; moreover, security and privacy need to be considered in an end-to-end manner, including the communication protocol, cloud storage mechanisms, etc. [22].
From a regulator perspective, various governments and organizations have defined guidelines and requirements pertaining to IoT security. A representative example on the government side are the secure IoT development guidelines released by the European Union Agency for Cybersecurity (ENISA) [14], but similar documents were published in many other countries, such as the U.S., the U.K., etc. On the organization side, the IoT security guidelines and assessment methodology released by the GSM Association (GSMA) is another key example [18].
We note that there are various IoT devices and protocols that include built-in security features, and many countries make available relevant security guidelines. However, whether the developers who use those devices actually utilize their security features, and to what extent they follow the relevant regulations is in the end highly dependent on their security awareness. Consequently, from an IoT developer perspective, general IoT security training, as well as learning from thorough analyses such as that presented in [22], are key to ensure that developers are motivated and technically able to follow safe and competent IoT development practices.


7.1.4 End User Issues
End users are those who put the IoT technologies into actual use. Moreover, they are those who have to suffer the negative consequences in case their IoT systems are successfully targeted by cyberattacks. Therefore, their perspective on IoT is as important as that of developers.
7.1.4.1 Specific Challenges
The specific issues that IoT devices pose from an end user perspective are related to their physical characteristics, such as user interface limitations, but also to other aspects, such as perception and life span, as it will be discussed next.
User Interface Limitations Most IoT devices have very limited user interfaces compared to computer systems, often lacking any form of display and sometimes lacking even input mechanisms. Therefore, interactions with IoT devices are conducted mainly via smartphones apps or web interfaces. Unfortunately, this hides any potential security issues that the devices may have and makes it difficult for users to react in case a device is hacked, for example.
In contrast, computer systems often show more obvious signs of malware activity, for example, via symptoms such as a slower response, undesired messages being displayed, etc. The limited interface of IoT devices also makes it more difficult for users to update the firmware of the device when needed, although many of the IoT devices with network connectivity do have automatic update mechanisms available; this again differs from the case of computer systems, for which the software can always be updated via the internet automatically.
Perception Inertia Many IoT devices are positioned as smart versions of existing devices, such as a smart light bulb being basically a light bulb with intelligent features, such as changing colors and doing other adjustments, which are not available with regular light bulbs. However, in the mind of a typical user, a smart light bulb is often still just a light bulb. This contributes to an inertia regarding the awareness that security and privacy aspects need to be considered when using those IoT devices that need not be considered for their non-smart equivalents.
Short Lifespan IoT devices usually have a much shorter life span compared to computer systems. Some of the reasons for this are related to the physical limitations of the devices, such as the need to use small batteries that are sometimes non-replaceable due to physical or design constraints.
Availability of support is another possible cause of a shorter life span. In some cases, this happens because the manufacturer itself ceases to exist, as bankruptcy can sometimes occur, especially for small manufacturers. Nevertheless, occasionally even big manufacturers can decide to end support for their devices due to economic reasons. For instance, Netgear declared in 2020 that a total of forty-five different Wi-Fi routers and home gateways are “outside security support,” and consequently will not get any further security patches, despite these devices having serious security flaws that were already known [29].

7.1.4.2 Potential Solutions
To address the above issues, we believe that the most effective measure that can be taken at the user level is to increase their security awareness in regard to IoT technology. This can be achieved via security awareness education and training methods such as those that be discussed in Chap. 8.
From a regulator perspective, any measures that can help consumers make informed decisions about IoT device security are important. A notable effort in this direction is the cybersecurity labeling for IoT devices and software taken by the U.S. National Institute of Standards and Technology (NIST). While that activity is still ongoing, NIST has already published in the framework of this program a set of recommended criteria for the cybersecurity labeling of consumer IoT products that describe, among others, how a software provider should claim adherence to accepted secure software development practices throughout the software development lifecycle, for example with respect to a secure software development process implementation, secure design and vulnerability remediation, and so on [20].
While the IoT device end user perspective in very important, we consider that by training the IoT developers most of the issues discussed so far can be addressed in a satisfactory manner. Therefore, in what follows we will focus mainly on discussing the technical IoT security training perspective.



7.2 IoT Security Training Approaches
IoT security training is a relatively newer area compared to traditional cybersecurity training. Nevertheless, several types of training approaches have emerged over the years, which we grouped into two classes: hands-on training and theoretical training.
7.2.1 Hands-On Training
Similarly to technical cybersecurity training, the main way in which trainees can acquire deep knowledge and practical skills regarding IoT security is via hands-on training. We have identified three main categories of hands-on IoT security training approaches, as it will be discussed next:	Academic training.

	Commercial training.

	Training systems.





7.2.1.1 Academic Training
Education activities conducted in academic institutions sometimes include interactive hands-on exercises that students can use to apply into practice the knowledge they have gained in the related lectures. Those exercises are therefore custom designed to support those specific lectures, and being able to solve them requires that students take the lectures first, or already possess equivalent knowledge.
For instance, a set of penetration testing exercises regarding smart home security cameras was presented in [28]. During these exercises, students use the Kali Linux distribution to investigate the vulnerabilities of the real security cameras provided as training platform. However, the exercises are not designed to be done in a standalone manner. Thus, the students must already have an understanding of Kali Linux, a background that is provided in an associated course by the organizing academic institution, the United Arab Emirates University.
Another example of IoT security exercises that are offered in an academic context are those presented in [26]. This set of exercises is more complex, being divided into two classes: basic exercises regarding vulnerability detection and countermeasure techniques, and advanced exercises in relation with pentesting techniques. The basic exercises are implemented using the WebGoat insecure application platform made available by the OWASP foundation [27]. As for the advanced exercises, a real Raspberry Pi device is used as attack target for practicing well-known offensive techniques, such as Cross-Site Request Forgery.

7.2.1.2 Commercial Training
Various training organizations provide commercial IoT training programs that include hands-on activities with actual IoT devices. Typically, these programs have a deep technical nature, and their practical aspect is extremely relevant from a workforce perspective, as it prepares the trainees to handle real-world situations. However, the commercial nature of these programs makes them potentially costly to attend.
For example, Cisco Networking Academy offers a training course named IoT Fundamentals: IoT Security [7]. This course makes use of Raspberry Pi devices for hands-on on exercises that target various practical skills. Trainees can learn how to conduct end-to-end security assessments of IoT systems, how to minimize risks via threat mitigation measures, and how to use actual pentesting and vulnerability testing tools. The Cisco Networking Academy training course is conducted in an instructor-led manner and has an estimated completion duration of 50 h.
Another hands-on commercial training program is IoT Penetration Testing that is provided by SANS Institute [24]. Although this is an online program, SANS Institute supplies the trainees with the IoT devices necessary for hands-on training upon registration. The course mainly addresses offensive-security topics, such as how to assess the security of IoT web applications, how to discover the functionality of IoT hardware, how to explore IoT device firmware to identify secret information and implementation issues, how to interact with wireless IoT technologies, etc.

7.2.1.3 Training Systems
Another approach to IoT training is to use dedicated hardware platforms for IoT security training. Several companies provide such IoT training systems that include all the necessary components for being able to learn and practice thoroughly with specific IoT technologies. Compared to the other approaches discussed so far, dedicated IoT training systems are more difficult to deploy and scale, and purchase costs are relatively high. Nevertheless, after purchase they can be used repeatedly within an organization at no additional expense.
The company 3 Rocks Technology offers a set of IoT training systems that target engineers in the IoT field [1]. The two key products provided are named Internet of Things Trainer and Embedded IoT Training System. Both systems can be configured to include hardware components that cover a wide range of sensing aspects, as well as a smart gateway, Raspberry Pi and Arduino devices, etc. The training scenarios make it possible to conduct training in relation with practical IoT systems, including IoT farm management, IoT home appliance control, IoT fire alarm systems, etc.
Another company in the IoT training system area is Scientific & Technical Products (STP). Its systems cover various IoT applications, including home networks and healthcare [25]. An example in the STP training system product family line is the Raspberry Pi 3 based system named IoT-1000. Using it, trainees can learn how to configure IoT servers, how to use IoT sensors and actuators and save their data, how to use web cameras, etc. STP also provides a textbook with different scenarios that the trainees can follow to learn the aforementioned skills via hands-on practice.


7.2.2 Theoretical Training
As mentioned already in Sect. 3.​1.​4 in relation with general cybersecurity training, there are approaches to education and training that focus on knowledge, as opposed to practical skills. Therefore, we will discuss this aspect next in the context of IoT by examining two categories of theoretical IoT security training:	Online courses.

	Tabletop exercises.





7.2.2.1 Online Courses
While the hands-on training approaches discussed so far are most effective for teaching practical IoT security skills, the range of IoT technologies is very vast, necessitating a large amount of knowledge. A straightforward way to acquire such knowledge is by taking online courses that provide relevant information on IoT security topics. We emphasize, however, that such courses need to be supplemented with hands-on exercises in order to ensure that skill development occurs as well.
One example in the online course category is Cybersecurity and the Internet of Things, which is provided by Coursera [9]. The course addressed mainly security and privacy issues regarding IoT technologies, e.g., in relation with consumer wearables and connected homes, that are taught in a practical and interactive manner, such as via case studies and quizzes. The course is provided in an instructor-led manner and has an estimated completion duration of approximately 11 h.
Another related online course is offered on the GetSmarter learning platform under the name Internet of Things: Business Implications and Opportunities [16]. Instead of focusing on technical topics, this course provides a business management perspective on IoT, for example, dealing with business strategy and operation aspects in relation with IoT technologies. This course is provided in an instructor-led manner as well and has an estimated completion duration of 36 to 48 h.

7.2.2.2 Tabletop Exercises
The relatively low involvement of learners in online courses is one of their main disadvantages. Therefore, the concept of tabletop training–that is, organizing training sessions in which participants discuss their roles and responses in a given cybersecurity scenario—has also been applied to the area of IoT security training. Specific issues in this context are the fact that in the world of IoT cyber threats can have physical impacts, and physical threats can have cyber impacts, with potentially serious consequences, especially in domains such as industrial IoT.
An example in this case is the card game named IoT-Poly [21]. The game uses four types of cards that correspond to IoT systems, attack surfaces, threats and countermeasures. The players use the cards they receive initially, and others they draw from the deck, to conduct a risk assessment on a given IoT system based on three phases: risk identification, risk analysis, and risk evaluation, including aspects such as residual risks. Discussions between players make it possible for them to evaluate each other’s decisions and share knowledge within the group.


7.2.3 Approach Comparison
To better clarify the differences between the IoT security training approaches that we discussed so far, we conducted a comparative analysis of their main characteristics from several perspectives: typical target participants, interactivity, and whether an instructor is available or not. The comparison is summarized in Table 7.1, where some comments about each approach are also provided in the last column.Table 7.1Comparison of IoT security training approaches


	Approach
	Type
	Participants
	Interactivity
	Instructor
	Comments

	Academic training
	Hands-on
	Mainly
students
	High
	Yes
	Typically require student status

	Commercial training
	Hands-on
	Mainly
professionals
	High
	Yes
	Potentially high attendance costs

	Training systems
	Hands-on
	Students and
professionals
	Medium
	No
	Based on custom hardware, expensive

	Online courses
	Theoretical
	Students and
professionals
	Low
	If yes,
remotely
	Convenient to attend

	Tabletop exercises
	Theoretical
	Students and
professionals
	High
	Yes
	Develop soft skills (team building, etc.)





7.2.3.1 Comparative Analysis
The upper part of Table 7.1 includes the three hands-on training approaches that we discussed. For academic training, the target participants are mainly students, whereas commercial training typically targets professionals. Training systems, on the other hand, can be used both by students and professionals. As for the lower part of the table, which includes the two theoretical training approaches we discussed, both approaches are addressed to students as well as professionals.
Regarding interactivity aspects, hands-on training approaches have in general a high level of interactivity, since the trainees must be deeply involved in the training in order to perform the practical tasks included. However, we have marked the interactivity of academic and commercial training as “high” compared to the “medium” label for training systems to account for the fact that instructors are present in those cases, whereas for training systems the activity is typically conducted by the trainees themselves, without any instructor support. In the case of online courses, interactivity is low, since such courses consist mainly in watching training videos. On the other hand, tabletop training requires active discussions between participants, hence they are also highly interactive.
Instructors are an important part of the training process, and they are available for most academic and commercial IoT security training programs. In contrast, the business model for training systems is to sell those systems to customers, who conduct the training by themselves. This is perhaps the biggest disadvantage of this approach, although it can be compensated by having experienced users in an organization act as instructors for the less experienced trainees. Online courses represent a special case from an instructor involvement perspective. Thus, for many of the online courses, there is no instructor available; but even for those courses that are advertised as “instructor led,” the instructor is only available remotely, and interactivity is typically limited to message exchanges, without face-to-face communication. As for tabletop exercises, instructors are generally those who moderate the training activity, provide advice when needed, etc.
We also included in Table 7.1 several comments about each approach that hint at their potential advantages and disadvantages. For academic training, we note that student status is typically required to take those courses, which is a potential barrier to attendance. There are, however, academic courses that are available to non-degree learners (for a fee), thus eliminating this barrier. As for commercial training, the attendance costs are potentially high; one could consider, however, that these costs are counterbalanced by the fact that some of the commercial training programs provide completion certificates that can be used professionally, for example for job hunting or promotion purposes. Training systems are often based, at least partially, on custom hardware, hence purchase costs can be high; these costs can nevertheless be amortized over time if enough members of an organization use the training system. The main advantage of online courses is that they are convenient to attend due to their online nature, and can be done in a self-paced manner, hence are an easier way to gain background knowledge compared to other approaches. With regard to tabletop exercises, their discussion-based nature helps develop soft skills, such as team building, for which there is no equivalent in the other training approaches, which are fundamentally conducted individually.

7.2.3.2 Discussion
We also note that sometimes it is difficult to clearly place a specific system in one of the training categories discussed so far. For example, the training system presented in [6] uses an industrial system physical model to give students a factory-related IoT training experience. For this purpose, the system includes several manufacturing components, such as sensors, motors, and conveyor belts. While this system is developed in the academic world, it is also a hardware-based training system, as those described in Sect. 7.2.1.3. In cases as this one, readers should consider the properties of all the categories to which a system can be considered to belong to, as the specific characteristics of all those categories become relevant.
The comparison we conducted in this section considered the typical properties of training programs that fall into each of the approaches we discussed. Such a generic comparison helps identifying the most suitable approach for a given purpose but does not consider the specificities of a particular training program. For this purpose, a more detailed analysis should be conducted for any specific platform of interest by following the methodology discussed in Sect. 3.​1, similarly to the case study taxonomy-based analysis that was summarized in Table 3.​1.



7.3 Case Study: IoTrain-Sim and IoTrain-Lab
Two IoT security training systems developed at Japan Advanced Institute of Science and Technology are IoTrain-Sim and IoTrain-Lab [30, 31]. Both systems were released on GitHub in 2020 [10, 11], and their open-source nature makes them very suitable as case studies for the topic of this chapter.
The two mentioned IoT training systems are of the hands-on type, and are part of the academic training system category, being created in a university environment. Both of them target IoT developers via practical tutorials and exercises. In what follows we will review their main characteristics in the context of the concepts discussed so far, then discuss the differences between the two approaches.
7.3.1 IoTrain-Sim
IoTrain-Sim is an IoT security training system that leverages the functionality of the Cooja network simulator to create a simulated IoT network in which trainees can conduct hands-on training activities [11, 30]. Note that Cooja is distributed along with an open-source operating system for IoT devices named Contiki OS [8].
7.3.1.1 System Overview
IoTrain-Sim retrieves IoT training content from the training content database and presents that content to trainees on demand. The training content is either in the form of tutorials, that the trainees can use to gain knowledge about various IoT technologies and security issues, or in the form of Cooja simulation scenarios.
Key Features When using IoTrain-Sim, instructors should prepare the training content in advance, then store and register it into the IoTrain-Sim database. Learners start by consulting the tutorials; upon completion, they can then proceed to conduct the related simulations. For the latter purpose, IoTrain-Sim uses the included simulation scenarios to drive the execution of the Cooja simulator.
Trainees interact with IoTrain-Sim either via a Graphical User Interface (GUI) or via a Command Line Interface (CLI). The GUI makes it possible to access both tutorials and simulations by simply clicking on the corresponding items, as shown in Fig. 7.1.[image: ]The image shows the IoTrain-Sim application interface displaying a hierarchical menu of training content. Categories include "System Introduction" with PDFs on IoTrain-Sim Overview and IoT Background, "Fundamental Training" with sections like "Single Node" and "Basics of Contiki & Cooja," which includes a PDF Contiki Tutorial, a CSC Hello World Simulation, and a PDF Cooja Tutorial. Other sections are "Actuation & Control," "Sensing," "Networking," and "Security Training," which covers topics like Introduction, Resource Attacks, Topology Attacks, and Traffic Attacks. Buttons at the bottom include "Expand All," "Collapse All," "Start Cooja," and "Quit."


Fig. 7.1Screenshot of the IoTrain-Sim graphical user interface



Main Advantages The fact that it leverages simulation techniques for training purposes is one of the main characteristics of IoTrain-Sim. From an IoT security training perspective, the advantages of this approach are as follows:	Using a simulation environment for hands-on activities is safe even when using malicious nodes and traffic, which are dangerous to deploy in real environments, especially for beginners.

	The Cooja simulator reproduces actual IoT hardware, making simulation-based training results applicable to real IoT devices.

	The simulation environment makes it possible to easily conduct large-scale experiments that cannot be easily replicated via real hardware.






7.3.1.2 Training Content
The IoTrain-Sim version released on GitHub includes a set of tutorials in regard to basic IoT knowledge and skills, as well as several security aspects. The three categories of existing training content are (see also Table 7.2 for an overview):	System introduction.

	Fundamental training.

	Security training.




Table 7.2Overview of the IoTrain-Sim training content


	Category
	Type
	Subtype
	Topic

	System introduction
	Overview
	–
	Introductory tutorial

	Fundamental training
	Single node
	Basics of Contiki and Cooja
	Hello world simulation

	Actuation and control
	LED, button, timer

	Sensing
	Temperature, humidity, light

	Networking
	Communication
	Broadcast

	Security training
	Resource attacks
	Direct attacks
	Flooding attack

	Indirect attacks
	DODAG version attack

	Topology attacks
	Isolation attacks
	Black hole attack

	Traffic attacks
	Misappropriation attacks
	Decreased rank attack





System Introduction This tutorial provides an overview on IoT technologies and IoT security, and also about the utilization of IoTrain-Sim itself, and is aimed at users of all levels. Trainees are, in general, supposed to start their learning with this module, unless they already have basic knowledge of IoT technologies in general, and IoTrain-Sim in particular.
Fundamental Training These tutorials are aimed at users with a beginner-to-intermediate level regarding IoT technologies and start by introducing the basics of Contiki OS and Cooja. This is followed by hands-on exercises regarding how to operate IoT devices, both in regard to actuation and control, such as via LEDs and buttons, and also with respect to sensing, such as via temperature and humidity sensors. Following that, communication techniques for IoT devices are explained, with focus on broadcast, which is often used in sensor networks.
Security Training These tutorials leverage fundamental training to teach security-specific skills and are aimed at users with an intermediate-to-advanced level in regard to IoT technologies. The focus is on the security of the routing protocol named RPL that is frequently used in low-power and lossy networks such as Wireless Sensor Networks (WSN). In particular, the following types of attacks are considered:	Resource attacks: These attacks force nodes to perform unnecessary actions in order to deplete their resources, such as processing load and power consumption, thus affecting network operation directly or indirectly.

	Topology attacks: These attacks aim to disrupt the network topology via node isolation or non-optimal routing in order to create communication issues.

	Traffic attacks: These attacks attempt to eavesdrop on other nodes’ traffic, or to impersonate the traffic of legitimate nodes by the introduction of malicious nodes into the network.






7.3.1.3 Training Approach
The tutorials about fundamental and security training topics that we discussed include all the information needed to understand those topics, and come with simulation scenarios to experiment with those concepts via Cooja. This is particularly useful in the context of security training, for instance, in order to study specific attack mechanisms, since the attack implementation is already provided. Moreover, the defense mechanisms against each type of attack are also explained, making it possible for trainees to develop the corresponding skills.
For this purpose, the training content of IoTrain-Sim consists of three elements: tutorials in the form of PDF files, Cooja simulation scenarios in the form of CSC files, and C language files that make it possible to modify the behavior of the simulated Contiki nodes. The trainees can access the tutorials and simulations by making use of the IoTrain-Sim interface and can modify the associated C files to change the node functionality as desired. For more details about IoTrain-Sim, see [30].


7.3.2 IoTrain-Lab
IoTrain-Lab is a training system that leverages the functionality of the FIT IoT-LAB testbed to create a network made of real IoT devices with which trainees can conduct hands-on training activities in a controlled environment [10, 31]. The IoT testbed that IoTrain-Lab uses, FIT IoT-LAB, has more than 1500 nodes at nine physical sites across France [2, 15]. The nodes have various hardware architectures (Arduino, Microchip, Nordic, etc.), and support several operating systems (including Contiki) and communication technologies (IEEE 802.15.4, Bluetooth Low Energy, etc.). The fact that FIT IoT-LAB can be used remotely from anywhere in the world in an open-access manner makes it very appropriate as IoT training infrastructure.
7.3.2.1 System Overview
IoTrain-Lab provides a series of training tutorials that trainees can follow to learn about IoT technologies, and facilitates their remote access to the underlying testbed, FIT IoT-LAB, in a multi-user manner.
Key Features The simultaneous access of multiple trainees to FIT IoT-LAB is made possible via the use of container technology. In particular, Docker is utilized to deploy lightweight CentOS Linux containers with all the necessary connection tools and settings. Access management for the Linux containers is done by means of a remote desktop gateway based on Apache Guacamole that runs in another container. To begin the training, learners must first log in into one of the Linux containers, then start using the testbed infrastructure according to the provided tutorials.
IoTrain-Lab does not have any specific user interface, and trainees must conduct the training activity via command line. In particular, they need to connect via the ssh command to the FIT IoT-LAB testbed, then start and manage the experiments using the terminal. On the one hand, this makes the access less convenient compared to IoTrain-Sim. However, on the other hand, trainees have more freedom to practice in ways than deviate from the prescribed tutorials, which may be an attractive feature for the more advanced of the users.
Main Advantages The advantages of the testbed-based design of IoTrain-Lab from an IoT security training perspective are as follows:	Using an isolated testbed environment for hands-on activities is safe even when using malicious nodes and traffic, which are dangerous to deploy in real environments, especially for beginners.

	The use of real IoT devices in FIT IoT-LAB makes testbed-based training results applicable to real-life scenarios.

	The testbed environment makes it possible to easily conduct large-scale experiments that cannot be easily replicated via local setups.






7.3.2.2 Training Content
Similarly to IoTrain-Sim, the current version of IoTrain-Lab that was released on GitHub includes tutorials regarding basic IoT knowledge and skills, as well as some security aspects. The two categories of training content in IoTrain-Lab are described next (see also Table 7.3 for an overview):	Fundamental training.

	Security training.




Table 7.3Overview of the IoTrain-Lab training content


	Category
	Type
	Topic

	Fundamental training
	Devices
	Node control

	Consumption monitoring

	Radio monitoring

	Radio sniffing

	Protocols
	Ping testing

	RPL-based routing

	CoAP protocol

	MQTT protocol

	Security training
	Resource attacks
	Flooding attack





Fundamental Training These tutorials refer to basic aspects related to IoT devices, such as node control and radio monitoring/sniffing, and are aimed at users with a beginner-to-intermediate level regarding IoT technologies. Tutorials related to IoT network protocols are also included, both in connection with basic protocols, such as RPL, as well as with regard to more advanced ones, such as CoAP and MQTT.
Security Training This content leverages fundamental training to teach security-specific skills and is aimed at users with an intermediate-to-advanced level in regard to IoT technologies. Only one tutorial is currently included, which focuses on the security of the RPL protocol, in particular when dealing with the network resource attack named flooding attack. Via this tutorial, trainees can experiment with this type of attack on real IoT devices, a differentiating factor compared to IoTrain-Sim, which uses only simulated attacks.

7.3.2.3 Training Approach
All the IoTrain-Lab tutorials mentioned so far are available online. They include explanations about the steps needed to conduct the training exercises, accompanied by screenshots and example output data.
Note that the difficulty level of each exercise is specified, and they are ordered according to this level. This makes it possible for trainees to gradually develop their skills if they are beginners, or to jump directly to more challenging exercises, if they already have the required knowledge. For more details about IoTrain-Lab, see [31].


7.3.3 System Comparison
There are many similarities between IoTrain-Sim and IoTrain-Lab. Both of them are mainly targeted at students, but can also be used by professionals, and the training takes place in a tutorial-based, self-paced manner. Moreover, both are available at no cost as free downloads. Lastly, both systems cover fundamental, as well as security training, although the security training content of IoTrain-Sim is richer.
However, there are several important differences as well, as it has been summarized in Table 7.4. Thus, in IoTrain-Sim the training is conducted conveniently via local simulation, whereas IoTrain-Lab requires to access remotely the IoT testbed, which needs to be shared with potentially many other users, hence occasional unavailability may occur. In IoTrain-Sim, in addition to tutorials, predefined simulation scenarios are available, but for IoTrain-Lab only the tutorials are available, and the practical experiments must be created and conducted step-by-step by trainees. While the knowledge level required to use IoTrain-Sim is low, some basic command-line skills and fundamental networking knowledge are required in the case of IoTrain-Lab. No registration is needed to use IoTrain-Sim, but for IoTrain-Lab registering on FIT IoT-LAB is necessary, although this only has to be done in the beginning by the course instructor, and the use is free of charge for academic use.Table 7.4Differences between IoTrain-Sim and IoTrain-Lab


	Features
	IoTrain-Sim
	IoTrain-Lab

	Training type
	Local simulation
	Remote testbed

	Training materials
	Tutorials, predefined simulations
	Tutorials only

	Required knowledge
	Low
	Low-to-medium

	Prerequisite registration
	No
	For FIT IoT-LAB

	Device types
	Simulated devices
	Real devices

	Supported devices
	3 sensor types, 1 actuator type
	13 IoT board types

	Supported OSs
	Contiki OS
	FreeRTOS, RIOT, Contiki-NG, etc.

	Device mobility
	Not available
	Available via robots





Regarding the capabilities available during the training, IoTrain-Sim only provides simulated devices, which is a convenient but intrinsically less realistic method compared to the actual IoT devices available in IoTrain-Lab. The types of devices are also richer in IoTrain-Lab, with 13 types of various IoT boards being available on the FIT IoT-LAB testbed; support for operating systems is richer as well, with much more choices compared to the single choice, Contiki OS, of IoTrain-Sim. Last but not least, IoTrain-Lab makes possible mobility experiments, since FIT IoT-LAB also includes several IoT device-equipped robots that can be made part of the hands-on experiments, thus providing much more realistic conditions.
In the case study presented in this section we have focused only on the specific characteristics of IoTrain-Sim and IoTrain-Lab. A more in-depth and general comparison of IoT security training methodologies and tools, including several other systems, is available in [4]. The mentioned paper also examines two practical examples of using IoTrain-Sim and IoTrain-Lab to conduct security training.
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Footnotes
1The term Operational Technology (OT) is sometimes used when referring to the control of industrial systems, as opposed to Information Technology (IT) being used in regard to the management of computer systems.
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This chapter discusses first several issues related to cybersecurity literacy, then presents various approaches used for cybersecurity awareness training, such as reading materials, training videos, and e-learning. More advanced methods are presented next, such as phishing simulation and gamification, followed by a comparative analysis of all the examined approaches. Lastly, the cybersecurity awareness training platform CyATP is introduced as a case study of applying the discussed principles into practice.
8.1 Cybersecurity Literacy
In our current world, people of all ages have become more and more reliant on the internet, with the use of smartphones being a sort of democratization mechanism for accessing information. However, while network communication makes daily life more convenient, it also exposes internet users to various kinds of cybersecurity risks, such as malware, phishing, and so on. This has led to the introduction of the concept of cybersecurity literacy to denote the basic kind of education that all regular internet users should take in order to ensure that the associated potential cybersecurity risks are minimized [20].
In this book, however, we prefer to refer to this concept by using the alternative name cybersecurity awareness training, which emphasizes the practical hands-on aspects that we believe are important to ensure that the learners are able to acquire a correct cybersecurity posture not only from a knowledge point of view, but also in terms of practical skills. For example, the ability to recognize actual phishing emails and websites is more important than the simple abstract knowledge of what phishing emails and websites are.
Nevertheless, as it will be discussed in more detail in Sect. 8.2, not all approaches used for cybersecurity awareness training include such practical aspects. Therefore, distinguishing the characteristics of each type of cybersecurity awareness program makes it possible to determine its suitability for a given purpose. For example, reading material-based training is obviously going to provide only knowledge to learners, whereas phishing simulation-based training makes it possible for learners to acquire practical skills related to phishing by the actual exposure to such issues in a safe and controlled training environment.
One important aspect related to cybersecurity awareness training is that, in contrast with the technical cybersecurity training, it is addressed to people who have little or no interest in low-level cybersecurity issues. Moreover, the target learners have a wide range of ages and backgrounds, including young internet users, potentially even starting in primary school, who have a very limited knowledge about computing and networking. In this context, techniques such as gamification could be used to make the training content more engaging and entertaining.

8.2 Cybersecurity Awareness Training Approaches
As mentioned in the previous section, there are several approaches that can be used to conduct cybersecurity awareness training, as follows:	Training based on reading materials.

	Training based on video content.

	E-learning technologies.

	Advanced methods: phishing simulation, gamification, etc.





While these approaches are typically used exclusively, they are also combined sometimes with the goal of improving the overall training effectiveness. In what follows we will provide some more details about each approach, then compare their main attributes and practical suitability.
8.2.1 Reading Materials
The most basic form of cybersecurity awareness training is that based on reading materials. For this type of training, trainees in a given organization may receive reading materials in printed or electronic form that describe aspects such as:	The general dangers associated with the use of IT environments (e.g., malware, phishing, etc.) and possible ways to avoid such dangers (e.g., caution when clicking on links in emails, use of strong passwords, etc.).

	Specific rules about actions that should not be undertaken within that organization’s environment (e.g., not to use illegal/cracked software, restrictions on the use of peer-to-peer software, etc.).

	Details about the specific IT environment of that particular organization, and the specific services that are being offered.





This type of training is typically conducted for new members of an organization, such as new employees or new students, before they are allowed access to their computer accounts and the IT environment. Hence, this type of training can be considered as a kind of minimal safety gateway from a personnel perspective to that organization’s environment.
Sometimes reading materials are also distributed online for the general public, for example by government organization and police departments in various jurisdictions. As an example, the Cybersecurity & Infrastructure Security Agency (CISA) in the U.S. provides several resource materials as part of their Secure Our World program, such as tip sheets, that contain basic information on various cybersecurity awareness topics, including phishing, passwords, and so on [3].
Another example is the online course entitled Cybercompass that is made available publicly by Masaryk University, Czech Republic [10]. The course provides a total of five modules, which cover a wide range of topics: device security, passwords, cybersecurity self-defense techniques, secure communication, and incident reporting. Cybercompass was evaluated via a questionnaire with more than 130 respondents among the students who took the course in regard to the general impression and usefulness of the modules, whether they have learned something new, whether the course improved their preparedness for everyday security, etc. The assessment produced very positive results, emphasizing the practicality of this type of cybersecurity awareness training method [9].
Nevertheless, although reading materials are very useful as a source of information that can be quickly accessed and easily referenced, being purely text and image based, they are not particularly engaging. Consequently, more modern training approaches have started being used over time, as it will be discussed next.

8.2.2 Training Videos
Training videos are a form of cybersecurity awareness training that uses techniques such as animation and short videos to present the training content in a more attractive and more relatable manner to compared to reading materials. Voice-over, music and sound effects also contribute to making this type of training content more memorable and more effective.
In the most typical scenario, instead of providing new members of an organization with reading materials, they are being shown training videos which convey the same kind of information. In summary, while the content of reading materials and training videos is generally the same, the delivery method changes with the goal of ensuring an improved experience for the trainees.
When the training content is made available online, then the text and image content of the web page is typically combined with training videos, trying to exploit the multi-modal nature of delivery made possible by modern technologies. For example, the web site of the CISA Secure Our World program mentioned earlier also includes such video content, for instance to provide information on the best cybersecurity practices for staying safe online [4].

8.2.3 E-Learning
E-learning refers to those digital technologies used to deliver educational content via various types of electronic resources. The most typical type of e-learning is being conducted exclusively online, with learners making use of digital devices to access the educational content. In this case learners are able to access the e-learning environment in a flexible and self-paced manner, and can sometimes use features such as discussion forums to interact with the instructors or other learners.
8.2.3.1 Content Types and Features
Compared to the previous cybersecurity awareness training approaches, e-learning has the advantage that it can rely heavily on modern digital technologies. Consequently, most e-learning platforms use a combination of content types and features, as illustrated in Fig. 8.1, although not every platform necessarily includes all the elements that we will discuss below.[image: ]Diagram illustrating components of E-Learning, with a central black oval labeled "E-Learning" connected to five gray rectangles: "Training Videos," "Quizzes," "Other Features," "Online Instruction," and "Reading Materials."


Fig. 8.1Overview of the content types and features most commonly used in e-learning platforms



Since some of the learners prefer text content and others visual content, e-learning platforms typically combine reading materials and training videos as delivery methods. However, e-learning is more than just the sum of these two types of training content, since by themselves reading materials and training videos only provide a passive training experience. In e-learning, on the other hand, trainees are able to interact with the training content not only to decide the pace of the learning, but potentially also to decide the order in which they learn the topics, for example by exploring those topics that are of more interest at a certain moment.
For such reasons related to interactivity, e-learning has gained popularity in recent years as a preferred method of delivering cybersecurity awareness training content, especially in structured environments, such as companies and education institutions, where the identity of the target learners can be easily verified, for example by means of user accounts. Such identity verification allows organizations not only to know which learners are taking the training and what their current progress is, but also to determine the proficiency level they have reached.
This is achieved by means of short quizzes based on the training content that are included with many e-learning platforms, for example, at the end of each learning module. These quizzes serve two purposes: learners are able to determine how well they master the training content, and the organizations they belong to can follow their progress, for example to decide if they have acquired enough knowledge to be considered that they passed the course.
As mentioned already, in some cases e-learning courses include online instruction features that make it possible to interact directly with the course instructors. This allows trainees to ask for clarifications about aspects they may have not understood well, and increases the effectiveness of the education process. Most of the time this type of interaction takes place via electronic communication, such as message forums, but real-time feedback can also be provided for some courses, for example, by scheduling video conference sessions with the instructors.
In addition to all the aforementioned types of content, e-learning platforms may include other features meant to further increase learning effectiveness. One of the most notable such additional features is the use of gamification elements, for example, in the form of badges, to motivate the learners. This topic will be discussed in more detail later in Sect. 8.2.5.
To better illustrate the use of e-learning in the context of cybersecurity awareness training, we introduce below some examples of online training programs that are based on the e-learning paradigm.

8.2.3.2 Udemy Security Awareness Training
Udemy is an education technology company that provides an online learning and teaching platform which includes a multitude of available courses on various subjects. The security awareness training course that Udemy offers consists of a total of two hours of video content that is available on demand; the course is said to take about three hours to complete [19].
The topics covered by the Udemy security awareness training course include phishing, social engineering, data leakage, passwords, safe browsing, personal devices, and general security tips. In a manner typical of e-learning platforms, quizzes are made available at the end of each section as a way for learners to be able to assess the proficiency level they have reached.

8.2.3.3 Coursera Security Awareness Training
Coursera is another education technology company that provides an online learning and teaching platform, and similarly to Udemy many courses are available on it. The security awareness training course offered by Coursera consists of training content that is available on demand and it is said to take about two hours to complete [21].
The topics covered by the Coursera security awareness training course include: the importance of security, data and account security, passwords, networking and mobile security, malware, and social engineering. A course assessment module is made available at the end of the course.
The assessment module makes it possible for trainees to assess the knowledge they have gained, similarly to the quizzes in the corresponding Coursera course. The section-based assessment of Coursera seems, however, to provide a finer granularity, and potentially a quicker and more satisfying type of feedback to the learners.


8.2.4 Simulation
The importance of hands-on practical training has been emphasized extensively in Chap. 3. However, for some types of non-technical content as well, hands-on experience can be essential. Thus, placing the learners in realistic cybersecurity situations makes it possible for them to put their security awareness knowledge into practice, and improve the corresponding non-technical cybersecurity skills.
Such type of interaction is outside the scope of e-learning methodology, in which interaction only take place in relation with the training content itself. In this context, the key technique for making it possible for learners to put their knowledge into practice is to ask them to make decisions regarding cybersecurity issues by simulating the occurrence of those issues.
One of the most common types of cybersecurity issues IT users are confronted with on a regular basis is that of being able to distinguish malicious content, for instance when delivered via phishing emails. This is why one of the most common type of simulation-based cybersecurity awareness training is the phishing simulation, as it will be illustrated next via some examples.
8.2.4.1 SecureClick Phishing Simulation
SecureClick is a company that provides employee cyber awareness training by using e-learning methodology to deliver training content on a regular basis, and the training content also comprises tests of knowledge retention. However, one differentiating factor of this training program compared to regular e-learning programs is the phishing simulation service that is included [14].
According to the company, the SecureClick phishing simulation service has several characteristics aimed at improving its effectiveness:	The phishing content is realistic, being designed based on real-life attacks on IT users that were identified in the past.

	The phishing simulation campaigns are conducted regularly, typically being delivered bi-monthly or monthly.

	The phishing content is tailored to employees according to their department or job role; for example, finance and sales department employees would receive finance and sales themed emails, respectively.

	Detailed reporting is available to make possible for organizations to identify their most susceptible users, and to determine their cybersecurity posture improvements over time.






8.2.4.2 Infosec IQ Phishing Simulation
Infosec is a company dedicated to cybersecurity training, and among their offers is included a security awareness training program named Infosec IQ [8]. One important component of this training program is the phishing simulation service that is being offered in addition to the typical e-learning materials.
The Infosec IQ phishing simulation is conducted using a set of phishing templates that reproduce in practice the topics and attacks covered in the training materials. Phishing simulations are conducted quarterly, and the module makes it possible to assess the rate of success for phishing campaigns, as well as train the phished learners automatically.


8.2.5 Gamification
As mentioned already, the target of cybersecurity awareness training programs are regular IT users that typically lack the motivation to learn concepts that may appear complicated and difficult to master. The fact that such training is mandated by the organizations they belong to also contributes to the lower motivation of the learners, who do not take the training by their own choice.
Gamification refers to the use of game-like features in education in order to better engage and motivate the learners. This concept can, of course, be applied to the field of cybersecurity awareness training, and we distinguish two main classes of gamification features, basic and advanced, as it will be discussed next.
8.2.5.1 Basic Gamification Features
One of the most basic types of gamification features are rewards, such as stars and badges, that are provided to learners as indicators of their progress through a course, for example upon the completion of a module. The visual appearance of those rewards, and other factors, such as the possibility to display them publicly (e.g., on websites), represent the main point of their appeal. Some of the e-learning systems, such as Learning Management Systems (LMS), include this kind of gamification features, for example, by including built-in features related to badges. Moodle [12], which is one of the most widely used LMS, for instance, makes it possible for instructors to add course badges and set the criteria for awarding them. Then, the badges are awarded automatically to learners based on their actions in the system, such as course or activity completion. An example of this approach is represented by the research in [18], where such techniques are used to create a gamification-based cybersecurity awareness course for self-regulated learning within Moodle.
Another basic gamification feature is based on points (or score) that are awarded as the trainees solve the tasks included in the training. In contrast with badges, scores can be used to demonstrate not only the progress, but also the proficiency of the learners. In this case the trainees may be able to track their ranking via leader boards and compare themselves with their peers. Therefore, the main appeal of this type of feature is related to the sentiment of positive rivalry that it inspires. The Moodle LMS mentioned above, for instance, supports a plugin named Level Up XP that makes it possible for learners to receive experience points (XP) based on their actions, and compete with each other via a leader board, with the goal of providing a stimulating learning experience [11].
The basic gamification features, such as badges and score, discussed so far are relatively easy to implement in a training program interface. However, their effectiveness is not very high, as these basic features are not enough to make the learning experience similar to that of a good game [15].

8.2.5.2 Advanced Gamification Features
In order to further improve the learning experience, more advanced game design elements are required. For example, features such as story telling that help engage the trainees more deeply and emotionally, are considered very effective in creating aspects of “collateral learning”, through which learners are able to gain knowledge in spite of themselves [15].
To achieve such goals, game-like scenarios and interfaces must be used, resulting in a training experience that is similar to an actual computer game. For example, the aforementioned Infosec IQ training program includes a security awareness training games with names such as Zombie Invasion or Deep Space Danger that provide an experiential learning approach for cybersecurity awareness training [7]. Thus, by using interactive scenarios, decisions and rewards, trainees are able to learn by doing in a fun and safe game environment. The methodology used in these games is said to increase engagement, boost learner retention, and accelerate security behavior changes, which aligns perfectly with the general goals of gamification.
CyberCIEGE is a video game for teaching various computer and network security and defense concepts based on the active learning paradigm [13, 17]. Although no detailed technical skills are needed to play the game, players are able to verify their knowledge, as they try to make a trade-off between budget, productivity, and security. The game includes a wide range of devices the players can utilize, such as workstations, network devices, firewall, biometric scanners, etc. Various attack types are implemented, such corrupt insiders, malware, Denial of Service (DoS) attacks, exploitation of poorly configured systems, etc. An online help system to support players, as well as a scenario-definition language and tools for the creation of new scenarios, are also provided. CyberCIEGE is said to be available at no cost for U.S. government and educational institutions.
Another relevant example of a game-like cybersecurity awareness training experience is described in [6]. In this research, the authors use the Activity Theory-based Model of Serious Games (ATMSG) methodology to design a cybersecurity awareness training game. The game was implemented as a visual novel game, also known as a story game, which is a type of interactive game in which players click on interface elements to make progress through the game, while making narrative choices along the way. The decisions learners make in the game environment help reinforce their cybersecurity awareness skills, which can later be applied in real-life situations.
Applying the real-life escape room concept to cybersecurity awareness training is another manner in which gamification elements can be introduced in this type of training. For instance, the authors of [1] use an escape game as a teaching tool, preparing various scenarios that let participants practice their everyday cybersecurity skills. By using techniques such as strong password choices, and phishing email identification, trainees are able to mitigate the damage of the hacks and social-engineering attacks occurring in the game, thus gaining a valuable experience they can apply when faced with real-world security threats.


8.2.6 Approach Comparison
The various cybersecurity awareness training approaches that we presented so far each have different characteristics, which make them more or less suitable under given circumstances. In Table 8.1, we compare these characteristics based on several criteria: form of content, training type, main advantages and disadvantages.Table 8.1Comparison of cybersecurity awareness training approaches


	Methodology
	Form of content
	Training type
	Advantages
	Disadvantages

	Reading materials
	Text and images
	Passive
	Easy to reference
	Least engaging experience

	Video training
	Videos
	Passive
	Impactful delivery
	Lack of interactivity

	E-learning
	Text & images, videos, quizzes
	Interactive
	Self-assessment possible
	Not hands-on experience

	Simulation
	Hands-on content
	Learn by doing
	Realistic training experience
	Lack of control

	Gamification
	Game-like hands-on content
	Learn by doing
	Most engaging experience
	High involvement required





8.2.6.1 Comparative Analysis
Regarding the form of content, we note that some approaches, such as reading materials and training videos, only provide text and images, or video-based content. In the case of e-learning, interactive aspects, such as quizzes are introduced. Additional improvements are present for simulation and gamification, which both include content of hands-on practical nature.
The training type is very much related to the content form. Thus, reading materials and training videos represent passive forms of training, whereas e-learning is interactive. Simulation and gamification approaches take interactivity even further, by making it possible to conduct learn-by-doing type of training activities.
Next we also analyze the main advantages and disadvantages of each cybersecurity awareness training approach:	Reading materials: Very easy to reference when the information is required, but lack any form of learner engagement.

	Video training: Ensures an impactful and engaging delivery; however, no interaction with the content is available.

	E-learning: Self-assessment, typical via quizzes, is possible, but lacks hands-on experience capabilities.

	Simulation: Provides a realistic training experience; however, learners do not have any control on the delivery of the training.

	Gamification: Offers the most engaging experience, but requires a high level of involvement in the training from the part of the learners.





The analysis we presented demonstrates that there is no single cybersecurity awareness training approach that provides all the necessary features. Our conclusion, therefore, is that combinations of methodologies, such as e-learning and simulation, or e-learning and gamification, are perhaps the ideal solution for ensuring the most engaging and effective learning experience, as it is being done, for instance, in the Infosec IQ training program discussed earlier [8].

8.2.6.2 Detailed Assessment Procedure
In addition to comparing cybersecurity awareness training approaches in general, one may desire to assess in more detail a specific training platform, for example in order to determine how well it is designed and implemented, or how well it is suited for a given purpose.
While there seems to be no widely agreed upon detailed assessment procedure in the context of cybersecurity awareness training, we mention here a possible solution that uses an assessment questionnaire for this purpose [23]. The questionnaire is composed of two parts, as follows.
Likert-scale Evaluation For the Likert-scale evaluation, respondents are asked to select one of the following five choices “Strongly Disagree,” “Disagree,” “Neutral,” “Agree,” “Strongly Agree” for each of the nine statements below: 	1.
The training platform was suitable for learning.

 

	2.
The training platform has a clear user interface.

 

	3.
You noticed problems with the training platform (dead links, etc.).

 

	4.
The training content is sufficiently in-depth.

 

	5.
You enjoyed the gamification features in the training (choose “Neutral” if there were not any).

 

	6.
The training content addresses real security threats.

 

	7.
You felt that the training was engaging.

 

	8.
You felt that your knowledge/skills improved by taking the training.

 

	9.
The training was practical and/or easy to apply.

 





The role of the Likert-scale evaluation is to help determine whether the assessed platform, in its current state, is appropriate for learning in terms of various aspects, such as user interface, training content, gamification features, etc.
Open Questions A set of three open questions is used to gather more detailed feedback about the evaluated system for its developers, so that they can improve the system in the future: 	1.
What are the three most important things that you learned?

 

	2.
What were the three biggest strengths and weaknesses of the training?

 

	3.
Do you have any suggestions for improving this training program/system?

 





The above questionnaire was used in [23] to evaluate and compare several cybersecurity awareness training platforms that rely on the different approaches discussed in this chapter. The results of the questionnaire were also used as basis for proposing solutions for the improvement of the evaluated platforms, which emphasizes the possible practical applications of such a detailed assessment procedure.



8.3 Case Study: CyATP
To illustrate the various issues discussed in this chapter, we analyze in what follows a specific cybersecurity awareness training platform, named CyATP [24]. The platform was developed at Japan Advanced Institute of Science and Technology starting from 2020, and CyATP v1.0 was released as open source on GitHub in 2021 [2].
8.3.1 CyATP Overview
CyATP is a cybersecurity awareness training platform that uses a web-based interface to provide various self-study components that support the learning process, as well as gamification components used as part of the evaluation process. CyATP was designed by considering several ways in which the effectiveness of the training can be improved, and we will focus on those specific features in this presentation. For more details about the implementation of the platform, see [24].
The most important education mechanisms that were integrated into the CyATP platform are as follows:	Interactive learning based on a concept map representation aimed at supporting learners’ interest and motivation.

	Content generation as a way to ensure that the training content is rich and varied, and that it can be easily kept up-to-date.

	Quiz interface based on crossword puzzle mechanics as a gamification feature aimed at increasing the learning experience enjoyment.





Each of the above features will be discussed and illustrated in more detail in the next subsections.

8.3.2 Concept Map Based Learning
Most e-learning platforms present the information in a linear fashion, for instance, as a series of modules that the trainees need to go through sequentially in order to learn about the training content. However, this does not account for the differences that exist between learners in terms on knowledge level, interests, etc.
To address this issue, CyATP uses a knowledge graph representation of the training content that makes it possible for trainees to explore the concepts in the training databases by following the logical connections between them in any order they prefer. In this manner, learners are able to prioritize the concepts they are interested it at that specific moment, compared to those concepts they are not interested in or perhaps master already. This capability is achieved via two components of the user interface, named Concept Map and Learn Concepts.
8.3.2.1 Concept Map Interface
The concept map interface of CyATP displays an overview of all the concepts available in the training database in the form of a hierarchical graph representation. The representation is centered around the top-level concept for which the database was built, surrounded by lower-level concepts (the training content database itself is built automatically, as it will be explained in Sect. 8.3.3.1).
In the example shown in Fig. 8.2, the top-level concept is “Computer security,” and the related concepts, such as “Mobile security” or “Information privacy,” are shown connected to it in the concept map graph. In their turn, the related concepts of even lower level, such as “Mobile malware” in relation with “Mobile security,” or “Medical privacy” in relation with “Information privacy,” are also shown connected to the higher-level concepts.[image: ]A concept map illustrating various topics related to cybersecurity. Central nodes include "Computer security," "Cryptography," and "Digital forensics," with branches connecting to subtopics like "Antivirus software," "Privacy law," "Cryptography books," and "Access control." The map visually organizes these concepts, showing relationships and hierarchies among them. The layout uses different levels to indicate the depth of each topic, with nodes labeled from level 0 to level 6.


Fig. 8.2Training content representation in CyATP as a hierarchical concept map



To ease visibility, the logical level on which a concept is located in the logical hierarchy is emphasized via the color of the node. Learners can interact with the graph to navigate through it, zoom in and out, show or hide some of the levels, etc. By exploring the concept map, learners are able to understand the relationship between concepts at several levels of detail, as desired. They can also proceed with the learning process in any order they wish, according to their personal interests.

8.3.2.2 Learn Concepts Interface
The learn concepts interface in CyATP makes it possible for learners to study in more detail any concept they want to know more about. This is achieved via two mechanisms. In the left-hand side, an interface similar to the concept map representation is shown, revealing the relation between the concept of interest and all the related concepts, both at higher and lower levels in the hierarchy. Secondly, in the right-hand side of the interface, the definition of the concept of interest is displayed, so that learners can gain deeper knowledge about those concepts via their textual description.
In the example shown in Fig. 8.3, “Cryptography” is the concept of interest, and it is displayed in the center of the concept map representation. The higher-level concepts (in this case “Computer security”), as well as the lower-level ones (e.g., “Cryptographic software,” “Randomness,” etc.) are displayed around it, making the relationships between them very clear. The definition of “Cryptography” is also shown in the right-hand side.[image: ]A concept map centered on "Cryptography" with branches connecting to related topics such as "Cryptographic protocols," "Cryptographic algorithms," "Quantum cryptography," and "Computer security." Each node is labeled with a level from 1 to 7. On the right, a text box provides a detailed explanation of cryptography, its origins, and its applications in secure communication and information security. The interface includes a search bar at the top for inputting keywords.


Fig. 8.3Learn concepts interface in CyATP used for detailed concept understanding



In addition to the above, a search box is available at the top of the interface, making it possible for trainees to find out the definition and relationships for any concept that may be interested in via text search (provided that the search matches at least partially any concept registered in the training content database). This mechanism further adds to the freedom of exploration provided by CyATP.


8.3.3 Content Generation
Creating cybersecurity awareness training content is a tedious task that requires educators to spend a long time creating the necessary educational content, quiz questions, etc. Moreover, since the cybersecurity landscape evolves rapidly, updating the training content requires that extra time is spent to add new content related to the new issues that must be covered, and possibly to remove any unneeded old content. CyATP addresses these issues in two ways:	Creating the training content automatically by leveraging the DBpedia and Wikipedia public knowledge bases.

	Generating the corresponding quiz content as well automatically by using Natural Language Generation (NLG) techniques.





8.3.3.1 Training Content Generation
For training content creation, the DBpedia knowledge base [5] is queried based on the top-level concept (for example, “Computer security”), and all the relationships between that concept and the related concepts are used to retrieve the associated knowledge graph. In addition, definitions for the concepts are also retrieved automatically from Wikipedia [22]; see [16] for details on the entire procedure.
Using this method, at the time of development, a total of about 2500 cybersecurity concepts and concept definitions were automatically imported into the training database of CyATP. By querying DBpedia at regular intervals, educators can effortlessly update the entire training content, thus benefiting implicitly of any changes in the DBpedia and Wikipedia knowledge bases.

8.3.3.2 Quiz Content Generation
In regard to the quiz content, NLG techniques were used to automatically generate based on the training content a set of pairs of cloze questions1 and answers that are presented in the quiz section of the CyATP user interface. In particular, the SMOTE method was used to train a Bernoulli Naive Bayes model after performing isotonic calibration; see [24] for a detailed description of the approach.
An example of a generated quiz question is shown in Fig. 8.4, along with the four possible answers that were selected, made of the correct answer and three related ones. The screenshot is part of the Take Quiz component of the CyATP interface, and it also includes a countdown timer for answering the question, the number of remaining questions, and the current score. Trainees can also provide feedback about the question via the Question Evaluation button.[image: ]A quiz interface with a question about security. The question asks for the term describing the selective restriction of access to a place or resource. Four answer options are provided: "Access control," "Access restriction," "Identification," and "Security policy." A timer shows 15 seconds remaining. The interface indicates the user is on question 7 of 10, with a current score of 20.


Fig. 8.4Example quiz question automatically generated by CyATP using NLG techniques



The current version of CyTAP includes a total of 278 cloze questions that were generated using the above method. These questions are presented to learners in the form of a timed quiz that serves as a way for them to verify their proficiency level. Each time a quiz is taken, 10 questions are randomly selected from the quiz question database for that purpose.
We note that the random question selection in CyATP provides variation in terms of learning experience but does not necessarily support the learning process. For this purpose, more advanced techniques should be used, such as the adaptive learning approach proposed in [16] that prioritizes new content and content that has not yet been learned correctly when selecting the quiz questions.
In addition to being used as quiz questions, the generated cloze questions were also processed for inclusion in CyATP as elements of crossword puzzles. There are currently 28 clues available that make up a total of 10 crossword puzzles, as it will be discussed next.


8.3.4 Crossword Puzzle Quiz
The simple quiz that was discussed above is a very basic form of gamification, as the countdown timer and current score bring a certain excitement to the learning experience of the trainees. However, CyATP also provides a more advanced form of gamification meant to make the learning experience even more enjoyable via the use of crossword puzzle mechanics.
The crossword puzzle component of the user interface displays a crossword puzzle in the left-hand side. Next to it are shown the clues for the puzzle, displayed separately for the across and down directions. The clues consist of cloze questions that represent the definitions of cybersecurity-related concepts. Trainees must input the answer (missing word) of the cloze questions into the crossword puzzle area. Since this requires them to actually type the answer, it is a more challenging process than the simple answer selection from a list of possible choices for the regular quiz mentioned earlier.
An example of a generated crossword puzzle is shown in Fig. 8.5. Using the crossword puzzle interface in CyATP makes solving the quiz more fun, thus ensuring a balance is achieved between learning and entertainment. The crossword puzzle also exercises the reasoning ability and cultivates the concentration of the learners in ways that cannot be achieved via the usual quizzes in typical e-learning platforms.[image: ]A crossword puzzle titled "CyATP" with clues for "Across" and "Down." The grid shows the word "malware" vertically intersecting with "password" horizontally. Clues include topics like technology, security, and data protection. Notable clues are: "A memorized secret, typically a string of characters, usually used to confirm the identity of a user" for "password," and "Any software intentionally designed to cause damage to a computer" for "malware." The note at the bottom states all answers are lowercase and exclude spaces.


Fig. 8.5Example crossword puzzle automatically generated by CyATP based on cloze questions
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Footnotes
1Cloze questions, also known as embedded answers questions, are a type of question in which a portion of text is missing and must be filled in by the learner.

 



Part IICybersecurity Training Platforms
Part II of the book provides a practical perspective on cybersecurity training via a wide-ranging analysis of many existing training platforms in the Capture The Flag (CTF) and cyber range categories. In addition, we present a detailed case study on the integrated cybersecurity training framework CyTrONE. A capability assessment methodology for cybersecurity training platforms is also discussed before concluding the book.
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This chapter provides an overview on cybersecurity training platforms, starting by introducing a model that defines the platform components that are used to provide its core functionality and support the training. This is followed by a detailed discussion of the two main components of training platforms: the training content and the training environment. For both components, the most used approaches are examined, and their respective advantages and disadvantages are analyzed.
9.1 Training Platform Model
In this section we will define a generic model for cybersecurity training platforms. The role of this model is to establish a universal framework for the more detailed analysis of training platforms that we will present in the following chapters. Consequently, our model focuses mainly on the common elements that are employed in most currently available training platforms. A simple architecture similar to the model defined here was introduced in the context of the capability assessment methodology discussed in [1]. For a more detailed functional architecture of training platforms, readers can consult the one proposed in the cyber range and security testbed survey discussed in [13].
9.1.1 Model Outline
The generic model for cybersecurity training platforms that we define is shown in Fig. 9.1. The model includes several components that make up the platform, as well as two kinds of actors, as it will be discussed next.[image: ]Diagram illustrating a training management system. An instructor accesses a portal, which connects to a training manager. The training manager interacts with data storage and a training environment. Trainees use a separate portal linked to education functions and the training environment. Monitoring is connected to the training environment, and training content feeds into data storage. Arrows indicate the flow of information between components.


Fig. 9.1Generic cybersecurity training platform model



9.1.1.1 Model Components
The platform components in our model can be grouped into two classes, according to their main characteristics, as follows:	Core components.

	Support components.



Core Components The core components are those modules of the training platform that are used for the actual training activities. This includes the Training Manager for managing the training by interacting with the Data Storage and the Training Content stored within, as well as the Training Environment in which trainees can do hands-on practice. The core components are essential in a training platform, as without them no training activity can be conducted. Therefore, all training platforms must include them, at least conceptually, from the point of view of their functionality.
Support Components The support components are those modules of the training platform that provide various usability features in order to support the training activities. This includes the Portal used to interact with the training platform, Education Functions used to support the learning process, and Monitoring for keeping track of the state of the training environment. Basically, the support components are used to facilitate the training activity, such as allowing instructors and participants to more easily interact with or manage the platform. They are, however, not critical for the training activity, and simpler training platforms may omit them. While this omission does not affect the core functionality of the platform, it does reduce its usability.

9.1.1.2 Model Actors
While not components or modules of the training platform per se, we need to discuss the specificities of those who interact with the training platform, which we refer to generically as actors. Specifically, the two types of actors that we consider are:	Instructors.

	Trainees.





So far we have employed these concepts by relying on the commonly used meaning of the terms, but we will define them more precisely here in order to be able to discuss their interactions with the training platform in the following sections.
Instructors Instructors are those users of a cybersecurity training platform who are in charge of coordinating the training activity. They can be, for instance, faculty members and other academic staff in case the training takes place in a university.
Instructors have enough privileges to perform all the management tasks related to the training activity, such as starting a training session, collecting data regarding the actions of the trainees, scoring them, etc.
Trainees Trainees are those users of a cybersecurity training platform who actually take part in the training activity. Such participants can be, for instance, university students if the training takes place in an academic environment.
Trainees have privileges related to accessing the information about the training activity that they are to perform (e.g., questions, tasks, etc.), and the training environment that they must use to solve those questions/tasks. In addition, they are able to access their own scores, and potentially other forms of detailed feedback about their training performance.

9.1.1.3 Discussion
The cybersecurity training platform model discussed so far is a simple model that has the benefit of being at the same time powerful and generic, as it can be applied to a multitude of training platforms. More detailed models, such as the architecture presented in [13], have a higher granularity, but fail to describe the interactions between components. Moreover, they may include very specialized components, such as those used for testing the functionality of the platform, which we consider having less of a generic nature compared to the modules we defined.
Another important point is that many training platforms typically implement their functionality as separate standalone components that can be mapped directly to those in our model, thus ensuring the highest clarity and flexibility of the design. However, some platforms may aggregate the functionality of two or more components into a single module. A very basic example of this type of aggregation is the case when the training content is hard coded into the training environment. In some implementations the education features could also be included in the Portal component, for example. Other implementations could even replace some functionality with manual operation, such as using scripts to manually execute the training activity instead of relying on a standalone Training Manager module.
As far as actors are concerned, in some training platforms there is an even finer role separation. For example, administrators could be technical personnel that manages the training platform, for example, by setting up the deployment servers, or installing new training content, but without having any role in coordinating the training activities or the education process. In our model these tasks are included in the Instructor persona for simplicity, and also to reflect the fact that such fine role separation is only present for very large training platforms.
Next we will present in more detail each of components of the cybersecurity training platform model introduced in Fig. 9.1.


9.1.2 Component Overview
As mentioned above, we group the training platform components into those components that are used for the actual training activities, the core components, and those modules that support the training activities, the support components. The main characteristics of the defined components will be detailed next, along with a description of their interactions with each other.
9.1.2.1 Core Components
The core components of a cybersecurity training platform that we define for the purpose of functionality separation are as follows:	Training Manager.

	Data Storage.

	Training Content.

	Training Environment.



Training Manager The Training Manager module is a software component of the training platform that is used to manage all aspects of the training activity. This includes not only starting and stopping the training activity, but also running actions during the training, such as executing attacks, generating background traffic, etc.
In its simplest form, the Training Manager can be implemented as a set of scripts used to deploy the training content, as well as set up and run the training environment. However, more advanced training platforms use a standalone Training Manager module that has this kind of functionality.
As illustrated in Fig. 9.1, the Training Manager interacts with the Data Storage for the purpose of storing data about the training activities and to retrieve the Training Content. It also interacts with the Training Environment in order to manage it. Optionally, if Portal support components are present, the Training Manager also interacts with them, for example, receiving settings and actions from Instructors, and registering information for Trainees.
Data Storage The Data Storage is the location where all the artifacts related to the training activities are stored. Initially, this refers mainly to the Training Content, such as text and binary files that are needed in order to define the tasks for Trainees and create the Training Environment. However, as training progresses, Data Storage is also used to store any data that may result from the training activity, such as logs of trainees’ interactions with the Training Environment, etc.
Data Storage is a passive component of the training platform, and the module that typically accesses it is the Training Manager, as shown in Fig. 9.1. Nevertheless, depending on the implementation, other components can access the Data Storage directly. For example, the Monitoring support component may store data retrieved from the Training Environment, which can then be displayed in the Portal for Instructors or used for further processing.
Training Content The Training Content represents the totality of materials that are used to define a training activity. Depending on the type of training, the Training Content can be in the form of questions the trainees must answer, descriptions of the tasks that they must perform, and so on. Additional types of training content can include an outline of the training activity, hints that help with solving the questions/tasks, etc. The specifications of the training environment that must be used in connection with a given set of training materials can also be part of the Training Content.
The Training Content is typically stored in the Data Storage component of the training platform (see Fig. 9.1). Since it is not a software module, many training platform architectures omit to specify it directly, and consider it as an implicit resource. From our perspective, however, a training platform without training content is basically useless. Moreover, once a training platform is deployed, most of the effort is spent in creating and updating the training content. Consequently, we have defined Training Content as an explicit component of our training platform model. As it is one of the most important components in our model, a more detailed discussion regarding training content will be provided in Sect. 9.2.
Training Environment The Training Environment represents the set of digital assets that are practically used for the hands-on training activity. A Training Environment is first of all composed of one or more computing devices or virtual machines to which the trainees connect to solve the tasks specified in the training content, as well as the network connectivity between them. In addition, the settings and software packages that are included in the computing resource are also part of the Training Environment.
As depicted in Fig. 9.1, the Training Environment is mainly configured and controlled via the Training Manager. However, it can also interact with other modules, such as the Monitoring support component, that extracts trainee activity logs from the environment, for example. It is also important to emphasize that there is a many-to-one dependency between the Training Content mentioned above and the Training Environment. Thus, a given Training Content requires a Training Environment with appropriate specifications in order to be made available for training. Moreover, a Training Environment can be used for hands-on practice in connection with different types of Training Content. The characteristics of training environments will be examined in more detail in Sect. 9.3.

9.1.2.2 Support Components
In addition to the core components of the cybersecurity training platform model that we discussed so far, several support modules can be used to improve the usability of the training platform, as follows:	Portal.

	Education Functions.

	Monitoring.



Portal The Portal represents the user interface of the training platform. For Instructors, this refers to various training management actions, such as selecting the training content for a given training activity, creating and destroying the training environment, and so on. For Trainees, the Portal constitutes the way in which they can participate in the training via features such as access to the training content and training environment, registration of answers, etc.
The above discussion illustrates the fact that the two types of actors in our model use different features of the Portal. For this reason, in Fig. 9.1 we have represented it as distinct modules for each type of target user, although a particular implementation could use a single Portal component that presents a different interface depending on the role of the logged-in user. As for interactions, the Portal is mainly connected to the Training Manager, to which it delivers user commands, and from which it retrieves status information to be displayed in the interface. In addition, the Education Functions component can be used to add education-related functionality to the Portal, as it will be discussed next.
Education Functions The Education Functions component stands for all the features that add education capabilities to the training platform. Such features can include tutoring, in which e-learning content is presented to Trainees to help them learn related concepts, or hints that can be associated to the provided tasks to assist participants who are stuck when trying to solve them.
Other features are related to the way in which scoring for the solutions provided to tasks is done—including depending on whether hints were used or not—and in which those scores are managed. This can also include the certification of the skill or skills that were required to complete a given task, for example, in connection with skill frameworks such as the NICE Framework (see Sect. 3.​2.​1).
As shown in Fig. 9.1, Education Functions is basically a support module for the Portal component, hence it interacts with it both in order to assist Trainees, for example, via the tutoring feature mentioned above, and also to support Instructors, for example by making it possible to view and manage Trainee scores.
Monitoring The Monitoring component is a support module that is in charge of collecting information from the hosts in the Training Environment. Such information can be used to better understand the activity of the Trainees. For example, action logs could show which commands the Trainees executed, and in which order, revealing information about how well they master the related knowledge and skills. By analyzing this information, Instructors can refine the training materials in order to better teach those skills, and also refine the training content in order to ensure the target skills are learned according to recognized best practices.
The main interaction of the Monitoring component is with the Training Environment, which is the source of the Trainee action-related information that the module collects, as illustrated in Fig. 9.1. In addition, Monitoring can supply data to the Portal for display to Instructors; the information is also typically saved in the Data Storage for further analysis.

9.1.2.3 Discussion
As mentioned already, the core components of our cybersecurity training platform model are an essential part of any training platform. Hence, all training platforms must include these components in one for, or another. Among the core components, however, Training Content and Training Environment are conceptually the most important, since they represent those components that are intrinsically used in the training activity. This is why we will examine them in more detail in the following two sections of this chapter.
On the other hand, by their nature, all the support components in our model are optional, as training activities can also be conducted without them. However, some of the components are more important than others in terms of the gain in usability they can provide. The Portal is the most important from this point of view, as without a user-friendly interface it can be difficult to make effective use of a training platform, both for Instructors and Trainees.
Education Functions are especially useful in an academic environment, where the main goal of the activity is learning. In contrast, if the main goal of the training platform is skill testing, for example, in a professional environment, such functionality can be omitted. As for Monitoring, it is only required if an in-depth analysis of Trainee actions is desired.



9.2 Training Content
The training content is arguably the most important aspect of a cybersecurity training platform, since it contains all the information that trainees need in order to be able to learn the target skills. However, to create effective cybersecurity training content, instructors need to possess not only technical knowledge, but also an understanding of education approaches. Otherwise, even if the content is technically sound, not presenting it in an attractive manner may decrease the motivation of the trainees, as discussed already in Sect. 2.​2.​1.​3.
This is an important issue because, in practice, cybersecurity training content creators are often simply security experts who were tasked with sharing their knowledge via the training platform. In such cases, developing training content for technical cybersecurity training may pose various challenges. Consequently, in what follows we will provide some guidelines about how to create good cybersecurity training content that is adapted to the characteristics of the trainees.
9.2.1 Training Content Types
The first decision that a cybersecurity training content creator needs to make is about content type. Although the training approaches can differ among various cybersecurity training platforms, training content is typically defined in one of the following three manners that will be discussed next:	As a quiz made of independent tasks or challenges.

	In the form of a scenario composed of sequential tasks.

	Without following any structure.





9.2.1.1 Quiz-Based Training Content
For quiz-based training, content is organized in the form of questions for which the participants must provide an answer, typically by executing actions and commands in the training environment. The questions are usually grouped by category (such as web, network, cryptography, etc.), but are independent from each other; hence, the order in which they are addressed does not matter.
This type of training content makes it possible to easily assign a score to trainees based on whether they have answered correctly or not the included questions. Moreover, public scoreboards are often integrated in the platforms using this type of content as a gamification element to increase the motivation of the participants.
Quiz-based training content is often found in CTF-style competitions. As an example of a training platform making use of this type of content, we mention the Facebook CTF open-source platform that was released on GitHub (but which has been archived in 2020 and is now read-only) [4]. This type of training content is also called Jeopardy content due to the format similarity with the popular American television game show with the same name. We note that platforms supporting CTFs are a very important type of cybersecurity training platform, and they will be discussed in more detail in Chap. 10.
The main advantage of using quiz-based training content is that the content itself is very easy to create, as each question can be treated independently from all the others, so content can be developed even by multiple creators simultaneously. However, trainee motivation is only stimulated from a competitive perspective, as solving the questions is simply a matter of using the right technical skills. Hence, no higher-level emotional involvement is present.

9.2.1.2 Scenario-Based Training Content
For scenario-based training, training content is organized as tasks that are related to each other, which is the main difference with respect to quiz-based training. As a consequence, scenario-based training tasks typically need to be addressed in the order in which they are presented in order for the participant to be able to progress through the training activity.
In addition to the tasks themselves, scenario-based training includes a story-like description that presents to trainees a fictional background for the training (i.e., the scenario), such as them being secret agents charged with an important mission that involves solving the training tasks. This kind of fictional stories make the training more relatable and fun to conduct from a trainee perspective.
As the trainees advance through the training scenario, they typically have to input some proof of their progress, such as the results of investigative actions that they took in the training environment. The score trainees are assigned when the training activity ends typically indicates how much they have managed to advance through the scenario storyline.
The NetWars family of training programs offered by SANS Institute represents an example of a gamified training experience that uses scenario-based training content [8]. For instance, the training program named NetWars Core Tournament covers a wide-range of technical topics, such as Linux and Windows command line, malware reverse engineering, firewall configuration, etc. The interesting part, however, is that the training follows a scenario specifically designed to motivate the trainees. In particular, NetWars Core Version 9 used the following storyline:A group of young friends are facing terrible danger, possibly associates with the local Hackins National Laboratory. You can help! Help defend our heroes—find out who’s behind all this and maybe even strike back.

Creating scenario-based training content is more difficult compared to quiz content, as creators must intertwine the technical cybersecurity elements of the training with the storyline in a plausible manner. The potential emotional involvement of the trainees in the story is what is aimed for in return, and it constitutes the main advantage of scenario-based training.

9.2.1.3 Unstructured Training Content
The other type of cybersecurity training content is the unstructured one. For this type of training, trainees proceed freely with the activity based on some preliminary information they receive from the instructors. This type of training content is mainly associated with training activities that have as goal exercising the general attack and/or defense skills of the trainees, instead of specific technical skills as in the previous types of training. Consequently, the unstructured training content is most suitable for trainees who already have a sufficiently high cybersecurity skill level.
A typical illustration of unstructured training are the red team/blue team exercises, where trainees are assigned as members of one of the two teams. Trainees who are part of the blue team must respond to malicious actions by defending a system from the attacks conducted by the read team. In contrast, trainees who are part of the red team have the role of attacking the system defended by the blue team. An example in this category are the so-called “live fire” red team vs. blue team exercises that are possible using the SimSpace Cyber Force Platform, which provides an isolated environment for building the real-world skills of security teams [9].
A related type of cybersecurity training is the so-called king of the hill training. In this case the trainees, either individually or as a team, must use both their attack and defense skills, at the same time defending their own system, and attacking the systems managed by the other participants. An example of this type of training is the King of the Hill (KoTH) competitive hacking game made available online on the TryHackMe browser-based cybersecurity training platform [11]. In this implementation, participants compete against 10 other persons to compromise a target machine, and then they must patch its vulnerabilities in order to stop the other players from gaining access. This type of training fundamentally makes it possible for trainees to exercise both their attack and defense skills in a single activity. We note that the Facebook CTF platform mentioned in the context of quiz-based training also supports this type of exercises, in which participating teams compete with each other to gain control over target systems named bases [4].
For unstructured training, the training content is less related to learning, as typically there are not many educational materials included. Instead, the focus is laid on the training environment that needs to be created for the training activity, and the types of vulnerabilities to be included, that are related to the target skills that the hands-on practice should focus on. Some support content can be included, however, to assist the trainees. In the case of the Facebook CTF challenges mentioned above, for example, hints can be added to bases (either free or with a penalty associated to them) in order to make it easier for unexperienced trainees to get control of them.


9.2.2 Content Type Comparison
In Table 9.1 we analyze the main characteristics of each type of cybersecurity training content. This kind of analysis can be used as a guideline for instructors when making decisions about what is the most appropriate type of content to create for a given training purpose, or what is the most suitable type of training activity required for improving a certain kind of target cybersecurity skill.Table 9.1Comparison of training content characteristics depending on content type


	Characteristic
	Quiz-based
	Scenario-based
	Unstructured

	Task type
	Independent tasks
	Task sequence
	Implicit tasks

	Skill type
	Specific individual skills
	Individual skills
	Various skills

	Participants
	Low-to-medium experience
	Medium experience
	Experienced

	Motivation
	Basic gamification
	Advanced gamification
	High involvement

	Realism
	Low realism
	Medium realism
	High realism





Task Type The first important difference between the forms of training content that we discussed refers to the type of tasks included in the training. These tasks are stated independently from each other for quiz-based training and organized in an ordered sequence for scenario-based training, but in both cases, they are explicitly defined. On the other hand, tasks are typically implicit—such as attack or defense/forensics—for unstructured training.
Skill Type The type of skills that each type of training content addresses is also different. Quiz-based training usually focuses on very specific individual skills (e.g., how to solve a certain cryptographic puzzle). Meanwhile, scenario-based training focuses on more generic individual skills and skill combinations that need to be chained together in order to solve the given task, thus leading to a more realistic type of training. Lastly, unstructured training addresses various types of skills, both as individual skills related attack and defense/forensics techniques, and in the team skill category, as needed to accomplish the realistic system compromise and defense goals of the training activity.
Participants Regarding the typical participants in the three types of training, quiz-based ones are usually attended by young participants with low-to-medium skills that want to improve their abilities. An exception, however, is represented by high-level competitions, such as DEF CON [2], in which this type of content represents a very easy manner of evaluating the raw cybersecurity skills of an individual or team. Scenario-based training typically requires participants with at least medium experience, since the tasks to be solved are more complex. As for unstructured training, due to its nature, only experienced participants can face its challenges and fully benefit from it.
Motivation Next, we will discuss the features aimed at increasing the motivation of the participants, especially via the gamification features corresponding to each type of training content. Quiz-based training only makes possible the inclusion of basic features, such as scoreboards. The storyline included in scenario-based training adds more advanced features, such as motivating the participants to become emotionally involved in the training via the associated scenario, which also serves as a way to establish parallels to real-world situations, thus improving the effectiveness of the training. As for unstructured training, the very time-sensitive and competitive nature of the training involvement stimulates participant involvement even more.
Realism Based on all of the above, we conclude that the realism of quiz-based training is the lowest, since only raw technical security skills are targeted. Scenario-based training has a medium level of realism, as the scenarios used can mimic real-life situations, for example, as encountered by a system administrator. As for unstructured training, it is the most realistic of the approaches from a training content perspective, since it puts participants in conditions that are similar to a real-world scenario, where there is no predefined “script” they can follow.

9.2.3 Education Aspects
Education is a very important aspect of cybersecurity training activities. Thus, there are two main roles of a cybersecurity training activity: 	1.
Teaching the trainees concepts and skills related to the topics targeted by the training activity.

 

	2.
Testing trainees’ ability to solve the corresponding tasks included in the training.

 





Most cybersecurity training platforms cover thoroughly the testing aspects. This can be done by quantifying trainee performance, for example, by scoring trainees based on their answers to quiz questions. Or it can be done by determining their success or failure in conducting a defense or attack exercise. To some extent, some platforms may not even include any education features, and delegate the learning aspects to the implicit effects of hands-on practice. However, we argue that the teaching role of a training platform is at least as important as the testing one. Consequently, education mechanisms that support the learning process are a significant characteristic of training platforms.
In some cases, it can be considered that trainees are supposed to learn the necessary concepts and skills outside the training platform, for example through individual study, or via lectures that are provided by the institution organizing the training. There is, nevertheless, a clear advantage of having the education capabilities integrated directly into the training platform, as the information can be presented together with the task at hand. This is more convenient for trainees, who can refer to it when attempting to solve the task, which helps memorizing the information in context.
To implement such capabilities, the Education Functions component of our training platform model is typically used. However, this is only the technical side of the issue, as the training content is what actually supports the corresponding education features; hence, the role it plays in the learning process is critical. In what follows, we will review as examples some possible education capabilities, and the manner in which they can be implemented in a cybersecurity training platform.
9.2.3.1 Task Hints
A typical way to achieve introduce basic education capabilities in a training platform is to associate hints with the questions and tasks included in the training content. The hints can be displayed on demand by trainees when they are not able to address a particular question themselves. Usually, multiple hints are made available to support the learning process, and trainees can display them one after the other until they become able to solve the task. This is made possible by the fact that the first hints are more generic in nature, to provide only an overall idea for solving the task, then more specific hints follow, to also support the trainees that lack the actual technical understanding for solving it. Since trainees are able to immediately put the information provided via hints into practice, they are able to better understand and memorize it for future use.
We note that for some training activities revealing hints can lead to a penalty being subtracted from the overall score of the trainees, as a mechanism to differentiate between those who were able to solve the task by themselves and those who had to make use of the hints. Nevertheless, even if a penalty is applied, choosing to view the hints is beneficial in case trainees can find no other way of making progress. This is because becoming stuck in the training activity not only has a negative psychological impact, potentially reducing their motivation, but can also impede the progress through the training activity, especially in scenario-based training, in which tasks are dependent on each other, thus causing an overall lower score.
From a technical perspective, the Education Functions component of the platform simply needs to include a mechanism for displaying the hints (buttons, etc.), and a way to account for the hints being displayed in case a penalty is to be applied. The actual content of the hint is developed by Instructors and is stored together with the Training Content in the Data Storage module.

9.2.3.2 Adaptive Learning
The second education capability that we will discuss is of a more complex nature compared to task hints. In particular, we will examine the use of adaptive learning features. Adaptive learning, also known as intelligent tutoring, is an education approach that provides customized learning activities that take into account the specific needs of learners. To achieve this goal, the interaction of the learners with the training content must be modeled in detail, for example, by using the following elements [6]:	A set of training materials that are used to teach the target concepts to the learners (also called the expert model).

	Information about the learners, such as domain knowledge and learning performance, used to improve the effectiveness of the training process (also known as the learner model or the student model).

	A mechanism through which the two previous models are combined in order to decide what training content is displayed to the learners (typically named the instructive model).





The training materials in the above model are basically the cybersecurity training content in our discussion. What is specific is the use of the learner model, which aims to capture the skill level of each trainee. This model is constructed based on the answers of each individual, iteratively. The training content that is presented at a certain moment is selected by the instructive model based on its level of difficulty in relation to the presumed skill level of the trainee. By adapting the training content to the trainee needs, it becomes possible to create a learning experience that is at the same time engaging and effective, as it was demonstrated in [10].
From an implementation perspective, to support adaptive learning the Training Content must be designed so that information regarding task difficulty is included. Such information can be determined in advance by the instructors creating the content, can be estimated through experimentation with groups of learners, or even computed via a combination of the two methods. The Education Functions component implementation is more challenging though, as both a method for building the learner model, and the instructive model mechanism must be integrated into it.



9.3 Training Environment
In addition to training content, the training environment is the other essential component of a cybersecurity training platform, without each no training activity can take place. The main aspects that need to be discussed in this context are first of all the range of technical solutions that are available in order to implement a training environment. Then, the respective advantages and disadvantages of these solutions must be examined, as their characteristics need to be considered carefully when deciding what is the most suitable solution for a particular training platform, for example, depending on the type of participants and target skills, etc.
9.3.1 Training Environment Types
Training environments are made of a collection of hosts, and their network connections, if any, that trainees use for hands-on practice. There are two ways in which such a setup can be implemented from a technical perspective, as follows:	Physical environments.

	Virtual environments.





9.3.1.1 Physical Environments
The most basic training environments are those made of physical computing devices interconnected by actual communication networks. The network connectivity in this case can be realized either via wireless technologies, such as Wi-Fi, or via regular wired network technologies, such as Ethernet. In general, wired communication is preferred within the training environment, so as to avoid the possible communication issues that can occur due to wireless interference.
When using physical environments, the setup procedure is relatively straightforward, as only standard host and network administration techniques are required to prepare the training environment. Consequently, only fundamental technical skills that are mastered by most computer science graduates are sufficient to configure the training environment.
Another advantage of using physical environments in a training platform is that all the computing resources of the devices are dedicated to training purposes, hence maximum performance characteristics can be ensured. In addition, the setup of the individual devices can be initially conducted independently of the other parts of the training environment, then they can be put together in later stages to form the desired training environment.
The main disadvantage of using physical devices is related to the cost of acquiring and managing such dedicated devices (unless they are inexpensive devices to start with). Such a cost can be amortized over time if the training platform is used intensively, but if it is only used for occasional training this type of solution may not make much economic sense.
With respect to the type of computing devices used to implement the training environment, we distinguish two main classes:	High-performance servers.

	Small form factor (SFF) devices.



High-Performance Servers The easiest solution for creating a cybersecurity training environment made of physical devices is to use servers or other high-performance computers that were purchased for this reason, or that were previously acquired and are repurposed for cybersecurity training activities. This solution ensures that enough dedicated computing power can be made available even for the most demanding of the training scenarios.
However, if the training activity does not require a large amount of dedicated resources, there is a possibility of resource waste, and the servers will not be used at their maximum capacity. Therefore, we consider that using dedicated high-performance servers is more suitable as the infrastructure for virtualized training environments, as it will be discussed in Sect. 9.3.1.2.
Small Form Factor Devices A more cost-effective solution is to use SFF computing devices, such as the Raspberry Pi family of compact single-board computers [7]. Not only this type of devices are significantly less expensive compared to high-performance servers, but they are also much easier to manipulate and transport.
One can imagine, for instance, the case of a series of training events organized in an itinerant fashion at various locations. The instructors can then set up the SFF devices in advance at whatever place is convenient for them, including at their home. Then, they simply need to bring the devices to the event venue and connect them to the network infrastructure for integration with the overall system. This approach is used, for example, in some of the SECCON Beginners CTF sessions organized by the Japan Network Security Association (JNSA) [5].
As for disadvantages, SFF devices have limited computing capabilities, hence they are only suitable for simpler training exercises. This is why they are used often in training activities organized for beginners, as the one mentioned above, where a complex training environment is required. Another potential issue is that some of the SFF devices use custom operating systems (OSs), such as Raspberry Pi OS in the case of Raspberry Pi devices, which can represent a challenge for unexperienced instructors. However, these customs OSs are often based on the Unix operating system (in particular the Debian GNU/Linux distribution for Raspberry Pi OS). Consequently, most standard host administration skills can be applied to configure them, lowering the severity of the issue.

9.3.1.2 Virtual Environments
The second type of training environments used in typical cybersecurity training platforms are those made of virtual devices interconnected by virtual networks. The virtual devices are often instantiated on top of physical servers provisioned by the training organizer by relying on standard virtualization technologies, such as virtual machines or containers. For training environments of relatively low complexity, it is also possible to deploy the environment on the devices that trainees already own, such as their own laptops. This reduces the server provisioning and management requirements on the organizer side. As for the network connectivity, it is typically realized by leveraging the functionality of the virtualization technologies in this respect, which make it possible to create virtual networking components.
The main advantage of using virtual environments in a training platform is that the scalability and cost effectiveness of building the training environment are greatly improved. Thus, adding one or more virtual devices into a training environment does not translate into a hardware purchase; instead, only changes to the environment setup procedure are required. Similarly, provisioning for more or less trainees can simply be done by increasing or decreasing the number of training environment instances that are created on a given physical server, in an elastic manner. Consequently, more physical servers need to be acquired only when the cumulative resources of the existing servers become insufficient for the scale of the training activity.
However, using virtualization technologies introduces an overhead both regarding environment setup and computing resources. Concerning environment setup, the necessary tools and skills needed to create virtual environments are different from standard administration skills. Nevertheless, given the popularity of virtualization technologies in recent years, we consider that most specialists have at least some limited experience with them. As for the computing resource overhead, since part of the physical server resources must be used to run the virtualization technologies, the amount of resources available for the training environment instances is reduced. Nevertheless, in normal conditions, this overhead is relatively low compared to the requirements of the training environment, hence it can usually be ignored.
Next let us examine the two types of virtualization technologies that are currently available, namely:	Virtual machines.

	Containers.



Virtual Machines Virtual machines (VMs) are a virtualized computer that is run on a physical server. A VM is no different from an actual computer in terms of CPU, memory, or disks, but they are all virtualized, albeit often via mapping to the real CPU, memory and disks of the physical server that hosts the VM. An important property of a VM is that it is separated from the physical server OS, meaning that the software inside a VM does not interfere with the physical server functionality. Consequently, multiple VMs can be run on a single physical server independently from each other.
The main advantage of VMs is that they can be used to run almost any OS, no matter what the OS of the physical server that hosts them is. Virtual network infrastructure can also be defined relatively easily. On the other hand, since VMs must emulate the functionality of the computer they are representing, they are a relatively heavyweight form of virtualization technology. Similarly, since the VMs use full copies of OSs, the image files that are used to distribute VMs can be rather large in size, typically are least several gigabytes.
An example of virtual machine technology is that provided by VMware [12], which makes available a suite of tools that make possible the deployment of VMs both on regular end-user hardware (e.g., laptop and desktop PCs), and also on cloud infrastructure servers for large-scale deployments. In addition, the VMware virtualization tools have capabilities of creating a virtual network infrastructure for the deployed VMs, such as virtual switches, and virtual network adapters.
Containers The other form of virtualization are containers, a form of isolated user spaces which can be used to run software applications independently of the other programs running on that server infrastructure. Consequently, for an individual container perspective, it appears as the application runs in an isolated manner, with its own settings and libraries. However, all containers that run concurrently on a server share a common operating system. Container portability derives from the fact that, since it is self-contained, a container instance can be moved to a different server infrastructure, as long as the same containerization technology is present.
The main advantages of containers are their lightweight nature and the fact that they can be packaged in a relatively small standalone file that can be easily deployed on a different physical server. However, the tools required to manage the containers can be quite complex and difficult to learn for beginners. Some restrictions on the type of OS used in the container also apply. Moreover, some of the tools used in cybersecurity training, such as firewalls, rely on the OS kernel functionality. This may render them unusable in containers or may require root privileges for execution; providing such privileges to trainees, however, may not always be feasible, for example, when using shared PCs for training.
One of the most widely used container technology is made available by Docker [3], which provides a complete set of modules and software tools that make it possible to create, manage and run containers. Docker image objects are read-only templates used to distribute the containers, and also to create the processes that represent the actual running containers. Network objects make possible for the applications running in containers to communicate with each other, with the OS on which they are hosted, and with the outside world. However, complex network topologies cannot be built among the containers.


9.3.2 Environment Type Comparison
Given the various choices that exist for creating training environments, we will analyze the main differences between those choices from a cybersecurity training perspective. The discussion is summarized in Table 9.2, where the first characteristic, environment type, is used to remind the nature of each technology.Table 9.2Comparison of the main characteristics of the technologies used to create training environments


	Characteristic
	Servers
	SFF devices
	VMs
	Containers

	Environment type
	Physical
	Physical
	Virtual
	Virtual

	Scalability
	Low
	Medium
	High
	Very high

	Usability
	Very high
	High
	Medium
	Medium

	Flexibility
	Low
	Medium
	Very high
	High





Scalability The first property we examine is scalability, which is very important for training environments, as limitations in environment size impose constraints on the type of training activities that can be conducted. Physical server-based environments have the lowest scalability given the high costs associated with acquiring them.
SFF devices have better scalability characteristics, since they are relatively cheap; accordingly, acquiring more devices, as needed, is easy. Nevertheless, they are still physical devices that need to be managed; hence, training scale still cannot be extended past a certain limit.
As for the virtual environments, both VM and container technologies provide high scalability properties, albeit containers being even more scalable due to their lightweight nature. Another relevant characteristic, cost effectiveness, follows the same trend with scalability, so we will not discuss it separately.
Usability When considering usability, on the other hand, the training environments based on physical devices are easiest to configure, since only standard administration skills are needed. The physical server solution has a slight edge, however, since SFF devices may have custom OSs that require additional technical skills. As for virtual environment technologies, both VMs and containers require specialized tools for managing them, hence usability is only medium.
We note that when referring to usability in this context we consider the perspective of instructors, i.e., those who must create the training environments. From the perspective of trainees, training environments built using all the above technologies are functionally equivalent, so there are no usability differences between them from this point of view.
Flexibility The next characteristic that we examine is flexibility. Using physical servers leads to a low flexibility, as it is difficult to change the properties of the training environment, especially in terms of network topology.
The small size of SFF devices makes it easier to configure training environments based on them in a flexible manner, but our overall evaluation places this technology at a medium level, since the need to create physical connections can cause some hurdles. Moreover, relying on physical environments makes it impossible to use trainee devices for deployment, further reducing the flexibility.
On the other hand, virtualization technologies offer a much higher flexibility, with the highest level being for VMs, for which the range of choices in terms of OSs and virtual network configuration is superior to that of containers.
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This chapter discusses one of the most important types of cybersecurity training platforms in terms of public perception, the Capture The Flag (CTF) platforms. After examining the two main types of CTF content, which are Jeopardy style and attack-defend, we discuss in detail two categories of CTF platforms, the online and open-source ones. Representative examples in each of the two categories are introduced, followed by a comparative analysis of their main characteristics.
10.1 CTF Platform Overview
Most people who start studying about cybersecurity, especially as young adults, encounter very early the opportunity to have a CTF-type of training experience. The first reason for this is easy access. Since CTF platform management is relatively straightforward, many organizations make available online training platforms that learners can use, often even at no cost, to test their existing cybersecurity skills and learn new ones. The second reason for the popularity of CTF training is the enjoyment they can provide. The gamified training experience provided by most CTF platforms makes it fun for participants to join this type of training, especially via the typical scoreboard feature that allows trainees to compare their results with those of the other participants. Other aspects, such as playful quiz questions and training scenarios, also contribute to the enjoyable nature of CTFs.
The very first CTF is considered to be that organized in 1996 at the annual DEF CON cybersecurity conference [9], but CTF events are currently being held in most countries and for a wide range of participants, including even starting at elementary school level in some cases. CTF attendees can participate to competitions either individually, especially for the easier CTFs that are mainly targeted at beginners, or as a team, in particular for the top-level CTFs, such as the ones organized at DEF CON nowadays, in which even professional security experts compete for fame and/or monetary rewards. Note that a detailed background on cybersecurity competitions, tools, and systems is provided in [3].
As its name indicates, in a CTF type of training the participants are tasked with retrieving digital “flags,” which are pieces of information that they can discover by successfully solving a given challenge or accomplishing a given task. The retrieved flag is input via the user interface of the CTF platform; if the flag is correct, then the equivalent number of points is allocated to that individual participant or team.
There are two main types of CTF competitions [21], as it will be described next, although some competitions may combine the two types in a single event, or include slight variations of these types:	Jeopardy-style CTFs: Competitions that use a quiz format in which participants have to solve a set of provided challenges.

	Attack-defend CTFs: Contests in which the participants compete with each other in attacking and defending one or more target machines.





The two types of CTF competitions will be discussed next in generic terms. Then, in subsequent sections we will also proceed to examine examples of actual CTF platforms. The analysis of their features and characteristics will give readers a more detailed view on how CTF platforms work, and their most common uses. For practical reasons, we will classify the CTF platforms that we will discuss later in two categories, depending on whether they can only be accessed via the web, or their functionality can also be extended:	Online CTF platforms.

	Open-source CTF platforms.





10.1.1 Jeopardy-Style CTF
The most common type of CTF is the Jeopardy-style one, which is named like this because it is similar to an actual quiz-based Jeopardy game. When participants join a Jeopardy-style CTF training, they are presented with a set of challenges organized in various categories that reflect the main type of skills required to solve those challenges. Typical categories for Jeopardy-style CTF include web, binary analysis, cryptography, and so on, that the participants can choose from depending on the type of skills they want to practice. Often the number of points to be earned for solving one challenge is also displayed, so that trainees can choose easier or more difficult challenges (that yield smaller or larger amounts of points, respectively) depending on their current skill level.[image: ]A Capture the Flag (CTF) platform user interface displays four categories: Binary, Crypto, Forensics, and Web, each with point values ranging from 100 to 600. A scoreboard on the right shows Team A leading with 1100 points, followed by Team B with 800, Team C with 700, Team D with 500, and Team E with 100. The timer reads 1:23:45.


Fig. 10.1Mockup of a possible user interface for Jeopardy-style CTF platforms that shows a number of challenges and their corresponding amount of points in several categories; the remaining time and the competition scoreboard are also displayed in the right-hand side of the interface



In terms of deployment, a server infrastructure is required to store the digital assets, such as web pages or virtual machines, that are needed to solve the CTF challenges. The information on how to access a web page or virtual machine is provided via the challenge description. Sometimes, the challenge can also contain attached files that the participants must download, for example, for binary analysis or cryptography challenges. Ideally, CTF platforms should provide mechanisms to CTF content creators to manage such resources as needed. However, for basic quizzes, all the information needed for a challenge can be included in its text description, and no additional resource is required. Nevertheless, some kind of support for actually creating and displaying the quiz is always necessary.
The duration of CTFs varies according to their difficulty, ranging from a few hours to a few days, or even more. In most cases, a timer will be started when the competition begins and will be prominently displayed in the CTF user interface, given the participants a clear view on the amount of remaining time. When the allocated time elapses, the CTF ends and the team or individual that had most points at that moment wins. Typically, a scoreboard is also displayed during the entire duration of the competition, so that participants can follow in real time the progress of their ranking and see how it compares with that of the other participants. A mockup of a possible CTF platform user interface that illustrates all the specific elements discussed so far is shown in Fig. 10.1.

10.1.2 Attack-Defend CTF
The attack-defend CTF is a type of competition in which a participant or team must perform two types of activities in order to be awarded points: attack the systems controlled by other teams, and defend their own systems from other teams’ attacks. The number of points that is awarded is directly proportional with the amount of time participants are able to maintain control of the target systems. Extra points can be awarded for discovering flags hidden in those systems.
The attack and defense activities in this type of CTF usually take place simultaneously, especially for competitions with many participants. Alternatively, the competition can be organized in rounds, in particular for smaller competitions, such as those that are part of the internal training of an organization. In this case, for the first round, one team becomes the attacking team (also called red team), and the other team becomes the defending team (also called blue team). Then, in the second round of the competition, the two teams switch roles, so that participants of both teams can have the opportunity to exercise both their attack and defense skills.
In CTFs that focus mainly on offensive aspects, flags can be used as proof that a machine has been compromised, and if multiple flags are used on the same machine, how deep that compromise extends. Thus, flags can be hidden in text files placed at strategic locations on the target machines. The role of the attacking team is to attempt to locate and access those flags, then submit them as proof of their success, while the defending team tries to prevent access to those flags. Note that if there is no defense aspect at all in such a CTF challenge, then it can be considered to be of Jeopardy type, typically being classified in the pwn category, which refers to the act of gaining ownership of a resource (also known as pwning).
In order to ensure a fair competition, various rules are typically put in place for attack-defend CTFs. For example, there may be restrictions on what kind of hacking tools a red team can use. For the blue team as well there are restrictions, such as forbidding actions that cripple the target system, including disabling its network interfaces or turning it off. In case rule violations are detected, the corresponding team will face point penalties or even disqualification.

10.1.3 CTF-Type Comparison
The main advantage of Jeopardy-style CTFs from a participant perspective is that they are relatively carefree to attend, with tasks, as well as required skills, being clearly identified for each challenge most of the time. From an organizer perspective too, the fact that the training environment is relatively easy to set up is an important advantage. For some challenges, all the information can be included in the question text in the form of a quiz, hence no specific environment needs to be created. In other cases, a file attachment can be all that is needed in order to solve the challenge, for example to provide a file that is to be decrypted. Only for the most advanced Jeopardy challenges an actual target environment becomes necessary, but even in that case it is typically just a web site or virtual machine with some specific vulnerabilities, hence the setup is still relatively simple.
As for disadvantages, the fact that a Jeopardy-style challenge only refers to a single technique, or perhaps a limited set thereof, makes it that the challenges can be somewhat disconnected from reality, since a complex set of interrelated skills are usually required to address real-world cybersecurity issues. Nevertheless, we can draw a similarity between Jeopardy-style challenges and exercises done in school, in which each exercise may be of limited practical value by itself, but mastering repeatedly numerous exercises builds problem-solving skills that can later be applied in real life.
On the other hand, when considering attack-defend CTFs, the fact that they are very close to real-world cybersecurity conditions makes them much more useful from a training perspective. Thus, skills practiced by the defender teams can be utilized in a straightforward manner when defending real networks. Similarly, skills practiced by the attacking teams offer a direct perspective on what real attacker actions can be, and prepare professionals both for activities such as penetration testing, and also for becoming more skilled defenders.
Attending an attack-defend CTF, however, is very challenging for participants, as they must perform several tasks, often as quickly as possible, such as exploring the target environment, finding and patching vulnerabilities, detecting attacks and finding ways to stop or prevent them, etc. In addition, from an organizer perspective, the main hurdle is that the target environment needs to be complex enough to make possible a challenging contest that sufficiently tests the skills of the participants. Creating such an environment requires not only a wide range of technical skills from the part of the competition staff, but also a powerful-enough server infrastructure for deploying that environment.
Given all of the above, we conclude that Jeopardy-style CTFs are most suited for beginners who want to hone basic individual skills in a carefree style, whereas attack-defend CTFs are most suited for participants with medium and high skill levels, who can put those skills into practice in realistic scenarios. For these reasons, most currently available CTF competitions are in a Jeopardy or similar style, since they are easier to organize, and the potential target audience is larger. Conversely, only some high-level CTFs that address the needs of advanced cybersecurity professionals use the attack-defend format. Table 10.1 summarizes the key aspects that were discussed in this section in terms of the main advantages and disadvantages of the two CTF types, as well as their suitability.Table 10.1Comparison of the main CTF types


	CTF type
	Main advantage
	Main disadvantage
	Suitability

	Jeopardy
	Easy to attend, and also set up and maintain
	Focus mainly on individual techniques
	Participants with low-to-medium skill levels

	Attack-defend
	Similar conditions to real-life scenarios
	Challenging to attend, and also to set up and maintain
	Participants with medium-to-high skill levels







10.2 Online CTF Platforms
In what follows we will discuss several representative examples of actual CTF platforms, starting with those that fall in the online category. The main advantage of online CTF platforms is that they have the lowest barrier-to-entry from a participant perspective, since usually no setup is required before using them. The examples that we used to illustrate this type of CTF platform also have another common characteristic: they provide all or most training content free of cost, typically after a basic user registration procedure. We decided to focus on online CTF platforms that provide free content as this is how most people interested in cybersecurity begin their learning journey. When applicable, we will discuss the platform features that are only available at a cost, so as to make it clear in which cases the readers may need to explore paid options.
To make it easier to compare platforms, we will separate their presentation by type. First, we will examine Jeopardy-style platforms, as they are the most commonly available type. Then, we also examine several examples of hybrid platforms, that include additional forms of content, such as attack-defend style competitions. We note that there seem to be no platforms exclusively dedicated to attack-defend style CTFs, hence the reason for this classification.
10.2.1 Jeopardy-Style Platforms
Since Jeopardy-style CTFs are most popular with learners, and relatively easy to set up and manage, it is not wonder that most online CTF platforms currently available fall in this category. In what follows, we will review several such platforms, shown below in alphabetical order, and examine their main characteristics.
10.2.1.1 Google CTF
Google CTF is an annual online CTF competition organized by Google since 2016, typically during a couple of days in the month of June [15]. The competition consists of two events: a qualification stage in which the security skills of the participants are tested via a distributed security exercise, and a final stage in which finalists selected in the qualification stage compete in an on-site security exercise.
As with other CTFs, Google CTF participants must solve various challenges within the contest time period in order to earn points. The teams that earn the most points can also receive cash awards. One interesting aspect is that the number of points assigned to a challenge is not decided in advance, but it is calculated based on the number of teams that solved that challenge, so that the point value of a challenge is weighted based on its actual difficulty from a participant perspective. Most of the challenges used in Google CTF since 2017, as well as their solutions, are published on GitHub for reference and study purposes [14]. For 2023, the challenge categories were: misc, crypto, pwn, reversing, web and sandbox.

10.2.1.2 Hacker101 CTF
Hacker101 CTF is an online CTF platform that is made available as part of the Hacker101 online course on web security [19]. Participants of all levels can use the provided training environment to safely practice and improve their cybersecurity skills. The CTF is offered as a complement to the free online resources available on Hacker101, which are organized in several learning tracks that include information and video lessons on various topics, such as web hacking, mobile hacking, cryptography, and so on.
As with other Jeopardy-style platforms, participants have to use their pentesting skills to find flags that are placed in various locations in the target environment, such as within a file, a database, source code, etc. The Hacker101 CTF content is split into several levels, each containing a given number of flags. The levels are tagged with their difficulty level, such as trivial, easy, moderate, hard, and expert, as well as the skills that are required to solve the challenges, such as web, crypto, or math. Participants can select levels in any order, depending on their specific interests in certain topics, for example. Hints are also available for each level to assist those participants who have troubles with a particular challenge. A specific feature is that players can organize themselves in groups to work together through the CTF.

10.2.1.3 HackThisSite
HackThisSite is a free training platform that provides an open learning environment which includes no only hacking challenges, but also articles and various resources regarding the latest information in relation with hacker culture [20]. The training content made available on HackThisSite is divided into two main categories:	Basic challenges: Aimed at beginners, these challenges are relatively straightforward Jeopardy-style challenges that are designed for building the basic cybersecurity skills of the participants.

	Realistic missions: Activities aimed at more advanced users that ask participants to target websites provided via the platform that contain built-in security flaws which are to be exploited in order to achieve a series of hacking objectives.





Additional training content is included in separate challenge categories that cover various specific areas, such as applications, programming, JavaScript, forensics, and steganography. An extended basic level with more complex introductory content is also made available.
One important characteristic of the HackThisSite platform is the role-playing game approach used for the realistic missions. Thus, when using content in the mission category, participants assume the role of freelance hackers who are contracted by fictitious organizations to hack for social justice causes. After receiving a mission objective, participants have to explore on their own the target website of that mission with the purpose of discovering and exploiting the included vulnerabilities.

10.2.1.4 Pwnable.kr
The pwnable.kr platform is a non-commercial website that provides Jeopardy-style challenges regarding mainly system exploitation topics [27]. The website itself has a fun design, with many graphics aimed at increasing the level of engagement of the participants. The included CTF content covers a wide range of cybersecurity skills, such as programming, reverse engineering, bug exploitation, operating system knowledge, and cryptography.
The pwnable.kr challenges are divided into four categories, depending on their level of difficulty, with the names of each level reflecting the playfulness of the website authors. Thus, the Toddler’s Bottle level is addressed to the very beginners, Rookiss contains typical challenges for rookies, Grotesque includes some more advanced challenges, and finally the Hacker’s Secret level provides challenges that involve special cybersecurity techniques. For each of the included challenges, the intended solution is also provided by the challenge author, so as to help the participants with learning new skills.

10.2.1.5 Smash The Stack
Smash The Stack is a CTF platform that hosts several ethical hacking environments that reproduce real-world software vulnerabilities [31]. These environments are called “wargames” within this platform, and each of them includes a series of levels through which the participants must advance in order to complete the challenge. Access to the environment corresponding to a given challenge is typically done via an SSH client, following the instructions on the challenge web page. Further information about the objective of each level is provided in a README file in the home directory of that level.
The challenges in Smash The Stack cover several cybersecurity areas, such as reverse engineering, web application pentesting, and software exploitation. The vulnerabilities utilized in the challenges are of different types, such as operating system vulnerabilities, network protocol vulnerabilities, application vulnerabilities, etc. The required skill level for each wargame (challenge) is displayed on the main web page of Smash The Stack, such as beginner, intermediate, or advanced, making it possible for participants to select a challenge that matches their abilities.

10.2.1.6 W3Challs
W3Challs in an online CTF platform that hosts a large number of challenges that cover various areas of hacking, albeit being mostly oriented toward offensive hacking [34]. The challenges are organized in six categories: Crypto, Forensics, Misc, Pwning, Reversing and Web. For each challenge within a certain category, the number of points to be gained from solving that challenge is displayed along with the challenge name, representing an indicator of the difficulty of that challenge.
A very useful feature of W3Challs is that the included challenges are labeled with tags that make it possible for participants to filter the challenges based on their preference. Some tags refer to the difficulty level of the challenge, such as Baby, and others to the type of challenge, such as Crypto, which is helpful especially for challenges that fit into more than one category, as multiple tags can be used per challenge. However, most of the tags refer to the type of skills required to solve a given challenge, such as .NET, Android, ARM, Flash, Java, PHP, Python, etc. Filtering challenges based on such tags makes it possible for participants to focus only on those challenges that are related to the specific type of skills they want to practice, which is a great strategy for beginner learners in particular.


10.2.2 Hybrid Platforms
Some online CTF platforms, in addition to typical content in Jeopardy style, also provide other kinds of content. Most typically, this other form of training is in the attack-defense CTF style. As mentioned already, there seem to be no CTF platforms centered exclusively on attack-defend competitions, hence the reason for using this wider category. In what follows we will present some representative examples of such hybrid platforms, shown below in alphabetical order. We note that given the increased difficulty of managing attack-defense CTFs, only commercial platforms appear to support alternative competition styles.
10.2.2.1 Hack The Box
Hack The Box (HTB) is gamified cybersecurity platform that can be used for skill improvement, certification, and ability assessment [17]. The platform features are organized into several tiers, as follows: HTB Academy for learning basic cybersecurity skills, HTB Labs for improving existing cybersecurity skills, HTB Business for training that targets company employees, and HTB CTF for attending or hosting standard CTF competitions.
Each of the tiers has different characteristics that participants should be aware of when making a choice. For example, guided learning and certification are provided for HTB Academy tier training. In what follows, we will focus mainly on the HTB Labs tier, for which the content is split into two categories:	Challenges: Typical Jeopardy-style content in which light-weight applications are used to practice different pentesting techniques. Challenges are labeled according to their difficulty, as easy, medium, or hard, so that participants can select them based on their current skill level. In the case of challenges, participants’ objective is to solve that particular problem, hence it can be used to practice individual skills, as it is always the case with Jeopardy-style content.

	Machines: Instances of vulnerable virtual machines that make it possible to practice more complex CTF skills. The VM virtualized hardware, operating systems and services that run on the Hack The Box company servers. Content in this category too is labeled by difficulty level, such as easy, medium, hard or insane, and have various operating systems available (Linux, Windows, FreeBSD, etc.). For this type of training, the objective is to conduct pentesting on the target VMs and use the identified vulnerabilities to access two flags: a user flag demonstrating the ability to access a low-privilege account on the VM, and a root flag proving the ability to access the highest-privilege account.





In addition to the basic types of content mentioned above, there are also several more specialized forms of training, as follows:	Battlegrounds: Virtual environments in which two teams of up to four participants compete with each other for control over the provided environment in accordance with the attack-defend CTF paradigm.

	Endgames: Virtual environments that simulate real-world networks of typical organizations, which have multiple entry points and attack paths. The main difference with respect to the Machines category mentioned already is that Endgames consist of a set of interconnected VMs, not just one VM, thus representing a more realistic environment.

	Sherlocks: Scenarios that are aimed at improving defensive skills by providing a gamified narrative in a simulated corporate setting, through which participants can conduct defense-oriented cybersecurity activities, such as malware analysis, threat hunting, etc.





Hack The Box also provides several tools for making participation easier. One of these tools is Pwnbox, which is an online version of the Parrot OS Linux distribution that comes with various pre-installed hacking tools, and which can be used to compete in HTB Labs without installing any software locally. A discussion forum is also included in the platform, where participants who get stuck with a challenge can ask for hints from other players.
Based on the above discussion, we conclude that Hack The Box is a very mature online CTF platform, with a rich set of features. It is also worth noting in this context that the HTB Business tier of Hack The Box has been ranked in 2023 as one of the top training platforms by the Forrester Cybersecurity Skills and Training Platforms, Q4 2023 report [4].

10.2.2.2 TryHackMe
TryHackMe is a browser-based gamified cybersecurity training platform that provides learning content for participants with various skill levels, from beginner to advanced [32]. A significant amount of the training content is available free of charge, but there are paid premium and business plans that offer additional learning and training capabilities.
The CTF content of TryHackMe is mainly conceived to serve as complement to the learning content on the platform, and it is designed to allow participants to practice the skills they have learned via the online lessons. The challenges are organized in units named “rooms,” with each room being labeled with its difficulty level, such as easy, medium, hard or insane. Some of the rooms are of the walkthrough type, providing tutorials on how to achieve various pentesting goals.
The TryHackMe challenges typically include a number of tasks that require participants to answer several questions in order to complete each challenge. In this way the platform directs the learning process so as to provide a more structured learning environment compared to regular CTF challenges. Search functionality is also available, making it possible for participants to select from the more than 800 rooms those that are most interesting to them based on several criteria, such as relevance, difficulty level, room type (challenge versus walkthrough), and plan type (free versus subscription).
Another important feature of TryHackMe is its support for attack-defend competitions in the “king of the hill” format. In this case, participants must compete against several other players with the goal of compromising a target machine. Simultaneously, they should also try to patch the machine vulnerabilities in order to prevent the other participants from gaining access. When using this CTF format, points are awarded based on how long a participant is able to maintain access to the target machine, as well as for the flags that they are able to discover in the process. Thus, participants are able to practice skills that are directly applicable to various real-world scenarios and job roles.


10.2.3 Online Platform Comparison
In Table 10.2 we summarize the main characteristics of the online CTF platforms that we have reviewed. The table is split into two sections, with the upper part presenting the Jeopardy-style platforms, and the lower part the hybrid ones.Table 10.2Comparison of online CTF platforms


	Platform
	Specific features
	Challenge categories
	Availability

	Google CTF
	Cash rewards; Weighted challenge point values; Past event challenges and solutions published
	Crypto, Misc, Pwn, Reversing, Sandbox, Web
	Annual

	Hacker101 CTF
	Content organized in levels labeled with tags; Hints available; Support for groups of players
	Android, Crypto, GraphQL, Math, Recon, Web
	Anytime

	HackThisSite
	Open learning environment; Basic challenges and realistic missions; Role-playing game approach
	Application, Crypto, Forensics, IRC, JavaScript, Steganography, Web
	Anytime

	pwnable.kr
	Challenges organized in levels based on difficulty; Intended solutions made available by authors
	Bug exploitation, Crypto, OS, Programming, Reversing
	Anytime

	Smash The Stack
	SSH-based access; Challenges labeled with difficulty levels; Limited number of challenges
	Application, Bug exploitation, OS, Reversing, Network
	Anytime

	W3Challs
	Challenges labeled with fine-grained skill tags; Support for detailed filtering by tag
	Crypto, Forensics, Misc, Pwn, Reversing, Web
	Anytime

	Hack The Box
	Paid tiers include guided learning and certification; tools that facilitate participation; large number of challenges with search function
	Blockchain, Crypto, Forensics, Hardware, Misc, Mobile, Pwn, Recon, Reversing, Web
	Anytime

	TryHackMe
	Paid plans include additional learning capabilities; large number of challenges with search function
	N/A (text search)
	Anytime





Specific Features We first enumerate the specific features of each platform that serve as distinguishing factors. For example, Google CTF is the only platforms to provide monetary rewards, and HackThisSite uses a role-playing game approach to increase participant motivation. The support for filtering by fine-grained skills tags is a specific feature of W3Challs.
Challenge Categories One important criterion when choosing a CTF platform is the type of challenges that it makes available, and this is even more important for online CTF platforms, where end users cannot typically add new content. For the sake of clarity, in the table we used the same labels for the same concept, even though the documentation of a given platform may use different terms (e.g., Pwn versus Pwning).
It is clear that some types of challenges, such as Crypto or Web, are present in almost all platforms. However, we were also able to identify some unique categories, such as Steganography for HackThisSite, or Blockchain for Hack The Box.
The TryHackMe platform, however, does not label its challenges with categories, so participants need to read their description to estimate what type of skills may be required for a certain challenge; our analysis indicates that typical topics such as Crypto and Web are covered, but this seems an area in which usability can be improved. On the other hand, a text search function is available, so learners can find challenges that include specific keywords of interest in their descriptions. Moreover, several challenges have the CVE id of the vulnerability that is to be exploited and mitigated in their title and/or description, making it easier to conduct training in connection with a particular vulnerability.
Availability Another important aspect is the availability of the CTF platforms. Almost all the platforms we reviewed are available at any time, although the entire content may not necessarily be accessible all the time. However, platforms such as Google CTF are only used for annual events, hence are more useful to test one’s skills and earn recognition, than for actual skill training.
Other Platforms There are several other online CTF platforms that we have not introduced so far in this section, and for which we provide below a brief description for further reference:	Backdoor CTF1: A Jeopardy-style CTF organized annually by the Software Development Section Laboratories (SDSLabs) student-run technical group at IIT Roorkee, India.

	CryptoHack2: A fun platform for learning modern cryptography that uses interactive puzzles and challenges to let participants understand deeper ciphers and protocols by trying to hack them.

	Microcorruption3: A gamified embedded security CTF that can be used to improve skills related to assembly languages, debugging, and memory corruption vulnerabilities.

	OverTheWire4: A collection of gamified challenges that are organized in the form of multi-level “wargames”; each level includes hints (e.g., what commands may be necessary to solve it).

	PentesterLab5: A CTF platform with a large number of exercises, although only part of them are free of cost; filtering by difficulty and topic is available.

	Root Me6: A multi-lingual learning platform regarding hacking and information security with almost 600 challenges and 200 virtual environments.







10.3 Open-Source CTF Platforms
In contrast with online CTF platforms, open-source ones are not intended to be used directly by trainees. Instead, the source code of the platform is made available via a public repository, such as GitHub. Individuals or organizations interested in using a certain platform must download the source code and install it on their own computers or servers. After installation, the CTF platforms become usable, either by the individuals themselves, or by those organizations, for example, in order to conduct a CTF as part of internal training activities.
The need to set up the platform software in advance is an important hurdle in the case of open-source CTF platforms. However, their open-source nature brings a significant advantage compared to online platforms. Thus, by modifying the source code, users can customize the functionality of the platform. More importantly, and perhaps this is the most common use case for open-source platforms, is that organizations can add custom CTF content to them. This is particularly useful when an organization wants to conduct training on very specific tasks related to its internal systems or processes.
In what follows, we will introduce several examples of open-source CTF platforms, which are again organized in two categories:	Jeopardy-style platforms.

	Hybrid platforms.





10.3.1 Jeopardy-Style Platforms
As mentioned already, Jeopardy-style CTFs are the most typical kind of CTF training, and there are several such open-source platforms, as it will be described next (the platforms are presented next in alphabetical order).
10.3.1.1 CTFd
CTFd is a Jeopardy-style CTF platform developed with the goal of being easy to use and customize [6]. CTFd is implemented using the Python language, and the Flask web framework. The internal database for content and scoring is based on MySQL technology. Out of the box, CTFd includes all the basic features that are needed to run a CTF training activity, such as challenge creation, scoreboard and score graphs, email support, team management, etc. In addition, the functionality of CTFd can be easily extended via the use of plugins and themes.
The visualization features of CTFd are very user friendly, including graphs, pie charts and other graphical representations that make it possible for users to understand at a glance what happened during a training event. The platform also includes an administration panel that allows controlling the training activity without any low-level command execution, as well as to create new challenges, categories, hints and flags. We consider that the straightforward mechanism for content creation represents one of the most important features of CTFd.

10.3.1.2 EchoCTF.RED
The echoCTF.RED platform was designed with three main goals: completeness regarding the set of tools and applications for supporting the development, deployment and maintenance of CTF competitions, clear modularity regarding the role of each component, and extensibility in terms of the possibility to easily add new features to the platform components [11]. We note that the commercial company that developed echoCTF.RED also makes it available in the form of an online CTF platform that can be used free of charge at [10].
The features of echoCTF.RED include system settings for configuring the platform, scoreboard settings, team settings, player and registration settings, configurable targets and challenges, etc. One interesting aspect is the concept of “activity streams,” which make it possible to view details about the overall activity of players, the activities with respect to a certain target, as well as team-based activities. Moreover, network activity tracking and visualization are also supported. Another interesting feature is the support for publishing competition achievements by means of Twitter (X) and LinkedIn.

10.3.1.3 Haaukins
Haaukins is a virtualization platform for security education developed and maintained by the Network Security Group at Aalborg University and the CyberSkills youth cybersecurity community in Denmark [8]. The platform uses Docker for container virtualization, and VirtualBox for virtual machine creation. The entire functionality of the platform is orchestrated via the Go programming language, which was selected for its support of concurrency and parallelism features. For database functionality, Haaukins leverages PostgreSQL and MongoDB technologies. Additional functionality includes a web client used to control the automated setup of the virtual environment containing the challenges, and support for the Kali Linux and Parrot OS cybersecurity-oriented operating systems as platforms that are to be used by trainees to solve the CTF challenges.
An important aspect of Haaukins is that it has a rich set of documentation that covers not only the architecture of the platform and its installation, but also the included challenges [7]. In particular, the challenges made available in Haaukins are grouped in the following five categories: binary, cryptography, forensics, reverse engineering, and web exploitation. For each challenge, in addition to the challenge description, the number of points to be gained, the difficulty level, the main learning objective, and knowledge prerequisites are also explained. Moreover, the way in which new challenges can be created is also thoroughly documented with clear technical details, making content addition relatively easy, and representing a differentiating factor with respect to other platforms.

10.3.1.4 HackTheArch
HackTheArch is a CTF scoring server implemented using Ruby on Rails by the Military Cyber Professionals Association (MCPA) in the U.S. The goal of the project is to facilitate CTF competitions by providing a generic scoring server that makes it easy to add and modify challenges, and to track statistics of CTF events [24].
The authors created HackTheArch as a tool that allows users to perform tasks that were not possible in other platforms at the time, such as providing hints to participants for a cost, and to create and modify challenges via a web interface. Consequently, the platform implements an optional dynamic hint system that will deduct points from a participant’s score when they request hints. Moreover, a web interface is made available in HackTheArch for creating and modifying hints and challenges via a graphical UI.

10.3.1.5 MkCTF
The mkCTF framework was developed to support the creation of Jeopardy-style CTF challenges by using a configurable structure that makes it possible to efficiently integrate and deploy the content on the server infrastructure of the competition [23]. The platform implementation is using the Python programming language. The functionality of the mkCTF framework covers the following main aspects: creation of challenges, their building and deployment, as well as monitoring participants progress in those challenges.
The mkCTF project was initially created as a way to manage the challenges for the CTF held at the INS’hAck 2017 conference that took place at INSA Lyon, France. The challenges and write-ups of the past editions of INS’hAck are also linked via the mkCTF repository, constituting a useful resource both for the creation of CTF content, as well as for preparing for a CTF event.

10.3.1.6 Mellivora
Mellivora is a CTF engine written in PHP for hosting Jeopardy-style competitions [26]. The platform has a rich set of features, such as arbitrary categories and challenges, scoreboard with optional multiple team types, manual or automatic free-text submission scoring, challenge hints, dedicated pages for team progress and challenge overview, a management console with the competition overview, etc. The officially supported configuration for Mellivora is based on the LAMP common software stack for the web applications, namely Ubuntu, Apache, MySQL, and PHP.
In addition to local storage, Mellivora also supports Amazon S3 for challenge file upload. The implementation is considered to be lightweight and fast, making it possible to run even large competitions on an Amazon Elastic Compute Cloud (EC2) micro instance. As a specific feature, the platform provides support for the reCAPTCHA system to protect the competition website from bots. Moreover, the internal logs of the engine can be used to catch any exceptions that may happen during an event, making it possible for administrators to detect any issues with the platform itself. However, Mellivora does not provide graphic tools for monitoring participant progress in a visual manner.

10.3.1.7 PicoCTF
The picoCTF platform was developed as the infrastructure used to run the picoCTF competition organized by Carnegie Mellon University. The platform can be used to host Jeopardy-style CTFs, and it was designed so as to be adaptable to other cybersecurity or programming competitions [5]. Although the development in the public repository was frozen in 2022, picoCTF still represents a very useful resource in the field of CTF platforms.
The picoCTF project is organized in several modules, such as picoCTF-web for the website and APIs, and the picoCTF-shell utility that is used to create, package, and deploy the CTF challenges. The actual challenges are configured via two modules: problems, which contains the CTF challenge source code, and ansible, which contains scripts used to configure the corresponding CTF hosts accordingly. Examples of methods for deploying picoCTF are also included, both for local deployment via the Vagrant package for virtualization management, and remote deployment via the Terraform software for defining and provisioning cloud resources.


10.3.2 Hybrid Platforms
Some open-source CTF platforms provide additional features in comparison with the regular Jeopardy-style format, typically in the attack-defense category. In what follows, we discuss some representative examples of such hybrid platforms, which are presented below in alphabetical order.
10.3.2.1 CTF Gameserver
CTF Gameserver is a platform for attack-defense CTFs that is used to host the FAUST CTF, which is run by the CTF team of Friedrich-Alexander University Erlangen-Nürnberg, Germany [13]. The platform is, however, designed so that it can be utilized for other competitions, being scalable and customizable. Note that CTF Gameserver does not include facilities for creating the network infrastructure, setting up the VPN setup, or creating target hosts with vulnerabilities. Consequently, the network facilities need to be prepared independently by following the instructions on the platform webpage regarding expected properties.
The implementation uses a Django-based web application as front end for tasks such as team registration, scoreboard display, and hosting of information pages. It uses a PostgreSQL database for storing the related data, and runs on servers based on Debian OS or derivatives. It also contains the model files, which define the database structure. Other platform components include a controller for coordinating the progress of the competition, a checker that places and retrieves flags, a submission server for captured flags, and so on. Checking the flags is implemented via scripts that support the Python and Go programming languages.

10.3.2.2 Facebook CTF
Facebook CTF (FBCTF) is a platform for hosting both Jeopardy style and “king of the hill” (KOTH) style of CTF competitions that was developed by Facebook [12]. The platform is scalable, and it is said that it can be used to organize competitions with hundreds of participants. The implementation is based on the PHP programming language, and it uses MySQL as database storage technology. A production mode is available for those who only want to use the platform, and the development mode can be used when extensions are planned. Note, however, that the repository has been archived, and is in a read-only state since 2020.
The FBCTF platform has a rich functionality. Some aspects are aimed at competition organizers and facilitate the administration of CTF events via several built-in features, such as a game configuration page, player registration features, team management features, and even LDAP-based authentication. A timer is available for controlling the duration of the competition, although events without a time limit are also possible. Moreover, several languages can be selected via the user interface.
For the Jeopardy-style content, organizers can choose between Quiz and Flag formats. For a Quiz challenge, the quiz title and question must include all the information needed in order to complete the challenge. For a Flag challenge, attachments and links can be embedded, such as an image containing steganography information, or a website that is to be exploited. Categories can also be assigned to this type of challenge to allow for their easier identification.
The attack-defend type of challenge is named Bases, where a base represents a target system which must be compromised by participants in order to be awarded points. This is a KOTH type of game, where the participating teams must compete over the control of these target systems. Points are awarded both for the initial capture of a base, but also over time, for the period during which the base is controlled by a given team. To make this functionality possible, an agent operating as a scoring bot must be installed on the target system, and report regularly to the scoring server via HTTP the controlling team name and number of awarded points.
The main strength of FBCTF is the high flexibility of the platform that makes it possible to configure a variety of settings via its administration panel. The support for CTFs in multiple languages is also a specific feature of this platform, since most other platforms only provide an English language interface.

10.3.2.3 HBCTF
HBCTF is a hybrid CTF platform developed by the HackBama group of information security industry professionals from Alabama, U.S. [18]. The platform is implemented in Python, and the Apache CouchDB database software is used for the database storage implementation.
The hybrid type of CTF competition that can be conducted using HBCTF combines service hacking and patching aspects, with the search for Jeopardy-style flags. Moreover, the players have to compete with each other for the control of strategic network hosts. Competitions based on HBCTF are carried out as a three-step process. First, players have to check in into the competition server and submit the IP address and port number for the service they are protecting. As the second step, layers receive a score token in return. If they are able to decrypt it, then the token is submitted to receive the corresponding number of points.
HBCTF is basically just a backend server for CTF competitions, and no graphical user interface is available to facilitate management. The development status also seems relatively crude, and no updates have been published in recent years in the public GitHub repository of the platform.

10.3.2.4 iCTF
The iCTF framework was initially developed by the UC Santa Barbara Computer Security Lab to host their own CTF event [33]. The main focus of the platform is on attack-defend type of CTFs, but other formats are also said to be within its scope. The framework leverages virtualization technologies to create the training environment necessary to conduct a competition. In particular, iCTF creates one virtual machine (VM) used by the event organizers to manage the event, and one VM for each participating team that is utilized to solve the CTF challenges.
The main components of the iCTF framework are as follows: a central database for tracking the competition state, a score bot that checks and updates flags for vulnerable services, and a dashboard user interface for showing the scoreboard and allowing players to submit flags. In addition, various tools are provided to manage other aspects, such as routing configuration, VM creation and the built-in services.

10.3.2.5 kCTF
The kCTF platform is not a full-fledged CTF platform, but a Kubernetes-based infrastructure for organizing CTF competitions that is being developed as open source by Google [16]. The main requirement for using kCTF is to have a Linux server on which Docker is installed. Then, it is simply a matter of creating a local Kubernetes cluster in order to be able to run local CTF challenges.
The platform also has various built-in services that address the typical needs of CTF competitions, including mechanisms for creating and verifying proof-of-work challenges to prevent brute-force attacks. Other useful features cover functionality for conducting infrastructure health checks, generating DNS and SSL certificates, sharing files, etc.
The kCTF platform does not provide a web-based GUI neither for administrators, nor for participants. Instead, kCTF is entirely operated via command line, for instance, in order to start and manage challenges, check their status, view the challenge logs, and so on. Consequently, the barrier to entry for using kCTF is higher compared to the other platforms presented.

10.3.2.6 NightShade
NightShade is a simple CTF framework that was designed to make running CTF competitions as easy as possible [1]. The framework is implemented in JavaScript and Python, and uses MySQL for the content and statistics database. The implementation is quite basic, combining the scoreboard with the challenge questions into a single interface panel. NightShade also includes support for displaying user profiles that show relevant information about participants, such as which contests they have joined, which questions they have solved, etc. The list of all competitions hosted by a given administrator can also be viewed.
The NightShade platform makes it possible to organize three types of CTF competitions, as follows:	Jeopardy style: This mode supports standard Jeopardy-style CTFs, in which the challenge categories are displayed as rows in the left-hand side of the page, and the number of points for each challenge as cells in a matrix; solved challenges are identified via a check mark.

	Traditional style: This mode addresses CTF events in which the challenges take main stage. Thus, the name of a challenge is displayed first, with a check mark in case the challenge was already solved. Related information is shown next to it, such as the category the challenge is part of, the number of points associated to it, and how many people have already solved it.

	Blind style: This mode supports penetration testing-like exercises, in which the challenge page displays the one or more IP addresses of the target hosts, and the participants must first connect to those hosts. By exploring the files and services on each host, trainees must identify any existing vulnerabilities and exploit them in order to retrieve the flags that are placed at unspecified locations. No information about the challenge difficulty (i.e., the number of points to be gained by solving it) is provided for this type of training.





The main strength of NightShade is the support for several CTF competition modes, as it was discussed above. However, the platform user interface is relatively simple, and no information about the event is displayed graphically. This makes it more difficult for organizers and participants to ascertain the status of a competition at a glance.

10.3.2.7 Root the Box
Root the Box is a scoring engine for CTF competitions that can be easily configured and modified for any style of CTF [25]. The platform makes it possible to create an environment with realistic challenges for cybersecurity training and has a customizable and appealing user interface. The implementation is Python based.
The main features of the platform are as follows: support for both individual and team play, real-time animated scoreboard, graphs and status updates, support for chat and file sharing features for teams, etc. Root the Box also makes it possible to use several types of flags, such as static text, regular expressions, date/time, multiple choice flags, as well as files. The platform also supports a wide range of choices with regard to penalties, hints, number of attempts, level bonuses, and so on.
In addition, several other specific features are included in Root the Box. For example, the participants can create in-game botnets by uploading small bot programs to the target machines they have compromised. When using this feature, the teams are periodically rewarded in-game money for each bot in their botnet. The platform also enables the use of in-game money that can be used to unlock new training levels, buy hints for challenges, or even bribe the fictitious in-game police to attack other teams. Moreover, the encrypted bank account passwords for each team are publicly displayed, allowing participants to try to crack them and steal the funds of other participants. All these features make it possible to create a realistic hacker world experience within the game.
Another distinguishing functionality of Root the Box compared to other CTF platforms is the possibility to use an optional story mode in which one can add an introduction message for the competition, as well as messages to be displayed when a flag is captured or a section is completed, with built-in support for graphic files. The use of all the gamification elements described so far increases the entertaining nature of the event, and further motivates the participants.

10.3.2.8 SecGen
Security Scenario Generator (SecGen) is not an actual CTF platform, but rather a CTF support tool. Nevertheless, its functionality is very useful in the CTF context, as SecGen makes it possible to generate randomized vulnerable virtual machines [29]. The VMs are created based on a scenario specification that describes the constraints and properties of the VMs to be generated. SecGen is implemented in Ruby and uses XML as configuration language. The external software tools Puppet for system configuration management and Vagrant for virtualization management are leveraged to provision the required VMs.
According to an example described by the SecGen authors, it is possible to specify generically the creation of a system that has a remotely exploitable vulnerability resulting in user-level compromise, and a locally exploitable flaw resulting in root-level compromise. Based on this scenario, SecGen would create a VM that includes two randomly selected vulnerabilities of the specified type. From a training participant perspective, such a scenario would require discovering and exploiting both vulnerabilities in order to be able to obtain root access to the system. More specific scenario description mechanisms are also available, such as indicating the types of services that should have vulnerabilities (e.g., FTP, SMB, etc.), or even identifying specific vulnerabilities to be included by their CVE id.


10.3.3 Open-Source Platform Comparison
In Table 10.3 we summarize the main characteristics of the open-source CTF platforms that we have reviewed. The table is split into two sections, with the upper part presenting the Jeopardy-style platforms, and the lower part the hybrid ones.Table 10.3Comparison of open-source CTF platforms


	Platform
	Implementation
	Last update
	Documentation

	CTFd
	Python, JavaScript, MySQL
	2024
	Good

	echoCTF.RED
	PHP, JavaScript
	2023
	Good

	Haaukins
	Go, PostgreSQL
	2022
	Excellent

	HackTheArch
	Ruby, HTML
	2019
	Basic

	mkCTF
	Python
	2023
	Good

	Mellivora
	PHP, MySQL
	2022
	Basic

	picoCTF
	Python, JavaScript
	2021
	Good

	CTF gameserver
	Python, HTML, JavaScript, Go
	2024
	Excellent

	Facebook CTF
	Hack (PHP), JavaScript, MySQL
	2018
	Good

	HBCTF
	Python
	2017
	Basic

	iCTF
	Python
	2015
	Basic

	kCTF
	Go
	2023
	Excellent

	NightShade
	JavaScript, Python, MySQL
	2017
	Basic

	Root the box
	Python, HTML, JavaScript
	2024
	Good

	SecGen
	Ruby, Python, XML
	2024
	Excellent





Implementation One important aspect of open-source CTF platforms is what languages and tools are utilized for their implementation. This is because if a potential user does not master those language or tools, using the platform, and especially extending its functionality become hard.
Our comparison shows that most platforms are implemented in Python, with PHP being in second place, and JavaScript is also often used for the web features. However, the Go and Ruby languages are also employed in a few cases, such as Go for Haaukins, and Ruby for SecGen. As for database support, MySQL is by far the most popular choice.
Last Update Another important issue regarding open-source CTF platforms is whether they are still in active development. The time when a platform was last updated is an important indicator in this sense (the information included in the table was retrieved at the time of writing). For some platforms the status is explicitly mentioned on its page. For example, picoCTF developers mention that it is no longer maintained, and CTFd or kCTF are recommended instead.
For other platforms, however, the year of the last update, such as 2015 for iCTF, and 2017 for HBCTF and NightShade, should be used as indication that no support is to be expected. Nevertheless, if the existing features are sufficient, and one is willing to take on the task of adding new ones if needed, then those platforms can also be selected as potential candidates for deployment. However, if support from the original developers is important, then selecting a platform that has been recently updated is recommended.
Documentation Documentation is also a significant factor when selecting an open-source CTF platform. Several of the platforms we reviewed make have only a minimal amount of documentation available, such as Mellivora, but most of them provide sufficient information to get the users started. Some platforms, however, excel from this point of view, including also information about challenge creation, platform design, and even a security threat model, as is the case for kCTF.
Based on the above analysis, we suggest that interested users select a platform that was recently updated and has good or excellent documentation, such as CTFd, echoCTF.RED, Haaukins, or mkCTF, for the Jeopardy-style platforms, or CTF Gameserver, kCTF or Root the Box, for the hybrid ones. The programming language can be another factor in the decision, depending on one’s programming abilities. We note that some of the platforms presented here are not just released for public use, but also utilized by their respective developers to conduct CTF competitions, which further demonstrates their reliability. This is the case for echoCTF.RED, as it was mentioned in its description, but also for Haaukins, for example, that is utilized for the online training events organized by CyberSkills.7



10.4 Discussion
In this section we will review several potential issues and some possible solutions regarding CTF platforms, as well as provide additional resources for readers who want to learn more about CTFs.
10.4.1 Potential Issues
Despite their many advantages, the use of CTF platforms also entails several potential issues, that we review below.
Platform Choice Since we have reviewed a significant number of CTF platforms in this chapter, it is important to mention that one potential issue when faced with so many choices for CTF platforms is that it may be difficult to decide which one is most suitable, either to attend as a participant, or to deploy as an organizer.
To address this problem, the report in [2] presents a CTF platform evaluation methodology that relies on two different techniques. For online CTF platforms, usability is evaluated using the system usability scale (SUS) [28], and for open-source ones the criteria-based quantitative software assessment [22] is utilized. We consider that interested parties can apply the methodology described in the mentioned report to evaluate potential CTF platform candidates according to their own requirements.
Intrinsic Problems The relatively low barrier to entry for attending CTFs makes them one of the most common forms of cybersecurity training. However, CTF-based training also has several disadvantages that need to be taken into consideration by organizers, especially when this training format is used to assess the skills of the participants. Some of these issues include:	Flags in CTFs are obtained as the last step of solving the challenge, but their submission provides no information about the method used to obtain the flag, meaning that instructors have no idea regarding the thought processes followed by participants. While this may not be an issue for very basic challenges, more complex ones may require following best practices for the learning to be most effective. To counter this disadvantage, more advanced forms of training, such as those based on cyber ranges, make it possible to save the interactions between the trainee and the environment, such as command shell history, making is possible to evaluate the challenge solving method as well.

	Given that flags are simple pieces of information, it is possible in principle to communicate a flag to other participants, who can submit it and receive the assigned number of points. While this form of cheating is not encountered in competitions that participants are strongly motivated to win, it can happen in company or university training events, in which the results of a participant do not affect those of the others. To prevent such cheating issues, one possibility is to create unique flags that are assigned independently to each participant, so that any given flag is only valid for the corresponding challenge of a certain participant.



Security Issues The nature of CTF platforms leads to a series of security-related issues that can potentially affect their operation, as follows:	CTF platforms are often used by participants who only provide minimal information upon registration. Consequently, participants with malicious intents may join a competition and try to increase their rewards by cheating, especially when monetary rewards are involved. In worse cases, malicious participants may even try to exploit vulnerabilities in the CTF platform software to gain access to the organizer IT infrastructure.

	For open-source platforms, the code contributions of many developers create risks in the sense that those developers could add source code that contains vulnerabilities, either unknowingly or with malicious intent. Such vulnerabilities could then be exploited by malicious participants to obtain an unfair advantage (e.g., via the use of backdoors).





While several of the platforms we have reviewed mention that cheating will lead to penalties and even disqualification, it is not clear how cheating can be detected in those platforms. As always, security by obfuscation is not an actual solution, and we consider that more transparency is required from this perspective, especially for the open-source CTF platforms.
In addition, we believe that a security threat model should be published for each CTF platform, including the online ones. However, among the platforms we have reviewed, only kCTF developers discuss such a threat model in a dedicated documentation section that covers various security considerations regarding the managed assets, risks, and potential attackers.8


10.4.2 Additional Resources
As supplement to the discussion of CTF platforms presented in this chapter, we want to point readers to the wealth of information available in the curated collection of CTF-related resources published in the Awesome CTF repository [30]. That page includes a comprehensive list of online CTF platforms in the section named Wargames, and links to open-source CTF platforms in the section named Platforms. In addition, the resource collection also includes information about tools that can be used to create and solve CTF challenges, various operating systems, and even a list of free CTF tutorials.
Another very useful resource specifically for those interested in actually attending CTF competitions is the CTFtime website9 that provides up-to-date information about past and future CTFs. One very helpful aspect of CTFtime is that the listed CTF events are assigned a weight depending on their perceived difficulty. We consider that this weight can be used by potential participants to select an event that matches their skill level, thus ensuring that they make the most out of the competition, both in terms of learning effectiveness, as well as enjoyment.
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This chapter discusses cyber ranges, which are dedicated network environments used for cybersecurity training purposes. We divided our presentation into two categories, depending on the type of targeted skills: general cyber ranges, which are employed for generic cybersecurity training, and specialized cyber ranges, which are dedicated to specific application areas. For each category, we first provide several representative examples, followed by a comparative analysis of the main characteristics of those cyber ranges.
11.1 Cyber Range Overview
The term cyber range is traditionally used to refer to network environments that are employed for cybersecurity training purposes, and it was defined via analogy with the term shooting range, which denotes facilities used for firearm training. One of the first such training environments for which the term cyber range was used was that introduced by the U.S. Air Force in 2002 for training its personnel [37].
Initially, the term cyber range was mainly employed to refer to the actual training environment that mimics host and network configurations and that is used during the training activity. However, over the years, the complexity of cyber ranges has increased, with the addition of components for managing the training process, facilitating instructor and trainee access, and so on. Consequently, the modern meaning of the term cyber range is generally equivalent to the term cybersecurity training platform discussed in Chap. 9, that we prefer to use in this book for clarity purposes. Nevertheless, many training platforms use “cyber range” in their name, so in this chapter we will use both terms with an equivalent meaning.
As for the difference with respect to the CTF platforms discussed in Chap. 10, in general, cyber ranges have more advanced features than those platforms, such as support for large-scale training environments and traffic generation capabilities. However, most cyber ranges can also be used for CTF competitions. Therefore, readers can consider cyber ranges to be a partially overlapping but more powerful form of training environment in comparison with CTF platforms.
11.1.1 Cyber Range Significance
Cybersecurity training platforms, hence cyber ranges, are a critical component of cybersecurity training, as they make it possible to acquire and practice hands-on skills. Consequently, the number of cyber ranges has also increased over the years.
We consider that this proliferation is connected to the development of the NICE Workforce Framework for Cybersecurity (NICE Framework) [40]. As discussed in Sect. 3.​2.​1, NICE is a program dedicated to advancing cybersecurity education and workforce development that described various characteristics of the cybersecurity workforce, such as work roles and competency areas, and defined a large set of related tasks, knowledge, and skills.
However, in addition to defining the NICE Framework, NICE has also recognized the outmost importance of cyber ranges for cybersecurity training. One of the most relevant NICE deliverables in this context is The Cyber Range: A Guide, which is a guideline on the use cases, features, and types of cyber ranges in connection with cybersecurity education, certification, and training [37].
The NICE cyber range guide covers a wide variety of topics, including why cyber ranges are necessary, and who needs them. Regarding the need for cyber ranges, the guideline states that cyber ranges “provide a safe and legal environment for acquiring hands-on cyber skills and offer a secure setting for product development and security posture testing.” As for the potential cyber range users, a non-exhaustive list of use cases is included in the guide, such as:	Educators who want to implement cybersecurity education courses and curricula.

	Organizations or individuals who require initial training or continuing education for cybersecurity-related fields and positions.

	Organizations who plan to conduct realistic testing of new products and organizational restructuring.

	Organizations or individuals who need to perform skill validation as part of the evaluation of candidates for cybersecurity-related positions.






11.1.2 Cyber Range Categories
In the rest of this chapter, we will proceed to review a series of cyber ranges in order to offer a better understanding of the overall landscape of these training platforms. However, due to the relatively large number of examples, for clarity reasons, we consider that it is important to categorize them.
Thus, based on the type of cybersecurity training activities that are possible with a given training platform, we distinguish two categories of cyber ranges:	General cyber ranges: Cyber ranges that are used for standard cybersecurity training activities in connection with regular computer networks.

	Specialized cyber ranges: Cyber ranges that are used for cybersecurity training activities in specific areas, such as IoT, or Industrial Control Systems.





In what follows, we will discuss several representative cyber range examples from each category. When a cyber range has both general and specialized features, we included it in the category which we considered to be mainly covered by that cyber range. Interested readers can also consult the survey of cyber ranges and testbeds in [17] for additional examples, although given that the survey was conducted in 2013 some of the information included is out-of-date. The more recent surveys presented in [10, 49, 56] are also useful references in this context.


11.2 General Cyber Ranges
From the very beginning, cyber ranges were used for cybersecurity training in relation with regular computer networks. Due to the nature of the training, the first cyber ranges originated from a military/government background, as mentioned previously. Nevertheless, both the private sector and academia made significant progress in this area, with more and more cyber ranges being established over the years.
Since the nature of the organization managing a cyber range influences the type of training activities that are conducted, we will further categorize the general cyber ranges into three classes, for which we will present examples in alphabetical order:	Government cyber ranges.

	Private-sector cyber ranges.

	Academia cyber ranges.





11.2.1 Government Cyber Ranges
In the government cyber range category, we include those cyber ranges that were created mainly with government funding, either at a local, federal, or national level. These cyber ranges are often located on the premises of regional universities. Note, however, that in many cases private-sector companies are strongly involved in the construction of those cyber ranges and may even manage them as government contractors. Given the type of funding, the target audience for most of the cyber ranges in this category is education institutions and government professionals.
11.2.1.1 AIT Cyber Range
The AIT Cyber Range is a cyber range developed by the Austrian Institute of Technology (AIT) as a virtual environment for the simulation of critical digital IT systems [5, 34]. The facility can accommodate up to 24 participants on-site, who are able to access the training environment located on the AIT premises in Vienna. Hands-on exercises with Industrial Control System (ICS) equipment can also be conducted in the training room.
While the initial focus of the available training scenarios seemed to have been enterprise environments, ICS-oriented scenarios have also been made available, such as those for energy distribution systems, nuclear facilities, and manufacturing systems. As for the threat scenarios, they include elements of advanced ransomware attacks, as well as those targeted at ICS.
The AIT Cyber Range is managed by means of a web-based control interface with two main components: the Game Maker Control interface for the creation of training scenarios and the Game Maker Runner module for executing the training scenarios on the provisioned infrastructure. As for the cyber range itself, its architecture consists of three modules based on open-source technology. The functionality of the three modules is as follows:	Computing platform: The infrastructure for the deployment of the training environment, mainly in the form of a self-hosted OpenStack cluster that uses Ubuntu-based nodes. A recent expansion has also made it possible to use cloud deployment for improved scalability.

	Infrastructure provisioning: Creation of network configurations, and their orchestration on the computing platform. The key tool in this context is Terraform that uses the infrastructure-as-code paradigm to define reusable configurations.

	Software provisioning: Adding the virtual machines that are part of the training environment, and configuring their functionality. This module leverages the configuration management tool Ansible, using which it is possible to define software deployments and configurations as template code.






11.2.1.2 Arkansas Cyber Range
The Arkansas Cyber Range is a cyber range deployed at the University of Central Arkansas in the U.S. with support from the Arkansas Department of Higher Education [4]. The Arkansas Cyber Range training modules currently cover the following cybersecurity topics:	Introduction to the cyber range platform and hacker techniques.

	How to recognize regular and irregular traffic patterns?

	How to conduct network traffic shaping and manipulation?

	Training on information logging and monitoring.

	Specific aspects related to Windows and Linux hosts.

	Training with regard to network services.

	Training in relation with digital forensics.





Even though the Arkansas Cyber Range is hosted physically at the University of Central Arkansas, it is stated that Arkansas public schools and teachers who want to use the above training modules in their curricula can do it at no cost.

11.2.1.3 CR14 Cyber Ranges
Foundation CR14 is an organization established by the Ministry of Defense of Estonia that provides several cyber range solutions which are used for cybersecurity training, exercises, testing, validation, and experimentation [20]. More details about the cyber ranges managed by CR14 are provided below.
Open Cyber Range The Open Cyber Range (OCR) was developed as a collaborative project between Estonia and Norway Green. It is important to note that the base functionality of the OCR hardware and software platform is free of charge. OCR provide tools that simplify cybersecurity exercise creation by using a purpose-built software platform and scenario definition language.
Estonian Cyber Range The Estonian national cyber range is one of the earliest national cyber ranges, and it is used for national and bilateral cyber defense exercises. Moreover, it is employed for some of the largest international cybersecurity training exercises, namely Locked Shields and Crossed Swords.
The Estonian cyber range is also used for research and development purposes by CR14 and the North Atlantic Treaty Organization (NATO) Cooperative Cyber Defense Centre of Excellence (CCDCOE). In addition, its infrastructure serves as basis for the NATO Cyber Range discussed next.
NATO Cyber Range The NATO cyber range is a training platform used for the largest cyber defense exercises and training conducted by NATO, such as the Cyber Coalition, and the Coalition Warrior Interoperability Exercise.
Classified Cyber Range As its name implies, this is a specialized cyber range used for classified cybersecurity training exercises.

11.2.1.4 CRATE Cyber Range
CRATE is a cyber range developed by the Swedish Defense Research Agency (FOI) as a training platform for practical cybersecurity exercises [47]. For this purpose, CRATE provides a controllable environment in which participants can learn cybersecurity skills by combining the technical insight of cyber threats, actors, and vulnerabilities with education perspectives. CRATE can also be used to conduct experiments regarding cyber threats, such as how artificial intelligence techniques can be used in connection with cyberattack and defense, or how to identify and interpret the traces left by cyberattacks.
The infrastructure of CRATE is represented by a cluster of more than 500 virtualization servers. The servers are connected to two separate subnets, one for administration purposes, and one for exercise and experiment purposes. CRATE provides a series of automation mechanisms that facilitate the setup of training activities and also increase their realism [21]:	Range provisioning: Prepare the virtualization servers and training environment.

	System and service configuration: Configure the training environment virtual machines and their services.

	Exercise management: Manage the exercises in terms of scenario creation and control, performance scoring and evaluation, etc.

	Action execution: Perform various actions, such as simulated cyberattacks, in a reliable and repeatable manner.

	User emulation and traffic generation: Emulate user behavior by executing user actions, such as sending and receiving emails, opening attachments, and accessing web pages, in order to generate realistic traffic during the training.

	Data collection: Perform traffic monitoring and intrusion detection to improve situational awareness during exercises and experiments.





An interesting feature of CRATE is the support for interfacing with hardware devices, which can be integrated with the emulated environment. This capability was used to create replicas of critical infrastructure environments with ICS and SCADA components, such as energy production and distribution, a railroad system, and a water purification plant, in the so-called CRATE City environment. In particular, software-based Programmable Logic Controller (PLC) solutions are utilized to emulate the railroad system, for which more than 70 such PLCs are used.

11.2.1.5 Florida Cyber Range
The Florida Cyber Range is a cybersecurity training environment managed by the University of West Florida [51]. The goal of this cyber range is to serve as platform for a wide variety of purposes, such as cybersecurity education and training via hands-on exercises, competency-based skill development, as well as research, test and evaluation in the cybersecurity domain.
Some of the key features of the Florida Cyber Range include realistic network traffic generation, support for common network protocols, attack modeling based on threat intelligence, etc. Moreover, the cyber range can be customized according to the needs of other organizations.
The Florida Cyber Range is used for a training program open to participants from all backgrounds and includes several courses and certifications, such as Network Defense, Cloud Security Basics, Incident Response, Malware Analysis, ICS and SCADA Security, and CompTIA Security+. The program content is also said to be aligned with the work roles in the NICE Framework.

11.2.1.6 Michigan Cyber Range
Michigan Cyber Range is the name for a cybersecurity training program that leverages a physical cyber range for conducting training exercises targeted both at individuals and teams [50]. The range and program are operated by Merit Network, Inc. in the form of a public-private collaboration between government, education institutions, and private industry.
The Michigan Cyber Range was conceived as a regional cyber range hub in Michigan, with a total of six cyber range training centers that provide professional development opportunities for individuals, and training facilities that employers can use to train their new and existing employees. Thus, the three main uses of the Michigan Cyber Range are:	Teaching: Provides hands-on learning and certification for various compliance requirements and frameworks, with a total of about 40 industry-recognized certifications being available, including for the NICE Framework, U.S. National Security Agency, U.S. Department of Defense, etc.

	Testing: Offers software tools and penetration testing capabilities that local companies can use to test their systems in a cost-effective and scalable manner.

	Training: Hosts live exercises regarding cybersecurity attack and defense skills for educations institutions, and the public, private, defense, and military sectors.






11.2.1.7 National Cyber Range
The National Cyber Range (NCR) is a cyber range managed by the U.S. Department of Defense (DoD) that is dedicated to testing, training, and mission rehearsal for military personnel [45]. NCR is a closed-loop network system based on technologies developed under the supervision of the Defense Advanced Research Projects Agency (DARPA). The cyber range can be used to recreate cyberspace environments that are custom tailored and operationally realistic, including features such as traffic generation that models the traffic of real-world applications and protocols, and emulation of real cyberattacks and threats.
A wide range of supporting services are also provided, such as customized instrumentation and data analysis. Typical use cases for NCR include experimentation with cybersecurity-related technologies, evaluation of system architecture, security control assessment, cooperative vulnerability and penetration assessment, etc.
NCR is organized in the form of a cyber range complex with facilities at different physical locations, each with a specific focus area. For instance, the Eglin cyber range is used by the Air Force, the Charleston one is dedicated to sea-based technologies on submarines and ships, and the Orlando cyber range supports the DoD operational mission force training. The newest cyber range in this complex, located at the Naval Air Station Patuxent River, was inaugurated in 2023 [38]. All the mentioned cyber ranges are part of an integrated network and use a common core architecture and tool set. This makes it possible to use NCR to conduct a wide variety of distributed exercises of different scales.


11.2.2 Private-Sector Cyber Ranges
Private-sector cyber ranges are those training platforms that are created and managed by private-sector commercial companies. Access to training is provided as a paid service; hence, anyone can in principle benefit from the training, although the training costs are relatively high, in general. In what follows, we will provide several examples in this cyber range category.
11.2.2.1 Airbus CyberRange
Airbus CyberRange is an advanced simulation and training solution for conducting hands-on training regarding cyber threats [2]. This cyber range makes it possible to:	Build complex virtual systems similar to an organization’s network environment.

	Replicate network activities regarding the operation of an organization.

	Conduct penetration testing in the isolated environment that is created.

	Simulate realistic training scenarios, including cyberattacks.





Given its flexibility, the Airbus CyberRange can be used in several different manners, as explained next:	Preproduction testing: Test new equipment and cybersecurity processes in a realistic environment that mimics the organization network.

	Educational activities: Raise cybersecurity awareness and learn how to apply cybersecurity policies by means of gamified challenges.

	Operational testing: Evaluate the impact of cyberattacks on an organization infrastructure by using a similar but isolated environment.

	Training activities: Conduct operational exercises in a realistic environment, and assess the efficiency of security practices for handling a cyber incident.





We note that Airbus CyberRange is available in various forms, such as Software as a Service (SaaS), on-premise deployment, or as a mobile box that the organization can deploy as needed.

11.2.2.2 ATCorp CYRIN
CYRIN is a cyber range provided by Architecture Technology Corporation (ATCorp) [3]. The platform uses an e-learning style web-based interface that participants use to conduct the training. Its most significant features are:	High-fidelity training: Training exercises are designed to let participants practice various cybersecurity offensive skills, such as performing active network scans, and discovering server vulnerabilities, but also defensive ones, including by competing against each other.

	Exercise creation capabilities: By using a patented Exercise Builder module, users can easily create customized exercises to meet specific needs, including via real-time modifications and updates. The CYRIN software layer can also be integrated with an existing cloud-based or hardware-based training infrastructure.

	Comprehensive participant evaluation: Real-time participant evaluation is used instead of the conventional post-training evaluations. The automated progress metrics make it possible to determine where trainees encounter difficulties in the training, so that additional exercises can be conducted for those areas. The assessment is conducted by mapping high-level learning objectives to actions performed by participants by using agents to monitor the exercise and determine whether a given skill has been demonstrated or not.





CYRIN provides an online catalog of the available exercises that can be filtered not only by training category, or the tools used, but also based on NICE Framework work roles or MITRE ATT&CK attack techniques. At the time of writing, out of 62 scenarios, 48 are in the Labs category, meaning that they teach basic skills, such as how to use various cybersecurity tools. Out of the remaining training scenarios, eight are grouped in the Exercises category and refer to more complex activities, such as intrusion analysis, CTF challenges, and even a red team versus blue team exercise. The other six scenarios are in the Attacks category and focus on defense training. It is significant to note that four of these scenarios refer to the ICS and operational technology (OT) domain, including application-level and network-level attacks.

11.2.2.3 Cisco Talos Cyber Range
Cisco Talos Incident Response (Talos IR) is a company providing various cybersecurity services, one of them being cyber range training [12]. The training consists of three-day hands-on exercises conducted on a cyber range platform. The cyber range is used to run training scenarios that expose the participants to real-world threat tactics, techniques, and procedures (TTPs), so that they can learn advanced incident response best practices.
The first two days are dedicated to solving an initial training scenario under the guidance of the instructors. Following an introduction to the overall training methodology and incident response concepts, participants use the cyber range to conduct a wide variety of analysis activities related to Windows event logs, disk structure, Windows registry, memory, and so on. A Linux forensics component is also included in this training activity.
The third day uses a different scenario in which participants have to autonomously perform incident response tasks based on the acquired skills, with instructors providing support as needed. This allows trainees to practice the use of the tools they mastered during the first two days, such as the memory forensics tool Volatility, as well as the incident response methodologies they learned, and the knowledge they acquired, for example, regarding the MITRE ATT&CK knowledge base.

11.2.2.4 Cyberbit Cyber Range
Cyberbit is a cybersecurity training company that was designated a leader of cybersecurity training platforms in the Forrester Cybersecurity Skills and Training Platforms, Q4 2023 report [8]. Cyberbit Cyber Range is a realistic cybersecurity training environment the company provides, in which live attacks are simulated in conditions similar to real-world security incidents [16]. Its main characteristics are:	A large catalog of cyberattacks is available, making it possible to experience a wide variety of attacker techniques, tactics, and procedures. Simulated attacks specific to cloud native and hybrid environments are also included.

	The training scenarios correspond both to attack and defense training and range in difficulty from beginner to advanced. Industry best practices, such as the NIST Incident Response Framework, the NICE Framework, and MITRE ATT&CK, are also integrated with the platform.

	Widely-used commercial tools are available within the platform, so that participants can gain experience with tools they can actually use on their job, such as specific firewall systems by Palo Alto Networks or CheckPoint.

	The network topologies for the training exercises are based on corporate networks for increased realism. Moreover, the complex network architectures make it possible for participants to experience attacker behaviors encountered in real life, including lateral movement and data exfiltration, so that they are ready to apply the acquired skills on their job.

	Trainee progress is assessed automatically, depending on the real-time performance of the participants during the training exercise. The evaluation is conducted from several perspectives, such as the correctness of the identified artifacts, or the success in terminating a malicious process or deleting a malicious file.

	Attacks on ICS/OT networks are also supported, making it possible to conduct training regarding critical physical infrastructure, including power grids, manufacturing lines, oil and gas plants, etc. The emulated OT network includes human-machine interfaces, hardware controllers, and physical devices, and attacks from the IT to the OT domain can be simulated.





A specific category of exercises consists of Cyber Labs, which are similar to CTF challenges. These exercises are meant as foundational building blocks that teach individuals the theory and tools of cybersecurity, as well as attacker tactics, in the form of short sessions. Upon their completion, participants are then ready to proceed to team-based cyber range exercises. Even though this type of training content makes Cyber Labs similar to a CTF platform, we decided to include Cyberbit in this chapter due to the significance of the cyber range training services it provides.
In addition to the aforementioned training content, the Cyber Crisis Simulator program of Cyberbit provides a mechanism for running crisis simulation scenarios in which the management teams and incident response teams participate in collaborative exercises. An extensive exercise catalog is provided, covering topics such as ransomware, data leakage, and web defacement.
We note that many of the cyber ranges deployed in government or education institutions are based on private-sector solutions. For example, the multimillion-dollar Regent University cyber range, which is in use since 2017, is said to be based on the Cyberbit technologies described here [48].

11.2.2.5 IBM X-Force Cyber Range
IBM X-Force Cyber Range is a cybersecurity training platform that uses realistic cybersecurity breach scenarios in an immersive environment to prepare participants to respond to and recover from security incidents, manage vulnerabilities, and improve the overall security culture of an organization [22]. The cyber range exercises can be conducted using predefined simulated breaches and can also be customized based on customer requirements. Workshops and executive briefings are also organized to help participants assess their security strategies and identify any potential gaps, as well as to educate teams about best practices for cybersecurity crises.
One important aspect about the IBM X-Force Cyber Range is that the training exercises are conceived in such a way as to make possible the participation of personnel with various non-technical roles regarding cybersecurity, who can work together with the IT teams during the exercise. Examples of such non-technical roles include legal and risk management leaders, Chief Information Security Officers (CISOs), finance department personnel, human resource leaders, communications and PR leaders, and even chief executive officers (CEOs).

11.2.2.6 Immersive Labs Cyber Range
Immersive Labs is a company that provides a wide range of cybersecurity training services, and that was labeled a cybersecurity training platform leader in the Forrester Cybersecurity Skills and Training Platforms, Q4 2023 report [8]. The flagship training program of Immersive Labs is called Cyber Team Sim, and it uses cyber range exercises to assist with the development and evaluation of technical cybersecurity skills [23]. The exercises employ realistic preconfigured cyber range environments that include the latest cyber threats and that are easy to deploy. The key features of the program are as follows:	Relevant training content: The provided prebuilt scenarios simulate real-world conditions both for offensive and defensive circumstances.

	Risk-free training: The sandbox cyber range environment makes it possible to safely practice both offensive and defensive skills in settings similar to a work environment, but without affecting production networks.

	Data-driven assessment: The training results are visualized both at individual and team levels to provide an accurate evaluation of the training progress.

	Distributed training support: Team members can engage in the same training scenarios from globally distributed locations.





A catalog of all the currently available scenarios is provided, both for Cyber Team Sim and the other training forms that will be discussed below, giving a clear view of the training platform potential [24]. A total of 22 prebuilt scenarios is included in Cyber Team Sim, such as The Heist and APT43. The scenarios are classified in the Offensive or Defensive category, with 7 and 15 scenarios in each, respectively. Their difficulty level, Beginner, Intermediate, or Advanced, is also specified.
An additional training service, named Cyber Ranges, is also available from Immersive Labs. Using Cyber Ranges, organizations can build complex network environments that meet their own specific requirements. By emulating their production networks in a cyber range, organizations are thus able to achieve the most realistic cyber training experience for their teams.
Moreover, a series of Labs—training exercises similar to CTF challenges—is also provided, with thousands of readily available exercises in several categories, such as Fundamentals (368 labs), Defensive Cyber (786 labs), Offensive Cyber (676 labs), Application Security (563 labs), Cloud Security (290 labs), and Cyber Threat Intelligence (503 labs). Note that, although this aspect brings the Labs program close to a CTF platform, we included Immersive Labs in this chapter due to the strong weight of cyber range training in its offer.
Yet another training program offered by Immersive Labs is Cyber Crisis Simulator, which is a platform for digital tabletop exercises intended for executive management and crisis management teams. The goal of this program is to help participants make better decisions in real situations by providing engaging scenarios that evolve in dynamic manner based on every decision made. A total of 54 scenarios were available at the time of writing, with names such as Phishing Compromise and Network Abduction. Note that, in addition to general cybersecurity, several scenarios focusing on the healthcare and critical infrastructure domains are included. Moreover, scenario customization is also possible, with several templates being provided.

11.2.2.7 JYVSECTEC Cyber Range
JYVSECTEC, short for Jyväskylä Security Technology, is cybersecurity research, development, and training center in Finland that is operated commercially as part of the Institute of Information Technology of JAMK University of Applied Science. The company operates a cyber range that combines virtualization techniques, physical devices, and business-specific systems to create environments tailored to specific training, testing, or research and development needs [26]. The JYVSECTEC cyber range can be used for many purposes, including:	Individual training for cybersecurity experts, analysts, and pentesters, as well as in connection with Digital Forensics and Incident Response (DFIR).

	Cybersecurity training and capability development for organizations and teams, including the assessment of procedures regarding cyber incident response.

	Evaluation of new cybersecurity solutions before they are deployed in production environments.





These uses are made possible by the various capabilities of the cyber range environment, for which the name Realistic Global Cyber Environment (RGCE) is also used. In particular, RGCE emulates the real internet in a closed and control environment that provides the following services and features:	Internet Service Providers (ISPs) with BGP routing and public IP addresses.

	A realistic name service architecture and hierarchy.

	An infrastructure for time synchronization and PKI certificates.

	Virtualized mobile devices and app store.

	Controlled software repositories for various operating systems.

	A Tor Onion anonymous communication network infrastructure.

	General services, such as news sites, social media, and instant messaging.





A key characteristic of RGCE is the support for user and traffic simulation that makes it possible to recreate realistic traffic patterns and service usage [30]. This capability refers to the emulation of two main aspects, as follows:	Actor simulation: Human and configuration errors, hackers of different skill levels, insiders and disgruntled employees, nation or state sponsored actors, etc.

	Attack vector and technique simulation: Various types of DDoS attacks, malware attacks, ransomware attacks, supply chain attacks, APT campaigns, botnets, phishing campaigns, website defacements, etc.






11.2.2.8 Keysight Cyber Range
Keysight Cyber Range is a training platform that provides real-life settings for cybersecurity training activities [29]. The key features of the cyber range are:	Comprehensive software platform that provides functionality related to cyber range orchestration, reporting, platform administration, and data export.

	Set of tools for making the training more realistic, such as traffic generators (i.e., BreakingPoint), Security Information and Event Management (SIEM) tools, web servers, firewalls, and cybersecurity tools and frameworks.

	Library of predefined training scenarios based on real-world threats, as well as the ability to create customized scenarios either from scratch, or by modifying any of the predefined ones.

	Support for gamification-based scenarios, either predefined or custom, for gamified training activities such as CTF.

	Learning content, such as educational and instructional materials, included with each predefined training scenario.





The aforementioned BreakingPoint traffic generator is an optional component of the cyber range solution that constitutes an important differentiating factor in comparison with other cyber ranges. Specifically, BreakingPoint can be used to simulate more than 490 real-world application protocols and recreate over 60,000 cyberattacks and malware threats. Note that BreakingPoint is also available as a standalone product for network security training.
In addition to the above, consulting services are provided to support organizations in customizing the training according to their needs, both in terms of the training scenarios and also regarding the tools used during the training. Specific training for tools provided by Keysight is also available.

11.2.2.9 NetWars Cyber Ranges
SANS Institute makes available a series of cyber ranges with the NetWars label that are intended to address different cybersecurity training needs [43], as follows:	Core NetWars: The most comprehensive of the NetWars cyber ranges, this training platform covers topics such as hardware hacking, mobile app analysis, threat hunting, and web application pentesting.

	Cyber Defense NetWars: A cyber range focused on prevention, analysis, and defense against real-world attack scenarios, such as brute-force and ransomware attacks. Training topics include log and packet analysis, cryptography and steganography, and network security monitoring.

	DFIR NetWars: A cyber range that targets digital forensics, incident response, threat hunting, and malware analysis skills. Training topics include database analysis, media exploitation, and rapid triage of cyber threats and damages.





The other cyber ranges in the SANS NetWars suite, which have specialized training targets—GRID NetWars, Healthcare NetWars, and ICS NetWars—will be introduced in Sect. 11.3. Additional services provided by SANS Institute in regard to cyber range training include:	Custom cyber ranges: SANS can create customized cyber ranges to meet the specific needs of an organization, including the definition of learning objectives, development of a training score card, and custom configuration of the training content and environment.

	NetWars Tournament: A 6-hour practice competition version of NetWars that covers the content of the following cyber ranges: Core, Cyber Defense, DFIR, GRID, ICS, and Healthcare.

	NetWars Continuous: An online 4-month hands-on training solution that covers the topics of the Core and DFIR cyber ranges. The training content is designed with tasks and hints that support a continuous knowledge and skill development.






11.2.2.10 Project Ares Labs
Project Ares Labs is a cyber range-based training program provided by the company Circadence [11]. The program uses realistic network environments and hands-on exercises to enable an interactive learning experience. The key features of Project Ares Labs are as follows:	Cyber learning games: Basic cybersecurity concepts, such as the cyber kill chain, network ports and protocols, or regular expressions techniques, are taught through arcade-style game experiences.

	Cyber range practice: Foundational cybersecurity labs based on hands-on practice are used to introduce skills related to topics such as Linux Basics and Windows Fundamentals and tools such as Nmap, Kali Linux, PowerShell, Snort, and Wireshark. A built-in hint system is used to support the learning process.

	Specialized labs/scenarios: Missions based on offensive and defensive real-world scenarios are used to teach trainees how to handle complex threats, such as botnets, data exfiltration, phishing, and ransomware. In-game rewards, such as badges and coins, are used to motivate participants, who can play individually, or as a team.






11.2.2.11 RHEA Next-Generation Cyber Range
The company RHEA System S.A. provides a wide range of services on its Next-Generation Cyber Range platform [42]. Its main training targets are as follows:	Governments and large enterprises, who can train their cybersecurity professionals in a safe and controlled training environment that can be set up using a GUI. Through a series of included templates, various cyberattack scenarios can be modeled corresponding to the specific nature of those organizations.

	Critical infrastructure and heavy industry, who can use the platform to conduct training related to the protection of critical infrastructure and heavy industry facilities. The training environment can emulate assets in relation with SCADA, ICS, and IoT technologies.

	Academic institutions, who can use the cyber range as a cybersecurity education platform for training their students. Training scenarios can be customized to meet the requirements of the education curriculum.

	Small businesses, who can use the cyber range in a SaaS manner that makes it possible to conduct customized training activities remotely.






11.2.2.12 Silensec CYBER RANGES
Silensec CYBER RANGES is a cybersecurity training platform that uses a series of advanced technologies to deliver realistic training and capability development exercises [44]. The training is conducted in life-like environments using real-world scenarios to make it possible for participants to learn how to handle real cybersecurity threats. The key features of CYBER RANGES are as follows:	Realistic environment: The training environment is built based on an extensive library of predefined training scenarios that replicate corporate network infrastructure and use real-world systems and applications. The scenarios leverage the MITRE ATT&CK knowledge base, including CVE-based vulnerabilities, and can scale to thousands of virtual machines simultaneously.

	Team-based participation: The training is conducted for teams that have access to their own virtual training environment, with the outcome of the training depending on participants’ performance as a team.

	Custom scenarios: Organizations can use a scenario composer to create custom scenarios that reflect their specific needs by leveraging a library of systems and applications that serve as scenario building blocks. Existing scenarios can also be modified in order to meet specific training objectives.

	Training activity features: Training activity effectiveness is improved via the use of several realistic features, such as agent-based cyberattacks, user traffic simulation, and red team automation. The attack library is based on MITRE ATT&CK information, and the attacks are automatically executed via live injections based on sets of configurable IP addresses.

	Training orchestration: The user interface of the training platform can be used to manage the training activities, with one-click creation of large-scale exercises that use multiple isolated or shared networks, and automated execution of attack injections. The exercises can be in the form of red team versus blue team training, but also in the form of participant competency assessment testing.

	Scoring and reporting: A rich set of features regarding scoring and reporting is provided. Thus, scoring can be done at individual and team level, as well as per category; a timeline for scoring is also available. Custom performance criteria can also be defined, and the scoring system can be integrated with third-party tools, such as learning management systems.





CYBER RANGES earned several recognitions, for instance, being the official cyber range for International Telecommunication Union (ITU) cybersecurity training exercises. In addition, the platform was endorsed by MITRE ATT&CK, and it can be used to conduct training in relation with the attack techniques defined in the knowledge base. Moreover, NICE Framework work role competency and progression tracking are available.


11.2.3 Academia Cyber Ranges
In the academia cyber range category, we include those cyber ranges that are developed and mainly deployed in an academic or research environment. Consequently, the main target audience of these cyber ranges is students, even though some of them are also used to train professionals. In what follows, we will provide a series of representative examples in this cyber range category.
11.2.3.1 CyTrONE
CyTrONE is an integrated cybersecurity training framework that was designed as a flexible and comprehensive solution for cybersecurity training [6, 13]. CyTrONE was designed with a modular architecture that makes it possible to replace or add components as needed, which contributes to the flexibility of the framework. Its modules include a web UI, a management module (named CyTrONE, as well), a cyber range creation module (CyRIS), a scenario progression management module (CyPROM), and so on. Training activities are conducted via the Moodle LMS, which is integrated with the framework by means of another dedicated module (CyLMS). CyTrONE will be examined as a detailed case study in Chap. 12, so readers should refer to that information for more details.

11.2.3.2 KYPO Cyber Range Platform
KYPO Cyber Range Platform (KYPO CRP) is a cloud-based cyber exercise and research platform that enables security experts to emulate computer networks for the purpose of performing hands-on cybersecurity exercises and experiments safely, without the danger of threatening the real network infrastructure [36, 54]. KYPO CRP provides an interactive learning environment that was designed to support multiple simultaneous training sessions, each having their own exercise assignments and learner assessments. The platform covers various cybersecurity training use cases, ranging from individual assignments with step-by-step instructions, or that are to be solved independently by trainees, to long-term team training or gamified training, such as CTF exercises.
The management of the training sessions in KYPO CRP is handled via two key modules. The first one, named Training Service, is in charge of the training session life cycle. The second one, Sandbox Service, is responsible for the creation and management of the training environment. The modules rely on a set of three human-readable definition files that describe the training content.
Thus, the Training Definition specifies the set of tasks that participants have to solve. It uses a JSON-format description that includes introductory information, training tasks, optional hints or detailed solutions, questionnaires about the exercise, etc. The training environment is described via the Sandbox Definition, which consists of two separate files that use the YAML format. The first file, named Topology Definition, specifies the network topology of the training environment, such as routers, hosts, and network mapping information. The second one, Provisioning Definition, specifies the configuration of the individual host VMs in a format compatible with Ansible, which is employed as software configuration management system.
Participants’ activities within the training environment are monitored via software probes that gather activity data on-the-fly and store it for further use. The access to the cyber range is mediated via the KYPO web portal, which supports several types of data visualization and web-based interaction features that enable learning data exploration. These features make possible, for example, the formative assessment of trainees with individual feedback for a particular exercise, but also a summative assessment, that is, overall trainee grading at the end of an instructional unit.
To learn more about KYPO CRP, interested readers can consult [7], where KYPO CRP modules are mapped onto a generic cybersecurity training platform model, and the functionality of the platform is evaluated via a capability assessment methodology. A comparative analysis with respect to the CyTrONE cybersecurity training framework that we will present in Chap. 12 is also available in that paper.


11.2.4 General Range Comparison
In this section, we will compare the main characteristics of the general cyber ranges that we presented so far, for which an overview is displayed in Table 11.1. Note that the table is organized in three sections, corresponding to the classes of cyber ranges we have discussed, namely government, private-sector, and academia cyber ranges, respectively. The following analysis criteria are used in the table:	Focus: The main focus of the training activities on a given cyber range:	Education: Education and training for various types of participants.

	Military: Training of military personnel.

	Commercial: Training is provided as a service by a commercial company.

	Research and education: Research regarding cyber ranges, as well as their use for education and training.






	Distinctive features: Characteristics that mostly distinguish a cyber range with respect to other cyber ranges.

	Specialized training: Support for conducting training in specific application domains aside from general training (if available).




Table 11.1Comparison of general cyber ranges


	Name
	Focus
	Distinctive Features
	Specialized Training

	AIT Cyber Range
	Education
	Based on open-source technologies
	ICS, power grid, nuclear plant, manufacturing

	Arkansas Cyber Range
	Education
	Wide range of training modules
	N/A

	CR14 Cyber Ranges
	Military
	Collection of cyber ranges that share components
	N/A

	CRATE Cyber Range
	Military
	Support for user emulation and traffic generation
	ICS, SCADA, power grid, railroad system, water plant

	Florida Cyber Range
	Education
	Wide range of training modules; NICE Framework support
	ICS, SCADA

	Michigan Cyber Range
	Education
	About 40 industry-recognized certifications available
	N/A

	National Cyber Range
	Military
	Cyber range complex that includes four locations
	N/A

	Airbus CyberRange
	Commercial
	Multiple forms of access (SaaS, on premise, mobile box)
	N/A

	ATCorp CYRIN
	Commercial
	Automated trainee progress assessment; Detailed exercise filtering (tools, work roles, etc.)
	ICS, SCADA

	Cisco Talos Cyber Range
	Commercial
	Three-day hands-on training program
	N/A

	Cyberbit Cyber Range
	Commercial
	Large catalog of scenarios; Automated trainee progress assessment; Crisis simulation
	ICS, power grid, manufacturing, oil and gas plants

	IBM X-Force Cyber Range
	Commercial
	Participation of non-technical personnel possible
	N/A

	Immersive Labs Cyber Range
	Commercial
	Large catalog of scenarios; Automated trainee progress assessment; Crisis simulation
	N/A

	JYVSECTEC Cyber Range
	Commercial
	Emulates real internet services; Support for human actor and traffic simulation
	N/A

	Keysight Cyber Range
	Commercial
	Traffic generation for over 490 application protocols and 60,000 cyberattacks
	N/A

	NetWars Cyber Ranges
	Commercial
	Set of six cyber ranges; Tournament and continuous training programs available
	ICS, power grid, healthcare

	Project Ares Labs
	Commercial
	Gamified training experience (badges, coins, etc.)
	N/A

	RHEA Next Generation
	Commercial
	Wide range of training services
	ICS, SCADA

	Silensec CYBER RANGES
	Commercial
	Various features regarding scoring and reporting
	N/A

	CyTrONE
	Research and education
	Open source; Modular architecture with standalone components; YAML-based definition
	N/A

	KYPO CRP
	Research and education
	Open source; Training facilitation features; JSON/YAML-based definition
	N/A





11.2.4.1 Government Cyber Ranges
Regarding government-supported cyber ranges, we note first that their main focus is either general education and training, sometimes restricted to educational institutions within the same geographic area (e.g., Arkansas Cyber Range), or military training (e.g., National Cyber Range).
In general, these cyber ranges provide a wide variety of training modules and offer industry-recognized certifications, sometimes even supporting skill frameworks such as the NICE Framework (e.g., Michigan Cyber Range). Some organizations reuse hardware and software components in their cyber ranges in order to make it possible to conduct training for different purposes (e.g., CR14 and National Cyber Range). Moreover, some cyber ranges may even have advanced training capabilities, such as support for user emulation and traffic generation (e.g., CRATE).
It is important to note that the organizations that make available cyber ranges from this category usually provide few details about the technologies used to construct them. One reason could be that many of these cyber ranges are built using technologies provided by private-sector companies, even if the names of those companies are not always disclosed. Two exceptions in this regard are AIT Cyber Range and CRATE, for which several academic publications are available that present technical information about their architecture and capabilities. This is due to the fact that these systems are developed in-house by the research institutes that operate them.
A consequence of the use of proprietary technologies, either from private-sector companies or developed in-house, is that the source code of the cyber range platforms is not made publicly available. This is the case even when the platform is developed by the organization managing the cyber range itself, such as for the AIT Cyber Range and CRATE mentioned above, and also for CR14, presumably due to the military nature of the training conducted on them.
We observe that some of the government cyber ranges also provide support for specialized cybersecurity training, mostly in relation with ICS and SCADA technologies. For some of these systems, critical infrastructure domains are also covered, such as the power grid or the railroad system.

11.2.4.2 Private-Sector Cyber Ranges
The cyber ranges in the private-sector category are the most numerous, given the commercial incentive of providing training for profit. However, we noticed a certain level of churn in this category, with some cyber ranges we were familiar with not being advertised anymore, such as the Raytheon Cyber Range, or the Boeing Cyber Range. We can imagine that some of those technologies have been integrated in other solutions of their corresponding companies, but it can also be assumed that market conditions have eliminated some of the more expensive solutions, as new competitors entered the marketplace.
Most private-sector cyber ranges provide a large training catalog—that of Cyberbit Cyber Range being one of the largest—with detailed exercise filtering being available in some cases (e.g., ATCorp CYRIN). The forms of training are diverse, ranging from several-hour tournaments to three-day training programs, and even months long continuous training. Moreover, many training programs include support for the NICE Framework; this demonstrates that leveraging the association of work roles, tasks, knowledge, and skills, as defined in various workforce and skill frameworks, is an important aspect of cybersecurity training (see Sect. 3.​2 for a more detailed discussion of this issue).
In terms of distinctive features, several of the cyber ranges we presented (e.g., Cyberbit Cyber Range) provide automated trainee progress assessment capabilities, which makes it easier to quantify the exact skill level a participant has attained.
Creating a training environment as realistic as possible is also important for many companies, and most of them accomplish this by using realistic network topologies. However, emulating real internet like services, as well as human actor actions and traffic generation are also important capabilities in this respect, as provided by the JYVSECTEC Cyber Range. Another standout in this regard is the Keysight Cyber Range, which can use the optional BreakingPoint traffic generator to reproduce over 490 application protocols and 60,000 cyberattacks and malware threats.
We note that IBM X-Force Cyber Range includes a distinctive feature that is not often encountered for cybersecurity training platforms, which mainly focus on technical training. Thus, the exercises available on this cyber range are designed in such as manner as to make it possible for personnel with non-technical roles, such as legal and risk management leaders, finance department personnel, or human resource leaders to work together with the IT teams during the exercise. This contributes both to an increased security awareness of the non-technical personnel and also to an improvement in the incident response capabilities of the organization as a whole. The crisis simulation platforms from Cyberbit and Immersive Labs play a similar function, although they do not appear to integrate an actual technical training aspect, as it is done in IBM X-Force Cyber Range.
Another important remark is that, as expected, private-sector cyber ranges do not provide any source code for their platforms. Moreover, the details made available focus predominantly on the end-user experience and features and rarely on the technologies used to implement those capabilities. In fact, in some cases the amount of information provided was so low that we decided to exclude certain cyber ranges from our analysis; this was the case for the GLESEC Cyber Range,1 for which only a very simple overview of the available services is made public.
However, the JYVSECTEC Cyber Range is an exception in this respect, since even though its source code is not public, several scientific publications related to its capabilities and the underlying concepts are available, such as [28]. The reason for this is that JYVSECTEC is a university spin-off company, and cyber range development is still conducted as part of a research institute.
Several of the private-sector cyber ranges also include specialized cybersecurity training capabilities regarding ICS and SCADA technologies. In addition, some of them cover also the power grid, oil and gas plants, and even the healthcare domain.

11.2.4.3 Academia Cyber Ranges
The cyber ranges we included in the academia cyber range category are those developed primarily in an academic research environment; hence, the focus in this case is both research and education. As the surveys we mentioned in Sect. 11.1.2 indicate, there are many such cyber ranges that have been implemented over the years. However, their development often finishes when the corresponding research projects end. Therefore, we have focused here on two cyber ranges that have been developed for a decade or more and are still in active use, namely CyTrONE and KYPO CRP. We note that the scope of KYPO CRP training activities is the largest of the two, ranging from education to military training.
The most important characteristic of the two cyber ranges we presented is that the source code needed to deploy them is publicly available. This means that interested organizations can utilize them on their own premises as well and also modify the source code to extend their functionality as needed. Therefore, the names of these two cyber ranges refer not only to the actual cyber range deployment, but also to the corresponding cyber range platform software that can be used by anyone.
One distinguishing feature of CyTrONE is that the components used in its modular architecture can also operate in a standalone manner, which increases their applicability and overall flexibility. As for KYPO CRP, it has several training facilitation features, such as trainee activity monitoring and learning data exploration capabilities, as well as support for both formative and summative assessments.
A point of similarity for the two platforms is that the training content and environment definition is done by means of human and machine-readable representation formats, such as YAML and JSON. This allows instructors to directly analyze and update the definitions if needed.



11.3 Specialized Cyber Ranges
Specialized cyber ranges are those training platforms that cover other technologies than those associated with regular computer networks. Although there can be many such technologies, in what follows, we will cover the following types of specialized cyber ranges that we consider the most significant, and for which we will provide a series of representative examples shown in alphabetical order:	Internet of Things (IoT) cyber ranges.

	Industrial Control System (ICS) cyber ranges.

	Critical infrastructure cyber ranges.

	Internet of Medical Things (IoMT) and healthcare cyber ranges.





11.3.1 IoT Cyber Ranges
IoT cyber ranges make it possible to conduct cybersecurity training related to IoT devices and networks, often by using simulation and emulation techniques to create training environments that reproduce those systems’ characteristics.
11.3.1.1 IoT-CR
IoT Cyber Range (IoT-CR) is an IoT testbed intended for research and training related to IoT security [39]. The training environment is represented by a customizable IoT network, made of both virtual and physical devices, and supports the concurrent execution of multiple scenarios.
Although the IoT-CR cyber range is said to include twenty RE-MOTE IoT devices developed by Zolertia,2 most of the discussion in the cited paper refers to the use of virtual devices for improved scalability and flexibility. For this purpose, IoT-CR leverages the Cooja IoT network simulator, which is run in headless mode, and delivers to participants the simulation results.
The scenario that is discussed consists of a realistic network topology, IoT device configuration, and IoT applications developed in Contiki-NG. The use of IoT-CR was demonstrated via a red team versus blue team simulation scenario involving a man-in-the-middle (MITM) attack variant for IoT devices.

11.3.1.2 IoTrain-Lab
IoTrain-Lab is an IoT security training platform that uses the FIT IoT-LAB testbed as training infrastructure [14, 57]. The cyber range is composed of the real IoT devices in the testbed and can be used by trainees to conduct hands-on training activities in a controlled environment. The training content of IoTrain-Lab focuses on fundamental IoT training exercises, but IoT security training is included as well. Since IoTrain-Lab was already described in detail in Sect. 7.​3.​2, readers should consult that section for more information.

11.3.1.3 IoTrain-Sim
IoTrain-Sim is a companion training system for IoTrain-Lab. However, different from IoTrain-Lab, IoTrain-Sim relies on simulation techniques and leverages the Cooja IoT network simulator to enable a wide variety of training exercises [15, 55]. The training content of IoTrain-Sim includes both fundamental IoT training exercises and security training ones. For the security training exercises, the focus is on attacks specific to Wireless Sensor Networks (WSNs), such as resource attacks, topology attacks, and traffic attacks. IoTrain-Sim was previously introduced in Sect. 7.​3.​1, which should be referred to for more details.

11.3.1.4 Leaf
Leaf is a cybersecurity training platform intended for realistic IoT training exercises, with focus on edge IoT scenarios [19]. The term edge IoT refers to the convergence of IoT technologies with edge computing, that is processing and analyzing data on the edge of the network, closer to the IoT devices, instead of performing it in the cloud. Thus, Leaf is intended as a solution for organizing training exercises for various edge IoT application domains, as well as an experiment platform for validating solutions for the prevention, detection, mitigation, and recovery from edge IoT specific cyberattacks.
Leaf has two main components, a training support application and the cyber range. The training support application is a web application implemented in PHP that relies on the Zend Framework, which is an open-source web application framework, and CoreUI, which is an open-source UI library and administration panel template that supports the development of responsive web applications.
The cyber range in Leaf is designed in an agnostic manner with respect to the actual implementation technologies. This makes it possible to represent heterogeneous IoT assets by relying on simulation and virtualization techniques to support a variety of scenario components and network topologies. In particular, the IoT nodes and the wireless connections between them are simulated using event-based simulators, such as OMNET++ and Ns-3. On the other hand, the edge nodes are recreated by using emulation techniques that rely on the OpenStack and Chef virtualization technologies.

11.3.1.5 SPIDER
SPIDER is a cyber range dedicated to cybersecurity training in relation with 5G networks [41]. To achieve this, the training environment replicates a custom 5G network that emulates a realistic 5G infrastructure. The infrastructure for SPIDER is represented by two 5G testbeds, namely MATILDA and Mouseworld. Both testbeds rely on the European Telecommunications Standards Institute (ETSI) open-source network function virtualization management and orchestration software stack named MANO to provide 5G network emulation functionality. The key features of SPIDER are as follows:	Emulation scenario definition: Configure the assets in the 5G environments, including any possible vulnerabilities.

	Management and orchestration: Coordinate the 5G network slices and the deployment of vertical applications in the network.

	Tracing and progress tracking: Use log extraction agents, aggregators, and an indexing engine to gather all the relevant information regarding training activities.

	Cyber risk assessment engine: Track cyber risk evolution in real time during the training in function of the occurring attacks and mitigation deployments.

	Training scenario orchestration: Manage the execution of the training scenarios, such as crypto mining malware detection, and DNS attack.

	Synthetic attack generation: Use machine learning techniques to generate synthetic network traffic that mimics both cyberattack and normal traffic to create realistic training conditions.





By using the features described above, SPIDER makes it possible to conduct various types of activities, such as cybersecurity risk assessment of 5G networks, and cybersecurity training for defending 5G networks from cyberattacks. This type of hands-on exercises in which participants are able to interact in real time with the 5G environment and gather feedback from the emulated network equipment enables them to develop advanced procedures for defending 5G networks from cyberattacks.


11.3.2 ICS/SCADA Cyber Ranges
Industrial Control Systems (ICSs) are conceptually similar to IoT devices and networks. However, the industrial setting of ICS can be said to cause an increase in the risks associated to them, given the potential huge consequences and disruptions that attacks on ICS can cause. One type of ICS that is often used in practice is Supervisory Control and Data Acquisition (SCADA), a standardized control system architecture utilized for large industrial systems. Cybersecurity training in relation with ICS in general and SCADA in particular are very important given the related risks. In what follows, we will review several examples in this context.
11.3.2.1 ICS NetWars
One representative ICS cyber range is ICS NetWars by SANS Institute [43]. This cyber range is focused on factory machinery operations, and it recreates an experience similar to a factory floor. In ICS NetWars, trainees are exposed to challenges related to the defense of physical equipment and manufacturing components from cyberattacks. Example training topics include asset discovery and infrastructure mapping, detection of ICS-specific malware, endpoint forensics, process restoration, and use of engineering applications.

11.3.2.2 ICSCoE
The Industrial Cyber Security Center of Excellence (ICSCoE) is a center managed by the Information-technology Promotion Agency (IPA) in Japan [25]. ICSCoE was established in 2017 with the purpose of development of human resources, systems, as well as technologies aimed at dealing with cybersecurity risks in regard to industrial infrastructure.
Since human resource development is a key part of the program, the activities of the center consist of exercises in environments that reproduce real plants, including practical attack-defense training. In particular, trainees utilize realistic process control networks to gain firsthand experience of the effects of cyberattacks on Industrial Control Systems and devices. Thus, they become familiar with architectures of control systems, ICS security vulnerabilities, and mitigation measures specific to ICS.

11.3.2.3 KYPO4INDUSTRY
KYPO4INDUSTRY is a training facility dedicated to teaching ICS security concepts and skills [9]. The training environment is built using open-source hardware and software that are leveraged to provide reconfigurable ICS modules. The components of the training platform include Programmable Logic Controllers (PLCs), input/output modules, a touchscreen display, a linear motor actuator, as well as a communication gateway.
The associated course is based on the flipped-classroom format, in which participants work on hands-on projects that replicate real cyberattacks on ICS in the form of educational games. This experience makes it possible for trainees to understand the ICS-specific risks and to gain practical skills regarding mitigation techniques for cyberattacks that target ICS.

11.3.2.4 Other ICS/SCADA Capable Cyber Ranges
In addition to the examples we have mentioned so far, the following general cyber ranges that we discussed in Sect. 11.2 also provide ICS and/or SCADA-related training functionality in addition to general cybersecurity training:	Government cyber ranges	AIT Cyber Range (see Sect. 11.2.1.1).

	CRATE Cyber Range (see Sect. 11.2.1.4).

	Florida Cyber Range (see Sect. 11.2.1.5).






	Private-sector cyber ranges	ATCorp CYRIN (see Sect. 11.2.2.2).

	Cyberbit Cyber Range (see Sect. 11.2.2.4).

	RHEA Next-Generation Cyber Range (see Sect. 11.2.2.11).










The fact that both government and private-sector cyber ranges have dedicated training capabilities for this domain demonstrates that ICS/SCADA-related cybersecurity training is indeed of high importance.


11.3.3 Critical Infrastructure Cyber Ranges
Critical infrastructure refers to that infrastructure of a country that is considered essential for the functioning of the society. Consequently, governments put in place special strategies and protection measures regarding such infrastructure, including against cyberattacks. Cybersecurity training with respect to critical infrastructures is one key component of these strategies.
One of the most important types of critical infrastructure is the power grid. While the power grid itself is associated already with a series of specific cybersecurity risks, the enhancements related to smart grid technologies, that include both flows of electricity and information, lead to an even greater attack surface, as it was discussed in detail in [35]. Consequently, in what follows we will provide several examples of power grid related cyber ranges, followed by a more generic one.
11.3.3.1 GRID NetWars
One cyber range that addresses power grid cybersecurity training needs is GRID NetWars, which is made available by SANS Institute [43]. In particular, this cyber range targets technologies used in electrical generation and distribution systems. Accordingly, the challenges included in the training are themed around power system scenarios, protocols, and architectures, but the skills gained are said to be applicable to other critical infrastructure sectors too. Some of the training topics covered in this program are stages of ICS cyberattacks, credential theft, process manipulation, cyberattack effects on reliability and system integrity, etc.

11.3.3.2 GridAttackSim
As discussed for other cyber ranges in the IoT domain, leveraging simulation techniques can help with creating cybersecurity training environments that, despite a certain loss in realism, are nevertheless very useful for improving cybersecurity skills. This also applies to the critical infrastructure sector, since conducting training on real critical infrastructure limits the scope of the training scenarios and is dangerous in case any mistakes are made.
One system that leverages simulation is GridAttackSim, which is a smart grid attack co-simulation framework [31]. GridAttackSim is implemented by combining the functionality of Framework for Network Co-Simulation (FNCS), with that of the GridLAB-D power distribution simulator, and the Ns-3 network simulator to make it possible to simulate smart grid infrastructure.
The framework includes a set of built-in attack profiles that make it possible to conduct experiments in a variety of scenarios and visualize the consequences of the cyberattacks. GridAttackSim is open source, which means that in addition to deploying it freely, users can also add by themselves custom attack profiles and smart grid architectures in order to explore new scenarios and conditions.
We note that using analytical modeling is an approach that makes it possible to quantify the effects of cyberattacks on critical infrastructure at a much lower cost than using a cyber range, even though it is an even more abstract model of reality compared to simulation. Thus, the analytical modeling approach was used in the context of smart grids by GridAttackAnalyzer, a cyberattack analysis framework that uses graph-based security modeling techniques for the numerical analysis of smart grid cyberattacks [32]. For a comparison of the simulation and analytical modeling approaches used by the two systems discussed here, see [33].

11.3.3.3 Soteria ARENA
Soteria ARENA is a cybersecurity training platform for SCADA and IoT-operated Industrial Control Systems [46]. However, the training scenarios disclosed online refer not to general factory operation, but to critical infrastructure components, such as water plants and power plants. Therefore, we decided to include this cyber range in the critical infrastructure category. In fact, other elements are also present in the training scenarios, such as streetlights and airport infrastructure, differentiating it even more from the typical industrial settings of ICS/SCADA.
The training activities used in ARENA are based on real-world threats regarding critical infrastructure and use as training environment models of the target systems. Participants conduct hands-on exercises with those emulated systems, for example, to perform penetration testing attacks intended to disturb their operation.
A key characteristic of ARENA is that the training platform allows participants to see the physical impact of their actions for a better understanding of ICS and their vulnerabilities to cyber and physical threats. Thus, in addition to the simulation models, miniature physical models are also available for some of the exercises, which provide immediate feedback to participants. This aspect of ARENA makes it possible to conduct realistic training both for attack and defense techniques.

11.3.3.4 Other Critical Infrastructure Cyber Ranges
Note that the following general cyber ranges that we have discussed previously also provide critical infrastructure-related training functionality in addition to their main cybersecurity training capabilities:	Government cyber ranges	AIT Cyber Range (see Sect. 11.2.1.1).

	CRATE Cyber Range (see Sect. 11.2.1.4).






	Private-sector cyber ranges	Cyberbit Cyber Range (see Sect. 11.2.2.4).

	RHEA Next-Generation Cyber Range (see Sect. 11.2.2.11).










The critical infrastructure sector that most of the above cyber ranges cover is the one that we mainly discussed in this section, namely the power grid. This signifies that energy production and distribution are arguably considered the most important domain by all critical infrastructure training providers. Other sectors covered by the mentioned cyber ranges include power plants (e.g., oil, gas, nuclear), water treatment plants, the railroad system, as well as heavy industry facilities.


11.3.4 IoMT and Healthcare Cyber Ranges
The Internet of Medical Things (IoMT), also known as healthcare IoT, refers to those medical devices and applications that are connected to healthcare systems via computer networks, for instance, by using technologies such as Wi-Fi. Given the sensitive area of IoMT applications, security threats must necessarily be considered. Moreover, the quantitative study presented in [18] has demonstrated that there are many vulnerabilities related to IoMT devices that are rated as high or critical from the point of view of the security risk associated to them. For this reason, in what follows we will discuss several cyber ranges in the healthcare domain.
11.3.4.1 Healthcare Cyber Range
Healthcare Cyber Range (HCCR) is a project that extended the functionality of the JYVSECTEC RGCE cyber range discussed in Sect. 11.2.2.7 to the healthcare domain by adding support for healthcare systems and processes [27]. HCCR aims to increase the resilience of healthcare actors regarding cybersecurity issues and to ensure patient safety in the context of digital healthcare through a range of specific cybersecurity education and training activities:	Developing and testing cybersecurity exercises for the healthcare domain.

	Identifying specific cybersecurity skills for healthcare actors.

	Developing cybersecurity processes for the healthcare domain according to its specific requirements.





The training activities in the HCCR environment contribute to the improvement of cybersecurity skills and competence of healthcare actors in order to meet the stringent requirements of the healthcare domain. For this purpose, HCCR includes the following components that model virtual hospitals and equipment, social and health information systems, as well as national services:	Patient information systems: Various aspects, such as medical records, prescriptions, laboratory results are modeled.

	Patient records: Realistic information regarding elements such as personal data, disease classifications, drug pack sizes, and reference values are provided.

	Intensive care unit: A physical patient simulator as well as medical equipment (a ventilator and a patient monitor) is included in addition to virtual systems.

	Integrated national services: Models of Finnish national healthcare services, pharmacies, and prescription centers are available, along with an authentication service.




Table 11.2Comparison of specialized cyber ranges


	Name
	Focus
	Scenario
	Device Type
	Distinctive Features

	IoT-CR
	Research and education
	WSN
	Simulated and real
	Leverages the Cooja IoT network simulator

	IoTrain-Lab
	Research and education
	WSN
	Real
	Deployed on the FIT IoT-LAB testbed; Open source; Includes training exercises

	IoTrain-Sim
	Research and education
	WSN
	Simulated
	Leverages the Cooja IoT network simulator; Open source; Includes training exercises

	Leaf
	Research and education
	Edge IoT
	Simulated and emulated
	Leverages OMNET++ and Ns-3 simulators and virtual machines

	SPIDER
	Research and education
	5G
	Emulated
	Leverages the MANO 5G software stack; ML-based traffic generation

	ICS NetWars
	Commercial
	Factory operation
	Emulated
	Wide range of topics

	ICSCoE
	Education
	Factory operation
	Emulated and physical models
	Basic and advanced practical exercises; Realistic process control networks

	KYPO4INDUSTRY
	Research and education
	Factory operation
	Emulated and physical models
	Used for ICS cybersecurity course; Relies on open-source hardware and software

	GRID NetWars
	Commercial
	Power grid
	Emulated
	Wide range of topics

	GridAttackSim
	Research and education
	Smart grid
	Simulated
	Co-simulation framework; Open source; Includes attack profiles and grid scenarios

	Soteria ARENA
	Commercial
	Plant operation
	Emulated and physical models
	Hands-on experience with real-world devices and physical automation systems

	Healthcare Cyber Range
	Commercial
	Healthcare
	Emulated and physical models
	Models hospital and equipment, social and health information systems, national services

	Healthcare NetWars
	Commercial
	Healthcare
	Emulated
	Wide range of topics






11.3.4.2 Healthcare NetWars
Another example in this category of cyber ranges is Healthcare NetWars, provided by SANS Institute [43]. This cyber range is used for training related to techniques for securing technologies and systems in the medical field. For this purpose, participants must solve tasks related to device vulnerability scanning, web application assessments, and ransomware threat response. The training topics include telemedicine and web application security, Electronic Medical Records (EMR) and incident analysis, medical device IoT security, and ransomware analysis and decryption.


11.3.5 Specialized Range Comparison
In this section, we will compare the main characteristics of the specialized cyber ranges that we discussed so far, for which an overview is provided in Table 11.2. The table is organized in four sections, corresponding to the categories of ranges we presented, namely IoT, ICS/SCADA, critical infrastructure, as well as IoMT and healthcare cyber ranges. The following analysis criteria will be considered:	Focus: The main focus of the training activities on a cyber range:	Research and education: Research regarding cyber ranges, as well as their use for education and training.

	Commercial: Training is provided as a service by a commercial company.

	Education: Education and training for various types of participants.






	Scenario: The main type of training scenario that a cyber range targets.

	Device type: The type of devices and other components of a cyber range:	Simulated: Logical models are used to represent the devices.

	Emulated: Software implementations of real devices are used.

	Real: Actual physical devices are employed.

	Physical models: Real devices set up in the form of miniature physical models are utilized.






	Distinctive features: Characteristics that mostly distinguish a cyber range with respect to other cyber ranges.





11.3.5.1 IoT Cyber Ranges
Typical IoT devices are mainly targeted to end users, which are the consumers; hence, they are less used in commercial settings. This explains, perhaps, why the IoT cyber ranges that we were able to identify originate all from an academic environment; hence, they were mainly developed for research and education purposes. Possibly as a consequence, the cyber ranges we presented do not appear to be in use for actual training activities. Moreover, the present status of some of the described projects is relatively hard to ascertain.
The training scenarios for several of the cyber ranges in this category are related to general IoT uses, such as Wireless Sensor Networks in the case of IoTrain-Lab and IoTrain-Sim. However, other domains are also covered, such as edge IoT for Leaf, and 5G networks for SPIDER.
Since creating training environments for such heterogeneous scenarios is difficult, most cyber ranges use either simulated or emulated IoT devices. For simulation, some cyber ranges rely on the Cooja IoT network simulator, and one of them, Leaf, on OMNET++. For emulation purposes, virtualization techniques, as well as software implementations of the IoT functionality are employed.
In the case of IoT-CR, however, interfacing with real IoT devices is also supported. Another special case is represented by IoTrain-Lab, which leverages an IoT testbed, FIT IoT-LAB, to make possible training with a wide variety of real IoT devices.
Among the presented cyber ranges, IoTrain-Lab and IoTrain-Sim are remarkable for the fact that their source code is publicly available. Hence, interested organizations can deploy them on their own server infrastructure and even extend their functionality if necessary. Moreover, both of them include a set of training scenarios, both for fundamental and security training, that makes them readily usable in comparison with the other systems.
A specific feature of SPIDER, which we have not encountered for other cyber ranges, is that it leverages machine learning techniques to provide network traffic generation capabilities. By mimicking both cyberattack and normal traffic to create realistic training conditions, SPIDER makes it possible to conduct both cybersecurity risk assessments of 5G networks, as well as cybersecurity training for defending 5G networks from cyberattacks.

11.3.5.2 ICS/SCADA Cyber Ranges
Among the cyber ranges that are dedicated to ICS and/or SCADA-related cybersecurity training, some are from the private sector, such as ICS NetWars, others from government organizations, such as ICSCoE, and some even from the academia, such as KYPO4INDUSTRY. This illustrates the wide variety of needs that must be addressed when conducting training in this domain.
All the cyber ranges we presented in the ICS/SCADA category use factory operation as training scenario, which is the most typical scenario for this domain. Emulation techniques are generally used to recreate the factory setting, but for ICSCoE and KYPO4INDUSTRY this is combined with physical models of the system that include real human-machine interfaces, as well as sensor and actuation devices. This considerably improves the realism of the training, as participants are able to experience directly the effects of their actions.
As a commercial system, ICS NetWars includes a wide variety of training topics, such as asset discovery and infrastructure mapping, detection of ICS-specific malware, and use of engineering applications. ICSCoE also includes various practical exercises ranging from basic to advanced, with the basic exercises providing introductory knowledge on all topics, and the advanced exercises providing more practical training on specific elective topics selected by participants. As for KYPO4INDUSTRY, the cyber range is used for a full ICS cybersecurity course taught at the academic institution where it was developed.
Another distinctive feature of ICSCoE is that it uses realistic process control networks that are built using actual network equipment for an increased realism of the training. In KYPO4INDUSTRY, on the other hand, a strong emphasis was laid on the use of open-source hardware and software, so that the cyber range setup can be replicated at other institutions.
We note that, as we have mentioned already, several of the general-purpose cyber ranges support ICS/SCADA training as well. This makes us conclude that following general cybersecurity training, ICS/SCADA-related training is next in terms of importance from an overall perspective.

11.3.5.3 Critical Infrastructure Cyber Ranges
Two of the examples of critical infrastructure cyber ranges that we presented target power grid cybersecurity training. The power grid is also a training scenario included in several other cyber ranges that provide critical infrastructure training support, as mentioned when discussing this topic in Sect. 11.3.3. We consider that the reason for the prevalence of this domain is that the potential consequences of cyberattacks on this type of critical infrastructure are more severe than for other types of systems.
GRID NetWars is a commercial system using emulation of power systems based on virtualization technologies to make it possible to conduct training related to power distribution and generation. A wide variety of training topics are included, such as stages of power grid cyberattacks, process manipulation, and cyberattack effects on reliability and system integrity.
For GridAttackSim, which is an academia system, the training target is actually the smart grid, which is a power grid that integrates communication technologies to improve power delivery. This actually increases the attack surface of the system, hence the pressing need to address cybersecurity training for this specific domain. GridAttackSim uses a co-simulation approach to integrate the power grid and communication network simulation into an overall smart grid simulator. The source code of the framework and several attack profiles and smart grid scenarios are publicly available, meaning that anyone can use and modify it.
The third example we provided, Soteria ARENA, on the other hand, has a different approach. In that cyber range, a comprehensive scenario is used that includes a water plant, a power plant, and even an airport infrastructure. Combined with miniature physical models of the systems, Soteria ARENA enables realistic critical infrastructure training through a hands-on experience with real-world devices and physical automation systems.
We note that several of the ICS/SCADA cyber ranges we presented also include training in connection with critical infrastructure, such as oil and gas plants, or the railroad system. Therefore, we conclude that even though only keywords such as ICS or SCADA are shown in the description of some cyber ranges, the actual training content may be related to critical infrastructure as well. Consequently, interested learners should always check in detail the available information to determine the types of training scenarios that are actually available in a cyber range.

11.3.5.4 IoMT and Healthcare Cyber Ranges
The healthcare domain is undoubtedly a very important area for cybersecurity, given the obvious associated risks. However, there are many challenges in setting up dedicated cyber ranges, which may explain the smaller number of systems in this category. Nevertheless, the two examples we provided, which are both from the private sector, clearly demonstrate the commercial interest that exists for conducting cybersecurity training in this area.
The cyber ranges we presented both rely on emulation techniques to create the healthcare-related training environment. For Healthcare Cyber Range, for instance, replicas of patient records and other social and health information systems, as well as national services are included in the environment. Moreover, an intensive care unit model with a physical patient simulator, as well as medical equipment is also available in addition to the virtual systems.
Healthcare NetWars, on the other hand, relies solely on emulation techniques, with the focus being apparently almost exclusively on the cyber aspects of healthcare systems. Nevertheless, a wide range of training topics is available, such as telemedicine and web application security, Electronic Medical Records (EMR) and incident analysis, and medical device IoT security.
Another example of a healthcare cyber range is AERAS, although the practical results of the project are only expected in 2025 [1]. Thus, AERAS is an ongoing EU Horizon 2020 project that aims to develop a realistic and adaptable cyber range platform for systems and organizations in the healthcare sector. The solution will be delivered at technology readiness level TRL-7, namely via a system prototype demonstration in two pilot operational environments. We look forward to the deliverables of this project, which promises to bring a significant contribution to the research in the field of cybersecurity training for healthcare.



11.4 Discussion
In what follows, we will discuss several key aspects regarding the general and specialized cyber ranges that we have presented in this chapter. This will be followed by several recommendations regarding cyber ranges that we consider to be the best overall in terms of training scope breadth and training content richness.
11.4.1 General Cyber Ranges
The general-purpose cyber ranges we introduced in Sect. 11.2 were selected based on their characteristics of being cybersecurity training platforms that make it possible to conduct training activities that are more complex and realistic in comparison with the CTF platforms discussed in Chap. 10. Nevertheless, in some cases, even if the words “cyber range” appeared in the name of a training platform, we decided to exclude it from our presentation if the training activity complexity seemed insufficient from this point of view.
For example, Virginia Cyber Range is a cloud-based cybersecurity training platform used by thousands of students and faculty from hundreds of high schools and universities in the Commonwealth of Virginia [52]. However, an examination of the available courses showed that the content seems to be very close to that of online CTF platforms. The same can be said about the U.S. Cyber Range at Virginia Tech, which is a cyber range providing similar albeit paid courses for students and educators all over the U.S. (we do note, however, that more advanced training environments are reportedly planned for Fall 2024 [53]).
Some of the cyber ranges introduced in this category, in addition to general cybersecurity training, make it possible to also conduct specialized training activities (e.g., regarding ICS and SCADA). This demonstrates that the breadth of training scope is an important characteristic of a comprehensive training platform.

11.4.2 Specialized Cyber Ranges
For the specialized cyber ranges presented in Sect. 11.3, many of the examples we provided rely on the use of simulation techniques, sometimes in combination with emulation, in order to create the necessary training environment. In some cases, this was done to reduce the construction cost and to increase the experiment scale for the cyber range. In other cases, such as for critical infrastructure, the difficulties related to conducting training on real systems were another deciding factor. Despite the complex nature of such systems, modeling their physical characteristics makes it possible to conduct training in conditions that cannot be realized when using actual systems, for example, because of the possible damage that can occur.
However, in the case of ICS/SCADA and critical infrastructure systems, their actual operation is specific to the particular systems used in a given application area. Consequently, when the most realistic type of training is required, we consider that a dedicated cyber range that mimics as closely as possible the real systems, including via physical components, is the most appropriate solution.

11.4.3 Overall Recommendations
Among the cybersecurity training companies that we have surveyed, SANS Institute has the widest range of training domains via its NetWars training platforms, that encompass both a variety of general cybersecurity training activities, as well as many specialized areas, such as ICS, power grid, and health care. For this reason, we consider that this company represents a good starting point for learners, no matter what their domain of interest may be.
Another training provider that covers a wide range of training domains, both for general and specialized training is Cyberbit. Moreover, as mentioned previously, Cyberbit has been designated as one of the leaders of cybersecurity training platforms in the Forrester Cybersecurity Skills and Training Platforms, Q4 2023 report [8], scoring highest in the strategy and current offering categories. Hence, we also recommend Cyberbit as a training provider for various application domains.
While the coverage of the specialized training domain is relatively weak, Immersive Labs is another strong contender, with a catalog of thousands of general cybersecurity training exercises. In addition, other methods than cyber range training are available, such as the Cyber Crisis Simulator digital tabletop exercise. Note that Immersive Labs as well has been named a cybersecurity training platform leader in the Forrester Cybersecurity Skills and Training Platforms, Q4 2023 report [8], with an overall evaluation close to that of Cyberbit.
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This chapter presents a detailed case study on the cybersecurity training framework named CyTrONE. An overview of the framework is given first, explaining the key details of its architecture. The training content and training environment representation are analyzed next, examining the corresponding representation syntax, and several illustrative examples for each case. Lastly, the most important lessons learned from designing and implementing CyTrONE are reviewed, which are intended to serve as a reference for future training platform developers.
12.1 Motivation and Target
So far, in Part II of this book, we have discussed cybersecurity training platforms in general in Chap. 9, and we have reviewed a selection of CTF and cyber range platforms in Chaps. 10 and 11, respectively.
As a complement to those discussions, in this chapter we will examine in detail a particular cybersecurity training platform, CyTrONE [4]. The goal of this extensive case study is to illustrate possible manners of addressing the following two issues: 	1.
How to design a cybersecurity training platform in order to achieve the functionality needed in order to meet various training goals and requirements?

 

	2.
How to implement the key capabilities of a training platform, namely the training content and training environment, in a flexible and powerful way?

 





The reasons why CyTrONE was selected as the target of this detailed case study are as follows. First of all, CyTrONE is a full-fledged cybersecurity training platform, having a wide variety of capabilities that cover all the feature categories that training platforms need. Moreover, we were closely involved in its design and implementation by the Cyber Range Organization and Design chair at Japan Advanced Institute of Science and Technology. This in-depth connection makes it possible to present a thorough analysis of the design and implementation of CyTrONE to our readers.
Given the scope of this chapter, we consider that it is mostly relevant to training organizers, who will find clear illustrations of possible manners of addressing the aforementioned issues. Nevertheless, advanced trainees who are curious about the ways in which the various features of a training platform can be implemented may find it of interest as well.

12.2 Framework Overview
CyTrONE is an integrated cybersecurity training framework that was designed as a flexible and comprehensive solution for cybersecurity training [4]. The framework is intended as a versatile answer to the two main challenges that are related to the implementation of cybersecurity training platforms, which are: 	1.
Representing the training content in a flexible way that also makes it possible to update and manage it in an easy manner.

 

	2.
Representing the training environment in a way that is powerful enough, while allowing for easy updates and management.

 





In what follows, we will first introduce the general architecture of CyTrONE, and illustrate how it can be mapped onto the training platform model discussed in Sect. 9.​1. Then, we will describe in more detail the approaches used to address each of the aforementioned challenges.
12.2.1 CyTrONE Architecture
CyTrONE was designed with a modular architecture that makes it possible to replace or add components as needed, contributing to the flexibility of the framework. The overall architecture of CyTrONE is pictured in Fig. 12.1. Next, we will briefly examine each framework component by following the left-to-right order of the components in the figure, namely:	Web UI.

	CyTrONE.

	Training Database.

	Training Content.

	CyLMS.

	Moodle LMS.

	CyPROM.

	CyRIS.

	Cyber Range.




[image: ]Diagram illustrating the CYTRONE system architecture for cyber training. An instructor uses a web UI to interact with CYTRONE, which connects to a training database and content. CYTRONE interfaces with Moodle LMS via CYMS, and with trainees through CYDMS. It also links to cyber ranges using CYRMS, facilitating comprehensive training sessions.


Fig. 12.1Overall architecture of the integrated cybersecurity training framework CyTrONE



12.2.1.1 Web UI
The web user interface (UI) component of the framework is primarily targeted at instructors and makes it possible for them to control the execution of CyTrONE. The Web UI has two main functions currently:	Create a training activity based on training content representations stored in the training database; the number of trainees/teams must be specified at this point, so that the framework knows how many replicas of the corresponding training environment should be created.

	End an ongoing training activity by removing the associated training content from the Learning Management System (LMS) and destroying all the training environment instances associated to that activity.






12.2.1.2 CyTrONE
The module called CyTrONE, which also gives the training framework its name, serves as a general management module for the entire framework. This is achieved via several key functions, as follows:	Mediate the interactions between users and the framework, either via the command line or via the web user interface.

	Control the other framework modules, namely CyLMS, CyRIS, and CyPROM.

	Retrieve from the training database the training content and corresponding training environment representation for a particular training activity.






12.2.1.3 Training Database
The Training Database component of the framework mainly stores the training content, and all the files associated to it, as it will be described in the next section.
In addition, several auxiliary configuration files are stored, which provide the information needed for each instructor to be able to access the framework UI and create training activities. This includes usernames and passwords, details about the servers that are to be used for cyber range creation, etc.

12.2.1.4 Training Content
The Training Content component of CyTrONE refers to three main types of information that are needed to create training activities, as follows:	Training content representation: The tasks that participants must address during a given training activity.

	Training environment description: The composition of the training environment that participants must use in order to address those tasks.

	Auxiliary files: Any other files that are required to conduct the training, such as images that are to be displayed in the LMS, binary files, and scripts needed to set up the training environment.





The CyTrONE training content representation, its specific syntax, and several illustrative examples will be discussed in Sect. 12.3. Similarly, the training environment description syntax and examples will be presented in Sect. 12.4.

12.2.1.5 CyLMS
The module named CyLMS serves as a control module for the LMS that in the architecture of CyTrONE plays the role of interface with the trainees [5], more specifically the Moodle LMS. The main functions of CyLMS are as follows:	Register the training content in the LMS, so that trainees can access the tasks they were assigned for the training activity.

	Remove the training content from the LMS when the training activity ends.





Note that the SCORM format for e-learning content representation [1] is used in CyLMS for allowing it to seamlessly import training content into Moodle, without the need for Moodle-specific customizations. This makes it possible, in principle, to integrate CyLMS with a different LMS with only a minimal implementation effort.

12.2.1.6 Moodle LMS
Moodle is one of the most widely used LMSs, with almost 50 million courses being currently available [10]. Consequently, many participants have already experienced using Moodle before conducting a training via CyTrONE, which facilitates their adaptation to the user interface. Due to these considerations, we have selected Moodle as training UI in CyTrONE, where it plays several roles:	Make it possible for trainees to access the training content for any of the available training sessions.

	Allow trainees to submit answers for the challenges they solved, and check the correctness of their answers.

	Let instructors manage which trainees are allowed to access training activities and to check their training results.






12.2.1.7 CyPROM
The module called CyPROM enhances the functionality of CyTrONE via a feature named scenario progression. This feature makes it possible to orchestrate training activities in which the training environment is changing in a dynamic manner, making the training more realistic [2].
The main function of CyPROM is to manage the scenario progression for each training environment instance independently, according to the actions of each trainee, and the ever-changing state of their environment. This function is achieved via three types of scenario elements:	Triggers: Timers and signals that make it possible to trigger specific actions in a scenario after a time interval passed, or based on predefined events.

	Actions: Operations to be executed in a training environment; the actions can be related to the interaction with the trainees, such as displaying messages, hints, or questions, or can be related to security operations, such as conducting specific attacks in the target environment.

	Branching: Mechanism for taking decisions regarding which scenario action should be executed next based on the outcome of the previous action.





Most CyPROM actions are executed directly in the cyber range, as needed in order to dynamically change the state of the environment depending on the current place in the predefined training scenario. However, those elements that are related to the interaction with trainees can also be displayed via the LMS interface.

12.2.1.8 CyRIS
CyRIS is a key component of the CyTrONE framework, being in charge of automatically creating cyber ranges based on specific descriptions [3]. The cyber range creation process is composed of the following three stages: 	1.
Base VM preparation: This refers to preparing virtual machine (VM) images made available in advance so that they are ready for the next stage. For this purpose, the disk images are first copied into the working directory, and the corresponding VMs are started. Then, the basic setup of the VMs is conducted, such as configuring access via SSH and setting up the hostname and network interfaces.

 

	2.
Content installation: This stage sets up the content of the cyber range VMs according to the cyber range description file via two types of processes: 	a.
Environment setup operations: Managing user accounts, installing any specified software, copying any required files, executing programs or scripts as needed for custom setup, configuring the network settings, etc.

 

	b.
Security-related operations: Configuring the firewall, starting emulated malware, executing emulated cyberattack actions, capturing network traffic, etc.

 






 

	3.
Guest VM cloning: The final stage consists in creating clones of the prepared VMs in order to start multiple instances of the same cyber range environment for multiple trainees or teams of trainees. This is done by copying first the configured base images to all the servers on which the cyber range is to be instantiated. The cloned VM instances are then started, and user accounts and passwords for accessing each cyber range instance are set up. In addition, the subnets made of cloned VMs are configured according to the cyber range description.

 






12.2.1.9 Cyber Range
The cyber range shown in Fig. 12.1 denotes the training environment in which the training activity takes place. When using CyTrONE, one cyber range instance is created for each participant or team by using CyRIS, as discussed above. The number of instances to be created is decided by the instructor when starting the training activity, and the actual composition of each instance is based on the cyber range description file that CyRIS receives as input.
The main technology used to create the cyber range is the open-source virtualization technology built into the Linux kernel named Kernel-based Virtual Machine (KVM). However, we have also implemented the necessary support to make it possible to deploy cyber ranges in the Amazon AWS EC2 cloud [7]. The available cyber range features, as well as the associated cyber range description format will be discussed in more detail in Sect. 12.4.


12.2.2 Training Platform Model Mapping
By comparing the architecture of CyTrONE shown in Fig. 12.1 with the generic training platform model presented in Fig. 9.​1, it is relatively easy to draw a parallel between the two. The details of this mapping, which will be discussed below, demonstrate that the training platform model that we introduced in Chap. 9 is indeed a useful tool for analyzing the architecture of any specific training platform, and for understanding how its functionality maps onto the model in order to better ascertain the role of its components.
12.2.2.1 Model Mapping Details
In what follows, we will present in detail the result of the training platform model mapping for the case of CyTrONE. For each of the model components defined in Sect. 9.​1.​2, the module or modules that correspond to it in the CyTrONE architecture that was introduced in Sect. 12.2.1 will be indicated, with their names emphasized as bold text for clarity. Similarly to what we did when defining the training platform model, we will distinguish between the core components of the model and the support ones.
Core Components The mapping of the core components of the training platform model with respect to the corresponding CyTrONE modules is as follows:	Training Manager: Overall management functionality is handled by the CyTrONE module of the framework, with support from the CyLMS, CyPROM, and CyRIS modules for specific functions.

	Data Storage: This model component is equivalent to the Training Database element in CyTrONE.

	Training Content: This model component corresponds to the homonymous Training Content element in CyTrONE.

	Training Environment: This model component is equivalent to the Cyber Range element in CyTrONE.



Support Components As for the support components of the training platform model, their mapping to CyTrONE components is presented below:	Portal: This functionality is split in CyTrONE between the Web UI for instructors to manage the training activity, and the Moodle LMS component for trainees to conduct the training, and instructors to check their progress.

	Education Functions: This functionality is entirely delegated to the Moodle LMS component of the framework.

	Monitoring: The equivalent of this functionality is handled by the CyPROM module in CyTrONE.






12.2.2.2 Design Decision Insights
The model mapping that we conducted above helped emphasize two specific design decisions in CyTrONE whose significance we will discuss next. This is another role that training platform model mapping can play, as the insights gained illustrate the thought process behind a given platform design. These insights can also assist with decisions regarding the implementation of a new training platform, or with respect to planned extensions of an existing one.
Modular Architecture The training management functionality in CyTrONE is split between several modules, in accordance with the modular architecture paradigm of the framework that we mentioned previously. This makes it possible to separate the framework module functionality in order to make the source code easier to understand and facilitate extensions when needed.
However, the CyTrONE modules are not just logical components, they are actually standalone modules that can also be used independently. For example, it is possible to use CyRIS to create a cyber range environment, while using completely different components as Portal and Education Functions, or even completely omitting those components for a leaner execution, depending on the organizer requirements. The implications of the modular architecture of CyTrONE will be discussed in more detail in Sect. 12.5.1.
Moodle LMS Reliance As indicated in the above mapping, Moodle LMS is used both as Portal in CyTrONE, mainly with regard to trainees, as well as for the Education Functions aspect. The main advantage of this decision is that CyTrONE can leverage the wide variety of capabilities of Moodle, with the only development effort being related to the implementation of the communication between the framework and the LMS. Moreover, since Moodle is very well known, many trainees are already accustomed to it; hence, the amount of effort required to get used to the CyTrONE UI is minimal in many cases.
On the other hand, not having a fully custom solution may limit sometimes the decisions regarding user interface aspects. If a desired feature is not already provided, it can only be added by modifying the source code of Moodle, which is a relatively complex task (however, not impossible, given the open-source nature of Moodle). Nevertheless, we consider that the advantages outlined above surpass these issues for most circumstances related to cybersecurity training. The implications of the reliance on Moodle LMS will be detailed in Sect. 12.5.2.



12.3 CyTrONE Training Content
The training content is used to define the details of training activities. Therefore, the manner in which it is represented has a significant impact on the usability of a training platform. In what follows, we will first explain training content representation in CyTrONE, then we will discuss several training content samples that illustrate how the representation format can be used in practice. Note that in this section we will focus on those aspects related to the tasks provided to trainees; everything related to the training environment will be examined later in Sect. 12.4.
12.3.1 Training Content Representation
CyTrONE training content is represented in a text-based format that is easy to read and modify, as it will be discussed next. The training content representation syntax will also be introduced to indicate how specific training content elements can be represented in practice.
12.3.1.1 Representation Overview
In CyTrONE, training content is represented using the YAML data serialization language, which was selected due to the various advantages it presents. An example will also be shown below for illustration purposes.
YAML Advantages Using YAML as representation format has several advantages in regard to training platform development, as follows (for a more detailed discussion, see Sect. 12.5.3):	Human and machine readable: The most important aspect of YAML is that files using this representation format can be easily read and modified by people, while in the same time, YAML files can also be easily processed via software libraries, both for reading and writing. This facilitates content creation tasks for instructors, as well as internal file handling by the platform.

	Easy to compare files: Since YAML uses a text-based representation, two YAML files can easily be compared to examine their differences. This is very useful in relation with training content creation, as one can clearly determine how the training content was changed between two content versions.

	Support for comments: Comments can be included in YAML files to explain the meaning of certain syntax elements. These comments can be referred to by content creators when updating or extending the training content, so that content creation based on existing files becomes easier.



Representation Example As an example of CyTrONE training content representation, we present in Fig. 12.2 an excerpt of an actual training content file. This excerpt originates from a sample file included in the CyTrONE distribution released on GitHub [8], namely database/NIST-level1-content-en.yml.[image: ]A screenshot of a text-based computer interface displaying a security investigation scenario. The scenario involves examining a desktop computer for potential vulnerabilities. It includes a task to check the kernel version and release number, with specific commands and outputs shown. The text mentions a character named David who previously accessed the computer, and instructions are provided to analyze the system. The image highlights the importance of understanding system vulnerabilities and using command-line tools for investigation.


Fig. 12.2Excerpt from a CyTrONE training content representation file



The sample training content representation file defines a training activity inspired by the U.S. NIST Technical Guide to Information Security Testing and Assessment [11]. For this activity, the trainees are asked to investigate the security of a desktop computer, the training activity consisting in a total of ten tasks. The first task is included in the excerpt, and it is related to determining information about the operating system kernel of a target machine. The representation syntax will be described in the next section, and this particular description file will be introduced in more detail later in Sect. 12.3.2.1.

12.3.1.2 Representation Syntax
In what follows, we will provide an overview of the training content representation syntax in CyTrONE. Note that we only included here those syntax elements that are necessary to understand the training content representation sample shown in Fig. 12.2, which will be used as a reference to explain how this syntax is used in practice. The CyTrONE User Guide should be consulted for information on the complete representation syntax [8].
The first part of the training content representation file provides an overall description of the training activity, which is followed by a list of questions that the trainees must address, as explained next.
Training Description Training content definition in CyTrONE requires that information about the training activity is provided first by following the syntax summarized in Table 12.1. The function of each syntax element is as follows:	id: Identifier of the training activity, which is displayed in the Moodle LMS for easy reference, but is also used internally to manage the training database.

	title: Short description of the training activity that is displayed as activity title in the Moodle LMS user interface.

	overview: Detailed description of the training activity that provides the background for trainees to understand the tasks that follow. It plays a particularly important role when using gamified content, as it establishes the necessary background story (see lines 5–13 in Fig. 12.2). HTML code can be used within this element for text formatting, and even to include images in the description.

	level: Optional label that is used to identify their order for training activities that are part of a series; this label can also be used as an indication of the difficulty level of an activity.

	questions: List of questions or tasks that the trainees must address; each question is represented using the syntax explained below.




Table 12.1Overview of training content representation syntax for the training description


	Element
	Meaning

	id
	Identifier for the training activity

	title
	Title of the training activity

	overview
	Detailed description of the training activity

	level
	Optional label for the training activity sequence/difficulty

	questions
	List of questions or tasks that are to be solved by trainees




Table 12.2Overview of training content representation syntax for the question description


	Element
	Meaning

	id
	Identifier of the question/task

	body
	Explanation of the question/task to be addressed

	answer
	Correct solution for the question/task

	hints
	Optional hints to assist trainees





Question Description For each question that trainees must answer or task that they must solve, detailed information about that question or task must be provided in CyTrONE according to the syntax summarized in Table 12.2. The meaning of the syntax elements used to define questions is as follows:	id: Identifier of the question; this is currently used only internally to refer to that question for processing purposes.

	body: Explanation of the question/task to be addressed, which should provide enough information so that trainees can attempt to solve it (see lines 18–21 in Fig. 12.2). HTML code can be used within this element for text formatting purposes, for instance, in order to highlight some keywords.

	answer: Correct solution for the question/task; this information is used only internally to check whether the answer provided by a trainee is correct or not.

	hints: Optional hints to assist those trainees who encounter troubles solving the corresponding question/task; multiple hints can be provided for one question (see lines 23–27 in Fig. 12.2). Depending on the goal of the training, the hints can be very specific or vague; hints can be even omitted if the training is conducted for trainee examination purposes. HTML code can be used in hints for text formatting, e.g., in order to emphasize command names.





Multiple blocks composed of the above syntax elements can be included in order to have an arbitrary number of questions in a training activity. While not discussed here, it is also possible to include multiple-choice questions in the training content, as well as multiple correct solutions for a question.

12.3.1.3 Representation Processing
The processing flow of the training content representation discussed so far involves mainly the sequence of steps explained below.
	1.
CyTrONE reads the training content representation file from the training database and sends it to CyLMS.

 

	2.
CyLMS processes the representation file and converts it to SCORM format.

 

	3.
Then, CyLMS creates a new activity in the Moodle LMS, which employs the SCORM format file as its content.

 





The most complex step in this workflow is step 2, as it requires parsing the representation format and converting it to the specific syntax used by SCORM. This step is very important in our framework, as it makes it possible to leverage the overall functionality of Moodle, and it isolates the internal representation syntax of CyTrONE from that of SCORM.
Note that the workflow presented above is relatively generic. Based on the same paradigm, a conversion to representation formats different than SCORM that may be specific to other LMSs is possible. However, the relative universality of SCORM makes this unnecessary, in principle. Moreover, the only step in the workflow that would need to be modified if another SCORM-compatible LMS is used in step 3, which is Moodle dependent.


12.3.2 Training Content Examples
Now that we have seen how the training content is represented in CyTrONE, we will discuss two sets of training content that we developed for this framework by using two different content creation perspectives. These two sets of training content are available for download free of charge on the Cyber Range Organization and Design (CROND) web page [9].
In addition to illustrating the general characteristics of cybersecurity training content, and the capabilities of CyTrONE, this discussion will also illustrate how the concepts we have discussed in Sect. 9.​2 can be put into practice when designing training content for two typical use cases.
	Gamified training content.

	CTF-style training content.





12.3.2.1 Gamified Training Content
The first training content set that we will introduce uses a gamified approach to make the training activity more enjoyable. In particular, a role-playing scenario is used that has trainees assume the role of a newly appointed system administrator who needs to investigate a possible cybersecurity incident, followed by an assessment of the company’s network security.
Content Overview The tasks included in this training set are inspired by the U.S. NIST Technical Guide to Information Security Testing and Assessment discussed in Sect. 4.​3.​2.​1. Each task was designed to make it possible for trainees to practice one of the techniques mentioned in that guide. This design principle enables organizers to make sure that they cover all the necessary techniques related to a given goal, such as security testing and assessment in this case. Other guidelines that we examined in the context of attack, forensics, and defense training could be used in a similar manner to design training content that is well targeted and effective.
The content we created is organized into two sections that we named levels, so as to emphasize the gamification approach. Thus, the training activity starts with easier tasks for Level 1, and continues with more challenging ones for Level 2. The training content includes a total of 20 questions that provide an almost complete coverage of the types of techniques mentioned in the NIST guideline. An overview of the two levels is presented in Table 12.3, which also shows the task count per level; a more detailed description of each level follows.Table 12.3Overview of the gamified training content set created for CyTrONE


	Name
	Level description
	Count

	Level 1
	As the new sysadmin of a company, you are asked to investigate a suspected cybersecurity incident
	10

	Level 2
	As a follow-up assignment, you are now tasked with assessing the security of the company network
	10




Table 12.4Overview of the Level 1 tasks in the gamified training content set


	Id
	Task description
	NIST assessment technique

	1
	Retrieve information about the OS kernel
	System Configuration Review

	2
	Determine the IP address of a computer
	Network Discovery

	3
	Determine the IP address of the gateway
	Network Discovery

	4
	Identify the name of a user account
	System Configuration Review

	5
	Review unsuccessful login attempts
	Log Review

	6
	Use a simple password guessing method
	Password Cracking

	7
	Check the settings in the sudoers file
	System Configuration Review

	8
	Identify the origin of an attempted intrusion
	Network Sniffing

	9
	Find out an open port number
	Network Port and Service Identification

	10
	Identify the name of a suspicions program
	Vulnerability Scanning





Level 1 The first level of the gamified training content entrusts a new system administrator with the task of investigating a suspected cybersecurity incident that may have occurred recently. The story for this gamified scenario is conveyed to trainees in the description of the level, which is shown below.Today is your first day on the job as a sysadmin. Your boss tells you that he suspects somebody tried to hack into your company’s network, and asks you to investigate a possible cyberattack that may have happened when the system administrator was a guy called Daniel Craig. The boss sits you in front of the previous sysadmin’s computer, and wishes you good luck.

To finish this assignment, trainees must answer a sequence of 10 questions that are ordered according to best practices for incident investigation. Answering each question makes it possible to move forward through the assignment, hence their order is also important from this point of view.
For illustration purposes, the tasks in this level are summarized in Table 12.4, which also indicates the corresponding NIST assessment technique for each task. The tasks are designed to cover several important security assessment techniques from the NIST guideline technique categories named Review Techniques and Target Identification and Analysis Techniques, such as configuration review, log review, network discovery, and vulnerability scanning. Given that this level is considered to be an introductory one, only a single task in the higher-risk category Target Vulnerability Validation Techniques is included, namely password cracking.
Level 2 The second level of the gamified training content set is a continuation of the first level, and it tasks the participants, who are assuming the same role of system administrator, with assessing the security of their company’s network. The description of this gamified scenario, as displayed to trainees in the Moodle interface, is shown below.Your boss invites you to his office and congratulates you for your achievements so far. He says he has a new task for you: investigating the security of the company network.
You would have preferred to have a break—or even a short holiday—after completing your previous assignment, but security issues are not something that can wait, so you get back to your desk and start working again.

This level too presents a sequence of 10 questions that the trainees must answer. As before, the tasks are ordered according to best practice considerations, and solving them in order allows participants to advance through the assignment.
Some of the questions in Level 2 cover the Review Techniques and Target Identification and Analysis Techniques NIST guideline categories, such as ruleset review, documentation review, network sniffing, and wireless scanning. However, this level is targeting more advanced techniques as well, namely in the Target Vulnerability Validation Techniques category. Applying these techniques, such as password cracking, penetration testing, and even social engineering, makes it possible for trainees to have an experience similar to an actual pentesting engagement.

12.3.2.2 CTF-Style Training Content
The second set of training content created for CyTrONE was designed in the style of CTF competition content. Note that the details that we provide below correspond to v1.1 of this training content set.
Content Overview As it is typical for CTF content, the challenges in this training set are organized in several categories, namely Binary, Crypto, Network, OS, and Web. The training content is provided both in English and Japanese, and the total number of challenges included in this set is 38. A summary of each content category is presented in Table 12.5, including the number of challenges in each of them; additional details about each category are discussed next.Table 12.5Overview of the CTF-style training content set created for CyTrONE


	Name
	Category description
	Count

	Binary
	Analyze executable and non-executable binary files
	7

	Crypto
	Decipher messages encoded with various techniques
	8

	Network
	Investigate network traffic and network services
	8

	OS
	Practice the use of OS management and utility commands
	7

	Web
	Exploit various types of web server vulnerabilities
	8





Binary This category includes challenges related to the analysis of binary files. Some of the provided binary files are executable programs that contain flags embedded in the machine code representation. The other ones are a variety of non-executable files, such as images and archives. To solve such challenges related to binary files, trainees must examine their content, determine their type, attempt to execute the files, modify them as needed, try to decompress them, etc.
Crypto The challenges in this category task trainees with deciphering messages that have been encoded using various encryption techniques. For some challenges, very basic techniques are used, such as the Caesar cipher. However, most challenges require trainees to use tools such as openssl, to attempt brute-force cracking, use knowledge of standard ciphers and algorithms (e.g., RSA), interact with web servers that provide encryption services and try to crack them, and so on.
Network In this category are included challenges related to network protocols and services. Some of the challenges require trainees to examine the content of the provided network packet capture files by using network analysis tools to investigate the content of protocols such as SMTP, FTP, and DNS. For other challenges, trainees must interact with various network services and try to obtain the flags by using techniques such as port knocking or even Denial of Service (DoS) attacks.
OS In order to let trainees practice the use of typical operating system commands, we have created several specific challenges in this category. Some of the challenges require knowledge of OS management commands, such as ps, top, netstat, and so on. Other challenges require abilities regarding various OS utility commands, such as cat, grep, and file.
Web This category includes challenges related to attack techniques that can be used to target web servers. The techniques that trainees must master to be able to solve some of the challenges are relatively standard, such as Cross-Site Scripting (XSS), SQL injection, and directory traversal. However, several challenges require deeper knowledge about web technologies, such as JavaScript, HTTP, PHP, and so on. Since the skills required to address the challenges in this category are the most advanced among those in the CTF-style training content set, we provide a summary of all the Web category challenges in Table 12.6 for illustration purposes.Table 12.6Overview of the Web category challenges in the CTF-style training content set


	Id
	Challenge description

	1
	Exploit a web server with an XSS vulnerability

	2
	Exploit a web server with a directory traversal vulnerability

	3
	Learn about the robots exclusion protocol (REP)

	4
	Exploit a JavaScript vulnerability in a login page

	5
	Learn about the HTTP basic access authentication protocol

	6
	Exploit a vulnerability in the code of an HTML form

	7
	Perform an SQL injection attack on a web server

	8
	Exploit a vulnerability in an insecure PHP application








12.4 CyTrONE Training Environment
For CyTrONE, the term cyber range is used to denote the training environment used in the framework. Note that this is a more limited scope in comparison to cyber range platforms, for which it often refers to the entire training system, including education features, etc. However, we will keep the original meaning in our presentation to maintain compatibility with all CyTrONE research papers and documentation.
With this distinction in mind, in what follows, we will examine the manner in which cyber ranges are described in CyTrONE and review several representative cyber range examples.
12.4.1 Cyber Range Description
CyTrONE uses a cyber range description in text format to represent the environment that must be created for a given training activity. The cyber range description in CyTrONE is considered to be one of a pair of files, alongside the training content representation discussed already, that together provide all the information needed to conduct the training activity.
The reason why this information is separated into two distinct files in CyTrONE is that it facilitates the reuse of cyber range descriptions. This is because the same training environment can be used for different training activities, with different associated tasks, depending on goals and circumstances. For instance, one can imagine a set of easy questions with detailed hints for beginners, and a set of more complex questions with minimum hints for more advanced trainees, although both sets of tasks are associated with the same cyber range.
An overview of the CyTrONE cyber range representation format will be discussed next, followed by details of the corresponding file syntax, in order to illustrate how cyber range elements can be represented in practice.
12.4.1.1 Representation Overview
Similar to the way in which training content is represented, the cyber range description also uses YAML as file format. Again this makes it possible to leverage the advantages the YAML format offers, as discussed in connection with the representation of training content in Sect. 12.3.1.1.
As an example of a cyber range representation in CyTrONE, we display in Fig. 12.3 an excerpt of an actual cyber range description file. This excerpt originates from a sample file included in the CyTrONE distribution released on GitHub [8], namely database/NIST-level1-range.yml.[image: ]The image displays a configuration file in YAML format detailing settings for a virtual machine environment. It includes sections for host settings, guest settings, and clone settings. The host settings define identifiers and addresses. The guest settings specify a desktop virtual machine with tasks such as adding an account with the username "daniel" and password "JamesBond," installing the package "wireshark" using "yum," and emulating an SSH attack targeting the account "daniel" with 54 attempts on March 28, 2017. The clone settings outline cloning parameters, including host ID, instance number, and network topology with a custom type and office network.


Fig. 12.3Excerpt from a CyTrONE cyber range description file



The sample cyber range description file that we provided corresponds to the training content inspired by the U.S. NIST Technical Guide to Information Security Testing and Assessment [11] mentioned earlier in Sect. 12.3.1. For this activity, trainees are asked to investigate the security of a desktop computer, and this cyber range description file is used to create the virtual machine corresponding to the desktop computer in the training activity.

12.4.1.2 Representation Syntax
In what follows, we will provide an overview of the cyber range representation syntax in CyTrONE. Note that we only included below those syntax elements that are necessary to comprehend the cyber range description sample shown in Fig. 12.3, which will be used as reference to explain how this syntax can be used in practice. The CyTrONE User Guide should be consulted for information on the complete representation syntax [8].
A cyber range description file in CyTrONE is composed of three sections that provide information with regard to the various aspects needed to create the cyber range, namely host settings, guest settings, and clone settings, as explained next.
Host Settings The term host is used in CyTrONE to refer to the server on which cyber range instances are to be created. The first section of the cyber range description file, named host_settings, includes the settings needed to define information about that host, as summarized in Table 12.7. The syntax elements used in the host settings section have the following functions:	id: Identifier of the host, which is used in the subsequent guest_settings and clone_settings sections to refer to it.

	mgmt_addr: The network address used for accessing the host in order to deploy the cyber range on it.

	virbr_addr: The network address of the virtual bridge used to access the VMs deployed on a host.

	account: The user account to be used when accessing the host defined in the current block.




Table 12.7Overview of the cyber range description syntax for host settings


	Element
	Meaning

	id
	Identifier of the defined host

	mgmt_addr
	Management address of the host

	virbr_addr
	Virtual bridge for accessing the VMs on the host

	account
	User account for accessing the host





Note that multiple hosts can be defined in the host settings section by using a sequence of blocks that follow the above syntax. Moreover, for several settings, double curly bracket symbols ‘{ }’ are used to denote that the values for those configuration variables are to be filled in by CyTrONE at runtime (see lines 4–6 in Fig. 12.3). This makes it possible to create generic cyber range description files that can be deployed on a variety of servers, with the specific details being filled in directly by CyTrONE when the range is created.
Guest Settings The term guest is used in CyTrONE to refer to the VMs that are used to construct a cyber range. The second section of the cyber range description file, named guest_settings, contains the information about all the guests, as summarized in Table 12.8. The meaning of the syntax elements used in the guest settings section is as follows:	id: Identifier of the guest, which is used in the subsequent clone_settings section to refer to that guest.

	basevm_host: Id of the host on which the VM base image is stored; the VM image will be copied from that host as part of the cyber range creation process.

	basevm_config_file: Configuration file that is used to define the base VM associated to the guest.

	basevm_type: Type of the VM base image, which is used internally to select the correct functions needed during the creation process.

	tasks: List of tasks that must be executed on the guest in order to prepare it for use in the cyber range.




Table 12.8Overview of the cyber range description syntax for guest settings


	Element
	Meaning

	id
	Identifier for the guest

	basevm_host
	Host on which the VM base image is stored

	basevm_config_file
	Configuration file for the VM base image

	basevm_type
	Type of the VM base image

	tasks
	List of tasks to be executed for preparing the guest





A complete description of task syntax is out of scope for this presentation, but several examples will be provided below. Thus, the tasks that are defined in the example shown in Fig. 12.3 are as follows:	add_account: Create a user account on the guest with the specified account username, password, and full name.

	install_package: Install a package on the guest by using the specified package manager and package name.

	emulate_attack: Emulate a cyberattack on the guest, such as an SSH attack. Each attack has its specific parameters, such as target account, number of connections attempts, or the time that should be associated to the attack in the generated PCAP file (see lines 21–25 in Fig. 12.3).





Note that the original cyber range representation file contains several other tasks that were omitted for the sake of brevity, as indicated via the ellipsis symbol ‘...’ appearing on line 26 in the figure. For a summary of all the tasks supported for guest configuration, see the overview presented in Table 12.9, in which they were grouped by task type. By combining these predefined tasks, it is possible to create guests with a wide variety of settings, as described in [4].Table 12.9Overview of the guest configuration tasks supported for guest settings


	Task type
	Name
	Meaning

	Account setup
	add_account
	Add user account

	modify_account
	Modify user account

	Incident emulation
	emulate_attack
	Emulate a cyberattack

	emulate_traffic_capture_file
	Emulate and capture a cyberattack

	emulate_malware
	Emulate malware symptoms

	Program setup
	install_package
	Install a software package

	copy_content
	Copy a file or directory

	execute_program
	Execute a script or program

	Firewall setup
	firewall_rules
	Configure firewall rules





Clone Settings The term cloning is used in CyTrONE to refer to the creation of multiple cyber range instances from the guest base VMs that were set up according to the guest settings section in the description file. This is achieved in practice by using the disk images of those VMs as backing files, a mechanism in the KVM virtualization system that records for every newly created VM only the differences with respect to those files. This makes it possible to create VM copies with effectively the same content as the base VMs in a simple and efficient manner.
The clone settings section of the cyber range description file provides the information needed for the cloning process, as summarized in Table 12.10. The following syntax elements are used to convey this information:	range_id: Identifier of the created cyber range, which is used internally to manage it, such as retrieving the creation information or destroying it.

	hosts: List of hosts on which the cyber range is to be deployed, with each host being identified by its id. The number of cyber range instances to be deployed on each host must also be specified, followed by a list of guests, as described next.

	guests: List of guests that should be included in each cyber range instance. Each guest is identified by its id, and the number of guests of that type must also be specified (see lines 33–36 in Fig. 12.3). The key named entry_point is used to indicate whether a particular guest is to serve as landing point when trainees access the cyber range instance.

	topology: The network topology is used to interconnect the specified guests. Its main component is a list of subnets, with each subnet being given a name and a list of members, which are the network interfaces of the guests that are to be connected to that subnet (see lines 39–41 in Fig. 12.3).




Table 12.10Overview of the cyber range description syntax for clone settings


	Element
	Meaning

	range_id
	Identifier of the cyber range

	hosts
	List of hosts on which the cyber range is to be deployed

	guests
	List of guests that make up the cyber range on each host

	topology
	Topology for connecting the guests in a cyber range






12.4.1.3 Representation Processing
The processing flow for the cyber range representation consists mainly in the following sequence of steps: 	1.
CyTrONE reads the cyber range description file from the training database, and fills in the values for the configuration variables in that file (see Sect. 12.4.1.2). The values are determined based on the settings corresponding to the instructor creating the cyber range, and the creation command received via the UI.

 

	2.
CyTrONE then sends the standalone cyber range description file to CyRIS.

 

	3.
CyRIS uses the received description file to create a cyber range with the guest composition and number of instances specified in that file.

 





Step 1 in the workflow above is critical to ensure that cyber range description files can be prepared in advance in an agnostic manner and can be used independently by several cyber range creators who share the same platform. This is because different settings regarding the deployment hosts and accounts can be associated to each instructor in the CyTrONE database. Moreover, the number of cyber range instances to be created is configured at runtime via the CyTrONE UI.
The creation of the actual cyber range at step 3 is the most complicated step in the processing flow we described. However, since this functionality is delegated to the CyRIS module, the corresponding functionality in the CyTrONE management module can be kept lightweight. Nevertheless, we can clearly state that CyRIS is the most complex module of the framework, and its implementation represented the most challenging aspect of the entire development process.


12.4.2 Cyber Range Examples
To illustrate the characteristics of CyTrONE cyber ranges, we will discuss two types of cyber ranges that refer to different use cases. These examples will also serve as a reference for the manner in which the concepts discussed in Sect. 9.​3 can be put into practice when designing a suitable cybersecurity training environment for the following two typical situations:	Simple cyber ranges.

	Complex cyber ranges.





12.4.2.1 Simple Cyber Ranges
For a vast majority of cybersecurity training activities, the training environment is relatively simple in terms of network topology, especially for CTF competitions. Often, only a single host needs to be set up, typically as a virtual machine, with all the content required for a relatively small set of challenges. This means that the focus for this type of simple cyber ranges is on training content installation on that VM.
To illustrate how this type of cyber range can be created via CyTrONE we will discuss two simple environments that are associated to the gamified training content sets described in Sect. 12.3.2.1. The actual cyber range description files that serve as a reference for the explanation below are included in the corresponding archive available for download on the CROND web page [9].
 One-VM Environment For the first level of the training content set, named Level 1, a single guest VM is required for each participant, which CyTrONE needs to deploy. Therefore, the topology of this environment is very basic, as shown in Fig. 12.4a. Thus, the cyber range contains one VM named desktop, which is connected to the office subnet. The key elements that must be defined in this case in the cyber range description file are those guest setup tasks that are needed to prepare the environment, namely:	Create a user account for the desktop VM.

	Emulate an SSH attack on that user account.

	Capture network traffic in PCAP format for another SSH attack.

	Install the packages wireshark, GeoIP and lsof.

	Emulate a malicious program that leads to an increase in CPU load.





All the above setup actions are required for trainees to be able to solve the questions that are included in the Level 1 training content representation file. For an example of the actual syntax used in the corresponding cyber range description file to specify the first three of these tasks, please refer to lines 13–25 in Fig. 12.3.[image: ]The image shows two diagrams representing cyber range setups. The first diagram, labeled "office," features one virtual machine (VM) named "desktop," corresponding to Level 1 training content. The second diagram, labeled "external_servers," includes two VMs named "mail" and "web," corresponding to Level 2 training content.


Fig. 12.4Simple cyber range examples



Two-VM Environment The second level of the training content set, named Level 2, is slightly more complicated in terms of network topology, since two guest VMs are required to solve the included questions, a mail server and a web server. These two VMs, named mail and web, respectively, are deployed by CyTrONE according to the topology presented in Fig. 12.4b, where they are both connected to the subnet named external_servers. The key aspects to be defined in this case as well are the tasks needed to set up the training environment, as follows:	Setup of mail	Create two user accounts, and modify the password for the root account.

	Capture network traffic in PCAP format for an emulated DDoS attack.

	Install the packages wireshark and nmap.

	Copy and execute the script needed to install the password cracking tool John the Ripper, and the Wi-Fi cracker software Aircrack-ng.

	Copy a Wi-Fi PCAP file that was prepared in advance.

	Configure the firewall rules for this VM.






	Setup of web	Modify the password for the root account.

	Install the packages httpd and php.

	Copy the necessary resources, and execute a script to set up the web server.

	Configure the firewall rules for this VM.










The two-VM environment was necessary for this scenario because the questions in the associated training content ask participants to conduct a wider variety of tasks. Thus, several initial tasks are related to the investigation of a possible attack on the mail server. However, other tasks are related to penetration testing activities that are specific to web servers, such as Local File Inclusion or PHP Shell Upload techniques. In addition, a task related to network discovery must also be completed. For all these reasons, this more complicated two VM environment must be created.
Note that changing the password for the root account is generally needed for guest VMs in CyTrONE since the password used in the base VM is predetermined, so as to make possible the initial automatic setup. Modifying the password when the cyber range is created ensures that participants cannot use root privileges, even if they are familiar with the predetermined password, as doing that would make solving some of the tasks easier.

12.4.2.2 Realistic Cyber Ranges
For the next two examples, we will present more realistic cyber ranges that have a composition similar to actual company networks. Such cybersecurity training environments are required when organizers intend to place participants in conditions that mimic more closely real-life situations.
IP Camera Scenario The first realistic cyber range example, which uses the network topology shown in Fig. 12.5, is inspired by the content of one of the written tests included in the Registered Information Security Specialist Examination1 conducted by the Information-technology Promotion Agency (IPA) in Japan.[image: ]Diagram illustrating a workflow with labeled components and arrows. The "pen" connects to "office" with an arrow labeled "1," indicating a process flow. From "office," an arrow labeled "2" leads to "c2," suggesting a continuation of the process. Below "office," two components, "cam" and "web," are connected, with an arrow labeled "3" looping from "web" back to "cam," indicating a cyclical process.


Fig. 12.5Cyber range for the IP camera scenario



In this scenario, trainees assume the role of pentesters that are tasked with reproducing a security incident that occurred in an organization. To start the training, they need to connect to the pentesting machine, named pen, where all the tools needed for the investigation are installed. Then, they have to carry out the following three main steps, which are also depicted in Fig. 12.5 for clarity: 	1.
Trainees use the pentesting machine pen to connect to a guest VM playing the role of an IP camera, named cam, via the TELNET protocol, which is the method allegedly employed by attackers in the security incident (step ① in the figure).

 

	2.
Next, trainees download an attack tool, slowhttptest in this case, from a guest VM that plays the role of a Command and Control (C&C) server, named c2, to the cam guest VM (step ②).

 

	3.
Finally, trainees use the downloaded attack tool to conduct an attack on another guest VM representing the web server of the organization, named web (step ③).

 





The following tasks are used in the cyber range description file to set up the training environment needed to enact the above scenario:	Setup of pen	Install the packages nmap and telnet.

	Copy and execute a script to install the Metasploit pentesting framework.

	Modify the password for the root account.






	Setup of cam	Install the packages httpd, telnet-server, and wget.

	Copy and execute scripts to configure all the packages and the firewall.

	Modify the password for the root account.






	Setup of web	Install the package httpd.

	Copy and execute scripts to configure the httpd package and the firewall.

	Modify the password for the root account.






	Setup of c2	Install the package httpd.

	Copy and execute scripts to configure the httpd package, the slowhttptest DoS attack tool, as well as the firewall.

	Modify the password for the root account.










This cyber range example is relevant due to the realism of the training scenario, with a sequence of steps that are inspired by an actual cybersecurity incident. On the other hand, the realism of the cyber range network topology is relatively low, as the topology was simplified for the purposes of the training activity, with all the VMs being connected to a single subnet (even though in reality several internal subnets and an external internet connection would be required).
Company Network Scenario For the second realistic cyber range example, we present a more complex network topology, which mimics that of a company network. As shown in Fig. 12.6, this example uses a firewall to separate the external-facing servers, which are placed in a so-called Demilitarized Zone (DMZ), from the other servers and PCs located in the internal LAN. The following three subnets are used to define the topology for this scenario:	external: Subnet including servers that are accessible from outside the company, in this case a server providing DNS and email services named dnsmail.

	internal: Subnet which contains servers that are accessible only from inside the company, in our scenario a file server and a database server, named filesrv and dbsrv, respectively.

	office: Subnet that includes office computers, which in this scenario are represented by a single machine named desktop.




[image: ]Network diagram showing a firewall connecting external and internal networks. The external network includes "dnsmail," while the internal network connects "filesrv" and "dbsrv." An office network is linked to the internal network, featuring "desktop."


Fig. 12.6Cyber range for the company network scenario



In addition to the four machines mentioned above, the firewall device, named firewall, plays a significant role in the described topology. In particular, the firewall allows the machines in the three subnets to connect with each other, while preventing unrelated traffic from the DMZ from reaching the intranet.
The main point of interest of this example scenario is the manner in which such a network topology is represented in the CyTrONE cyber range description file. The excerpt shown in Fig. 12.7 presents the clone settings section of the file that is used to represent the cyber range discussed above.[image: ]A YAML configuration file for a cloud setup is displayed. It includes settings for a firewall with rules for allowing specific ports and protocols. The file defines a host with a unique ID and a firewall with rules for TCP and UDP protocols on various ports. The configuration specifies network interfaces and applies security rules to manage data flow.


Fig. 12.7Clone settings section of a cyber range description file defining the topology for the company network scenario



The excerpt makes it clear how the composition of the cyber range is defined in terms of which guests, and how many of them are to be included, as specified on lines 6–21 in the figure. As for the network communication and topology, the two most notable aspects regarding the custom syntax included in the representation shown in Fig. 12.7 are explained next:	The element forwarding_rules is used to configure the firewall so as to allow access from the office subnet to the MySQL database (port 3306) and SMB file server (ports 139 and 445) in the internal subnet, as well as the SMTP server (port 25) and DNS service (port 53) in the external subnet (see lines 9–12).

	The subsection networks is employed to define the actual network topology (see lines 24–33); for example, on lines 28–30, for the internal subnet, filesrv and dbsrv interfaces are connected as subnet members, and the interface eth1 of the firewall is configured as the gateway for that subnet.








12.5 Lessons Learned
The implementation process of the CyTrONE framework and its modules began in 2016, starting with the core component, the cyber range instantiation system CyRIS. During the many years of development, we have understood deeply the positive and negative aspects related to the various design decisions we made, as it will be explained below. We note here that interested readers can also consult [6] for a discussion of lessons learned in the context of cybersecurity training platform development from various perspectives.
12.5.1 Modular Architecture
Let us first discuss our experience with designing and implementing the CyTrONE framework by using a modular architecture. This paradigm signifies that a system is composed of a set of standalone modules that can be developed and tested independently. Therefore, modularity is considered to be one of the key approaches aimed at sound system engineering.
As explained in Sect. 12.2.1, we implemented a total of five software modules in the CyTrONE framework that interact with each other: Web UI as user interface, CyTrONE for overall management, CyLMS for interaction with the LMS, CyRIS for cyber range creation, and CyPROM for dynamic scenario progression management. In addition, the external module Moodle provides LMS functionality to the framework (cf. Fig. 12.1).
12.5.1.1 Advantages
In what follows we will summarize the main advantages that the modular design of CyTrONE had from our perspective.
Function Separation Given that each module of CyTrONE is in charge of functionality that has a limited scope, the design and implementation of each module were done independently and sometimes even in parallel. The only constraints during the development process were related to the interactions between modules. For this purpose, we defined a communication protocol based on the HTTP/HTTPS protocol, which is a highly flexible solution.
Distributed Execution Since the interaction between CyTrONE modules relies on a standard network protocol, it is possible to execute each module in a distributed manner on different servers. This not only makes the architecture more flexible, but also allows distributing the processing load.
This capability is particularly useful for cyber range creation. Thus, when the total number of instances cannot be created on a single server, we have taken advantage of this flexibility to have several CyRIS modules running on multiple hosts, each being in charge of creating cyber range instances on those hosts.
Standalone Module Use Since CyTrONE modules can operate independently of each other, they can also be executed in a standalone manner. Independent testing is one straightforward use of this feature. However, the possibility for training organizers to choose only the module or modules that are necessary for a particular task is another important advantage. Such an approach conveniently reduces the complexity of the setup procedure and also decreases the execution load on the host.
For example, we have heard of a university that used only the CyRIS module of the framework to create a training environment for teaching OS operation skills. In that case, no LMS features were required, with the education tasks being handled directly by the course instructor, hence the simplified setup.

12.5.1.2 Disadvantages
Adopting a modular architecture for CyTrONE also made us realize several disadvantages of this approach, as it will be explained next. Nevertheless, we consider that the advantages greatly exceeded disadvantages in this case; hence, using such a modular architecture was an overall positive decision.
Development Complexity One main issue regarding the development of the standalone modules in CyTrONE is that communication protocols between them had to be designed and implemented, as mentioned above, instead of simply making direct function calls between software modules.
In particular in the beginning of the development process, whenever a new feature that affected module interaction was to be added, the communication protocol implementation had to be updated for both the sending and receiving modules. Fortunately, such changes became less frequent as the implementation matured, when most functionality changes were done internally to the modules.
In addition to the above issue, the possibility of standalone execution of modules also meant that their core features had to be accessible via basic user interfaces, such as command line. This also slightly increased the implementation effort required to develop each module.
User Guide Complexity Making it possible for end users to execute the CyTrONE modules in a standalone manner had another consequence. Thus, each module required a separate user guide to explain its functionality and features. Maintaining the user guides for all the modules and describing the interactions with the other modules (especially in the CyTrONE user guide) are relatively challenging tasks that required careful thinking.


12.5.2 Moodle LMS Reliance
The next CyTrONE feature that we will discuss is its reliance on the Moodle LMS. This refers first of all to the Portal functionality, which is used both by trainees and instructors, but also to the Education Functions aspect, for instructors to follow the progress of trainees, for example (see Sect. 12.2).
12.5.2.1 Advantages
Integrating the Moodle LMS as a CyTrONE component had several advantages from our perspective, as follows.
Rich Capabilities As an LMS that is widely used, and that has been developed for more than 20 years, Moodle has very rich capabilities regarding learning management. Some of these capabilities include user account management, learning activity management, learning activity scoring, score management, etc. Through the integration with the framework, CyTrONE can leverage all those capabilities with a minimum development effort (which is mainly related to the implementation in CyLMS of the communication mechanism with Moodle).
Familiar UI In addition, since Moodle is a very well-known LMS, many instructors and trainees are already familiar with its interface and functions. This means that the amount of effort that is needed for new CyTrONE users to get used to the training UI is minimal in many cases.
SCORM Compatibility The compatibility of Moodle with the generic SCORM format is another important advantage. Since we use SCORM for importing training activities into Moodle, we can say that our framework is not tightly coupled with Moodle, as any other LMS that supports the SCORM format could be integrated with CyTrONE in case a certain organization prefers a different LMS.

12.5.2.2 Disadvantages
As seen below, there are not many disadvantages of using Moodle LMS, and we consider that reliance on it was also a good framework design decision.
Lack of Full Control One drawback of having an external module, such as Moodle, as part of the CyTrONE framework is that developers do not have full control over its functionality. For instance, this leads to possible limitations in terms of the user interface, as that provided by the LMS must be employed as such.
Code Porting Concerns Adding a desired feature that is not already provided by Moodle requires either developing a plugin for it, or even modifying the original source code of Moodle. Although code changes are possible due to the open-source nature of Moodle, this task is not only challenging in terms of programming, but the need to port that feature to newer versions of Moodle makes updates difficult.


12.5.3 YAML Representation
Both for training content and training environment representation, CyTrONE uses the YAML text-based format, as explained in Sects. 12.3 and 12.4. This format was selected after considering several other alternatives, such as XML and JSON. The advantages and disadvantages of this choice will be examined next.
We note at this point that using a binary representation format was not considered as an alternative for CyTrONE, since supporting that format would have required a significant implementation effort for developing and maintaining the graphical user interface that would have been needed to generate files in that format. This implementation cost would have, then, prevented our dedication to the development of the core functions of the framework.
12.5.3.1 Advantages
The use of YAML format for training content representation has several important advantages, as follows.
Readability When considering the ease that we envisaged for training content creation and update, readability is a key aspect. Compared to other text-based formats, such as XML and even JSON, YAML is much easier to read, and content creators can easily add new text or syntax items to it without any special procedures.
Easy Processing YAML files are easy to process, since dedicated libraries exist in Python, which is the main language used to implement CyTrONE, as well as in many other languages. In particular, the library that we used is called PyYAML.2 This library provides a complete parser for YAML v1.1, support for Unicode, and other features, representing an excellent solution for our use case.
Moreover, the syntax of YAML files makes it possible to also check that all the keywords used in a representation file are correct. This makes it possible to verify the input files and avoid possible execution errors during the training activity creation stage, which can be costly.
Easy Generation YAML files are also easy to generate, as the PyYAML library mentioned above supports the output of Python objects in YAML format. In fact, we have used this feature to output a human-readable representation of the properties of the cyber ranges created by CyRIS, so that instructors can verify the settings, and also use them for additional purposes (e.g., cyber range visualization).

12.5.3.2 Disadvantages
As shown below, we were not able to identify many disadvantages of using the YAML format in CyTrONE. Consequently, we consider that relying on this format for content representation was also a beneficial decision.
No Built-in Support YAML is not available as a standard built-in feature of Python. Therefore, an appropriate library, such as PyYAML, needs to be installed before using this format, which is somewhat cumbersome, and it increases the number of dependencies of the platform.
Whitespace Issues In the YAML format, indentation is used to indicate to which upper-level element a certain element belongs to. If multiple users employ different editors to modify the same file, sometimes it is possible to have a mixture of tabs and spaces used together as whitespace characters to represent such indentation.
This situation can cause issues with parsing those files, and the errors indicated by the parser are typically hard to understand. Consequently, one must take care not to mix whitespace characters in YAML files (note that this issue is also encountered for Python files, which use indentation in a similar manner).


12.5.4 Other Concerns
In what follows, we will discuss several other aspects related to our experience with designing and implementing the CyTrONE framework.
Guest OS Choice Cybersecurity training platforms must provide several choices of OSs for the machines in the training environment, i.e., guest VMs in the case of CyTrONE. Without such choices, the instructors may not be able to create the desired training content, as many cybersecurity issues are OS dependent. In CyTrONE, CentOS is the fully supported guest OS, but the use of Ubuntu as well as Windows is also possible to a large extent, with several versions being supported for each OS.
However, the implementation effort that is required to support a new OS must be carefully considered in order to make an informed decision on whether support for it should be added or not. In particular, supporting all the custom cyber range creation tasks in CyTrONE required non-trivial programming skills.
Host OS Choice The balance between OS choice and implementation effort is also important for the case of the host OS, although to a lesser extent, since only platform administrators are affected by this decision. For CyTrONE, we decided to support exclusively Ubuntu Long-Term Support (LTS) as a host OS. This is because Ubuntu is a sufficiently user-friendly operating system, and the LTS releases only occur once every two years.
Nevertheless, a dedicated implementation effort was required even with this restrictive choice, since CyTrONE was in continuous development over a long period. Specifically, this meant supporting the four OS versions from Ubuntu LTS 16.04 to Ubuntu LTS 22.04, each time fixing the functionality that stopped working because of minor specification differences (e.g., the behavior of the KVM libraries).
Sample Content Learning how to create cybersecurity training content for a new training platform can be quite challenging. The best way to facilitate this process is to provide sample training content and related resources (such as VM base images), so that instructors can experiment with training environment creation, and understand the features of the platform. Moreover, the sample content can be used as a starting point for creating new training content by extending the included samples.
We also envision that, if a cybersecurity training platform is used in multiple organizations, those organizations could share the training content with each other to create an ecosystem of training content sets that can be used by others either as it is, or can be adapted to the needs of each organization.3

Security Assessment As discussed already in the context of CTF platforms (see Sect. 10.​4.​1), given that cybersecurity training has a sensitive nature, the training platform itself needs to be assessed from a security perspective, and ideally a security threat model should be built for it.
In the case of CyTrONE, intermodule communication was secured via the use of the HTTPS protocol, and passwords are securely encrypted when stored on disk. As for the training content representation, some issues were discovered that made it possible to conduct “command injection” like attacks. While those issues were fixed, it is possible that other such injection vulnerabilities still exist. However, our threat model is that the content representation files are only accessible to instructors, who are assumed to have no malicious intentions; hence, we consider the security risk to be limited from this point of view.
In general, although there is no dedicated methodology for securing cybersecurity training platforms, we recommend following well-known best practices from the area of secure software development for this purpose, including secure web application development techniques, if necessary.
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This chapter discusses a capability assessment methodology for cybersecurity training platforms. We first provide an overview of capability assessment and define the relevant stakeholders and their perspectives. The capability assessment methodology is introduced next, with a detailed explanation of the assessment criteria and assessment procedure. Last, we present the capability assessment results for the CyTrONE training framework, illustrating the potential uses of capability assessment from the perspective of the stakeholders defined previously.
13.1 Capability Assessment Overview
Capability assessment methodologies, also known as Capability Maturity Models (CMMs), are not something specific to the field of cybersecurity. However, there are several important aspects that need to be considered in the particular context of cybersecurity training, as discussed next.
13.1.1 Motivation and Background
We have introduced in Sect. 3.​3 a set of requirements and necessary features that cybersecurity training programs and training platforms must meet in order to ensure the effectiveness of the training. However, those requirements were defined at a very high level, which makes it difficult to use them for a detailed analysis.
In order to be able to evaluate and compare cybersecurity training platforms in a thorough manner, their wide variety of functions related to the training content and environment, end-user support, and so on must be considered. One of the first efforts in this area was the capability maturity model for cyber ranges proposed in [1]. The model defines 19 core capability elements that are to be assessed on a five-level scale. However, the elements are defined in a relatively abstract manner, such as Management System, Threat Library Capability, and Monitoring System. Moreover, no information on how to decide the specific capability level for each of the identified elements is provided. Consequently, we consider that this model has insufficient detail for a comprehensive assessment of training platforms.
A more suitable cybersecurity training platform capability assessment methodology is that introduced in [3], which is much finer grained. The methodology presents a total of 58 assessment criteria, and for each of them, the requirements to assign a specific level are clearly defined. By using this methodology, which we will present later in this chapter, training platform stakeholders can assess objectively the capabilities of training platforms. This can serve, for example, to determine how suitable a given training platform is for a certain organization or training activity.
We note in this context that the CMM approach has also been applied to the field of cybersecurity training, more specifically as a way to determine the current cybersecurity competence level of the personnel of an organization [4]. The goal of that research was to make it possible to choose target cybersecurity training activities that are the most suitable for each person in that organization. We consider that this type of strategic decisions is important in the context of cybersecurity training in order to further ensure training effectiveness.

13.1.2 Cybersecurity Training Platform Stakeholders
Before going into the details of the capability assessment methodology, let us define the three categories of stakeholders with regard to cybersecurity training platforms, and what their perspectives on capability assessment are.
Organizers As we have discussed previously, training organizers are those stakeholders who deploy training platforms in view of organizing training activities. This category actually includes several subclasses of stakeholders, as follows:	Decision-makers: Managers who are in charge of deciding what training platform is to be deployed, or what kind of training platform should be developed, if an existing solution cannot be used.

	Administrators: Engineers who will actually deploy and manage the training platform, its training content, and so on.

	Instructors: Teaching staff who will effectively conduct the training activities, and create training content (if needed).





This distinction between types of organizers is important because members of each subclass have different requirements concerning the capabilities of a training platform, as it will be discussed in Sect. 13.1.3.
Trainees The participants in cybersecurity training programs are those who use the corresponding training platforms as part of their learning process. Consequently, trainee experience is strongly influenced by the capabilities of those training platforms. However, they usually have no decision power regarding the selection of the actual platform that is used in a given program, and their influence is at most indirect, for example, by means of feedback surveys.
Developers Training platform developers have a firsthand involvement in the design and implementation of the training platforms. Although some of the requirements regarding the features that a training platform should have may originate from organizers, most of the design and implementation decisions are made by developers. This means that they role regarding the capabilities of training platforms is crucial and cannot be neglected.

13.1.3 Capability Assessment Perspectives
Each of the three categories of stakeholders mentioned above has different interests and requirements in terms of cybersecurity training platform capability assessment, as it will be discussed next.
Organizer Perspective From the perspective of training organizers, there are two main issues that the capability assessment methodology can help address, as follows:	When considering the deployment of a training platform, the capability assessment method makes it possible to objectively evaluate alternative solutions in order to select the one that best matches the organizer needs in terms of the intended goals of the training program.

	When planning the development of a training platform, the capability assessment criteria can be used as a blueprint for formulating the specifications of the platform that developers should be asked to implement, so as to meet various levels of functionality or usability requirements.



Trainee Perspective The trainees are the “customers” of cybersecurity training programs. Therefore, at first sight, the most relevant kind of assessment for them is that of the training program as a whole, as it was done in the taxonomy-based analysis of Hardening Project that we presented in Sect. 3.​4.
Nevertheless, knowing how advanced the functional capabilities of the training platform used in a given program are can increase the motivation of the participants. Moreover, it can also interest them in tackling new challenges that are made possible by the various features of the training platform. Furthermore, the usability characteristics of a training platform have a direct influence on the trainee user experience, thus affecting their motivation and enjoyment of the training activity.
Developer Perspective As mentioned above for organizers, developers too can leverage capability assessment criteria to decide the initial requirements for a cybersecurity training platform. In addition, there are several other ways to use the capability assessment methodology for an ongoing implementation when considering the bottom-up perspective of developers:	The methodology can help identify the most important missing features of the platform, in order to support decisions on what new capabilities should be added as necessary improvements during the next development cycle.

	The methodology can also help determine those features that are not yet sufficiently developed, and whose addition would increase the capability level of the platform in the most cost-effective manner.





Based on the above discussion, we conclude that those who can make the best use of a capability assessment methodology are training organizers and platform developers—those stakeholders who are in charge of deploying and operating the platforms, as well as those involved in their design and development. However, trainees may also find some elements of interest in the capability assessment results. All these aspects will be discussed from a practical point of view in Sect. 13.4, with reference to the assessment of the CyTrONE training framework.


13.2 Capability Assessment Methodology
In this section we will explain the cybersecurity training platform capability assessment methodology introduced in [3], starting with an overview of the methodology and a summary of the assessment criteria. Then, we will also describe the procedure that one should use in order to assess an actual training platform.
13.2.1 Methodology Outline
The assessment methodology proposed in [3] relies on a capability assessment tool, which is provided in PDF format as supplementary material to that paper. The assessment tool presents a list of criteria that are grouped into several categories, as it will be explained in detail in Sect. 13.2.2. The total number of criteria for v1.0 of the capability assessment tool is 58.
Each assessment criterion has an identifier and a description that summarizes its scope, such as criterion “TD-1: Types of training supported in training definitions” defined in regard to training definitions, which is a type of assessment related to training content representation capabilities. A set of choices follow the description, which is ordered based on the platform capability level, from the least to the most capable (see the example in Fig. 13.1).
For each choice, the capability level associated to it is indicated. Level 1 represents the minimal requirement for having a certain functionality. Level 3 is the maximum capability level defined in the current version of the tool, although for some criteria only choices up to Level 2 are provided. For some choices, alternatives that are associated to the same capability level exist if they are equivalent in terms of complexity. As a special case, the Level 0 capability is to be assigned if a particular functionality is missing completely from a training platform.
For most assessment criteria, the explanation of the conditions that must be met to reach that capability level is given as plain text. However, additional information is provided for several criteria, such as images of network topologies, or even equations to be used to decide specific performance-related capabilities. Such supplementary information is an important feature of that capability assessment tool that makes it easy to assess the correct level for those criteria.
The various characteristics of the capability assessment methodology that we discussed so far enable training platform stakeholders to assess the capabilities of training platform in an objective manner, a task that is further facilitated by the practical assessment details that are provided.
We note that overall design of the capability assessment tool that we introduced was inspired by the SIM3 Self Assessment Tool [7], which is an online tool for assessments in connection with the Security Incident Management Maturity Model (SIM3) developed by the Open CSIRT Foundation. The model defines a set of maturity parameters for computer security incident response teams (CSIRTs), which in SIM3 v2 are divided into four categories. The provided tool makes it possible to conduct the assessment online and visualize the maturity level of a CSIRT in the form of a radar chart.

13.2.2 Capability Assessment Criteria
The capability assessment methodology groups the evaluation of the characteristics and features of cybersecurity training platforms into three categories of assessment criteria, which we will discuss below in detail:	Training content representation (training definition and sandbox definition).

	Network environment management.

	Training activity facilitation.





An overview of the capability assessment criteria is shown in Table 13.1. Note that the first category, training content representation, includes two subclasses, training definition and sandbox definition. For clarity, we have shown in the table the information separated by class, having a total of four main elements. For each criterion class, criteria are further grouped based on their scope, and we show that information as well in the table, along with the number of criteria for each case.Table 13.1Overview of the capability assessment criteria


	Criterion class
	Criterion group
	Count

	Training Definition (TD)
	Functional
	6

	Usability
	6

	Total
	12

	Sandbox Definition (SD)
	Functional
	7

	Usability
	6

	Total
	13

	Environment Management (EM)
	Functional
	5

	Performance
	3

	Usability
	5

	Total
	13

	 Activity Facilitation (AF)
	Pretraining setup
	6

	Training execution
	12

	Post-training assessment
	2

	Total
	20

	Total number of criteria
	58





13.2.2.1 Training Content Representation
The training content representation category of assessment criteria refers to those characteristics and features of cybersecurity training platforms that are related to the following two aspects:	The manner in which the tasks that the participants must solve are represented, for which the term training definition (TD) is employed.

	The description of the network environment that must be used to solve the above tasks, for which the term sandbox definition (SD) is used.





We note at this point that the order in which the two classes, TD and SD, are presented in the capability assessment tool is the opposite from that we use here, with SD criteria being defined first in the tool. Nevertheless, the order of the classes is not important during the actual assessment procedure, and we prefer to introduce the training definition criteria first, as this matches the order in which the related concepts were discussed in this book.
Training Definition Criteria There are 12 criteria in total in the training definition class, which are organized logically into two groups based on their scope:	Functional capabilities: Criteria related to the functionality provided via training definitions, which includes supported training types, how to structure the training, supported types of questions and answers, etc. (TD-1 through TD-6).

	Usability capabilities: Criteria that refer to the usability of the training definitions, including the creation of the definitions, their representation and validation, the availability of documentation, etc. (TD-7 through TD-12).





Figure 13.1 depicts the full description of the assessment criteria TD-1 through TD-3 as an example. Note the clear explanations that are included to support the assessment process. We remark that for all the criteria in this example, two alternatives are provided for Level 1 capability, and supporting both alternatives is considered to denote a Level 2 capability.[image: ]"The image is a checklist detailing training definitions across three categories: types of training, structuring of tasks, and types of questions. 1. Types of training supported:   - Level 1: Task-based training with ordered or unordered questions.   - Level 1: Milestone-based training with automatic milestone checks.   - Level 2: Both task-based and milestone-based modes.2. Structuring of tasks/milestones:   - Level 1: No relationships between tasks; all available at once.   - Level 1: Defined relationships; tasks are prerequisites for others.   - Level 2: Both modes supported.3. Types of questions:   - Level 1: Only short-answer questions.   - Level 1: Only multiple-choice questions.   - Level 2: Both short-answer and multiple-choice questions."


Fig. 13.1Example of training definition capability assessment criteria



Sandbox Definition Criteria There are 13 criteria in the sandbox definition class, which are also organized logically into two groups, similar to the case of the training definition class:	Functional capabilities: Criteria concerning the functionality provided via sandbox definitions, which includes sandbox customization, supported types of hosts and operating systems, security features, etc. (SD-1 through SD-7).

	Usability capabilities: Criteria related to the usability of the sandbox definitions, including the creation of definitions, their representation and validation, the availability of documentation, etc. (SD-8 through SD-13).





We note that for criterion SD-7, which refers to network topology capabilities, figures are used in the explanation for the sake of clarity. The figures depict the topologies mentioned in the text, such as bus, star, tree, and hybrid topologies. This ensures that there is no misunderstanding when evaluating this particular capability.
Discussion The total number of criteria in the two classes that make up the training content representation category is 25. This relatively large number of criteria emphasizes the importance of training content representation for a training platform, an aspect that we believe is often overlooked by training platform developers.

13.2.2.2 Network Environment Management
The network environment management (EM) category of assessment criteria includes those characteristics and features of cybersecurity training platforms that are used in relation with the network environment used for training. This includes creating the network environment, orchestrating the actions that are needed to modify it during the training, and destroying the environment when the training ends.
Environment Management Criteria The total number of criteria in this category is 13, and they are organized into three groups, based on their scope:	Functional capabilities: Criteria regarding network environment management functionality, including environment creation and control, support for executing action and network attacks, etc. (EM-1 through EM-5).

	Performance capabilities: Criteria that refer to network environment management performance, namely the reliability and efficiency of environment creation, and resource consumption (EM-6 through EM-8).

	Usability capabilities: Criteria related to network environment management usability, such as the type of user interface, the degree of automation, and monitoring features (EM-9 through EM-13).





Note that for criteria EM-6 through EM-8, which refer to performance assessment, the following information is also provided along with the text-based explanation to ensure that the assessment can be conducted objectively: 	1.
The reference network topology that is to be used when conducting the capability assessment tests.

 

	2.
Equations that describe mathematically the conditions that must be met to reach a certain capability level.

 



Discussion We consider that the criteria related to the performance capabilities of a training platform are an important contribution of this assessment category, as they provide objective numerical metrics for evaluating the performance characteristics of the platform. Nevertheless, since the training platform must be deployed in order to be able to conduct those measurements, these criteria are more difficult to assess compared to all the other criteria that can be evaluated only based on platform specifications and/or source code.

13.2.2.3 Training Activity Facilitation
The training activity facilitation (AF) category of assessment criteria refers to those characteristics and features of a cybersecurity training platform that make it easier to use. The capabilities in this category include aspects such as: how tasks are assigned to participants via the training platform, how instructors can follow trainee progress during the training activity, how to record participant results, and so on.
Activity Facilitation Criteria This category includes a total number of 20 criteria, which are organized into three groups, as described below:	Pretraining setup capabilities: Criteria in relation with pretraining setup activities, including automation of the deployment, import of the training content, visibility and access time control for training sessions, etc. (AF-1 through AF-6).

	Training execution capabilities: Criteria regarding various training execution characteristics, for instance, the use of an LMS or intelligent tutoring system (ITS), educational features such as scaffolding or cheating prevention and detection (AF-7 through AF-18).

	Post-training assessment capabilities: Criteria related to post-training assessment activities, namely the export of training data, and result analysis across different training sessions (AF-19 and AF-20).



Discussion The training activity facilitation category includes a large number of criteria compared to the other classes we discussed so far. This is because there is a wide variety of features that a platform can provide in order to facilitate training activities from many perspectives.
We note, however, that the criteria in this category are not essential for a cybersecurity training platform to function. Therefore, we suggest considering them initially simply as optional capabilities that would make the platform easier to use. Nevertheless, some activity facilitation features can become a requirement, for instance, if organizers decide they should be present as a differentiating factor of their training platform. In that case, those specific features and the corresponding capability levels should be examined in a rigorous manner.


13.2.3 Assessment Procedure
Now that we have introduced the capability assessment methodology, we will also provide some practical advice on how to actually assess the capabilities of a given cybersecurity training platform.
13.2.3.1 Preparation Steps
Before proceeding with the assessment, it is necessary to conduct several preparation steps, as it will be explained next.
Acquire Documentation First of all, it is important to retrieve the available documentation about the cybersecurity training platform that is to be assessed. For some platforms, this could mean collecting information from the related websites, but obtaining a detailed user guide, if available, is best.
Deploy Platform The information available in documentation and user guides may be somewhat vague, making it difficult to correctly assess the actual capabilities of a training platform. Deploying the platform on the organization servers is the best way of trying its features in view of a detailed assessment. Moreover, it also allows those who deploy the platform to determine how good the documentation is.
We remark that, due to the overhead and practical challenges of training platform deployment, trying to conduct the assessment exclusively based on documentation is possible, especially if more than a few platforms are to be evaluated. However, for assessing the criteria related to platform performance, which require measurements, deployment cannot be avoided.
Acquire Source Code Although the documentation and platform deployment should provide, in general, enough information for the general assessment of a training platform, for an even more accurate appraisal of some of the capability assessment criteria it may be necessary to get hold of the actual source code of the platform. If one has enough technical expertise, this additional source of information makes it possible to determine precisely the exact capability level for any platform feature.
Decide Assessment Profile Before starting the assessment, evaluators should also decide which of the assessment criteria are most relevant for a given purpose. Even though all the criteria could be assessed each time, some of them may not be of interest for a given target.
To facilitate this task, the concept of assessment profile was introduced in [3], with several examples being provided, such as Simple Training Activity or Unsupervised Training Activity. Those profiles state the criteria that must necessarily be evaluated when the corresponding types of activities are being planned. Defining a custom profile that meets the specific requirements of an organization is also possible, thus further reducing the assessment load.

13.2.3.2 Assessment Process Suggestions
Once the preparations for assessment are completed, the capability assessment tool should be used to conduct the actual assessment. In this context, we provide below several suggestions on how to proceed with this task so as to minimize the effort needed to conduct the assessment.
	1.
As the initial step of the assessment, one should go through all the relevant assessment criteria, possibly by using an assessment profile, and try to evaluate the corresponding capability level based on the available documentation, as this is the approach that requires the least amount of work.

 

	2.
For those criteria that could not be assessed based on the available documentation, one can try to contact the developers of the platform. However, for open-source platforms, obtaining detailed answers may be difficult due to the volunteer nature of the developers.

 

	3.
If there are still any assessment criteria for which the capability level is undecided, one should deploy the platform, and evaluate those criteria directly by using it. This alternative has the advantage that it will also provide a direct experience with that platform, at the cost of having to deploy it.

 

	4.
For performance capability assessments, the platform must necessarily be deployed; if deployment was not required at the previous step, then it must be done now. Since these criteria can also be evaluated at the end, delaying the deployment is acceptable. Moreover, if a precise assessment is not absolutely necessary, obtaining estimated hardware requirements and performance metrics from platform developers is also a possibility.

 





Next we will illustrate how the capability assessment can be conducted in practice, and how its results can be interpreted, through a case study on the cybersecurity training platform we discussed in Chap. 12, CyTrONE.



13.3 CyTrONE Capability Assessment
In this section, we will present in detail the capability assessment that we conducted for the integrated cybersecurity training framework CyTrONE [2, 5] by using the methodology discussed so far.
As developers of CyTrONE, the assessment was based mainly on our firsthand knowledge of the framework. In some cases, however, we referred to the module user guides and source code to determine what features are available to end users, as some features of CyTrONE are still under implementation, and not fully ready for use or documented. In addition, we have performed the experiments required to access the performance-related capabilities of CyTrONE.
In what follows, we will examine the results of the capability assessment by looking at each of the three categories of assessment criteria that were defined in the methodology, namely training content representation, network environment management, and training activity facilitation.
13.3.1 Training Content Representation
For the training content representation category, the two aspects to assess are the capabilities related to training definition and sandbox definition. The results of the assessment are plotted in the form of radar charts in Figs. 13.2 and 13.3, respectively. Since the maximum values that can be assigned for each assessment criterion are not the same, the maximum capability levels are also plotted with a lighter color as reference.[image: ]Radar chart comparing two datasets, "Maximum" and "CyTrONE," across twelve dimensions labeled TD-1 to TD-12. The "Maximum" dataset forms an outer boundary, while "CyTrONE" is represented by a shaded area within, indicating lower values across most dimensions. The chart highlights performance differences between the two datasets.


Fig. 13.2Training definition capability assessment of CyTrONE


[image: ]A radar chart comparing the performance of "Maximum" and "CyTrONE" across 13 dimensions labeled SD-1 to SD-13. The "Maximum" is represented by a light gray line, while "CyTrONE" is shown with a dark gray shaded area. The chart highlights variations in performance, with "CyTrONE" generally scoring lower than the "Maximum" across most dimensions.


Fig. 13.3Sandbox definition capability assessment of CyTrONE



Training Definition We will first analyze the results for the training definition capability assessment. Regarding criteria TD-1 through TD-6, which are related to functionality, we consider the values to be acceptable in general. We note that for criterion TD-3, which is related to the types of supported questions, the platform achieved the maximum score. However, for criterion TD-5, which is related to the ability to specify a trainee’s role in the training, the level is 0, as this functionality is missing from CyTrONE.
As for criteria TD-7 through TD-12, which are related to usability, we note an even better overall score, with maximum scores for three of the criteria, namely TD-9, TD-11, and TD-12, which are related to the representation format, and the availability of documentation and training content samples, respectively.
Sandbox Definition Let us examine next the results for the sandbox definition capability assessment. Regarding criteria SD-1 through SD-7, which refer to functionality, we note again that the capability levels are generally acceptable. There are even two maximum scores, namely for criteria SD-1 and SD-5, which are related to the overall customization capabilities for sandboxes, and support for security-related sandbox configuration, respectively.
The usability criteria SD-8 through SD-13 were assessed even higher, with four of the criteria receiving maximum score. Specifically, this is the case for criteria SD-9, SD-10, SD-12, and SD-13, which are related to security measures for isolating sandboxes, the representation format for the sandbox definition, as well as the availability of documentation and sample sandbox definition.

13.3.2 Network Environment Management
For the network environment management category, the results of the capability assessment are plotted as a radar chart in Fig. 13.4. Again, the maximum values for each criterion are shown with a lighter color.[image: ]A radar chart comparing two datasets, "Maximum" and "CyTOFONE," across 13 metrics labeled EM-1 to EM-13. The "Maximum" dataset is represented by a dark gray line, while "CyTOFONE" is shown with a light gray shaded area. The chart highlights differences in performance across the metrics, with notable variations at EM-2, EM-5, and EM-10.


Fig. 13.4Network environment management capability assessment of CyTrONE



With regard to the criteria related to functionality, EM-1 through EM-5, we remark an overall satisfactory level. Noteworthy are criteria EM-1 and EM-4, for which maximum scores were assigned, as they are related to the support of environment creation for parallel training activities, and for network attack execution, which are important functions of a training platform. One aspect that is not at all supported in CyTrONE, however, is background traffic generation, as illustrated by the Level 0 score for criterion EM-5.
Criteria EM-6 through EM-8 refer to performance characteristics, and CyTrONE scored maximum capability levels for all of them. The same can be said for criteria EM-9 through EM-13, which are related to usability. This brings the general capability of the CyTrONE framework to a relatively high level from a network environment management perspective.

13.3.3 Training Activity Facilitation
For the third category of capability assessment criteria, training activity facilitation category, we plotted the results of the assessment in radar chart form in Fig. 13.5, with the maximum values for each criterion represented with a lighter color.[image: ]Radar chart comparing two datasets, "Maximum" and "CyTrONE," across 20 axes labeled AF-1 to AF-20. The "Maximum" dataset forms an outer boundary, while "CyTrONE" is represented by a shaded area within, indicating lower values across most axes. The chart highlights differences in performance or capability between the two datasets.


Fig. 13.5Training activity facilitation capability assessment of CyTrONE



The first group of criteria, AF-1 through AF-6, are related to pretraining setup capabilities. The capability level of CyTrONE is not very high in this respect, with only one criterion being assigned the maximum value, AF-6, which is related to the degree of instructor assistance needed by trainees.
For the training execution capabilities, AF-7 through AF-18, the evaluation is relatively similar in general. There is one criterion, however, for which the capability level is 0, namely AF-10; this is because CyTrONE lacks cheating prevention and detection features in the current release (although some research has already been done in this respect). On the positive side, the assessment yielded maximum values for criteria AF-11, AF-12, and AF-13, which are related to host access manner and experience, including support for accessing in-use hosts by instructors.
The last group of criteria refers to post-training assessment capabilities, namely AF-19 and AF-20. The capability level of CyTrONE is average from this perspective, with Level 1 rating for both of them, for a maximum Level 2 capability.


13.4 Capability Assessment Applications
There are several manners in which the capability assessment results for a given cybersecurity training platform can be used, with the main two cases being: 	1.
Assess the target training platform to determine how good it is with regard to the capability categories that were defined in the assessment methodology.

 

	2.
Compare two or more training platforms by examining the differences in their capabilities to decide which platform is more suitable for a given purpose.


 





In what follows, we will discuss how the results of the capability assessment can be used in practice for the above goals by considering the perspectives of the three types of stakeholders defined in Sect. 13.1.2. The discussed applications will be illustrated with examples based on the results obtained for CyTrONE that were presented in the previous section.
13.4.1 For Developers
The radar charts presented in Figs. 13.2 through 13.5 provide a very detailed view on the capabilities of a training platform. This makes them most useful for training platform developers, so we will first look at their perspective. Thus, developers can use those results to identify features that should be added to the platform implementation, or existing functionality that should be extended.
Feature Addition If a capability is deemed to be at Level 0 for a certain criterion, then adding the corresponding feature would improve the overall capabilities of the platform. For example, criterion TD-5 in Fig. 13.2 indicates that CyTrONE content representation cannot be used to specify the roles of trainees. Adding support for trainee roles, such as attacker or defender, would be beneficial from this perspective.
Feature Extension On the other hand, a given capability may be present in the platform, but its assessment score can be low. For instance, criterion AF-2 in Fig. 13.5 is evaluated as Level 1, but the maximum score for that capability is Level 3. This indicates that support for importing training content is relatively poor in CyTrONE, since instructors must update the content database themselves. Consequently, adding the feature of importing training content via CLI or GUI would improve the overall capability of the framework.

13.4.2 For Organizers
As it was discussed when introducing organizers, this stakeholder category has several subclasses, so we will distinguish between them when discussing the capability assessment applications from an organizer perspective.
13.4.2.1 Instructors
Instructors are those who use cybersecurity training platforms most closely among all the organizers. Consequently, they can make use of the radar charts we discussed already to determine, for example, to what extent a certain required feature is supported by the training platform.
However, if a training platform is to be evaluated overall, and maybe even compared to another training platform, a higher-level view is preferable, that aggregates the results of the assessment. To illustrate this idea, we present in Table 13.2 statistical information about the capabilities of CyTrONE per group of assessment criteria. The statistics are shown as percentages to compensate for the fact that the maximum capability level can differ from a criterion to another, since percentages offer an easy-to-understand metric that can also be used to compare two different platforms.Table 13.2Capability assessment results per groups of criteria


	Criterion class
	Criterion group
	Capability level (%)

	Training Definition (TD)
	Functional
	57.14

	Usability
	76.92

	Overall
	66.67

	Sandbox Definition (SD)
	Functional
	72.22

	Usability
	84.62

	Overall
	77.42

	Environment Management (EM)
	Functional
	63.64

	Performance
	100.00

	Usability
	100.00

	Overall
	88.24

	Activity Facilitation (AF)
	Pretraining setup
	57.14

	Training execution
	57.14

	Post-training assessment
	50.00

	Overall
	56.52

	Total capability level
	71.01





We note that Table 13.2 offers some insights that are not readily available from the radar charts. For training definition capabilities, for instance, the functional capabilities are at around 57%, whereas usability is rated higher, at around 77%, with the overall capabilities in this class being at around 67%. Similarly, although the functional environment management capabilities are only at around 63%, performance and usability both reach the value of 100%, for an overall of around 88%.
In the table, we have also included the total overall capability for CyTrONE computed across all the assessment criteria. The value of about 71% can be considered as an overall estimate of the capabilities of the framework. This value can also be used to compare CyTrONE to other cybersecurity training platforms.

13.4.2.2 Administrators
Administrators are not involved in the actual use of training platforms, but in their management. For this reason, they may disregard some of the information in the radar charts and only focus on those aspects that are related to platform management.
Thus, similar to the concept of assessment profile mentioned in Sect. 13.2.3.2, administrators could ignore most of the features regarding training definition, but need to consider carefully those related to sandbox definition. This is because technical effort on their side is needed to implement support for sandboxes, for instance with regard to host categories (see SD-2), such as bare metal, VMs, or containers, and CPU architectures (see SD-3), such as x86 or ARM.
Another point of significant interest for administrators is the performance-related criteria regarding network environment management, namely EM-6 through EM-8, as administrators are those who need to make those assessments and also handle any technical issues that may arise.
For these reasons, we consider that administrators can benefit from an even higher-level view than the information shown in the previous table by focusing only on the type of assessment criteria. Therefore, in Table 13.3 we show the corresponding statistics from this perspective. The table indicates that the overall functional capabilities of CyTrONE are medium, whereas performance capabilities are excellent, and usability capabilities are overall high. The facilitation capabilities are lowest, at just 56%, but they are not of much concern to administrators.Table 13.3Capability assessment results per type of criteria


	Criteria type
	Capability level (%)

	Functional capabilities
	65.12

	Performance capabilities
	100.00

	Usability capabilities
	87.50

	Facilitation capabilities
	56.52

	Total capabilities
	71.01






13.4.2.3 Decision-Makers
The third type of stakeholders in the organizer category are the decision-makers. Capability assessment provides them with objective metrics that can be used to support their decisions. However, we consider that the detailed information shown in the radar charts is too low level for this purpose.
Consequently, for decision-makers, we propose using a view that emphasizes the capability levels of the assessed training platform for each class of capability criteria. Such information is visualized in Fig. 13.6, which shows the capability levels in percentage for the four classes of capabilities defined in the assessment methodology. The total capability level is also plotted, since it can serve as an overall metric.[image: ]Bar chart showing capability levels in percentage for different assessment criteria classes: RD, SD, BM, AP, and Total. BM has the highest capability level, while AP has the lowest. The y-axis represents capability level percentage, and the x-axis lists the criteria classes.


Fig. 13.6Capability assessment per class of criteria: training definition (TD), sandbox definition (SD), network environment management (EM), training activity facilitation (AF), and the overall level (Total)



Looking first at the training content representation classes, namely training definition (TD) and sandbox definition (SD), we observe they have acceptable values that both exceed 60%, with SD capabilities being higher, close to 80%. This means that the overall capability of CyTrONE regarding training content representation is over 70%, which on the whole is a good score.
For network environment management capabilities (EM), CyTrONE scores even higher, with the overall level for that class being close to 90%. On the contrary, training activity facilitation capabilities (AF) have the lowest score of all the classes, being less than 60%. From this metric, decision-makers can understand that this is the weakest point of the training platform.
In Fig. 13.6, we also observe that the total capability level of CyTrONE is around 70%, and this global metric can be used to compare it to other platforms in an objective manner. However, we consider that a more detailed analysis that considers the average capability level for each class of criteria is a better approach, as it allows highlighting the specific advantages and disadvantages of each platform. This kind of detailed comparative analysis was conducted in [3], where CyTrONE was compared with the KYPO Cyber Range Platform [6, 8].
The fact that the capability assessment methodology we discussed makes possible such a comparative analysis represents one of its strongest potential applications. Moreover, this type of comparison is the most effective use of the methodology from the perspective of decision-makers.


13.4.3 For Trainees
Typically, trainees do not have a direct control over what training platform is used in a cybersecurity training course. Therefore, the kind of detailed assessment results as those shown in the radar charts are not very relevant to them. However, trainees may be interested in the high-level assessment information that we have presented, such as that included in Table 13.3 or Fig. 13.6, as it gives them an overview of the capabilities of the training platform.
Moreover, training organizers could use that type of high-level information for the purpose of attracting trainees into a training program, for instance, by showing potential participants how good the capabilities of the training platform are. Organizers could also choose to present comparative assessment data to emphasize the characteristics of their training platform in comparison with those of the platforms used by other cybersecurity training providers.
Note that if someone is trying to select a training platform for themselves, such as one of the online CTF platforms discussed in Chap. 10, then their role is not only that of a trainee. Consequently, they should also refer to the organizer perspective discussed earlier in Sect. 13.4.2 for examples of how the capability assessment results can be utilized from that point of view.
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This chapter summarizes first the content of the book by highlighting the main contributions of each chapter. Following that, a set of key takeaways is provided to emphasize the most significant insights of this book. Last, we discuss trends and future prospects with regard to cybersecurity education and training.
14.1 Book Summary
In this section we will briefly review the content of the book and highlight the most important aspects of each chapter. The presentation follows the book structure, in which the first part addressed training methodologies, and the second part discussed training platforms.
14.1.1 Part I: Training Methodologies
In Part I of this book, we have examined the general methodologies related to cybersecurity education and training in order to provide readers with a comprehensive understanding of this topic.
Background and Overview Discussion We started the book by introducing in Chap. 1 its background and motivation, and discussing its key contributions and intended audience. Then, in Chap. 2, we gave an overview on cybersecurity education and training, and emphasized the distinction between technical cybersecurity training, aimed mainly at cybersecurity professionals, and cybersecurity awareness training, aimed at regular IT users.
Technical Cybersecurity Training We continued with an in-depth discussion of technical cybersecurity training in Chap. 3, introducing its purpose, approaches and characteristics, and examining the Hardening Project training program as a motivating example. This was followed by a detailed presentation of the three forms of technical cybersecurity training in the subsequent chapters.
Thus, Chap. 4 discussed attack training, which focuses on offensive techniques, and introduced fundamental attack training and pentesting training methodologies. In Chap. 5, we examined forensics training, which refers to digital forensic procedures, and we outlined the principles of fundamental forensics training and forensic methodology training. The third form of technical cybersecurity training, defense training, was considered in Chap. 6, which included an overview of fundamental defense training and defense methodology training. For all the tree forms of technical cybersecurity training, a comprehensive set of additional resources, such as related knowledge bases and guidelines, was provided.
Other Forms of Training As a complement to generic technical cybersecurity training, the Internet of Things (IoT) security training discussed in Chap. 7 is a methodology that takes into account the specificities of IoT devices and networks. Two training systems, IoTrain-Sim and IoTrain-Lab, were used to illustrate possible solutions for the IoT security training challenges.
Then, in Chap. 8, we proceeded to examine the completely different paradigm of cybersecurity awareness training, which uses techniques such as e-learning, simulation, and gamification to increase training appeal and effectiveness. The case study of CyATP served as an example of how to put these techniques into practice.

14.1.2 Part II: Training Platforms
In Part II of the book, we focused on more practical aspects related to cybersecurity training, so that readers can complement the more theoretical discussion in Part I with clear examples of how the general methodologies are applied in real life, so as to gain a full mastery of the topic.
Training Platform Outline First, in Chap. 9, we presented an overview of cybersecurity training platforms, starting with the introduction of a training platform model to be used as reference for understanding the general characteristics of training platforms. Moreover, the two essential components of a training platform, training content and training environment, were analyzed in detail.
Training Platform Review We then began the review of actual cybersecurity training platforms, starting with Capture The Flag (CTF) platforms in Chap. 10. CTF platforms are those platforms that most participants encounter when they set about to attend cybersecurity training activities. Our focus was on online CTF platforms and open-source ones, as they are the most accessible.
This was followed by an examination of cyber range platforms in Chap. 11. Cyber ranges are the most advanced type of cybersecurity training platform, as they provide training environments that are the most realistic in terms of structure and content. We first analyzed general cyber ranges in government, private sector, and academia, followed by more specialized cyber ranges in domains such as IoT, Industrial Control Systems (ICS), and Internet of Medical Things (IoMT).
Detailed Case Study The detailed case study of the CyTrONE integrated cybersecurity training framework in Chap. 12 was used to demonstrate how a training platform can be designed to meet various training requirements. Moreover, the training content and training environment used in CyTrONE illustrated how these important aspects of a training platform could be implemented.
As a complement to the detailed case study, we introduced a training platform capability assessment methodology in Chap. 13. This methodology was then used to assess the characteristics of CyTrONE with a twofold purpose: clarifying the capabilities of the discussed framework, and illustrating how the assessment methodology can be applied in practice.


14.2 Key Takeaways
In what follows, we will present several insights that we consider to be the key takeaways of this book: 	1.
Technical Versus Awareness Training: Technical cybersecurity training and cybersecurity awareness training have different targets and intrinsic characteristics. Consequently, suitable approaches must be used for each of them in order to achieve the most effective training results.

 

	2.
Interdependency of Training Forms: The three forms of technical cybersecurity training—attack, forensics, and defense training—can be discussed separately, and are often conducted as such. However, the strong interdependency between them is an essential aspect that needs to be considered thoroughly by trainees and organizers alike.

 

	3.
Training Methodology Recommendations: For all the forms of cybersecurity training that we discussed, a distinction between basic and advanced skills can be made. Fundamental training focusing on practical hands-on exercises is most suitable for acquiring general-purpose basic knowledge and skills. On the other hand, standards-based training that relies on top-down processes is required for acquiring the advanced skills needed by cybersecurity professionals.

 

	4.
Need for Defense Training: Many cybersecurity training platforms that focus on attack and forensics training are available. Nevertheless, since defense skills are the most important in a professional setting, more defense-oriented training platforms and programs, such as Hardening Project, are needed to fill the current cybersecurity workforce gap.

 

	5.
Training Platform Development: To design an effective cybersecurity training platform, modeling its functionality is a powerful mechanism for ensuring that all the required features are present. Furthermore, using a capability assessment methodology makes it possible to determine what features the implementation effort should focus on.

 






14.3 Toward the Future
Bridging the cybersecurity workforce gap that we have mentioned on several occasions in this book will take years. To achieve this critical goal, relevant organizations must relentlessly conduct education and training activities in ever more compelling and diverse forms. Some possible steps in the context of the EU cybersecurity education have already been highlighted in [6], such as the enrichment of the curriculum for the poorly covered knowledge areas, and the more effective use of cyber ranges for skill building. In this final section, we will endeavor to analyze what is to be expected in the future with regard to cybersecurity education and training.
14.3.1 Cybersecurity Training Prospects
Let us start by discussing some of the current trends and future perspectives in connection with cybersecurity education and training that we consider most consequential for defining a general outlook.
14.3.1.1 Current Trends
The present tendencies in cybersecurity education and training are a good indicator of the short-term evolution of the field. The International Information System Security Certification Consortium, Inc. (ISC2) has highlighted several important trends in this regard, as follows [8]:	Growing demand for specialized training programs that focus on hot topics, such as threat hunting, incident response, cloud security, AI and blockchain.

	General shift toward online learning platforms, as well as virtual cybersecurity training environments, which are used in a self-paced style, and are combined with self-study materials.

	Increased recognition of the advantages of ethical hacking and offensive security training for helping organizations identify and mitigate various security threats and vulnerabilities.

	Significant need to integrate compliance-focused training in the cybersecurity education curriculum in order to address relevant data protection laws and regulations, such as GDPR.

	Increasing popularity of scenario-based training that mimics real-world cyber threats, an approach that keeps the trainees engaged, and makes the training more effective, including via the use of gamification techniques.

	Noticeable expansion of vendor-neutral certifications and training that provide a broad view on a wide variety of cybersecurity concepts.





The above considerations can help cybersecurity training organizers make informed decisions about the features and characteristics that should be added in the short term to the training programs they manage. However, over the years, the cybersecurity landscape will evolve as well, as we will discuss next.

14.3.1.2 Future Prospects
Cybersecurity education and training are long-term efforts. Therefore, considering the future prospects of cybersecurity in general, and education and training in particular, is very important as a way to support training organizers when considering future development strategies.
The Future of Cybersecurity Predicting the future is not an easy task, especially for a dynamic field such as cybersecurity. Although not all opinions regarding the future of cybersecurity can fully agree, a relative consensus of several experts was reported in [11], as summarized below:	Cloud computing is expected to still be in high demand due to its convenience, even though this will only perpetuate the security risks associated with it. However, peer-to-peer networks based on blockchain may emerge as an alternative to the cloud that provides better security—at least for some applications.

	Passwords, which are one of the oldest and biggest security risks, may still be in existence in the foreseeable future due to their high usability. Nevertheless, we note that passkey technology, which has become more widely spread recently, may represent a viable and secure alternative, depending on its adoption rate.

	The adoption rate of AI technologies, both in the society at large, but also in the field of cybersecurity will keep increasing. This makes very plausible a scenario in which threat hunting bots will fight against malicious ones, with humans fine tuning their behavior from behind the scene.

	As more and more data is stored online, it is expected that the number of data breaches will increase. The size of the data breeches is expected to grow as well, a prediction that has already been confirmed by the record-breaking leak of 10 billion stolen passwords that were shared online in July 2024 [9].

	Major threats, such as supply chain and infrastructure attacks will become even more significant in terms of scale. In particular, nation-state attacks targeting the critical infrastructure are expected to multiply considerably.



Cybersecurity Training of the Future Cybersecurity training needs to address the needs of the organizations that request the training, which will definitely evolve alongside the forseen changes in the cybersecurity landscape discussed above.
Consequently, it is difficult to create a future-proof training program, and the best strategy is to have high flexibility in adapting the content and methodologies of the training programs and platforms to the evolving training targets. Some possible approaches for reaching this goal, based on the suggestions in [8], are as follows:	Provide training modules that can be accessed online anytime and anywhere, including on mobile devices, and which are continuously updated.

	Make use of interactive, game-based learning methods that engage participants and render the training more effective.

	Design specialized training modules that take into account the particular risks of the various departments in an organization, as well as those specific to the organization as a whole (e.g., critical infrastructure attacks, etc.).

	Employ AI technologies in the training platform to create personalized training paths that adapt to the characteristics of the trainees, their results to date, etc.





Another aspect that we consider of great significance for the future of cybersecurity training is to achieve some form of “standardization” regarding the manner in which training content and training environments are represented in cybersecurity training platforms. This would make it possible to create ecosystems in which content creators and training organizers can share their content, either free of charge or at a cost, and that content would function on any training platform that accepts that standard format as input. Unfortunately, efforts so far, including by the author [3], have failed to gain traction in the research community. Nevertheless, we still hope that it will happen one day.


14.3.2 Cybersecurity Training in the Age of AI
As mentioned already, given the more and more widely spread use of AI technologies in our society, the implications of AI have started becoming evident in the field of cybersecurity training. There are two main perspectives that we need to examine regarding this topic—how AI could be used for cybersecurity training, and what cybersecurity training should be used for in relation with AI—as discussed next.
14.3.2.1 AI for Cybersecurity Training
AI technologies have already been used to support cybersecurity education and training in various manners. For instance, research on improving penetration testing via the use of reinforcement learning, and awareness training through the use of natural language processing, was presented in [4].
This trend will definitely continue, especially by employing AI to automate those tasks that are too demanding for security experts in terms of effort, skills, or even just time. Some possible examples when considering the three forms of cybersecurity training that we discussed in this book are provided below.
Attack Training When conducting attack training activities, an AI-based cyber defense agent could be used to actively defend the target system. This would make it possible to provide a realistic training environment in which trainees can practice penetration testing skills in conditions similar to real life, as opposed to the typical statical environments that are currently employed when human defenders are not involved in the training.
Forensics Training In the case of forensics training, an AI-based cyberattack agent could be used to target the training environment as one step of the environment creation phase. The trainees could then investigate the consequences of the cyberattack to analyze its mechanisms, as well as compare their conclusions to the actual attack techniques that were used.
Defense Training Defense training too can make use of an AI-based cyberattack agent, in particular to reproduce live attack scenarios. In this case, participants would be able to conduct hands-on exercises in realistic cybersecurity training conditions by practicing their defense skills against the AI agent in real time. Moreover, such a scenario could also be used to evaluate the effectiveness of defense techniques, since if an attack fails it signifies the defense was successful, which can be recorded automatically, similar to the interactive methodology described in [12].

14.3.2.2 Cybersecurity Training for AI
The advent of AI means that, in the very near future, AI technologies will permeate all layers of the society. However, AI technologies bring their intrinsic risks related to cybersecurity. In fact, various offensive techniques from the field of cybersecurity are already being used on large AI models, which are subject to threats such as:	Prompt injection attacks that use maliciously crafted prompts to compromise the output of an AI model.

	Data poisoning attacks that rely on malicious training data for the same purpose of compromising model output.

	Backdooring attacks, which in the case of AI refer to creating a model that behaves as expected for typical input data, but produces malicious output for specific inputs selected by the attacker.





Moreover, red teaming methodology has also been adapted to the field of AI, where AI red teams try to use attack techniques such as those described above to compromise AI models developed by their own organization. In this scenario, the developers of the AI models are those who play the role of the blue team, trying to defend their models. The idea that the developers will also need to protect the society from the potential harms caused by the AI models they created, which become the “attackers,” has also been suggested [1].
Consequently, it is absolutely necessary for cybersecurity training to integrate AI-related training activities within its scope. For example, we can imagine including an attack training section dedicated to prompt injection attacks, forensics training activities teaching how to identify attacks on AI models, and defense training focused on mitigating those types of attacks.


14.3.3 From Cybersecurity to Trustworthiness
Throughout this book, we have discussed issues related to cybersecurity and cybersecurity training. However, according to the Society 5.0 vision put forward by the Japanese government, we are advancing toward a human-centered society that will use a highly integrated cyberspace and physical space structure to address a wide range of economic development and social issues [7]. This tight integration of the cyberspace and physical space means that disturbances originating from the cyberspace will no longer be limited to it, and could have potential consequences in the physical space. Hence, pure cybersecurity approaches will become insufficient for addressing the entire range of issues that will arise.
Trustworthiness Efforts aimed at dealing with the inadequacy of approaches based only on cybersecurity strategies first started in the field of Industrial IoT, being spearheaded by the Industry IoT Consortium (IIC). Thus, IIC has proposed a definition for the broader concept of trustworthiness that emphasizes the multitude of aspects that need to be considered in this context, as follows [2]:Trustworthiness Degree of confidence one has that the system performs as expected with characteristics including safety, security, privacy, reliability and resilience in the face of environmental disturbances, human errors, system faults and attacks.

Also focusing on the area of Cyber Physical Systems (CPS) and IoT is the trustworthiness assurance framework for IoT systems defined in [5], which attempts to establish a generic methodology based on trustworthiness assurance levels for managing trust with regard to IoT/CPS. Based on the work done in this ares, we consider that the shift from cybersecurity to trustworthiness approaches is a possible solution for coping with the challenges to be expected in the future society.
Trustworthiness Training Given the transition from cybersecurity to trustworthiness, the scope of cybersecurity training will need to be extended to also cover issues related to trustworthiness. In particular, it will be important to conduct training regarding the possible consequences of cyberspace incidents in the physical space, as well as the expected effects in the reverse direction, combined with teaching appropriate mitigation techniques for both these cases.
It can be said that current security training programs focusing on Industrial Control Systems (ICS), such as the ICS410: ICS/SCADA Security Essentials course provided by SANS Institute [10], are a good start in this direction. However, they lack the breadth that will be required to address all the needs of Society 5.0.
We conclude by saying that the road ahead for improving cybersecurity education and training is still long, and challenges abound. We hope that this book will become a useful instrument in this context, and urge our readers to join us in the effort of pushing forward toward this shared goal, thus contributing to the creation of a better and safer society for everyone.
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TD-1: Types of training supported in training definitions

Level 1 — Task-based training: questions are presented ordered or unordered via a GUI, and trainees’

answers are validated, but the GUI does not interact with the sandbox; similar to a jeopardy CTF
game.

Level 1 - Milestone-based training: the platform checks the status of the sandbox (network services
or data stored on hosts) to automatically determine whether milestones defined by instructors are
met or not; similar to attack-defense or King of the Hill CTFs, or cyber defense/offense exercises.

Level 2 - Both task-based and milestone-based modes are supported.

TD-2: Structuring of individual tasks/milestones

Level 1 - No relationships can be defined, and all tasks/milestones are available at once.

Level 1 - Task/milestone relationships can be defined, so that completing one task/milestone is a
prerequisite for presenting another task/milestone.

Level 2 - Both modes above are supported.

TD-3: Types of questions supported in training definitions
Level 1 - Only short-answer questions are supported.

Level 1 - Only multiple-choice questions are supported.

Level 2 — Both short-answer and multiple-choice questions are supported.
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- host_settings:
- id: host_1
mgmt_addr: {{ host_mgmt_addr }}
virbr_addr: {{ host_virbr_addr }}
account: {{ host_account }}

- guest_settings:
- id: desktop
basevm_host: host_1
basevm_config_file: /home/cyuser/images/basevm.xml
basevm_type: kvm
tasks:
- add_account:

- account: daniel
passwd: JamesBond
full_name: Daniel Craig

- install_package:

- package_manager: yum

name: wireshark
- emulate_attack:

- attack_type: ssh_attack
target_account: daniel
attempt_number: 54
attack_time: 20170328

- clone_settings:
- range_id: {{ clone_range_id }}
hosts:

- host_id: host_1
instance_number: {{ clone_instance_number }}
guests:

- guest_id: desktop

number: 1

entry_point: yes
topology:
- type: custom

networks:

- name: office

members: desktop.eth®
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- clone_settings:
- range_id: {{ clone_range_id }}
hosts:
- host_id: host_1

instance_number: {{ clone_instance_number }}

guests:

- guest_id: firewall
number: 1
forwarding_rules:

- rule: src=office,external dst=internal.dbsrv dport=3306
- rule: src=office,external dst=internal.filesrv dport=139,445
- rule: src=office dst=external dport=25,53

entry_point: yes

- guest_id: dnsmail
number: 1

- guest_id: filesrv
number: 1

- guest_id: dbsrv
number: 1

- guest_id: desktop

number: 1

topology:
- type: custom

networks:

- name: external
members: dnsmail.eth@
gateway: firewall.eth®

- name: internal

members: filesrv.eth®, dbsrv.eth®

gateway: firewall.ethl
- name: office

members: desktop.eth®

gateway: firewall.eth2
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- training:
- id: NIST-L1-EN
title: Investigate the security of a desktop computer
overview: >
<p>Today is your first day on the job as a sysadmin. Your boss
tells you that he suspects somebody tried to hack into your
company’s network, and asks you to investigate a possible
cyberattack that may have happened when the system
administrator was a guy called Daniel Craig. The boss sits
you in front of the previous sysadmin’s computer, and wishes
you good luck.</p>
<p>You glance at the machine and reluctantly get to work.</p>
level: 1

questions:
- id: L1-EN-001
body: The operating system and kernel release number can tell you
about the possible vulnerabilities of a computer. Find out
the full kernel release number of the machine (e.g.,
3.4.5-6.7.8.abc.x86_64).
answer: 3.10.0-957.12.2.el17.x86_64
hints:

- You can use the command <code>uname</code> to find out OS details.

- $ uname -r
- An alternative solution is to get the required information from
the <code>/proc/version</code> file.
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