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Artificial Intelligence
Using Federated Learning

Federated machine learning is a novel approach to combining distributed machine
learning, cryptography, security, and incentive mechanism design. It allows
organizations to keep sensitive and private data on users or customers decentralized
and secure, helping them comply with stringent data protection regulations like
GDPR and CCPA.

Artificial Intelligence Using Federated Learning: Fundamentals, Challenges, and
Applications enables training AI models on a large number of decentralized devices
or servers, making it a scalable and efficient solution. It also allows organizations to
create more versatile AI models by training them on data from diverse sources or
domains. This approach can unlock innovative use cases in fields like healthcare,
finance, and IoT, where data privacy is paramount.

The book is designed for researchers working in intelligent federated learning
and its related applications, as well as technology development, and is also of interest
to academicians, data scientists, industrial professionals, researchers, and students.
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Preface

ARTIFICIAL INTELLIGENCE USING FEDERATED LEARNING:
FUNDAMENTALS, CHALLENGES, AND APPLICATIONS

The rapid evolution of artificial intelligence (AI) has reshaped various aspects of our
world, from healthcare to finance, and transportation to communication. Among the
latest advancements, federated learning (FL) stands out as a revolutionary paradigm,
enabling decentralized Al model training across multiple devices or organizations
while preserving data privacy and security. This book, Artificial Intelligence Using
Federated Learning: Fundamentals, Challenges, and Applications, aims to provide
a comprehensive understanding of this cutting-edge technology, bridging the gap
between theoretical foundations and practical implementations.

The inspiration for this book arises from the increasing need for privacy-pre-
serving Al solutions in an era marked by growing concerns over data security and
confidentiality. Traditional centralized Al models often require extensive data aggre-
gation, posing significant risks of data breaches and privacy violations. Federated
learning addresses these challenges by allowing models to be trained locally on edge
devices, sharing only the necessary updates to a central server, thus ensuring that
raw data remains secure and private.

This book is structured to cater to a diverse audience, including researchers,
practitioners, and students. It is divided into three main sections:

1. Fundamentals: This section introduces the core concepts of Al and feder-
ated learning. We delve into the theoretical underpinnings of FL, explain-
ing its architecture, key algorithms, and protocols. Readers will gain a
solid foundation in the principles that make federated learning a viable and
attractive approach to modern Al development.

2. Challenges: Despite its promising potential, federated learning faces sev-
eral challenges that need to be addressed to fully harness its capabilities.
This section explores issues such as data heterogeneity, communication
efficiency, model accuracy, and security concerns. We discuss ongoing
research and emerging solutions aimed at overcoming these obstacles, pro-
viding insights into the future directions of federated learning.

3. Applications: The final section showcases real-world applications of feder-
ated learning across various domains. Case studies and practical examples
illustrate how FL is being utilized to solve complex problems in healthcare,
finance, IoT, and beyond. Readers will learn about the benefits and limita-
tions of FL in practice, along with strategies for successful implementation.

As the field of federated learning continues to evolve, this book serves as both a
foundational text and a reference for advanced study. We hope to inspire and equip
our readers with the knowledge and tools necessary to contribute to this exciting and
impactful area of Al research and application.

vii



viii Preface

We would like to express our gratitude to the many researchers and practitioners
whose pioneering work in federated learning has paved the way for this book. Their
contributions have been invaluable in shaping the content and direction of this work.
We also extend our thanks to our colleagues, reviewers, and readers for their support
and feedback.

We invite you to embark on this journey into the world of artificial intelligence
and federated learning, exploring the fundamentals, confronting the challenges, and
discovering the vast potential applications. May this book serve as a guide and inspi-
ration in your endeavors within this dynamic and transformative field.
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’I Federated Learning

Overview, Challenges, and
Ethical Considerations

Jagjit Singh Dhatterwal, Kiran Malik, Kuldeep
Singh Kaswan, and Ahmed A. Elngar

INTRODUCTION TO MACHINE LEARNING

Machine learning (ML) is a subfield of artificial intelligence. The objective of ML
is to exhibit to PCs new errands by breaking down existing information; along these
lines, they might make forecasts or assessments all alone, with next to no assistance
from people. The expression “AI” alludes to an umbrella term for different ways to
deal with information investigation, design identification, and knowledge creation
(Mitchell, 1997). Kone¢ny et al. (2016) state that concentrated models are gener-
ally utilized by conventional AI draws near. To prepare and fabricate these mod-
els, conglomerating information from many sources and storing it in a focal area is
fundamental.

The most common way of preparing models utilizing information gathered from
a few hubs or sources and shipped off a solitary server is known as incorporated
learning (Yang et al., 2019). Many individuals are stressed over this methodology,
particularly about information security. The concentrated stockpiling of touchy
information improves the probability of safety breaks. Also, while working with
colossal data sets or information spread across numerous areas, brought together
advancing frequently faces adaptability issues (Kairouz et al., 2019). Incorporated
learning faces this impediment.

An option in contrast to the limits of unified learning has arisen with the com-
ing of united learning (FL). This objective is achieved by remembering cooperative
model preparation for scattered gadgets, as expressed by Bonawitz et al. (2017). The
exploration of Yang et al. (2019) recommends that to make Combined Learning (FL)
work better, information should be put away on nearby gadgets like cell phones, IoT
gadgets, or edge servers. This strategy permits these contraptions to learn together
while yet safeguarding buyer information. In contrast with unified techniques,
decentralization eases tension in information transport networks while safeguarding
the protection of clients’ singular data (Kairouz et al., 2019).

In combined learning, client gadgets do calculations on neighborhood informa-
tion and afterward send any refreshed models to a focal server or aggregator, as
expressed by Bonawitz et al. (2017). Yang et al. incorporate these progressions into a
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total model that shields client protection while gathering information from different
sources in their 2019 exploration.

LITERATURE SURVEY

Unified Learning (FL) permits medical services associations to prepare models
cooperatively using delicate clinical information while safeguarding patients’ pro-
tection to an outrageous degree (Sheller et al., 2020). Florida (FL) has a few pur-
poses in various fields, one of which is medication. Monetary associations have
likewise researched information-secure forecast models utilizing united learning
approaches. Sending crude information to unified servers in an IoT ecosystem isn’t
needed; edge gadgets might gain from another and make adjustments depending
on the situation. Unified Learning (FL), first recommended in 2019 by Liu et al.,
makes this practical.

It is standard practice to utilize strategies like differential classification all
through the learning stage to keep the model precise while safeguarding the protec-
tion of individual data sources (Shokri et al., 2015). The field of Unified Learning
(FL) keeps on focusing on the assurance of clients’ very own data. Moreover, uni-
fied learning (FL) frameworks frequently utilize safe conglomeration systems and
encryption strategies to ensure the mystery of model changes during transmission
(Bonawitz et al., 2017).

Similarly, as with each innovation, FL has its extraordinary arrangement of
issues. As per concentrates finished by Li et al. in 2020, gadget heterogeneity is a
significant impediment to arriving at an overall model union. This term suggests
aberrations in information conveyance and handling power between gadgets. As
per Hard et al., unified learning frameworks may not work as proficiently when
confronted with correspondence issues like drowsy associations or confined trans-
fer speed.

Konecny et al. (2016) state that there is constant work to further develop calcula-
tion correspondence proficiency, reinforce models to endure antagonistic attacks,
and take care of the issues of security precision balance. There is a consistent expan-
sion in the field’s leap forward, and progressing research in unified learning is cur-
rently centred around specific points. Research on united strategies for advancement
that permit contribution in decentralized learning while at the same time holding
model proficiency is presently in progress by Smith et al. (2021).

UNDERSTANDING FEDERATED LEARNING

An inventive way to deal with Al is unified learning, which takes into account the
solid and scattered creation of models on different edge devices (Yang et al., 2019).
Combined learning is another method that is just entering the Al crowd. Devices
such as cell phones, Web of Things (IoT) devices, and edge servers are working
together to create a joint model without moving natural data (Kairouz et al., 2019).
Coordinated efforts and shared information are the foundations of the decentral-
ized learning worldview. The creation of Al models using decentralized information
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sources that guarantee information obfuscation was proposed by Google in a signifi-
cant report in 2017 (Bonawitz et al., 2017).

This effort is responsible for the advancement of unified learning. The inherent
advantages of this field have led to a huge expansion of innovative work aimed at
exploring its potential uses in many areas (Kaswan et al., 2022a).

According to Li et al. (2020), the core idea of unified learning is to decentralize
information processing so that models can be created on any teaming-up gadget
or hub. According to Mohassel and Zhang (2017), privacy and security concerns
are sufficiently addressed by storing sensitive customer information on the devices
that create it instead of sending it to a central server. Konec¢ny et al. (2016) state
that new Al computations, strategies for mediation, and security-saving frameworks
have contributed to the further development of combined learning. By integrating
unified learning into a grounded system, this development effectively nullifies the
disadvantages of concentrated learning. Unified learning is a significant advantage
in situations where the protection of sensitive data is essential. Information breaches
and unlawful access to individual data are less likely with this approach, as Yang
et al. (2019) show.

United Learning smoothes the cycle by allowing models to be created at unique
points. According to Hard et al. (2018), this strategy improves the performance and
adaptability of AI models while simplifying the handling of different data sets dis-
tributed across multiple devices. The problems caused by information storage and
policies could be better solved with the help of combined learning.

Table 1.1 Shows the summary of the federated Learning.

TABLE 1.1

History of Federated Learning

Year Milestones and Key Developments in Federated Learning

2016 Google Brain introduces federated learning, aiming to enable on-device machine learning.

2017 Initial research publications on federated learning emphasize privacy-preserving aspects.

2018 Advancements in differential privacy techniques for federated learning emerge in
research.

2019 Google releases federated learning Frameworks to facilitate decentralized model training.

2020 Exploration of secure and communication-efficient protocols for federated learning
begins.

2021 Federated Learning applications expand into healthcare, IoT, finance, and
telecommunications.

2022 Ongoing research focuses on federated transfer learning and lifelong federated learning.

2023 Innovations in federated meta-learning and adaptive aggregation techniques gain attention.

2024 Integration of federated learning with edge computing and federated reinforcement
learning.

Present Continued advancements in privacy-preserving methods and broader adoption in various

domains.
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KEY COMPONENTS OF FEDERATED LEARNING

Recently, a creative and free strategy for learning and teaching has developed.
Achieving the ideal outcome depends on the targeted activities of some important
elements (Kaswan et al., 2022b). At the center of consideration are client devices
that often use edge registration. These devices can perform computations while in
proximity. A wide range of electronic devices can utilize their information to cre-
ate bounded models; this includes everything from cell phone information to IoT
reviews. This technique limits the ability to share information with other devices.
As described by Yang et al. (2019), each device is part of the organization and main-
tains its model nearby by sending adjustments to the central server, which in some
cases is called an aggregator. The process of model accumulation is controlled by
the aggregator, which can be set up on-premise or in the cloud. For this purpose, the
framework collects and combines updates from numerous client devices. Bonawitz
et al. (2020) refer to a combination of authors.

To guarantee a protected and smooth connection between the client’s hardware
and the specialist, Unified Learning utilizes the best correspondence advancements
and security strategies. These innovations not only facilitate the exchange of model
limits and updates, but likewise ensure the security of client information and data
(Dhatterwal et al., 2022a). It is fundamental to use encryption techniques such as
differential security and the interplay of learning and explicit secure accumulation to
ensure the protection of information during model extraction. McMahan, H. B. and
others authored the 2017 paper. To guarantee that nearby models match the focal PC
and to diminish the probability of information mistakes, unified averaging is a great
approach for correspondence security. According to Kone¢ny et al. (2016), it is criti-
cal for the creation of neighborhood models that edge client gadgets have reasonable
computational and capacity limits.

The research by Nishio and Yonetani designs an edge-driven method that effec-
tively reduces idle state by reducing the repetition of information transmission to
a focal server. By storing the basic data on the device, this system also increases
security (Kaswan et al., 2021). All model updates from the devices can be merged
and collected on the focal server. It also acts as an operational hub for collecting
information and creating thoughts. As Yang et al. (2019) point out, it is possible to
create a global model by merging knowledge data from different provincial data sets
into a common data set.

To function appropriately, Unified Learning relies on several correspondence
components. The business offers arrangements that enable client gadgets and the
focal specialist to exchange information and synchronize models. The protection of
information originating from individual devices can be ensured through the use of
a shared secure total. This ensures that changes to the model can be incorporated
securely. The 2017 paper was authored by McMahan, H. B., et al. Protecting cli-
ents’ information gathering by concealing their data is one of the many correspon-
dence-related uses for differential security measures. According to Bonawitz et al.
(2020), the research refers to various authors. The security and well-being of the
Unified Educational Experience is ensured through the execution of these aggregate
safeguards.
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HOW FEDERATED LEARNING WORKS

Helpful preparation of models across multiple edge gadgets or clients is enabled
by Combined Averaging Calculation, a decentralized rationalization approach.
For Combined Figuring out how to work, this system should be followed. In this
technique, the model is refreshed locally before it is sent to a focal server for
shuffling, which utilizes the neighborhood information to prepare the gadgets.
Specialists found that the gadgets involved in the review made changes after get-
ting the accumulated model and sending it back. The secrecy of the information
is ensured by the self-reproducing learning system of this system (Dhatterwal
et al., 2022).

Numerous means are utilized in decentralized model preparation. Deciding
which gadgets are useful is the most important component. Each gadget puts away a
specific data set. Rest assured that all data stored on these gadgets is kept secret, even
if they could benefit from their information. The preferences of the learned models
are sent after preparing interaction with the fundamental PC. It is the duty of the
focal server to ensure that all gadgets update and gather these elements at the same
time (Yang et al., 2019).

To create a global model, Unified Gaining uses the pooling technique to merge
data from different devices. The use of a weighted typical method is common. The
system integrates the device feedback, the objective result of the model, and other
indicated measurements into the boundaries of the model.

The synchronization of subsequently accumulated information across all gadgets
is important for the model refresh cycle in United Learning. From the main PC,
each gadget in the process receives the latest adaptation of the worldwide model.
The devices can then utilize the acquired information to work on their neighborhood
models. As described by Kairouz et al. (2019), the iterative system plans to improve
the execution and understanding of the model through repeated patterns of model
selection, adaptation, and rearrangement.

The Unified Averaging Calculation tracks down the world’s best arrangement by
merging appropriate model updates with neighborhood calculations. As outlined in
the 2020 study by Li et al., the understanding shown is achieved after a comprehen-
sive conversation and the formation of a point-by-point model. Through this process,
people can participate in cooperative learning while ensuring the classification of
information collected from each device.

It is mandatory to create models openly and straightforwardly to reduce secu-
rity issues related to the consistent maintenance and handling of information.
Consequently, sensitive customer data is not yet stored on the devices in the customer
area.

The acquisition systems utilized in unified learning influence the viability and
exactness of the worldwide model. Exploring different acquisition methods should
reduce biases and ensure a fair evaluation of the contributions of different devices.
Next, some models are introduced: fundamental averaging, weighted averaging, and
discrimination-based collection of protection data.

United Learning uses model updating methods to ensure that model boundaries
remain reliable across multiple devices, regardless of whether those devices have
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different information boundaries and processing capacities. Unified Averaging
with Force (FedAvgM) and Government Stochastic Angle Plunge (FedSGD)
are two strategies used in appropriate detection to increase combination and
robustness.

The central PC in Unified Advancing not only collects information but also man-
ages various other functions. It controls the organizational connections of devices,
monitors the progress of model updates, and ensures that the global model is accu-
rate and predictable. As Yang et al. (2022) point out, the server simplifies the execu-
tion of United Advancing by organizing the compilation and appropriation of models
for each of the affected devices.

Since combined learning is iterative, it includes some patterns of nearby prepara-
tion and worldwide gathering. As a result, the representation of the model can get
better and better. According to Konecny et al. (2016), the worldwide model works
on its representation with each cycle by utilizing different sources of information
and consolidating the collected knowledge while ensuring the protection of the
information.

Two protection techniques, secure collection, and differential security are stated
by United Figuring to guarantee that delicate information stays secret throughout
the model conglomeration. According to Mohassel and Zhang (2017), these strate-
gies ensure that the merged model adheres to all guidelines for protecting individu-
als’ data.

Due to its characteristic freedom, Combined Learning can continue with the tasks
regardless of whether there are difficulties with the network or defective hardware.
The collaborative cycle will continue in any case, even if devices fail or companies
experience delays, as a 2020 study by Smith et al. shows. To achieve this goal, it
could be very useful to include more real devices in the model accumulation process.
Flexibility and resilience to disappointment are certainly of great importance in this
context.

United Learning can effectively solve issues brought on by the absence of free-
dom and personality confirmation in information, changes in gadget types, and
heterogeneous information circulation by utilizing enhancement options. Weighted
inspection, customizable learning rates, and model transformation are among the
techniques recommended by Li et al. (2020) to mitigate the effects of these prob-
lems. At the end of the day, these strategies lead to an easier demonstration of blend-
ing and a more generally talked about execution.

The features and pace of unification of unified learning procedures are the cur-
rent focus of assembly research. The examination by Dinh et al. (2020) gives insight
into how far the gadgets are occupied with cooperative improvement. The outcomes
demonstrate that the technique is exact and dependable.

Unified learning has long struggled with the problem of productively dealing with
the proliferation of non-ID information. Some research focuses on effectively address-
ing cooperative learning calculations that can deal with non-delegated information
designs across different devices to address this issue. Yang et al. (2022) found that these
procedures act on the trustworthiness and generalizability of the prepared models.
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It is undoubtedly conceivable to circumvent the limits of performance and speed
that can be encountered when utilizing combined learning in edge-figure environ-
ments. For the advancement of edge insights, combined learning is fundamental to
streamline model preparation and updating on low-capital devices (Gao et al., 2021).
We focus on expanding the utilization of existing PC and transmission innovations
to achieve this goal.

To address the security issues with United Learning, we are looking for areas of
strength. The utilization of harmful strategies in models and the portrayal of byz-
antine practices are two conspicuous examples of these limitations in practice. To
make United Learning frameworks more secure, specialists are examining various
methods. The aforementioned parts incorporate conventions for safe amalgamations,
calculations that can survive Byzantine shortcomings, and differential protection-
based shields.

The Combined Learning area is currently researching novel methods such as ver-
satile collection and unified meta-learning. The goal is to improve model combina-
tion and execution while dealing with different gadgets and non-I1ID information.
The goal of these complex pooling approaches is to work on cooperative learning in
cluttered, information-rich environments.

Unified supportive learning, constant combined learning, and unified mov-
ing learning are dynamic areas of research. The commitment to collabora-
tive learning is rapidly advancing the progress of these projects. According to
researchers, the goal of these updates is to make cooperative methods relevant
to a broader range of learning circumstances and certifiable challenges (e.g.,
Chen et al., 2023).

The stages involved in a typical FL process as shown in Figure 1.1:

¢ Initialization: The allocation of a centrally run first global model with ran-
dom, initial weights is done by a central server.

e Client Selection: The server chooses a group of available equipment (par-
ticipants) to be in the learning round among the various equipment that
present themselves.

* Model Distribution: The server delivers the current global model’s weight
to clients which was the one chosen.

¢ Local Training: The client will proceed to perform the training using their
local data and subsequently get the updated model weights.

e Model Updates: Through sending once-updated model weights to our
server, clients perform this function.

e Aggregation: The server’s job is to combine these updates normally, by
averaging, to correct the global model.

¢ Model Evaluation: The server uses the global model to appraise it to figure
out its efficiency.

e Iteration: After steps 2 to 7 are performed, the process is repeated until the
model converges or the desired performance state is attained.
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Algorithm 1: Federated Learning Algorithm

Data: Client devices {Cy,Cq,...,C,}, Central server S, Global model

parameters 0

Result: Updated global model parameters ¢
1 Initialization: Randomly initialize global model parameters ¢ ;
2 for each communication round t = 1,2,...,T do
3 S broadcasts ¢ to all client devices;
4
5

for each client C; do
C; receives 0 from S and trains a local model w; using its own
data;
w; < LocalTraining(C;, 0) ;
end
W {wy,wo,...,w,} ;
0 « Aggregate(W) ;
10 S receives 0 from clients and updates the global model ;

e x N o

11 end

Functions:

Function LocalTraining(C;, 0):
Data: Client C;, Global model parameters ¢

Result: Trained local model parameters w;
12 Perform local training on client C; using its own data and 0 w; <«
LocalUpdate(C;, 0) return w;

Function Aggregate(W):
Data: Local models {wy,ws,...,w,}
Result: Updated global model parameters ¢
13 Aggregate local models using averaging or other aggregation methods

0« 13"  w; return(

FIGURE 1.1 federated learning Algorithm

CHALLENGES AND LIMITATIONS

The security of information is crucial in the field of combined learning, as the infor-
mation is only processed in a few places. It is essential to develop and apply sound
protection strategies while acquiring and maintaining models to reduce the likeli-
hood of information breaches and security violations.

The extra effort required to design connections is a major issue that arises when
multiple devices participate in correspondence. Expanded correspondence costs and
potential breaks in fixing issues could result from the standard exchange of model
changes between the main PC and other devices. This could affect the student’s data
security, as indicated by an examination.
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In situations where there are not many devices or the networks are not suitable for
handling many information movements, there may be capacity issues in data trans-
fer when transferring model updates between devices. According to Konecny et al.
(2016), managing models with enormous scale or a large number of devices causes
ongoing processes to stall. As a result, model synchronization becomes less produc-
tive and reliable, which increases the time required for interaction.

Since combined learning uses a wide range of devices and information sources,
the execution is more complicated. Differences in processing capacity, informa-
tion dispersion, and the steadfastness of gadgets could make it a difficult endeavor
to coordinate information from many sources while keeping up the precision and
impartiality of the prepared model (Karimireddy et al., 2021).

Regardless of whether encryption and other measures are utilized to improve
protection in general, concerns about security and information insurance continue to
emerge. Xie et al. (2023) emphasize the necessity of great strength areas for execut-
ing systems and secure association methods to shield the united profits from mali-
cious endeavors like model harm or supposition assaults.

It is fundamental to execute model printing strategies and advance correspon-
dence conventions to diminish information transfer rates between gadgets and the
main PC. It is fundamental that you think about the transmissions by performing the
expected steps. Quantization and differential pressure are two of the techniques used
to enhance the cost-effectiveness of correspondence without compromising model
execution).

It is fundamental to utilize imaginative common learning strategies that can
effectively oversee fluctuating information designs and unmistakable qualities since
gadgets and information indices are noteworthy by nature. Modeling the unification
cycle as well as execution in different environments could be improved by effectively
answering device factors through the use of versatile overall methods and custom-
ized combined learning calculations).

APPLICATIONS OF FEDERATED LEARNING

With the introduction of Combined Learning, an advanced strategy that enables the
collaborative preparation of models while effectively regulating protection issues,
medical care and testing in medicine has fundamentally changed. In addition, by
utilizing diverse patient data, medical institutions can gain significant experience
in protecting individual information about patients. By decentralizing the gathering
of information and simplifying the development of expectation models, this goal is
achievable.

HEALTHCARE AND MEDICAL RESEARCH

For healthcare and clinical research organizations, this is a top priority since it
enables collaborative Al model training without compromising patient privacy. This
technology makes it possible for medical organizations, research centers, and phar-
maceutical companies to develop Al models jointly so that the privacy of the data is
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not compromised. With federated learning, models can access and learn from dis-
tributed data sets which are dispersed across multiple healthcare institutions while
data security is preserved (Sheller et al., 2020). The use of this method can be seen
in the improvement of disease detection and clinical imaging. Furthermore, organi-
zations can follow strict privacy rules such as GDPR or HIPAA through federated
learning where it is possible to just utilize useful insights from diverse data sets
without directly sharing those sets of data (Yu et al., 2021). This enables the pharma-
ceutical people to run trials effectively.

INTERNET OF THINGS (IoT) AND SMART DEVICES

Federated Learning will be able to achieve the goals of the IoT ecosystem by perform-
ing complex algorithms on devices with limited resources. Several smart devices like
sensors, wearables, and smart appliances may not have sufficient computing power
and internet connection. By using the method of federated learning, models can be
trained across multiple devices without transferring raw data to centralized servers,
as reduced communication is a benefit of such an approach (Koneény et al., 2016).
The applications span various areas such as improvement of anomaly detection in
IoT systems, customization in smart homes, and enabling predictive maintenance in
industrial IoT setups (Lim et al., 2020).

FINANCIAL SERVICES AND BANKING

The finance sector has been leading in predictive modelling, risk identification,
and fraud detection while taking into account the adoption of data protection
regulations, thereby ensuring compliance through the use of federated learning.
Banks and other financial institutions may protect their customers’ private data
with the help of federated learning methods. This is achieved through a distrib-
uted network of branches and ATMs to retrain the Al models. The feature of
federated learning guarantees that customers preserve their privacy while infor-
mation required for loan approval and credit scoring processes is gathered from
different sources (Chen et al., 2019). The capability to facilitate collaboration
among financial institutions in sharing insights on fraudulent behavior patterns is
one of the advantages of adopting federated learning in fraud detection systems.
As reported by Zhang et al., the cooperative way guarantees the privacy of highly
confidential transactional data.

FEDERATED LEARNING IN INDUSTRY AND RESEARCH

Among the areas where federated learning has been applied widely are healthcare,
telecommunications, and finance. It can give healthcare institutions the indepen-
dence to create collaborative disease prediction models without depending on cen-
tralized data collection.

Telecommunication firms can improve network speed and customer satisfaction
by deploying federated learning. This is done by jointly training models in this net-
work that distribute the base stations. Gupta et al. raise the point that this method
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is useful in several areas such as resource allocation, spectrum management, and
predictive maintenance which reduces data transmission overhead.

Research on federated learning is a relatively new but quickly evolving area.
Scientists are involved in a quest for newly emerging technological applications,
optimization methods, and mechanisms for privacy protection.

Further research in federated learning should focus on its potential use for other
topics, including federated reinforcement learning, federated transfer learning, and
lifelong federated learning. The main purpose of Chen et al. (2023) is to develop a
federated learning technique that optimizes performance according to the different
learning strategies and difficult real-world situations. At present, research is focused
on advanced data patterns and techniques.

COMPARISON WITH OTHER LEARNING PARADIGMS

Centralized learning centralizes all data in one location for effective model training.
The main advantage is the access to a huge set of data, which in turn leads to a more
efficient model. On the other hand, the prevalence of data breaches and the violation
of privacy become more feasible as centralized data storage increases the chances of
privacy breaches.

Decentralized System Analysis: Distributed Learning provides model training
amongst several nodes or servers to eliminate the need for a central aggregator.
Single nodes work with smaller data components, while others coordinate to update
a global model. Despite this approach being a distributional one, the problem of
high communication costs has been caused by an excessive number of intra-node
connections.

Federated Learning: To assist the learning of new information, federated learning
takes into account the characteristics of both distributed and centralized learning
models. It keeps the data secure, while the models are trained on scattered devices.
This function lets one train their mode locally instead of transmitting the data to a
remote server eliminating any security issues. Through the process of updating the
model parameters but not the raw data, federated learning is suitable for privacy-
sensitive applications.

Through decentralization, federated learning limits the susceptibility to data
breaches. User privacy is kept as sensitive data resides on local devices. As a result
of decentralized learning, there arises no need for centralized data distribution. The
importance of this approach is twofold: firstly, it helps collaborative model learning
by leveraging multiple devices with heterogeneous data sets. Through the use of
distributed computing, federated learning takes advantage of multiple computing
devices which in turn, leads to efficiency in processing while minimizing the costs
of data transmission.

ETHICAL AND LEGAL CONSIDERATIONS

Training Al models based on distributed data across multiple devices is what fed-
erated learning does. Since data usually remains on consumer devices for a long
time, it is difficult to tell the ownership of the aggregated model, which results in
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data ownership complications. The rights and responsibilities must be set as clear
as possible among data contributors, model developers, and aggregators to achieve
peace and the shared utilization of the data provided (Bagdasaryan et al., 2020). The
consent of the users is critical in the case of Federated learning as well as when the
data is retrieved from personal devices.

Users will be expected to have an extensive knowledge of data usage, model train-
ing objectives, and the problems of the federated learning projects before its full imple-
mentation. It is informed consent that allows users to make wise selections regarding
their data submission and promotes transparency. Unlike some of the privacy stan-
dards, such as the General Data Protection Regulation (GDPR) of the European Union,
the Health Insurance Portability and Accountability Act (HIPAA) of the healthcare
sector, and a variety of local laws, federated learning is not met by their norms inher-
ently. Data anonymization, encryption, and secure aggregation are some of the tech-
niques that will be required to protect user privacy. Yang et al. mention in their 2022
paper that it is vital to implement such measures to meet the requirements.

The field of federated learning is based on ethical behaviour. The concepts of
non-discrimination, transparency, accountability, should be at the core of everything
that follows before the start of federated learning, according to Yang et al. (2022).
Federated learning systems have to comply with existing regulatory settings. Naseri
et al. (2022) indicate that this approach should be based on privacy-by-design prin-
ciples, robust security measures, and the obtaining of the respective licenses or cer-
tificates. Bonawitz et al. (2020) suggested that federated learning systems need to
be constantly observed and modified to keep up with shifting privacy laws, ethical
standards, and legal requirements.

FUTURE DIRECTIONS AND EMERGING TRENDS

Strategies for Enhancing Privacy: As summarized by McMahan et al. (2018), robust
security measures have been brought about by combining powerful privacy-preserving
technique like homomorphic encryption, secure multi-party computation, and dif-
ferential privacy to the federated learning.

More refined aggregation algorithms would give rise to better uniformity, fair-
ness and adaptability to the different kinds of information and device capabilities.
Hence, aggregation methods such as hierarchical aggregation, adaptive aggregation,
and federated meta-learning have been suggested in the literature (Li et al., 2024).

Streamlined Communication Methods: Researchers currently work on the tech-
niques of federated learning, which should minimize communication load while
keeping model precision and convergence. Asynchronous communication protocols
and decentralized development strategies are included in these tactics (Yang et al.,
2023). The models are able to acquire new knowledge and the way they work can be
changed dynamically to adjust to different situations. Among others, lifelong feder-
ated learning and federated transfer learning are the two areas where this phenom-
enon is predominant. These approaches in fact support a better information flow
between devices, domains or tasks.

After the deployment of federated learning the process of training Al models will
be changed in a radical way. Part of this transition involves decentralization from
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centralized data repositories to distributed and privacy-preserving technologies. The
initiatives involved in raising the privacy and security standards might have a posi-
tive impact on subsequent advancements in federated learning. These regulations
protect the privacy of individuals and ensure ethical data management, which will
serve as the basis for both federated approaches and generalized artificial intelli-
gence methods.

Federated Learning’s Emphasis on Collaboration: The tendency towards collabo-
ration and open-source principles in federated learning can kindle a more coop-
erative attitude and data sharing among the AI developers, thereby bringing the
increased adoption of open-source tools and methodologies.

CONCLUSION

Federated Learning redesigns Al paradigms by combining data privacy with distrib-
uted model training. Thanks to decentralized data processing, it becomes possible to
train the models here collaboratively across different devices and still ensure private
information. The Federated Averaging Algorithm provides for the uncomplicated
integration of the device-specific features into a centrally updated global model
which also eliminates operational complexity. The various advantages of federated
learning indicate that it has a promising future. The deployment of edge devices, on
the other hand, can decrease the privacy issues of centralized systems. This paradigm
shift allows us to utilize the wide variety of data sources without the need to violate
any privacy laws. In effect, federated learning emerges as a very useful solution in
the healthcare and the Internet of Things fields, where resources are limited and data
is extremely sensitive. Having your data secured, you can go on to build your model
without any concern. With research, many new achievements for federated learning
are expected to be achieved in the future Al is about to witness a major change as
a result of improved privacy protection, well-established communication protocols,
and integration of today and tomorrow technologies such as Internet of things and
Edge computing. Now, a new era has begun where these emerging phenomena are
emphasized. This new era incorporates distributed model training, accountable data
management, and collective intelligence. Federated learning is an example of novel
Al solutions that are founded on privacy protection, collaborative sphere and always
in compliance with ethical principles in dealing with private data. It could have a
deep influence on how models are trained and used, and therefore, is critical in the
development of a reliable and ethically sound AL Its ability to skillfully handle pri-
vacy concerns makes this philosophy differ from other Al ways.
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INTRODUCTION

According to Khang et al. (2023a), integrating traditional education into complex
systems is gaining increasing attention because of the integration of artificial intel-
ligence (AI) with education. Advances in new education curricula and infrastruc-
ture systems have led to the widespread adoption of artificial intelligence in various
fields, including administration, resource development, and more. Research on intel-
ligent education has so far concentrated on methods to improve students’ learning
efficiency and intelligent education monitoring, but limited research has examined
how to assess the efficacy and level of teaching provided by teachers utilizing Al
robotics. Indeed, a variety of factors, such as students’ efforts, the availability of
contemporary learning tools, and the style of their instructors, affect their ability to
learn (Muthmainnah et al., 2023). We present a smartphone-based robotics learning
system based on blended learning for educators. By understanding the feelings of
undergraduate students when they learn a foreign language, the realization of feder-
ated learning (FL) improves recognition performance and enables data sharing and
collaborative modelling.

The new idea of Industry 6.0 highlights the importance of human workers in
production with increasingly harmonious technological collaboration. The goal of
Industry 6.0 is to combine the knowledge and experience of human adaptation with
advanced technologies to make production processes more adaptive and collabora-
tive (Chourasia et al., 2022). This 6.0 industrial revolution enables the sector to com-
bine human and robotic workers by adopting the former key enablers such as the
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Internet of Things (IoT), big data analytics, and artificial intelligence. The goal is to
have a highly collaborative, adaptable, and agile team (Khalid et al., 2023).

By these statements, the robot tutor that Al-driven technology is one of the
edge devices that can be used together with FL, where this collaboration empha-
sizes cooperation between human-robot interaction (HRI) to train and improve
new machine-based skills. Through this practice, the virtual robot learning model
adapts to the learning environment without having to send data and information to
a remote server, which poses a security risk for certain bot programs (Papadopoulos
et al., 2021). This FL approach includes safety measures and more efficient and
effective human-robot collaboration, which is supported by robot facilitation that is
consciously personalized by the surrounding environment (Lindblom et al., 2020).
Subsequently, this concept is adopted for teaching modern English and individual
production, where FL has an impact in the field of education at large. This statement
is supported by the results of research conducted by Sadiku et al. (2022) and Driss
et al. (2023), who suggest that the FL approach can help schools create Al-driven
learning models or machine learning by protecting user data. Protecting user data
is highly recommended so that the use of Al-driven learning applications can be
adjusted, and manufacturing becomes more personalized and user-centered by
utilizing insights gained by customizing specific products, processes, or services
such as AR, VR, MR, or other educational technologies (Shakeer & Babu, 2024;
Wau et al., 2023). Taking this route has the potential to increase the practicality and
efficacy of Al, augmented reality, and virtual reality experiences in educational or
teaching contexts by making them more immersive and realistic (de Moraes Rossetto
et al., 2023; Khang et al., 2023a; Klimova et al., 2023). Moreover, the FL approach
in English as a Foreign Language (EFL) can help students learn from each other and
share what they know.

Adopting the federated learning paradigm as outlined by Angurala and Khullar
(2023), our objective is to optimize English language teaching through decentralized
machine learning models. Previously, in traditional language classrooms, all data and
learning insights usually resided on a centralized server, like some previous learning
platforms. In federated learning, this paradigm changes, where each student’s device
becomes a decentralized node, storing its data locally via their smartphone.

In our EFL class, we teach our students to use Al applications with a virtual
agent approach, robot tutor, or language learning platform on their respective
devices, smartphones, or laptops, thus enabling the creation of personalized learn-
ing pathways for each undergraduate student. As students engage with EFL lan-
guage practice, the model adapts to their strengths and weaknesses. For example,
if a student excels in vocabulary but struggles with pronunciation, the federated
learning model will of course adapt the exercises to meet their specific needs in
EFL, and vice versa. If an undergraduate student has difficulty with grammar, then
the adjustments to the exercises are done practically. In our EFL scenario, students’
interactions with language applications generate insights locally on their devices,
where federated learning promotes collaborative learning experiences. Insights
gained from each device contribute to collective model refinement. We present fed-
erated learning principles, such as grouping our students who excel in a particular
language skill, so the federated learning model (FLM) will adapt to combine these
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successful strategies, thereby providing benefits for the entire class and according
to the needs of each group.

Al virtual robotic tutor Lily and Elsa platforms are used in language learning that
utilizes the federated learning model to provide adaptive content recommendations.
As students progress, the model refines its understanding of their preferences and
learning styles. We identify, for example, that when a student consistently engages
in conversational practice, the model will suggest more interactive speaking activi-
ties to improve fluency, and the student can activate the audio feature to practice
and continually refine its language proficiency predictions, ensuring adaptability to
evolving classroom needs.

Therefore, we were glad to see the target and changes in language teaching by
decentralizing the learning process, personalizing teaching, preserving privacy,
encouraging collaboration, and providing real-time feedback. In our analysis, this
fresh method heralds a sea change in language instruction and points the way toward
the development of more effective and flexible classroom settings for English as a
Foreign Language students. By working together to train machine learning models,
academic institutions can protect students’ personal information while also collecting
and sharing expertise in a certain area. Industry 6.0 participants may work together
more effectively and share more information. This promotes collective intelligence
and innovation in various industries (Zeng et al., 2022). The framework can also
make use of FLM to promote the ethical and responsible usage of Al. To promote Al
models that are just transparent and accountable, collaboration is paramount. This
will help to actively prevent any type of unethical behavior, such as prejudice or bias.
This strategy can be used to create Industry 6.0 Al systems that are more trustworthy
and responsible. These transitions in education also will help to make sure that this
technology is used in an ethical way and following social norms.

Integrated human—robot FLM based on collaborative human-robot integration.
One important part of working together is the ability to communicate and analyze
data in real time within the language domain. More collaborative integration between
humans and robots is a logical outcome of users being able to enhance their language
abilities in a complex learning environment that is customized to their needs. It makes
it easier to train machine learning models that can be adjusted to meet the unique
requirements of each student, which in turn allows for the creation of highly custom-
ized and personalized learning. As the focus here is on actual 3D capabilities and
other cutting-edge production technologies, humans and machines may work together
to create one-of-a-kind products (Jia & Liu, 2019; Yakin et al., 2022).

FEDERATED LEARNING MODEL IN ENGLISH CLASS

Indonesia is one of the countries where people who do not speak English must now
have a good understanding of English with the correct communication skills (micro
and macro learning) because English is the language of global communication. One
needs a reliable tool that can automate the training and identification process to
improve their English skills. In the field of English education, the challenge is to be
able to get tailored instruction to improve their English skills with tools that can help
them determine where they are having difficulties. The tool must be accessible, easy
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to use, and embedded in students’ smartphones and accommodate students with var-
ious needs whenever and wherever they are. It would be great if this tool could also
provide instant feedback to users, allowing them to quickly correct their language
errors independently. Recent technological advancements have brought forth a range
of products designed to streamline English language learning through automation.
According to Chen et al. (2019), federated learning is a method whereby small
devices collaborate by sharing computing resources and local data to construct reli-
able models on distributed systems that operate on a large scale. The objective of FL
is to discover answers to several issues that computers aren’t capable of handling,
including those involving users’ private data, computing in real time, and Al robots
embedded in devices (Shakeer & Babu, 2024). A global machine learning model can
be trained using local weights from each user’s data using federated learning, which
enables numerous users to collaborate without revealing any sensitive information
(Weller et al., 2022). This method is employed to achieve a high level of precision in
the global model, as stated by Liu et al. (2020) and Narayan et al. (2016). Yin et al.
(2021) demonstrated that Google Translate’s federated learning (FL) approach in
Florida effectively mitigates privacy risks and reduces data exchange costs while
adhering to GDPR regulations, outperforming traditional centralized machine learn-
ing methods (Lyu et al., 2020). Several studies have compared deep neural networks
(DNNs) with FL (Taik et al., 2024) due to the widespread use of DNN in the field
of machine learning, but there are still not many articles comparing FL with several
other learning techniques, including in the educational realm.

The encouraging findings on DNNs have increased their appeal in various appli-
cations. The integration of DNN into FL is not without problems, especially because
of one obstacle. In their research, Mazzocca et al. (2024) explore potential develop-
ments and future perspectives for federated learning that protect privacy and data. Li
et al. (2021) also compared several FL systems. In addition to providing an overview
of FL, this paper also focuses on its application to image data security, collaborative
Al, and tools in learning EFL. Only a few studies have examined possible barriers to
the use of FL in EFL, even though previous studies have examined the advantages of
FL over classical machine learning in terms of protection, privacy, and convergence
efficiency (Sanchez et al., 2024). To address this gap, this chapter examines existing
research on the subject, categorizes the challenges of FL in foreign language educa-
tion and suggests potential solutions. Despite limited research on the application of
FLM in EFL, this chapter aims to contribute to its exploration.

The Al robotics application can understand users’ speech patterns and provide
them with tailored recommendations by combining machine learning algorithms
with voice recognition technology, among other features. In fields such as education,
business, and customer service, where proper English communication is essential,
the need for such tools is always increasing. Recent advances in deep learning have
significantly increased the effectiveness and precision of systems that handle written
and spoken language. The idea of end-to-end learning is one approach; this requires
teaching a single neural network to translate between unprocessed audio data and
literal text transcription (Hagiwara, 2021; Eslit, 2023). This method has shown
encouraging results in tasks that involve understanding written language, namely
vocabulary, grammar, and spoken recognition, with automatic speech recognition
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and speech synthesis features. One such idea is the attention mechanism, which
allows the model to pay close attention to important parts of the input sequence. As
a result, results in areas such as speech recognition and translation have improved.
In addition, the capacity to represent long-term dependencies in a series of improv-
ing language skills has been enhanced using robotics-based teaching models, so that
English language processing is increasingly modern and interactive (Wang, 2023).

To improve English language proficiency, robotic learning approaches are now
being used in this study. Therefore, there is an urgent need for intelligent and real-
time help systems to improve English language proficiency. The suggested work
revolves around natural language processing. We present artificial intelligence and
mobile applications with support for multiple users in this article. When training this
model with a federated learning approach on the aggregated database, we also con-
sider data privacy issues. Therefore, this work aims to develop privacy-preserving
mobile and web multi-app training based on blended learning to assist students in
improving their English language proficiency. One of the main reasons for suggest-
ing blended learning-based systems is so that they can incorporate future technolo-
gies that will expand the possibilities of related applications.

FEDERATED LEARNING: A TAXONOMY

Federated learning is a framework for language training that emerged out of the
intersection of machine learning and rising concerns about data privacy and secu-
rity. The necessity to remedy the drawbacks of traditional machine learning models,
particularly when handling complex and large data sets, led to this categorization.
According to Zhang et al. (2021), there are three distinct types of FL solutions.
Designed with privacy and computational efficiency in mind, these types are tailor-
made for dealing with massive data sets. Let’s have a look at the many forms of
federated learning and describe them:

1. Horizontal federated learning. To define HFL, it is a process whereby
numerous entities work together, with each entity having its local data set
that contains identical features. It enables the simultaneous training of a
model on many data sets independently, eliminating the necessity for data
exchange. Although the model incorporates the collective wisdom of all
involved parties, each one keeps full authority over its data (Beltran et al.,
2023). A common scenario in EFL classrooms involves students from
diverse academic backgrounds employing a variety of mobile applications
to enhance their grammar proficiency. The data, consisting of responses
to similar questions, is scattered among various platforms such as Lily,
Elsa-Al, Google translation, Google sites, and MindMeister© apps. By col-
lecting knowledge from many different students, horizontal FL can improve
the precision of grammatical models.

2. Vertical federated learning (VFL) is defined as a collection of practices
that apply when two or more parties have complementary knowledge about
a shared data set characteristic. This class makes it easier to train models
on data sets that do not share any characteristics (Duan et al., 2022). By
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limiting data sharing to what is essential, parties can protect the privacy
of their data set components. In language learning programs, for example,
users can choose their vocabulary and save it on their device by using the
MindMeister© application. Without revealing users’ specific word choices,
vertical FL can be used to improve language models collaboratively, for
example, by collecting information from various applications, and the plat-
form can propose customized vocabulary exercises.

3. Last, TFL stands for federated learning transfer. Efficiency gains dur-
ing model training through the incorporation of previously trained global
model information into locally targeted models is one possible interpreta-
tion of transfer learning. With the use of a large data set, TFL trains a global
model. Subsequently, local models refine their performance using their data
sets. Maximizing learning efficiency without compromising data security
is possible with this strategy (Chen et al., 2023). Sentiment analysis engines
are trained to correctly detect the tone of English text by initially exposing
them to data in that language. This is because these engines are designed
to improve learning performance on multiple distributions by transferring
knowledge from one distribution to another. To train a model on English
data, one can use FL transfer. To optimize learning across different lan-
guage distributions, knowledge learned from English data is transferred and
adapted to improve sentiment analysis performance on English knowledge.

FL is related to NLP theory and the theory of human language acquisition, namely
that humans convey a large amount of information through every word and syllable
they pronounce when speaking. Natural language communication is enhanced and
influenced by various factors, such as the subject matter and the sophistication of the
vocabulary used. To enhance language acquisition efficiency and reduce the emotional
strain on teachers and students, it is crucial to explore the potential of Al. Students can
learn independently, even without a teacher, because Al is set to be available 24/7. The
traditional concept of remembering and evaluating the structure, language, meaning,
and unique tone of each sentence is an impractical idea (Liu & Lu, 2023).

As can be seen, one branch of artificial intelligence offers machines that can read,
understand, predict, and extract meaning from human spoken language, and this
intelligence is of great benefit to EFL students (Celik, 2023). One common applica-
tion of this field is sentiment analysis, which involves identifying and classifying the
emotional tone of text, such as positive, negative, or neutral. Information is provided
regarding factors that influence student preferences. With the growing popularity of
sentiment analysis on the web, individuals can learn from multiple perspectives and
stories. Through social media, more and more people are sharing their opinions with
strangers by tweeting about a variety of subjects (such as politics, consumer prefer-
ences, vacations, and other topics where the app excels).

Expanding to support the collaboration of FLM for EFL, data translation is known
as machine translation (Benbada & Benaouda, 2023), which uses machines to trans-
late different languages as students become more adept at translating using technol-
ogy. Google Translate is the most well-known example of an application that uses
statistical machine learning (SML) language processing for EFL, and this engine
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was very popular for students before the advent of Al applications for language prac-
tice such as Lily Tutor and Elsa Al The basic premise is to collect a set of possible
texts, looking for similar texts in opposing languages, with the possibility of them
being translated into another language. Computer speech recognition, or autono-
mous speech recognition (ASR), is another name for speech recognition such as Elsa
AL Itinvolves carrying out verbatim transcription of a speech input stream through a
program programmed into a computer system. With proper pre-processing, some of
these uses of natural language processing can become plain text that can be parsed in
a way that any computer can parse. This includes describing a sequence of numeric
words as input. There needs to be a numerical representation that conveys multiple
verbal meanings while maintaining semantic integrity for each syllable. There is a
contemporary paradigm in NLP where the main method is to achieve this.

METHOD AND PARTICIPANTS

The research methodology adopted in this research is an experimental method,
specifically using a pre-experimental design (Marsden & Torgerson, 2012). This
categorization is due to the initial nature of the design, which does not have the
characteristics of a true experiment due to the presence of external variables that
can influence the dependent variable. Consequently, the experimental results, which
represent the dependent variable, are not exclusively governed by the independent
variables. This limitation arises due to the absence of control variables and non-
random sample selection.

The specific research design used is the one-group pretest-posttest design. In
this design, a pretest is given before implementing the treatment, which aims to
provide a baseline measure. This approach increases the precision of the assess-
ment of treatment effects by facilitating comparison with pretreatment conditions.
The design is characterized by giving a pretest (initial test) and posttest (final test)
sequentially to a single group. The research procedure steps use a one-group pretest
and posttest design, which includes measuring the dependent variable (pretest), pro-
viding treatment (X) for six weeks involving students by implementing a federated
learning approach using the Tutor Lily and Elsa AI applications, as well as subse-
quent measurement of the dependent variable after treatment, as shown in Table 2.1.

To operationalize the one-group pretest-posttest design, a pretest (O,) was given
to students in semester 1 of the 2023 academic year to ensure their initial knowl-
edge before implementing the treatment. Next, treatment was carried out in the form
of implementing federated learning in Al-integrated classes to improve learning
outcomes on the concept of English language skills. The difference in initial and

TABLE 2.1
Pre-Experimental Design

0, X 0,

Pretest Treatment Post Test
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FIGURE 2.1 FLM approach.

final test scores (O, and O,) is assumed to represent the effect of treatment (X).
This design is in line with the research objective, assessing improvements in student
learning outcomes after implementing the Al-based FL model.

To describe the research context, the population is undergraduate students at Al
Asyariah Mandar University, totaling 219 students. The sample selection involved 13
study programs: Indonesian language education, mathematics education, Pancasila
and citizenship education, public health, sharia economics, Islamic management,
agrotechnology, agribusiness, animal husbandry, communication science, gov-
ernment science, informatics engineering, and informatics systems. The samples
exposed to Al were the communication study program, animal husbandry study
program, public health study program, and agrotechnology study program for each
learning model, so a total of four experimental classes were obtained with a sample
of 74 undergraduate students. The research took place in the first (odd) semester of
the 2023 academic year, and data collection was carried out six times in the experi-
mental class, as shown in Figure 2.1.

ADOPTING FL AI-DRIVEN PEDAGOGY

Among a sample of first-semester undergraduate students combining two Al tutors,
our main aim was to identify the impact of robotics learning activities with a
federated learning approach on English language skills. Participants were given
treatment for eight meetings. The population of this study was 219 undergraduate
students with beginner-level English skills. The sample consisted of 74 students
with an age range of 18-21 years, 11 males and 63 females. Participants attended
eight English lectures in class with Al interaction by the learning syntax, as shown
in Table 2.2. The design of this research was quantitative with a pre-experiment or
did not use a control class.

This English language teaching model provides an innovative and technology-
infused language teaching approach, utilizing blended learning and Al robot tutors
with a focus on English language skills. Undergraduate students engage in inter-
active and personalized activities, thereby fostering a comprehensive and effective
language learning experience that can enhance learning outcomes.
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TABLE 2.2
Teaching Model Incorporating FL

Step 1. In the first stage, undergraduate students are introduced to the concepts of robotics-based

Warmup learning and federated learning, which involve conversations with AI robot tutors to develop
conversation skills. Undergraduate students are asked to engage in interactive dialogue with
an Al tutor, with a focus on pronunciation, fluency, and contextual communication. Start by
downloading the Robot Tutor application on the student’s smartphone.

Step 2. Undergraduate students are asked to form groups and discuss with their group friends the

Federated conversation theme, the weather. They discussed determining weather keywords by
combining robot tutor Lily and Mind Mapping. At this stage, undergraduate students are
asked to access Tutor Lily, which helps them discover vocabulary related to weather. After
that, they organized their group’s vocabulary according to the weather conditions that Tutor
Lily shared. Undergraduate students will practice pronunciation of vocabulary for those who
are not yet able to pronounce the vocabulary, practice accents, and practice correct writing.

Step 3. Under Tutor Lily’s guidance, students collaborate with their peers to create practice scenarios

Composition  for writing dialogues. These exercises are designed to improve grammar, coherence, and
vocabulary, with Al providing feedback. In this stage, undergraduate students access L2
using Tutor Lily’s translation features and Google Translation. To perfect the dialogue,
lecturers guide undergraduate students and facilitate with Grammarly. This activity trains
collaborative grammar that utilizes blended learning, ensuring collective improvement in
grammatical accuracy. In addition, at this stage, undergraduate students structurally enrich
their vocabulary through Al-guided exercises and contextual usage exercises.

Step 4. Practice stage: after the dialogue is complete, it continues with personalized reading with

Practice Al with the aim of improving reading comprehension through a personalized and
Al-guided reading experience. A dialogue script about the presented material (weather)
makes up the reading material that the Al has curated. Together with their group mates,
they practice with each other to sharpen their listening skills with Al-generated audio
content. In addition to Tutor Lily, undergraduate students access Elsa-Al This stage of
Al integration aims to train pronunciation, practice listening, and practice pronunciation
with the help of Al and assess understanding.

Step 5. In the performance stage, undergraduate students and their group friends display their

Performance  English language skills by recording a video presentation and uploading it to YouTube.

RESEARCH INSTRUMENTS

This research uses a combination of test and non-test instruments to collect data for
comprehensive analysis. The testing component consists of a multiple-choice ques-
tionnaire consisting of 25 questions given at the initial stage. This test had a dual
purpose, assessing the initial proficiency of both experimental groups and establish-
ing the homogeneity of their abilities. This careful assessment aims to ensure that, at
the start of the study, the two groups do not show statistically significant differences
in their capacities, as shown in Figure 2.2.

To assess whether the experimental groups had made any improvements in their
learning outcomes, they were both given an identical multiple-choice questionnaire.
To fully grasp the efficacy of the interventions used in the study, this cyclical testing
method is employed.
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Output
—55 = 1. Posttest
2. Data Analysis

FIGURE 2.2 Research procedure.

A psychomotor evaluation, which is not a test but is administered at the same time
as the test instrument, is also conducted. The goal of this all-encompassing strategy
is to gain a thorough knowledge of the many facets of student learning outcomes by
integrating test and non-test instruments. After carefully administering the instru-
ments and collecting the data, as well as making sure that the instruments were valid
and appropriate for the research purpose, a series of advanced data analyses were car-
ried out. To conduct a thorough and rigorous review of the treatments used and their
effect on the experimental group’s learning outcomes, this study seeks to acquire new
insights into the complexities of the research findings shown in Figure 2.3.

DATA ANALYSIS

After a comprehensive verification process and extensive tests for validity and com-
pliance with set standards, the next crucial step is to quantify the research results.
Two sophisticated techniques used in the analysis process are quantitative descrip-
tive analysis and inferential statistics, which are both made possible by SPSS version
26. Thoroughly analyzing and making sense of the numerical data produced by the
instrument is essential for quantitative descriptive analysis. Using statistics like the
mean, median, and standard deviation, one can get a good idea of the dataset’s cen-
tral tendency and dispersion and then conclude the set’s key properties. At the same
time, relevant inferences are drawn using inferential statistics and dispersion in the
collected data. Simultaneously, inferential statistics are used to draw meaningful
conclusions and infer patterns in datasets. The use of SPSS version 26, powerful
statistical software, allows the application of various statistical tests.

RESULTS AND DISCUSSION

Using descriptive statistics, we were able to better understand the distribution and
central tendencies of performance indicators in the data set that included pre-and
posttest scores from 74 participants. Participants’ baseline performance on the
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TABLE 2.3
Pre- and Post-Test Results

N Minimum Maximum Mean Std. Deviation
Pretest T4 30.00 70.00 54.3243 8.96433
Posttest T4 60.00 95.00 79.6622 9.52038
Valid N (listwise) 74
TABLE 2.4
Chi-Square Test

Pretest Posttest

Chi-square 58.811% 41.459°
df 8 7
Asymp. sig. .000 .000

20 cells (0.0%) have expected frequencies less than 5. The minimum expected cell frequency is 8.2.
b0 cells (0.0%) have expected frequencies less than 5. The minimum expected cell frequency is 9.3.

pretest showed a substantial amount of variability, with scores ranging from 30 to 70
on the scale in Table 2.3.

Table 2.3 shows the mean score was 54.3243, and the standard deviation was
8.96433. Afterward, on the posttest, the scores varied from 60.00 to 95.00, showing
an increasing tendency. There was a 9.52038 standard deviation and a significant
increase in the mean posttest score to 79.6622. Both evaluations use the same valid
N (listwise) value of 74, which shows that the data set is comprehensive.

The relationship between pretest and posttest scores was assessed using statisti-
cal tests, specifically the chi-square test. The results in Table 2.4 show that there are
statistically significant consequences. With 8 degrees of freedom, the pretest chi-
square value is 58.811, resulting in a p-value of 0.000, which is considered highly
significant. Apart from that, the posttest shows a p-value of 0.000, 7 degrees of
freedom, and a chi-square value of 41.459. It is worth mentioning that in both cases,
zero cells (0.0%) meet the minimum predicted cell frequency requirement, with an
expected frequency below five. For the pretest, the lowest predicted cell frequency
was recorded at 8.2, and for the posttest, it was 9.3.

Table 2.5 shows the mean difference of 54.32432 from the test results is statisti-
cally significant, according to the pretest, which has a #-statistic of 52.131 with 73
degrees of freedom and a p-value of 0.000. The 95% confidence interval of the dif-
ference (52.2475, 56.4012) further supports these findings. The posttest also shows
a t-statistic of 71.980 with 73 degrees of freedom and a significant p-value of 0.000,
which means the mean difference of 79.66216 from the test value of O is statistically
significant. The 95% confidence interval accompanying the difference (77.4565,
81.8679) further indicates the dependence of this effect.
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TABLE 2.5
One Sample Test
Test Value = 0
95% Confidence
Interval of the
Mean Difference
t df Sig. (2-Tailed) Difference Lower Upper
Pretest 52.131 73 .000 54.32432 52.2475 56.4012
Posttest 71.980 73 .000 79.66216 77.4565 81.8679
TABLE 2.6
ANOVA
Sum of Squares df Mean Square F Sig.
Between Groups 1707.894 7 243.985 3.872 .001
Within Groups 4158.322 66 63.005
Total 5866.216 73
TABLE 2.7
Paired Sample Correlations
N Correlation Sig.
Pair 1 Pretest and posttest 74 403 .000

To determine whether the pretest scores varied significantly between catego-
ries, we used analysis of variance (ANOVA), as shown in Table 2.6. We found that
the between-group variability, which represents differences among the groups,
accounted for 1707.894 sums of squares with 7 degrees of freedom, giving us a
mean square of 243.985 when we examined the sources of variation. The estimated
F-statistic of 3.872 and its related p-value of.001 among the groups demonstrated a
statistically significant difference. Alternatively, there was a mean square of 63.005
and a sum of squares of 4158.322 for the within-group variability, which reflects
individual differences within each group. There were 66 degrees of freedom in this
analysis. With a total of 73 degrees of freedom, the sum of squares for the pretest
scores was 5866.216. The statistical significance of the between-group F-ratio indi-
cates that there are obvious group-wise variations in the pre-test results.

Table 2.7 shows the results of a paired sample correlation analysis conducted
on 74 individuals to examine the relationship between pretest and posttest scores.
Calculation of the correlation coefficient (r) between the pretest and posttest scores
shows that there is a quite positive relationship, with a value of 0.403. The statisti-
cal significance of the correlation, with a p-value of 0.000, indicates that it is very
unlikely that the observed relationship occurred by chance, as shown in Figure 2.4.
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Table 2.8 shows the survey data set includes descriptive statistics for variables related
to EFL classroom pedagogical considerations, Al practices, robotic tutor involvement,
blended learning implementation, Al practices, and blended learning integration, as
well as general pedagogical considerations. Primary statistical measures were applied
to participants’ responses after each variable was evaluated using various statements.
For AI practices, participants demonstrated a strong understanding of the subject
(mean = 4.5270) and actively engaged with Al-enabled technologies (mean = 4.4189).

TABLE 2.8
Questionnaire Results

Descriptive Statistics

Std.
N Minimum Maximum Mean Deviation
AI Practices
1. Tunderstand the practice of artificial intelligence 74 3.00 5.00 4.5270  .68692
(AI) in education, and I am happy
2. Tuse Al-powered tools or applications in English 74 2.00 5.00 44189 77648
as a Foreign Language (EFL) learning very well.
3. From my perspective, Al-driven tools are a promising 74 2.00 5.00 4.1892 87077
avenue for optimizing language acquisition.
4. Al Tutor Lily and Elsa’s technology or practice 74 1.00 5.00 4.1486  .85500

integrated into EFL lessons motivates interest in
learning English compared to before without using AL

5. Ibelieve that Al-based practices can contribute to 74 2.00 5.00 43378 83218
individualized learning experiences in EFL

classrooms.
Robot Tutor
Using a robot tutor in EFL class is very interesting. 74 2.00 5.00 4.3243 74223
I have found that incorporating a robot tutor into my 74 2.00 5.00 43649  .82053
English learning has been very beneficial.
I am more comfortable learning when lecturers use 74 2.00 5.00 4.2027  .84367

Robot Tutor Lily and ELAS compared to traditional
teaching methods.

My language skills can be improved effectively with 74 1.00 5.00 4.1216  .92088
the help of Al

Implementation of federated learning

I enjoy learning English with the concept of federated =~ 74 1.00 5.00 4.1351 95551
learning (FL) in the context of language education.

Learning federation in EFL class can help my deep 74 2.00 5.00 42297  .86875
learning of English.

I feel the potential benefits when lecturers use 74 1.00 5.00 43919  .82458
federated learning for language teaching.

I am excited about the federated learning model in an 74 1.00 5.00 42162  .86437
EFL environment.

I believe that federated learning can address privacy 74 2.00 5.00 42973 83960

issues in language education.
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TABLE 2.8 (Continued)
Questionnaire Results

Descriptive Statistics

Std.
N Minimum Maximum Mean Deviation

Integration of AI practices and federated learning

Integrating Al practices and federated learning in EFL. 74 1.00 5.00 42162 .89550
teaching helps me to analyze language, from
vocabulary to designing practical sentences and
dialogues.

I felt the synergy between Al practices and federated 74 2.00 5.00 4.1622 92198
learning as being able to optimize language learning
outcomes.

I like to learn English by using the Al and FL 74 1.00 5.00 4.0811 1.03045
approaches.

Pedagogical considerations:

I am sure that the integration of robot tutoring, artificial 74 2.00 5.00 4.1486  .90179
intelligence (Al) practices, and federated learning can
achieve maximum learning outcomes.

I believe in the impact of Al practices, especially robot 74 2.00 5.00 4.1757 88144
tutoring, on encouraging student engagement and
participation in EFL lessons.

In my opinion, educators should adapt their teaching 74 1.00 5.00 4.1486  .96063
strategies to accommodate the incorporation of Al
and federated learning practices in EFL teaching.

I recommend that educators incorporate Al practices 74 2.00 5.00 4.1757 86576
and federated learning into teaching strategies for
EFL and other courses.

Valid N (listwise) T4

DISCUSSION

As stated in Table 2.3, the data of descriptive statistics provide a detailed picture of
the distribution of participants’ performance, which can be used as a starting point for
inferential studies and to guide possible educational initiatives. Based on Table 2.4,
the results of the chi-square test showed that the association test was strong, indi-
cating a correlation between pre- and posttest scores. This can help us understand
educational interventions or experimental conditions better. Using a test value of 0,
a one-sample test was performed on the pretest and posttest data sets to see whether
the mean differences in each group were statistically significant. The results showed
that there was a statistically significant change between the mean scores before and
after the test, which explains how well the intervention of the FL teaching method
worked. A substantial drop in performance between the two sets of assessments
suggests the need for additional research into the intervention’s efficacy or the effec-
tiveness of the teaching method. Consequently, the coefficient value, which shows
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the strength of the link, reveals that participants with higher pretest scores also tend
to receive higher posttest scores. This study sheds light on people’s performance on
both exams and can provide light on the kinds of educational interventions or experi-
mental conditions that may have produced the observed correlations.

Based on Table 8, the mean scores of students’ responses from the survey ranged
from 4.1216 to 4.3919. This indicated that undergraduate students were generally
positive in terms of their experiences with Tutor Robot and the application of fed-
erated learning in the EFL classroom. Positive feedback was also received by Al
practice integration and federated learning, highlighting the real capacity of Al
practice integration and federated learning model to improve language learning out-
comes such as Bowser’s added-on (Farahrani et al., 2023), which trains algorithms
using distributed data sets stored on edge devices or servers. This proposed method
eliminates the need to communicate